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O6 aBTOpEe

Ixumxu Caiidan (Gigi Sayfan) paboraer riaBHbIM apXUTEKTOPOM ITPOrPaMMHOIO
obecnievenust B kommanvu Helix. Bor yske 22 rosa pazpabarbiBaet mpuiokenus B che-
pax o6MeHa MTHOBEHHBIMU cO00IIeHUsIMU 1 MophuHTa'. JIKUKY e5KeJIHEBHO MTUIIET
KOJI TPOMBITIJIEHHOTO YPOBHS HA TaKUX sI3bIKAX MporpamMmMmuposanus, kak Go, Python,
C/C++, C#, Java, Delphi, JavaScript u gasxe Cobol u PowerBuilder, ans onepanmu-
onnbix cucteM Windows, Linux, macOS, Lynx (BcrpauBaembie pelenust) u ap. Ero
3HAHUS U OTIBIT PACTIPOCTPAHSIOTCS Ha Ga3bl JAHHBIX, CETH, PACTIPE/ICTICHHBIE CUCTEMBI,
HeCTaH/[aPTHBIE TTOJIb30BATENbCKUE HHTEP(DEHCH U ITUKJIBI Pa3pabOTKK TIPOTPAMMHOTO
obecrieyenist 06IEro Xapaxkrepa.

! TexHoJOrHs B KOMIBIOTEPHOI aHUMAaIlNN, BU3yasbHbIi 2 heKT, co3aatonuii BrieyaTieHue
IaBHO#T TparchopManum oHOro 06beKTa B Apyroit. Vcrmonb3yercst B irpoOBOM U TEJIEBU3H-
OHHOM KHHO, B TEJIEBU3UOHHON periame. — 3decs u daiee npumey. nep.



O peueH3eHTax

Hec Opypu (Des Drury) — cTpacTHBIN TEXHOJIOT ¢ Hoiee ueM 25-1€THUM OIIBITOM Pa-
6otbl B UT-unmycrpun. Jlec cymen pacriosnats npenmyiiectsa mardopmbl Kubernetes
Ha CaMbIX PaHHUX 9TAllax ee Pa3BUTHS U HAavyaJl IIPOIIaraH/IupoBaTh ee BCeM, KTO 1PO-
SABJISLT Masieiimii matepec. OH coopranuszarop MenbOypHCKON IPYIIIBI [T0JIb30BaTe el
Kubernetes. B 2015 roxy [lec Boimyctui cobctBennbiii auctpubdytus Kubernetes mox
nazBannem Open Data center.

Ilec — nupekrop xkommanuu Cito Pro, koropasi cienuanusupyercst Ha Kubernetes
U IPOrPaMMHOM 06eCIIEYeHUN ¢ OTKPBITBIM KOJIOM. B 5TOi I0JIKHOCTH OH TIOMOT MHO-
JKeCTBY opranusanuii ¢ sBueaperneM Kubernetes u comyTcTBYONIX TEXHOMOTHIA.

SAxy6 Masmk (Jakub Pavlik) — coocnoBaTesib, OBIBIINI TEXHUYECKUI TUPEKTOD,
a HpiHe raaBHbii apxuTekTop kommanuu Tep Cloud (¢ 2016 roza Bxoaut B Mirantis).
Bmecre co cBoeit koMmanzoil IKy6 HeckobKo jeT paboTan Haj obaadnoii miardop-
Moii [aaS, koTopas obectieunBasia pa3sBePThIBAHKE U aJIMUHICTPUPOBAHUE TPOEKTOB
OpenStack-Salt u OpenContrail 2711 KpyIHBIX TOCTABIINKOB YCJIIYT.

B kauecTBe TEXHIMYECKOTO AUPEKTOpa KoMianuu Volterra Inc. on coBMecTHO ¢ gipy-
UMY KOMaH/IaMU OTIBITHBIX TPOMECCHOHATIOB 3aHUMAETCst Pa3paboTKON U BHEJPEHUEM
[IOTPAHUYHON BBIYUCIUTENbHON TIIIAT(GOPMBI HOBOTO MOKOJICHUSI.



[lpegucnosue

Kubernetes — 310 cucreMa ¢ OTKPBITBIM HCXOIHBIM KOZOM, KOTOPast aBTOMAaTH3UPYeT
pasBepThIBaHUE M MACIITAOUPOBAaHNE YIIAKOBAHHBIX B KOHTEHED PUIOKEHMIA, a TAKKe
yTpaBjenue nMu. Eciii BbI 3alryckaeTe MHOTO KOHTEHHEPOB MJIM XOTUTE YIIPABJISITD UMU
ABTOMATHYECKH, 9Ta CHCTeMa BaM MoHago0uTcs. JaHHas KHUATA CIyKUT PYKOBOACTBOM
1o yrirybsenHoii pabore ¢ kiaactepamu Ha ocHoBe Kubernetes.

Haunewm ¢ usydenust pyHaaMeHTaIbHBIX CBOMCTB apxuTekTypbl Kubernetes u moj-
POGHO PacCMOTPUM ee CTPYKTYPY. Bbl y3HaeTe, Kak ¢ IIOMOIIbIO CUCTEMBI 3aIlyCKATh
CJIOKHBIE MUKPOCEPBUCHI C COXPAHEHUEM COCTOSIHUS, B TOM YHCJIe ¢ TIPUMEHEHUEM
IIPOJABUHYTHIX BO3MOMKHOCTEN: TOPU3OHTAIBHOIO aBTOMAacITadupoBanus o108 (pod),
BBIKATbIBaHUsI OOHOBJICHMIT, KBOT Ha PECYPChHI M TIOCTOSIHHBIX CEPBEPHBIX XPAHUJIMIIL,
Ha peasbHbIX TIprMepax uccieiyere pa3Hbie BAPUAHTHI CETEBOM KOH(UTYpallny U Ha-
YUYHUTECDH TTOJITOTABJINBATD, PEAJM30BbIBATDh U OTJAXKMBATh PA3JTUUHbIE CETEBBIE /10-
nonrenus Kubernetes. B koHIle kHUrM y3HaeTe, Kak paspabaThbiBaTh U UCIIOJIb30BATh
HeCTaHapTHbIE PECYPCHl B peKMMe aBTOMaTH3aIlMu 1 00CIyKMBaHUS. DTO U3/a-
HUe€ 3aTparuBaeT HEKOTOPBIE OTIOJHUTENbHBIE KOHIIENIINH, TOSIBUBIITUECST B BEPCUN
Kubernetes 1.10, nanpumep Promethus, ynpasienue gocTynomM Ha OCHOBE poJieit
u arperaruio API.

JlounTas /10 KOHIIa, BbI OBJIaJleeTe BCEMH 3HaHUSIMU, HEOOXOAUMBIMU JJISI TIEPEXO0/ia
CO CPEJIHETO YPOBHSI Ha TIPOJIBUHYTHIN.

[na Koro npeAHasHa4yeHa KHUra

ITa KHUTA JIJIST BAC, €CJIHM BBl CUCTEMHBIN aJIMIHUCTPATOP WK Pa3pabOTIUK CO CPEIHIM
ypoBHeM 3HaHuil 0 Kubernetes u xoTure 0BIaIeTh PACHIUPEHHBIM (DYHKITHOHATIOM
3TOl cuctembl. KpoMe TOTO, BBI IOJKHBI UMETh 6a30BOe IpejicTaBieHne 06 yeTpoii-
cTBe ceTeil. MaTepuaJ, KOTOpPbI BBl 3/1eCh HalijieTe, TOMOKeT ITPOUTH Iy Thb K TOJTHOMY
ocBoennio Kubernetes.
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TeMbl, paCCMOTPEHHbIE B KHUTE

I'nasa 1 «Apxumexmypa Kubernetes» m03HaKOMUT Bac ¢ ycTpoiictBoM cucteMbl Ku-
bernetes u MOMOXeT MOHSATH IPUYMHBI BLIOOPA TEX MJIN UHBIX APXUTEKTYPHBIX pe-
MMeHNH.

Tnasa 2 «Cosdanue xracmepos Kubernetes» peCcTaBUT Pa3IMIHbIE CITOCOOBI CO3/a-
Hust kractepos Kubernetes. C OMOIIBIO MPETIOKEHHBIX MHCTPYMEHTOB BbI pa3paboTa-
eTe 1 U3yYnTe HECKOIBKO KIACTEPOB.

Tnasa 3 «Monumopute, scypraruposarnue u pewenue npooiems TTOMOKET TOATOTOBUTH
crCcTeMy MOHUTOPHHTA 1 U3Mepenust B kaactepax Kubernetes u moHsTh, Kak oHa pabo-
Taet. JTO TO3BOJIUT BaM OOHAPYKUBATD ¥ YCTPAHITH TUITHYHBIE TPOGIEMBI, C KOTOPBIMI
AMUHUCTPATOPbI CTAIKUBAIOTCS B €Ke[HEBHOIT paboTe.

I'nasa 4 «Boicokast docmyninocmo U HAOeHHOCMb> HAYIUT TPOEKTUPOBATDH BHICOKO-
noctymHble kaactepbl Kubernetes u BBIIONHATH X 0GHOBJIEHKE Ha JieTy. Bbl HayunTech
MO/ITOTaBINUBATE CBOM CHCTEMBI JIJIsI TIPOMBINIJIEHHON CPEIbI, /5T pabOThl B KPYITHBIX
macirabax.

Inasa 5 «Konugueypayus 6esonacrnocmu, ozpanuvenuti u yuemnvix sanuceil ¢ Kuber-
netes» O3HAKOMUT U HAy4UT Bac paboTaTh ¢ HACTPOHKaMU GE30MACHOCTH M OTPaHuU-
yenuit, nuterpanuein ¢ AAA-cepsepamu, MpocTpaHCTBAMYU UMEH U KOH(MUTYparunen
CIIysKeOHDBIX YUETHDBIX 3aITUCEN.

Inasa 6 <Hcnoavsosaiue kpumuuecku eaxcnvlx pecypcos Kubernetes» mokaxer, Kax
B IPOMBIIIJIEHHBIX YCJIOBUSX MOKHO TPUMEHSITh MOYTH JIFOObIE CaMble aKTyaIbHbIE Pe-
cypent Kubernetes. Bol y3Haere, kKak OTpeiesisiTh U IOCTABJISIT UX, & TAK/KE YIIPABJIATH
UX BEPCUSIMU.

Inasa 7 «Paboma ¢ xpanunuwem oamnvix 6 Kubernetes» 1103HaKOMUT Bac ¢ ApaiiBepa-
M JIJTsT TIOCTOSTHHBIX TOMOB C IAHHBIMHY ¥ TIOKQJKET, Kak ¢ HuMu pabotarh. Bl y3Haere,
kak paboraer Flocker, u Hayunrech narerpuposats B Kubernetes cyiecrsyrorime xpa-
Husmma fauaeix yposHsa npeanpusatus (iSCSI/NFS/FC).

Iasa 8 «3anyck npunoxcenuil ¢ coxpaneruem CoCmosiHust> HayauT mpeoOPasoBbIBATH
MOHOJIUTHBIE CUCTEMbI, 06JIaJIAI0NIIE COCTOSTHIEM, B MUKPOCEPBHCHI, KOTOPbIE PAbOTAIOT
BHyTpr Kubernetes u criocoGHBI BbIIEPKUBATE TPOMBITIICHHBIE HATPY3KU. Bam Gyiet
MPEICTaBIEHO HECKOIBKO cocobOB T0OUTHCS aToTO ¢ pecypcoM PetSet i 6e3 Hero
B Bepcusax Kubernetes, npexaniecrsosasuux 1.3. Bol cMoskere 3a0HUTL POOEIbI,
MMeEIOIINeCs B IEUCTBYIONIEH TOKyMEeHTAINH.

Inasa 9 <Inasaruwue 00H0BIEHUS, MACUMAOUPOBAHUE U KEOMbL> TTOKAKET, KaK
BBIKATHIBATH OGHOBJIEHUS U KaK BeJleT cebsi TOPU30HTAIbHOE aBTOMACIITAOMPOBAHUE
no/10B. Bbl HayunTech BBITIOMHATD U TOJCTPAUBATD TO/ ceOs1 IPOBEPKU MaCIITabupy-
€MOCTH B ITPOMBIIIJICHHBIX YCA0BUX. Y cMOsKeTe MCIIo/Ib30BaTh KBOTHI Ha MIPOIIECCOP-
HBIE PECYPCHI U TTAMSTb.

Inasa 10 «Ipodeunymas opzanusauyus cemu ¢ Kubernetess no3BosmtT BaM oripejie-
JIUTh, KAKUE CETEeBBIE JOMOJHEHUS MOAXOAAT B T€X WJIM MHBIX CUTYAIIUSIX, HAYUYUTHCS
pasBepThBaTh UX BMecte ¢ Kubernetes u pacumpsits X Bo3MOKHOCTH. Bbr Takske
oBJIajieeTe GaTAHCUPOBKON HArPY3KHU € TOMOIIIBIO iptables.
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TInasa 11 «3anyck Kubernetes 6 neckoavkux 001axax u MHOZOKIACMEPHOM DENCUME>
MO3HAKOMMUT BaC ¢ Pa3HBIMU BapHaHTaMU pa3BepThiBaHust Kiaactepo Kubernetes B mipo-
MBIIIJIEHHON cpefie. DyayT mpencTaBienbl HHCTPYKIIME OTHOCUTENBHO TOTO, KaK BbI-
NETISITD, 3aTyCKATh ¥ aBTOMATH3NPOBaTh kiactepsl B Amazon n Google Cloud Engine,
B TOM 4HcJIe reorpaduecK pacipeie;IeHHble MHOTOKIACTEPHBIE CUCTEMBI C UCTIOJb-
soBanuem Workload APL.

Inasa 12 «Hacmpoiika Kubernetes: API u donomnenusi> TOMOXKeET BaM Pean30BaTh
U UHTEIPUPOBATH CTOPOHHIE PECYPCHI B UMEIOTIUECST CPEIBI U TIOHSITh TIPUHITUTT YCOBEP-
menctBoBanust APT Kubernetes. B koHIle BbI Takske HaydUTECh TIPUMEHSTH BHEIITHUE
HeCTaHAPTHbIE MEXAHU3MbI PACIIPE/IeIEHUST HATPY3KHU TIPH JIOKATbHOM Pa3BePThIBAHUN
C UCTIOJIb30BAHUEM IOMYJISIPHBIX cepBepoB haproxy win nginx.

I'nasa 13 «Ioddepacka ducnemuepa naxemos Kubernetes» 1noxkaxer, Kak paboTarhb
¢ npuoxerusimu Kubernetes, mocrasiisieMbiMil B BUjie TTakeToB. B Hawase 310 riaBbl
BbI Io3HakoMuTech ¢ aucnerdyepom Helm Classic, a 3arem niepeiizere k uayyenuio Helm
for Kubernetes. B koHite Gy/1yT puBeeHbI IPUMEPDI CO3/IaHUsT 1 OOHOBJIECHMSI TIAKETOB
B penosutopun Helm, KoTOpble MOJKHO B Ja/ibHEHIIIEM PasBepPThIBATH 1 OOCHYKIUBAThH
B TIPOMBIIIIIEHHBIX YCIOBUSIX.

I'nasa 14 «Byoywee Kubernetess way4nur Bac co3aBaTh U COXPAHATh B PEIIO3UTO-
puu Helm coGerBenHbIe makeTsl. Bol y3HaeTe, Kak ¢ TIOMOIIbI0 KOHBEHEPOB JOCTABKU
Kubernetes-tmiakersl momagatoT U3 pero3uTOPUEB B KJIACTEPHI.

Kak n3eneydb U3 KHUMM MakCUManbHYIO Monb3y

JL71s1 BBITIOJTHEHWST TTPUMEPOB, KOTOPbIE TPUBOAATCS B U3AHUH, HY>KHO YCTAHOBUTH Ha
komitbiorep nocaeanue sepcurt Docker u Kubernetes (skenarensro 1.10). Cucrema
Windows 10 Professional mo3BoJisieT BKIIOYNTH PEXUM Tuiepsusopa. Ecim ucmnosibay-
ercst gpyrast OC, npuziercst ycranosuth VirtualBox, cogepskamumii Linux.

[MonHouBEeTHbIE N306pakeHns

PDF-@aiin ¢ nuBeTHbIMM OPUTUHAIBHBIMU CHUMKAMK 9KPAHOB U CXeMaMU, TPUBE/IEH-
HBIMM B KHUTE, BBl MOKETE CKavyaTh 110 ajpecy https://www.packtpub.com/sites/default/files/
downloads/MasteringKubernetesSecondEdition_ColorImages.pdf.

YcnoBHble 0603HAYEeHUS

B manHoii KHUTE TIPU GOPMATUPOBAHUN TEKCTA UCTIOJIB3YETCSI PSIJI YCJIOBHBIX 0003HA-
YEeHU.

KoaBTekcTe. OG03HAYaeT yYaCTKK KO/, UMeHa IalloK 1 (aiiios, GailoBbie paciim-
peHust, yTH, HazBaHus Tabuil B 6a3ax JaHHBIX U MOJb30BATEILCKII BBOJI, HAITPUMED:
«IIpoBepuM y3JIbl KJIacTepa ¢ MOMOIIBIO KOMAH/IbI get nodes».
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BJ10K KoJa BBITISAUT CIIEAYIOIUM 00PasoM:

type Scheduler struct {
config *Config

}
JIroboit BBOJI MJIK BBIBOJ B KOMaHIHOT CTPOKE 3aIIMChIBACTCA TaK!

> kubectl create -f candy.yaml
candy "chocolate" created

Py6nenblit wpndT. Obosnauaer URL-aapeca, TekcT B rpadgudeckom unrepdeiice
" riceBoHuMbI B Twitter.
Kypcus. ObosHayaet HOBBIN TEPMUH WU BASKHOE CIOBO.

MpeaynpexaeHust 1 BaXkHbIE 3aMeYaHust BbIMSAAT TakuM 06pasoM.

CoBeTbl U NOACKa3KN BbIMMSAAT Tak.



ApxuTtekTypa Kubernetes

Kubernetes — 310 0[HOBpEMEHHO KPYITHBIN OTKPBITHII TPOEKT 1 IKOCKCTEMA € OOTBIITIM
KOJIMYECTBOM Kojia u Goraroil (pyHKImoHaIbHOCTHIO. ABTOp Kubernetes — kommanuist
Google, HO co BpeMeHeM 3TOT MPOEKT Mpucoeantumics Kk opranusanuu Cloud Native
Computing Foundation (CNCF) u cTajl SBHBIM JIHIEPOM B 00JIaCTH KOHTEHHEPHBIX TIPH-
JIoskeHui. Ecimi roBopuTh KOPOTKO, 3TO TIaThopMa JIJIsi OPKECTPAIIUN Pa3BEPThIBAHUS
U MaciTabuPOBaHUST KOHTEHHEPHDBIX TPUJIOKEHUN 1 YIIPABJIEHUST UMU. BbI, BEPOSITHO,
yIKe YuTaI 00 9TOH cucTeMe 1, MOKET ObITh, IaKe IPUMEHSLIN €€ B CBOUX IIPOEKTaX —
JIIOOUTENBCKUX WK TIpodeccroHaibHbIX. Ho, 4TOOBI TIOHSTH €€ CyTh, HayurThCst ahdek-
THUBHO KCITOJIb30BATh U OCBOUTD TIEPEIOBOI OIIBIT, ATOTO SIBHO HEJIOCTATOUHO.

B nannoi riase 6yaer 3anokeH GyHIaMeHT 3HaHU, HeOOXOAUMBIX JIJIsI IOJIHO-
nernoro npumenenns Kubernetes. Cravasia st morpitaroch 00bsICHUTD, Y€M 9Ta CUCTEMA
SIBJISIETCS, a YeM — HeT ¥ 4TO co0Oil IPeACTaBJIsIET OPKECTPaIMsl KOHTEHHEPOB. 3aTeM
OYILyT pacCMOTPEHBI BasKHBIE KOHIIEIIIMN, KOTOPhIE BCTPEUAIOTCS HA IPOTSKEHUH BCE
kuuru. [locie aToro Mol yriaybumcest B apxurektypy Kubernetes u mocMorpum, Kakum
00pa3oM I10J1b30BaTENN MOTYT 3a4eliCTBOBATh BCE ee BO3MOKHOCTH. asbiie 06Cyamum
pasJIMYHbIe CPEIbl BBITIOJTHEHUS I MEXaHU3Mbl KOHTEHTHEPU3AIIUH, KOTOPBIE TTO/IEPKU-
Batorcst B Kubernetes (Docker — smmiib opus 13 BapuanToB). B KOHIIe TOTOBOPUM O POJIn
Kubernetes B 3aMKHYTOI HEPEPHIBHOI WHTETPAIMH ¥ IIUKJIE Pa3BEPTHIBAHUSI.

[To mpoutenun 3TOI TIABBI BbI MOJIYYUTE YETKOE TIOHUMAHKE TOTO, UTO TAKOE OPKe-
cTpanust KoHreiinepos. Bynere sHaTh, kakue mpobemsl pemaer Kubernetes, uem mpo-
JMKTOBAHBI OCOGEHHOCTH CTPYKTYPbI U apXUTEKTYPhI IAHHOM CUCTEMBI U KaKUE CPEIIbI
BBITIOJIHEHUS OHA TIOJ/IEPsKUBAET. BBl TakKe 03HAKOMUTECH CO CTPYKTYPOI OTKPBITOTO
PENO3UTOPHS U CMOKETE CAMOCTOSITEIbHO HAXOAUTh OTBETBI Ha JI10ObIe BOIIPOCHI.

Yt10 Takoe Kubernetes

Kubernetes — a1o mmardopma, Kotopast BoGpasia B ce0s OrpOMHOE M HETIPEPBIBHO PACTYIIEE
KOJITYECTBO CEPBUCOB U BO3MOKHOCTEIL. Ee ocHOBHASA (DyHKINS 3aK/II09AETCS B ILIAHIPO-
BaHuu pabodeil HarpysKy Ha KOHTEHEphI B paMKax Balleil nH(pacTpyKTypPbl, ¥ 9TO JaJIEKO
He Bee. Jlazee nepedrcienpl HEKOTOPBIE OMOJHATENbHbIE BosMoskiocTn Kubernetes:

O MOHUMTOPMHT CHCTEM XPaHEHHsI JAHHbIX;

pacIpocTpaHeHne CeKpeTHON nH(pOpMaLuy;

poBepka PaboToCIIOCOOHOCTH IIPUIOKEHNI;

Oo0oo

peIinKaInusA y3Ji0B C IIPUJIOKEHUAMMU;
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NPUMEHEHNE TOPU3OHTATBHOTO aBTOMACIIITAOMPOBAHUS TIO/IOB;
MMeHOBaHKe 1 0OHAPY KEHUE;

GayaHcUpoBaHKe HarPy3KH;

«06KaTKa» OOHOBJICHUT;

MOHUTOPUHT PECYPCOB;

JIOCTYTI K JKyPHAJIBHBIM (haiiiam u ux 06paboTka;

OTJIA/IKA IPUIIOKEHWI;

I I I Iy I I

IIpeaoCTaBJIEHUE ayTeHTI/I(bI/IKa]_[I/II/I 1 aBTOpHU3allnu.

YeM Kubernetes He aBnsaeTcs

Kubernetes — ato ue PaasS (platform as a service — «inardopma kak yciayras). OHa 1mos-
BOJISIET BAM CAMOCTOSITEJTHHO BBIOMPATH GOMBITUHCTBO BasKHBIX (DYHKITHH Oy myeit
CHCTEMBI MJIN TPEOCTABUTH ATOT BBHIOOP MPYTUM CHCTEMAM, MTOCTPOEHHBIM TTOBEPX
Kubernetes, takum xax Deis, OpenShift u Eldarion. B wactaoctu, Kubernetes:

O He AUKTYeT BHIOOP OIPEIeNIEHHOr0 THIIA TIPUJIOKEHUH Wi (hpeiiMBOPKa;

e TpebyeT BoOupaTh KOHKPETHBIN SI3bIK TPOrPAMMIPOBAHNST;

He MPe0CTaBIIsAeT GA3bl JAHHBIX MJIH OYePe/ COOOIEHHT;

He JIeJIaeT Pa3Inyis MeXK/Iy IPUIOXKEHUSIMU U CEPBUCAM;

[ W W

He TPEeIOCTABJSIET Mara3ut CEPBUCOB C BO3MOYKHOCTHIO PAa3BEPTHIBAHUS OJ[HUM
MIEJTYKOM KHOITKOU MBIIIIH;

O

J1a€T BO3SMOKHOCTD ITOJIb30BaTEJ/IAAM BbI6I/IpaTb CcOOCTBEHHBIE CHCTEMBI JKypHaIPO-
BaHUWA, MOHUTOPUHTA 1 OITIOBEIIIECHNWA.

OpkecTpaunst KOHTEMHEPOB

OcnosHas ¢yurius Kubernetes 3akiouaercst B OprkecTpaliui KOHTEHHEPOB, TO €CTh
[JTAHUPOBAHUY PA0OTHI KOHTEWHEPOB PA3HOIl CTENEHN 3arPyKEHHOCTH Ha (DU3UIECKIX
U BUPTYATBHBIX ycTpoiicTBax. KoHTeliHepbl 10KHBI OBITh 9 (PEKTHBHO YITAKOBAHbI, UM
HEeoOXO0MO COOJTIOIATh OTPaHUIEHNsI, HajlaraeMble CPE/IOil PasBePTHIBAHUS U KOH(DUTY-
parueii kiacrepa. Kpome toro, miatdopma Kubernetes nomkaa cieauts 3a Bcemu 3aity -
[IEHHBIMI KOHTEITHePAMU U 3AMEHSITh Te U3 HUX, KOTOPbIE BBIIILIN U3 CTPOsI, TIEPECTAIN
OTBEYATh WJIN MCTBITBIBAIOT Kakue-To Apyrue caoxuoctu. Kubernetes nmpegocrasmsier
MHOZKECTBO JIPYTUX BOBMOKHOCTEI, 0 KOTOPBIX BbI Y3HAETE M3 CJEAYIONNX IJiaB. B aToM
pasjieJie MbI COCPEIOTOUNMCS Ha KOHTEITHEpax U OPKeCTpaIuu.

KoHTelHepbl Ha U3NYECKUX N BUPTYanbHbIX YCTPOMCTBAX

Bcees KOMITbIOTEPHOM MUPE CBO/IMUTCA K allllapaTHOMY obecIedennio. [[JIH BbIIIOJIHEHU A
pa6OTI)I BaM HYJKHO BbI/ICJINTb pPeaIbHbIC yCTpOI;'ICTBa, BKJIIO4asA q)HSPI‘-IeCKI/Ie KOMIIbIO-
TEPBI C onpeneﬂeHHoﬁ BBIYMCINTETHHON MOIIIbIO (HeHTpaJIbeIMI/I mporeccopaMmn Ujin
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SIZIPAMU ), TAMSITHIO U KAKUM-TO JIOKAJIBHBIM MTOCTOSTHHBIM XPAHUJIUIIEM JTAHHbBIX (KECT-
kumu auckamu wim SSD). TTorpebyrorest Takske ofliee XpaHUIUIIE JaHHBIX U CETEBOE
coeinHeHKe, 4TOObI OObEJUHUTD BCE DTH KOMIILIOTEPbI U IIO3BOJIMTH UM OOIIATHCS JAPYT
¢ ipyroM. B Hammm aHA, TOMUMO MCITOJIb30BAHUS «TOJIOTO JKeje3a», Bbl TAKKe MOKETe
3aIyCTUTh HECKOJIBKO BUPTYaabHbIX MaminH (BM) Ha 0/lHOM U TOM ke KOMIIbIOTEpE.
Kiractepsl, Ha KOTOPBIX MOKHO pasBepThiBaTh Kubernetes, MoryT 0bITh Kak dhusmue-
CKUMU, OCHOBAaHHBIMU Ha PEAJbHBIX YCTPOMCTBAX, TAK U BUPTYAJIbHBIMU, COCTOSIIIUMU
13 BUPTyaJbHBIX MalinH. TeopeTndecku puanuecKnue U BUPTyaTbHbIE YCTPOMCTBA
KOMOMHUPYIOTCS, OAHAKO TAKOM [OAXO0/ He 04€Hb PACIIPOCTPAHEH.

MpenMyLLecTBa KOHTEMHEPOB

KomTeliHeps! 0UTIETBOPSIOT COOOH HACTOSITIIIN TIPOPBIB B TTAPAIUTMe PazpabOTKU U BbI-
MOJIHEHUS] KPYIHBIX, CJIOKHBIX TPOrPaMMHBIX cucTeM. [lo cpaBHeHMIO ¢ TPaUIIMOHHBI-
MU MOJIeJIIMU OHU UMEIOT TaKKe TPeUMyIecTBa, KakK:

GbICTPOE CO3/IaHNE 1 Pa3BEPThIBAHUE MTPUJIOKEHHIT;

HeTpepBIBHbIe Pa3pabOTKa, MHTETPAIINS 1 PA3BEPTHIBAHNE;

pasrpaHmyeHre OTBETCTBEHHOCTH Pa3pabOTIMKOB 1 AIMUHICTPATOPOB;
OJIHOPOJIHOCTD CPeJl Pa3pabOTKMU, TECTUPOBAHMSI U TIPOMBIIITIEHHOTO HCIIOJIb30BAHMS;
MePEHOCUMOCTD MEKTY pasHbIMHU obmaunbiMu poBaiizepamu 1 OC;
COCPeZI0TOUeHME YIIPABJIEHNS HEeIOCPeCTBEeHHO Ha IIPUJIOKEHNN;

cabo CBSIBAHHBIE, PACTIPEIENIEHHbIE, ITACTUYHbIE, HE3ABUCHMBbIE MUKPOCEPBIICHT;
U30JISIUSL PECYPCOB;

[y Iy Iy

YTUIU3AIUs] PECYypPCOB.

KoHTenHepbl B 0bnake

KoHTeliHepbl 06eCeynBaOT N3OSN0 MIKPOCEPBUCOB, TIPH 9TOM OHU CHUJIBHO YIIPO-
IIEHDBI, YTO JIeIAeT UX UIeATbHBIM CPE/ICTBOM YIIaKoBbIBaHUA. K TOMY JKe, B OTJINYHE OT
BUPTYaJIbHBIX MAIUH, OHU He TPeOYIOT 3HAYMTENbHBIX HAKJIAHBIX PacXonoB. Takum
06pazoM, KOHTEIHEPDI KaK HEJb3sT JIy4Ille MOAXOIAT JIJIst 06JIa4HOTO Pa3BePThIBAHNS,
B YCJOBUSX KOTOPOTO BBIJIETSATH KAKJIOMY MUKPOCEPBUCY TI0 BUPTYAJIbHON MaliHe
OBLIIO OBI CIUIIIKOM PACTOYUTENBHO.

Bce ocroBHbIe o6saunbie mpoBaiizepsl, Takue kak Amazon AWS, Google’s GCE,
Microsoft’s Azure u gaxe Alibaba Cloud, npegocrasiistior yeayru 1o pasMenieHo KOH-
teiiepoB. Cucrema GKE ot Google nznagasnpio ocHoBbiBaetcst Ha Kubernetes. AWS
ECS umeer cobcTBeHHbII MexaHu3M oprectpaiun. Microsoft Azure mopnepxuBaer
KonTeiineps 3a cuet Apache Mesos. Kubernetes Moo passepTbiBaTh Ha 1I00bIX 001a4-
HBIX TIAT(HOPMaX, HO JIUIIb HEJIABHO MHTETPAIIUS 9TOI CHCTEMBI C IPYTUMU CEPBUCAMU
cTajia 0cTaTouHo Trybokoii. B korie 2017 roga Bee obiaunble MpoBaiiepbl 00bsIBIIN
o0 HenocpeacTBeHHoN nojep;kke Kubernetes. Komnanus Microsoft sanycruia AKS,
B AWS noasumnacs yeayra EKS, a B Alibaba Cloud nauanuce paboTsl mo npospautoit
UHTeTpanun Kubernetes ¢ momortbio Kubernetes controller manager.
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OT MeNKMX AOMALLHUX XUBOTHbIX
K KpYNMHOMY poraToMy CKOTY

B niporwiom, Korja cucteMbl ObLin HeGOMBIIUME, Y KAJKIOTO cepBepa ObLio umsi. Pas-
pabOTYMKY B TOYHOCTHU 3HAJIH, KAKOE IIPOrPAMMHOE 0OECIIEUeHNE HA KAyK/IOM YCTPOUCTBE
uctosb3yercst. [IOMHUTCSI, BO MHOTUX KOMITAHUSIX, B KOTOPBIX s1 pabOTAJI, LI MHOTO-
JTHEBHBIE CIIOPBI O TOM, B YECTH Y€T0 JIOJUKHBI HA3bIBAThCsI HAlllU cepBepbl. Cpeu mo-
MYyJISIPHBIX BADUAHTOB ObLIN KOMIIO3UTOPBI U repou rpedeckux mucos. OTHOIIeHNEe
K cepBepaM ObLIIO OY€Hb HESKHBIM, MBI CYUTAIN UX YEM-TO BPOJIE JIIOOMMBIX JTOMAITHIX
JKMBOTHBIX. BBIX0JI cepBepa u3 cTpost ObLI 1eJIbIM TIpouciiiecTBrueM. Bee cobupanuch
BMeCTe 1 00CYsKIaIH: T7ie Obl B3SITh HOBBI cepBep, 4TO OBLIO 3aIMYIEHO HA HEUCIIPABHOM
YCTPOICTBE M KaK IepeHecTH 3TO Ha HOBBIN KoMIIbloTep. Ec/ii TaM XpaHUInCh BaKHbIe
JIaHHbIE, OCTABAJIOCH JIUIITh HAJIESITHCSI, YTO Y HAC €CTHh PE3EPBHAsT KOIIHSI, KOTOPast, MOJKET
OBITH, JAKe TOJJIEKUT BOCCTAHOBJIEHUIO.

OueBuUIHO, YTO TAKOI MOAX0/] He MaciTabupyercs. Korja KomuecTBo cepBepoB
[epeBAINBAET 33 HECKOJIBKO JIECSITKOB U TeM O0JIee COTEH, BAM ITPUXOAUTCS OOPAIIATHCST
C HUMU KaK ¢ KPYITHBIM POTAThIM CKOTOM. BbI I0JIKHBI yMaTh 000 BCeM CTajie, a He 00
OT/IEIbHBIX JKUBOTHBIX. Y BAC MO-TIPEKHEMY MOTYT ObITh JIOMAIITHIE JTIOOUMIIBI, HO BEO-
cepBepbI He JIOJKHBI BXOAUTD B UX YHCJIO.

Kubernetes ujeanbHO BIIUCHIBAETCS B TAHHYIO KOHIIEIIIUIO, TPUHUMAsT Ha cebst BCIO
OTBETCTBEHHOCTD 32 Paciipe/ie/ieHie KOHTEHHEPOB 110 KOHKPETHBIM KOMITbioTepam. B 60J1b-
[IMHCTBE CJIy4aeB BaM He HY/KHO B3aMMOJIEHCTBOBATD C OT/EJIbHBIMU yCTPOHCTBAMU
(y3mamn). Jlyuiie Bcero aTo MOAXOAUT /IS IIPUJIOKEHUM, KOTOPbIe HEe COXPAHSIOT CBOe
cocrostiue. B ocTasbHBIX CIyuasix Bce HEMHOTO CJIOKHee, oHako B Kubernetes st atoro
PEyCMOTPEHO pelenue moj HaspanueM StatefulSet, koTopoe Mbl Bckope 06cy M.

B maHHOM pasjiesie Mbl PACCMOTPENN UEI0 OPKECTPAIIME KOHTEHHEPOB, TIOTOBOPH-
JIK O TOM, KaK OHU COOTHOCSITCS C cepBepamMil — (DU3UUECKUMU UJIH BUPTYAJIbHBIMHE,
U B3BECHJIH TIPEUMYIIECTBA OT BBIIOJHEHUST KOHTEHEPOB B 00/IaKe. A B KOHIIE ClIeIan
abCTpaKTHOE CPABHEHME JIOMAITHUX MUTOMIIEB CO CKOTOM. B clieytoliem pasjese Mol
nosHakoMumcst ¢ Mupom Kubernetes — ero KOHIENIUSIMY 1 TEPMUHOIOTHEN.

KoHuenuwun, nexaiume B ocHoBe Kubernetes

B nannom paszesie s BKpaTiie TO3HAKOMJTIO BAC CO MHOTIMHU BaKHBIMU KOHTIETITIMSIMH,
JieskanMn B ocHoBe Kubernetes, u ombITatoch 00bSICHUTD, 3a4eM OHU HYKHBI 1 KAK
CBSI3aHBI MEKIY COOOU. DTO JiesIaeTcst IS TOTO, YTOOBI BbI CMOTJIH OPUEHTHPOBATHCSI
B 9TUX KOHIIETINAX U TepMuHax. [lo3ke BbI yBUANTE, KaK BCE CIJIETAETCS BOEANHO,
nomorast chopmupoBaTh rpymisl APT u kaTeropun pecypcos, 4To0bl B UTOTE MBI ITOJIY-
YU OTJUYHBIE Pe3yJIbTaThl. MHOTHE M3 JaHHBIX KOHIIETTMH MOKHO pacCMaTpPUBATh
B KauecTBE OT/AETbHBIX CTPOUTEIBHBIX 6J0KOB. HeKOTOpbIe U3 HUX, HATIPUMED Y3JIbI
U BELYIIME BIEMEHTBI, PeaIN30BaHbl B BUjIe HAOOPA KOMITOHEHTOB. ITH KOMIIOHEHTHI Ha-
XOJISITCSI Ha IPYTOM YPOBHE aOCTPAKIINH, U M TIOCBSIIIEH paszies «BeyIine KOMIOHEHTh
Kubernetes». 3uamenuTast cxema apxutektypsl Kubernetes npuseznena na puc. 1.1.
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Knacrtep

Karacmep — 510 HabOP KOMITBIOTEPOB, XPAHUJIUII TAHHBIX U CETEBBIX PECYPCOB, C TIOMO-
msio Kotopbix Kubernetes BoimosiHsieT pasimunbie 3aaun B Baiieii cucreme. CTout ot-
METHTB, 4TO CUCTEMa MOKET COCTOSITh U3 HECKOJIBKUX KaacTepoB. [103ke MBI MopoOHO
paccMOTPUM HETPUBHUAIBHBIN CIIEHAPUL C MHOTOKJIACTEPHBIM PEKUMOM.

Y3en

Y3en — aT0 oTHEABHBIN KoMTIbIoTEp ((DU3NUECKUIT WU BUPTyasbHbIH ). Ero 3ama-
Yya COCTOUT B 3aITyCKe TI0/I0B, O KOTOPBIX MBI TIOTOBOPUM UyTh T03:Ke. KaxKapiii y3e
B Kubernetes copep:KuT HeCKOIBKO KOMIIOHEHTOB, Takux Kak kubelet u npoxcu kube.
Bce oHU HAXOSTCS IO/ YIIPABJIEHUEM BEYIIETO Y3Jia. ¥ 3JIbl — 9TO HEUTO HArmoaobue
pabouux Irdesi, KOTOpPble 3aHUMAIOTCS BBIIOJHEHMEM BCeX OCHOBHBIX 3ajad. PaHbiie
OHU Ha3bIBAJINCH MUHbOHAMU (MINions), TO3TOMY He YAUBJISHTECH, €CTH BCTPETUTE 3TOT
TEPMUH B CTAPOi IOKyMeHTaInu. MUHBOHBI — 3TO Te JKe Y3JIbl.

Beaywun ysen

Bedywuii ysen — aro manens ynpasiaenust Kubernetes. OH cocTOUT U3 HECKOJIBKUX
KOMIIOHEHTOB, TakuX kak API-cepBep, IIaHMPOBIIUK U AUCIIETYED KOHTPOJLIEPOB, 1 OT-
BeyaeT 3a ryiobasibHoe (yPOBHS Kjaacrepa) IaHupoBanue paboThl 10108 U 00paboTKy
cobpituii. OGBIYHO Bee BeAYIIIe KOMIIOHEHTHI pasMellaioTes Ha earHoM yaae. Ho ecim
CIIEHAPUIT TIPENOJIAraeT BBICOKYIO JOCTYITHOCTD UJIN KJIACTEPBI OYeHb BEJTUKHU, CIEYET
[OJyMaTh O TOM, 4TOOBI CIeIaTh BeAYIIMil y3eJa u36bTo4HbIM. Mbl I0APOOHO 06CYANM
BBICOKOJIOCTYIIHBIE KJIACTEPHI B TJIaBe 4.

Mon

II00 (pod) — a1o epunuia paborsl 8 Kubernetes. Kaxplil 101 cOAEPKUT OQMH HIU
HECKOJIBKO KOHTeliHepoB. Iloapl Becerna paboTaloT COBMECTHO, TO €CTh Ha OZHOM KOM-
npiotepe. Bee KOHTERHEpD! BHYTPY o2 UMEIOT oK 1 Te ke [P-aapec 1 mpocTpaHcTBo
MOPTOB, OHU MOTYT OOIMIATHCS MEK/TY COOOM Yepes TOKANbHBIN CePBEp MM MOCPEACTBOM
MEKIIPOLIECCHOTO B3auMojieiicTsust. Kpome Toro, Bce KoHTelHepbl UMEIOT JOCTYII K 0011e-
MY JIOKQJILHOMY XPaHIJINILY AaHHBIX y3J1a, Ha KOTOPOM HaXOAUTCA oA, Takoe XpaHu-
JIVITIE MOKET OBITh TTOAKTIOUEHO K KasKA0MY KOHTelHHepy. [Togbl — BaKHBIH 271eMEHT
Kubernetes. B ogsom 1 Tom sxe Docker-konTeiinepe MoKHO 3a1lycKaTh Cpa3y HECKOJILKO
NPUIOKEHHH, MCIOIb3Ysl CePBUC supervisord st yIpaBaeHnst pa3HbIMU MPOIECCAMH,
OJHAKO TaKO! MOAXO0J OOBIYHO IIPOUIPBIBAET METOLY ¢ IPUMEHEeHUeM Mox0B. Paccmo-
TPUM IIPUYUHBI 9TOTO.

Q IIpospaunocts. Korzga xonreiinepsl BHYTPH I10J1a BUIHBI U3BHE, 9TO 1103BOJISET
MIPEIOCTABJIATD UM PA3JTUYHbIe MH(MPACTPYKTYPHBIE YCIYTH, TAKUE KaK yIIPaBJICHIE
mpoleccaMi U MOHUTOPUHT pecypcoB. TakuM 06pa3zoM TM0JIb30BATENH TIOTYUYAIOT
MHO’KECTBO YIOOHBIX BO3MOKHOCTET.
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O PasgesneHue mporpaMMHBIX 3aBHCUMOCTeH. Mbl MOKeM YIIPaBJISTh BEPCUSMU
OTNIETTHHBIX KOHTEITHEPOB, 3aHOBO UX TIEPECTPANBaTh U PA3BEPTHIBATH. BO3ZMOKHO,
B Kubernetes xorga-to mosBuTCS mojepKKa ropsiaux OOHOBJIEHUN OTAETBHBIX
KOHTEITHEePOB.

(W IlpocmTa Hcnob3oBaHus. [lop3oBaressim He HY’KHO 3aITyCKaTb COOCTBEHHbIE JIUCIIEeT-
Yephl IIPOIECCOB, 6GECIIOKONTLCS O nepegade CUrHaJIOB 1 KOJOB 3aBEPIIEHNA 1 T. 1.

O AdderrurHocts. [Tockonbky uHdpacTpykrypa 6eper Ha cebst G0IbIIYI0 OTBET-
CTBEHHOCTb, KOHTEHHEPBI MOTYT OBITH YIIPOIICHHBIMH.

[Toasr 06ecTeynBAIOT OTANIHOE PEIIEHNE /I YIIPABICHUSA TPYTITNaMHU TECHO
CBSI3aHHBIX MEXY c000il KOHTEIHEePOB, KOTOPbIE /sl BBIIIOJHEHUST CBOEH 3a7aun
JIOJIKHBI B3AMMOJIEICTBOBATh HAa OJHOM U TOM Ke y3Jje. BajKHO MOMHUTB, YTO MOJIbI
CUUTAIOTCA (bHKTI/IBHbIMI/I PaCXOoAHBIMU CYUTHOCTAMU, KOTOPDIC IIPU JKEJTaHUU MOKHO
YAQJIUTDH NJIN 3aME€HUTbD. Bwmecte ¢ IIOIOM YHUUYTOKAETCA JIIO60€ XpaHujuniie JaHHbIX,
KOTOPO€E B HEM HAXOAUIOCh. Kak /b 9K3eMTIIIIAP TO/Ia TOMYIAeT YHUKATbHLL et -
mugurxamop (unique ID, nau UID), arobbl pu HEOOXOAUMOCTH UX MOKHO OBLIO
PasINYUTh.

MeTka

Memxa — 210 mapa <KJI04 — 3HAYEHHUE», C TIOMOIIBIO Hee IPYNIUPYIOTCS HaboPbI
06BEKTOB (324aCTyIO MOAOB). ITOT MEXAHU3M UTPAET BAXKHYIO POJIb IS HECKOIBKIX
JIPYTUX KOHIEMIME, TAKMX KaK KOHTPOJIJIEPDI PEILIUKAIIE, HAOOPbHI PEILIMK U Cep-
BUCHI, KOTOPbIe paboTaIOT ¢ JTMHAMUYECKUMU TPYIITIaMi OOBEKTOB U JIOJIKHBI KAK-TO
UECHTUDUIMPOBATD YJIEHOB JaHHBIX rPYIIL. Mekay oObeKTaMi U METKAMU CYIIECTBYET
cBa3b Busa N x N. Kaskblii 00bEeKT MOKET UMETh HECKOJIbKO METOK, U KasK/ash MeTKa
pUMEeHNMa K PasHbIM 00bekTaM. MeTKY CBSI3aHbI ONPeIeJIeHHBIMU OrPaHUYEHISIM,
U 9TO cjieJaHo HaMepeHHo. Hanpumep, kaskaas MeTka 00beKTa JIOJKHA UMETh YHU-
KaJIbHBIH KJII0Y, COOTBETCTBYIOLIUI cTporoMy cuHTakcucy. OH I0JKeH COCTOATD U3
IBYX yacTeil — npedukca u umenu. [Ipeduke HeoOs3aTENEH U OTAEISETCS OT UMEHU
Kocoii uepToii (/). OH JOJIKEeH IPeACTaBIsaTh cOO0I KOppeKTHbIN nmoggoMer DNS u He
MOJKET COJIepsKaTh CBbIlIe 253 cuMBOJIOB. VIMst 00513aHO OBITh, €10 JJIMHA OrPpaHuYeHa
63 cumBosamu. VIMeHa 07KHBI HAYMHATBCS U 3aKaHYMBATHCA alihaBUTHO-1TH(GPOBDI-
Mu cumBosiaMu (a — z, A — Z, 0—9) u cogepsKarb TOJbKO OYKBbI, IUMPHI, TOUKH, TUPE
Y TTOIYEPKUBAHMS. 3HAUEHUS TOMYMHSAIOTCS TEM Ke MpaBuiaM, yto u umena. Cienyer
OTMETHUTH, YTO METKH TIPEIHAZHAYCHBI JIUIITh JJIsT WACHTUDUKAIUN 0OBEKTOB, a JIJIst
BHE/IPEHUS TTPOUBBOJILHBIX METAJIAHHBIX UCIIOIB3YIOTCS AaHHOTAITUH.

AHHOTaUUU

CBs13bIBaTh ITPOMN3BOJIbHbIE ME€Ta/laHHbIE C 00beKTaMHU [TO3BOJIAIOT AaHHOTall1u. Kubernetes
BCETO JINIIDb XPAHUT aHHOTAIIUN U IETACT JOCTYITHBIMU UX METa/laHHbIEC. B ormmune ot
METOK OHH HE UMEIOT CTPOTuX OFpaHI/I‘{eHI/Iﬁ OTHOCHUTEJIbHO /IOITyCTHUMbIX CMUMBOJIOB
1 JJIMHDbI.
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Moii OTIBIT CBUIETENBCTBYET, YTO TAKHE METAJAHHBIE BCET/Ia HEOOXOAUMBI B CIOXK-
HBIX cucremax. M 3amevaresbho, uto B Kubernetes 910 moHMMAOT U MpeI0CTaBASIOT
UX B CTAHJIAPTHO TOCTaBKE, YTOOBI HE TIPUXOMIOCH TPOEKTUPOBATH COOCTBEHHOE
XPaHWJIHIIE METAIAHHBIX 1 CBSI3BIBATH €TI0 C OOHEKTAML.

Mpbr oxBarusu 6osbiinHCTBO KoHIenuii Kubernetes, ocramoch ere HeCKOIbKO,
KOTOpBIE £ y’Ke BCKOJIb3b YIIOMUHAJ. B ciiestyioleM paszesie IpoJo/KUM 3HAKOMCTBO
¢ apxutekrypoii Kubernetes. Mbr paccMOTpUM MOTHBAIIUIO, KOTOPast CTOUT 32 TEMU
WJIM MHBIMU CTPYKTYPHBIMU PELICHUSAMU, U3YYUM COJIEPKUMOE M peau3aluio JaHHON
CUCTEMBI U JlaXKe 3arJITHEM B ee UCXO/HBIH KOJI.

CenekTopbl METOK

Cenexmopuvl Memox UCTIONb3YIOTCS ISt BBIOOPA 0OBEKTOB HA OCHOBE MX MeTOK. Tox/Ie-
CTBEHHbIE CEIEKTOPHI YKA3BIBAIOT UMsI KJII04a U 3HaveHwne. /{1 0603HaueHnst paBeHCTBa
IV HEPaBEHCTBA 3HAUYECHUN TTPElyCMOTPEHBI [IBa oriepaTopa, = (Wau ==) u ! =, Harpumep:

role = webserver

ITO TIO3BOJIUT TOJTYYNUTH BCE 0OBEKTBI, Y KOTOPBIX METKA COJEPKUT COOTBETCTBY-
[OIIHe KJI0Y U 3HaYCHUE.

CesrleKTOp METKHU MOKET UMETh HECKOJIBKO YCJIOBUH, pa3/leJIeHHBIX 3aTsITON, HAaTpH-
Mep:
role = webserver, application != foo

CeJ’IeKTOpr MOTYT OCHOBBIBATHCS Ha H8.60p€ 13 HECKOJIbKMX 3HAUYEeHU:

role in (webserver, backend)

KoHTponnepbl pennnkauum n Habopbl pennk

Konumponnepol pennukauuu v Habopol penaux TPeIHa3HAIEHBI IS YITPABIEHUS TPYIITAMIT
MO/IOB, BEIOPAHHBIX € TIOMOTIHIO CETEKTOPOB METOK. OHU TapaHTHPYIOT, 4TO OTIPEIeTEH-
HO€e KOJITIECTBO 9K3EMIIIISIPOB TIOI0B BCET/IA HAXOIUTCS B pabodeM cocTosiann. [ maBHoe
paszanyre MeXy HUMU COCTOUT B TOM, UTO KOHTPOJIJIEPDI PEIJINKAIINNA TTPOBEPSIOT
TMPUHATEKHOCTD K TPYIITIE TI0 OMHOMY UMEHMU, 8 HaGoPhI PETTHK TO3BOJISIIOT YKa3aTh
HECKOJIbKO 3HaueHuit. Habopbl PEMIMK CYUTAIOTCS MPEATOUTHTETLHBIM HHCTPYMEHTOM,
TaK KaK KOHTPOJLIEPDI PEIJINK — TO UX IIOAMHOKECTBO U, KaK MHe KaykKeTcs, B KaKOU-TO
MOMEHT OHU GYIyT MPU3HAHBI YCTAPEBITIMH.

Kubernetes rapantuipyer, 9To KOTMIECTBO PAOOTAIONINX MOOB BCET/IA COOTBETCTBY-
€T 3HAYEHUI0, KOTOPOe BBl YKA3aIM B KOHTPOJIJIEPE PETTMKAIIINY UM HaOOpe PETUTHK.
Kakmprit pas, Kora aTo KOJMYECTBO YMEHBINAETCS B PE3YIbTaTe MPOOIEM C Y3TOM
i camuM 1ooM, Kubernetes samyckaer HOBbie aK3eMILIsApbl. VIMeliTe B BULy, 4TO,
€CJTU BBI CaM¥ TIPEBBICUTE YKA3aHHBIN JJUMUT IIPU PYYHOM 3aITyCKe MT0/I0B, KOHTPOJLIEp
petinKanun y1aanT JAITHUE.

Panbire KOHTPOJUIEPDI PETVIUKAIINW UTPAJIA TJIAaBHYIO POJIb BO MHOTUX CIIEHAPUAIX,
TaKNX KaK BBIKATHIBAHIE OOHOBIEHUH U 3aMTyCK OHOPA30BHIX 3a1a4. Ho ¢ pa3su-
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triem Kubernetes MHOTME 13 9THX CIIEHAPUEB OTYYUIIN MOMAEPIKKY B BUAE OTACTbHBIX
00bekToB, HanpuMmep Deployment, Job u DaemonSet. Bce oHu OynyT pacCMOTPEHbI
MO3Ke.

CepBucebl

Cepsucvl TPUMEHSTIOTCS JIJIsT TIPEIOCTABIEHUS TI0Th30BATEISIM UJIH IPYTUM CePBUCAM
onpeieeHHbIX (GyHKIMH. OOBIYHO OHU COCTOSIT U3 TPYTIIHI MOIOB, KOTOPBIE, KAK HECTOXK-
HO JIOTaaThCs, NAECHTUDUITIPYIOTCS C TTOMOIIBIO MeTOK. CepBUCHI MOTYT ITPEIOCTABIATh
JOCTYTI K BHEIITHUM PecypcaM MJIHM 9K3eMILIIpaM I0JI0B, KOTOPBIMHI BbI YIIPaBJIsIeTe Ha-
pPSIMYIO Ha ypoBHE BUPTYanbHbix [P-aapecos. B Kubernetes moctyn k cramaapTHbim
CepBUCaM MOKHO TIOJYYHUTH € TIOMOTIBIO YA0OHBIX KOHEUHBIX ToYeK. Cle/lyeT OTMETHTD,
4TO cepBrCchl paboraioT Ha TpetbeM ceTesoM yposhe (TCP/UDP). B Kubernetes 1.2 mo-
aBuyIcs 00bEKT Ingress, KOTOPBIN pegoctasisger qoctyn K HTTP-o6bexram (oapobHeit
06 3TOM uyTh TT037K€ ). CyIIECTBYET BA MEXaHU3MA JITTsT ITYOIUKAIMN U TIOUCKA CEPBUCOB:
DNS u niepemenitbie cpefibl. Harpysky Ha cepBHCH CTIOCOGHA PETYIMPOBATH ABTOMATUYECKH
cama cricrema Kubernetes, HO eciti Ipyt 9TOM MTPUMEHSIOTCS BHEIITHIE PECYPCHI UITH TPe-
Oyercst ocoboe obpalieHne, pa3pabOTUUKU MOTYT BBIIIOJHATH OaJlaHCUPOBKY BPYYHYIO.

Sl omycTHII MHOKECTBO TEXHUYIECKUX JI€TAJIel, CBI3aHHBIX C TPOCTPAHCTBAMHU TTOPTOB
U peaTbHbIMI/BUPTYambubiMu [P-anpecamu. B moceayiomux riaBax onu 6yayT pac-
CMOTPEHBI BO BCEX MOPOOHOCTSIX.

ToMm

JlokasibHOE XpaHUJIUIIIE B ITO/Ie — JIEMEHT BPEMEHHbBIN U YAAJISETCS BMECTE C TIOJIOM.
WNuorma aToro 0CTaTOUHO, €CJIM BaM BCETO JIMIIb HY;KHO MepefaBaTh HH(MOPMaIIUio
MESK/y KOHTelTHepaMu Ha OJTHOM y3Jie. Ho nHorna lansble I0JKHBI COXPAHSITBCS U TIOCTIe
YVHUYTOKEHHMSI 1012 WJIK OBITH IOCTYITHBIMU JIJIsl HECKOJIBKHX €ro aK3eMILIspoB. Ha ator
cIIydaii mpeycMoTpeHa KOHIeus momos. Docker Toxke nMeeT MoAIepKKY TOMOB, HO
OHa JIOBOJIbHO OrpaHuueHa (X0Tsl ee MOCTOsIHHO pasBuBaioT). [Lnatdopma Kubernetes
HCIIOJIb3YeT COOCTBEHHBIE TOMA U TOIEP/KUBAET JAOIOJHUTEIbHBIE THITbl KOHTEITHEPOB,
Takue Kak rkt, 0aTOMy MPUHIUIIMAIBHO He MOKET [OJIaraThCsl Ha aHaJOTMYHBINA Me-
xaHusM B Docker.

Cy1ecTByeT MHOKECTBO Pa3HOBHIHOCTEN TOMOB. MHOTHE M3 HUX HATIPSIMYIO MO
nepskusatorcss B Kubernetes, Ho coBpeMeHHBII I0AX0/ IIpenoaaraer 106aBieHne
HOBBIX TUIIOB TOMOB 4epes unrepdeiic CSI (Container Storage Interface — nnrepdeiic
XPaHUJIMIIA KOHTEIHEPOB), KOTOPbIil MbI MOAPOGHO 00CYAMM 4yTh Ho3ke. ToMa Tuia
emptyDir MOAKIIOYAIOTCS K KaKJIOMY KOHTEIHEPY U OCHOBBIBAIOTCS HA COJEPKUMOM
MaTEPUHCKOM cucTeMbl. [1pu jKeJTaHuu X MOKHO Pa3MECTUTD B TAMSATH. TO XPAHWJIN-
11e yJIassieTcs Ipyu yHUUTOKeHnn nojia. CyIiecTByeT MHOTO Pa3HbIX BU/IOB TOMOB JIJIsI
olpe/ieJIeHHbIX 00 IauHbIX TIaT(OPM, CETEBBIX (hallJIOBBIX CUCTEM U [aKe PEIIO3UTOPUER
Git. B kauectBe JII060BITHOTO TIPHMepa IIPUBELY TOM persistentDiskClaim, KOTODbIMA
HCIIOJIb3Y€eT CTaHAapTHOE [JIs Balel cpeabl XpanuJmiine (0ObIYHO B 06JIaKe), HHKATICY -
JIUPYsI Koe-KaKue JeTasu.
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StatefulSet

[Toapr mogBAsITOTCS M MCYE3aI0T, U €CJTM BaM BasKHBI cofiepsKalniuecs B HUX JJaHHbBIE,
MOKeTe 33/eiCTBOBATD MTOCTOSTHHOE XPAHUIUIIE. JTO HETJI0OX0H BapuaHT, HO WHOT/IA
BO3HHMKAET HEOOXOIMMOCTh B aBTOMATHUECKOM PACTIPEICICHHOM XPAHUJIHIIE TaHHBIX,
Hanpumep MySQL Galera. TTogo6HbIe KiacTepU30BaHHBIC CUCTEMbI PACTIPEAECTISIOT
JIAHHBIE 1T0 Pa3HBIM y3JIaM € YHUKQJIbHBIMU HAeHTH(hUKAaTOpaMu. Bbl 106beTech 9TOT0
C TTOMOIIIBIO OOBIYHBIX TIOI0B U CEPBUCOB WU €CJii Bocmosbayerech StatefulSet. TTom-
HUTE, MBI CPABHUBAJIM CEPBEPHI C IOMANTHIMHU KUBOTHBIMU W KPYITHBIM POTATHIM CKOTOM
1 00'bSICHSIIH, TIOUEMY CKOT — TIpaBuJIbHast Metadopa? Tak Bot, StatefulSet HaxoxuTest
rze-To mocepeante. ITo aHamornu ¢ HabopaMu PEIINK JaHHast KOHIIETIINS TapaHTHPYET,
4TO B JIE0OOI MOMEHT Y HAC €CTh CTOJBKO-TO «IOMAITHUX MUTOMIIEB> € YHUKAIbHBIMU
nnenTuduraTopamu. Kaskapiii Takoit «<ITuTOMEI» NMeeT:

O crabuibHOE ceTeBoe MM, ocTyIHOe Yyepe3 DNS;
Q [nopaaKoBBIN HOMED;
O crabuabHOE XPAHUIIUIIE, TTPUBSI3AHHOE K TIOPSATKOBOMY HOMEPY U CETEBOMY MIMEHH.

StatefulSet moskeT moMoub ¢ OGHAPYKEHIEM Y3JI0B, 8 TAKKE UX T0OABIECHIEM U Y/ia-
JIEHUEM.

KoHduraeHumnansHas nHgopmaums

Koudupentmanbrast mHGOPMAIUs, Takas KAk YYeTHbIE JaHHbIE 1 CBEIEHUS O TOKEHAX,
XPaHUTCS B BHIE HEOOMbINX 00bekToB. OHM HaxoAaTCst BHYTpU Xpatumiia eted. Eciu
MOy HY’KEH JOCTYTI K 9TUM 0ObeKTaM, OH MOKET MOAK/I0urTh cepBep Kubernetes API
B Buzie Habopa (ailJIoB ¢ MOMONIBIO BBIZIENEHHBIX CEKPETHBIX TOMOB, CCHLIAIOMINXCS Ha
06braHbIe TOMA ¢ JaHHbIMU. OZUH 1 TOT K€ CeKPETHBII 00BEKT PeasbHO MOAKIIOYNTD
K HECKOJIbKIM aK3eMIuisipaM 1oja. [lnardopma Kubernetes camocrositesibHo cosnaer
CeKpeTHbIe 0OBEKTHI ISl CBOUX KOMIIOHEHTOB, U BbI MOKETE JIEJIaTh TO e camoe. B ka-
YecTBe aJIbTePHATUBBI KOH(PUAEHIINATbHYI0 MH(OOPMAIIMIO MOKHO PasMelaTh B repe-
MEHHBIX CPe/lbl. 3aMeThTe, YTO [JIs1 MyTieil 6e30macHoCTH MoA00Has HH(BOPMAIUS B 110~
Jax BCErJa HaXOANTCS B aMATH (B tmpfs, ecm pedb MAET O MOAKIIOYEHNN CEKPETHDIX
00BEKTOB).

IMeHa

Kaxeiii o0bekt B Kubernetes naentudunupyercs no ugearuduraropy UID u nme-
HU. VIMeHa 103BOJISAIOT CChlIaThes Ha 00beKThl B API-BBI30BaX, MOI'YT COCTOSITH U3
uudp, 6YKB B HUKHEM peructpe, Tupe (=) u Touek (.), a X JJIMHA He JOJUKHA Ipe-
BbImarh 253 cuMBoJoB. Eciin yaamuth 00beKT, BMECTO HEIO MOKHO CO3/1aTh HOBBIIl
¢ TeM ke uMereM, Ho UID goJikeH ObITh YHUKAJIbHBIM B PAMKaX KU3HEHHOTO I[UKJIA
knactepa. UID renepupytores miatdopmoii Kubernetes, Tak uto Bbr 06 aToM 3260-
TUTHCS HE JOJKHBI.



Yrny6ieHHoe paccMoTpeHue apxutekTypbl Kubernetes 33

[pocTpaHcTBa MMeH

IIpocmparncmeso umen — 310 BUPTYadbHbiil Kiaactep. Onnn hu3nyecKuii KJaacTep MOKeT
coziepsKaTh HECKOJIBKO BUPTYaTbHBIX, Pa3/ie/IeHHbIX IIPOCTpaHCTBAaMU uMeH. Bee Bup-
TyaJbHbIE KJIACTEPHI U30JIUPOBAHBL IPYT OT JAPYyTa, a 00IAThCSI MOTYT TOJIBKO Yepe3
nybananbie uaTepdeiicsl. Hy:KHO 0TMETHTH, 4TO 00BEKTBI node U TIOCTOSIHHbBIE TOMA
CYIIECTBYIOT BHE mpocTpaHcTB nMeH. Kubernetes MoskeT 3ariaHUpOBATh BBIIOJTHEHUE
110/I0B M3 PAa3HBIX IIPOCTPAHCTB HA OIHOM U TOM ke y3Je. 1, cooTBeTcTBEHHO, 110/[bI U3
PasHbBIX IIPOCTPAHCTB MOTYT MCII0JIb30BATh OJJHO U TO e ITOCTOSTHHOE XPAHWUJINIIE.

Yro6br 06ecrednTh HAJTIEKANIUI JOCTYI K PecypcaM (PU3UIecKOro Kiactepa u ux
KOPPEKTHOE PACIIpe/ieieHIe, CJEYET B X0/ PabOThI ¢ TPOCTPAHCTBAME UMEH YUUTHIBATH
ceTeBble ITOJTMTUKU U KBOTBI Ha PECYPCHI.

YrnybneHHoe paccMOTpeHune
apxuTeKkTypbl Kubernetes

¥ maardopmbl Kubernetes ouenb ambuiinosubie 1ein. OHa MbITAETCS YITPOCTUTH
OPKECTPAINIO U Pa3BEPThIBAHME PACIIPE/ICTIEHHBIX CUCTEM, a TAKXKE YIIPaBICHUE UMM,
[IPEIOCTABIISIST IMUPOKUI HAOOP BO3MOKHOCTEN 1 CEPBUCOB, KOTOPBIE IOJIKHBI PabOTaTh
BO MHOJKECTBE PAs3JIMYHBIX CPEJl, B TOM 4ucye 00JauHbiX. BMecTe ¢ TeM OHa J0JIK-
Ha OCTABAThCs JOBOJIBHO TIPOCTOM, YTOOBI €10 MOTJIU TI0JIb30BATHCST OOBIYHBIE JIFO/IH.
ITO cIoKHAs 3aj1aua, Kotopas B Kubernetes peanusyercst 3a cueT MaKCUMaJIbHO MPO-
3payHOl, BBICOKOYPOBHEBOIL, XOPOIIIO TIPOLYMaHHON apXUTEKTYPBI, CIIOCOOCTBYOIIEN
PaCIHIMPSAEMOCTH U UCIIOJIb30BaHIIO JonoaHeHnil. Muorue yuactku Kubernetes xectio
3aKO/IMPOBAHbBI U TIPUBSI3aHBI K OTIPEIEJIEHHOM cpejie, HO UX CTAPAIOTCS BBIHECTH B OT-
JACJIbHbIC JOIIOJTHEHW I, ‘{TO6IJI AAPO CUCTEMDbI 61)1]10 MaKCHUMaJbHO YHUBEPCAJIbHBIM
1 abCTPaKTHBIM.

B sTom paszene mbi pazbepem Kubernetes ciioii 3a ciioem, cioBro sykosuiry. CHaua-
JIa PACCMOTPUM PasJIHuHbIE TMAOJTOHBI TIPOEKTUPOBAHMS PACTIPE/IEJEHHBIX CHCTEM M UX
nozep:kky B Kubernetes. 3arem mpoiifieMcst 1o OT/eJIbHBIM KOMIIOHEHTaM, KOTOPbIE
COCTaBJISIIOT enHyIo matdopmy, Briaovas ee APIL. B koHIle B3ryisineM Ha JIePeBO KC-
XOJTHOTO KOJ1a, YTOOBI JIYUIIIe IPEJCTABUTH CTPYKTYPY CAMOTO TIPOEKTA.

ITo pouTeHnn 9TOrO paszaena Bbl OyIeTe YeTKO MOHMMATh aDXUTEKTYPY U 0COOEH-
noctu peanusanuu Kubernetes, a Takske IpUYMHbBL, 110 KOTOPHIM IPUHUMAINUCD T€ WU
WHbIC ITIPOEKTHBIE PEIICHUA.

LLIa6n1oHbI NPOEKTMPOBaHUS pacnpeaeneHHbIX CUCTEM

[Tepedpasupys saamenutyio murtaty Toscroro ns « Auasl KapeHnHol», MOJKHO CKa3arh,
YTO BCE CYACTIIMBBIE (paboure) pacipe/ie/IeHHbIE CHCTEMbI TIOXOKH JIPYT Ha JIPyTa. ITO 03Ha-
YaeT crenyioliee: 9ToObl HOPMaJIbHO paboTaTh, XOPOIIO CIPOECKTUPOBAHHAS CHCTEMA
JIOJIKHA TIPUJIEPSKIBATHCS TIPOBEpeHHBIX MprHIoB. [Ltatdopma Kubernetes — He mpocto
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ITaHeJIb YIIpaBJIeHWA. Omna CTPEMUTCA NOJIEPKUBATD N obecrieynBaTh peasinsalnio pexro-
MEH/1yEMbIX METO/IUK, ITPEAOCTABJIAA paBpa6OT‘-II/IKaM N aIMUHUCTPATOPaM BbICOKOYPOB-
HEBbIE NHCTPYMEHTDI. PaCCMOTpI/IM HEKOTOPbIE N3 9TUX 11abJI0HOB ITPOEKTUPOBaHN.

LLIabnoH npoekTnpoBaHns «MOTOKONSICKa»

IToT mabJ0H MO3BOJISIET HIPUIIENUTD K TTOY € IJIaBHBIM MPUJIOKEHUEM [[OTOJTHI-
TeJbHbIN KOHTeHHep. OCHOBHON KOHTEHHEP HUYEro 06 9TOM He 3HAET U TPOIOJIKAET
3aHMMATDLCS CBOMMU JiesiaMi. OTJIUYHBIN TPUMEP — areHT IeHTPAJIU30BAHHOTO SKyPHa-
JsupoBanus. [1aBHOE TPUIOKEHNE MOKET BECTU 3aITMCh MTPSMO B stdout, a IpUIIETTHOM
KOHTEIHEP — MepeiaBaTh ATH IAHHbIE CEPBUCY, KOTOPbIHM arperupyeT ux B IIEHTPAIbHOM
JKypHajsie, cobuparoieM 3anucu us Beell cucrembl. Vcnob3oBatnue aToro mabioHa
IIPOEKTUPOBAHMS UMEET OTPOMHbBIE IPEUMYIIIECTBA 110 CPABHEHUIO C MHTETpallUel TeH-
TPAIM30BAHHOTO KYPHATMPOBAHUS B TJIABHOE IPUJIOXKEHUE. BO-TIepBbIX, IPUIOKEHNE
0CBOBOJKIAETCS OT BCEX XJIOTIOT, CBA3AHHBIX C BEJIEHUEM JKypHasia. Bo-BTOPBIX, €CJiv BbI
3ax0TuTe OOHOBUTH WJIM M3MEHUTH MOJUTHUKY [IEHTPATU30BAHHOTO KYPHAIUPOBAHUS
WJIM BOBCE MEPEITH HA JIPYTOro TPoBaiiiepa, 10CTaTOUHO Oy/IeT JIUIIb TIOMEHSITh 1 Pa3-
BEPHYTH MPUIETTHON KOHTeliHep. KoHTeliHePBl ¢ CAMUMU NPUJIOKEHUSIMU OCTAIOTCS
HETPOHYTBIMHU, YTO IIPEOXPAHIET UX OT CIYYANHBIX TOJIOMOK.

LLlabnoH npoekTupoBaHus «MpeacraBuTeNb»

[ITabsoH 1M03BOJsIET 0OPAATHCS ¢ YAATEHHBIM CEPBUCOM KaK C JIOKAJTbHBIM, TIPU
HeoOxoauMocTu obecrieurBast cOOJOIEHNE OMPEIeTEHHbBIX TpaBui. [IpeacTasbre,
K TIPUMEPY, 4TO Y Bac ecTh Kaactep Redis ¢ ofHUM BeyuM y3JI0M JIJIst 3alIUCU U MHO-
JKECTBOM PEILIUK /I YTeHUsS. B aTOM cirydae JJOKaJIbHBIH KOHTEIHEP-TIPEJCTABUTE D
MOZKET UTPATh POJIb TIPOKCHU, MTPEOCTABJISIS IIABHOMY IIPUJIOKeHI0 ocTym K Redis.
OCHOBHOIT KOHTEITHEP TIPOCTO TOIKITI0YAETCS K JIOKAJIbHOMY cepBepy localhost:6379
(crangaprbiii gus Redis mopr) — mpejcraBuTesio, 3amyieHHOMY B ToM ke 1oge. Jan-
HBII [IPE/ICTABUTEb TIePEHAIIPABJISET 3aIPOCHl HA 3AMMUCh W YTEHUE BEAYIIEMY Y3y
Redis u, coorBeTcTBeHHO, ero perinkam. Kak u B caydae ¢ mabaonom «MoTOKoIsICKa»,
rJIaBHOE TIPUJIOJKEHUE HE MMEET HUKAKOTO MOHATHUS O TPOUCXOSATIEM. DTO MOXKET Ce-
PbE3HO MOMOUB TIPH TECTUPOBAHUY C UCIIOJIb30BaHEM JIOKaIbHOIT Koru Redis. Kpome
TOTO, TIPK U3MeHEeHN U KoHpurypanuu kiacrepa Redis Bam HyskHO OyeT Moauduiupo-
BaTh TOJIBKO KOHTEHHEP-TIPE/ICTABUTE]Tb, TJIABHOE TIPUIIOKEHUE OCTAHETCST OJIa’KEHHBIM
B CBOCM HEBECJCHUU.

LLIabnoH npoekTupoBaHusa «Agantep»

Iror mabJIoH TIpeHa3HAYEH JIJIs CTaHJAPTU3AINN BBIBOJIA M3 KOHTEHHEPaA ¢ IIaBHbIM
npusosxkenveM. [IpenctaBbTe cebe cepBUC, KOTOPBIH BHIKATHIBAETCS TIOITAITHO: OT-
YeThbl, KOTOPbIE OH FeHEPUPYET, MOTYT ObITh HECOBMECTUMBI C TIPEABIAYIIEH BepCueil.
A 1pyrue cepBUCHI 1 TIPUJIOKEHS, TOTPEOISIONIIE 9TH OTYETHI, ellle He OOHOBUJINCH.
B 101 ¢ TIaBHBIM ITPUJIOKEHHEM MOKHO I00aBUTh KOHTEIHED-aialTep, KOTOPbIN CTaHeT
KOPPEKTHUPOBATE €TO BHIBOJ B COOTBETCTBUY CO CTAPOI BEPCHE, TOKA BCe TIOTPeOUTE I
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He 6y,ZIYT 0OHOBJIEHBL. DTOT KOHTeﬁHep HaXOAUTCA B TOM K€ JIOKAJTbHOI CHCTEME, 4TO
1 TJIaBHOE IPUJIOKEHUE, YTO IMO3BOJIAET €MY OTCJEKUBATD JIOKAJbHbIE (baﬁ]lbl n KOpP-
PEKTHUPOBATHb UX MPAMO I10 XO/1y 3allNCH.

MHoroy3nosble WabNoHbI MPOEKTUPOBaAHUA

Bee nmrabioHbI, OTHOCSTIINECST K OTCTBHBIM Y3JIaM, OEPKUBAIOTCS HEMTOCPEACTBEH-
Ho mogamu Kubernetes. Muoroyanosbie mabIoHbI, HATPUMEP, OTBEYAIONINE 32 BBIGOP
sujepa, pabodrie o4epesin U PACCHIIKY-COOPKY, HATIPSAMYIO HE TIOAEPKIBAIOTCS, HO
B Kubernetes nx BrosiHe MOKHO peasn3oBaTh TPUMEHEHUEM TIOI0B B COYETAHUH CO
CTaHZApPTHBIMU WHTEPheiicamm.

API Kubernetes

Yro6bl TOHATH, KAKUE BO3MOKHOCTH 00ECTIEYNBAET CHCTEMA, HY/KHO YIETUTD MPUCTATb-
Hoe BHUMaHue ee APL. 910 1103BOJUT TTOTyYUTH OOIILYI0 KAPTUHY TOTO, YTO BbI KK MOJIb-
30BaTesib MOKETe JieJIaTh ¢ TaHHOI cucremoit. Kubernetes maer 1ocTym K HECKOIBKUM
rpymiaMm REST API, umelonum pasHoe HazHadeHUe ¥ Pa3HbIX KOHEYHBIX TOTpeOUTE e,
YacTtp wHTEPGhEIICOB UCTIOIHB3YETCS B OCHOBHOM JIPYTUMU WHCTPYMEHTAMMU, HO €CTh
U TaKkue, ¢ KOTOPBIMY HATIPSAMYIO MOTYT B3aMMOJIEHCTBOBATH paspaboTunku. Baskmast
ocobernocTh atux APT — ux nocrosinHoe passurne. YToObI MOJIEPKUBATH HAJJIEKA-
muit mopsiok, paspaborunkn Kubernetes crapaiorcs usbexaTh mepernMEHOBAHUS HIIH
yIATEHUS CYIIECTBYIONMX 00BEKTOB U MOJIEH, OT/aBast IIPEIOYTEHIE PACIIUPEHUIO
Koza (1100aBJIEHII0 HOBBIX 00BEKTOB U MOJIEH K yrKe cylecTByonmM ). Kpome Toro, Bee
koneunbie Touku API umeroT Bepcun, 4acTo ¢ moaaep:kkoii popmaros anbba 1 6eta,
HarpruMep:

/api/vi

/api/v2alphal

K API MokHO 0OpalaThes ¢ IOMOLIbIO KoMaHbl kubectl cli, uepes KIMEHTCKIe
6ubIMOTEKN MK HAIPSAMYIO 11ocpencTBoM BbizoBa REST API. B nocieayionmx riaBax
MbI pa3bepeM pasBUThIC MEXaHU3MbI ayTEHTU(hUKAINY U aBTopusaruu. [Ipu Hagnaum
MO/IXOSIINX TIOMHOMOYUH BbI TIOJYYUTE JUCTHHTH pa3andHbix 00bekToB Kubernetes,
CMOJKETE MTPOCMATPUBATH, OOHOBJIATH U YIAIATH uX. Pacemorpum obime acrektsr AP
Jlyutre Bcero ato nenarh yepe3 API-rpynmer. OiHu 13 HUX BKIIIOYEHBI TIO YMOJYAHUIO,
a JIpyTre BKIIOYAIOTCS ¥ BBIKJIIOYAIOTCS ¢ TOMOIIILI0 (hutaros. Hampumep, 4to6bt OTKITO-
yuTh rpyny batch Bepcun V1 u Bkimounts rpyiry batch Bepcun V2 asbda, MoskHO ipu
3anycke API-cepsepa yctanoBuTh duiar - -runtime-config:

--runtime-config=batch/vl=false,batch/v2alpha=true
[ToMuMO OCHOBHBIX PECYPCOB, TIO YMOJYAHUIO BKJIIOUEHBI CIIE/IYIONIHE:

O DaemonSets;

U Deployments;
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HorizontalPodAutoscalers;
Ingress,;

Jobs;

ReplicaSets.

000D

KaTeropuu pecypcos

API pensates He TOMBKO MO TpyTmaM, Ho n no ¢pynkimam. Kubernetes o6ragaet orpom-
HbIM AP, 1 pasoOpaTbcst B HEM BaM MOMOJKeT pasbuenue 1o kareropusM. Kubernetes
OTpe/IesISIeT CeYIONINE KATETOPUH PECYPCOB.

O Workload. O6bexThi i1 yIipaBieHns KOHTeHHEPaMu 1 3allyCKa UX B KJacTepax.

Q Oo6uapy:keHnue u 6anancupoBanue Harpysku. [Ipespamaior o6bexthl workload
B CEPBUCHI O cOANAHCUPOBAHHOI HATPY3KOM, I0CTYITHbIE U3BHE.

O Koudwurypauus u xpanunume. O6beKTbI, MO3BOJISIONNE HHUITMATUZUPOBATH
1 KOH(MUTYPUPOBATD IIPUJIOKEHUE, a TAKIKE COXPAHATD JlaHHble, HaXO/AIuecs 3a
npeiesiaMu KOHTelHepa.

Q Kaacrep. O0beKThI, Onpeaessionye KOHGUIypauio caMoro Kiacrepa, 0ObIHO UX
UCIIOJIB3YIOT TOJBKO OIIEPATOPBI KIACTEPOB.

O Meraaanubie. OGBEKTHI, ¢ TOMOMIBIO KOTOPBIX KOH(PUTYPUPYIOTCS APYTHE PECYPCHI
BHYTpPHU KJiacTepa, HanpuMep HorizontalPodAutoscaler g MacuiTabupoBaHust
paboueii HarpysKu.

B cremnytomux pasenax OyayT MepedncaeHbl PECYPChl, OTHOCSIINUECS K KaKOU
u3 Kareropuii, ¢ ykazauuem ux API-rpyrmbr. S He Gypy HasbBaTh KOHKPETHBIE BEP-
cun, Tak kak APT GbicTpo 1peoiosieBatoT myTh OT anib(a k Oera, a 3ateM k GA (general
availability — obmenocrynas Bepcust), V1, V2 u . a.

Workloads API

Workloads APT comep:kuT ciieyioniie pecypehbi:
Container — 41po;

CronJob — makeTHbIe 3a/IJaHNUS;

DaemonSet — IIPUJIOKEHNST,

Deployment — IpUJIOKEHUSI;

Job — makeTHbIe 3a/IaHUS;

Pod — anpo;

ReplicaSet — mpuioxeHud,
ReplicationController — a1po;

Ooo00000D0DO

StatefulSet — nmpuiokeHus.

3a co3/lanre KOHTEIHEPOB OTBEYAIOT KOHTPOJIJIEPHI, KOTOPBIE UCITOTB3YIOT TIOBI.
ITox BBIIOIHSIET KOHTEHHEPHI U IPEAOCTABIISIET 3aBUCUMOCTH, HEOOXOAUMbIE KOHKPET-
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HOU cpejie, Takue Kak OOIIUe WK TOCTOSIHHBIE TOMA [ XPaHEeHUs JaHHbIX, KOHPUTY-
paius u KoHduaeHInaabHasg nHGOopPMaIius, BHepsieMasl B KOHTeIHeD.

Tasiee npejcTaBieHo MoApoOHOE OIMcaHKie OLHOM U3 caMbIX 0ObIJIEHHBIX Ollepa-
Uil — rmosyuenns crucka Beex 1nojoB yepe3 REST API:

GET /api/vl/pods
OHa IpuHUMAET pasjnyHble apaMeTpsbl (BCe OHU ONIIMOHAJIbHbIC):
pretty — eciii paBeH true, 1aHHbIE BBIBOJAATCS B y/:[06HOM (opmare;

labelSelector — BbIpaskKe€HUE-CEJIEKTOP VI OTPAHUYEHUSA PE3YJIbTATOB;

watch — ecyi paBeH true, OTCJEKUBAET U3MEHEHUSI U BO3BPAIIAET OTOK COOBITUT;

[ Wy Ry

resourceVersion — BO3BpAIAeT TOJBKO T€ COOBITUSI, KOTOPbIE TPOUBOIILIH TTOCIe
3a/JaHHOIl BEpCUU;

QO timeoutSeconds — cpoOK eHCTBUSA Ollepallyil 110 OTCAEKUBAHMIO U BBIBO/LY CITUCKA.

O6Hapy»eHue 1 6anaHCMpoBaHUE Harpy3Kku

[To ymouauuio 00beKThI ¢ paboueil Harpyskoi (workload) mocTyiHb TOJMBKO BHY-
Tpu KiaacTepa. YToObl OTKPBITh K HUM JOCTYII M3BHE, HYKHO UCIIOAb30BATh CEPBUCH
LoadBalancer uiu NodePort. Ha sTane paspaGoTku K JIOKaJbHO JoCTyIIHbIM workload-
obObexTaM MOKHO oOpaiarbes yepes riaBHbiil API-cepsep ¢ nomoriibio mpokcu. s aTo-
ro mpuMensieTcst komanna kubectl proxy. Pecypcesbr:

U Endpoints — a1po;

U Ingress — paclIMpeHu;

4 Service — gapo.

KoHdurypaumsa n xpaHunuuie

JuHamuueckass KOHGUTyparust 6e3 MOBTOPHOTO Pa3BEPTHIBAHUS — TO KPAECYTOJIbHBII
kamenb Kubernetes 1 HeoTbemieMast 4acTh CJIOKHbBIX PACHPEAEICHHBIX TIPUIOKEHUIN
B BaleM kJsactepe. Pecypcor:

U ConfigMap — a1po;

Secret — 41po;

PersistentVolumeClaim — Ax1po;

StorageClass — XpaHUJINIIIE,;

Oo00o

VolumeAttachment — XpaHusuniie.

MeTagaHHble

MetamanHbie OGBIYHO BCTPAUBAIOTCS B PECYPCHI, KOTOPBIe KoH(Urypupytor. Hampumep,
OTPaHUYEHHBIN AUATTa30H OYIET YaCThI0 KOH(MUTYpAInuu 1o1a. B GOJIBITMHCTBE CIydaen
BaM He TIPUETCSA UMETD JIEJI0 ¢ ATUME 0ObeKTaMu HarpsiMyio. CyIecTByeT MHOKECTBO
pecypcoB MeTaZlaHHbIX, UX TOJIHBIN CITMCOK MOKHO HAWTH TI0 ajipecy https://kubernetes.io/
docs/reference/generated/kubernetes-api/v1.10/#-strong-metadata-strong-.
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Knacrep

Pecypcol 13 aToli KaTeropun npeiHa3HaueHb! 71T ICTIOTh30BAHMS OTIePATOPaMi KJlacTe-
poB, a He paspaborunkamu. VIX Tozxe J0BOJLHO MHOTO. Jlajiee nepednciienbl HEKOTOPbIe
13 HanboJiee BayKHbIX:

Namespace — A/1po;

Node — A1po;

PersistentVolume — 41po;

ResourceQuota — A1po;

ClusterRole — Rbac;

NetworkPolicy — CE€Tb.

0000 o

Begyuwure komnoHeHTbl Kubernetes

Knacrep Kubernetes cocrout ns HeCKOJbKUX BEAYLIMX KOMIIOHEHTOB, KOTOPBIE UCIIOJIb-
3YIOTCS 711 YTIPABJICHUS UM, ¥ KOMITOHEHTOB, Pa3MEIIEHHBIX Ha KayKIOM Y3JI€ KIacTepa.
TTosHaKOMUMCSI ¢ HUMU TTOOJIHIKE U TOCMOTPYM, KaK OHU Y/KUBAIOTCST BMECTE.

Bey1iiie KOMIOHEHTbI 00BIYHO PA3MEIIAOTCS JIUIIb Ha OJ[HOM y3JI€, OJIHAKO BHYTPH
BBICOKOJOCTYIIHOIO UJIM OY€Hb GOJIBIIOTO KJIacTepa MOTYT PACIIPENE/IATHCS MEKLY He-
CKOJIbKUMU y3JIaMU.

API-cepBep

Cepsep Kube API nipeocrasisier gocryn k Kubernetes REST API. O He o6iaziaet co-
CTOSTHHEM ¥ XPaHUT BCe JJaHHbIe B KJ1acTepe etcd, moaToMy ero HecJI05KHO TOPU30HTATBHO
MaciuTabuposarb. API-cepsep onmnersopser coboii manesb yipasiaenns Kubernetes.

Etcd

Etcd — 210 BBICOKOHAIEIKHOE pacipeiesieHHoe XpaHuiuiie ganHbix. Kubernetes xpa-
HUT B HEM BCE COCTOSTHIE CBOMX KJIACTEPOB. B HEOOIBIINMX BpeMEHHBIX KiacTepax eted
MOJKHO 3aITyCKaTh B ¢IMHCTBEHHOM K3EMILJISIPE U HA OJTHOM Y3JI€ C BEAYIIIUMU KOMIIO-
HeHTaMu. B BaXKHBIX cucTemax, TpeOyomux n30bITOUHOCTH U BBICOKOI JOCTYIIHOCTH,
etcd 06bIYHO paboTaer B BUAe KJaacTepa, COCTOSIIEr0 U3 TPEX MU JaKe ISITU Y3JI0B.

Ancnetyep koHTponnepos Kube

Nucrieruep koHTposiepoB Kube mpezcrasiisier coboii Habop pasiMIHbIX YITPABJISIFOIINX
WHCTPYMEHTOB, YIIAaKOBAHHBIX B €IMHBIN ABOWYHBIN (aiisn. OH cofepKuT KOHTPOJLIEp
perIKanuu, pod-KOHTPOJLIEP, KOHTPOJLIEP CEPBUCOB, KOHTPOJLIED KOHEYHBIX TOYEK
u T. 1. Bce 9T MHCTPYMEHTHI OTCIeKMBAIOT paboTy Kaactepa yepes API u ipu HeoOxo-
JINMOCTH TIPUBOJIST €TO B HY;KHOE COCTOSIHUE.



Bepnywme komnoHeHTbl Kubernetes 39

Auncnetyep 06nayHbIX KOHTPO/EPOB

ObnauHble TIPoBaiiziepbl MOTYT HHTETPUpOBaThest B iardopmy Kubernetes ¢ riesbio yrpas-
JIEHVST Y3JIAMH, MAPIIPYTaMI, cepBrucamu 1 Tomamu. Kox o6maka B3anMoieHCTBYET ¢ KOTOM
Kubernetes, 3amensist coboit HekoTopbie (hyHKIUH ArcmeTdepa KoHTposiepos Kube.
[Tpu paboTe ¢ aucTeTaepoM 06TaUHBIX KOHTPOILIEPOB (hIIary --cloud-provider aucrer-
uepa Kube ciiefyer npucBouts 3Hauenue external. ITO OTKIIIOUKT IIUKJIBI YIPABICHUS,
KOTOpBIE 00JIAKO IIepexBaThiBaeT. Juceryep 001auHbIX KOHTPOJLIEPOB ObLI IIPeACTaB/IeH
B Kubernetes 1.6 u y:ke ucmosibdyercst HeCKOIbKUME OOJTAYHBIME TIPOBaiIepam.

Y1066l BaM 6b1710 lerye BOCNpUHUMATL KO, CAENato HEBOMbLLIOE 3aMevaHmne
0 a3blke Go. BHavane vaet HasBaHWe MeToha, a 3aTeM ero napametphl,
3aK/IOYEHHbIE B CKOBKM. Kaxkablii napaMeTp COCTOMT M3 MMEHU U Tuna,
3anucaHHbIX NocnefoBaTeNnbHO. B KOHLE yKa3biBalOTCS BO3BpaLlaeMble 3Ha-
yeHus (B A3blke GO MX MOXKET BbITb HECKOLKO). OBbIYHO, MOMMMO CaMOro
pesynbTaTa, BO3BpaLLaloT 06beKT error. ECnu Bce NpoLLIo KaK HYXHO, 3TOT
06bekT paseH nil.

[lanee mokaszan riaBubiil maTepdelic makera cloudprovider:

package cloudprovider
import (
"errors"
"fmt"
"strings"
"k8s.io/api/core/v1"
"k8s.io/apimachinery/pkg/types"
"k8s.io/client-go/informers”
"k8s.io/kubernetes/pkg/controller"
)

// 2TO abCTpaKTHbIA pacumMpsembiii MHTepdeldc Ans obnadvHbIX NpoBaingepoB
type Interface interface {

Initialize(clientBuilder controller.ControllerClientBuilder)

LoadBalancer() (LoadBalancer, bool)

Instances() (Instances, bool)

Zones() (Zones, bool)

Clusters() (Clusters, bool)

Routes() (Routes, bool)

ProviderName() string

HasClusterID() bool

BosbImmHCTBO 9THX METOIOB BO3BPAITIAIOT IPYTHE HHTEPMEICHI CO CBOMMU METOIAMHU
BHyTpHU. Hanmpuwmep, maTepdetic LoadBalancer:

type LoadBalancer interface {
GetLoadBalancer(clusterName string, service *vl.Service)
(status *vl.LoadBalancerStatus, exists bool, err error)
EnsureLoadBalancer(clusterName string, service *vi1.Service, nodes []*vl1.Node)
(*vl.LoadBalancerStatus, error)
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UpdatelLoadBalancer(clusterName string, service *vl1.Service, nodes []*v1.Node)
error

EnsureLoadBalancerDeleted(clusterName string, service *vi1.Service)

error

kube-scheduler

KowmmoneHT kube-scheduler 3aHUMaeTCsI TIJIAHUPOBAHNEM Pa3BePTHIBAHUS TIOJ0B Ha
y3Jax. ITo KpaliHe cJIosKHas 3a/a4a, KoTopast TpebyeT yueTa MHOKecTBa (JaKTOPOB, 3a-
BUCAIIUX IPYT OT APYTa, HAllpUMeED:

TpebOBaHMIl K pecypcam;

TpebOBaHMIl K CepBUCAM;

TTOJIUTUKY allllapaTHBIX /TIPOTPAMMHBIX OTPAaHUYEHU;

MIPUHAJIEKHOCTA U HEIIPUHAIIEKHOCTU Y3JI0B;

IIPUHAJICKHOCTHA Y HEIPUHAIJIEKHOCTH IOJ[0B;

OTpaHWYEeHUH U JIOMTYCKOB;

MECTOHAXOKICHIA TaHHBIX;

000000 DO

IIpeaeibHbIX CPOKOB.

Eciu BaM Hy’KHa Kakasg-To ocobast JIOrMKa IJIaHUPOBAHKs, He IPeAyCMOTPEeHHAas
B kube-scheduler, MOkeTe CO31aTh COOCTBEHHBII IJIAHUPOBIIUK U 3AIIyCKATh €ro caMo-
CTOSATEJILHO MJIM B coYeTaHuu ¢ kube-scheduler, 4ToObl OH yIIPaBJIsI JIMIIb OIIPEeIeH-
HbBIM [OJIMHOKECTBOM T10/[0OB.

DNS

Hauwnnag ¢ Bepcun 1.3, B crangaprubiii kinacrep Kubernetes sxogur DNS-cepsep.
OH pasMmelaercs B 00BIYHOM TI0/I€ M HA3HAYaeT MMeHa BCeM CepPBHCaM, KPOMe HeyIpaB-
ssiembix. [Tozabr Toxke MoryT umerb DNS-nMena. 9o kpaiite ya1o0HO [1jist aBTOMaTHye-
CKOTO OGHAPYKEHUSI.

Y3n0Bble KOMMNOHEHTbI

V3sam kiractepa HeOOXOAMMBI OTIPe/IeJIeHHBIE KOMIIOHEHTBI, ¢ TIOMOIIIBIO KOTOPBIX OHU
B3aMMOJIEICTBYIOT € BEYIIIUMHE Y3JIaMH, a TAK/Ke IPUHUMAOT U BeIoJHsI0T workload-
00beKThI, THHOPMHUPYS KJIacTep 00 UX COCTOSHUM.

[pokcu-cepeep

ITpokcu-cepsep Kube orBeuaer 3a HUBKOYPOBHEBBIE ceTeBbIe (PYHKIIMHU HA KasKI0M y3JIe.
OH TIpeIocTaBIIsIeT JTOKAIBHBIN 10CTYT K ceprcam Kubernetes u MokeT BBITTOJTHSITH
nepenanpasienue B TCP u UDP. [Ins noucka [P-aspecoB B Kjiactepe UCIOJIb3YIOTCS
nepeMeHHbIe cpesibl i DNS.
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Kubelet

Kubelet — ato mpezncrasutens Kubernetes B y3me. On oTBeuaet 3a B3auMoeicTBIE
C BELYIIUMHU KOMITOHEHTAM 1 YITPABJISAET 3aIyIIeHHBIMU TTofiamMu. Ero obs3anHocT:

O 3arpyska KoHGUIEHITMATbHBIX JTaHHBIX TTo/1a ¢ API-cepBepa;

[IOJIKJIIOYEHUE TOMOB;

3amyck koHTeliHepa moa (uepes CRI win rkt);

yBeLOMJICHUE O COCTOSIHUU Y3J1a U KayK/I0T0 9K3eMILIApa 110/1a;

00 DO

[poBepKa PaboTOCIIOCOOHOCTH KOHTEIHEPOB.

B aToM pasnesie Mbl TOTpy3uanch B comepkumoe miaatdopmbr Kubernetes, wc-
CJIeJOBAIN ee apXUTeKTypy (B 0OLIMX yepTax), mabIoHbl IPOEKTUPOBAHK, KOTOPbIE
OHA TOJ/IEPKUBAeET, a Takke ee APl 11 KOMITIOHEHTBI, HCHOJIb3yeMble /IS YIIPABJICHUS
KJIacTepoM. B ciefyiomieM paszese TpoiizeMcs O PA3HBIM cpesiaM BBITIOTHEHMNs, CO-
BmectMbIM ¢ Kubernetes.

Cpeabl BbiNonHeHus, coBMecTuMble ¢ Kubernetes

Usnavasnsro mwiatdopma Kubernetes Gb11a coBMecTiMa JIHIIb € O[HOI CPeION BBIITOII-
Henust koureitepoB — Docker. Ho ¢ Tex op KpyT MOUIepsKIMBAEMBIX CPeJl 3HAYUTENHHO
paclIupuIICs:

Docker (uepes ciaoit CRI);

Rkt (HemocpeacTBeHHYI0 HHTErPALMIO IIAHIPYETCA 3aMeHUTh MoAIepKKoii rktlet);
Cri-o;

Frakti (Kubernetes B runepsusope, panee ussectias kak Hypernetes);

Rktlet (peanmusanua CRI s rkt);

cri-containerd.

OO0O0O0DOD

Paspa6otunkn Kubernetes mpuHsaIu MpUHIITHATBHOE PENITEHHE CIENATh 9T MAaThop-
MY HE3aBUCUMOM OT KOHKPETHOI Cpe/ibl BBIITOJIHEHUsL. J{JIs1 9TOr0 UCIIONb3yeTCs TEXHOJIO0-
rust CRI (Container Runtime Interface — nnrepdeiic cpezibl BHIIIOJHEHUS KOHTEIHEPOB).

B arom pasnene mbr moapoduo pacemorpuM CRI 1 HO3HAKOMUMCS ¢ OT/IeIbHBIMU
CpelaMU BBITIOJTHEHSI. Y CBOUB MaTepHaJ, BbI OyieTe CioCOOHBI TIPUHSATH 0OOCHOBAaHHOE
peleHwe Mo BEIOOPY TOi M HHO CPeIbl B OIIPE/IE/IEHHBIX YCI0BUSX. A Takke Oypere
3HATD, KOT/IA CIEYET TIEPENTH Ha IPYTYIO CPE/Y BBHITIOJHEHWSI WK Take OOHeTHHNUTD
MX HECKOJIBKO B OJIHOH crcTeMme.

NHTepdenc cpeapl BbinonHeHns kKoHTenHepos (CRI)

CRI npencrasaser coboit gRPC API, conepxarmnii 6ubinorekn u crenuduKanum/
TpebOBaHUs U1 CPEJL BHIIOJHEHMS KOHTEHHEPOB, KOTOPbIE MO3BOJSIOT UM UHTErPU-
posarbcst ¢ kubelet Ha ogHoM yaire. B Kubernetes 1.7 BMecTo BHyTpeHHEN WHTerpanun
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¢ Docker nostBunach unrerpaius, ocHopartas Ha CRI. 1o 66110 6oJibioe cOObITHE,
KOTOPO€ OTKPBLJIO IOPOTY PA3JIUYHBIM PEATH3AIIIM, UCIIOTb3YIOINM HHHOBAIIMOHHbIE
uaMenenust B obimactu KoHreitnepos. Kubelet He Hy KHO MHTErpUPOBATH ¢ Pa3HBIMU Cpe-
JIaM¥ BBITIOTHEHUS HATIPSMYI0. ITOT KOMIIOHEHT MOXKET B3aUMOJICHCTBOBATE € 000
KOHTelHepHOl cpeoi, coBMmecTuMoit ¢ CRI. /laHHBIN MeXaHW3M MTPOUILITIOCTPUPOBAH
Ha puc. 1.2

Mpocnoika

(o] Cpena -
BbINOMHEHUS «43
xonTeiinepos JIS

Cepsep KoHTenHep
grpc

Puc. 1.2

Kubelet

Knunent
grpc

Cpenpl BbinosiHeHus KoHTeliHepoB Ha ocHoBe CRI (Mm UX TIPOCTIONKN) TOJKHBI
peanusoBath ABa ciayxkebHbix gRPC-unrepdelica: ImageService u RuntimeService.
IMepsbiii oTBeyaeT 3a paboty ¢ nzobpakenusamu. Jaiee mokasana ero sepcust B hopmare
protobuf (s1o He Go):

CRI
protobuf

service ImageService {
rpc ListImages(ListImagesRequest) returns (ListImagesResponse) {}
rpc ImageStatus(ImageStatusRequest) returns (ImageStatusResponse) {}
rpc PullImage(PullImageRequest) returns (PullImageResponse) {}
rpc RemoveImage(RemoveImageRequest) returns (RemoveImageResponse) {}
rpc ImageFsInfo(ImageFsInfoRequest) returns (ImageFsInfoResponse) {}

WHurepdeiic RuntimeService yupasJisier nogamu U Konrteitnepamu. Ero protobuf-
BEPCUST BBITJISIUT TaK:

service RuntimeService {
rpc Version(VersionRequest) returns (VersionResponse) {}
rpc RunPodSandbox(RunPodSandboxRequest) returns (RunPodSandboxResponse) {}
rpc StopPodSandbox(StopPodSandboxRequest) returns (StopPodSandboxResponse) {}
rpc RemovePodSandbox(RemovePodSandboxRequest) returns
(RemovePodSandboxResponse) {}
rpc PodSandboxStatus(PodSandboxStatusRequest) returns
(PodSandboxStatusResponse) {}
rpc ListPodSandbox(ListPodSandboxRequest) returns (ListPodSandboxResponse) {}
rpc CreateContainer(CreateContainerRequest) returns
(CreateContainerResponse) {}
rpc StartContainer(StartContainerRequest) returns (StartContainerResponse) {}
rpc StopContainer(StopContainerRequest) returns (StopContainerResponse) {}
rpc RemoveContainer(RemoveContainerRequest) returns
(RemoveContainerResponse) {}
rpc ListContainers(ListContainersRequest) returns (ListContainersResponse) {}
rpc ContainerStatus(ContainerStatusRequest) returns
(ContainerStatusResponse) {}
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rpc UpdateContainerResources(UpdateContainerResourcesRequest) returns
(UpdateContainerResourcesResponse) {}

rpc ExecSync(ExecSyncRequest) returns (ExecSyncResponse) {}

rpc Exec(ExecRequest) returns (ExecResponse) {}

rpc Attach(AttachRequest) returns (AttachResponse) {}

rpc PortForward(PortForwardRequest) returns (PortForwardResponse) {}

rpc ContainerStats(ContainerStatsRequest) returns (ContainerStatsResponse) {}

rpc ListContainerStats(ListContainerStatsRequest) returns
(ListContainerStatsResponse) {}

rpc UpdateRuntimeConfig(UpdateRuntimeConfigRequest) returns
(UpdateRuntimeConfigResponse) {}

rpc Status(StatusRequest) returns (StatusResponse) {}

Turbl JAHHBIX, KOTOPbIE HCIOJIB3YIOTCS JIJIST apTYMEHTOB 1 BO3BPAIlaeMbIX 3HAYEHNT,
HA3bIBAIOTCS COOOUEHUSMU Y TOKE ABIIOTCS yacTbio APL. BOT Kak BBITJISAUT OAHO U3
TaKUX COOOLIEHMIL:

message CreateContainerRequest {
string pod_sandbox_id = 1;
ContainerConfig config = 2;
PodSandboxConfig sandbox_config = 3;

Kaxk Buznte, cOOOIIEHNST MOTYT BCTPauBaThest APYT B Apyra. OpHO U3 moJieil Thia
CreateContainerRequest — 9TO CTpPOKa, ABa JPpYyTrux — coobuieHuns ContainerConfig
u PodSandboxConfig

Tenepb, Korja Bbl O3HAKOMUIUCH ¢ KogoM unrepdeiicos Kubernetes, kparko npoii-
JIEMCST TIO OT/IEJTbHBIM CPE/IaM BBITIOJTHEHWS.

Docker

Docker — Hacrosmuii TssKe0BeC B MUPe KOHTeliHepoB. M3HauaabHO maatdopma
Kubernetes nmpexnasnadaach 1711 pabGOThI HCKIIOYUTEIBHO ¢ 5TOR cpenoil. Iloanepxka
APYIHUX cpell nossuiach Toabko B Bepcuu 1.3, a CRI — B 1.5. [To atoro B Kubernetes
HOJIJIEPKUBAJIMCH JIMIIb KoHTeiHepbl Docker.

S1 MCXOKY 13 TOTO, UTO BBI 3HAKOMBI €O cpeoit Docker 1 ee BoamoskHOCTSIME. DTa CH-
cTeMa UCIbIThIBAET HEBUIAHHBIN BCIIJIECK MTOTYJISPHOCTH, HO BMECTE C TEM €€ JI0BOJIbHO
cepbe3HO KPUTHKYIOT. Cpe/ii 4acTo YIOMHHAEMBIX TIPOGJIEM CIIEYOIIHE:

U HemocTaTOYHAS 6e3OHaCHOCTb;

O cI0XHOCTb HACTPONKH MHOTOKOHTETHEPHBIX MTPUJIOKEHUH, B YACTHOCTH UX CETEBBIX
IapaMeTpoB;
O HemouyeThl B pa3paboTKe, MOHUTOPIHTE U BEACHIH Ky PHAJIA;

O orpaHuYeHwus], CBsI3aHHBIE ¢ TeM, 4TO Docker-KoHTeiiHEPbI BBITOIHSIOT JIAIIb OJHY
KOMaH/LY;

O CIMIIKOM YacCThIi BBIITYCK HerOpa6OTaHHbIX BO3MOKHOCTEH.
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Komanza Docker 3HaeT o KpuTHKE B CBOI aipec W ysKe UCTPABUIA HEKOTOPbIE U3
9TUX HEJOCTATKOB. B 4acTHOCTH, GBIV C/IeTaHbl HHBECTUIINN B COOCTBEHHYIO CUCTEMY
Docker Swarm, kortopas, kak u Kubernetes, sanumaercs opkecrpauuein. Ona 6oJiee
npocrta B mpuMeHeHnH 1o cpasienuio ¢ Kubernetes, Ho He Takast MOIIHAST 1 3peJiast.

HaumHas c Bepcun 1.12 gemoH Docker no yMOnyaHuio NoOAAEPXKUBAET PEXUM
swarm. HeKoTOpbIM TaKoe peLUeHUE KaKETCH pa3ayTbiM M BbIXOAALMM 3a
paMKu NpsiMOro HasHadeHust Docker, 1 MHOrve B KauecTBe anbTepHaTMBbI
npeanouymTatoT CoreOS rkt.

C momeHnTa Boimycka Bepcun 1.11 B anpesie 2016 roga B mratrdopme Docker mome-
HSLJICST TIO/IXO/I K BBITIOJTHEHWIO KOHTeHEPOB. Tereps /I7ist KOHTelHepusaimn 00pasos
dopmara OCI (Open Container Initiative) Ncronb3yIOTCS MHCTPYMEHTHI containerd
u runc (puc. 1.3).

Te e KoMaHapbl 1 NONb30BaTENbCKNIA

= nHTEepoderic
Ieuxok Docker lMonb3oBaTens B3anmMoaencTeyeT
¢ asmxkom Docker
containerd [Buxok B3anmogencTeyeT ¢ containerd

RAFANNN
L

. ’ \ S~
7 ’ \

- / \ o
. ’ \ N
-7 ! \ AN
L. / \ ~
runc runc

Rkt

Rkt — aro mucneryep xkoureiinepos ot Komanabl CoreOS (Ha cueTy KOTOPOIi AUCTPU-
6yrtus Linux CoreOS, eted, flannel u 1. 1.). Cpena Boinosnnenus rkt orindaercs cBoeit
MPOCTOTON U JieJIaeT aKIeHT Ha GE30TaCHOCTU U U30JIAIUN. Y Hee HET JEMOHA, Kak
y aBuskKa Docker, pjist 3ammycka ¢cBoero UCIosiHseMoro (ailjia oHa 3a1eiicTByeT cCcTeMy
MHUITATM3AI[N OTlePAIHOHHON cucteMbl — systemd. Rkt MozkeT 3arpy:kaTh, TpoBEPsITH
U 3allyCKaThb BHYTPH KOHTeIiHepOB 06passl popmaTos appc (app container) n OCI.
ApXUTEKTYpa 3TOI CHCTEMBI KyJIa TIPOIIIE, YEM €€ AaHAJIOTOB.

[nsa 3anycka koHTenHepoB containerd
MNCNOJIb3YET runc Unu Apyryio cpeay
BbINosIHEHMSs1, coBMmecTuMyto ¢ OCI

Puc. 1.3
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App container

B nexkabpe 2014 roga komanzga CoreOS nauaja paspaboTky crenuuraluu appce,
KOTOpast BKJItouaeT B cebst cranaapTbiil opmat obpasza (ACI), cpey BBIOJTHEHUS,
1upPOBYIO MOAUCH 1 0OHapyKeHIe. HeCKOJbKUMEI MECSIIIaMu TTO3Ke PaspadOTUMKN
Docker BoicTyITHIN ¢ aHATIOTHYHO MHUIIMATUBOI oTHOCHTEbHO crierudukarmu OCI.
Ha CeI‘O[[HfIH_[HI/Iﬁ JIEHb BCE€ UJIET K TOMY, 4TO 9TU /ABa IIPOEKTA CTAHYT COBMECTUMbIMUN
Ipyr ¢ apyrom. Takum 06pa3oMm, JaHHbIE HHCTPYMEHTBI, 0GPa3bl U CPEbI BBITIOTHEHIIST
CMOTYT B3aUMOJIEHCTBOBATH MEK/Y COOOM, 1 9TO TIPEKPACHO.

Cri-O

I[Tpoexr Cri-O Boipoc u3 unkybaropa Kubernetes. On cospasasicst kak criocob nHrerpa-
iuu Mesky Kubernetes u cpeamu Boinosiaenust, copmectumbivu ¢ OCI, Takumu Kak
Docker. Maes coctout B ToM, 4to Cri-O 6yer npegocTaBisaTh CAepyoe BO3MOK-
HOCTH:

O momepkKy pasHbIX (hopMaToB 06pazoB, BKIOUas cymiecTByonmii opmat Docker;

a TIOAIEPIKKY PA3HBIX CPEACTB 3arpy3Ku 06pa30B, BKJIIOYasd ME€XaHHU3MbI ITIPOBEPKHU
IHOJJIMHHOCTU;

O ympasiernue obpazaMu KOHTeTHepOB (UX cosiMu, 0OUUME (HallJIOBBIMU CHUCTE-
MaM¥ U T. [1.);

Q ympapieHne JKU3HEHHBIM IUKJIOM KOHTEHEPHBIX TIPOTIECCOB;
O MOHHMTOPMHT U JKyPHAIPOBaHKE, HeOOXOAMMBbIE I YAOBIeTBOpeH s TpeboBanmii CRI;
O B0/ PECypPCoB, oTBevaolyo TpeboBanusm CRI.

Ito nosposut uHTerpupoBarh B Kubernetes siro6yto cpey BHIOTHEH ST KOHTEHE-
poB, coBmectumyio ¢ OCI.

Rktnetes

Rktnetes — aro Kubernetes mroc rkt B kauecTBe cpeabl BoimoHeHus. Kubernetes
Bce ellle abCTParupyercs OT ABUKKOB JJIS1 BBIIOJIHEHM KonTelinepos. Ha camom geme
Rktnetes — 5T0 He OTAEIBHBII IPOLYKT, TOTO ke addeKTa MOKHO J0OUThCS Ho0aBIe-
HUEM HECKOJIBKIX KJIF0Uell KOMaH/IHOW cTpoKu mpu 3amycke kubelet Ha kaskmom yaie.

loToBa nn cpeaa rkt K NIPOMBbILLIEHHOMY MCMONb30BAHMIO?

Moii ombit pabotsr ¢ rkt nesenuk. Ho sta cucrema npumensiercs B Tectonic — kommep-
yeckoM auctpubyTtuse Kubernetes, ocnosannom na CoreOS. Eciu BbI 3azeiicTByere
KaKOI1-TO IPYroii TUII KJaacTepa, g Obl IOCOBETOBA BaM IIOL0KAATh, I10Ka B Kubernetes
He nogsuTcs unrerpamsd ¢ rkt uepes unrepdeiicer CRI/rktlet. Ilpu sei6ope rkt BMecto
Docker MOryT BO3HUKHYTh ONpejieJieHHbIe TIPOOIeMbl, HAITPUMED: HEAOCTAIONINE TOMA
HE CO3/1al0TCd aBTOMATUYECKU, HE pa60Ta10T KoMmaH/1bl kubectl /11 IPUBA3KU U 1IOJLY-
YeHUs JKyPHAJIBHBIX (hailIoB, He MOAIEePKUBAIOTCS init-KOHTeHepH! 1 T. /1.
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KoHTenHepbl Hyper

Eme onna BapuanT — konTeitHepsr Hyper. OHE cozmepskat yIpoIeHHY0 BUPTyalb-
HYIO MallliHy ¢ COOCTBEHHBIM TOCTEBBIM SI/[POM U BBITTOJHSIOTCST HA <TOJIOM JKEJIE3€».
s msongium BMecTo Linux cgroups ucmosrb3yeTcst TUTIEPBU30P. ITO WHTEPECHBIN
MOJIXO/T TTO CPABHEHUIO CO CTAHAPTHBIMY aIlllIapaTHBIMU KJIaCTEPaMU, KOTOPBIE CJIOK-
HO HaCTPauBaTh, U MyOJIUIHBIMU 00JTAKaMH, B KOTOPBIX KOHTEHHEPBI Pa3BEPTHIBAOTCS
B TSKEJTOBECHBIX BUPTYAJIBHBIX MAIIMHAX.

Stackube. Stackube (patee usBectHbiii kKak Hypernetes) — 310 MyJIbTHAPEHTHBII
JICTPUOYTHB Ha OCHOBE KOoHTeltHepoB Hyper u HekoTtopbix KommnoHeHToB 13 OpenStack,
TaKWNX KaK MOCTOSTHHOE XPaHUJINIIE U ceTh. [lockoIbKY KOHTeTHepBI He NCIOIb3YI0oT
ob1riee SIIPO y371a, OHM MOTYT TIPUHAIEKATh PA3HBIM MOMB30BATENSIM 1 TIPH 3TOM
6e3omacto paboTaTh Ha OHOM W TOM ke (hU3MIECKOM KOMTBIOTepe. EcTecTBeH O,
B KauecTBe cpeibl BeinosHeHus B Stackube 6epercst Frakti.

B aToMm paszese s TO3HAKOMUIT BaC € Pa3IMIHBIMH CPeIaMi BBITIOTTHEHNS, KOTOPBIE
nozznepxuBaoTcs B Kubernetes, He 3a0bIB YITOMSIHYTh O IBUKEHUN B CTOPOHY CTaHAp-
TU3AIUH U COBMECTUMOCTH. J{aJIbIlie c/iesiaeM Iar Hazaj v B3IJITHEM Ha O0IIy10 KapTHHY,
a 3areM mocMoTpuM, Kak Kubernetes BIMChIBaeTCSl B KOHIIEIIINIO HETIPEPBIBHOM MHTe-
rpainuu 1 paspaboTKu.

HenpepbiBHasi MHTerpauust n paspaboTka

[Tnarcopma Kubernetes oTamaHO TOAXOANT U1 BHIMOJHEHUS TIPHJIOKEHUN ¢ MUKPO-
CEPBUCHOI apxuTeKTypoit. Ho, TI0 ¢yTH, 370 JIMIITH OJIMH 13 2IeMEHTOB 00IIEro MpoIiecca.
[Tosrb3oBaTes M 1 MHOTHE PAa3pabOTUMKI MOTYT JIasKe HE I0TaIbIBATHCS O TOM, T/Ie UMEH-
HO pa3BepThiBacTCs nxX crcteMa. Tem He Mernee Kubernetes Mosket cziesiath BOSMOKHBIMI
BEIIN, KOTOPbIE PAHbIIIEe KA3aJUCh CIUIIKOM CIOKHBIMHI.

B aTom paszesnie MBI PACCMOTPHUM TIPUHITUI I€HCTBUST HENPEPOIBHOU UHmMezpauuu,/
paspabomxu (continuous integration and deployment, CI/CD) u T0, KaKyio poJib 31eCh
urpaer Kubernetes. B pesy/ibrare Bbl HayunTech cosmasarh Henouku CI/CD, ucosibsys
takue ipenmMyiecTBa Kubernetes, kak mpoctora MacirabupoBaHust 1 TPUMEHEHUE O]
HOIT 1 TOIA ke cpeJibl TIPU pa3paboTKe ¥ B TPOMBIIIJICHHBIX YCJIOBHUSX. ITO MO3BOJIUT ClIe-
JIATH TIPOTIECC CO3/IAHMUST U PA3BEPTHIBAHUS CHCTEM OoJiee MPOLYKTUBHBIM U HAJIE/KHBIM.

Lenouka CI/CD

[enouka CI/CD — 3T0 MOCJIEM0BATEIBHOCTD MIATOB, BBITIOJHIEMbBIX pa3paboTynKamMmu
UJIU OTIePATOPaMU 110 U3MEHEHUIO KO,/ IaHHbIX /KOH(MOUTYPAIII CUCTEMBI, TECTHPO-
BaHUIO U PA3BEPTHIBAHUIO €€ JIJIsI PEAIbHOTO MprMeHeHus. OIHU [ETOYKH MOJTHOCTHIO
ABTOMATH3UPOBAHbI, a JIPyrue TpeOyIOT MPUCMOTPA CO CTOPOHBI YeI0OBeKa. B KpyITHbBIX
OpraHu3aIUsIX U3MEHEHUsI MOTYT aBTOMATUYECKU Pa3BEPTHIBATHCS B MHOTOYPOBHEBBIX
TECTOBBIX CPe/laX, Hy K/IasCh B PYYHOIT IIPOBEPKE Tiepe]] OKOHYATETbHBIM BBIITYCKOM CH-
crembl. CTaHjiapTHas 1erovKa npejcrasieHa Ha cxeme (puc. 1.4).
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HenpepbiBHas MHTErpaums 1 paspaboTtka
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HagepHoe, CTOUT yIIOMSIHYTh, 4TO Pa3paboTYMKKI MOTYT OBITH TIOJHOCTHIO H30JIUPO-
BaHbI OT IIPOMBIILIEHHO MHMPacTPyKTyphl 1 paboTats juiib ¢ Git. Xopoumii mpumep
Takoro noxaxoza — miargopma Deis (PaaS na octose Kubernetes, moxoskas Ha Heroku).

MNpoekTnpoBaHue uenoyvkn CI/CD ans Kubernetes

PasseproiBanue Ha Kiaactepe Kubernetes tpebyer mepecMoTpa HEKOTOPBIX TPAJUITH-
OHHBIX MTOJX0/I0B. /|1 Hauasa, oTInJaeTcs Mporece YIakoBbBaHMU. Bam HyKHO TOzI-
TOTaBJIMBATH 0OPA3bI [T CBOMX KOHTEHHEpOB. MI3MeHeH s, BHECEHHBIE B KOJI, MOKHO
OTMEHHUTH MAKCUMATLHO MTPOCTO U MTHOBEHHO (JIarojiapst yMHBIM METKaM. JTO IaeT yBe-
PEHHOCTD B TOM, YTO, €CJIN TUIOXOH KOJl KAKIM-TO 0OPa30M TIPOCKOIB3HET YePe3 MUPHAIIDI
TECTOB, BBI TYT 5K CMOKETE OTKATUTHCS K Tpebayieit Bepcuu. Ho 31ech Hy:KHO GBITH
OCTOPOKHBIMU. MHUTPAINs JAHHBIX ¥ BOCCTAHOBJIEHUE UX CTPYKTYPbI HE BBITIOTHSIOTCS
ABTOMATHYECKIL.

Emte onna yuukambaast ocobenrocts Kubernetes — to, uto pazpaboTynku MOryT
3aIyCTUTH JIOKATBHO TeJIbIil Kiractep. Ha aTame mpoeKTHpoBaHust 910 TpebyeT ompe-
JIeJIEHHBIX YCHUJINI, HO, TOCKOJIbKY MUKPOCEPBHCHI, U3 KOTOPBIX COCTOUT CHCTEMA, Pa3-
MEMIAITCST BHYTPU KOHTEIHEPOB, B3aNMOIEUCTBYIOMIMX MesK1y coboii uepes API, ata
3aJ1a4a CTAaHOBUTCS BITOJIHE TIOCHJIBHON 1 peayin3yeMoii Ha mpakTuke. Ecim sxe cicrema
AKTHBHO paboTaeT ¢ TAaHHBIMU, BaM MPUAETCS 9TO YYUTHIBATE, CO3/IaBast CHUMKU Xpa-
HYTHIIT ¥ TIPEOCTABIISISI CBOMM Pa3paboTUrKaM CHHTETHYECKIe HAOOPBI HH(MOPMAIHH.

Pe3iome

B aT0ii r;maBe Mbl 3aTPOHYJIN MHOTO T€M, CBSI3aHHBIX CO CTPYKTYPOH U apXUTEKTYpPOi
Kubernetes. Kubernetes — ato mrardopma 7ist OpKecTparui IpUIoKeHUT, OCHOBAHHBIX
Ha MUKPOCEPBUCAX U BBITTOJTHSIONIMXCS B BUJIe KOHTeiTHepoB. Ee KiacTepbl cOCTOAT U3
BeyIux u pabounx y3moB. KoHreitHepsl paboTatoT BHYTPHU MO0B, KAXK/IBIN U3 KOTOPHIX
pasMeriaercst Ha (U3UYECKOM UM BUPTYaIbHOM yerpoiictBe. Kubernetes nmeer Berpo-
EHHYIO MOJJIEPKKY MHOKECTBA OOBEKTOB, TAKAX KAK CEPBUCHI, METKH U MTOCTOSIHHBIE
xpanusniia. Ha a31oil iaThopme MOKHO 3aeliCTBOBATh pasiiyHble MabJI0HbI TIPO-
€KTUPOBAHUS pacIpeieJIeHHBbIX crcTeM. KoHTeliHepHBIE CPEIbl BHITIOJHEHUS TOJIKHBI
peasusoBbiBaTh untepdeiic CRI. B uuciio nmoajiep;xuBaeMbIx BXOASAT KOHTeNHEPbBI
Docker, rkt, Hyper u ap.

B riraBe 2 MbI paccMOTpPUM pasHble criocoObl co3aanus kiaacrepos Kubernetes,
0bcy M HeOOXOIUMOCTD IPUMEHEHUST TeX UJIM MHBIX TTAPAMETPOB U TIOCTPOUM MHOTO-
Y37I0BOII KJ1acTep.



Co3aaHue KnacrtepoB
Kubernetes

3 npeplayiieii riaBbl Bbl y3HaIM, 4TO HpeAcTaBisger coboii miardgopma Kubernetes,
KaK OHa CIIPOEKTHPOBAHA, KaKne KOHIIETITUH 1 CPe/Ibl BBITTOJHEHUS MOJIEPKUBACT U KaK
BruchiBaetcs B mporecc CI/CD.

Cospnanne kaacrepa Kubernetes — merpuBuanbhas 3ajgada. Bam mpugercs Boi-
6upaTh U3 JJIUHHOTO CMHCKA TTapaMeTPOB U WHCTPYMEHTOB, a TaKKe YUUTHIBAThH
MHO’KeCTBO (haKTOPOB. B 9TOM T1aBe MBI 3aCyYNM PyKaBa U CKOMIOHYEM HECKOJBKO
kiactepoB. O6CyIMM pa3iudHble HHCTPyMeHTHI, Takie kak Minikube, kubeadm, kube-
spray, bootkube u stackube, u gagum um orenky. Mbl pacCMOTPUM PasHbIE CPEIbI
pasBepTHIBAHUS — JIOKAJIbHbBIE, 0OJauHble U anmapaTHbie. Jlamee IpUBEACHBI TEMBI,
KOTOPbIe MBI 3aTPOHEM.

O Coszmanre 0JHOY3J0BOTO Kjaactepa ¢ momotibio Minikube.
CosmaHue MHOTOY3/I0BOTO Kjractepa ¢ momolibto kubeadm.
Cosnanme kmactepa B obaxe.

COSI[HHI/IG KJIaCTEPOB C HYJIA Ha «T'OJIOM JKeJie3e».

0O 00O

O630p ApyrUx BapuaHToB co3lanus Kiacrepos Kubernetes.

[TpouwTas 3Ty TJIaBy, Bbl GyjeTe pasdbupaThCst B PA3IUYHBIX CIIOCOOAX CO3aHUS
kmactepoB Kubernetes u B ToM, Kak¥ie HHCTPYMEHTDI JIyUIIie BCETO JJIsI 9TOTO MO -
XOZAT. A TaKsKe TIOJYINTE OMBIT KOMIIOHOBKH KJIACTEPOB — KaK OJ{HO-, TaK ¥ MHOTO-
Y3JIOBBIX.

BbICTpoe co3aaHne 0AHOY3N0BOro Knacrepa
¢ nomouwbto Minikube

B aToM paszesie Mbl co3maaum o1HOY310B0i1 Kiactep B Windows. Beibop onepannoHnHoit
crcTeMbl 00yc1oB/IeH TeM, uTo Minikube 1 KiacTepsl 5TOro THIIA JIydlle BCEro IMOAXOAAT
JUIsI JIOKAJIbHOM paspaboTku. B npomsliieHHbIx yeaoBusax Kubernetes o6brano pas-
BepThIBaeTcs B Linux, HO MHOTHE TIPOTPAMMUCTBI UCIIOJIb3YIOT KOMITbIOTEPBI ¢ Windows
u macOS. K tomy ke mportecc yeranosku Minikube B Linux maso uem orimuaercst ot
TOTO, KOTOPBI 3/1eCh PACCMAaTPUBAETCS.
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[MoaroToBKa

I[Ipexie yem co3maBaTh Kiactep, HeOOXOAUMO YCTAHOBUTH HEKOTOPhIE MHCTPYMEHTBI:
VirtualBox, kubectl (unrepdeiic komananoii crpoku maus Kubernetes) u, KoneuHo ke,
camy yruauty Minikube. Bor ux nocJjiesue Bepciy Ha MOMEHT HAIIMCAHUS KHUTH:

Q VirtualBox — www.virtualbox.org/wiki/Downloads;
O Kubect! — kubernetes.io/docs/tasks/tools/install-kubectl/;
Q Minikube — kubernetes.io/docs/tasks/tools/install-minikube/.

B Windows

Yeranosure VirtualBox u ybeaurecs B oM, uto kubectl u Minikube ykasambl B crincke
CHCTEMHBIX ITyTeil. 51 mpocTo cOpachiBaio BCe KOHCOJIbHbIE IPOrPAMMBL B ¢ : \windows,
HO y Bac MoxKeT ObITh ¢B0oii moaxo. S ucnob3yio ConEMU i yripaBjieHus HeCKOJIb-
KUMU KOHCOJISIMU, TepMITHaaMu 1 ceancamu SSH. dta obosrouka paboTaer ¢ cmd. exe,
PowerShell, PuTTY, Cygwin, msys u Git-Bash. B Windows ciioskH0 HaliTit 4TO-TO
Jrydiiiee.

B Windows 10 Pro ecTb BO3MOXHOCTb UCNONb30BaThb rnnepsusop Hyper-V.
®opMasibHO 3TO MPEANOYTUTENbHbIM BapuaHT, HO OH MPOYHO MPUBSI3aH
K npodeccuroHanbHol Bepcun Windows. C VirtualBox Bce MHCTPYKLIMK YHU-
BepcasibHbl M MOTYT MPUMEHSTBCS B pa3Hbix Bepcusx Windows 1 aaxke apyrmx
onepaumnoHHbIX cuctemax. Mnepsusop Hyper-V He cnocobeH cocylyecTso-
BaTb C VirtualBox, moaToMy AomkeH 6biTb OTK/IOYEH.

Pekomenayio sazgeiicrsosath PowerShell B peskume agmunucrparopa. Bel Moxkere
no6asuth B ¢Boii mpoduab PowerShell crexyiomue ncesnonnum u GyHKIKIO:

Set-Alias -Name k -Value kubectl

function mk

{
minikube-windows-amdé64
--show-1libmachine-logs
--alsologtostderr
@args

B macOS

JlobGaBbTe MCEBIOHNMBI B CBOI (hails .bashrc (110 aHATOTHE ¢ TICEBIOHUMOM U (DYHKITHEN
nis PowerShell B Windows):

alias k='kubectl'
alias mk='/usr/local/bin/minikube’
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Tenepb MOKeTe UCIIOAb30BATh COKpalleHHble Komanab! k u mk. Maarm Minikube,
ykazaHnuble B QyHKLIUU mk, 06€CIIeYMBaIOT YIYYIIEHHOE BEACHHE KypPHAJIA U IIPAMOIL
BBIBOJL B KOHCOJIb 1 (haiiIbl aHAIOTMYIHO KOMAHJIE tee.

Beennte mk version, uTo6bl IPOBEPUTH KOPPEKTHOCTH YCTAHOBKY M PabOTOCIIOCO0-
noctb Minikube:

> mk version

minikube version: v@.26.0

[TpoBepbTE KOPPEKTHOCTD YCTAHOBKHU U paboTocnocobHocTs yruauthl kubectl ¢ mo-
MOIIIBIO KOMaH/IbI k version:

> k version

Client Version: version.Info{Major:"1", Minor:"9", GitVersion:"v1.9.0",
GitCommit:"925c127ec6b946659ad0fd596fa959be43f0OccO5", GitTreeState:"clean”,
BuildDate:"2017-12-16T03:15:382", GoVersion:"gol.9.2", Compiler:"gc",
Platform:"darwin/amd64"}

Unable to connect to the server: dial tcp 192.168.99.100:8443: getsockopt:
operation timed out

He ob6paiaiite BHuManus Ha ommobKy B ocjeaneii crpoke. Hain kiacrep eine He 3a-
myiieH, moaromy kubectl He MoskeT K HeMy TOAKIIOUUTHCS. TaK U TOJKHO OBITH.

CamocTosiTeIbHO UcceayiiTe oObie KoMaHAbl U duiaru, qoctynHbie a1 Minikube
u kubectl. 31ech MBI paccMOTPUM TOJIBKO T€, KOTOPBIE MCIIOAB3YIOTCS B IJAHHOM MTPH-
Mepe.

Co3gaHue KnacTtepa

Yrumura Minikube mognepskusaer pasusie Bepcuu Kubernetes. Ha MoMeHT Hamucanmst
9TOW KHUTH WX CIIUCOK BBITJIS/IUT TaK:

> mk get-k8s-versions

The following Kubernetes versions are available when using the localkube
bootstrapper:

- v1.10.0

- v1.9.4
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CosainmM KJIacTep ¢ TIOMOIIBIO KOMAH/BI start U yKakeM MOCJIEIHIOI0 CTabUIbHYTO
Bepcuio — v1.10.0.

ITO MOXKET 3aHATH HEKOTOPOE BpeMs, Tak Kak yTusimta Minikube mosskma sarpysuTs
06pa3 1 HACTPOUTH JTOKATLHBIH KaacTep. [IPOCTO TTOMOK/INTE, TIOKA OHA 3aKOHIUT Pabo-
Ty. BbI 10J3KHBI yBUZIETD cieyonnii BbIBo/L (B Mac):

> mk start --kubernetes-version="v1.10.0"
Starting local Kubernetes v1.10.0 cluster...
Starting VM...

Getting VM IP address...

Moving files into cluster...

Finished Downloading kubeadm v1.10.0
Finished Downloading kubelet v1.10.0
Setting up certs...

Connecting to cluster...

Setting up kubeconfig...

Starting cluster components...

Kubectl is now configured to use the cluster.
Loading cached images from config file.

Paccmotpum ero, uTo6b! oHATh npuHimn paborsl Minikube. TIpu cospannu kiacre-
pa ¢ HyJIsi MHOTHE U3 CJELYIOMNX IAr0B IPUIETCS BHIIOTHUTD BPYYHYIO.
1. 3amyck BupryasibpHoil Manuabl VirtualBox.
Cosznanuie cepTurKaToB JIJIsl JIOKAJIbHOU crucTeMbl 1 BM.
3arpyska 06pasos.

YcranoBienue coeiMHEHNST MEXK/LY JIOKAIbHON cucTeMoil 1 BM.

SANE SN

3anyck JokaiabHoro kiaacrepa Kubernetes saytpu BM.
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6. Hacrpoiika kmacrepa.
7. 3amyck Bcex KOMIIOHEHTOB manesn yipasiaenus Kubernetes.

8. Hacrpoiika yrunutsr kubectl, uto6b1 oHa MOrJIa 06IIATHCS € KIACTEPOM.

OTtnaaka

Eciiu Bo BpeMmsi 5TOM IIpoLIe/ly pbl YTO-TO IIOMAET He TaK, IOIbITaiiTech pazodpaThcs B CO-
oburenusx 06 ommbkax. Bl Moskere 106aBUTh (uiar - -alsologtostderr, uTOOBI caeaaTh
ux 6onee moapobHbIMU. Bee pesyabraTer paborer Minikube akkyparHo momemaiorcst
B KaTaJsor ~/ .minikube, CTpyKTYypa KOTOPOI ITpe/icTaBIeHa Aaee:

> tree ~/.minikube -L 2
/Users/gigi.sayfan/.minikube
}— addons

— apiserver.crt

— apiserver.key

— ca.crt

— ca.key

— ca.pem

— cache

| — images

| iso

| “— localkube

— cert.pem

— certs

| — ca-key.pem

| — ca.pem

| — cert.pem

| L— key.pem

— client.crt

— client.key

— config

| “— config.json

— files

— key.pem

— last_update_check
— logs

— machines

| — minikube

| — server-key.pem

| L— server.pem

— profiles

| “— minikube

— proxy-client-ca.crt
— proxy-client-ca.key
— proxy-client.crt
L— proxy-client.key

13 directories, 21 files
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[poBepka Knacrtepa

Tenepb, co3/1aB U 3aIyCTUB KJIACTED, 3arJIsTHEM BHYTPb HETO.
Jlis Havasa nmoakaounMcest K BM 1o ssh:

> mk ssh
_ ~ ) )
S (I R (O ) I A R (N —
/' NI/ 2N e )Y O TN TN
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() Q) (OO (LQ) O\ (/")

$ uname -a

Linux minikube 4.9.64 #1 SMP Fri Mar 30 21:27:22 UTC 2018 x86_64 GNU/Linux$

Orimuno! Bee paboraer. CTpaHible CUMBOJIBL, KOTOPBIE Bbl Buanute, — 310 ASCII-
rpaduka st Minikube. Temeps Bocmosbayemest yrusmroil kubectl — ato HacTosmmit
MBERIAPCKUI HOK, KOTOPDII MPUTOAUTCS B polecce paboThl ¢ JTIOOBIMU KJIaCTEpaMu
Kubernetes, B Tom uncie u B pesxxnme federation.

[To X0y YTEHMSA KHUTU BB IIO3HAKOMUTECh CO MHOTMMM KOMaHAAMU yTHUJIUTHI
kubectl. CHauana nposepum cocTosIHNE KaacTepa:

> k cluster-info

[nasubiii ysen Kubernetes paboraer o agpecy https://192.168.99.101:8443.

KubeDNS naxonurcs o azpecy https://192.168.99.1010:8443/api/vl/namespaces/kube-
system/services/kub e-dns:dns/proxy.

g panpHeineil oTaaKku U AMAarHOCTUKU HEUCIIPABHOCTEN KJIacTepa UCIOJIb3yHTe
KOMaH/y kubectl cluster-info dump. Kak Bumure, rimaBHblit y3€JI He UCIIBIThIBAET HUKAKUX
pobiem. YTobbI ToydnTh noapobHocT 060 Beex obbekTax kiaacrepa B popmare JSON,
BBenuTe KoMaHy k cluster-info dump. Ee BbIBOZ MOXKET TIOKa3aThCsl HEMHOTO ITYTaIONIM,
[OSTOMY JaBaiiTe UccIef0BaTh HAIll KJIACTepP ¢ IIOMOIIBIO 60J1ee KOHKPETHBIX KOMAHI.

Bseaure get nodes, 4TOOBI IPOBEPHUTD Y3JIbI KJIACTEPA:

> k get nodes

NAME STATUS ROLES AGE VERSION
NAME STATUS ROLES AGE VERSION
minikube  Ready master  15m vi.10.0

Hrak, y HaC ©MeEeTCsl OAUH y3el ¢ uMeHeM minikube. YToOBI IOIYyYUTh TOAPOOHYIO
I/IH(bopMauI/Ho 0 HeM, BBezuTe k describe node minikube. BoiBoy MOJIYYUTCS JJTOBOJIBHO
06EMHBIM, 03HAKOMBTECH C HIM CAMOCTOSITEBHO.

BbinosniHeHne paboTbl

MpbI TOATOTOBMIIN 1 3AITy CTHJIN TTPEKPACHBIN ITyCTOH KiacTtep (J1a{HO, He COBCEM ITyCTOMH,
TaK KaK BHYTPH MTOJIOB B TPOCTPAHCTBE UMEH kube-system BuITToTHSOTCS cepBruc DNS
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U TIaHEeJb yrpasJeHus ). [IpuIio BpemMs 3amycTuTh Kakue-HUOY/Ib 9K3EMILISIPBI TTO/Ia.
BosbMmeMm B kayecTBe puMepa cepsep echo:

k run echo --image=gcr.io/google_containers/echoserver:1.8 --port=8080
deployment "echo" created

[Trardpopma Kubernetes passeprysa u samycruia nog. O6parute BHUMaHe Ha
npecukc echo:

> k get pods
NAME READY STATUS RESTARTS AGE
echo-69f7cfb5bb-wqgkh  1/1 Running 0 18s

I[JIH TOTO YTOOBI IIPpEBPATUTD T10/1 B CEPBUC, lIOCTyHHbII';I M3BHE, BBEIUTEC CJICYIONYIO
KOMaHy:

> k expose deployment echo --type=NodePort
service "echo" exposed

Mer1 BbIOpastu THil cepBrica NodePort, 4To0bl OH GBI JOCTYIIEH JIOKATBHO Ha 3aJaHHOM
ropte (MMeNTe B BUY, UTO TMTOPT 8080 y:ke 3aHAT 1Mo7oM ). [lopTer HazHavaroTCs B Kia-
crepe. YTo6br 06paTUTHCS K CEePBUCY, HYKHBI ero [P-anpec u mopT:

> mk ip

192.168.99.101

> k get service echo --output='jsonpath="{.spec.ports[0].nodePort}
30388

I[Tpu obpartieHnn cepBrUC echo BO3BPAIAeT MHOKECTBO MH(MOPMAIHIL
> curl http://192.168.99.101:30388/hi

[Tosapasisio! Bol TOIbKO 4TO co3a1u JTOKaabHbIi Kiaacrep Kubernetes u passep-
HYJIV B HEM CEPBUC.

NccnepoBaHme knactepa
C MOMOLLIbIO NAHENN yrnpaBieHus

Kubernetes nmeer oueHb pUSATHBIN BeG-uHTEPdEC, KOTOPBIIL, €CTECTBEHHO, Pas3BO-
paumBaeTcsl B BHJIe cepBUCcA BHYTPHU moza. [larenb yrpaBieHus: XOPOIIo MpoayMaHa
U IpefocTaBsieT o0Iine CBeJeH!sI O BallleM KjacTepe, a TakKe moApoOHOCTH 06 OT-
JeTbHBIX pecypcax. C ee MOMOIIBIO MOKHO ITPOCMATPUBATH JKYPHAJ, PEaKTUPOBATh
(aitrer pecypcoB u MHOTOE JIpyTOe. DTO U/eaJbHBII WHCTPYMEHT JIJIsT PYyYHON TTPO-
BepKH KJactepa. YToObl 3allyCTUTh TTaHe/ b YIIPaBJeH!s, BBeAUTE KOMaHIy minikube
dashboard.

Minikube oTkpoer okHo Gpaysepa ¢ untepdeiicom manenu ynpasienus. Ctour
oT™MeTuTh, uto Microsoft Edge 8 Windows e MoxkeT BbiBecTH ee. Mie pHIIiiocs Boc-
[OJIb30BAThCS APYTHM Opay3epoM.

Bor kax soirasgaut o630p workload-o6bexros: Deployments (PasseprbiBanue), Replica
Sets (Habopui pernink), Replication Controllers (KonTpoJutepst perkann ) u Pods (TTozbr)
(puc. 2.1).
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CoszpaHve knactepoB Kubernetes

[ NONO) R

c [G) 192.168.99.101: 30000/#!/overview?namespace=default

*| 0 =

kubernetes = Q  Search

= Overview

Cluster

Namespaces
Modes
Persistent Volumes
Roles

Storage Classes

MNamespace

default

Qverview

Workloads

Cron Jobs

Daemon Sets
Deployments

Jobs

Pods

Replica Sets
Replication Controllers

Stateful Sets
Discovery and Load Balancing

Ingresses

Services
Config and Storage

Config Maps

Workloads

Apps es Active Directory an... @ Bamboo D gocd % voucherify.io <o nminsv-'m™m

Workloads Statuses

-+ CREATE

100.00% 100.00% 100.00%
Deployments Pods Replica Sets
Deployments =
Name % Labels Pods Age &
@ echo run:echo  1/1 7 minutes
Pods =
Name % Node Status 5 Restarts
Q echo-69f7cft  minikube Running ]
Replica Sets =
Name % Labels Pods Age 5
pod-templ...
0 echo-69f7cft 1 7 minutes
run: echo

Puc. 2.1
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3ech Takke MOKHO OBLIO OB TPOCMOTPETH pasziens Daemon Sets (HaGopbl IeMOHOB),
Stateful Sets (HaGopsl ¢ cocrostHuem) u Jobs (3agaHust), HO B 9TOM KJIaCTEPE UX HET.

B manHOM pasjesie Mbl CO3/a1H JOKaJIbHBINA 0AHOY3/10B0i1 Kiaactep B Windows, He-
MHOT0 MCCJIEZIOBAIIU €T0 ¢ MOMOIILIO0 yTusmThl kubectl, pasBepHy:n cepBuc u mourpasim
¢ BeG-unTepdeiicom. [lanee mepeiigeM K MHOTOY3JI0BbIM KJIaCcTePaM.

Co3aaHne MHOroy3noBoro Knacrepa
C nomoLbio kubeadm

B sToM paszesie BbI osHakoMuTech ¢ kubeadm — mHeTpyMeHTOM /1 CO3aHust KiacTe-
pos Kubernetes, koTopblii pekoMeHyeTcst K MCIOAb30BaHUIO BO BCEX CPelaX, HECMOTPSI
Ha TO 4TO HAXOAUTCS HA CTaAUM aKTUBHOI paspaborku. SIBisasacs vactsio Kubernetes,
on nen3bekHo BOMpaeT B cebs aydiine MeToAUKI. YToObI ¢ie1aTh €ro JOCTYITHBIM I
BCETO KJIaCTePa, BOCIOJIb3YEMCs BUPTYAIbHBIMU MAITMHAMI. DTOT Pasziell peiHasHayeH
UL 9ATaTesIell, KOTOPbIE XOTST IIOJIyYUTh IIPAKTUYECKHIT OIIBIT Pa3BePThIBAHISA MHOIO-
Y3JI0BOTO KJIacTepa.

Yero cnepyet oxxmnaatb

Hpe>K,/:[e YeM UATHU Jajabllie, 4 X049y aKIEHTUPOBATh Ballle BHUMaHKE Ha TOM, YTO Hallle
Iy TeIlecTBAE MOKET OKa3aThCs He caMbiM riagkuM. [lepen yrunuroin kubeadm crour
HenpocTas 3aj1a4a; OHa JI0JKHA MOCTOSHHO PaBHATHCA Ha iatdopmy Kubernetes, koto-
past caMa He CTOUT Ha MecTe. DTO MOKET MPUBECTH K HEKOTOPOii HecTabuabHOCTH. UToObI
JIOBECTH JI0 YZI000BAPUMOTO COCTOSTHUSA MIEPBOE M3J[aHNe KHUTY, MHE TIPUXO/MJIOCH T10-
rpyskatbest B 1ebpu Kubernetes u nckars o6xozmbie nytu. Y snaere uro? Co BTOpbIM
U3JaHIEM MOBTOPUIACH Ta JKe NCTOPUSL. 1109TOMY IPUTOTOBETECH K TOMY, 9TO BaM HY/KHO
OyIeT BHOCUTH HEKOTOPBIE KOPPEKTUPOBKY U CIIPALIMBATL COBETa y APyruX. Ecim Bbl
NpeAnoYnTaeTe MeHee MpoOIEMHBIE PENICHNUS, TO35Ke s TTPEATIOKY HECKOTBKO XOPOTITHUX
BapUAHTOB.

MNoaroToBKa K pabote

Kubeadm paboraer Ha yske ToToBOM ycTpoiicTBe ((PU3NIECKOM MU BUPTYATHHOM).
[Tepen cospanmem kaactepa Kubernetes HyskHo moaroroButs Heckoapko BM u yera-
HOBUTDH OazoBoe nporpamMMmuoe obecnedenue, takoe kak Docker, kubelet, kubeadm
u kubectl (mocmepHss yTruinTa HyKHA TOTBKO HA BEAYIIEM Y3JIe).

MNoaroTtoBKka KnacTtepa BUPTYasibHbIX MalUUH
Ha OCHOBe vagrant

Cuaienyromuit vagrant-caiis coznact kiacrep u3 uetbipex BM ¢ umenamu nl, n2, n3 u n4.
Yto6bI OAHSTE KIacTep, BBeANTE KoMaHy vagrant up. BM ocHoBambl Ha Bento/Ubuntu
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sepcun 16.04, y aucrpubyrrsa Ubuntu/Xenial BosHukaoT pasiudmble npobieMsl, 1o-
3TOMY MBI €T0 3/IeCh HE UCTIOJb3YEM.

# -*- mode: ruby -*-
# vi: set ft=ruby :
hosts = {
"nl" => "192.168.77.10",
"n2" => "192.168.77.11",
"n3" => "192.168.77.12",
"n4" => "192.168.77.13"
¥
Vagrant.configure("2") do |config|
# Bcerpa ucnonb3yem HebesonacHbld Ky Vagrant
config.ssh.insert_key = false
# nepeHanpaBnfem ssh-areHT, 4To6bl MOAYYUTb NErkMn AOCTYN K pasHbiM y3nam
config.ssh.forward_agent = true

check_guest_additions = false
functional vboxsf = false

config.vm.box = "bento/ubuntu-16.04"
hosts.each do |name, ip|
config.vm.hostname = name
config.vm.define name do |machine|
machine.vm.network :private_network, ip: ip
machine.vm.provider "virtualbox" do |v|
v.name = name
end
end
end
end

YcTaHoBKa He06XxoanMoro
nporpamMMHoro obecneyeHuns

S ouenn m06uI0 3a/1€iicTBOBATH YTy Ansible s ynpasienust koudurypanusamu,
09TOMY ycTaHoBuJI ee Ha BM n4 (o ynpasierrem Ubuntu 16.04). C atoro momenra
N4 CTAHOBUTCSI YIPABJISIONIIM YCTPOHCTBOM — 9TO O3HAYAET, 4TO MBI OyieM paboTaTh
B cpezie Linux. S mor 661 ucniosibzoBath Ansible mipsimo Ha cBoem Mac-KoMIIbIOTEpE, HO,
MOCKOJIBKY 9TOT HHCTPYMeHT HecoBMmecTnM ¢ Windows, caesan BoIGOP B oJib3y GoJiee
YHUBEPCATBHOTO TIOXO/A:

> vagrant ssh n4

Welcome to Ubuntu 16.04.3 LTS (GNU/Linux 4.4.0-87-generic x86_64)
* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

0 packages can be updated.

0 updates are security updates.
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vagrant@vagrant:~$ sudo apt-get -y --fix-missing install python-pip
sshpass
vagrant@vagrant:~$ sudo pip install ansible

A ucnonb3yio Bepenio 2.5.0, HO camast TIOCTeHSIS TOKE TOJIKHA TTOIONTH:

vagrant@vagrant:~$ ansible --version
ansible 2.5.0
config file = None
configured module search path =
[u'/home/vagrant/.ansible/plugins/modules’,
u'/usr/share/ansible/plugins/modules’]
ansible python module location = /home/vagrant/.local/lib/python2.7/
sitepackages/ansible
executable location = /home/vagrant/.local/bin/ansible
python version = 2.7.12 (default, Dec 4 2017, 14:50:18)
[GCC 5.4.0 20160609]
python version = 2.7.12 (default, Dec 4 2017, 14:50:18)
[GCC 5.4.0 20160609]
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[Tporpamma sshpass, KOTOPYIO 51 YCTAHOBWJI, TOMOXKET ansible MOAKIIOUUTHCS KO
BceM BM co BcTpoeHHOIT y4eTHON 3anuchio vagrant. 9TO UMEeT CMBICJ TOJbKO JIJIs

JIOKAJIbHOTO MHOTOY3JI0BOTO KJIacTepa Ha ocHoBe BM.

A cospman katanor ansible u moMecTUs B Hero Tpu (aiina: hosts, vars.yml

u playbook.yml.

®ann host

host — 5T0 cirysKeOHbII (aily1, 6rarogapss KOTOPOMY KaTajor ansible 3HaeT, Ha Kakue
Y3JIbI OH JOJIKEH OBITh CKOIIUPOBAH. Y 3JIbI HOJKHbL ObITh JOCTYIIHBI U3 YIIPABJIAIOLIEH
cucrembl o SSH. [Tasiee niepeuriciiers Tprt BM, Ha KOTOpbIe Oy/IeT YCTAaHOBJIEH KJIacTep:

[all]

192.168.77.10 ansible_user=vagrant ansible_ssh_pass=vagrant
192.168.77.11 ansible_user=vagrant ansible_ssh_pass=vagrant
192.168.77.12 ansible_user=vagrant ansible_ssh_pass=vagrant

®ann vars.yml

@aiin vars.yml BCEro JIMIITh XPAHUT CIIUCOK BCEX ITAKETOB, KOTOPBIE s XOUY YCTAHOBUTH
Ha Bcex yajax. Ha kak/oM KoMIIbloTepe, KOTOPBIM HaX0/UTCA 110/l MOUM ylIpaBJie-
HUEM, s TIPEINTOYNTal0 UMeTh vim, htop 1 tmux. OcTaibHbIe TAKETH TPEOYIOTCS st

Kubernetes:

PACKAGES:
- vim - htop - tmux - docker.io
- kubelet
- kubeadm
- kubectl
- kubernetes-cni
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®ann playbook.yml

3arryck aiisia playbook.yml IPUBOJNUT K YCTAHOBKE ITAKETOB HA BCE Y3JIBL:

- hosts: all
become: true
vars_files:

- vars.yml
strategy: free
tasks:

- name: hack to resolve Problem with MergelList Issue
shell: 'find /var/lib/apt/lists -maxdepth 1 -type f -exec rm -v {} \;'
- name: update apt cache directly (apt module not reliable)
shell: 'apt-get clean & apt-get update'’
- name: Preliminary installation
apt: name=apt-transport-https force=yes
- name: Add the Google signing key
apt_key: url=https://packages.cloud.google.com/apt/doc/apt-key.gpg
state=present
- name: Add the k8s APT repo
apt_repository: repo='deb http://apt.kubernetes.io/ kubernetes-xenial
main' state=present
- name: update apt cache directly (apt module not reliable) shell:
'apt-get update’
- name: Install packages
apt: name={{ item }} state=installed force=yes
with_items: "{{ PACKAGES }}"

IMTockousbKy HekoTopble makeTbl 6epyres u3 APT-pernosuropust Kubernetes, ero roske
cieyer ykasarb (BMecte ¢ 1udposbiM Kiaouom Google).
[Toaxkaounmces k n4:

> vagrant ssh n4

Bawm myskHo Oymet 3afiTi Ha KasK/IbIH U3 Y3708, 3a1aB ssh:

vagrant@vagrant:~$ ssh 192.168.77.10
vagrant@vagrant:~$ ssh 192.168.77.11
vagrant@vagrant:~$ ssh 192.168.77.12

J111 TOro yTOOBI HE BBITIOJIHATD 3TY HPOLEAYPY KasKIbIil pa3, MOKHO 100aBUTH (haiir
~/.ansible.cfg CO CJEAYIOUINM COLECPKUMBIM:

[defaults]
host_key_checking = False

3anycrute playbook.yml Ha y3Jie n4 ¢ TOMOIIBIO TAKOW KOMaH/IbI:

vagrant@n4:~$ ansible-playbook -i hosts playbook.yml

Ecnm BaM He yaacTcst yCTaHOBUTb COeaMHeHe, nonpobyiiTe elle pa3. MHoraa
APT-penosutopuin Kubernetes oTBeyaeT MeaneHHO. TO AENCTBUE HYXKHO
npoaenaTth nLib OAWH Pa3 AN KaXA0ro y3na.
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Co3gaHue KnacTtepa

[Tpumnio Bpemst cos3iaTh cam kiactep. VMInunumanuzupyem Beaymuil yses Ha nepsoii BM,
3aTeM HACTPOMM CeTh 1 Jo6aBUM ocTabHbie BM B KayecTBe y3J0B.

NMunmamuzanusa Bexymero y3na. Ciaenaem nl (192.168.77.10) BeLyIINM Y3JI0M.
Pa6oras ¢ obmakom, ocHoBaHHBIM Ha BM vagrant, Hy:kHO 06s13aTesIbHO YKa3aTh (hirar
--apiserveradvertise-address:

> vagrant ssh n1
vagrant@nl:~$ sudo kubeadm init --apiserver-advertise-address 192.168.77.10

B Kubernetes 1.10.1 5T0 BbI30BET MOSIBJICHUE TAKOTO COOOIIEHUS 00 OlMnbOKe:

[init] Using Kubernetes version: v1.10.1
[init] Using Authorization modes: [Node RBAC]
[preflight] Running pre-flight checks.
[WARNING FileExisting-crictl]: crictl not found in system path
[preflight] Some fatal errors occurred:
[ERROR Swap]: running with swap on is not supported. Please disable
swap
[preflight] If you know what you are doing, you can make a check non-fatal
with '--ignore-preflight-errors=..."'

Jle10 B TOM, 4TO IO YMOJTYAHUIO HE YCTAHOBJIEHBI HHCTPYMEHTHI M3 TTaKeTa cri-tools.
3/ech Mbl UMeeM JIEJI0 ¢ OJIHUM U3 mepeoBbix acriektoB Kubernetes. S cozman mo-
MOJIHUTEIbHBIN pasjes B ¢aiiie playbook.yml, uto6bl yetaHoBUTH GO 1 cri-tools,
OTKJIIOUUTD pas/iel MOJKaYKN U UCIIPABUTh CeTeBble UMeHa BUPTYaJIbHBIX MalllUH
vagrant:

- hosts: all
become: true
strategy: free
tasks:
- name: Add the longsleep repo for recent golang version
apt_repository: repo='ppa:longsleep/golang-backports' state=present
- name: update apt cache directly (apt module not reliable)
shell: 'apt-get update'’
args:
warn: False
- name: Install Go
apt: name=golang-go state=present force=yes
- name: Install crictl
shell: 'go get github.com/kubernetes-incubator/cri-tools/cmd/crictl’
become_user: vagrant
- name: Create symlink in /usr/local/bin for crictl
file:
src: /home/vagrant/go/bin/crictl
dest: /usr/local/bin/crictl
state: link
- name: Set hostname properly
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shell: "hostname n$((1 + $(ifconfig | grep 192.168 | awk '{print $2}' |
tail -c 2)))"

- name: Turn off swap
shell: 'swapoff -a'

He 3a6yabTe HOBTOPHO 3aIlyCTUTD 9TOT (hailjl Ha y3Jie nd, 4ToObl 0OHOBUTH Bce BM
B KJIaCTEpe.
Jlasiee IPUBOUTCST YACTh BBIBOJIA TIPH ycreltHoM 3aimycke Kubernetes:

vagrant@nl:~$ sudo kubeadm init --apiserver-advertise-address 192.168.77.10
[init] Using Kubernetes version: v1.10.1

[init] Using Authorization modes: [Node RBAC]

[certificates] Generated ca certificate and key.

[certificates] Generated apiserver certificate and key.

[certificates] Valid certificates and keys now exist in
"/etc/kubernetes/pki"

[addons] Applied essential addon: kube-dns
[addons] Applied essential addon: kube-proxy
Your Kubernetes master has initialized successfully!

TTosske, TIPH TTOKIIOUEHIH K KJIACTEPY APYTHUX Y3J0B, BaM HY;KHO Oy/IeT 3alucaTh
Kyza 6oJbiire naGopMarmu. ITo6bl HAYATH TPUMEHITH KJIACTED, 3alyCTUTE OT UMEHU
0OBIYHOTO TI0JIb30BATEIST CIICAYIONIIE KOMAH/IBI:
vagrant@nl:~$ mkdir -p $HOME/.kube

vagrant@nl:~$ sudo cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
vagrant@nl:~$ sudo chown $(id -u):$(id -g) $HOME/.kube/config

Ternepb, 4T0ObI HOAKIIOUYNTH K KJIacTepy Joboe KomuecTBO BM, Ha KaKIoM U3 ero
Y3JI0B JOCTATOYHO BBINOJHUTH OT MIMEHU aAMUHUCTPATOPA JIKIIb OAHY KoMaH1y. YTo0ObI
ee MOJYYUTh, BBeAUTe kubeadm init cmmand:sudo kubeadm join -token << token>>
--discovery-token-ca-cert-hash <<discvery token>> -skip-prflight-cheks.

HacTpolika pod-cetu

CeTb — 9T0 BaskHasi cocTaBJstioniast Kiaacrepa. [logam HYKHO KaK-TO 00IIAThCS JAPYT
¢ sipyrom. J[Jist 5TOrO caieflyer yCTaHOBUTD JOTIOJMHEHNE ¢ TIOAep:KKoil pod-cetu. B Ba-
IIeM PACIIOPSIKEHUH €CTh HECKOJIBKO BAPUAHTOB, OJIHAKO OHU JIOJIKHBI OBITH OCHOBAHBI
Ha CNI, tak Kak 5TOT0 TPeOYIOT KJIacTepbl, CreHEPUPOBAHHbBIE € TIOMOIIBIO KOMAH/IbI
kubeadm. I nmpeanountaio gonosnenue Weave Net, KoTopoe NOJIEPKIBAET PECYPC
Network Policy, H0 Bbl MOsKeTe BbIOPaTh HEUTO APYIOE.

Beimostaute B Bemymieit BM komany:

vagrant@nl:~$ sudo sysctl net.bridge.bridge-nf-call-iptables=1
net.bridge.bridge-nf-call-iptables = 1lvagrant@nl:~$ kubectl apply -f
"https://cloud.weave.works/k8s/net?k8s-version=$(kubectl version | base64 |
tr -d "\n")"
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Bor omxHbBI YBUAETH CJIeAYyIOIIee:

serviceaccount "weave-net" created
clusterrole.rbac.authorization.k8s.io "weave-net" created
clusterrolebinding.rbac.authorization.k8s.io "weave-net" created
role.rbac.authorization.k8s.io "weave-net" created
rolebinding.rbac.authorization.k8s.io "weave-net" created
daemonset.extensions "weave-net" created

YcnenHocThb BBITTOJTHEHUST MOYKHO ITPOBEPUTH TaK:

vagrant@nl:~$ kubectl get po --all-namespaces

NAMESPACE NAME READY STATUS RESTARTS AGE

kube-system etcd-nl1 1/1 Running © 2m

kube-system kube-apiserver-nl 1/1 Running © 2m
kube-system kube-controller-manager-nl 1/1 Running © 2m
kube-system kube-dns-86f4d74b45-jqctg 3/3 Running @ 3m
kube-system kube-proxy-154s9 1/1 Running © 3m
kube-system kube-scheduler-nl 1/1 Running 0 2m
kube-system weave-net-fl7wn 2/2 Running @ 31s

[Tocnemnum crout o/ weave-net-f17wn, KOTOPbIN HaM U Hy>keH. OH ObLI 3amnyueH
BMecTe ¢ kube-dns, 3TO 03Ha4aeT, 4YTO BCE B IOPSIJIKE.

[obasneHne pabounx y3nos

Terepb ¢ TTOMOIIBIO PaHee MOJTYYEHHOTO TOKEHA MOKHO J00aBUTH B KiaacTep paboune
y3JIbL. BbITosiHmTE Ha Kaxk/I0M U3 y3710B (He 3a0y/1bTe sudo) CIIeAYIONyI0 KOMaH/y, MO/
CTaBHUB TOKEHbI, KOTOPbIE TOyunin pu nauimaarsaiinn Kubernetes na Bezyiem yase:

sudo kubeadm join --token "token" --discovery-token-ca-cert-hash
"discovery token" --ignore-preflight-errors=all

Ha momeHnT Hancanus s10ii kHuru (¢ ucrosnbzoBannem Kubernetes 1.10) Hekoro-
pble [peiBapuTesbHbIe TPOBEPKHU 3aBEPIIATICH HEYyAaqyHO, HO 9TO BCETO JIMIID JIOKHDIE
cpabareiBanst. Ha camoM siesie Bee B mopsizike. MoskeTe X MPOIMYCTHTD, YCTAHOBUB (hJrar
--ignore-preflight-errors=all. Hazieioch, Koria BbI 6yz[eTe YUTATh 9TU CTPOKHU, BCE
MOI06HbIE HEYBSI3KH YKe OYyT YCTPAHEHbL. BBl IOTKHBI YBUAETD CJIEIYIONIHIT BHIBOJ:

[discovery] Trying to connect to API Server "192.168.77.10:6443"

[discovery] Created cluster-info discovery client, requesting info from
"https://192.168.77.10:6443"

[discovery] Requesting info from "https://192.168.77.10:6443" again to
validate TLS against the pinned public key

[discovery] Cluster info signature and contents are valid and TLS certificate
validates against pinned roots, will use API Server "192.168.77.10:6443"
[discovery] Successfully established connection with API Server
"192.168.77.10:6443"

Jlanublii y3es IpUCOeMHUICS K KJIacTepy:

* Certificate signing request was sent to master and a response was received.
* The Kubelet was informed of the new secure connection details.
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Yro6bl yOeauThCsI B 9TOM, BBIIIOJIHUTE Ha BEyIIeM yaje KoMaHay kubectl get nodes.
B HEKOTOPBIX CUTYAIUSAX HTO MOKET He cpaboTaTh U3-3a MPobieM ¢ MHUITHATU3aIel
CNI-nonosHeHNs.

Co3pnaHue knactepos B obnake (GCP, AWS un Azure)

Cos/anue JIOKaJIbHBIX KJIACTEPOB — MHTEPECHOE U BAKHOE 3aHATHE, OTHOCSIIEECS K 9Ta-
1y paspaboTKu WiIn JoKaabHO# oTnaaku. Ho kak Hu kpyTh, miardopma Kubernetes
npefHasHauYeHa A1 001auHbIX IPUJIOKeHIT (3amymeHHbix B o6aake). dTo6bl ocra-
BaThCd MaclITabUPyeMOii, OHa CTapaeTcs He IPUBI3bIBATHCSA K KOHKPETHBIM 00JIa4HbIM
cpeam, a B3aumoieiicteyer ¢ Humu uepes unrepdeiic cloud-provider. Ero mosxker pea-
JIN30BaTh 1000 061auHbIi IpoBaiijiep, KOTOpbIi Xoder nojuep:xkusarh Kubernetes.
Crout oTMeTUTh, YTO Ha MOMEHT Bbhixoza Bepcun 1.5 Kubernetes B xoze Bce ere co-
JiepsKaTCs peajnsalii A PasHblX 00Ja4HbIX [IPOBAILEPOB, HO B JajbHENIIeM OHM
OyIyT yIQJICHBL.

UHTepdelic cloud-provider

Wnrepdeiic cloud-provider npeacrasiser coboii HabOp TUIIOB TaHHBIX U UHTEPdeii-
coB g3bika Go. Ero otnpezesienue naxonures B (aiise cloud.go 1 JOCTYITHO 110 ajipecy
bit.ly/2fqg4NbW. BOoT Kak OH BBITJISIJIUT:

type Interface interface {
Initialize(clientBuilder controller.ControllerClientBuilder)
LoadBalancer() (LoadBalancer, bool)
Instances() (Instances, bool)
Zones() (Zones, bool)
Clusters() (Clusters, bool)
Routes() (Routes, bool)
ProviderName() string
HasClusterID() bool

3ueck Bee mpocro. Kubernetes onepupyer TakuMu MOHATUSMU, KaK 9K3€MILISIPHI,
30HBI, KJIACTEPhl ¥ MAPIIPYTh, TpeOysl yKasaTh UM IPOBaiifepa U OTKPHITh JOCTYIL
K GaJaHCUPOBIIUKY HArpy3ku. [aBHBIN uHTEPQEC CIYKUT JUITH TOYIKOI BXOA.
BosbmmHCTBO METOIOB BO3BPAIIAIOT IPYTHe WHTePdeiich.

Hampumep, martepdetic Clusters BBITISAUT KpaifHe TPOCTHIM:

type Clusters interface {
ListClusters() ([]string, error)
Master(clusterName string) (string, error)

}

Merton ListClusters() Bo3BpalaeT nMeHa KJIacTepoB, MeTo Master () — [P-aznpec
mim DNS-ums Bemytero yamia.
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Jlpyrue nnTepdeiicel HeHaMHOTO coxHee. Bech daiin coctont us 214 crpok (Ha Mo-
MEHT HAIlMCAHUS ), BKJIIOYAst MHOKECTBO KOMMEHTAPUEB. DTO 03HAYAET, YTO, €CJU 00-
JIAKO TIOIIEPKUBAET ITH HA30BbIE KOHIIEINHN, BaM OY/IET HECTOKHO PEATH30BaTh B HEM
noaepskky Kubernetes.

Google Cloud Platform

Google Cloud Platform (GCP) npenocrasiisger ctanaapThyio noazep:xky Kubernetes
B BHJIe CHCTEMbI yIIpaBJIeHNsI KOHTeHepaMul 1ol HasBaHueM Google Kubernetes Engine
(GKE). [lng co3nanus u Beigesenus kinactepoB B GCP He Hy:KHO yCcTaHABIMBATH
Kubernetes — nocraTouno ucnonbsosath Google Cloud API. Tor daxr, uto miardopma
Kubernetes — ato yacts GCP, o3Hauaer, 4to oHa Bcerjia Oy/IeT TECHO MHTErPHPOBaHa
U TIPOTECTUPOBAHA U BAM He HYKHO GECIIOKOUTBLCSE O e COBMECTUMOCTH € MHTepdeiicom
cloud-provider.

B 11e710M, ecoin BbI IJIAaHUPYETE OCHOBATh CBOIO cucTeMy Ha Kubernetes u nmpu atom
y Bac HET TOTOBOTO KOJIa Ha APyrux obsaunbix maargopmax, GCP Gyer xopoumm Bbi-
6opoM.

Amazon Web Services

Amazon Web Services (AW S) npegocTasiisieT cOGCTBEHHBIN CEPBUC IJIs YIIPABICHUS
KoHTelHepamu 1o HazBanueMm ECS, ocHOBaHHBIN Ha ApyTUX TexHOJOTHAX. HO BBI
Bce paBHO MoskeTe 3amyckaTh Kubernetes B AW'S, Tak Kak 9To MojiepKIBaeMblii TIpo-
Baliziep (9TOi TeMe MOCBSEH0 MHOXKECTBO JIoKyMeHTanun ). Begensite BM MoxxHO
CaMOCTOATENBHO C TIPUMEHeHEeM kubeadm, HO s1 pPEKOMEH/IYIO 06paTUTh BHUMAaHUE Ha
npoekt Kops (Kubernetes operations). Ou He siBiisiercst yactbto Kubernetes, Ho ero
PasBUTHEM 3aHUMAOTCS Te ke paspaborunku. Ero MmoskHo Haiitu Ha GitHub (http://
bit.ly/2ft5KAS).
Kops npenocraiiger cieyioniyre BO3MOXKHOCTH:

Q asromartusuposanubie onepauuun CRUD B kmacrepe Kubernetes nia o61aka
(AWS);

O seicokogocTynHbIE KaacTepbl Kubernetes;

O wmcrmosb30BaHUE MOJEN C CI/IHXpOHI/ISaHI/Ieﬁ COCTOAHUA OJIA HpO6HHX 3allyCKOB
1 aBTOMaTHUYECKOI NJAEMITIOTEHTHOCTH;

O coOCTBEHHYIO MOJIEPIKKY AOTIOMHEHNH yTunThl kubectl;
Q crocobHOCTD reHepupoBaTh Korduryparwio i Terraform;

O ymobCTBO MMOJB30BAHMUS: BCsI CUCTEMA OCHOBAaHA Ha IIPOCTOI METaMOIEJIH, OIIPee-
JIEHHOU B BUJIE JIepeBa KaTaJloroB;

O 1pocToil CMHTAKCUC KOMAH/HON CTPOKH;

O momepKKy coO0IeCTRa.
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Yro6bl CO3/IATh KIacTep, HY;KHO BHECTH HE3HAUNTEIbHbIC M3MEHEHMUST B KOH(MUTYpa-
o DNS ¢ omornipio cepsuca route53, moaroTosuth 00bekTHbII KoHTeliHep (bucket)
[T XpaHEeHUsT HACTPOEK KJIacTepa U BBITIOJTHUTD CJIEAYIONIYI0 KOMaHY:

kops create cluster --cloud=aws --zones=us-east-1c ${NAME}

WcuepribiBaroliiue MHCTPYKIIUM HAXOASATCS Ha cTpaHulle bit.ly/2f7r6EK.

B konue 2017 roga cepsuc AW S npucoenunuicsa k opranusanun CNCF 1 06bsasun
0 BBIXOJIe ABYX OOJIBIINX IIPOEKTOB, CBsI3aHHbIX ¢ Kubernetes: cobcTBEHHOTO peleHs
g opkectparmu Kubernetes-konreitnepos (EKS) u cucteMsl, pegocTaBisionieit
KoHTeiiHepsI 110 Tpebosanmio (Fargate).

EKS

EKS (Amazon Elastic Container Service for Kubernetes) — a1o mosiHOCTBIO yIIpaBJisie-
MO€E BBICOKOIOCTYITHOE peliieHne Ha ocHoBe Kubernetes. OHO comepsKUT TPU BEAYITIX
y3J1a B TPEX PasHbIX 30HaX JOCTYITHOCTH U aBTOMATU3UPYET IIPoIiecc 0OHOBJIEHUS U TIPH-
MeHEHH 3aIIaTok. 3ameuaresibHas yepra cepsrica EKS — 1o, 4To oH ucosb3yeT oobrd-
Hyto Bepcuio Kubernetes 6e3 kaknx-mm6o n3MeHeHn . ITO 03HAYAET, YTO BaM JOCTYITHBI
BCE CTaHaPTHBIE JOTIOJTHEHNST U HHCTPYMEHTHI, paspaboTanHbie coobiiecTBoM. Takke
9TO TIO3BOJISIET TIPUMEHSITH MHOTOKJIACTEPHBII PEKUM, 3a€HCTBYS APYTUX OOJAUHBIX
npoBaiiiepos u/miu cobeTBernbie kiaactepbl Kubernetes, focryitbie husnueck.

EKS oGecrieunBaeT TecHyIo WHTErpainio ¢ uadpactpykrypoit AWS. Hamnpumep,
TAM-ayrerTuduranms MHTETpUPOBAHA B POJIEBYIO CUCTEMY YIIPABJIEHUS TOCTYIOM
Kubernetes (role-based access control, RBAC).

Ecymi BaM HYKHO 00OpaiiaThCst K CBOUM BEAYIINM y3J1aM HaIlIPSIMYTO ¢ COOCTBEHHOTO
yacTHOTo o6aka Amazon VPC, Moskere ucrionbsoBath PrivateLink. B atom ciryuae Bemy-
e y3asr Kubernetes n koneunas touka Amazon EKS 6ynyT npencraBienst B Amazon
VPC B Bujie 3/1aCTHIHBIX ceTeBBIX MHTepdeiicoB ¢ yacTHbIMU [P-ampecamm.

Etre ojia BaskHBII actiekT — crieruanbHoe gonoiaHenne CNI, koTopoe 1aet Bo3MOoK-
HocTb KomrioreHTaM Kubernetes o6matbest Mexay co6oii 1o cett AWS,

Fargate

Fargate 1103BoIsteT 3ayCKaTh KOHTEIHEPHI HAIIPSIMYIO, He GECIIOKOSICH O BBIJEJIEHUN
anmapaTHbeIX pecypcoB. OH 3HAYNTENBHO YIIPOIIAET MPOIECC YIIPABICHUS KIACTEPOM,
HO IIpU 3TOM BBI TepsieTe onpejeseHHblil KoHTpoab. [Ipumensist Fargate, Bam nocra-
TOYHO YIIAKOBATh CBOE MPUJIOKEHIE B KOHTEWHED, YKa3aTh TPeOOBAHUS K MIPOILIECCOPY
U MaMATH, a TaKKe OTPEIEeJUTh ceTeBbie HacTpoliku u npaBuia IAM. Fargate mosker
pa6orars oepx ECS u EKS. D10 BecbMa JII000IBITHBII TIPECTABUTED OECCEPBEPHBIX
TEXHOJIOTUH, XOTSI U He UMeeT TIpsiMoro oTHoteHust kK Kubernetes.

Azure

ITrardopma Azure KOTIa-To MPeLOCTABISIIA COOCTBEHHDIN CEPBUC IJIsT YIIPABIEHUS
KoHTeliHepamu. Bor Morsin ucniosibzosats DC/OS Ha ocroBe Mezos, Docker Swarm
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u, koHeuHo ke, Kubernetes. Kpome Toro, caMocTOSATEIbHO MOKHO GBIJIO BBIICIUTH
kaactep Kubernetes (Harmpumep, ¢ MOMOIIBI0 KOHDUTYPATIUHT JKETAEMOTO COCTOSTHUS
Azure) u 3arem sageiictsoBaTh yruauTy kubeadm g ero cosganns. Pekomenmyemblit
[IO/IXO0/1 3aKJII0YAJICS B IIPUMEHEHUH ellle OJJHOTO CTOPOHHEro IIPOEKTa OT KOMaH/Ibl
Kubernetes — kubernetes-anywhere (http://bit.ly/2eCS7Ps), KOTOPBbIii IIpegoCTaBIIsIeT
Kpocc-TmathopMeHHbII CrIoco6 CO3IaHNsT KIACTEPOB B 06JaYHON cpeie (KaKk MUHIMYM
g GCP, AWS u Azure).

Cam mporiece I0BOJBHO TIpocT. Bam HyskHO ycranoButh Docker, yruaursr make
u kubectl, umest mpu sToM upenTHGUKATOP TOAMIICYNKA Azure. 3aTeM KIOHHPOBATH
pernosuropuii kubernetes-anywhere, BHITOTHATD HECKOJIBKO KOMaH]T make — U KJacTep
TOTOB K MCII0JIb30BAHUIO.

WcuepnbiBaoliiee pyKOBOJCTBO 10 CO3/JJaHUIO KJIACTEPOB B Azure HaXOJUTCH 110
azapecy http://bit.ly/2d56WdA.

Onnako Bo BTopoii nosioBune 2017 rosa miatgopma Azure Toske Tiepeliia Ha CTOPO-
Hy Kubernetes u npeacrasmia AKS-Azure Container Service. 9Ta cricTeMa HallOMUHAET
Amazon EKS, Ho o6iagaer uyTh 6osiee r1yboKoil MHTErpalmeii.

AKS npenocrasisier REST API u yTunuty KoMaHHOM CTPOKHU [ YIIPABJIEHUS
KJIACTEPAMU, HO BbI MOKETE UCIOIBb30BaTh yTuauTy kubectl nam mo6oit apyroit cran-
JapTHBIIT nHCTpyMeHT u3 apceHana Kubernetes.

[lanee nepeuncsienbl HekOoTOpBIE TIpenmyIiecTBa AKS:

O aBroMaTWYeCKHUI mepexo/] Ha HoBbie Bepcrun Kubernetes 1 mpuMeHeHHe 3aI/IaTOK;
O upocroe MacTabUpOBaHUE KIACTEPA;

0 nanesb ynpaBieHMs C aBTOMaTUUYECKUM yCTPaHeHeM HeucIIpaBHOCTel, pa3MelleH-
Has Ha BeJyINX y3Jax;

U sKoHOMUSA PECYPCOB — KJIMEHT IJIATUT TOJIBKO 3a 3allyIIICHHbIE Y3JIbI.

B manHOoM paszesie Mbl paccmoTpesn naTepdeiic cloud-provider u mosHakommInch
C PEKOMEHIATISIMI TI0 cosianuio KractepoB Kubernetes ma pasmbix o6mauHbix mmathop-
Max. JTa MHIYCTPUS BCe ellle HaXOMTCSI Ha PAHHEeM Talle Pa3BUTH:, ee HHCTPYMEeHTa-
puil cTpeMUTENbHO coBeplIeHcTBYeTcs. S Beplo, 4To B Kakoi-TO MOMEHT BCe IIPOEKThI
Bpojie kubeadm, kops, Kargo 1 kubernetes-anywhere puayT K 061eMy, YHHGHUITHPOBAH-
HOMY, IPOCTOMY PETIEHHIO 0 cO3anmio Kiaactepos Kubernetes.

Alibaba Cloud

Ha pbiHke 06/1auHbIX YCIYT MOSIBUJICS HOBbIN MEPCIEKTUBHbIN KOHKYPEHT — KUTaHCKIi
cepsuc Alibaba Cloud. Ou Bo MHOTOM 110X03% Ha AW'S, XOTsI €ro aHIJIOI3bIYHAsT JIOKY -
MEHTAIMS OCTABJISIET JKEJATh JIydlero. S yske pa3BepThIBaJ IPOMbIIIIIEHHOE TTPUIOKE-
nue B Ali Cloud, Ho ono He ucnonbszosano kiaacrepol Kubernetes. U xors nojuepxka
Kubernetes 3agBiena opunnaibHo, JOKYMEHTALUs JOCTYITHA JUIIb Ha KUTACKOM
s3bike. MHe ya10ch HallTH OHY aHIVIOA3bIYHYIO TyOauKaiuio Ha opyme Alibaba,
B KOTOPOU OIIMChIBaeTcs npolece passeproiBanus kiaacrepa Kubernetes 8 Ali Cloud:
www.alibabacloud.com/forum/read-830.
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Co3aaHue annapaTHOro Kiactepa
C Hyns

B npenpbiayimem pasaene Mbr 06cyaunn 3anyck Kubernetes B o6make. 9to nanbosee
pacrpocTpaHeHHbIH clieHapyil TPUMEHEeHUs JaHHOMH 1171aT(hOPMBI, HO B OIIpe/IeJIeHHbBIX
CUTYAIHSIX /TSI ee PabOThI MMEET CMBICJ MCIOIb30BATh «TOJIOE JKeie30». 51 He crany
OCTaHABJIMBATLCS Ha TOM, TJI€ JIYUIlie PA3MEIATh CBOM CEPBEPBI — y cebst WU Y BHEII-
HEro MpoBaiiziepa, Tak Kak 3TO OT/ebHAA UCTOPHsL. ECIU BbI yike 00CayKUBACTE MHO-
JKECTBO JIOKABHBIX CEPBEPOB, BaM JIOJIKHO OBITH BUHEE.

CLl,eHapMM MCMNoJib30BaHUA
«roJsiIoro Xenesa»

ArnnaparHslil KJactep — Belllb HEIPOcTas, 0COGEHHO eCJIU BbI 0OCIYKUBAETE €r0 CaMo-
crogrebio. Hexkoropoie komnanuu, Takue kak Platform 9, npegocrasisgior koMmmep-
YeCKyIO TOJIEP/KKY alliapaTHbix Kiaacrepos Kubernetes, Ho aTu peleHus moka 4ro
CJIOXKHO Ha3BaTh 3pesibiMu. CyIIeCTBYeT TaKKe Pa3BUTasi CUCTEMA C OTKPBITBIM KOJIOM,
Kubespray, kotopast mosBoJisier pasBeprbiBaTh Kiactepbl Kubernetes mpoMsiiiieHHOTo
ypoBHsI Ha «roJjioM kejese», B AWS, GCE, Azure u OpenStack.

Bot HeckoJIbKO cuTyaruii, B KOTOPBIX ATO MOXKET UMETH CMBICIL.

O Orpanuyennsiii 610:keT. Eciii B BallleM PacopssKEHUN YiKe UMEETCsT PeasibHast
KpynHoMaciiTabHast ”HPacTPyKTypa, UCIIOIb30BaTh ee st paboTshl Kubernetes
MOJKET 0OKa3aThCsl HAMHOTO JIETIEBIIE.

O He6oapmue ceresBbie 3aIEPIKKH. Ecam Bamm Y3J1bl 1OJIZKHbBL BSaHMOHeﬁCTBOBaTb
¢ MUHUMAJIBHOT 3a11ep>1<1<01?1, HaKRJIaJ{HbI€ PAaCXO0/Ibl Ha BUPTYaJIbHbIC MAIllTUHbI MOTYT
OKa3aTbCA Ype3MEPHDbIMHU.

O IIpasossie TpeGoBanusi. HeKOTOPbIe HOPMBI 3aKOHO/IATENbCTBA UCKIIOUAIOT HC-
M0JIb30BaHMe 00IAUHBIX TPOBAMIEPOB.

O ITosublii KOHTPOJIb HaJl AlAPaTHLIM o0ecnedenreM. Hecmorps na Gorarbiii BEIOOP
CepBePOB, 0OJIAYHbIE TIPOBaiiIEPhl HE YAOBJIETBOPSIOT BCE BO3MOKHbIE OTPEOHOCTH.

Koraga cosaaHue annapaTHOro Knacrepa
MMEET CMbICN

Cospanue Kiaactepa ¢ HyJis CBSI3aHO € CYIIECTBEHHBIME cIoKHOCTsiMu. Kubernetes —
HerpocTas cucrema. B MIHTepHeTe MMeeTcsi MHOKECTBO PYKOBOJICTB 110 HACTPOIiKe
aTapaTHbIX KJIACTEPOB, HO MHOTHE M3 HUX OBICTPO YCTApPEBAIOT, TAK KaK 9KOCHCTEMA
JIBUZKETCS BIIepe/] CEMUMUIbHBIMU IITaraMHu.

ITOT MyTb CJAEAYET PACCMATPUBATD B TOM CJIyYae, €CJId Y BaC €CThb PECYPCHI M BPeMst
JUIST OTJIQJIKU BCETO CTeKa TeXHOJIOTUI Ha KaXK/I0M ero ypoBHe. BoJbIHCTBO HenoJ1aiok
0OBIYHO CBSI3AHO C CETHIO, HO (DallJIOBBIE CHCTEMBI ¥ JIPAUBEPDI JIJIST XPAHUJIHII JAHHBIX
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TOKE MOTYT JIOCTABUTH HEMAJIO TPOGJIEM, PABHO KaK M HECOBMECTUMOCTH KOMITOHEHTOB
U ux Bepcuii, Takux kak Docker (um rkt, ecimm y Bac XBaTuT cMeI0CTH ), 00pasbl KOHTEM -
Hepos, OC, ee s1/1po, pasJIITyHbIe IOTIOJTHEHUST I HHCTPYMEHTBI, KOTOPBIE BBl UCITOJIB3YETE,
u cama matgopma Kubernetes.

[poLecc co3aaHns Knacrepa

Bnepezm Yy BaC MHOT'O p8.6OTbI. Bot crincok JeJI, KOTOPbIMU BaM TIPEACTOUT 3aHATbHCA.

Q Peanusanus unrepdeiica 11s cOOCTBEHHOr0 00Ia4HOr0 IIpoBaiifepa Uil UCIOJIb-
30BaHue OOXOIHBIX MyTel.

O

Boi6op ceTeBoii Mosies 1 criocoba ee peanuszaiiin (HEMoCPEACTBEHHOE BCTpauBaHue
usn ipuMeHenne gonosaHernss CNI).

Vcnosb3oBatue CeTeBbIX TIPABUIT MJIK OTKA3 OT HUX.
Boi60op 06pa3oB st CUCTEMHBIX KOMIIOHEHTOB.
Mognenu 6e3omacHocT U SSL-cepTU(hUKATHI.

AIMUHUCTPATOPCKIE TIOJTHOMOYHS.

O00D0 D

[Ta610HbI TAKUX KOMIIOHEHTOB, Kak API-cepsep, KOHTpoJLIep pelInKaluy 1 ILjia-
HUPOBIIUK.

O Cepsucel Kiactepa, Takue kak DNS, jKypHaIupoBaHue, MOHUTOPUHT 1 BeO-uHTEpGhEIiC.

Yt006bI MOJYYUTD YETKOE TIPEICTABJIEHUE O TOM, YTO UMEHHO TPEOYETCsI JITIst CO3/IaHMsT
KJIacTepa ¢ HyJist, 1 PEKOMEH/IYIO TIoUnTaTh PyKOBoACTBO Ha caiite Kubernetes (http://
bit.ly/1ToR9EC).

icnonb3oBaHne MHPPACTPYKTYpPbl YAaCTHOro
BMPTYasibHOro obnaka

EC.HI/I B BallleM C.quae MMEET CMBICJI IPUMEHATD allllapaTHbIE KJIaCTEPbI, HO HET KBAJIM-
(DUIMPOBAHHOTO MEPCOHANA MK JKEJTaHUS 3aHUMAThC 00CTyKUBAHUEM annapaTHO
uHMpacTpyKTyphl, 00paTuTe BHUMaHHe Ha yacTHoe obsako Bpoae OpenStack (Ha-
mpumep, B coueranuu ¢ stackube). Eciu Bbr uyBcTBYeTe cebst kombopTHEl Ha 6osee
BBICOKOM yPOBHE aOCTPaKIMHU, BAM MOKET IIOA0HTH 00aqHas 1aTdopma 0T KOMIAHUH
Mirantis, nocrpoennas Ha ocHoBe OpenStack u Kubernetes.

B aTom paszesie paccMOTpPEH BapuaHT ¢ MCcnosib3oBanneM kaactepos Kubernetes na
«TOJTIOM KeJre3e». Mbl 06cy 1 pasHble ClleHapUK, KOTOPbIE TPEOYIOT TAKOTO MOAXO/IA,
1 OTMETHUJIN BBI3OBBI 1 CJIOKHOCTH, KOTOPBIEC C HUM CBA3aHDbI.

Bootkube. Bac takske moxxer sannrtepecosarb Bootkube. Jra cucrema criocobHa 3a-
myckarth Kiaacrepbl Kubernetes Ha Barieit cobcTBeHHOM HHBPACTPYKType. ITO O3HAYAET,
qTo 6OJIBH_H/IHCTBO KOMIIOHCHTOB pa6OTaIOT B BH/ie I10/10B 1 [[OCTyHHbI JJIA yl_[paBJIeHI/I}:I7
MOHUTOPHUHTA 1 O6HOB]I€HI/IH C HUCIIOJIb30OBAaHUEM TEX KeE I/IHCprMeHTOB 1 METOAUK,
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KOTOpBI€ BbI IPUMEHSIETe B KOHTEHHEPU30BAHHBIX TPUJIOKEHUAX. ITOT HOJAXO0] UMeeT
CYIIECTBEHHBIE MTPEUMYTIECTBA, TIO3BOJISIS YIIPOCTUTH pa3paboTKy U 0OCHyKUBaHUE
kaactepos Kubernetes.

Pe3tome

B sT0i1 r1aBe cocTos1710Cch 3HAKOMCTBO € TTPAKTUYECKOH CTOPOHOI CO3/1aHMsT KJIACTEPOB.
Mbl co3zany 0HOY3JI0BOI U MHOTOY3JIOBOII KJracTepsl ¢ momoInbio Minikube u coot-
BercTBenHo kubeadm. 3atem paceMoTpesu pasnnunbie BapuanTsl pabotel ¢ Kubernetes
B 06staunbIx wiardopmax. B koHIle 3aTponysin Temy co3nanust kiacrepos Kubernetes
Ha «TOJIOM JKeJe3e» U CBA3aHHbIC C TUM CIOKHOCTH. TeKyInas cuTyaus KpaiiHe m3-
MEHUYMBA: OCHOBHBIE KOMIOHEHTBI MMOCTOSHHO PAa3BUBAIOTCS, UHCTPYMEHTAPHUIA BCe
elle He3peJbli, My KasKI0i cpelibl ecTh cBou ocobeHHocTh. IloAroToBKa Kiaacrepa
Kubernetes — HeTpuBHanbHast 3a/1a4a, HO, TPUJIIOKUB OTIPEIETIEHHbIE YCUIIUS 1 YIETIUB
BHUMaHUE JICTAJISIM, BbI BCKOPE CMOYKETE €€ OCBOUTD.

B creyorneii riiaBe Mbl 00CYIUM BasKHBIE TEMBI — MOHUTOPUHT, JKYPHAJIHUPOBAHIE
U OTJIaJIKy. 3alyCTUB CBOM KJacTep U HaYaB pa3BopauynBaTh Ha HeM paboune 3a/aHusl,
BbI JIOJUKHBI YOEIUTHCS B TOM, 4TO OH paboTaeT Kak cJeyeT U COOTBETCTBYET 3alaHHBIM
KpHUTEPHSIM. ITO TPeOYeT MOCTOSTHHOTO BHUMAHUS U YMEHUSI PEaTHPOBATh Ha Pa3JIMIHbIE
HETIOJIA/IKU, KOTOPBIE BCTPEUAIOTCS B PEaibHOM MUPE.



MOHUTOPWHT,
XXYPHaNnMpoBaHue
N pelueHue npobnem

B nipeasiayiieii riase Bbl Hayduinch passopaurBath Kubernetes B pasHbix cpesiax, 1mo-
AKCIIEPUMEHTUPOBAJIN C PA3JTUIHBIMU MHCTPYMEHTAMHU U CO3/IAJIA TTAPOYKY KJIACTEPOB.
Ho Bce a0 Jmib nosiiesa. 3amycTuB KaacTep, Bbl 0JKHBI YOSIUTHCS B TOM, YTO OH Ha-
XOIUTCsI B pabOYeM COCTOSTHIM, BCE €r0 KOMITIOHEHTbI HA MECTE M KaK CJIeLyeT CKOH(pUTY-
PUPOBAHBI U BBI Pa3BEPHYJIN IOCTATOYHO PECYPCOB /ISl Y/IOBJIECTBOPEHUS TIOCTABJICHHBIX
tpeboBanmii. Peakius Ha c6ou, OTJIagKa U penienne mpodaeM — BCe 9TO BasKHAs 4acTh
yIpaBJieHnst 1060 ¢IoKHOI crucremoit, 1 Kubernetes He uckioueHue.
B 21011 ry1aBe pacCMOTPUM CJIEYIOIINE TEMBI.

MonuTopusr ¢ nomornibio Heapster.

AHas3 NPOU3BOANTEIHHOCTH € TIOMOIIbIO matesn yrpasieans Kubernetes.
[lenTpanuszoBanHoe BejleHUE KypHATIA.

Ob6mapyskemnue mpobseM Ha YPOBHE y371a.

[Tpumepsl perneHust TpobIIeM.

00000 D

Ucnoabs3oBanne Prometheus.

[TpounTaB 9Ty TJIaBY, BbI CTAHETE YETKO TIOHUMATH PA3JINYHbIE CIIOCOOBI MOHUTOPUHTA
kaactepos Kubernetes u yanaere, kaxk o6painarhbest K KypHAIbHBIM (haillaM 1 aHaiu-
3UpoBaTh UX. Bam GyzeT 10CTATOUHO JIUIIH B3TJISTHYTh HA KJIACTEP, YT0ObI yOeAUThHCS
B €ro ncnpaBHOCTH. BMecTe ¢ TeM BbI CMOKeTe ITPOBOIUTH METOINUECKYTO TUATHOCTUKY,
BBISIBJIATD W YCTPAHATH TPOGIEMBL.

MoHuTOopuHr Kubernetes
C nomMoubio Heapster

Heapster — npoexr or komanabl Kubernetes, Koropplii npeocTaBiser moJHOLEeHHOe
peliieHue JJisi MOHUTOPUHTA KiaacTepoB. OHO 3amycKaeTcs B Bu/ie 1o/ia (€CTeCTBEHHO),
[O3TOMY MM MOKHO yTIPaBJISITh HerocpeacTBenHo yepe3 Kubernetes. Heapster mopep-
s&uBaet kiactepbl Ha ocHoBe Kubernetes u CoreOS u oTiimuaercst Moty ibHO# 1 THOKOI
apXUTEKTYPOil. JTa cucreMa cOOMpaeT OMePAIHOHHBIE TIOKA3ATEU U COOBITHS C KasK/[0-
0 y3J1a B KJIacTepe U COXPAHSET UX B TIOCTOAHHON (Gase IAHHBIX € YETKO OTPEAeIeHHOI
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CTPYKTYPO¥ ¥ TPOrPAMMHPYEMBIM JOCTYIIOM, TIOCJIE YETO X MOKHO BU3YaIU3UPOBATh.
Heapster moanep:kuBaeT pasHble XpaHUJIUINA (UM CTOKU B TepMuHOTOTHE Heapster)
U KITHEHTCKYE KOMITOHEHTHI /7TsT Bu3yam3arui. Camast oy isipHas KOMOMHAIINS COCTO-
ut u3 InfluxDB Ha cepsepe u Grafana na xkimente. Google Cloud Platform obecrieunBaer
unrerpaiuto Heapster co coeil carysx6oii Monuropunra. CyIecTByOT TaKKe JApYTHe,
MeHee U3BECTHBIE CEPBEPHbIE MOYJIN:

Log;

Google Cloud monitoring;

Google Cloud logging;

Hawkular-Metrics (ToJbKO okaszareJin);

OpenTSDB;

Monasca (TosbKO TTOKa3aTesn );

Kafka (Tosibko mokasaresin);

Riemann (ToJsibKO TTOKa3aTeNN );

[y Iy Ry oy S Ry N Ny

Elasticsearch.

Bobr MokeTe nCIIoIb30BaTh Cpa3dy HECKOJIbKO CEPBEPHBIX MOI[y]Ieﬁ, YKa3aB IoAX0/1s1-
e CTOKA B KOMaH/THOM CTPOKE!:

--sink=1log --sink=influxdb:http://monitoring-influxdb:80/

cAdvisor. Cucrema cAdvisor Bxoaut B cocraB yruinTbl kubelet, koTopas paboraer
Ha Bcex ysuax. OHa cobupaer MHMOPMAINIO O HATPY3Ke Ha MPOIIECCOP/SI/IPa, TTaMSITh,
ceThb 1 GailJIOBYIO CUCTEMY KasKI0TO KoHTelHepa. cAdvisor mpegocTaBisieT mpocToil
MOJTb30BATENBCKIHT UHTEpdeiic Ha mopTe 4194, Ho manbosiee BasKHO ¢ TOUKY 3PEHUS
Heapster To, uTo Bce cobpaHHble eto gaHHble JocTynHbl uepes kubelet. Heapster co-
OGupaer WX CO BCEX Y3JIOB M COXPAHSIET HA CBOEM CepBepe /sl JaJbHEUIINX aHAI3a
Y BU3YaJTU3aINH.

IMonbsoBaTenbekuii nnTepdeiic cAdvisor m03BosIET OBICTPO IPOBEPUTH KOPPEKT-
HOCTb HACTPOWKHM TOTO MJIM MHOTO Y3J1a, HATIPHMED, BO BPEMsI CO3/IaHIsI HOBOTO KJIACTePa,
moKa Bl erre He okounan Heapster (puc. 3.1).

YcTaHoBKa Heapster

KommonenTsr Heapster y:ke MoryT ObITh ycTaHOBIEHDI B BanieM kiaactepe Kubernetes.
Ecm aTo He Tak, MOJKeTe YCTAHOBUTD MX HECKOJBKIMH IPOCTBHIMI KoMaHamu. CHavama
KJoHUpyeM pentosutopuii Heapster:

> git clone https://github.com/kubernetes/heapster.git
> cd heapster

B pannux Bepcusix Kubernetes cucrema Heapster 1o YMOJIYaHUIO IIPEeA0CTaBIIsAIa
CBOU CEPBUCHI B BU/ie KOMITOHEHTOB NodePort. Temeps ke A8 3TOTO UCIOJIb3YIOTCI
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cPU
Total Usage
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0.2
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HCored HECoral M Core2 HECoreld

Puc. 3.1

KOMITIOHEHTBI ClusterIP, JOCTYIIHbIE TOJIBKO BHyTpMﬁKﬂaCTepa.IlTo6bIK HUM MOXHO
6b1JI0 06PAATHCST JIOKAIBHO, 51 106ABUII B OITUCAHNE KasK/I0TO CepBUca BHYTpH deploy/
kube-config/influxdb Tum NodePort. BoT Tak, Hammpumep, BHITISAAUT daiin deploy/
kubeconfig/influxdb/influxdb.yaml:

> git diff deploy/kube-config/influxdb/influxdb.yaml
diff -git a/deploy/kube-config/influxdb/influxdb.yaml b/deploy/kubeconfig/
influxdb/influxdb.yaml
index 29408b81..70f52d2c 100644
--- a/deploy/kube-config/influxdb/influxdb.yaml
+++ b/deploy/kube-config/influxdb/influxdb.yaml
@@ -33,6 +33,7 @@ metadata:

name: monitoring-influxdb

namespace: kube-system

spec:

+ type: NodePort

ports:

- port: 8086

targetPort: 8086
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AHnanormyHoe nusMeHeHue cjenano B aiine deploy/kube-config/influxdb/
grafana.yaml: B HeM CTpPOKa + type: NodePort Oblja 3aKOMMEHTHPOBAHA, TO9TOMY
s TIPOCTO yOpasl CUMBOJI KoMMeHTapus. Tenepb MoskeM ycranoButh InfluxDB u Grafana:

> kubectl create -f deploy/kube-config/influxdb

Bot nosKHB yBUIETD CEAYIOMINI BHIBOJ:

deployment "monitoring-grafana" created
service "monitoring-grafana" created
serviceaccount "heapster" created
deployment "heapster" created

service "heapster" created

deployment "monitoring-influxdb" created
service "monitoring-influxdb" created

Xpanunuue InfluxDB

InfluxDB — coBpemenHasi, II0JIHOIIEHHAs, PacipeieeHHas 6as3a JaHHbIX C MOIIEPK-
KO BpeMeHHBIX ps10B. OHA OTJIWYHO TOAXOUT U NIMPOKO MPUMEHSETCS JIJIS IEHTPa-
JIN30BAHHOTO XPaHEHUS MOKa3aTeseil 1 KyPHAJIbHBIX 3alliCell. ITO PEKOMEHIyeMOoe
xpanusuiie st Heapster (Bae Google Cloud Platform). EquacTBeHHBIN HELOCTATOK
InfluxDB cBst3an ¢ Kaactepusaleil — BbICOKAs AOCTYIHOCTD HOALEPKUBAETCS TOIBKO
B IJIATHOM BePCUH IS TIPEITPUSTHI.

CTpyKkTypa XpaHunuuia

Crpykrypa xpanunuma InfluxDB onpenessier nH(bOPMAINIO, KOTOPYIO COXPAHSIET
Heapster, ¢ BO3MOKHOCTBIO MOCTEMYIONETO TTONCKA 1 TPAGUIECKOTO OTOOPAKEHTSI.
[TokaszaTesn pasziesieHbl Ha HECKOJIBKO KaTerOPUii, KOTOPbIe Ha3bIBAIOTC N3MEPEHUAMMI.
Bbl MoOsKeTe 3alpalinBaTh Kak IeJible KaTeropuy B BUje 0ObeINHEHHBIX H3MEPEHNUH,
TaK M OT/AeJIbHbIE TIOKa3aTesH, IOCTYIHbIE B BU/e moseil. VIMeHoBaHnue BBITTOJIHACTCS
[0 IPUHITAITY <Kame20pus>/<uma_nokazamens> (KpoMe BpeMeH! paboThl, Y KOTOPOTO
JIUITH OJIMH MTOKa3atesib). Ecau Bbl yske umenu zieio ¢ SQL, oTHOCUTECHh K N3MEPEeHUAM
Kak K TabsmiaM. Kask/siit okasaresrb OTHOCUTCS K OTPEIe/IeHHOMY KOHTEHEpY 1 CO-
JIEPSKUT CJIEIYIONYT0 MeTamH(MOPMAIINIO:

QO pod_id — YHUKAJIBHBIN MICHTU(HUKATOP MO/1A;
pod_name — MM 110/1a, 3a/TaHHOE II0JIb30BaTEJIEM;
pod_namespace — IIPOCTPAHCTBO MMEH 110/13;

container_base_image — 6a3oBblil 00pa3 [l KOHTeliHepa;

I W Wy

container‘_name — UMA KOHTefIHepa, 3a/laHHOE I10JIb30BaTeJIeM, NI IIOJTHOE UM
cgroup B Cjiy4ae C CUCTEMHBIMU KOHTeﬁHepaMI/I;

O

host_id — uzenTudukarop yajia, 3aJlaHHbIil TTOJTb30BaTEEM WUJIN OTHOCSIIIHICS
K olpeie/IeHHOMY 00JTaquHOMY TIpoOBaiiiepy;

O hostname — MMs CETEBOTO y3J1a, Ha KOTOPOM paboTaeT KoHTeiHep;
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labels — CIIMCOK MOJIb30BATEJIbCKUX METOK, Ppa3icJIEHHBIX 3allAATbIMU, B d)opMaTe
K104 : 3Ha4YeHue;

namespace_id — yHUKAJIbHBIN UAECHTUHUKATOP MPOCTPAHCTBA MMEH TI0/IA;

resource_id — yHUKaJIbHBIN UACHTU(UKATOP, TTO3BOJISAIONIUN PAa3IndaTh METKU
OJIHOTO THTIA — HATpUMep, paszesibl (haiiyloBOI cCcTeMbl B n3MepeHnu filesystem/
usage.

[lasee ipezicTaByeHbl BCe MMOKA3aTed, CTPYIIUPOBAHHbIE 110 KaTeropusiM. Kak Bu-

JAnTE, nX CIIMCOK JOBOJIbHO O6H.II/Ip€H.

LleHTpanbHbIM Npoueccop

IToxaszarenu IEHTPaJIbHOI'O IIpo1eccopa:

O0OD0OO000D0D

cpu/limit — JKeCTKUI JUMUT B MUJLIUSAIPAX,

cpu/node_capacity — BbIYMC/INUTENbHAS MOLLb y3J1a;

cpu/node_allocatable — noctymHOCTD LIITY st y3sia;

cpu/node_reservation — yactp [{I1Y, 3apesepBupoBanHas s y3Ja;
cpu/node_utilization — 3arpy:kennocts yactu LIV, Beinenennoi as ysna;
cpu/request — zanpoc IIITY (rapaHTHpOBaHHBII 00bEM PECYPCOB) B MUJLIUSIAPAX;
cpu/usage — COBOKYITHAsI 3arpyskeHHOCTh Beex szep LII1Y;

cpu/usage_rate — COBOKYITHas 3arpy:KeHHOCTH Beex sanaep LITY B Munmusapax.

dannosag cucteMa

[ToxazaTenun haiiioBOIT CHCTEMBI:

O filesystem/usage — o0iee KoauuecTBO 6aliTOB, UCIIOAb30BaHHOE B (hail1oBOI
CUCTEME;

Q filesystem/limit — oOmuii pasmep daiinoBoii cucTemsl B baiitax;

O filesystem/available — koJmuecTBO GAlTOB, BCe €lle AOCTYMHBIX B (hallIoBOi
cucreme,

MNamatb

[Toxazarenu mamaTu:

a
a

memory/limit — JKeCTKMII TMMUT Ha MaMATh B GaiiTax;
memory/major_page_faults — KOJIMYECTBO allllapaTHBIX OTKA30B CTPAHUIIbI;

memory/major_page_faults_rate — KOJIMYECTBO allllapaTHbIX OTKA30B CTPAHUILbI
B CEKYHIY;

memory/node_capacity — maMATh, 3aHATasI Y3JIOM;
memory/node_allocatable — mmamMATh, BbIJeJI€HHAA V3ILY;

memory/node_reservation — 4acTbh maMATH, 3ape3epBUPOBAHHAL /LI Y3J1a;
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memory/node_utilization — UCMOIb30BAHNE YACTU MTAMSTH, BBIIEJIEHHON Y3IIY;
memory/page_faults — KOJIMYECTBO OTKAa30B CTPAHUILBI,
memory/page_faults_rate — KOJMYECTBO OTKA30B CTPAHUIIBI B CEKYH/Y;
memory/request — 3arpoc mamsiTH (rapaHTUPOBAHHBINA 00bEM PECYPCOB) B GaliTax;

memory/usage — 00llee UCIIOIb30BAHUE IIAMSITH;

O0000O0DO

memory/working_set — o0Iiiee ncob3oBatue paboyero Habopa, To eCTh 3a1eiiCTBO-
BAHHOI1 ITAMATH, KOTOPYIO PO He MOKET JIEFKO 0CBOOOANTD.

Cetb
HOKa3aT€JII/I CeTH.

a network/rx — COBOKYITHO€ KOJIMYECTBO 6.?11‘/JITOB7 ITOJTYYEHHDBIX 10 CETU;

O network/rx_errors — COBOKYITHOE KOJIMYECTBO OIMIMOOK MPU MOJIYUYEHIH TAHHBIX
110 CeTH;

O network/rx_errors_rate — KOJMYECTBO OMMOOK B CEKYH/LY TIPH MOJYYEHUH JTAHHBIX
110 CeTH;

O network/rx_rate — CKOPOCTb MOJIyYeHUs JAHHBIX [0 CETH B GalfiTaX B CEKYH/LY;
O network/tx — COBOKYITHOE KOJMYECTBO HAHUTOB, OTIIPABICHHBIX 110 CETH;

Q network/tx_errors — COBOKYITHOE KOJIMYECTBO OMIMOOK IIPH OTIIPABKE JAHHBIX 110
ceTy;

O network/tx_errors_rate — KOJMYIECTBO OMMOOK B CEKYHIY TIPH OTITPABKE TAHHBIX
TI0 CETH;

O network/tx_rate — CKOPOCTb OTHPABKK JAaHHBIX 110 CETU B OaiiTaX B CEKYH/LY.

BpeMsi paboThl

Bpewmst pabotsr (uptime) — 9T0 KOJIMIECTBO MIJITUCEKYHI, TIPOIIE/IITNX ¢ MOMEHTA 3a-
IycKa KOHTeHHepa.

PaGoraiite ¢ InfluxDB wanpsmyio, ey 3HaKoMbI ¢ 3701 B[, MOKHO TTOAKIIOUUTHCST
Kk Helt 1o APT wiin Bocmiosib3oBathest BeO-unTepdeiicom. YToOb! HaliTh ee MOPT U KOHEd-
HYIO TOUKY, BBEJIUTE CJCIYIONYT0O KOMAHY:
> k describe service monitoring-influxdb -namespace=kube-system | grep
NodePort

Type: NodePort
NodePort: <unset> 32699/TCP

Tenepb MoxeTe TTO3HAKOMUTHCS ¢ BeO-uHTepdeiicom InfluxDB, ucnonbsys HTTP-
nopT. BbI I0JIKHBI yKas3aTh TIOPT, KOTOPHIii Oyaer cebliatbest Ha AP TTosist Username (Mmst
nosib3oBaresst) u Password (ITaposb) mo ymonmuanmio comepskat 3Hadenme root (puc. 3.2).

3aKOHYMB ¢ HaCTPOIiKaMH, BeIGepuTe Oasy HaHHBIX (B IPAaBOM BepxHeM yriry). Basa
nanubix Kubernetes vaspisaercs k8s. Terneps u3 InfluxDB MOKHO MOJTyunTh Mokasare-
JI, UCTIOJTB3Y S SI3BIK 3a1TpocoB aToit B/1.
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= € # | 192.168.99.100:32699/%
£ fppn % Gualana - Feature Ga

HinfluxDBE

Connection Sathngs

Host | 192 18899100 Port | 30020 Usemame ool Password oot &S
Sarve
ey
Crgery Templates »
Puc. 3.2

Busyanusauus ¢ nomowbto Grafana

Cepsuc Grafana paGoraer B OT/I€JIbHOM KOHTEHHEPE U TIPEA0CTABISIET MHOTO(YHKITHO-
HaJIBHYIO MaHesb yIIpaBJIeH!s , KoTopas MoxeT ucnojb3osars InfluxDB B kauectBe
HCTOYHMKA JaHHBIX. UTOOBI HAWTH HYKHBII TIOPT, BBEAUTE CJCAYIONIY0 KOMAH/LY:

k describe service monitoring-influxdb -namespace=kube-system | grep

NodePort

Type: NodePort
NodePort: <unset> 30763/TCP

Tenepb MoKeTe HoAKII0YaThCsI K BeO-uHTepdeiicy Grafana Ha atom ropre. Ilepsbim ae-
JIOM HY>KHO CZIeJIaTh TaK, YTOObI MICTOYHKK JAHHBIX cebliasics Ha cepsep InfluxDB (puc. 3.3).

& = C f [ 192.168.99.100:30763/datasources/edit/1

B2 Apps ™ Grafana - Feature Ga

LG { £ Datasources > Overview Addnew  Edi
82 Dashboards
= Edit data source
= Data Sources
Name influxdb-datasource Detautt (&
Type InfluxDB 0.9.% v
Gigl
Main Org. - Http settings
£  Grafana admin url hilp 192 168,99 100:30020 Access @ direct v
=  Signout Hitp Auth BasicAuth [T with Cregentials [

InfluxDB Deatails
Dralatuase kBs

User root Password =

Puc. 3.3
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He 33.6y11bTe IIPpOBEPUTDL COEANHEHNE N O3HAKOMUTBHCA C PA3JIMYHBIMU BO3MOKHO-
CTAMMU ITaHEJIN YIIpaBJICHUA. Bam 6yI[y'T JOCTYITHbI HECKOJIBKO CTaH/IapTHBIX HaHe]Ieﬁ,
1o Grafana nossosiger TIO/ICTparBaTh MX 110/ CBOU HYK/IbI.

AHanus npon3BoaAnUTENIbHOCTU C NMOMOLLbIO
NaHenn ynpasieHnd

IManenp yupasienus: Kubernetes — ato Moii JIIOOMMBIIT HHCTPYMEHT Ha CJIyJai, Koraa
IIPOCTO XOYETCS Y3HATD, YTO TPOMCXOINT B KiIacTepe. ToMy ecTh HECKOJIBKO MTPUIHH.

O Omna BcTpoeHa B Tatdopmy (Bceria CHHXPOHIU3UPOBAHA U TIPOBEPEHA HA COBMECTH -
MmocTh ¢ Kubernetes).

O Ouna GbicTpasi.

O Owuna nMeer MHTYUTHUBHO TOHSATHBIN MepapXuueckuii mHTepdeiic, 0XBaThIBAIOIUI
BCE YPOBHU — OT KJIacTepa /10 OT/JeJIbHBIX KOHTEHEPOB.

Q Eemne HYKHO IOTTOJTHUTEIBbHO HaCTPpanBaTh.

Wucrpymentor Heapster, InfluxDB u Grafana jiyuiiie noaxoasr s CJIOKHBIX Ha-
CTpaMBAEMBbIX MIPEJICTABJIEHNUET 1 3aITPOCOB, B TO BPEMsI Kak TTaHe b yrpasJeHnst Kubernetes
uMeeT HaboP TOTOBBIX CTPAHULI, KOTOPbIe 0ObIYHO YA0BIeTBOPsIOT 80—90 % M00ObIX 110-
TpeOHOCTET.

C TOMOTI[BIO TIAHEJU YIIPABIEHISI MOKHO Pa3BEPTHIBATD TIPUJIOKEHUS U CO3/IaBATh
sobbie pecypebt Kubernetes — pocrarouno Juiib 3arpy3uth noaxoaammii YAML- wim
JSON-aiin. Ho mockosbKy Takoii ToXo/ K yIpaBiaeHUI0 MHGPACTPYKTYPOI cunTaeTcs
HEKEeTATeJbHBIM, HE CTaHy €T0 3[[eCh OMUCHIBATE. DTO MOKET ObITH YIOOHO BO BPEMst
HKCIIEPUMEHTORB C TECTOBBIM KJIACTEPOM, HO JIJIsT U3MEHEHUS COCTOSTHYSI CUCTEMBI ST TIPEJI-
MOYUTA) UCTIOIB30BATh KOMAHIHYIO CTPOKY. A BBI IPUMEHSIIATE TO, YTO BaM yI0OHO.

Crayvasa Haiiiem mopr:

k describe service kubernetes-dashboard -namespace=kube-system | grep
NodePort

Type: NodePort

NodePort: <unset> 30000/TCP

MpencraBneHne BEPXHErO YPOBHS

[Tanesns ynpasienus pasziesieHa Ha JBe YaCTH: CJIeBa HAXOAUTCA vepapxus (ee MOKHO
CIIPATATh, MEJKHYB Ha 3HAYKe B BUEe TamOyprepa), a clipaBa — JAUHAMUYECKOE CO-
JIEPIKUMOE, 3aBHCSIIIee OT KOHTEKCTA. [IpOiinTECh TI0 HEPAPXUUECKOMY MEHIO, YTOOBI
[OJIYYUTD HYKHYI0 MH(MOPMAINIO.

Bawm focTynHbI HECKOJIBKO KaTeropuii BEPXHETro YPOBHS:

QO Cluster (Knactep);
Q Overview (O630p);
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Q Workloads (Paboune 3aganus);
O Discovery and load balancing (O6HapyskeHue 1 GajlaHCUPOBKa HAIPY3KH );
O Config and storage (Kouduryparmst 1 XpaHUITHAIIE).

MozxHo GhusbTpoBaTh HHGOPMAIUIO TIO ONPEETEHHOMY MTPOCTPAHCTBY UMEH UJTH
BBIOpPATh CPas3y BCe KATETOPHIL.

Knacrep

IIpencrasnenue Cluster (Kmnacrep) cocrout us nsitu paszesioB: Namespaces (ITpocrpan-
cTBa nMeH ), Nodes (¥3761), Persistent Volumes (ITocTosaubie Toma), Roles (Posin) n Storage
Classes (Kmaccesr xpanusnir) (puc. 3.4).

€ C | @ 192.168.898.100:30000/ 1 fclusterinamespace=_all Q | 2]
@ kubernetes Q. Search + cREATE
Cluster
CPU usage Memory usage @
Mamespaces
R 0138 1ea)
Persistent Velumes 0140 = 14868
i 0408 1286
Roles H z
S 00w 856 M
Storage Classes &
Y ons = azm
Namespace |i:lﬂ RLExY 1R:5E 1500 19:03 |i:lﬂ R Lex] TR:5E 1500 1903
Timn Timu
Al namespaces ¥
Overview
Namespaces =
Workloads
Hame 3 Labels Status :
Cron Jobs e ¥
Daemon Sats Q default Active B days
Deployments @ kubepublic Active & days
Jahs
@ rubesystem Active 6 days
Pads
Replien Sers
Replication Contrallers MNodes =
Stateful Sets e
Nerme L abels Read CPUrequests  CPU limins e .,..,?.’- Memary limits -
Diseovery and Load Balaneing - T Y {cores) (cores) [nylles] . {bytes) M
Ingresses beta kubernetes
Services @ minikube betakubemnetes.  True 0.265 (13.25%) 0 (0.00%) 160 Mi (8.00%) 170 Mi (8.50%) 6 days
Config and kubemetes.iofh.
Config Maps
Persistent Volume Claims Storage Classes =
Sserots
Name = Labels Provisioner Parameters Age T
K. iodminikubash
Settings standard 1 6 days
about

Puc. 3.4
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BwI cpasy ke mosryunTe MHOXKECTBO MH(MDOPMAIIMN: CTETIEHb UCTIOIb30BAHI ITPOTIEC-
copa M TTaMsITH Ha BCeX y3Jax, JOCTYITHbIE TPOCTPAHCTBA UMEH, UX cocTosiHUE (Status)
1 Bo3pacT (Age). MoskeTe y3HaTh Bo3pacT (Age) n MeTKH (Labels) KaXmIoro y371a, YBUACTH
[IOCTOSTHHbBIE TOMA 1 POJIHU (€CJIN TAKOBBIE UMEIOTCS ), & TAK)Ke KJIACCHI XpaHusuill (B JaH-
HOM CJIyYae 3TO IPOCTO MYTh K Y3JIY).

Ecym yriryGuThest elie v IeJIKHYTh Ha y3Jie minikube, TO TIoJIydnTe akKypaTHY 0 KPyro-
BYIO [IMArPaMMYy C TTO{POOHBIMU CBEJIEHUSIME 00 STOM Y3JI€ U 3aHSITBIX PECypcax. ITO He3a-
MeHUMast (PYHKITUS [IPY pertieHnt mpobIieM ¢ ITPOM3BOIUTEIBHOCTBIO. Eciu y3imy He XxBataet
PECYPCOB, OH HE CMOJKET YAOBJIETBOPUTE OTPEOHOCTH CBOUX TIO/I0B (puc. 3.5).

) kubernetes 9, Search

= Ciuster » Nodes » minikube

Chuster Detalls
Nuvaapaces Hama: minilsbe
Labels:  beta kubermetes iofarch: amadbd  beta kubemetes lofos: im kubernetes ko/hostname: minkube
Parsiatert Annctations:  mipha kubernetes iy/provided sede-ic 152.168.93.100 5 o e
Creation Time: 20171225710 84 UTC

Addresses. InfemadF: 192 16459100 Hosmame: minfiube

Storge s
l Unsshedalable: false
n Bystem infa
7 Maching I0: 4h728H96 acdadad504TT6b 31 bbbe
Syateem LURD: 26083034 07BE 45FT-9186-1 098308 1D1FE
Bt Bont 1D 63765211 51554098 Bdbe BB Ide
Weered Varsion: 4913
Worklowds 05 Image: Buldmot 2017.02
rom Jobe. Container Runtievs Varshon: dockerUsknawa
B e Wubelet Versiear v1.5.0
Wb Prewy Versioe: v1,8.0
eployments
Gperating system: lieux
ek
Architecture: amdsd
Puds
Repics Sets
Allocated resources
Arphcation Contralle:os
Srateful Sers frer Ll s
Discovery and Losd Balancing .
Ingresses
Services
Condig and Sacrge

CPU allacation (eates) Memary allscation [bytes) Pads allacation
o Poequests o285 i Pequeats WO MI 1 Allscation B
i Lima 0 m Limita M Capacity 18

Cepacity 2 Capacity 185361

Puc. 3.5

OtycTHBINNCH BHU3, BB YBUHTE €lile Oosiee nHTepecHyIo uHbopmarnuio. Obpature
BHUMaHUe Ha mmaHesb Conditions (Y ciioBusT). ITO ITpeKkpacHast KpaTkast CBOJIKA O HarpysKe
Ha [MaMsTh U IUCK Ha OT/IETBHO B3ITOM y3Jie (puc. 3.6).

Tam ke naxoasarcs nauesnu Pods (IToasr) u Events (CobbiTust). Mbl 06Cy UM MOIbI
B CJIEYIOIIEM pasJiere.

Paboumne 3apaHus

3I10 ocHoBHas kareropus. OHa 0XBaThIBAET MHOXKECTBO TUTIOB pecypcos Kubernetes, ta-
Kux Kak CronJobs (Ilnanupyembie 3azaun ), Daemon Sets (HaGopsl 1eM0OHOB ), Deployments
(PasBepHyThie nputosxerns ), Jobs (3amanust), Pods (TTomsr), Replica Sets (Habopsl peruiik),
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Conditions

Type Status Lastheanbeattime  Lostwansivontime  Reason Message

Oul®Disk False 7 seunds 6 days KubelelHasSulficiemDisk kutrelet has sulficien disk space avadable

MemanPressure False 7 seconds b days available

DiskPressure False 7 secunds 6 days disk pressure

Ready True 7 seconds 4 heurs KubehetReady kubelet is poating ready sma

Pods =
Mame = Namespace Node status Restarts Age % CPU (cones) Memory (Bytes)

& teaw T hubesy miiikulbie Running [ 34 mirnubes [ [ HEE = 3

@ meataring influxdh TTAALESIAE P lube system miniihe Tunning [ eminates | o I =2 19 i F i

-] itoing-gral sh fubesy miiikube Runining [ I minutes | [ [ 11426 MI = i

@ chossTiaabilpSvg dedauit ménicihe frunning 1 S duys v s B i

@ huhe dna BEIISSAAS Ty uhe system meniiuhe itanning [} B dnys L 0.0 | R = i

1] fashboard-q5; Fubesy miikube Runnirg 2 6 days ak a F ERCIT B O

& stoenge provisiones lubs system menicuhe Hunning 2 B days [ I 1+ 201 mi = i

@ hute-add germinikuts Fulie-sy minikube Reannirg z 6 days iy o 01 I = 396 M = ¢

Puc. 3.6

Replication Controllers (KonTpoJiiepsr pernkaiii) u Stateful Sets (HaGops! ¢ cocTosHu-
em). Bor Moskere mospo6HO 3yunTh M06yIo n3 atux kareropuit. Ha puc. 3.7 mokasan
BEpPXHUI ypoBeHb mpesctaBieHus Workloads (Paboure 3amanus) 1Jis1 CTAaHIAPTHOTO
MIPOCTPAHCTBA UMEH, B KOTOPOM TIOKA YTO PA3BEPHYT JIMIIIb cepBUC echo. 31ech BbI yBU-
mure naxeau Deployments (PassepHyTble mpuioxenus ), Replica Sets (Habopbl perimk)
u Pods (Ilozer).

“ € | O mzIsase defaul a ¥ B
@ kubernetes Q search + CREATE
Ghaater
CPU usage Memery usage ©
Namespaces
Nodes L l.wlll
icaietal Voot 2o e
ey § am
Eotage Classes g 00 Ew
A a00m) ™"
defacht  » A 3 o0 ) ) e W i e e
Tina T
Ovardew
i et Deployments -
Cron Joba.
e — Labels P agn 2 umages
Jroe— [ ) nn eche L] Sdara wetiadgooglecontensrafecheservent B
Jdehe
Puads Pads -
Heples Sete
. Kame & Mose Suns & Restans Age T CPU (zotes) Mamary (bytes)
Stateful 5oty & rcho-SSTBbISEg minkuke Funning 1 Sdays ] | B =
Diseswery and Leas Bularsing
e Replica Sets =
Burcis Hama Labale Pady age Images
Config and Swrage template-hash: 1139406000
@ oo ssmisnis poc 1 Py P T —
Gardg Mage Lt

Puc. 3.7
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[TopkmounM Bce TPOCTpaHCTBA UMEH U OTKpoeM Tiojkareropuio Pods (Iloser). Ito
OYeHb I10JIe3HOE IIPeJICTaBIeHre. B ka0l CTPOKe TI0Ka3aHo, 3aITyIIeH 0] UK HET,
CKOJIBKO Pa3 OH ObLI TiepesanyliieH, ykasan ero [P-aapec. Buusy naxonsrces HebGobime
aKKypaTHble rpaduKu UCIIOIb30BaHUs Mpotieccopa 1 naMaTu (puc. 3.8).

CPU usage Memery usage (D
Mamesgaces
L] e e
Persiaiest Vishmes by
Fates 5 onm ; e
staagecoses § E'm
. oo e
Alnamessaces e em w00 a1 e = E woe w1 1813 1a1e e
e T
Cvervien
Workloads.
Cron Jobs Pods b2
Dmemon Sess
Hame 3 Bameszace Hode st 3 Restams  Age 3 ©PU foones) Memory (ayues)
Deploymems
s @ remoserdTEIIATER VIS iea gyem. minkbe Funsing 0 A4 minuies [} I 0w =
Pods & sonmeenginfeah TIhdSSMh Inde-ayitem kb unsing 0 At rimsten L e . s pa0s =
mirihube Fun o 44 minines o s =
Repbca tiess. wing =
Repheation Conloliers
- @ serosETaML oIy Safaut minhube Punsing 1 5 deys 0 | PN =
Dhecovery wndLosd Bskanciog & e s anIBISSaS s e vyt mirikihe Mg, [ & deya AR [ prRrm =3
— @ - . . Hunsing 2 B daye i e [ EF =
o & sompepeovisaner bube-gysiem minikabe Runsing 2 Gdays L] | EErI »
& b sddiemanagermisitube _kube-system ikt tunsing z 5 days o0z 13 436 =
Puc. 3.8

Bol Takske MojkeTe IPOCMOTPETh JKYPHAJIBI JTI0GOT0 MOJ1a, MEJKHYB Ha 3HAUKe C TeK-
crom (Bropoii cripasa). [Tposepum sxypHait obosouku InfluxDB. IToxoske, Bee B opsiike
n Heapster ycrenino B Hero 3anucniBaet (puc. 3.9).

> ¢ |G)'I97.163.99.100!:}UUDUJ#!rogjkubc-system,.'moniloring-influxdb-HbddGb.':‘mb-zvNclrpod?namespace__aII a, 1‘.‘;] 28] :
&) kubernetes Q  Ssearch + CREATE
Cluster
Logs from influxdb ~ in monitoring-influxdb-77bd46594b-zvive ~
Hodes 8049-8000R008BE88 6712
[httpd] 172.17.8.7 - root [81/Jan/2R18:83:11:A5 +8A8R] “POST fwrite?
Persistent Volumes 1 anp ; db mp;precisionshanp; rpsdefault HTTP/1.1" 284 B "-" “heapster/v1.4.2° G76b17de-eeal-11e7-
o 8040 BUBEEEBREEEY 18365
[hrepd] 172.17.8.7 - root [@1/Jan/2818:83:12:85 +8@98] “POST /write?
Storage Classes consistency=Lanp ;db=k8siamp ;precision=Lamp;rp=default HTTP/1.1" 284 8 "-° “heapster/vl.4.2° 8b2eB720-eeal-11e7-
804L-8G0BRR0ABEEE 6825
n [httpd] 172.17.8.7 - root [@1/Jan/?A1R:A3:13:A5 +BARR] "POST jwrite?
consistency=Sonp |db=kbstamg iprecision=gamp;rp=defoult HITP/1.1" 284 § °-° “hespaters/vl.4.2° sefifalic-ceal-11e/
Al namespaces > B C-BUBEHERREEEY 17043
[hrepd] 172.17.8.7 - root [@1/Jan/2818:83:14:85 +8@08] “POST jwrite?
i b=k ipr i op; rp=default HTTP/1.1" 284 8 “-" “heapster/vl.4.2° d2bd2h 1-11e7-
LT AR44-AA0PAAAARERD 7437 ’ ? I
[httpd] 172.17.8.7 - reot [81/Jon/28018:83:15:85 +800E] “POST /write?
Workloade. coneistency=Lanp db=kdebamp ;precicion=Lamp;rp=default HITP/1.71" 284 B "-° “heapster/v1.4.2° fo/gyusfs-eeal-1le/-
884e-800000090682 11645
Cron Jobs
Logs from 1/1/18 2:50 AM to 1/1/18 3:22 AMUTC 14 < 2 H

Puc. 3.9
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Ectb eme oziHa cTenenp neTaausaIuy, 10 KOTOPOl MBI ellle He 0TI, — YPOBEHb
koHTeitHepa. [llenknem Ha mozie kubedns. Ber yBusmTe ciiemyonryio CTpaHUILy, Ha KO-
TOPOI MEePeYNCIeHbl OT/IeIbHbIe KOHTEIHEPhI M MX KOMAaHJIbI 3anmycka. MoKHO Takke
MMPOCMOTPETH UX >KypHasbl (puc. 3.10).

&« & | D 19218898, cins-BEIGS 5! _all Qo =2

@ kubernetes Q. Search + CREATE

-Befafahdds-zfnz 5 Pl W oeLsie

CPU usage Memory usage @

e seemy
T 00008 z I5.7 M|
2
5 0.0005] AT M|
¢ i

o sl

i T e wam wn e 1w T e e
- -

Detailz
Msma: kube-dna B4TEISEHAS Tiunz Metwork
Mamuspace: bube-syaterm Hude: e
Labels: ka3 app: kube dns pod 1emplate hash: 4292911881 W 17208

na-
Creation Time: 201122511004 UTE
Stasus: funaieg

et Class: Aurstnble

Containers
kubedns dnsmasg sidecar
Imnge: ger ia/gangle_cortninera/kAa-dna kube-deaamd64:1 145 Image: ger in/goagle_containers/kis dns dnamaag rasny amd64) 145 Image: geria/gnagle_containars/kis dna sidrear imd6a:1 14.5
Ervironment variables: PROMETHEUS PORT. 16058 Envirenment variablus: - Enviremment variables. -
Commands: - Commands: - Commands: -
Args: —domainclusterlocal. Arge: vz Arge: ~e2
ina poste1 0053 tagtnarder tagteatderr
—sunfigamap~kube-dos. “wonfiy Dir=fetukBe/dns/ dnsmasy-naeey P 127001 delaitvve cluster lucal S.A
el estartnsmasgetrue 127,00 detauh.s A

*
£ache aizew 1000

oy Tacility=-

=servers/clusterlocal 127001810053
aerversfinadde mpaf177 001810053

~servers/ipt.arpal127.0.0.1£1005%

Puc. 3.10

Ob6HapyxeHune 1 6anaHcMpoBKa Harpysku

ITa KaTeropus YacTo CHYKUT OTHpaBHOM Toukoii. [lanens Services (CepBuCHI) — 3TO
nybanaHblii nHTepdeiic Bamero kiracrepa Kubernetes. Ecin cepBucs ucbiThiBa-
0T CEpPhE3HbBIE CJAOKHOCTHU, 9TO HEM30€KHO OTPA3UTCS Ha BAIlIUX OJb30BATEISIX
(puc. 3.11).

Bbr MoskeTe yrayOouThest erite GOJIbINE U MIEJIKHYTh Ha CEPBUCE, YTOOBI MTOJTYYUTh
HEKOTOPYIO nH(pOPMAIUIO 0 HeM (caMoe BajKHOE — CEeJIEKTOP METKHU) U CIIHCOK €ro
TTO/IOB.
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< C | ® 192.168.99.100:30000/#!/serviceTnamespace=_all a+|" @
@ kubernetes Q. Search + CREATE
Services '.;
Namesgaces
dadi Name & Kemespace Latiels Chuster 1P iemalendpoints  Exemalendpoits Age &
i ’ ® mecsmorngonfass  kubbaystem e 109938118 oritoggiualid. 48 minutes
s ar - Kubsrmetes ivnames monfioring-grafana kul
Btorsge Classes Kubermetes io/chmte.
k munitoringinfusdba
] WeNIH wom e 48 minutes
task: monsonng
Mipanwapaces =
Kubermtes ka/chaste.
i heapstes kubesystem:
- & nhespster ¥ 1010583217 o s 48 minutes
task: monoring
Workloads Kubelet kube-systemn:1
& hebein Kubesysten Ki-app: hubelet Nane pibaie e aptrtar " 4 hours
echa:8080 TCR
Danmon Seta & ocra delault un acho 10,100, 78 1TR il . Selaye
Deplymenns danmanager it kube dna kube xpatem
Kubie-dns. kube-system
Joba & tedns Kube-systen kis-app:bubedns 1096010 E T & days
Pote kubermetes ko/name- Ko dng kube-sytem
Rephca ets addonmanager kube.
apgt kubermsstes-das. Kubsrnetes-dashboard
TARRRHSS CoMIIAR @ Febematesdashbond  kubssysiem 10.100.167.20 anit - sdurs
Tubarmstss la/mink kuhernees dnshanard
Eatefdd Sets.
lubermeies ba/minic
Cescovery and Load Balancng component: apiserve kubarnetes 443 TCP
& l=bemetes dednult 109601 Gelmyn
Ingeesses provider: kobernetes lubermens 0 TGP
Bervices
Puc. 3.11

[lobaBneHne LeHTPann30BaHHOIO XXYpPHaIMpOBaHUS

[lenTpanuzoBanHoe KypHAJIMPOBAaHUE HA YPOBHE KJacTepa — 3To QyH/aMEHTaIbHbBI
9JIEMEHT JII0O0H CHUCTEMBI CO 3HAYUTEBHBIM KOJIMYECTBOM Y3JI0B, TIOJ0B MJIN KOH-
Teitepos. [Ipesxk/e Bcero, 660 GbI HEMPAKTHYHO MTPOCMATPUBATH SKYPHAIBI KAJKI0TO
MoJla WM KaXKI0TO KOHTEHHEpa 110 OTAENbHOCTH. BbI He cMOT/IN GBI TIOJYYNTH 001IIee
MpeJICTaBJICHIE O CUCTEME, U BaM TIPUIIIIIOCEH ObI TIEpeOUPaTh CAUITKOM MHOTO co001Iie-
uuii. TpeGyercs perenue, KOTOpoe MO3BOJIAIO OBl arpernpoBaTh U JIETKO (hHUIBTPOBATH
JKypHasbHble 3anucu. Enie oHa TpUYMHA COCTOUT B TOM, YTO KOHTEHHEPDI SABJSIOTCS
BPEMEHHBIMHU CYTIIHOCTAMU. HaGopbl PEmIMK 1 KOHTPOJLIEPHI PEIIMKAIINT YacTo TPO-
CTO YJAJTSAIOT HEHCIIPABHbBIE MOJBI U 3aI1yCKAIOT BMECTO HUX HOBbIE, TEPAs IIPU 9TOM
Ba)KHBIE JKypHAJIbHbIE JaHHble. [lesernpys :KypHaJInpoBaHue IEHTPAILHOMY CEPBUCY,
BBI MOJKETE COXPAHUTH HH(POPMAITIIO, KOTOPast CIOCOOHA 0KA3aThCsl He3aMEHUMOT TIPH
peIeHun pobIeM.

MnaHMpOBaHME LIEHTPA/IM30BAHHOMO XYPHAMPOBaHMS

B IIpyUHIUAIIE, B HEHTPAJM30BaHHOM BEAEHNN KypHaJJa HET HUYETO CJIOKHOTO. Ha xax-
JIOM Yy 3Ji€ 3aITyCKaeTCs CHelua bHbIN areHr, KOTOprfI IepexXBaTbIBA€T BCE KypHaJIbHbIE
3allMCH 13 BCEX I10/I0B 1 KOHTefIHepOB Ha 9TOM Y3JI€ 1 Iepe/laeT NX BMECTE C OIIpe/ie-
JIEHHbIMHW METa/laHHbIMU B HeHTpa]IbeIfI peHOBI/ITOpI/Iﬁ JUIST TAJTbHEIIIEeTO 6e3011acHOro
XpaHeHu .
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Kaxk ynomunasocs patee, maardopma Google npenocrasiser cucremy GKE, B ko-
TOPYIO YK€ HHTETPUPOBAH CEPBUC IEHTPATM30OBAHHOTO JKypHanupoBanust. Ha apyrux
maTdopMax yacTo UCIoJIb3YIOT couetanue pemenuii fluentd, Elasticsearch u Kibana.
Jlnst Hux BhIyTIIeHO oduimanbioe gonosnenue fluentd-elasticsearch, koropoe na-
XOJIUTCA 110 ajpecy http://bit.ly/2f6MF5b. OHO ycranaBinBaeTcs B BUJ/ie CEPBUCOB JIJIs
Elasticsearch u Kibana, mpu aTom Ha KaxaoM ysie pasBeprbiBaercst areHT fluentd.

Fluentd

Fluentd — s10 yHUGULUPOBAHHBII CJION KypHAIUPOBAHKA, KOTOPHII pasMelaeT-
€S MEKITY MCTOUHUKAMMU ¥ TIPOU3BOJIBHBIMU CTOKAMI JIAHHBIX U 06ecIieynBaeT nepe-
Jauy KypHalbHbIX 3amuceil u3 myHkTa A B myHkT B. ¥ Kubernetes ectb monosinenue
¢ obpasom Docker, kotopoe passepreiBaet arent fluentd, criocoGHBII CYUTBIBATH KYP-
HasIbHbIE (halisIbl Pa3IMIHBIX TPOTpaMM, cBsi3anubix ¢ Kubernetes, manpumep Docker,
eted u Kube. Ono Taxxke BHeAPSET METKH B KAXK/YIO JKYPHATHHYIO 3aIHCh, YTOObI
[037Ke UX MOXKHO 0bLI0 puibTpoBath. [lasee mokasan ¢pparMeHT daiisa fluentd-es-
configmap.yaml:

# Example:
# 2016/02/04 06:52:38 filePurge: successfully removed file
/var/etcd/data/member/wal/00000000000006d0-00000000010a23d1.wal
<source>

type tail

# Not parsing this, because it doesn't have anything particularly
useful to

# parse out of it (like severities).

Format none

path /var/log/etcd.log

pos_file /var/log/es-etcd.log.pos

tag etcd
</source>

Elasticsearch

Elasticsearch — 910 oT/IMYHOE JOKYMEHTHOE XPAHMIUILE ¢ BO3SMOKHOCTBIO IIOJHOTEK-
CTOBOTO IIOMCKa. Biarogaps BBICOKOH CKOPOCTH, HaIeKHOCTH U MACIITabUPyeMOCTH
OHO I0JIb3yeTCs OOJIBIION MOIYJISIPHOCTHIO B MPUJIOKEHUSX YPOBHS IIPEAIIPUATHS.
Elasticsearch Bxoxut B cocras nononnenus Kubernetes ajis opranusaiyu 1neHTpajm-
30BaHHOIO JKyPHAJIMPOBAHUsS W Pa3BepPTHIBAETCs B Bue cepBrca us obpasa Docker.
CTOUT OTMETUTD, UTO MTOJTHOIIEHHBIN TPOMBITIJIEHHBIN KJIACTED JIJISI 3TOTO XPAHWUJIHIIA,
KOTOPBII pasBepThiBaeTcsa BHYTpU Kiaactepa Kubernetes, tpebyer nanmnuns co6cTBeH-
HBIX y3JI0B (BeAYIIUX, KIMEHTCKUX U /Il XpaHeHUs JaHHbIX ). B KpynHoMaciTabHbIX
U BBICOKOZOCTYIIHBIX Ki1acTepax Kubernetes nenrpannszoBanioe BegeHue KypHaja
KiacTepusyercs camo 1o cebe. Elasticsearch takske moamepxusaer aBToMaTHUECKOE
obHapy:keHue. Pelrenne ypoBHS MPeAIPUSTHS JOCTYITHO 110 ajgpecy github.com/pires/
kubernetes-elasticsearch-cluster.
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Kibana

Kibana — aTo cBoeob6pasnas HaxcrTpoiika Haj Elasticsearch, koropas ncionbsy-
eTCs JIJIs1 BU3yaJu3al[iy JaHHBIX, XPAHSANIUXCS W TPOUHICKCUPOBAHHBIX B 3TOM
6ase MaHHBIX, ¥ B3auMoelicTBust ¢ HumMu. OHa TOKe BXOJUT B COCTAB JOMOJHEHUS
U ycTaHaBJauBaercs B Buje ceppuca. [[Tabson ee Docker-daiisa gocryten mo aapecy
http://bit.ly/2lwmtpc.

O6Hapy»eHne HencnpaBHOCTEN
Ha y3nax

B konnenmu Kubernetes eaunuieit pabotst siBisiercs noj. OgHAKO BbIIIOJIHEHUE 110-
JIOB IJIaHUpyeTcs Ha y3Jax. Korma peub uieT 0 MOHUTOPUHTE W HAJIESKHOCTH, UMEHHO
y31bl TpebyIoT Hanbojiee IPUCTATBHOTO BHUMAHMS, TAK KaK 9K3€MILIIPAMU IIOL0B
saHnMaeTcst cama tratdopma Kubernetes (¢ oMoIIbo ITAHUPOBIIUKA ¥ KOHTPOJI-
JIEPOB PeILIMKAIMK). Y3JIbl MOTYT MCIBITHIBATH PAa3IMUHble IPOOIEMBI, O KOTOPHIX
Kubernetes Huuero He usBectHO. B utore moabst OyayT U JaJbIile Pa3BePTHIBATHCS HA
HEMCIPABHBIX y3JIaX, YTO CIOCOOHO IOMENIATh UX KOPPEKTHOM pabore.

[lasiee nepedncieHbl IPOOIEMbI, KOTOPbIE MOKET UCIIBITHIBATH BHEIIHE HOPMAJIbHO
(pyHKIIMOHUPYIOMIHT y3er:

HEUCITPABHBIN MIPOIECCOP;
HENCITpaBHAS TaMSITh;

HEUCITPaBHbBIN KeCTKUM JTUCK;

a

a

a

O B3auMHOe OJIOKUPOBAHUE B SPE;

O nospexaeHHas (ailnoBas cucTeMa;
a

npobaemsl ¢ gemoroM Docker.

Kubelet u cAdvisor He oTcekuBaOT MOOOHBIE HETONAIKN, TOITOMY HAM HYKHO
npyroe peterue. J{ust nauasta mosaakomumcst ¢ Node Problem Detector.

Node Problem Detector

Node Problem Detector — a0 1101, 3a11yLieHHbIN Ha Kaxa0M yaie. [lepea HUM CTOST He-
npocrbie 3azaun. OH p0JKeH 00HAPYKMBATh PA3JINYHbIe HEHCIPABHOCTU B Pa3HbIX Cpe-
JlaX, HAa Pa3JINYHBIX allllapaTHBIX MJIaT(opmMax 1 B OllepaliioHHol cucreMe. EMy HY:KHO
OBITH JOCTATOYHO HALEKHBIM, YTOOBI CAMOMY HE [IOCTPAATh OT TAKUX IIPOO/IeM, MHAUe
OH He CMOJKET O HUX COOOIINTD, U IIPU 9TOM UMETh OTHOCUTEIbHO HU3KUE HAKIAJHbIE
pacxo/pl, YTOObI He HArpysKaTh Beayluii ysesr. Kpome toro, on mosskeHn paborarh Ha
Beex yauax. Creruanbio st ororo B Kubernetes go6as/iena HoBast mojcucrema 1moj| Ha-
3BanmeM DaemonSet. cxonnblit ko1 HaxoauTCs 110 ajpecy https://github.com/kubernetes/
node-problem-detector.
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DaemonSet

DaemonSet — 310 O /I BCeX y3a0B. Eciim Ball Kjaactep COAEPKUT OpeesieHre
DaemonSet, Ha Kasablil HOBBII y3eJ aBTOMaTUdecKu OyaeT 100aBIsATbCI COOTBET-
CTBYIOTIHIT 9K3EMIUISP TO/Ia. DTO KOHTPOJJIEP PETLTUKAIINHN, KOTOPLIH PA3BOPAUYNBAET
o ogHoMy oy Ha KaxkaoM yaie. Cepsuc Node Problem Detector onpenenen kak
DaemonSet, 4To ¥eabHO COOTBETCTBYET ero TpeboBanusM. J1jist 6oJiee TOHKOTO KOH-
TPOJIsA 3a MyIaHupoBaHreM DaemonSet MOKHO MCIOIb30BATh TAKME MapaMeTphbl, Kak
[IPUHA/IEKHOCTD, HEITPUHA/IE)KHOCTD 1 OTPAHUYEHISI.

[leMoHbI ans obHapyxeHust Npobnem

Cepsuc Node Problem Detector numeer oty mpobiemy (mpoctuTte 3a KanamOyp): CIivi-
COK HEUCIIPABHOCTEN, KOTOPbBIE OH JIOJIKEH HAXO/UTh, CJAUIITKOM O0mupHbiit. [Tombika
BCTaBUTD BCE 9TO B OJIMH-EMHCTBEHHBIN ITPOEKT MOKET CIEIATh KO/ YPE3MEPHO CJIOK-
HBIM, PA3yThiM U BEYHO HECTAOMIBHBIM. 3/I€Ch HATPAIIIMBAETCS Pas/ieseHne MEK/IY
OCHOBHO#1 (hyHKIIMOHAJILHOCTHIO (OIOBEIeH e BEAYIIEro y3ja o mpodaemMax) U Hero-
CPEJICTBEHHBIM OOHAPYKEHUEM KOHKPeTHBIX mpobieM. APT jist onoBerieHnst OCHOBaH
Ha YHUBEPCATBHBIX YCIOBUAX U COOBITUSX. A 0OHAPYKEHUEM HEMOJAJ0K JOJKHbI
3aHUMATBCSI OT/IEIbHBIE IEMOHBI — KasK/IbIi B CBOEeM KOHTelHepe. TakuM 06pasoM Mbl
OXBATHM BCe HOBBIE MPOOJIEMBI, He BIMsist Ha ocHOBHOM cepBuc Node Problem Detector.
Kpowme toro, namesib yripaBjieHust MOKET COIEPKATH KOHTPOJLIED [IJisi AaBTOMATHYECKOTO
WCIPABJIEHUS] HEKOTOPBIX HETIOJIA/IOK B y3JIax.

Celtuac (B Kubernetes 1.10) 1eMoHbI ANt 06HAPYXeHUS NPOBIEM YTMaKOBaHb!
B ABOMYHbIN ain cepeuca Node Problem Detector 1 BbINONHSAOTCS B Ka-
YecTBe roypyTuH!, NO3TOMY NMpenMyLLecTBa cnabo CBs3aHHON apXUTEKTYpbI
noka HeaoCTYMHbI.

B sTOM paszesie Mbl 06CYANIN Ba)KHYIO TeMY — HEIOJIaJIKU Ha OTAEJbHBIX Y3JIaX, KO-
TOPBIE MOTYT TTOMETITATh YCIIENTHOMY PACTIPE/IeTIEHIIo paboueit Harpysku, u To, kak Node
Problem Detector MoskeT MOMOUB CIIPABUTLCS ¢ HUMHU. J[ajiee paccMOTPUM pas3nyHbIe
pobJIeMHBIE CUTYAITUH U CITOCOOBI UX PellieH st ¢ moMoIisto Heapster, ieHTpan3oBaH-
HOTO JKypHaIMpoBanus, nanesnn yrnpasienus Kubernetes u Node Problem Detector.

[MpuMepbl NOTEHLMaNbHbIX Npobnem

B kpynmbix kiaacrepax Kubernetes Muoroe Mozer noiitu He Tak, Kak ObLIO 3ayMaHO,
U K 9TOMY HYKHO OBITH TOTOBBIME. HekoTopbie pobieMbl (B OCHOBHOM Y€JI0BEUECKUI
(hakTop) peanbHO MUHUMU3NUPOBATD, €CJIH KECTKO CIe10BAaTh PEKOMEH/IAIINSAM U ITPUMEHSTD
6ouiee crporue mpoiecchl. Ho ormpesiesieHHbIX HEMPUATHOCTEHN, TAKUX KAK alllapaTHbIe

! CpeacTBo /I pean3any mapaiiean3ma B s3bike Go.
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HEUCTIPABHOCTH ¥ CETeBbIE HEMOIAAKHU, OJHOCTHIO He u3bexkath. VIHOTIA 1 JojIcKue
OMIMOKY JIOTIYCTUMBI, €CJIH IPUOPUTET — BBICOKAst CKOPOCTH pa3paboTku. B aToMm pas-
JIeJie MBI TIOTOBOPUM O PasHo0OpasHbIX MpobiemMax, 06 UX 0OHAPYKEHUU 1 O TOM, KaK
OTIEHUTD WX CEPHE3HOCTD M HANTH MOAXOSIIEE PEllieHUE JIJIsl UCTIPABICHUS CUTYaTIHH.

MpoekTUpoBaHME YCTOMUMBBIX CUCTEM

IIpu mpoexkTUpoBaHUM YCTONYMBOI CUCTEMBI IIEPBBIM JICJIOM CJeyeT IePeUyUucCJUTD 1M0-
TEHIIMaJIbHbIE TIPOOJIEMHBIE PEKIMBI, OIIEHUTH BEPOSITHOCTh BOSHUKHOBEHUS KasKI0U He-
MOJIAZIKU U €€ TIOCIE/ICTBUSL. 3aTeM MOKHO TTOLyMaTh O Pa3HBIX Mepax Mpe/[0TBPaIeHIs
Y HUBEJIMPOBAHUS TPOOJIEM, CTPATETUSAX OTPAHUYEHUS TOTEPD U YIIPABJIECHUSI PUCKAMHU,
a TaK’Ke O MPOIelypax BoccTaHOBIeHMsL. [Tocie 3TOro MOKHO pa3paboTaTh IJIaH, B KOTO-
POM PUCKH COIIOCTABJISIOTC ¢ IPOMUISIMU cMATYeHNs IIpobaeM (¢ yIeTOM PacxooB).
Takoil KOMIUIEKCHBII MOAXO0/ UMeeT GOJIbIIoe 3HAUECHHE ¥ J0JIKEeH TIOCTOSTHHO OOHOB-
JIITBHCS IO MEPE PasBUTUS CUCTEMBL. JJaHHbII IIpolece HeoOX0AMMO HOACTPAUBATD II0]]
KasK/[y10 KOHKPETHYIO OPTraHU3aliio. Y CTONUYUBOCTD M BOCCTAHOBJIEHUE TIOCJIE OINOOK
OCHOBBIBAIOTCST HA OOHAPYKeHUU ¢O0EB 1 BEPOATHOCTU MX YCTPAHEHUsI. B ciieyonmx
HoZpas/iesiaX OMUChIBAIOTCS PACIPOCTPaHEHHbIE BUIBI CO0EB, CIOCOOBI X 0OHADYKEHMSI
Y UICTOYHUKH JIOTTOJTHATETbHON WH(MOPMAINN.

AnnapaTHble coon

Anmaparusie c6ou B Kubernetes MokHO paziesiith Ha J{Be FPYIIIILI:

U y3sex He OTBEYACT;

O yses oTBEYaerT.

Korza y3en He oTBevaer, CI05KHO CKa3aTh, ¢ YeM MMEHHO CBsi3aHa mpobiemMa — ¢ ce-
ThI0, KOH(UTYparpeii wiu obopyaosanuem. OUeBHIHO, MbI He MOKEM ITPOBECTH JIHATHO-
CTUKY Ha CAMOM Yy3JIe MJIN U3BJIeUb ¢ HeTOo ;KypHasbHble daiinbl. UTo ke nesnats? [Ipexe
BCETO HY/KHO TIOHSTD, OT3BIBAJICS JIM Y3€JI ¢ CAMOTO Havyasma. ECam OH TOMBKO 9TO GBI
nobaBJieH B KacTep, mpobiieMa, CKopee BCero, CBsidata ¢ KoHdurypaimeid. A eciiu yxe
ObLJI YaCThIO KJIAacTepa Ha POTSKEHUN KaKOTO-TO BPeMeHH, HH(MOPMAIIUIO O HEM MOKHO
MOJIYYUTD € TTOMOIIbI0 Heapster nim B 1ieHTpaabHOM KypHase. B aToM cirydae HY:KHO
UCKaTh MPU3HAKY YXY/IIEHUS TIPOU3BOAUTENLHOCTH U ONMTHOKH, CBUIETENBCTBYIOIINE
0 TOTEHI[UAJIbHOM arapaTHoM choe.

Ho nase ecsin y3esr oTBe4aet, OH BCE PaBHO CIIOCOOEH UCIBITHIBATH COOM JIOTIOTHI-
TEJILHOTO 000PYAI0BAHMsI, TAKOTO KaK HECUCTEMHBIE JKECTKUE JUCKU WJIHM OTEJbHbIE
sapa. Bel MokeTe y3HaTh 06 9TOM M3 COOBITHI UM OMOBEIEHUI O COCTOSTHUM Y3J1a,
koropbie Node Problem Detector mepeaer BeayieMy cepBepy. 3aMeTHO TaksKe, 4TO
MIOZIBI TIOCTOSTHHO Mepe3arpy:-KaloTcsl I 33/IaHNs BBIIOTHSIOTCS MefisieHHee. Bee aTo ro-
BOPUT O BEPOATHOM armapaTHoM c6oe. Ertie oiiiH BepHBIH PU3HAK — TO, YTO MPOOIEMBI
OTPAHWYMBAIOTCS JIUIIb OJTHUM Y3JIOM U TaKWe CTaHJAapTHBIE MEPbI, KaK Tiepe3arpysKa,
He TIOMOTAI0T N30aBUTHCST OT JIAHHBIX CUMIITOMOB.
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Ecnu kmacrep passepHyT B 06J1aKe, 3aMEHUTH MOTEHI[HAIBLHO HEMCITPABHBIN y3es
OuYeHb IIPOCTO. BbI MOKeTe BpyuHyto yAaauTh npobieMuyo BM u BbiieauTh BMe-
CTO Hee HOBYIO. B HEKOTOPBIX CIyYasXx 9TOT MPOIECC UMEET CMBICJ aBTOMAaTU3UPO-
BaTh 1 MIPUMEHSATH KOHTPOJIIEP BOCCTaHOBJIEeHMS, Kak B apxutektype Node Problem
Detector. On Oyzer oTciekuBaTh IPOOIEMBI WK MTPOILYIIEHHbIE TPOBEPKH paboTO-
CTOCOOGHOCTY U aBTOMATHIECKU 3aMEHSITh HEUCITPaBHBIE Y3IIbl. Takol oaxo/1 crocoben
CTaTh AKTYaJbHBIM U B YCJOBUSX YACTHOTO XOCTHHTA UJIH TIPY MCIOJIb30BAHUHU «TOJIOTO
Kesesar. /st 9TOro HysKHO BCEr/a JiepkaTh HaroToBe MyJi 3allacHbIX Y308, KpynHo-
MacIiTabHble KaacTepbl B OOJIBIIMHCTBE CIYIaeB MOTYT HOPMaJIbHO (DYHKIIMOHUPOBATH
U PU CHUKEHUU 0061Iell MONHOCTH. ITO 03HAYAET, UTO JUOO TMOTEPS HECKOJIBKUX
V3JI0B HECYIIECTBEHHA, TNO0 KOJUYECTBO Y3JI0B B CHCTEME C CAMOTO Havasa OBLIO He-
MHOTO U30BITOYHBIM. TakuM 06pa3oM, B CJIydae HETOJIaJ0K Y BaC €CTh MPOCTPAHCTBO
JUIST MAHEBPA.

KBOTbI, 06LLMe pecypcbl U MUMUTHI

[Lratdopma Kubernetes mynbruapesanas. OHa qo/okHa 3((GEKTUBHO MCIIOJIb30BATH
CBOM PECYPChI, OJIHAKO X BBIIEJICHNE, 4 TAKIKE TIJIAHUPOBAHNE PAGOTHI MOI0B OCHOBBI-
BalOTCA Ha CUCTEME ITPOBEPOK U IIPOTUBOBECOB MEKTY JOCTYITHBIMU KBOTaMI/I/JII/IMI/ITa-
MU JIJIST KQKJ0TO IIPOCTPAHCTBA UMEH U 3alpOCaMU Ha MMOJyYeHUe rapaHTUPOBAHHbBIX
PECYPCOB €O CTOPOHBI MOOB M KOHTEHHEPOB. [1037ke MBI pacCMOTPUM 9TO MOAPobHEe.
A moka moryMaeM 0 TOM, 4TO MOKET MTOUTH He Tak 1 Kak 00 9ToM y3HaTh. CyliecTByeT
HECKOJIBKO HEKeJNATENbHBIX CIIEHAPUEB, C KOTOPBIMU PEATHHO CTOJIKHYTHCSI.

O Hexsartka pecypcos. Eciu niog Tpebyer onpeesieHHON BIYUCTAUTENBHOI MOIIT-
HOCTU U TTAMSITH, a Y3JI0B C TAKUMU BO3MOKHOCTSIMU HET, €TO BBITTOJTHEHUE HETb3sT
3aIJIaHUPOBATb.

O Hemnoanoe ucnoabs3osanue. [1o1 MOXKeT 3a1eKJ1apUpOBaTh HOTPEOHOCTH B OIIpe-
JICIEHHOM TTpotieccopHoil MotHocTH 1 o6beme maMsiTi (1 Kubernetes ee ynos-
JIETBOPUT), HO B UTOre 3aJefiCTBOBATD JIMIIb HEOOJIBIIYIO UX YACTh. DTO PacTO-
YUTEJBHO.

O Henoaxoasmas koudurypamus yaiaa. [loz, TpeGytonmii MHOTO MPOIECCOPHOTO
BpPEMEHU, HO 04eHb MAJIO IIAMATH, MOKeT ObITh Pa3BEPHYT Ha y3Je ¢ GOAbIINM 00b-
€MOM MaMSITH ¥ 3aHSITh BCE €T0 BHIYMCIUTENbHBIE pecypchl. Takum o6pasom, ysesn
3aCTOIOPUTCST U HE CMOYKET OOCITY/KUTD JIPYTHUE MOIbI, XOTS TTAMATD [IPU 3TOM Oy/1eT
[POCTanBaTh.

[TpocMOTp MaHe u yIpaBJIeHUs COCOOEH TOMOYb HAMTH HEONTUMATbHBIE KOM-
MOHeHTHI. Upe3MepHO 3arpy:KeHHbIe U HeJOCTATOYHO MCIIOJIb3yeMble yY3Jbl U TIO/IBI
CIIOCOOHBI YKa3bIBATh Ha HECOOTBETCTBUE KBOT 1 3aITPAIIUBAEMbIX pecypcos (puc. 3.12).

O6Hapy’KUB TaKOe HECOOTBETCTBHE, BBl MOJKETE BOCMOJIB30BATHCSI KOMAHION
describe Ha ypoBHe y3Jia Wiu 10Ja. B KPyIMHOMACIITAOHBIX KJIACTEPAX [OJIKHBI
OBITH TIPELYCMOTPEHBI ABTOMATUYECKIE TPOBEPKH, B X0OJI€é KOTOPBIX 3arPYKEHHOCTH
CPaBHUBAIOT C JIOCTYIHBIMU PecypcaMu. ITO Ba)KHO, TOCKOJIbKY B KPYITHBIX CHCTEMaX
9TH MOKA3aTEIH CIIOCOOHDBI K0JIeOAThCST M HUKTO HE OXKU/IAET OJHOPOIHON HATPY3KH.
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@ kubernetes Q. Ssearch + CREATE
CPU usage Memory usage ©
017 T 751 Miy
w e — o
g 0.078 2 so1mi
S 0082 z 33aMmi
& 002 E 167 Mi
nq:ao 01:31 01:33  01:34 = l]q:ii.l 01 ;30 01:33 01:34
Tima Time
Pods =
Memol
Name & Namespace Node Status & Restarts Age = CPU (cores) (hpﬁ]r)‘
o kub it kube-gyst, minikube Running o 33 seconds - &
Q youngling-gn  kube-system minikube Running 0 6 minutes 0 -
15.051 Mi
Q tiller-deploy-  kube-system minikube Running 0 20 minutes ] -
25.840 Mi
Q echo-69f7cft  default minikube Running o 2 days 1] M
kube-proxy-9 kube-system minikube Runnin: 0 2 days -
L proxy y g y 0.003 25.559 Mi
Q eted-minikut  kube-system  minikube Running 0 2 days 0.015 110,918 Mi
Puc. 3.12

Yb6enurech B TOM, 4TO TOHMMaeTe TPeGOBAHNUS CBOEH CHCTEMDBI,  PECYPCHI KIacTepa
HAXOJSITCS B IONMYCTUMOM JIHANTA30HE UJIH TIPU HEOOXOAMMOCTH MOTYT aBTOMAaTHYECKH
a/IaTITHPOBATHCS.

[1noxas KoHpUrypaums

[Tnoxast korduUTryparms — 3To MUPOKOE TOHATHE. B HETO BXOAUT COCTOSTHUE KITAcTepa,
HAaCTPOWKM M apTyMEHTBl KOMaH/IHOW CTPOKW KOHTEWHEPOB, BCe TIepeMeHHble OKPY-
JKeHust, ucrosbdyeMbie Kubernetes, BammmMu uimi JIIOOBIMU CTODOHHUMU CEPBUCAMMU,
a Tak)ke Bce KoH(pUTyparmonnble (hailyibl. B cuctemMax ¢ ak TUBHBIM TPUMEHEHUEM JIaH-
HBIX BCe CBSI3aHHOE ¢ KOH(UTyparueil HaXOAUTCS B pa3HbIX XpaHuauinax. [1pobiembl
¢ KoHdurypaiueil sBasioTcs KpailHe pacipoCTPaHeHHbIMU, IIOTOMY 4TO OObIYHO JIJIsk
ee TeCTUPOBAHUS HET YCTOSIBITUXCA METOAUK. YacTo KOH(pUTYypaIys npeicTaBIeHa He-
CKOJTbKUMU (paiimamMu (MX UILYT B CIIMCKE My Teil ), OINH U3 KOTOPBIX UCIIOJIb3YEeTCS 110
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YMOJTYAHHUIO, TPU 9TOM B PABGOYNX CHCTEMAaX U CPe/ax Juist pa3paboTKU U TEeCTUPOBAHYST
[IPUMEHSIOTCS pa3Hble HACTPONKU.

BbI MoskeTe CTOTKHYTHCS ¢ MHOSKECTBOM PAa3HBIX TPOOIIEM, CBSI3AHHBIX ¢ KOH(UTY-
parueil kiacrepa.

Q Henoaxoagdine METKH y3JI0B, IT0/I0B WJIK KOHTEHEPOB.

O Ilranuposanue paboTH TOIOB B 00X0/ KOHTPOJLIEPA PEILTNKATINH.
Q VYxazaHue HelpaBUJIbHBIX [TIOPTOB JIJISI CEPBUCOB.
a

HexoppekTHas kapra KoH(bUTYpaIu.

BosbimHeTBO 5THX POGIIEM PEIIAOTCS 38 CUET MOXOSIIETO MPOIecca aBTOMATH-
YECKOTO PA3BEPTHIBAHISI, HO BbI BCE PABHO JIOJIKHDI XOPOIIO PasOUPATHCS B APXUTEKTYPE
CBOErO KJIactepa 1 B3auMojieiicTBum pecypcos BuyTpu Kubernetes.

O6br4HO TIPO6IIEMBI ¢ KOH(PUTYPATIHEl BOHUKAIOT MOCJIE KAKOT0-HUOY/Ib U3MEHEHUS.
OueHb BakHO IPOBEPATH COCTOSIHHUE KJacTepa Mocje Kask/0To Pa3BepThIBAHUS UIIN
[IPaBKH, BBITIOJIHEHHON BpyuHyIo. [lomoub B aToM MoryT Heapster u nanesb yrpasieHus.
51 coBeTylo HaYaTH C CEPBUCOB: IPOBEPUTH UX JIOCTYITHOCTD, OT3BIBYMBOCTD U (DYHKITHO-
HAJIbHOCTB. 3aTeM MOKHO KOIHYTb TIIy6sKe 1 yOEUThCSA B TOM, UTO MPOM3BOAUTEIBHOCTD
CUCTEMbI HAaXOAUTCA B 33JITaHHBIX PAMKaX.

JKypHanbHble 3alIUCH TOXKE COJIepPKAT TOJIe3HbIE CBE/IEHNS U MOTYT HaBECTH Bac Ha
KOHKPETHBIE TIapaMeTpbl KOH(MUTYpaIUu.

CooTHOLWeHWe 3aTpaT
N MPOU3BOANTENTBHOCTU

boubimme KJy1aCTepbl CTOAT HEMAJIbIX JICHET, 0COOEHHO eCIM OHU Pa3MeEIEHbI B obJaxe.
Bazxnoit yacThio ylpaBJI€eHUA prHHOMaC].HTa6HbIMI/I CUCTEMaMU ABJIAETCA YyUET pac-
XO0B.

YnpaBneHue pacxofamu B obnake

O/IHO M3 OCHOBHBIX TPEUMYIIECTB 06JIaKa 3aKII0YACTCS B €r0 THOKOCTU: OHO MOJKET
YIOBJIETBOPUTH MEHSIONUECS TTOTPEGHOCTH CUCTEM, KOTOPbIE aBTOMATHUYECKH Pac-
MIUPSIOTCA ¥ CKUMATOTCS, BBIZIETISIS U OCBOOOJKIASA PECYPCHI TI0 Mepe HEOOXOAUMOCTH.
[Tnarcopma Kubernetes oTIMuHO BIUCHIBAETCS B 9TY MOJIETb — €€ BCETIa MOKHO Mac-
mTabupoBaTh 38 CUET BbIJICJEHUS HOBBIX y3J0B. [Ipo6iemMa B TOM, 4TO TPU OTCYTCTBUM
HaJIeKaImMx orpannuenuii mobas DoS-ataka (npeaHaMepeHHas, cryJyaiiHas uin HHU-
[UUPOBAHHASI M3HYTPHU ) CIIOCOOHA MTPUBECTU K MPOU3BOJHHOMY BBIJETIEHUIO TOPOTHX
pecypcoB. Takue cuTyanuu Hy>KHO TIIATEIBHO OTCIAEKUBATD U ITPECEKATh B 3aPOJIBIIIE.
B aTOM MOTYT IOMOYB KBOTBI Ha ITPOCTPAHCTBA UMEH, HO BBl BCE PABHO JIOJKHBI YMETD
HAXO/ITh UCTOUHWK TIPOBIEMbI — 9TO MOJKET OBITH BHeNTHUiT (hakTop (ataka 6oTHETA),
HelpaBUJIbHAs KOH(UTYpAIns, HeyJauHO BLITIOJHEHHAS BHYTPEHHSS MTPOBEpKa MJIN
omubKa B KoJie /IJisi MOHUTOPUHTA WU BBIIEIEHUST PECYPCOB.
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YnpaBiieHre pacxodaMn Ha «rosioM xenese»

[Tpu KCTOMB30BAHUH «TOJIOTO JKeqe3a» 0OBIYHO MOKHO HE GECTTOKOUTHCS O BBIIETECHUN
Ype3MepHBIX PECYPCOB, OJHAKO 3/1eCh JIETKO yIIepeTbCs B IOTOJIOK, €CJIM HY>KHA J[0I10JI-
HUTEJbHASA TIPOU3BOAUTEILHOCTD, KOTOPYIO BbI HE B COCTOSIHIM BOBPEMsI 0OECTICUNTD.
OO6HapysKeHre BO3POCIINX TOTPeOHOCTEN Ha paHHEM 9Talle TyTeM IIJIAHUPOBAaHU BbI-
YUCJANUTEIBbHON MOIITHOCTH M OTCJIEKUBAHUS TIPOU3BOIUTENBHOCTH CUCTEMbl — OCHOB-
Had 3a/la4a CUCTEeMHOTro afMuHUCcTpupoBanus. Heapster MoxkeT 110MOYb paclo3HaTh
JIOJITOCPOYHBIE TEHAEHIIMU U OTIPEAETUTh KaK MUKOBBIE HATPY3KH, TaK ¥ OOIIUN POCT
noTpeOHOCTH B pecypceax.

YrpaBneHue pacxoaamu B rmbpuaHbIX Knactepax

TuGpuiHbIe KIaCTEPhl PA3MEIAIOTCsT OJHOBPEMEHHO Ha «TOJIOM JKeJie3e» U B obJake
(MM Ha 9aCTHOM XOCTHHTE). 3/1eCh HYKHO YUUTBIBATE Te 5Ke (hakTopsl. [ToapobHO O TH-
GPUIHBIX KJIACTEPaX TOTOBOPUM MOZKE.

Mcnonb3oBaHme Prometheus

Heapster u cranaptubie cpe/icTBa MOHUTOPUHTA U KYPHAJUPOBAHUS, BXOJISIINE
B cocraB Kubernetes, aBisiorcss OTAMYHON OTHIPaBHON TOYKON st paboTsl. OnHaKO
B cooburectBe Kubernetes ecTb MHOKECTBO MHHOBALUI, CPEAY KOTOPHIX M HECKOJIBKO
aJbTepPHATUBHBIX penieHnii. OHO M3 caMbIX MOMYJSPHBIX HasbiBaeTcst Prometheus.
B aTom pasjiesie Bbl MO3HAKOMUTECH C I1€JIBIM HOBBIM MUPOM OTIEPATOPOB U CUCTEMO
Prometheus Operator, y3Haere, Kak ee yCTaHOBUTD U 3a1eiCTBOBAT JIJI1 MOHUTOPHHIA
CBOETO KJIacTepa.

YTO Takoe onepaTopsbl

OrmepaTopbl — 9TO HOBBIN KJACC TPOTPAMMHOTO 00€eCIieueH s, OCHOBOI CO3/1aHUsI
KOTOPOTO CTAJI MPAKTHYECKUH OTBIT pazpaboTKH, YIPaBJeHUsT U 0OCTYKUBAHUS TTPHU-
noxennii mosepx Kubernetes. Jauubiii Tepmun ObL1 npesioxken B Kouie 2016 roma
koMmanzioit CoreOS. OnepaTop — 9TO KOHTPOJIIEP OTIEIbHO B3SITOTO MPUJIOKEHUS,
kotopsbiit pacimupsier APT Kubernetes, mo3Bouisist cosaBaTh 1 KOH(OUIYPUPOBAT 9K3€M-
ILJISIPBI CJIOXKHBIX CUCTEM C COCTOSTHUEM, a TAKKE YIIPABJISATh MU OT UMEHH [0JIh30BaTe-
st Kubernetes. B #em ncnosbayiorest 6azosbie st Kubernetes komtenun — pecype
1 KOHTPOJIJIEDP, HO TIPU 9TOM OH COJIEPKUT CBEJICHUS O IOMEHE UJTH TPUJIOKEHUU, KOTO-
PBIe TI03BOJISIIOT aBTOMATU3UPOBATh PACTIPOCTPAHEHHBIE 3a/[aUN.

Prometheus Operator

Prometheus (https://prometheus.io) — 970 HaGOp WHCTPYMEHTOB € OTKPBITHIM UCXOJI-
HBIM KOJIOM JIJIST MOHUTOPHHTA IIPUJIOKEHNH B KJIacTepe M OTOBEIeHNST O HEeTl0Ia/IKax.
Ero paspaboTunku yepriajgu BIOXHOBEHHE B poekTe Borgmon xkommnanuu Google.



Mcnonb3oBaHne Prometheus 93

Cucrema Prometheus paccunrtana Ha MOJIETb HA3HAYEHUS U IJIAHUPOBAHUST 3a/IaHUT,
koropast puMetsiercst 8 Kubernetes. B 2016 roay oHa nprcoeIMHIIACH K OPraHU3aiinu
CNCF u nonyumnna mupoxoe pacipocrparenue. Ocuosnoe ee orinune ot InfluxDB
COCTOWT B TOM, YTO OHA UCIIOJIb3YeT MACCUBHBIN MeXaHU3M, GJarofapst KOTOPOMY KTO
YTOJIHO MOXKET IPUCOEIMHUTDLCSA K KOHEUHOI TouKe /metrics. Kpome Toro, ee 93bIk 3a-
[IPOCOB OYEHb BbIpAsUTeJIeH, HO Tpoiie, yeM SQL-noxobHbIii 1361k B Influx DB.

B Kubernetes numeercst BcTpoeHHas moaAepsKKa IoKasaTeel, IpejoCcTaBaseMbiX
Prometheus, u coBMecTUMOCTD MOCTETIEHHO CTAHOBUTCS 06010HOI. Bee aTtn 3ameua-
TeJIBHBIE CPEJICTBA MOHUTOPUHTA COOPAHBI B €INHBII MaKeT Mo/ HazBaHueM Prometheus
Operator.

YcraHoBka Prometheus ¢ nomoulbto kube-prometheus

g yeranosku Prometheus mporie Beero uciosibsoBath maker kube-prometheus, xo-
Topbiii ocHoBad Ha Prometheus Operator, nndopmannontoii maHean Grafana u Kom-
MoHeHTe AlertManager IS YIIPaBJICHUS OMOBEIMIeHUAMU. /{1 Havama KIOHUPYHTE
PEIo3UTOPUIL U 3aIlyCTUTE CKPUIIT deploy:
> git clone https://github.com/coreos/prometheus-operator.git
> c¢d contrib/kube-prometheus
> hack/cluster-monitoring/deploy

ITOT CKPUIIT CO3/IAET MPOCTPAHCTBO UMEH JIJIT MOHUTOPUHTA U MHOKECTBO CITysKeO-
HBIX M BCIIOMOTATeJIbHBIX KOMIIOHeHTOB BHYTpu Kubernetes:

Q cobersenno Prometheus Operator;
node_exporter u3 coctasa Prometheus;

mmokasareaun kube-state;

00O

koHuryparuo Prometheus, BHIMOJHSIONIYIO MOHUTOPUHT BCEX OCHOBHBIX KOMIIO-
HEHTOB U 9KCIOpTHBIX MoxyJieii Kubernetes;

O

CTaHTAPTHBI HaGOP MPABUJI OMOBEIIEHNS 0 PAGOTOCTOCOOHOCTH KOMIIOHEHTOB
KJIacTepa;

QO cepsep Grafana, BEIBOASTIINIT TOKA3ATENN KJIACTEPA B TPAhUIECKOM BUIIE;
O TpexysJaoBOU BRICOKOAOCTYITHBIIN KiaacTep Alertmanager.
V6enumcst, 9TO BCe YCTAHOBIIIOCH KaK CJETYET:

> kg po -namespace=monitoring

NAME READY STATUS RESTARTS AGE
alertmanager-main-0 2/2 Running © 1h
alertmanager-main-1 2/2 Running © 1h
alertmanager-main-2 0/2 Running © 1h
grafana-7d966ff57-rvpwk 2/2 Running © 1h
kube-state-metrics-5dc6c89cd7-s9nd4m 2/2 Running © 1h
node-exporter-vfbhq 1/1 Running © 1h
prometheus-k8s-0 2/2 Running © 1h
prometheus-k8s-1 2/2 Running © 1h
prometheus-operator-66578f9cd9-5t6xw 1/1 Running © 1h
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Kak BusuTe, KOMIOHEHT alertmanager-main-2 HAXOAUTCS B COCTOSHUY OKU/IAHUSL.
[prunHoii, kKak MHe KaxeTcst, spasiercst yrunuta Minikube, samyrensas Ha 1ByX siipax.
B MoeMm ciryuae 5T0 He BBI3bIBAET HUKAKUX TIPOOJIEM.

MOHUTOPUHI KiacTepa
C nomoubto Prometheus

Yeranosus Prometheus Operator, Grafana u Alertmanager, Bbl MOKeTe UCIIOJIB30BATh
ux BeO-nHTepheiich U B3aNMOJICHCTBOBATE C PA3HBIMU KOMITOHEHTAMHU:
Q Be6G-untepdeiic Prometheus gocryren va mopre 30900;
Q se6-untepdeiic Alertmanager ocTynen Ha mopre 30903;
O Be6G-untepdeiic Grafana gocrynen Ha mopre 30902,
Prometheus moamepknBaeT yMOTOMpPAYNTETHHOE KOJTMIECTBO MOKA3ATETE.

Ha puc. 3.13 nokazan cHuMOK ¢ jymtenbHocThio HTTP-3ammpocoB B MUKpOCEKyH/IAX,
CTPYNIIUPOBAHHBIX TI0 KOHTEHTHEPaM.

| nito_raquest_auration_ microsecands o

Feaciusor: 148
Tolsl Sene series: 215
hitp_requaest_duration_micros
Graph | Console
= + | w  umi w | Res gy [rp—

030 00:45 o100

Puc. 3.13

Yr006bI OrpaHUYKTD IIOKA3aTeNU cepBuca prometheus-k8s kanTuaem 0,99, ucrnosn-
3yiite caemyiomuii 3amnpoc (puc. 3.14):

http_request_duration_microseconds{service="prometheus-k8s", quantile="0.99"}

Exrie opun BaskHbIii a1eMenT Monuropunra B Prometheus — Alertmanager. Ha puc. 3.15
NPUBENEH CHUMOK BeG-unTepdeiica, B KOTOPOM MOKHO CO3/1aBaTh 1 HACTPAUBATH OO~
BEIIeHHsT Ha OCHOBE MPOMU3BOJILHBIX MTOKa3aTeeH.
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hip_request_ouration_microsaconds{senvices"promatheus-ids”, quanties"0,99"} Pasoassn 188
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————
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Puc. 3.14

a!ertmanager Alerts Silences Status | New Silence

Filter = Group Receiver: All Show Silenced

Custam matches, 8.9 Anva"production”

alertname="AlertmanagerConfiginconsistent” | + |

22:51:30, 2017-12-31  + Info |~ Source 2 Sllence

saverity="critical" service="alertmanager-main" config_hash="255606240344290"

aler “AlertmanagerDownOrMissing”

+ |

22:51:30, 2017-12-31  + Info |~ Source & Sllence

severity="warning" job="alertmanager-main"

aler i +

22:46:07, 2017-12-31  + Info e~ Source J& Silence

severity="none"

aler KBSC:

Down"

]

22:51118, 2017-12-31 + Info | Source X Silence

suverity="critical”

Puc. 3.15
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Pe3tome

B saHHOI ry1aBe MBI PACCMOTPE MOHUTOPUHT, JKyPHAJIUPOBAHUE U PEIIEHIEe TPOOJIEM.
IT0 Ba)KHEHUIINI aCIIEeKT yIpaBIeH s 000 CCTeMOM, 0COOEHHO TaKOii CJI0KHOM, KaK
Kubernetes. Besikuii pas, Korja st OTBeyaro 3a a/IMUHUCTPUPOBAHUE, MEHDBIIIE BCETO MHE
XOUeTCs CTOJKHYTbCS € CUTYaIlMeid, Kora 4To-TO WIET He TaK, KaK TPEeToJIarajoch,
a 'y MeHsI HeT HaJIe)kKHOTO METO/a IMArHOCTUKY U ycTpaHenus npobiembl. Kubernetes
npearaet OOIMIMPHBIN BHIGOP BCTPOECHHBIX HHCTPYMEHTOB U CPEJCTB, TAKUX KaK
Heapster, sxyprasmposanue, DaemonSets u Node Problem Detector. Ho Bbl MOskeTe
Pa3BepHYTH JIOOYIO CUCTEMY MOHUTOPUHTA TI0 CBOEMY YCMOTPEHHIO.

B riiaBe 4 Mbl 00CYIUM BBICOKOJIOCTYITHBIE U MACIITAOUPyeMble KIacTepbl. To, Ha-
BepHOe, caMblil BasKHBII clieHapuii uciob3oBanus Kubernetes, B koTopoMm ganHas
maThopMa BBITOAHO OTJINYAETCS OT IPYTUX PEIIEHU JIIST OPKECTPAIINN.



BbiCcOKas AOCTYNHOCTb
N HAaAEXXHOCTb

B npeabiaytieil riase Mbl 06CyanIn MOHUTOPUHT KiacTepa Kubernetes, o6Hapy:keHue
npo6JieM Ha YPOBHE y3J1a, OIIPEACICHNAE U UCITPABICHNE HEI0NAa0K, CBI3aHHbIX C IIPO-
U3BOAMTEIBHOCTBIO, 8 TAKsKe pelieHue mpobieM obIIero xapakrepa.

B namnmoii rimase nogpo6HO paccMOTPUM TEMY BBICOKOIOCTYITHBIX KJIACTEPOB. ITO He-
npocras obaactb. Hu B komange Kubernetes, Hu B coo011ecTBe, CJI0KUBLIEMCS. BOKPYT
9TOTO MPOEKTA, HET EMHOTO MHEHHS O TOM, KaK JJOCTUYb UACATBHO BBICOKON JOCTYII-
Hoctu. B xonrekcre knacrepos Kubernetes 5ToT Bolpoc MMeET MHOKECTBO HIOAHCOB:
HeoOxonMo obecrednTts (HYHKIIMOHUPOBAHKE TTAHEJN YIPABICHU BO BpeMst cO0eB,
COXPaHUTh COCTOSIHME KJaacTepa B Xpanusuiie etcd, 3alMTUTh JaHHbIE CUCTEMBI 1 Obl-
CTPO BOCCTAHOBUTDL PabOTOCIIOCOOHOCTD /TIPOU3BOAUTENBHOCTD. B PasHbIX cucTeMax
Tpe6oBaHMsT K HAJIe;KHOCTH M JOCTYITHOCTH MOTYT pasandathes. OT HUX 3aBHCHUT CIIOCO0
peannsanuy BbICOKOJOCTYITHOTO KIacTepa.

[TpouynTas 9Ty TJIaBy, Bbl MOMMETE, B 4eM 3aKJII0YAIOTCS PA3JINYHbIE KOHIEIIIINH,
CBSI3AaHHDBIE C BBICOKOM JOCTYIIHOCTBIO, O3HAKOMUTECH C PEKOMEH/IYEMBIMU METOIAMU
ee nocrmskenus B Kubernetes n ysnaere, Korja ux cjieyer npuMeHsTh. Bbl HayuuTech
OGHOBJIATD KJacTephl Ha JIETY, HCIIOJIb3Ysl Pa3Hble CTPATETNU U METOANKH, U BHIOMPATh
HanboJIee NOAXOSIIEe PEIIEHNE ¢ yIETOM IPOM3BOAUTENLHOCTH, PACXOLO0B U CTEIIEHN
JOCTYITHOCTH.

KoHuenuunu, cBA3aHHbIE
C BbICOKOM AOCTYMHOCTbIO

Haunewm nyTeniectBre B MUP BBICOKOU IOCTYITHOCTH C U3y4YeHUI KOHIETITUN U KOMIIO-
HEHTOB, 113 KOTOPBIX COCTOUT Ha/eKHAsT M BBICOKOOCTYITHAS cricTeMa. Borpoc Ha M-
JIMOH (TPUJLIHOH? ) JIOJITTAPOB: KAK COOPY/IUTD HAJIEKHYIO BHICOKOJOCTYITHYIO CHCTEMY U3
HEHA/IE/KHBIX 3JIEMEHTOB? Bbl HEM30e:KHO Oy/IeTe UCTIBITHIBATH TPOOJIEMBI C OTAETbHBIMU
ameMeHTaMu: 060PYI0BaHUE TIOMAETCS, CETh BBIXOAUT M3 CTPOsT, KOH(UTYPATIHST MOKET
ObITh HEKOPPEKTHOM, IIPOrpaMMHOe obecIiedeHre HalMCaHo ¢ OMIMOKaMU, JIIOIU TOXKE
ormu6aioTest. MBI IOKHBI TIPUHSTE 9TO KaK (haKT 1 CIPOEKTUPOBATH CHCTEMY TaK, YTOObI
OHA OCTABAJIACH HAJIEXKHOM U JIOCTYITHOW JIaXke MIPU OTKa3e OTHAETbHBIX KOMIIOHEHTOB.
HauHeM ¢ n30BITOYHOCTH, & 3aTeM HAYINMCst OOHAPYKUBATh U OBICTPO 3aMEHSITh HEUC-
[IPABHbBIE YACTH CHCTEMBI.
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N36bITOYHOCTb

H36blm01ﬂ'l0cmb — 9TO OCHOBa Ha/IEKHBIX M BBICOKO/JIOCTYITHBIX CUCTEM Ha allllapaTHOM
YPOBHE U B KOHTEKCTe XPaHEHUsI JaHHbIX. EC/IM BBI XOTHTE, 4TOOBI CUCTEMA IIPOAO/IKAIA
pabotaTh 1pu cb6oe BaKHOTO KOMITOHEHTA, Y BaC HATOTOBE JIOJUKEH ObITh WACHTUYHBII
komnonent. Kubernetes 6eper na cebst mOAbI, JTUIEHHBIE COCTOSTHUS, NCTIONb3YST KOH-
TPOJILIEPDI PEIIMKAUU 1 Habopbl permuk. OpHako a1 obecrnedeHns: yCTORYnBOCTH
K c60sIM COCTOSIHME Ballero Kaactepa B etcd M camu Beaylume KOMIOHEHTBI OJKHbL
06sagath n30pITOYHOCTHIO. KpoMe Toro, ecim cocTosinme KOMIOHEHTOB HE KOIMPYETC s
B Pe3epBHOE XpaHWJIMIIE, HAIIpUMepP B 00J1auHyI0 mIaTdhopMy, s PeA0TBPaILleHUs
HOTEPU JAHHBIX TOKEe HE0OX0AUMO 00eCIIeunTh U30BITOYHOCTD.

[opAYvasa 3aMeHa

Topsiuasi 3amena 3ax04aeTcst B 3aMeHe HEUCIIPABHBIX KOMIIOHEHTOB Ha JieTy 0e3 Bbl-
KJIIOUEHMSI BCEH CHCTEMBI 1 ¢ MUHUMAJIbHBIMU TIepebOsIMU Ha CTOPOHE TTOJIB30BATE IS
(a sryunre ux orcyTcTBUEeM). Ecii y KOMIIOHEHTA HET COCTOSIHUSA MJIM OHO HAXOAMTCS
B U30BITOUHOM XPaHUJIHIIE, €r0 TOPsTYasi 3aMeHa Oy/IeT 3aKI0YaThCsT JIUIIh B epeHa-
TIpaBJIeHNM KJINEHTOB Ha HOBBIN KOMITOHEHT. Ho eciu JlokasbHOE COCTOSTHIE NMeeTCs,
B TOM YHCJI€ B TIAMSITH, 3Ta MPOIleiypa IpruobpeTaeT AOTOJHUTEIbHOE 3HAUeHUE. Y Bac
€CTb /[Ba BapNaHTA:

O oTKa3aTbCd OT BBITIOJTHEHUSI TpaHSaKHI/Iﬁ Ha JIeTYy;

O mommep:RUBaTh PETVINKY B aKTyaJbHOM COCTOSTHUN.

I[TepBoe penrenue npocToe. BONBIIMHCTBO CHCTEM J0BOJBHO YCTONYMBBI 1 MOTYT
nepexuth cbou. Heygadmble KIMEHTCKHE 3alIPOChI MOKHO BBIIOJHUTD 3aHOBO, U CBE-
KU KOMIIOHEHT MX OOC/IYKUT.

Bropoe penrenne Goee croxkuoe u xpynkoe. OHO IIpenoaraeT A0M0IHUTEIbHbIE
PacXo/Ibl, TaK KaK Kak10€ B3auMO/EHCTBHE JOJKHO BLIIOJIHATHCA (1 II0ATBEPKAATHCS )
B IBYX 9K3eMILIApax. Ho B HEKOTOPBIX 9aCTsX CUCTEMBI TAKOH IIOAX0A MOKET OKA3aThCsI
HEeOOXONMBIM.

Bbibop nuaepa

BoiGop Jmmepa — 9TO pacnpocTpaHeHHbII MabI0H TIPOEKTUPOBAHUS B Paciipe/ie-
JIEHHBIX CHCTEMAX. 3a49acTyl0 Yy BAC MMEETCS HECKOJIbKO MEHTHIHBIX KOMITOHEHTOB,
KOTOPbIE PAbOTAIOT COBMECTHO U PA3eISOT 0010 HArpy3Ky, OJIUH 13 HUX BHIOUPAIOT
JIZIEPOM, U YepPe3 Hero cepuaju3yloTcsl ONpe/leIeHHble Onepaluu. ITO coyeTaHue
u30BITOYHOCTHU ¥ rOpsYeil 3aMeHbl. Bce KOMITOHEHTBbI M30BITOYHDI, M KOTIA TEKYIii
JIMJIEP BBIXOMT U3 CTPOSI MJIM CTAHOBUTCS HEAOCTYIIHBIM, BMECTO HETO Ha JIETY BbI-
Gupaercs Ipyroi.
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YMHasi 6anaHcMpoBKa Harpysku

[Tox 6aaHCUPOBKON HATPY3KU MOHUMAIOT €€ PACIpeiesieHIe MEK/IY HECKONbKIUMU
KOMITOHEHTAMH JIJIST OOCTYKUBAHUS BXOSATINX 3apocoB. Korma Kakme-T0 KOMITOHEHTHI
BBIXOJISIT M3 CTPOsI, GATAHCUPOBIINK TIEPBBIM JETTOM TOJIKEH TEPECTATH CJATh M 3a-
IIPOCHI. 3aTeM CJIEYeT BbIACTUTH HOBBIEC KOMITOHEHTBI, UTOOBI BOCCTAHOBHUTH MOII[HOCTh
cucTeMbl 1 00HOBUTH Gamancuposnrk. B Kubernetes st aToro mpemycMoTpensr ot-
JIMYHBIE CPE/ICTBA HA OCHOBE CEPBUCOB, KOHEYHBIX TOYEK 1 METOK.

NoeMnoTeHTHOCTb

MHorue BuIbl HEITOJIAIOK SABJISAIOTCSA BPEMEHHBIMU. DTO OTHOCUTC IIPEsKIE BCETO K ce-
TEBBIM TIPOGIIEMAM ¥ CJAMIIKOM KOPOTKOMY BPeMeHU OKuaHust. KOMIOHEHT, KOTOPbIil
HE OTBEYaeT MPH IIPOBEPKE PabOTOCIIOCOOHOCTH, CYUTAETCS] HEJIOCTYITHBIM U TTO/ITIEKUT
3aMeHe. Patee 3aryiaHMpOBaHHAST HATPY3KA MOKET OBITD MIEPeIaHa IPYroMY KOMITIOHEHTY,
HO MPEKHUN KOMIIOHEHT CIIOCOOEH 0CTaBaThCs (DYHKIIMOHAIHLHBIM 1 BBIIIOJHSITD TY JKe
paboty. B urore 3agaua Oy/eT BBITOJHEHA ABAK/bI. ITOTO OUEHD CIIOKHO U30EKATD.
Yt06bI paboTa BBIIOIHSIACH CMPO20 OJUH Pa3, BaM MPHUIETCS CMUPUTHCS € JIOMOJTHU-
TEJLHBIMY PACXOJIAMU, YXY/IIIIEHIEM TTPOU3BOIUTEIbHOCTH, YBEJUUECHUEM 3a/I€PIKEK
Y TIOBBIIIEHHO CI0KHOCTHIO. TTOCKOIBKY B GOJIBITHHCTBE CHCTEM 33141 BBITIOTHSIIOTCS
MUHUMYM OJTVH Pa3, ITO 03HAUAET, YTO MHOTOKPATHOE TIPOJIETBIBAHIE OTHOUM W TOM Ke
paboThI He BAUSIET Ha TIETOCTHOCTD TAHHBIX CHCTEMBI. [laHHOe CBOWCTBO HA3BIBAIOT HIEM-
IIOTEHTHOCTBIO. MieMIIoTeHTHBIE CUCTEMBI COXPAHAIOT CBOE COCTOSIHUE, €CIIM OIIePaIlis
BBIIIOJIHSIETCS HECKOJIBKO Pas.

ABTOMaTM4YeCKOE BOCCTaHOBNIEHNE

Korna giuHaMudeckast CucTeMa UCIIBITBIBAET cOOM, OOBIYHO OKHMIAETCS, YTO OHA cama
cebst BocctanoBut. KoHTpoJeps! perinkaiinu u Habops! perink B Kubernetes siiisi-
I0TCST OTJIMYHBIMU [TPUMEPAMU aBTOMATUYECKOTO BOCCTAHOBJIEHSI, HO HEUCIIPABHOCTH
MOTYT 3aTParuBaTh AaJEKO He TOJBKO MOJbl. B MpeablayIieil riaBe Mbl 00CYKIaIN
MOHUTOPWHT PECYPCOB U 0OHAPY KEHUE HEUCTTPABHOCTEH Ha y3J/1aX, a TAKKE YIOMUHAIN
KOHTPOJIJIEP BOCCTAHOBJICHHUST, KOTOPBIN MPEKPACHO BIIUCHIBAETCS B 9TY KOHIICIIHIO.
[TpoGJieMbl TOJKHBI 0OHAPY/KUBATHCST U PEIIAThCS aBTOMATHYECKH. KBOTBI U JINMUTBI
[IOMOTAIOT CO3/IaTh MEXaHU3M CAEP/KUBAIONINX (DaKTOPOB M MPOTHBOBECOB, KOTOPBII
HE JIACT CHCTEME aBTOMATHYECKOTO BOCCTAHOBJIEHHSI BBIUTH U3-110]] KOHTPOJISI B CJIydae
HeIpe/IBUJIEHHBIX cuTyaluii, Takux kak DDoS-aTaxka.

B mantom pasjiesie Mbl pACCMOTPHUM PA3JIMIHBIE KOHIIETIIUH, CBSI3AHHbIE C CO3/IAHNEM
HAJIESKHBIX U BBICOKOIOCTYITHBIX CHCTEM. A TI037Ke IPUMEHUM 3TU 3HAHUST HA TPAKTHKE
U MPOJIEMOHCTPUPYEM METOAUKU, PEKOMEH/IOBAHHBIE JIJIS CUCTEM, Pa3BEPHYTHIX B KJIa-
crepax Kubernetes.
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PekoMeHyeMble METOANKN AOCTUXKEHUS
BbICOKOW AOCTYMHOCTU

[TocTpoeHne HajIesKHbIX ¥ BBICOKOIOCTYTIHBIX PACIIPE/IETIEHHBIX CHCTEM — BajkHas 3a-
naya. B aToM pasziesie Mbl IO3HAKOMUMCS ¢ HEKOTOPBIMU U3 PEKOMEH/TyEeMbIX METO/IHK,
MO3BOJIAIOIMMY CHCTeMaM, ocHoBaHHbIM Ha Kubernetes, 1eMoHCTpUpOBaTh HATEKHYIO
paboTy 1 0CTaBATLCS OCTYHBIMU MIPU PA3HOTO pojia cHOSIX.

Co3/1aHMe BbICOKOIOCTYMHbIX K1aCTePOB

Yro6s! caenaTs Kaactep Kubernetes BBICOKOLOCTYIIHBIM, HY/KHO JOOUThCS H30BITOYHOCTI
BeJyIINX KOMIOHEHTOB. JTO O3HAYAET, uTO cepBuc etcd Ho/KeH ObITh Pa3BEPHYT B BUJIE
kiactepa (OOBIYHO Ha TPEX WJIH TISITH y3Jax ), a API-cepBep — MMeTh pe3epBHBIE KOITH.
Bcnomorarenbabie cpe/icTBa yIIpaBIeHHs KJIaCTEPOM, Takue Kak xpanusuiie Heapster,
TOKE NP HeOOXOAMMOCTH MOKHO clleJaTh u30bITouHbIME. Jlajiee TIpecTaBiIeHa TH-
MIYHAsT cXeMa HaJIe)kKHOTO U BBICOKOZOCTYIHOTO Kiactepa Kubernetes. Ona npemycma-
TPUBAET HECKOJIBKO BEAYIIUX Y3JI0B ¢ GATAaHCUPOBKO HATPY3KH, KayKIBIH U3 KOTOPHIX
COZEPIKUT MOJIHbBII HAOOP BEAYIIMX KOMIIOHEHTOB 1 cepuc eted (puc. 4.1).

@ubectl, KJIMEHTBI U T. ,u,)

| Pa6ounii y3en 1

BanaHcMpoBLMK
Harpyskm

naBHbIN y3en 1 L

API-cepBep@
eted Q MnaHnpoBLLMK @
v

Auncnetuep
pod-master@ KOHTpOﬂJ‘IQpOBQ

kubelet

monit

Puc. 4.1
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ITO He eAMHCTBEHHBIN BapUaHT KOH(UTYpaIlMU BBICOKOJOCTYIIHBIX KJIACTEPOB.
Hanpumep, MOKHO pa3BepHYTh OT/E/NbHbINH KaacTep etcd, 4ToObI aanTHPOBATh Y3JIbI
K paboueii Harpy3Ke WK €CJIi HYKHO cesaTh cepBuc eted Gosiee M36BITOUHBIM MO CPaB-
HEHUIO C [PYTUMHU BEAYIIUMU Y3TaMHU.

[Tpu ucnonb3oBanuu cobcTBEHHOTO XocTHHTA K miaTdopme Kubernetes moskHO
MPUMEHUTH €€ COOCTBEHHDIE MOXO/IbI, PA3BEPHYB YIIPABJIAIONINE KOMIIOHEHTDI B BUJIE
MO0B U HAGOPOB PETINK C COCTOSTHUEM. JTO TO3BOJUT YIPOCTUTD OCTUKEHIE
YCTOHIHUBOCTH M aBTOMAaTHIeCKOe BOCCTAHOBJIEHNE KOMIOHEHTOB MaHeJIN yIIpaBJe-
HUSI.

Kak caenatb y3/bl HaaeXHbIMU

Bor HETTpeMEHHO CTOJTKHETECH ¢ HEUCTIPABHOCTSIMU Y3JI0B WJIA KOMITOHEHTOB, HO MHOTHE
c6ou SIBIAIOTCS BpeMeHHbIMI. Kak MUHUMYM crefyeT yOeauThest B TOM, 4TO B CTyJae
c6ost temon Docker (uu gpyras peanusanust CRI) u kubelet aBromarnuecku nepesa-
MyCKAaIOTCS.

Ecim 8ol nipumensiere CoreOS — cospemennyio OC Ha ocHose Debian (Bkiouast
Ubuntu Bepcun 16.04 niu Boiine) win o00ii pyroi auctpubyTus ¢ systemd B Kaue-
cTBe MexaHu3Ma nHunmamsainy, Docker u kubelet MoskHO J1eTKO passepHyTh B BUjE
CaMO3aMyCKAIOIUXCST IEMOHOB!

systemctl enable docker
systemctl enable kublet

Jluist ApyTuX oneparnnoHHbIX cucreM komadga Kubernetes nipemaraer obecrieunBaTh
BBICOKYIO JIOCTYITHOCTH ¢ MTOMOTI[BIO YTUJIUTHI MONit, HO BB MOKETE BHIGPATH JFOOOI
JIPYTOIl MOHUTOP MPOIECCOB 110 CBOEMY YCMOTPEHUIO.

Kak obe3onacuTb COCTOsIHME KlacTepa

B Kubernetes cocrostane kimacrepa xpatnutest B eted. Kimacrep eted pacipeesies Mesk ity
HECKOJIBKUMU y3JIaMU U CUUTAETCS CyIepycToiiunBbiM. HeobXoamnmo Ueosib3oBarh 9T
KadecTBa MPU CO3/IaHUM HAJIE)KHOTO M BBICOKOZIOCTYITHOTO KJIacTepa.

Knactepuzauus etcd

Kuacrep eted mosmKeH cOCTOATH MUHUMYM 13 TPeX Y3JI0B. [lJIs1 MOBBINIEHUS HAJlesKHOCTH
1 U36BITOYHOCTH MOXKHO MCII0JIb30BATh J1I060€ HeueTHoe Yucao (MsATh, CeMb U T. II.).
KosmmuecTBO y3/10B J0JKHO ObITh HEYETHBIM, YTOOBI B CJIyuae PasjeieHust CeTH y Bac
ObLIO IBHOE GOJIBITUHCTEO.

Jlsist Toro uTo6BI MOXKHO OBLIO CHOPMUPOBATE KJacTep, y3Jbl etcd HOKHBI YMETH
HAXOIUTH JIPYT APyra. ITOr0 MOKHO AOCTUYDh HECKOJIBKUMU Iy TSIMU. S pEKOMEHIYIO
3ajIeficTBOBATH 3aMevaTesIbHbIi poekT etcd-operator us cocrasa CoreOS (puc. 4.2).
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= kubernetes

Betcd

Puc. 4.2

Etcd-operator OTBe€YaeT 3a MHOKECTBO CJIOKHBIX aCIIEKTOB p3.6OTbI C etcd, TaKHNX

Kak:

0000 D

co3/IaHVe U YIaJICHHE;
U3MeHeHUe Pa3Mepa;
0TKa30yCTONYHBOCTD;

JIaBaole 0OHOBJIEHUS;

YcTaHoBka etcd-operator

pe3epBHOE KOITMPOBaHNE 1 BOCCTAHOBJIEHHUE.

[Tpoure Beero etcd-operator MOKHO yCTaHOBUTE ¢ moMonibio Helm — aucneruepa
nakeroB Kubernetes. Eciii y Bac ero Her, 3aiijinute Ha cTpaHuIiLy github.com/kubernetes/
helm#install u ciietyiiTe IpUBEIEHHBIM TaM UHCTPYKITHSIM.

Munnmanusupyiite helm:

> helm init

Creating
Creating
Creating
Creating
Creating
Creating
Creating
Creating

/Users/gigi.
/Users/gigi.
/Users/gigi.
/Users/gigi.
/Users/gigi.
/Users/gigi.
/Users/gigi.
/Users/gigi.

sayfan/.
sayfan/.
sayfan/.
sayfan/.
sayfan/.
sayfan/.
sayfan/.
sayfan/.

Adding stable repo with URL:
https://kubernetes-charts.storage.googleapis.com

Adding local repo with URL: http://127.0.0.1:8879/charts

$HELM_HOME has been configured at /Users/gigi.sayfan/.helm.

Tiller (the Helm server-side component) has been installed into your
Kubernetes Cluster.
Happy Helming!

helm

helm/repository
helm/repository/cache
helm/repository/local
helm/plugins

helm/starters

helm/cache/archive
helm/repository/repositories.yaml
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M mozipo6Ho 06¢cyimv Helm B riase 13, a moka BOCIoIb3yeMcst UM JIJIst yCTAHOBKU
omeparopa eted. B cranpaprHoii moctaske muctpubytsa Minikube 0.24.1 ¢ mommepskkoit
Kubernetes 1.8 (xo1s yske gocrynsa Bepcust 1.10) cyiecTByoT HEKOTOPbIE TIPOGJIEMbI
¢ paBamu. YTo6bl nx 060WTH, TPUAETCS CO3/ATD OIIPe/IeJIeHHbIE POJIU U UX PUBAZKH.
Jlasee mokasan ¢aiis rbac.yaml:

# Wupokuit pocTyn K knactepy (B ocHoBHoMm ana kubelet)
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: cluster-writer
rules:
- apiGroups: ["*"]
resources: ["*"]
verbs: ["*"]
- nonResourceURLs: ["*"]
verbs: ["*"]
# MNonHbln AOCTYN Ha 4YTeHue K API u pecypcam
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vlbetalmetadata:
name: cluster-reader
rules:
- apiGroups: ["*"]
resources: ["*"]
verbs: ["get", "list", "watch"]
- nonResourceURLs: ["*"]
verbs: ["*"]
# Monb3oBaTenu admin, kubelet, kube-system u kube-proxy nonyvatwTt
# HeorpaHM4YeHHbIn JoCTyn
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vlbetalmetadata:
name: cluster-write
subjects:
- kind: User
name: admin
- kind: User
name: kubelet
- kind: ServiceAccount
name: default
namespace: kube-system
- kind: User
name: kube-proxy
roleRef:
kind: ClusterRole
name: cluster-writer
apiGroup: rbac.authorization.k8s.io

Bbl MOsKeTe IIPUMEHUTD 9TH U3MEHEHUs TaK Ke, Kak ¥ JIIo0oi Apyroii daiin MaHu-
(decra B Kubernetes:

kubectl apply -f rbac.yaml
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HaxoHer-To Mbl MOJKeM yCTaHOBUTH eted-operator. YKakeM x B KQ4eCTBE HA3BaHUS
BBITTYCKa, YTOOBI ¢/IeJIaTh BBIBOJ G0Jiee TAKOHUYHBIM (€eCJIN XOTUTE, UCTIOIb3yiiTe GoJiee
BbIPa3uTesbHOE HAa3BaHUe):

> helm install stable/etcd-operator -name x
NAME: x

LAST DEPLOYED: Sun Jan 7 19:29:17 2018
NAMESPACE: default

STATUS: DEPLOYED

RESOURCES:

= vilbetal/ClusterRole

NAME AGE
x-etcd-operator-etcd-operator 1s

= vilbetal/ClusterRoleBinding

NAME AGE
x-etcd-operator-etcd-backup-operator 1s
x-etcd-operator-etcd-operator 1s

x-etcd-operator-etcd-restore-operator 1s
= vl1/Service

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
etcd-restore-operator ClusterIP 10.96.236.40 <none> 19999/TCP 1s
= vilbetal/Deployment

NAME DESIRED CURRENT UP-TO-DATE
AVAILABLE AGE

x-etcd-operator-etcd-backup-operator 1 1 1 0
1s

x-etcd-operator-etcd-operator 1 1 1 0

1s

x-etcd-operator-etcd-restore-operator 1 1 1 0

1s

= vl/ServiceAccount

NAME SECRETS AGE
x-etcd-operator-etcd-backup-operator 1 1s
x-etcd-operator-etcd-operator 1 1s
x-etcd-operator-etcd-restore-operator 1 1s

NOTES:

1. etcd-operator deployed.
If you would like to deploy an etcd-cluster set cluster.enabled to true
in values.yaml
Check the etcd-operator logs
export POD=$(kubectl get pods -1 app=x-etcd-operator-etcd-operator -
namespace default -output name)
kubectl logs $POD -namespace=default

Co3paHue knacrepa etcd
Coxpanurte cienytomuii ko B ¢aiis etcd-cluster.yaml:

apiVersion: "etcd.database.coreos.com/vlbeta2"
kind: "EtcdCluster"
metadata:

name: "etcd-cluster”
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spec:
size: 3
version: "3.2.13"

Yr1o6bI CO3/1aTb KJIaCTEP, BBEIUTE TaKyIO KOMaH/1y:

> k create -f etcd-cluster.yaml

etcdcluster "etcd-cluster" created

Let's verify the cluster pods were created properly:
> k get pods | grep etcd-cluster

etcd-cluster-0000 1/1 Running © 4m
etcd-cluster-0001 1/1 Running © 4m
etcd-cluster-0002 1/1 Running © 4am

MNposepka knactepa etcd

YcTanoBUB 1 3amycTHB KiaacTep etcd, MpoBEphTE €ro COCTOSIHIE U UCTIPABHOCTD € TIO-
mopio yruauthl etedetl. Kubernetes mossosisger sanyckars mporpaMMbl IPSMO BHYTPU
MO/IOB ¥ KOHTEHHEPOB, UCIIOJIb3Ys KOMaH Ty exec (110 aHAJIOTHH ¢ exec B Docker).

Bot kak MOKHO ITPOBEPUTDH, UCIIPABEH JIN KJIACTEP:

> k exec etcd-cluster-0000 etcdctl cluster-health

member 898a228a043c6ef@ is healthy: got healthy result from
http://etcd-cluster-0001.etcd-cluster.default.svc:2379
member 89e2f85069640541 is healthy: got healthy result from
http://etcd-cluster-0002.etcd-cluster.default.svc:2379
member 963265fbd20597c6 is healthy: got healthy result from
http://etcd-cluster-0000.etcd-cluster.default.svc:2379
cluster is healthy

A Taxk — oJIydaTb M yCTaHaBJIMBATh 3HAYE€HU 110 KJIIOUY:

> k exec etcd-cluster-0000 etcdctl set test "Yeah, it works"
Yeah, it works
> k exec etcd-cluster-0000 etcdctl get test

JeiictBuTenbHo, Bce paboTaer!

CoxpaHHOCTb AaHHbIX

3atmra CocTOsTHISE U KOH(UTYPAIUK KJIacTepa — BakHasl 3a71a4a, HO elie OoJiee BaXKHO
o6ecTieurnTh COXPAHHOCTH COOCTBEHHBIX AHHbBIX. KiacTep Beeria MOKHO TOCTPOUTD C HYJS,
€CJIM ero cocTostHue GyIeT MOBPEKAEHO (XOTSA BO BPEMS ATOTO TIPOTIECCA OH OKAKETCst
HeocTyHBIM ). Ho ToBpesk/ieHre Wi TIoTePst BAIIUX TAHHBIX YPEBATHI CEPhE3HBIMU I10-
CJIEJICTBUSAMU. 3/1ECh JIEUCTBYET BCE TOT JKe 3aKOH: N30BITOYHOCTH — Hare Bee. OHaKo,
B OTJIMUVE OT KPaliHe IMHAMIIHOTO COCTOsTHUS Kiactepa Kubernetes, nantbie MoryT ObITh
6ouee crarraeckumi. Harprmep, BBl MOJKETE BBITIONHSTH PE3EPBHOE KOTIMPOBAHKE U BOC-
CTAHOBJIEHHUE BAJKHBIX JIAHHBIX, KOTOPbIE COOMPAJIN HA MTPOTSLKEHUHU JTUTEHHOTO BpEMe-
Hu. Tekyas nadopMalist MoKeT ObITh YTepstHa, HO Y Bac GYIeT BO3MOKHOCTb OTKATUTh
CHCTEMY JIO TIPE/BILYIIEIl TOUKH BOCCTAHOBJIEHUST I TEM MUHUMU3UPOBATH yIepo.
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N36bITOUHbIE API-CepBepbl

API-cepBepbl He COXPAHSIIOT CBOE COCTOSTHIE — BCE HEOOXOIUMBbIE JIAHHbIE OHU TTOJTyYa-
0T Ha JIeTy U3 XpaHusuiia etcd. ITo 03HAYAET, YTO MOKHO JIETKO 3aIlyCTUTh HECKOJIBKO
UX 9K3eMILISIPOB U He OecrtokouThest 06 ux koopauHaiuu. Ciesas 9To, pa3MeCTUTE
nepesi HUME OalaHCUPOBIIUK HATPY3KHU, YTOOBI Ha KITMEHTCKON CTOPOHE BCE BBITIISIIEIO0
MIPO3PAYHO.

Bbibop nuaepa B Kubernetes

Y HEKOTOPBIX BEAYIINX KOMITOHEHTOB, TAKMX KaK IJIAHUPOBIINK U TUCIIETYEP KOHTPOJI-
JIEPOB, HE MOXKET OBITh CPA3y HECKONBKO aKTHBHBIX 9K3eMILISIpOB. [IpeacTaBbre, 4TO
pasHble MJIAaHUPOBIIUKY IBITAIOTCS PA3BEPHYTh OJIMH U TOT e I10J] Ha Pa3HbIX y3Jax
WJTH IOMECTUTD HECKOJIBKO €TI0 KOTIUI Ha OJIFH y3eJI — 9TO BBEPIJIO GBI CHCTEMY B Xa0C.
Yro6bl 106UTHCS BBICOKOTO YPOBHsT MacinTabupyemoctu Kiacrepa Kubernetes, ranmbie
KOMITIOHEHTBI CJIE/IyeT 3alTyCKaTh B PexKUMe BRIG0pa Jiujiepa. ITo 03HAYAET, 4TO TPH Ha-
JINYUH HECKOJIbKUX 3K3EMILISIPOB TOJIBKO OJIUH M3 HIUX MOKET ObITh AKTHBHDIM, €CJIH OH
BBIUJIET U3 CTPOsL, BMECTO HETO OyzieT BBIOPaH JAPYTOil.

B Kubernetes Takoii peskum ycTaHaBIMBaeTCs ¢ MOMOIIbIO (yiara leader-elect.
[ImanmpoBuMK 1 ANCIIeTYEP KOHTPOJIEPOB MOKHO Pa3BePHYTh B BUJIE 110/IOB, CKOIIN-
POBaB WX MaHU(DECTHI B KaTaloT /etc/kubernetes/manifests.

[lamee pencrasien (pparmMeHT M3 MaHU(eCTa TITAHUPOBIINKA, B KOTOPOM MCIIOJIb-
3yeTrcs aToT ar:

command:

- /bin/sh

- -C

- /usr/local/bin/kube-scheduler -master=127.0.0.1:8080 -v=2 -leaderelect=
true 1>>/var/log/kube-scheduler.log

2>8&1

A 310 anasoTNYHBIH (hparMenT U3 MaHudecTa JucreTIepa KOHTPOJLJIEPOB:

- command:

- /bin/sh

- -c

- /usr/local/bin/kube-controller-manager -master=127.0.0.1:8080 -clustername=
e2e-test-bburns

--cluster-cidr=10.245.0.0/16 -allocate-node-cidrs=true -cloudprovider=

gce -service-account-private-key-file=/srv/kubernetes/server.key

--v=2 -leader-elect=true 1>>/var/log/kube-controller-manager.log 2>&1

image: gcr.io/google_containers/kube-controllermanager:
fda24638d51a48baal3c35337fcd4793

33M€TbTe, 4TO, B OTJIMYME OT APYTUX TI0/I0B, 9T KOMIIOHEHTBI HE MOTYT aBTOMaTH-
YECKHU Iepe3arryCKaTbCA Cpe/iCTBaMU Kubernetes, ITOCKOJIbKY UMEHHO OHHM OTBEYAIOT 3a
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Mepe3aIycK BBIIEAIIIX U3 CTPOsT HK3EMILISIPOB Mofia. Y Bac YKe I0JKHA GbITh 3a1myIieHa
TOTOBas 3aMeHa.

Boi6op auaepa B npuiaoskeHun. Boibop smjiepa MOKeT ObITh TOJIE€3HBIM U BHYTPU
Balllero IPUJIOKEHNUS, HO €TI0 YPEe3BbIYaiiHO CJI03KHO peain3oBaThb. K cyacTblo, B 9TOM
BaM crocoOHa momoub cuctema Kubernetes. Ha takoii cirydail mpeaycMoTpeHa 3a/10-
KyMeHTUPOBaHHas IIPoIle/lypa ¢ MpuMeHeHneM KoHTeiiHepa leader-elector OT KOM-
nanun Google. Ee ocHOBHas mjest 3aKJII04aeTCs B UCIOTb30BAHIY KOHEYHBIX TOYEK
Kubernetes B coueranunu ¢ moJysiMu ResourceVersion u Annotations. TToak/rounB
3TOT KOHTEUHED K MOy CBOErO MPUJIOKEHUS, BBl MOJyUUTE YAOOHBIE CPEACTBA JIJIst
BbIOOpA JMzIEpa.

3amycTuM KoHTeltHep leader-elector ¢ TpeMst MOJaMU U TIPOBEIEM BBIGOPHI TIOJ
Ha3BaHueM election:

> kubectl run leader-elector --image=gcr.io/google_containers/leaderelector:
0.5 --replicas=3 -- --election=election -http=0.0.0.0:4040

Yepes kakoe-TO BpeMsI BBl YBUUTE B CBOEM KJIacTepe TPU HOBBIX T10J[a C UMEHAMU
BUJa leader-elector-xxx:

> kubectl get pods | grep elect

leader-elector-57746fd798-7s886 1/1 Running 0
39s
leader-elector-57746fd798-d94zx 1/1 Running 0
39s
leader-elector-57746fd798-xcljl 1/1 Running 0
39s

Xopotiio, HO KOTOPbI 13 HUX Beaymuii? [Tomyunm koneunsie Touky election:

> kubectl get endpoints election -o json

{
"apiVersion": "v1",
"kind": "Endpoints",
"metadata": {

"annotations": {
"control-plane.alpha.kubernetes.io/leader":
"{\"holderIdentity\":\"leader-elector-57746fd798-xcljl\",
\"leaseDurationSeconds\":10,\"acquireTime\":\"2018-01-08T04:16:40Z\",
\"renewTime\":\"2018-01-08T04:18:26Z\",\"leaderTransitions\":0}"

b

"creationTimestamp": "2018-01-08T04:16:40Z",
"name": "election",

"namespace": "default",

"resourceVersion": "1090942",

"selfLink": "/api/vl/namespaces/default/endpoints/election”,
"uid": "ba42f436-f42a-11e7-abf8-080027c94384"
1

"subsets": null



108 naBa 4 e BbicOkasg AOCTYNHOCTb U HAAEXHOCTb

Ecomi xopor1iio mprcMoTpeThbes, 0TBET MOKHO HANTU B pas[esie metadata. annotations.
Yro6bl YIPOCTUTH TIOUCK, COBETYIO MCIOIb30BATH (DAHTACTUYECKYIO YTHIUTY jq IS
pa6otsi ¢ JSON (http://stedolan.github.io/jg/). OHa Kpaiite 110J1e3Ha Py aHAJIN3€e BHIBOJAA
Kubernetes API wii kubectl:

> kubectl get endpoints election -o json | jq -r .metadata.annotations[] |
jq .holderIdentity
"leader-elector-57746fd798-xcljl"

Y0661 yOenuThCs B TOM, UTO BBIOOD Jinzepa paboTaer, yaaaiuM TeKYIIero Juaepa
U TOCMOTPHM, TIOSIBUTCSI JIU Y HETO 3aMEHA:

> kubectl delete pod leader-elector-916043122-10wjj
pod "leader-elector-57746fd798-xcljl" deleted

W BoT Hamr HOBBIN JU/ED:

> kubectl get endpoints election -o json | jq -r .metadata.annotations[] |
jq .holderIdentity
"leader-elector-57746fd798-d94zx"

JInpepa mozxxno Haiitu 1 o HTTP, tak kak konTelinep leader-elector mmpenocras-
JIIET COOTBETCTBYIOINLYIO MH(MOPMAIIIO Yepe3 JOKAIbHbI BeG-cepBep Ha rmopre 4040
(crpsTaHHBIH 32 IPOKCH ):

> kubectl proxy

In a separate console:

> curl
http://localhost:8001/api/v1/proxy/namespaces/default/pods/leader-elector-5
7746fd798-d94zx:4040/ | jq .name

"leader-elector-57746fd798-d94zx"

JlokanbHbIl BeG-cepBep 1M03BoJIsAeT leader-elector MOAKIIOUNTHCS K KOHTEHE-
Py Balero OCHOBHOTO MPUJIOXKEHUsST B paMKaX ofHOTO moja. O6a sTuX KoHTeliHepa
HAXOJISITCSI B OJIHOM JIOKAJIBHOU CETH, TOATOMY MOKeTe 00paTUThCs 110 ajapecy http://
localhost:4040, 4TOOBI y3HATh UMs TEKYILETO Jaugepa. V3 Bcex KOHTEHHEPOB ¢ BalIM
NPUIOKEHUEM aKTUBHBIM OY/IET TOJIBKO TOT, KOTOPbIH HAXOAUTCS B OJTHOM MOJIE C BbI-
OGpaHHBIM JUIEPOM, KOHTEIHEPBI B OCTATIBHBIX Mojax OyAyT nmpoctanBath. Jo6oii
TTOJTyYEHHBIN 3a1TPOC OHU NepeHaIpaBsIT JUAEPY, XOTs IIyTeM XUTPbIX MaHUITYJISITNN
¢ 6aaHCUPOBIUKOM HAIPY3KU MOJKHO C/IeJIaTh TaK, YUTOOBI JIU/ED TTOJMYYa BCe 3ampo-
CBbI HAIIPAMYIO.

BbiCOKas AOCTYMHOCTb B TECTOBOM cpeae

Boicokast jocTymHOCTh nMeeT GoJibioe 3HadeHue. Eciu BaM HUKaK He yaaercs ee 10-
CTUYb, 3TO O3HAYAET, YTO ¥ BAC TMOSIBUJIACH HOBast Ou3Hec-3a/a4a. U mpeske, yeM pas-
BEPTHIBATH CBOI KJIacTep B MPOMBINICHHOI cpejie, BaM HEOOXOUMO YOEUTHCS B €ro
HaJI’KHOCTH U BBICOKOIT locTymHOCTH (passe uTo BbI paboTaere B Netflix, re rectupo-
BaHUE MTPOUCXOJIUT B PeATbHBIX YCJI0BHsIX ). Kpome Toro, moboe n3Menenne, BHECEHHOE
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B KJIACTEP, TEOPETHUYECKH CITOCOOHO YXY/IIUTH €T0 BLICOKYIO IOCTYITHOCTD, HE BJIMSIS HA
apyrue dyHkuuu. Bee cBopuTed K cieylonieMy IpaBuLy, KOTOpPoe JeicTByeT Be3/e:
€CJIH BBI YTO-TO He MPOTECTUPOBAJIH, CYUTANTE, YTO OHO HE paboTaer.

Tak, Mbl yCTAHOBUIIH, YTO HEOOXOIMMO MTPOBEPSITH HA/IEKHOCTD M BEICOKYTO JIOCTYII-
HoCTb. JIydliie BCero aTo jiesiaTh B TECTOBOM Cpejie, KOTOPasi HanboJiee TOYHO IMYJIUPYeT
MPOMBIIIJIEHHBIE YCTOBUAL. J1a, 9T0 MOXKET OBITh HAKIIAIHO, HO €CTh HECKOJIBKO CIIOCOOOB
CHU3UTD PACXOJIbI.

0 BpemenHas BbIcOKOAOCTynHasA cpesa. Co3zaBaiiTe KiacTep TOIbKO HA BPeMs Te-
CTUPOBAHUS €I0 BLICOKON JOCTYITHOCTH.

O HachlmeHHOCTh. 3apaHee OPraHU3yiTe MHTEPECYOIINE BAC TIOTOKH COOBITUN U CIie-
HapUu, MOATOTABINBANTE BBOJ U CUMYJIUPYUTE CUTYaITUU OHY 32 IPYTOI.

Q CoueraiiTe IpoBepKy BBICOKOH JOCTYNHOCTH U IPOU3BOJAUTEIBHOCTH CO CTpecc-
tTectupoBaHueM. [I[poBepuB BbICOKYIO IOCTYITHOCTH U ITPOU3BOIUTEIBHOCTD, TIepe3a-
Ipy3UTe CUCTEMY U IOCMOTPUTE, KaK ee KOH(MUTYPAIUSA C TUM CIIPABUTCSL.

TecTMpoBaHMe BbICOKOM AOCTYMHOCTU

TectupoBaHue BBICOKOI [OCTYITHOCTU TPeOYeT IIIAaHUPOBAHUS U TJIyOOKUX 3HAHUI
o cucreMme. [lesrb Bcex TPOBEPOK — BbISIBJIEHIE HEJIOCTATKOB apXUTEKTYPbI 1/NJIN pea-
stzarun. TIOKPBITHE TeCTAMU JIOJZKHO OBITH XOPOIIUM, YTOOBI B CITyYae UX TPOXOIKIEHST
BbI OBLIN YBEPEHBI B TOM, UTO MOBEJICHUE CUCTEMbI OY/IET TPEACKAZYEMBIM.

B koHTeKcTe Ha/Ie’KHOCTH M BBICOKOM JIOCTYITHOCTH 3TO O3HAYAET, YTO BaM HYKHO
KaKUM-TO 00Pa3oM CJIOMATh CBOKO CUCTEMY W ITPOCJIEUTD 32 TEM, KAK OHa BOCCTAHOBHT-
cs1. JTaHHY10 33/1a9y MOKHO Pa3OUTh HA HECKOJIBKO MyHKTOB,

O CocTaBUTh UCYEPITBIBAIONINI CITUCOK BEPOSITHBIX HEIMOJAJI0OK U UX MOTEHI[UATTBHBIX
COYeTaHMI.

Q IIpemycMOTpeTh AJIsT KAKIOTO Cydasi 4eTKYIO PEaKITUIo.
O OmpeaenuTh crocob MPOBOKAIUHI HETTOJIA/IOK.
O Haiity criocob OTCIeKUBAHIA PEAKII CHCTEMBbI.

Kasxzaprit u3 mynkToB BaskeH. [lo MoeMy ombITY, Jrydliie BCero ZieJiaTh BCE ATO I10-
CTETIeHHO, YCTAHOBUB OTHOCUTEILHO HEOOIBIIIOE KOJIMIECTBO 00X KaTeropuii cboes
" crocoboB pearnpoBanust Ha HUX. [TOMBITKA COCTABUTH BCECOOBEMITIONIHI TTOCTOSTHHO
MEHSIONUIICS CTUCOK HU3KOYPOBHEBBIX HEIOJIAIOK — He caMast JIyJIiast ujesl.

Hamnpumep, obiast kareropust c60€B Ha3bIBAETCS «y3€J HE OTBEYACT», 4 CTAHAAPT-
HOI peakiueil Ha Hee MOXKET OBITH Tiepesarpyaka yana. CrpoBonupoBaTh Takoi c6oii
MO:kHO, ocTaHOBUB BM c y3som (ecsm 910 BM). Co cTOpoHBI 9TO T0JKHO BBITJISIETD,
GY/ITO y3eJ1 HeJOCTYTICH, HO TIPHEMOYHOE TECTHPOBAHKE IOJIKHO MOKA3aTh, 4TO CHCTEMA
paboraeT B HOpMaTIbHOM peskrMme. CyIecTByeT MHOKECTBO IPYTUX ACTIEKTOB, KOTOPBIE
CJIEJTY€T MTPOTECTUPOBATH, HATIPUMEP, GBIV JIV 3aTMCAHBI B JKYPHAJ CBeIcHNsT 00 OTKa3e,
MOJTYYUITN JTA OTIOBEIICHSI COOTBETCTBYIOTIHE JIIO/IM, 0OHOBUIIUCK JIN PA3HbIE CTATHCTH-
YecKre JaHHbIe 1 OTYETHI.
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CTOUT OTMETHUTD, YTO MHOT/IA MTPOGJIEMY HEJIb3sT PEITUTH 32 OJ[MH TTOAXO0. Tak, ecim
V3€JT TePeCcTas OTBEYATh U3-3a AMapaTHBIX TPoOJIEM, TTlepe3arpyska He TIOMOKeT. B aTom
ciry4ae J0JIKHO aKTUBU3UPOBATHCS IOTIOTHUTEBHOE PEIIeHIe, HAPUMED 3aIyCK U KOH-
(uryparust HoBoit BM, k KOTOpOI1 3aTeM TOAKIIOYNTCS TOAXO/ISIIIH y3er. 3/1eCh MOKHO
npeHedpedb YHUBEPCATBHOCTDIO M CO3/aTh TECTBI JIJIST OTIPEIEIEHHBIX THIIOB TOJIOB, Pa3-
MeTIeHHbIX Ha yaie (eted, Bemymmast, paboyast, 6a3a JaHHBIX 1 MOHUTOPHHT).

Ecii BaM HYKHO 06€CTIEYUTh BBICOKOE KAUECTBO CUCTEMbI, TIPUTOTOBLTECH K TOMY,
YTO Ha KOH(DUTYPAIUIO TECTOBBIX CPE/l U OT/AEIBHBIX TECTOB OY/IET YXOAUTh [aKe HOJIbIIe
BpPEMEHHU, YeM Ha PAa3BEPTHIBAHIE B IPOMBIIIJIEHHBIX YCIOBUSIX.

IMocremumit  Hanboee BAKHBII COBET: MHITANTECH BRIOMPATH KaK MOKHO GoJtee
TOHKUE PEIIeHrs. ITO 03HAYAET, YTO B HMjleajie y TOTOBOI CUCTEMBI HE JIOJIKHO OBITh
MEXaHM3MOB MOHUTOPHUHTA, KOTOPBIE TIO3BOJISIIN GBI OTKITIOYATD TIEJTble €€ YACTH HJIH
CHUJKATD €€ TIPOM3BOUTENLHOCTD Ha BPEMsI TPOBEPKHU, TAK KaK 3TO JIeJIaeT ee boee
YI3BUMOM K aTakaM 1 olnOKkaM KoH(urypauun. B uease yipasjieHye TeCTOBOI cpeaoit
He TOJKHO TPeOOBATH N3MEHEHST KO[a MTH KOHMUTYPAIIH, KOTOPBIe GYAYT Pa3BepHY ThHI
B TIPOMBITIIIEHHBIX yeaoBusax. O6erano 8 Kubernetes 10BoJIbHO JIErKO BHEAPUTD TIOIbI
U KOHTEWHEPHI C JIOTIOJTHUTETbHBIMUA TECTOBBIMU (DYHKIMSIME, KOTOPbIE B3AUMOJIEHCTRY -
I0T ¢ CUCTEMHBIMI KOMIIOHEHTAMU HA dTalle TECTUPOBAHUSI, HO HUKOT/IA He Pa3BePThI-
BatoTcs B paboueit cpeje.

B manHOM paszesie MbI paCCMOTPEJIH CPE/ICTBA /IS MOTYUIeHHS HAJIe’KHOTO 1 BBICOKO-
JIOCTYITHOTO KJIactepa, BKJodast etcd, APT-cepBep, MIaHUPOBIIUK U IUCTIETYEP KOHTPOJI-
JIepoB. BBl TO3HAKOMHUIINCH € METOIMKAMHU, KOTOPBIE PEKOMEH/YETCS MCTIOIB30BAT JIJIST
3aIUTBI KAK CAMOTO KJIACTEPA, TAK U BAINX JAHHBIX, Y/EJUB TIPH 3TOM 0C000€ BHUMAHIE
npobIeMaM, CBSI3aHHBIM C TECTOBBIMU CPEITAMHU U TECTHPOBAHIEM.

O6HoBNEHMEe KnacTepa Ha NneTty

OpiHa U3 caMbIX CITOKHBIX ¥ PUCKOBAHHBIX TIPOIEAYD, CBA3AHHBIX ¢ 00CTyKUBAHUEM
kimacrepa Kubernetes, sakiouaercst B ropstunx 0O0HOBIeHUsIX. acToO B3aMO/IelicTBIE
MEK/IY PA3JIMYHBIMU BEPCUSIMU PA3HBIX YACTEN CHCTEMBI CJIOKHO TIPEICKA3aTh, HO BO
MHOTHX CUTYalnsx 6e3 9Toro He 060iTHch. KpymHbIe KIacTepbl ¢ MHOKECTBOM MTOJIB30-
BaTeJieil He MOTYT IIPOCTAaNBaTh BO BpeMst oOcry:kuBaust. CO CJIOKHOCTBIO JIYUIIe BCETO
GOPOTHCS METOIOM «Pa3/IeJIsAi 1 BAACTBYI». 31€Ch OUeHb K MECTY TIPUXOAUTCS APXUTEK-
Typa MUKPOCEePBUCOB. Baliia cucrema HUKOTIA He OGHOBJISIETCST TIeTMKOM. Bmecto sToro
MOCTOSTHHBIM OOHOBJICHUSIM TO/IIEXKAT JIUIIB OT/IEbHbIC HAGOPHI CBSI3AHHBIX MEKLY
c000ii MUKpOCepBUCOB, IIpu U3MeHeHnn API usmeHsioTcs U MX KIMeHTbl. XOPOLIO
NpolyMaHHOe OOGHOBJIEHUE TIPE[yCMATPUBAET COXPaHEeHHEe 0OPATHOM COBMECTUMOCTH /10
TeX MO, MOKa He OOHOBSITCS BCE KIMEHTBI, 3aTeM Ha MPOTSKEHUN HECKOJIBKUX BEPCUI
crapbie API momevaiorcst Kak HeaKTyaJsbHbIE.

B aTom pasjesie MOrOBOPUM O Pa3HBIX CTPATETHSIX OOHOBIECHUS KIaCTEPOB, TAKUX
kak rraBatonue (rolling) u cune-sesnensie (blue-green) o6HOBIeHNs. BoI TakKe y3HaeTe,
B KaKWX CUTYAIUSIX MOKHO BHOCUTH JIOMAOIINE M3MEHEHHSI, OTKa3bIBasiCh OT 0OPATHOI
COBMECTUMOCTH. 3aTeM PACCMOTPUM BasKHBIE TEMbI — MUTPAIIIO JAHHBIX U UX CTPYK-

TYPBHI.
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MnaBatoLwwme obHoBEHUS

[TaBaiotiiee 0OGHOBIIEHIE TIOIPA3YMEBAET TIOCTETIEHHBIIN TTEPEBO/T KOMIIOHEHTOB Ha CJTe-
IYTOTIYIO BEPCUTO. ITO O3HAYAET, UTO B BAIEM KIACTEPE OYAYT OAHOBPEMEHHO MTPUCYT-
CTBOBAaTh KakK JIEHCTBYTOIIHE, TAK M HOBbIE KOMITOHEHTHI. 3/1€Ch BOBMOKHBI /[BA BAPMAHTA:
O HOBbIE KOMIIOHEHTBI UMEIOT 0OPATHYIO0 COBMECTUMOCTD;
O HOBBIE KOMIIOHEHTBI HE UMEIOT 0OPATHOI COBMECTUMOCTH.

B nmepBom caryuae o6HOBIEHE TOJKHO GBITH TIPOCTHIM. B pantux Bepcusix Kubernetes
C TTABATOTIIMHU OOHOBIEHUSIMU CJIEOBATIO OOXOMUTLCS KPaiiHe 0CTOPOKHO, HCTIOTB3Y ST
METKHU U TOCTEIIEHHO MEHsIsI KOJMYEeCTBO PEILIUK [Tl HOBBIX U CTapPBIX Bepcuil (XoTs
y KOHTPOJJIEPOB PETLTUKAIINHN JIJIT 9TOTO TPEAYCMOTPeHa ynoOHast komaria kubectl
rolling-update). Ho 8 Kubernetes 1.2 nmoasujics HOBBIIA pecypc pasBepTbIBAHNUS,

KOTOprfI 3HAUYUTEJIbHO YIIPOLIAET 3TY IIPOLIEAYPY U IIOAACPIKNBACT Ha60pr PEIINK.
On nmeer ciaenyronime BOSMOKHOCTH:

O BbIMOJTHEHWE Ha CTOPOHE cepBepa (TIPOIoIIKaeT paboTaTh Maske MOCTE OTKIIOUEHHS
Balllero KOMIIbIOTEPA);

BeJleHNe BEPCHii;

MHO>KECTBEHHbIE [TapaJljieIbHble BbIKATbIBAHUS;

OOHOBJISAIOIINE PA3BEPTHIBAHIS;

arperanus COCTOSTHUS BCeX TOJIOB;

OTKAT U3MEHEHNUI;

Ppa3BepThIBaHNE CaMbIX CBEKHX I/ISMeHeHI/Iﬁ;

O0O00D0O0ODO

MHOKECTBEHHbIC CTPAaTETNN (HJIaBaIOIlII/Ie 06HOBJIEHU 110 yMO]I‘-IaHI/IIO).

[lanee npuBesien mpumep Manudecra g pa3BepThiBanust Tpex 1mojoB ¢ NGINX:

apiVersion: extensions/vilbetal
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 3
template:
metadata:
labels:
app: nginx
spec:
containers:
- name: nginx
image: nginx:1.7.9
ports:
- containerPort: 80

Twun saToro pecypca — Deployment (pa3BepThIiBaHuE), a €TO UM, nginx-deployment,
MOJKHO HCTIOJIb30BATh MO3KE /it OOPAIEHUST K Pa3BePThIBAHUIO (HATPUMED, OOHOBJIEHUSI
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W OTKaTa nsMeHenuii). Camasi BaskHas yacTh — mIabJIoH 1oJa, — KOHEYHO JKe, Ha-
XOJUTCS B pasjesie spec. Perinku onpesessiioT, CKOJIbKO MO0B OyIeT B KJIacTepe,
a 1abJI0H COAEePKUT KOH(MUTYPALIMIO A1 KAKIOr0 KoHTeliHepa (B JaHHOM CJIydae JIUIIb
JIJTSI OITHOTO).

Yr0o6b1 HaYaTh IIaBalolee OOHOBJIEHIE, CO3AiiTe peCypC pa3BepThIBAHUSL:

$ kubectl create -f nginx-deployment.yaml —record

[To3ke MOXHO y3HATH O COCTOSTHUYM Pa3BEPTBHIBAHUS C MTOMOIIBIO CJeYy0nei
KOMaH/IbI:

$ kubectl rollout status deployment/nginx-deployment

CioxxHoe pa3BepThiBaHue. Pecypc pa3BepThiBaHUSI OTJIUYHO MTOJAXO/UT B CUTY-
alUsIX, KOrjza HyKHO OOHOBHMTH OJIMH 110/, HO YaCTO TaKMUX I10J0B OKa3bIBAETCS He-
CKOJIBKO W MHOT/Ia X BEPCUU 3aBUCAT JIPYT OT /IpyTa. B TakoM cirydae Bam, BO3MOKHO,
HPHUAETCS OTKA3aThCs OT IJIaBAIOIMX OOHOBJIEHMII WM BBECTH HOBBIA BPeMEHHbII
cyoit copmectumoct. [Ipeacrasbre, uyTo cepBuc A 3aBucut ot cepsuca b. B kakoii-to
MOMeHT B cepBuc b Brecsm cepbestbie usmenenns. Ioapr Bepcuu 1 cepsuca A Gosiblire
He MOTYT B3aUMOJIEHCTBOBATH C 1ojiamu Bepcuu 2 cepsuca b. Kpome toro, mojepskka
MoJIaM¥ Bepcuu 2 cepBrca b oiHOBpeMeHHO HOBBIX U cTapbix API HexkenarebHa ¢ TOU-
KM 3PEHUST HAJEKHOCTH U YIIPaBJIeHUsI u3MeneHussMu. st pererus aToii mpobieMbl
MOXKHO €O3/1aTh cepBHUC-afanTep, Kotopsiii peamudyet API cepsuca b Bepcun 1. On
paszmerntaercs Mexxay A u b, Tpancaupys 3arpockl U OTBETHI MEXKY BEPCUAMU. ITO
YCJIOKHSIET TIPOIIECC Pa3BePThIBAHMUS 1 TPeOYeT AOMOJHUTENbHbIX ACCTBIIL, HO CEPBH-
col A u B ocraiorces npoctbiMu. Bbl MoskeTe OTKaThIBaTh 0OHOBJIECHUS] HECOBMECTHMbIX
BepCUii, a TPOMEKYTOUHBIN CJION MCUYE3HET, KOT/1a BCE TOIbl cepBucoB A u b niepeiiayT
Ha Bepcuio 2.

CuHe-3eneHble 06HOBEHUS

ITnaBarorie 0OHOBJICHNUST TOBBINIAIOT JOCTYITHOCTh CUCTEMBbI, HO MHOT/IA UX BbIKAThIBa-
HUE OKa3bIBAETCSI CIIUIIKOM CJIOKHBIM W TPEOYET 3HAUNTEIbHDBIX YCUIUN, 3aMeIJIsIst
pa3paboTky 6osiee BaKHBIX TIPOEKTOB. B TaKMX CUTYaIMsIX OTJIMYHON aJbTepPHATHBOI
MOTYT TOCTYKUTE CUHe-3eerbie 06HoBMenst. OHM MOIPa3yMeBaIoT MPeABAPUTENHHYIO
HOATOTOBKY IIOJIHOI KOIIMHK Ballleii IPOMBIIILJIEHHOI cpeibl ¢ HOBOI Bepeueii. Takum 06-
pasoM, BbI TIoJTydaeTe JiBe KON — cTapyio (CMHIOK) 1 HOBYIO (3esenyo). Ha camom
JleJie T[BeTa He UTPAIOT HUKAKON POJiM — rIaBHoe, YT0ObI y Bac OBLIN JIBE aBTOHOMHBIE
MPOMBITIITIEHHBIE CPefibl. BHaYae akTHBHA CHHSIS Cpefia, OHa 0OCTYKUBAET BCE 3aTIPOCHL.
Tem BpeMeHeM BbI MOXKETe HadyaTh BBITIOJIHATH BCE TECTHI B 3€JIEHON cpeie U, Y/I0BJIeT-
BOPUBIIKCD PE3YJIbTATOM, C/IeJIaTh ee akTUBHOM. Ecii uTo-To noiijieT He Tax, JJIerko ot-
KaTUTHCST 0GPATHO — MPOCTO TIEPEKTIOUNTEC € 3€JIEHON CPEIBI Ha CHHIO. 1 1eTmKaTHO
[IPOMTHOPHUPOBAJI TEMY XPAHUJIMIIA ¥ COCTOSHIS, HAXO/IAIIErocs B aMsATH. MruoBenHoe
MepEKTIOUeHNe MEKTY CPETAMHU TOIPA3yMEBAET, UTO WX KOMITOHEHTHI He 00JIa1aioT Co-
CTOSTHHEM U UCIIOJIB3YIOT OOIIHIA CJION XpaHEHUsT JIAHHDIX.

O6HOBIEHYE XPAHUIININA WU JoMaiotie nameHenus API, 10CTymHBIX BHEITHIM
KJINEHTaM, TPeOYIOT PUHSTHSI JOTTOJHUTETHHBIX Mep. Tak, eCIu CUHsIs U 3eJeHast
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Cpe/ibl UMEIOT OT/ZIEJIbHBIC XPpaHWJINIIA, ITEPE/L IIEPERIIOYEHUEM BaM, CKOPEE BCETrO, Ipn-
JIETCA HAIIPaBJIATD BCE BXOAIIME 3aIIPOCHI KaKI01 U3 HUX U CMHXPOHHU3WPOBATDH PaHee
COXpaHEHHbIEC JJaHHbIEC.

YnpaBneHne n3MeHeHUsIMN B KOHTPaKTax AaHHbIX

KoHTpaKThI JAaHHBIX OMTUCHIBAIOT TO, KAK JIAHHBIE IOJKHBI OBITH OPraHM30BaHbL JTO 00-
I TEPMUH /111 METaJaHHBIX € OITMCAHUEM CTPYKTYPbL. TUITHYHBIN IPUMEP — CTPYK-
Typa 6a3pr maHHbIX. K HUM OTHOCSTCS Takke WHOOPMAIINS, TePeIaioNasics o CeTH,
dopmaTbl GailioB U HaxKke COAEPKIMOE CTPOKOBBIX apryMeHTOB U 0TBeTOB. JI1060i
(aiin koHpurypannu obaagaer kak popmarom (JSON, YAML, TOML, XML, INT wiu
JIPYTUM, HECTAH/IAPTHBIM ), TAaK U HEKON BHYTPEHHEH CTPYKTYPOI, KOTOPAsk OMUCHIBACT
JIOITyCTHUMbIE BU/Ibl M€PAPXUA, KJIIOUEH, 3HAUeHHH U TUIIOB JaHHbIX. KOHTPaKThI JaHHBIX
OBIBATOT OOTIIIMHU W KOHKPETHBIMIL. B mo60M ciydae paboTaTh ¢ HUMI HY/KHO BHUMA-
TEJILHO, HAYE BbI MOJIYYUTE OMIMOKHU BBITTOJHEHUST, KOT/Ia KOJI, 3aHUMATOIIMHCS YTEHUEM,
pazboPOM LTI TIPOBEPKOT, CTOTKHETCST ¢ HE3HAKOMOU CTPYKTYPOT TAaHHBIX.

Murpaumsa gaHHbIX

Murparyst TaHHBIX UMeeT GOIbINoe 3HaueH e, MHOTHE COBPEMEHHbIE CHCTEMBI Pab0TaIOT
C TAHHBIME, 06BEM KOTOPBIX M3MepsieTcs Tepabaiitamu, metabaiitamut 1 T. /1. B 6yaytem
KOJIMYECTBO coOrpaeMoi 1 obGpabaTbiBaeMoii nidopmMaryu OyaeT TOJIbKO PACTH, K CKOPOCTh
ITOTO MPOIECCa YIKE OTEPEKAET TEMITbI PA3BUTHUST alllIapaTHbIX perenuit. [Iporie roBops,
€CJIU IAHHBIX MHOTO, UX [lePeHeceHe MOKeT 3aHsITh OIpe/ie/ieHHoe BpeMsi. B kommanumu,
rze s pexie paboTa, MHe 10BeIoch HabaoaaTh 3a Murpanueii 100 T6aiit us kiacrepa
Cassandra oiHO ycTapeBIneil CHCTEeMBI B IPYTOH aHAJIOTHYHBIN K1acTep.

Y Broporo kiacrepa Cassandra 6biia wHas cTpykTypa, 1 kaacrep Kubernetes 06-
paraics K HeMy HeTpephIBHO. JTa 3aada OblIa 09eHb CIOKHOM, U, KOT/Ia BO3HIKAII
HEOTJIOJKHbBIE TPOGJIEMBI, €€ BBIMOJIHEHNE MOCTOSHHO OTKJIIbIBaIOCh, [1o ncredennu
M3HAYATHHO TIOCTABJIEHHBIX CPOKOB CTapast M HOBAsI CHCTEMBI eIle 0T paboTasi
HapaJiiesibHo.

Cpe/cTs [Uist pas3/ieieHust IAHHBIX U TIePelaui UX 000MM KracTepaM OBLIO0 I0CTaTOu-
HO, HO B KaKO#-TO MOMEHT MBI CTOJIKHYJIICH € TPOOIeMaMu MacITabnpOBAHUST HOBOIT
CHCTEMBI U JIOJIKHBI OBLIIN UX PEITUTh, TIPEKIE YeM JABUTaThCst Aasbiie. Ctapble TaHHbIe
nuMesn GOMTBINoe 3HAYEHE, HO IOCTYIT K HUM He HY/KHO OBLIO OOCTYKUBATDH Ha TOM JKe
YPOBHE, UTO U CBEXKYI0 mH(popMaiuio. [109ToMy MbI 3aHSINCH €lile OJHUM IIPOEKTOM —
MEePEHOCOM CTaphIX JAHHBIX B GoJiee jieliieBoe Xpanusuiie. EctecTBeHHO, 9T0 03HAYAIO,
YTO KJIUEHTCKUE OMOIUOTEKN U CEPBUCHI JIOJKHBI yMETh 00PAIIAThCs K 000MM XPaHHJIH-
maM 1 06beIUHAT MOJTyYeHHBIE pe3y ibTaThl. PaboTast ¢ 6obImiMu 00beMaMu JAHHbIX,
HITYET0 Heb3sT IPUHIMATD Ha Bepy. BoI yzieTe CTATKUBATHCS ¢ TIPOOIEMaMit MacTTabu-
POBaHU UHCTPYMEHTOB, UH(MPACTPYKTYPbI, CTOPOHHUX 3aBUCUMOCTEH 11 COOCTBEHHBIX
nporieccoB. Bourbioit MaciiTab — 9acTo He TOTBKO KOJTHYECTBEHHAS, HO 1 KAYeCTBEHHAST
xapakrepuctuka. He Hazeiitecn, 4To Bce MPONIET TJIAZKO. ITO HAMHOTO CJIOKHEE, 9eM
(haiizbl, pacnosioskeHHbIE B TOUKE A, TPOCTO CKOMMUPOBATH B TOUKY b.
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YcTtapesaHue API

Ycrapesanue API GoiBaer BHyTpeHHUM U BHelTHUM. BayTpeHHue API nmpumMeHsioT
KOMITOHEHTHI, TIOJTHOCTBIO TIOZKOHTPOIbHBIE Balllell KOMaH/Ie NJIu OpraHu3aii. Ber mo-
sKeTe OBITh YBEPEHbI, UTO BCE, KTO UMM TTOJIB3YETCs, TIePeiilyT Ha HOBYIO BEPCHIO B Kpar-
vaitinue cpoku. C BHenHuMI API paboTaioT oJib30BaTe/In Wil CEPBUCHI 3a IIPeJeIaMu
Ballleil HerocpeACTBeHHON chepbl BAUAHNA. B HeKOTOPLIX HEOHO3HAYHBIX CUTYaIlNIX
Jlaske ¢ BHYTPEeHHUMU UHTepdeiicaMu PUXoUTest 06panaThCs Kak ¢ BHEIIHUMEI — Ha-
MIPUMED, €CJIU BBl paboTaeTe B OTPOMHON KOMITaHuH, Takoil kak Google. Ecain moBeser,
Bce Barn APT Gy/yT UCIOIB30BATHCS aBTOMATHYECKY OOHOBJISIEMBIMU TTPUIOKEHUSIMU
WJIN Yepe3 BeO-CTPaHUILy, KOTOPYIO BbI KOHTPOJIUpYyeTe. B Takux cirydastx porpaMMHBII
uHTepGERc MPAKTHIECKH CKPBIT OT BHENITHETO MUPa U BaM JIayke He HY5KHO ero myo.in-
KOBATb.

Ecam y Bamero API muoro mosib3oBatesieii (M1 HECKOJIBKO OUeHb BaYKHBIX KJINEH-
TOB), €T0 yCTapeBaHUe cJelyeT THATeIbHO KOHTPOJAUPOBaTh. Ecim maTepdeiic ycraper,
BBI JTOJUKHBI 3ACTABUTH TOTH30BATETEH OOHOBUTRHCS, MHAYE CTAPAsT BEPCUs HUKY/IA
He JICHeTC.

EcTb HECKOJBKO CTTOCOGOB CMSITYUTE CBSA3AHHBIE C THM HEyI06CTBa.

O O6xoxutech Ge3 ycrapeBauust. Pacmupstiite umerotnuiicss APT win pogosskaiite
MOIEPKUBATD TIPEAbIAYInil. THOTIa 3TO I0BOJIBHO JIETKO C/Ie/IaTh, XOTst 6e3 j10-
MOJTHUTENLHOTO TECTUPOBAHNS HE 0OONTHCH.

O IIpenocrasistiiTe CBOEH IeJIEBOM ayANTOPUY KINEHTCKITE OGUOIMOTEK Y [Tt BCEX 3HA-
YMMBIX A3BIKOB ITPOTPaMMUPOBaHMA. ITO XOpOH_[I/Iﬁ BapHaHT. Brb1 cMoskeTe BHOCUTD
MPOM3BOJILHBIE U3MEHEHSI B NCXOAHbIH API, He BbI3bIBast HEYOOCTB /IS TIOJIb30BaTe-
Jieit (rnaBroe, uTOObI MHTEPGEHC SI3bIKA TPOrPAMMHUPOBAHUST GBI CTAGUITBLHBIM).

O Ecau BaM HYKHO OOBSIBUTH HHTEPDEIC yCTapEBIINM, TPEIOCTABLTE TOIb30BaTE-
JIAM JIOCTaTOYHOE KOJIMYECTBO BPEMEHU [IJIs Tiepexo/ia Ha HOBYIO BEPCHIO U 110 Mepe
BO3MOKHOCTH MOCOJIEHCTBYITE UM B 3TOM (JIOIYCTUM, CO3/IaliTe PYKOBOJICTBO T10
obHoOBIIEHUIO ¢ TpuMepamu ). OHU 9TO OIIEHSIT.

Mpon3BOANTENBHOCTb, Pacxodbl U KOMMPOMMUCCHI
apPXUTEKTYPbI KPYMHbIX KAcTEPOB

B mpenpiayieM passerie MBI pacCMOTpeT OGHOBIIEHHE KIACTEPOB Ha JeTy. Bor mosma-
KOMIIUCH C Pa3JIMYHBIMI METOIMKAMK 1 nX peanusarueii B Kubernetes. Mol Takske 06-
CY/INJTU TaKue 1TPOOIEeMbI, KaK JIOMAIOIIIE U3MEHEHNUST, M3MEHEHE KOHTPAKTOB JIAHHBIX,
MUTpaIusd JaHHBIX 1 ycTapeBanue API. IToT paszes nocBamieH pasHbiM BUAM KPYTI-
HBIX KJIACTEPOB U UX KOH(MDUTYPAIUU C PA3HOU CTENIEHBIO HAMEKHOCTU U IOCTYTTHOCTH.
ITpu TPOEKTUPOBAHNT KIacTepa HEOOXOMMMO UMETH MTPEICTABIEHIE 00 NMEIOTIIXCST
BapUaHTax U JIEJIaTh BHIOOP B 3aBUCKMOCTHU OT NOTPeGHOCTEl CBOEl OpraHu3aIuu.

MBI TpoiiZIEMCST IO PasITYHBIM TPEOOBAHKAM K JOCTYITHOCTH, HAUMHAST ¢ OTCYTCTBUS
BCSIKMX TapaHTU 1 3aKaHYMBasl TAKUM JKeJIAaHHBIM HYJIEBBIM BPpeMeHeM ITPOCTOs, U T10-
FOBOPUM O TOM, YTO 9TO O3HAYAET C TOUKU 3PEHUS [IPOU3BOUTEIBHOCTH U PACXO/IOB.
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TpeboBaHWs K 4OCTYNHOCTH

YV pasiuuHbIX CUCTEM U JIasKe MOCHCTEM MOTYT ObITh COBEPIIEHHO PasHble TPeOGOBAHMUS
K HaJIE)KHOCTHU 1 T0CTYMHOCTH. Hampumep, GUITHHTOBbIE TPUTOKEHS BCETIA TMETOT
BBICOKUI IPUOPUTET, IIOCKOJIbKY B CJlydyae UX HeJOCTYIIHOCTU Bbl He CMOJKETE IIPU-
HUMaTh otiaty. Ho eciim y Takoro npuioxkeHust ”HOT/a Gy/IeT OTKA3bIBaTh CTPAHMUILA,
Ha KOTOPOH MOKHO 00;KAT0BATh BBHICTABIEHHBII CUET, ITO OYAET BITOJTHE TIPHEMIEMO
C TOUKH 3peHust GusHeca.

OTCyTCTBME rapaHTUi

MHora Takoii moaxo;1 HasbiBaioT best effort («11o Mepe BoaMoskHOCTH» ). Ecaiu Bce pabo-
taer — npexpacto! Ecau Het — uTo K, GbiBaet. Takast cTeleHb HAIEKHOCTH | IOCTYII-
HOCTU YMECTHA AJIAA TOCTOAHHO MEHAIOIMNXCA BHYTPEHHUX KOMIIOHEHTOB — HX IIPOCTO
HEBBITOJIHO JIEJIATh YCTONYMBBIMU. JTO MOKET TOJONUTHU U JIJISI CEDBUCOB, BBIITYCKAEMbIX
B Bujie GeTa-BepCum.

C TouKku 3peHust pa3pabOTIMKOB, ATO OTJIUYHBIN MOAX0/. Bbl MOKeTe OBICTPO MPO-
JIBUTATHCS BIEPEl, JJOMast COBMECTUMOCTL. BaM He HYKHO 6ECIIOKOUTLCS O MOCTE/-
CTBUSX, MOJYYaTh 0J00peHIe U MPOXOAUTH Yepe3 BepeHuily TectoB. ITo cBoeii mpo-
U3BOJIMTENLHOCTH CEPBUCHI C OTCYTCTBUEM TapaHTHil CIIOCOOHBI BHIUTPBIBATD Y HoJiee
HaAEKHBIX aHAJIOTOB, TaK KaK MOT'YT IIPOIIYCKATb HEKOTOPBIC 3aTPAaTHBIEC 9Tallbl, HAIIPpN-
Mep [IPOBEPKY 3aMPOCOB, COXPAHEHIE TIPOMEKYTOUHBIX PE3YIbTATOB U PEILINKAIIUIO
nmaHHbIX. OIHAKO MHOTHE Ha/lesKHBIE CEPBUCHI XOPOIIO ONTHMU3UPOBAHEI, & BCIIO-
MorartejibHoe 000pyIoBaHue Mo00PaHO CIEUANBHO 10/ X Harpysky. OTcyTcTBUe
rapaHTuii 06bIYHO CHYZKAET PACXO/IBI, TAK KaK He HYXKHO 06ecreunBaTh U36bITOUHOCTD
(pasBe YTO aIMUTHUCTPATOPBI HpeHe6peryT TUTaHUPOBAHNEM HAIrPY3KU U TIPOCTO BBIACTAT
JIUIITHUE PECYPCBI).

B xontekcre Kubernetes BecraeT BaxkHbIiT BOTIPOC: Y BCEX JIM CEPBUCOB, KOTOPbIE
MIPEIOCTABJSET KIacTep, OTCYTCTBYIOT TapaHTuu? Ecaum aTo Tak, Toraa caM KiacTtep
He I0JKeH GBITh BEICOKOIOCTYITHBIM. BbI, ckopee Bcero, 06oiiieTech OHUM BEAYIITHM
Y3JI0M C €IMHCTBEHHBIM 9K3eMILISIPOM etcd, BOBMOIKHO, JIaske He MPUAETCS PA3BEPThIBATh
Heapster nnu gpyroe perienue st MOHUTOPUHTA.

MNeproabl 06cnyXmMBaHNS

[Tportemypobi 06CTYKUBAHIST CHCTEMBI, TAKME KaK TIPUMEHEHIE 3aTIaTOK Ge30TacHOCTH,
06HOBJIEHIE TIPOTPAMMHOTO 0becTieueHns1, pasdreHne JKyPHATBHBIX (hailJIoB 1 OUMCTKA
6a3 TaHHbBIX, 0OBIYHO TIIAHNPYIOTCST Ha OTIPE/Ie/IEHHOe BpeMs. B Takme mepnossr cucteMa
(W oicucTemMa) CTaHOBUTCS HeZlocTymHOM. [osib3oBaresielt 4acTo yBeJJOMJISIOT O 3a-
[JIaHMPOBaHHOM 1IpocToe. ITpenmyliecTBo aHHOTO I0JX0/1a B TOM, YTO BaM He HYKHO
GEeCTIOKOUTDHCS O TTOCENCTBISIX, KOTOPBIE BATITH AEHCTBIST OKA3bIBAIOT HA TEKYIITIE 3aMPO-
Cbl, TIOCTYTIAIONIME B CUCTEMY. DTO MOKET UPE3BbIUYANTHO YIIPOCTUTD ITpoliecc. CucteMHble
AIMIHUCTPATOPBI 000KAIOT MIEPUO/IBI 00CTYKUBAHUSI HE MEHBIIIE, 4eM PaspadOTINKI —
OTCYTCTBME TapaHTHH.
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B Kubernetes Ha BpemsI IpocTost Bce BXOJSAIME 3aIIPOChI MOKHO TI€PEHAIIPAB/IATH
Ha BeO-cTpanuny (uin Bosspamath JSON-0TBET) ¢ yBeAOMIEHUEM O TEXHUYECKOM
ob6cayskuBanuu. JIJist 9TOro UCIob3yercs GaTaHCUPOBIIUK HATPY3KH.

Ho B 6oabimncerBe ciaydaes miatdopma Kubernetes okasbiBaercst goctarodto rub-
KOW 17151 0OCIyKMBAHUS Ha JIeTy. B 9KCTpeMambHBIX CUTyaIusX, TAKNX KaKk OOHOBJIEHUE
Kubernetes nnn nepesog eted ¢ Bepcun 2 na Bepenio 3, BbI MOKETE 3aIIaHUPOBATD 1€~
puog obeysxupanus. Eie oHOM anbTepHATUBON SBJISIOTCS CUHE-3€IeHble 0OHOBJICHMS.
OpHako ¢ yBeMyeHreM MaciiTaboB KJlacTepa OHU CTaHOBATCS Bee OoJiee 3aTpaTHBIMU,
TaK Kak Ipuiercs Ay0IMpoBaTh CUCTEMY LEJIUKOM, YTO He TOJIBKO JOPOTo, HO M YPeBaTo
npobeMaMy, CBSI3AHHBIME ¢ HEAOCTATOYHO GOJIBIINMU KBOTAMIL.

bbICTpoe BoccTaHOBEHME

Etile ofuH BaXKHBIH aceKT BBICOKOIOCTYITHBIX KIaCTEPOB — OBICTPOE BOCCTAHOBJIE-
Hue. PaHO WM TTO3/IHO y BAC YTO-TO CJIOMAETCs. B 9TOT MOMEHT HAUHYT TUKATD YaChl,
OTCYUTHIBAIONTHE BpeMs IPocTos. Kak ckopo BBl cMO’KeTe BEPHYTHCS K HOPMATbHOM
pabore?

WHorza oT Bac HUYEro He 3aBUCHT. [JOIycTM, ec/In y Balero 001a4Horo mposaiigepa
nepebou B paboTe, a BbI HE Peain30BaId MHOTOKJIACTEPHBIN PEKIM, O KOTOPOM TIOTO-
BOPHUM T03K€, BaM TIPUAETCS CUAETH M JKIaTh, TIOKA POOIEMBI He OYIYT YCTPAHEHBL.
Ho ygare Bcero Hemosaiku BO3HUKAIOT M3-32 HeJlaBHETO pa3BepThiBanus. HekoTopbie
po6GIeMbI MOTYT GBITH CBSI3aHBI C BpEMEHEM WITH laske KaseHmapeM. [TomunTe ommbKy
€ BICOKOCHBIM rofIoM, KoTtopast 29 despaisa 2012 roza npusesia k cboro Microsoft Azure?

Komneuno, ujieanbHblii ipuMep GBICTPOrO BOCCTAHOBJIEHUS — CHHE-3€JIeHOE pas-
BepThIBaHME., ITO KOT/IA HA BPEMSI MOUCKA TPOOIEMBI JIETAETCST OTKAT Ha MIPEABIIYIILY 0
BEPCHUIO.

Herutoxum pertieHreM MOTYT ObITh U IJTaBatolie OOHOBJICHUST: €CJIH Bbl OOHAPYKH-
Te mpobJeMy Ha paHHel cTaaun, GOTBITHHCTBO TTO0B HE YCIEIOT TEPEiiTH Ha HOBYIO
BEPCHUIO.

Yerpatenue npo6JieM, CBA3aHHbIX € IAHHBIMU, MOJKET 3aHATH MHOTO BPEMEHH, JlasKe
€CJIN y BAaC eCTb aKTyaJbHble Pe3ePBHbIE KOIIUU U TIPOIEyPa BOCCTAHOBIIEHS €HCTBH-
TeJBHO paboTaet (He 3a0bIBAITE PETYJISIPHO €€ TPOBEPSITH).

B oTenbHBIX CUTYaIUSAX CIIOCOOHBI TTOMOYb MHCTPYMeHThI Bpoje Heptio Ark, ko-
TOPBIE TO3BOJISIOT J€aTh Pe3ePBHbIE CHUMKH KJIACTEPA: €CJIN YTO-TO U/ET He TaK U BBI
He 3HaeTe, KaK 9TO UCTIPABUTH, MOKETE MTPOCTO BOCCTAHOBUTH CHUMOK.

Hynesoe BpeMs NpocTos

HaxoHer-ro Mbl 106paJIich 10 CUCTEM ¢ HYJIEBBIM BpeMeHeM Tipoctosi. Ha camom nese
TaKUM cucteM He ObiBaeT. Bee Ha cBeTe JIOMaeTcs, ¥ MPOrpaMMHOT0 06eciedeHust 910
KacaeTcsl B IIepBYI0 odepe/ib. MIHOTIa HeMOIa iK1 IOCTATOYHO Cephe3Hble JITIST TOTO, YTO-
ObI BEIBECTU U3 CTPOST BCIO CUCTEMY WU OT/E/bHbIE ee cepBrCchl. O HYJIEBOM BpeMeH!
MIPOCTOST CTIEAyeT IyMaTh B KOHTEKCTE PACIpPe/IeTIeHHOM apXUTEKTYPHI C OTCYTCTBHEM
rapaHTuil. Bel 3akrasibiBaeTe B CBOIO CHCTEMY JIOCTATOYHYIO CTETEHL H3OBITOYHOCTH
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N MEXaHU3MbI, KOTOPbI€ ITO3BOJIAT el ocTaBaThCs lIOCTyHHOfI BO BpEM: pelIeHUs BEPO-
SATHBIX HpO6JIBM. W ne 33.6b1B8.fIT€, 4To, JaKe eC/In HpOCTOfI HMCKJIIOYEH COTJIaCHO BalllUM
6H3H€C-Tpe6OBaHI/I${M, 9TO HE KaCaeTCsd OTAE/JbHO B3ATbIX KOMIIOHEHTOB.

a

[Lnan JOCTUKEHUWA HYJIEBOTO BPEMEHU ITPOCTOA BBITJIAJUT TaK.

H30bITOYHOCTD Ha BCEX YPOBHAX. DTO HEOOXOAMMOE YCA0BUe, Y Ballleil apXUTeK-
TYPbI HEe MOKET OBITh €IMHON TOUKK OTKa3a, MHaue ee cOOil CleIaeT HelOCTYIIHOM
BCIO CUCTEMY.

ABTOMAaTHYECKAs rOpsIYasi 3aMeHa HEUCIIPABHBIX KOMIIOHEHTORB. VI30bITOYHOCTD XO-
poIIIa TOJIBKO B TOM CJIy4ae, €CJIid pe3epBHbIe KOMIIOHEHTBI TOTOBBI CPa3y Jke 3aMeHUTD
co6Ol MCXOIHBIE YaCTH CUCTEMBI, BBIIIE/IINE 13 CTPost. HeKOTOpbhie U3 HUX MOTYT
pasessTh HarpysKy (Harmpumep, BeG-cepBepbl €3 COXpaHEeHMsI COCTOSTHUS ), He Tpe-
Gyst OT Bac KakUX-TO 0COOeHHBIX feiicTBril. Ho B cyuae ¢ TAKUMU KOMITOHEHTAMI
Kubernetes, kak mraHUPOBINK U AWCTETYEP KOHTPOIIEPOB, HYKHO 0OECTIEUNTD
BBIGOD JMziepa, 9TOOBI KIacTep TPOAOIKAT PAbOTaTh Kak TPEsK/IE.

AKTHBHBI/i MOHUTOPUHT U MHOKECTBO OTOBEIEHUH IJisi PAHHEr0 OOHAPY KEHHs
npo6aem. Jlake Mpu TIATEIbHOM [TPOEKTUPOBAHIN PEAJIBHO YTO-TO POIYCTHTD HJIH
CIIesIaTh OMPOMETYNBOE TIPETOIOKeHe. TaKkie HesTBHbIe TTPOOIEMbI MMEIOT CBOT-
CTBO HAKaIJIUBATHCS, HO €CJIN OBITh BHUMATEJIbHBIMU, X MOKHO BBISIBUTB JIO TOTO,
KaK OHU TTepepacTyT B CUCTeMHbIH c6oil. [IpeacTaBbTe, 4To ¥ BAC €CTh MEXAHU3M JIJIsT
OYHCTKY JKYPHATBHBIX (haiiToB MpH 3amonHeHnn aucka Ha 90 %, Ho 1o KaKoH-To TIpu-
unHe oH He paGoTaer. Ecm yeranoBuTs onoserenue o6 ucnoabsosanuu 95 % mecra
Ha JIMCKE, BBI CMOJKETE OOHAPYKUTD ATy TIPOOJIEMY U IPEOTBPATUTD OTKA3 CUCTEMBI.

TmiaTenpbHOE TecTUPpOBaHKE Nlepe/l pa3BePThIBAHUEM B IPOMBIIILIEHHBIX YCJIOBUSIX.
KoMruiekcHbie TecThl 3apeKOMEHIOBATH ce0s KaK HaJEKHBIH CIIOCO0 YIydIIeHus
kauecTBa. [losiHOIIEHHOE TeCTUPOBaHME TAKUX CJIOKHDBIX M KPYITHBIX IIPOEKTOB, KaK
kinactep Kubernetes, yrpasiistioniuii orpoMHOI pacipeieIeHHON CUCTeMOM, — He-
pocTast, Ho HeoOxoMMast 3aj1ada. Yto Hy:KHO poBepsiTh? Beel VIMeHHO Tak, 4T0ObI
TOOUTHCST HYJIEBOTO BPEMEHH TPOCTOST, BaM TTPUAETCST TECTUPOBATH KAK CAMO TTPUIIO-
JKeHue, Tak 1 nHGpacTpyKTypy. CTOMPOIeHTHOE TIPOX0sK/IeHE MOy ThHBIX TECTOB
MOJKET OBITH XOPOTITM HAYAJIOM, HO HE TapaHTUPYET, UTO TprIokerne Gynet pabo-
TaTh KaK MOJOKEHO TIPU Pa3BEPTHIBAHUY HA TIPOMBIIIIIIEHHOM Kiaactepe Kubernetes.
KoneuHo, B ujieasie TeCTUpOBaHUE CJIEIyeT IIPOBOUTH B PEATIbHBIX YCJIOBULX, TPUMeE-
1A cUHe-3eJIeHoe pa3BepTblBalye WU UIeHTUYHbIH KiaacTep. BMecTo aToro Mouo
HCITOIb30BATh TECTOBYIO CPEMY, Harmboree TTOXOKYIO Ha opuriHa. /laree mepedric-
JICHBI TE€CThI, KOTOPBIE HEOOXOANMO BbITTOJHHTE:

® MOJYyJIbHBIC TECTHI;

® [IPUEMOYHbBIE TECThI;

® TeCTHI TPOU3BOIUTEITLHOCTH;

® CTpecC-TEeCThI;

® TeCThl OTKaTa U3MEHEHUIT;

® TeCThl BOCCTAHOBJIEHUS JAHHBIX;

® TeCThbl Ha IPOHUKHOBEHUE.
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Kask1p1it n3 HUX 0JKEH ObITH UCYEPITBIBAIONINM, TOCKOJIBKY J106ast HEITPOBEPEHHAS
JIETJIb MOKET CJIOMAThest. 3ByUuT Oe3yMHO? OTiinuHo. J[o0OUThCs MIeanbHON yCTOl-
YUBOCTH KPYITHOMACIITAOHBIX CHCTEM Ype3Bbluaiino caoxuo. He 3psa 8 Microsoft,
Google, Amazon, Facebook u gpyrux 601bInx KOMITaHUSAX HaJl HHGPACTPYKTYPOI,
aIMUHUCTPUPOBAHUEM U obecriedeHreM paboToCocOOHOCTH CUCTEM TPYAATCS Jie-
CATKY ¥ COTHU THICSTY Pa3paboTYNKOB (B COBOKYITHOCTH).

O XpaneHue ChIPBIX JAaHHBIX. Bo MHOTMX cHCTEMAX JaHHbIE SBJISIOTCS CAMBIM BasKHBIM
akTHBOM. BBI Beersia cMoskere BOCCTaHOBUTD CBOIO CUCTEMY TIPH IIOBPEKACHUH MM
HoTepe JaHHbIX, eCIi OyIeTe COXPAaHATh UX ellle A0 00padoTKI. DTO BPsL I IIOMO-
&KeT 100UThCS HyJIEBOTO BPEMEHHM TIPOCTOS], TaK KaK BOCCTAHOBJIEHHE OYJET JaeKOo
He MTHOBEHHBIM, HO IIPH 9TOM BBI HE IIOTEpPseTe HUKAKON NH(POPMAIINU, 9TO 9aCTO
ente Baxnee. HegoctaTok Takoro moixo/a 3ak/I04aeTCsS B TOM, YTO ChIPbIE JAHHbIE
00BIYHO 3aHIMAIOT HAMHOTO GOJIBIIE MeCTa, yeM obpaboTanubre. Ho BBl MOKeTe BbI-
JEJIUTD [/ HUX OoJlee JeleBoe XPaHIUIIE.

O BuaumocTtb OTCYTCTBHS OTKa30B KaK KpaiiHsaa Mepa. lTak, Kakas-To 4acTb CUCTEMbL
BCe ke oTKasana. Ho BBI O-TIpeskHEMy MoKeTe 00eCcTieunBaTh KaKoi-TO yPOBEHb
yeayT. BeposiTHo, aHHbBIE OyIyT HEMHOTO YCTAPEBITUMU UJTH OJTb30BATEN MOJTyYaT
JIOCTYI K [PYTUM YaCTSIM CUCTEMBI — 9TO He CaMblii JIyUIITUil BAPUAHT, HO (hOPMAJIbHO
CUCTEeMa OCTaHeTCs 0CTYITHOM.

npOVIBBOﬂ,VITeJ'IbHOCTb N COrnaCcoBaHHOCTb AAdHHbIX

[Tpu paspaboTke U aAMUHUCTPUPOBAHUK PAaCIPeIeJeHHBIX CUCTEM BCEra CJeayeT
nomuuTh 0 Teopeme CAP (consistency, availability, partition tolerance — cornacosan-
HOCTB, IOCTYITHOCTb U YCTOHYUBOCTD K Pas/IeIeHUIO ), KOTOPast TJIACKT, YTO M3 ITUX TPEX
CBOJICTB B JIYUIIIEM CJTy4ae MOKHO 0OUTHCST JIUIID ABYX. [TOCKOJIBKY Ha MpaKTHKe Jobast
cHCTeMa CIIOCOOHA CTOJNKHYThCS ¢ PasfeIeHeM CeTH, BaM 0cTaeTcs Beioop mexay CP
u AP. CP o3Hauaer, uTo [Jisl HOAAEPKaHUsI COTJIACOBAHHOCTU cucTeMa OyaeT Helo-
CTYTIHOM Ha BpeMs paznenenus cetr. CormacHo AP pazienenne ceTr MOKeT HapyIIUTD
TOJILKO COTJIACOBAHHOCTH CUCTEMBI, HO HE €€ JIOCTYITHOCTh. Harnpumep, ureHue 13 pasHbix
pas3ziesioB MOXKET JIaTh Pa3Hble PE3yJIbTAaThl, TOCKOJbKY OJUH U3 HIUX MOT HE MOJYUNUTh
3a1poc Ha 3anuch. B aTOM pasesie Mbl COCPEIOTOUNMCS Ha BBICOKOJIOCTYITHBIX CUCTE-
Max, To ecTb AP. [IJ11 TOCTMKEeHWST BBICOKON JJOCTYIMTHOCTH TIPHU/IETCS TIOKEPTBOBATD
COIJIACOBAaHHOCTBIO, HO 9TO BOBCE HE 3HAYMT, YTO HALIK IIPUJIOKEHUs OYAYT CoAepKaTh
MOBPEXKIEHHbIE WU TIPOU3BOJIbHbBIE JJaHHble. K0UeBbIM 371eCh SIBIISIETCS TO, YTO B KO-
HEYHOM CUeTe JIAaHHbIE COTJIACYIOTCS — BO3MOKHO, CHCTeMA OyIeT HEMHOTO 3aI1a3/[bIBATh
1 BBIJIaBATh CJIETKA YCTAPEBIIYIO MH(MOPMAIUIO, HO PAHO WJIU MO3/IHO BbI OJYUUTE TO,
9TO Okmjaere. Takoil oXo/1 AesaeT MOTEeHIMATLHO BO3MOKHBIM CYTIECTBEHHOE YITyd-
IIeHre TIPOU3BOAUTENLHOCTH.

Tax, ecii BbI 4acTo (CKasKeM, e5KECEKYHIHO) OOHOBJISIETe KAKOH-TO CYLIeCTBEHHbII
oKa3aTesb, HO MePe/laeTe ero JIUIIb Pa3 B MUHYTY, 9TO TTO3BOJIUT YMEHBIIUThH PACXO]T
tpaduka B 60 pas, a cpeAHUil BO3pacT 0OHOBJIEHUI 1P HTOM OyeT COCTABJIATH JIUILb
30 c. 9to uMeeT orpoMHOe 3HaYeHue. Ternepb KOJIMYeCTBO M0J1b30BaTe el NIl 3aliPOCOB,
KOTOPBIE MOKET 0OCIyKUBATh Ballla CUCTEMA, BHIPOCIO B 60 pas.
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B 1aHHOI rJIaBe Mbl PACCMOTPEJIH HA/IEHKHBIE 1 BBICOKOIOCTYITHBIE KIACTEPBL. TO, Ha-
BepHoe, neasnbHad Huia 11t Kubernetes. M xors ata nmardopma crioco6Ha opKecTpu-
pOBaTh MEJIKUE KJIACTEPBI ¢ HEGOBIINM KOJIMYECTBOM KOHTEHHEPOB, €€ HACTOSIIIAS TIeH-
HOCTb 3aKJII0YAETCs B MACIITaGUPOBAHUU CUCTEM. J[JIs1 TOr0 BaM HYKHO MPOBEPEHHOE
peleHne ¢ NoAXOAANMMEI MHCTPYMEHTAMU U YCTOSBIIUMUCST METOMKAMU.

Tenepb BbI MOJTYYNIIN YETKOE PEACTABICHNE O HAJIEKHOCTH M BBICOKOI JIOCTYITHOCTH
B pacrpe/ieJieHHbIX cucteMax. [[03HaAKOMUIIUCH C JIYUTITMMU METOANKAMHY JIJIs CO3aHMsT
HaJIe’KHBIX 1 BBICOKOZOCTYIHBIX KaacTepoB Kubernetes, uccienoBaim HIOAHCHI MX
O6HOB]I€HI/IH Ha JIETY 1 HaYYWUJIMCh UATHU Ha Ollpe/ieJIeHHbIe KOMIIPOMMCCHI, KOTI'Zla pe4b
0 IPOM3BOMTEBHOCTH U PACXO/IaX.

B caiestyrortieid riiaBe Mbl yjieJIM BHUMaHUe BaKHOI Teme — GesoracHocTn B Kubernetes.
Bl y3Haete 0 mpobJiemMax M pUCKaX, CBA3aHHbBIX ¢ 9TON 00J1aCThIO, a TaKKe TOAPOOHO
U3YYnTe TAKKE COCTABJISIONINE, KAK TPOCTPAHCTBA MMEH, CJIYKeOHBIE yUeTHBIE 3aIHCH,
KOHTPOJIb JIOCTYTIA, Ay TeHTU(DUKAIIVS, aBTOPU3AIS 1 b POBaHUE.



KoHdurypaums 6e3onacHocTy,
OrpaHUYEHNN U YYETHbIX
3anucen B Kubernetes

B ruiaBe 4 MbI paccMOTpesn Ha/Ie)KHbIE 1 BBICOKOAOCTYIHBIE Kactepsl Kubernetes, cBsi-
3aHHbIE C HUMU OCHOBHbIE TTOHSATHS, DEKOMEHIYeMble METOMUKN, OGHOBIEHNUST HA JIETY
¥ MHOTHE KOMIPOMHUCCEI, OTHOCSIIAECS K TPON3BOAUTEIBHOCTH F PACXO/IAM.

B s10i1 T1aBe nccaenyem temy 6esomactoct. Kmactep Kubernetes — cioskmas
CHCTEMA ¢ KOMITOHEHTAMH, B3aNMOIEHCTBYIOMNMI MEKIY COOOM Ha Pa3HbIX YPOBHIX.
W3omsatiuist 1 pasrpaHudeHyie 9TUX YPOBHEH OUeHb 3HAYMMBI B TTpoIrecce paboThl ¢ Baxk-
HBIMU TPUIOKeHIIMI. ITOOBI 06€30MaCUTh CHCTEMY T 00ECTIEUNTh HATEKATIIIT
TOCTYII K PecypcaM, BO3MOKHOCTAM U IAHHBIM, CHaYaIa HyKHO HOHATH, C KAKUMHI
YHUKAJIBHBIMHU BBI30BAMH CTATKUBACTCS YHUBEPCAIbHAS TIAaT(OPMA 71 OPKECTPAIIUT
TP BBLITIOJTHEHIH TIPOM3BOJIBHLIX 3a/1a4. [lasee BOCIOIb3yeMcs TPenMyIecTBaMy Pas-
JITIHBIX MEXAaHI3MOB O€30TTaCHOCTH, M30JISITIHT 1 KOHTPOJIST IOCTYTIA, YTOODT 3aIUTHT
caM KJractep, TPUIOKEHTS, KOTOPBIE HA HEM BBITTOTHAIOTCS, ¥ X TaHHbe. MbI 06Cyanm
pasHble yCTOSABIINECS METOAUKH M TTOKA)KEM, KOT/[a CTOUT MUCTIOJIb30BATD TOT FJIN MHOI
MeXaHW3M.

ITo mpoYTeHNH HTOM TIABLI BBI Gy/I€Te YeTKO MOHMMATD, Kakie mpobaeMb Ge3omac-
Hoctu pernaer Kubernetes. A Takike HayInTech eaTh CBOM CHCTEMBI YCTONINBLIMU
K Pa3HOTO pojia aTaKaM, BRICTPANBaTh MHOTOYPOBHEBYIO 3aIUTY W Jake KOHGUTYPU-
poBath 0e30IaCHbIE MYJIbTHAPEH/IHBIE KIACTEPBI, IPEOCTABIISISI CBOUM MOJIb30BATEISIM
MOJTHYTO U30JIANNIO U KOHTPOJID 38 UX 9ACTHIO CHCTEMBL.

MNpobnembl 6e30nacHOCTH, cTosILLme
nepea Kubernetes

Kubernetes — upesBbruaiino rubkas miarhopma, KOTOpast IPUMEHSIET YHUBEPCATbHbIE
METO/IbI /LISl YIIPaBJIeHus O4eHb HU3KOYPOBHEBBIMU pecypcamMu. Ee MoKHO pa3BepTbl-
BaTh B PA3HBIX OMEPAIIMOHHBIX CHCTEMAX U 0OJAYHBIX CPE/IaX, UCTIONb3YS BUPTYTbHBIE
MaIlIUHbI 1 «T0JI0€ JKesie30». Kubernetes BbIMOMHAET 3a1a4W, peaqr30BaHHbIe B CPE/Iax,
B3aUMO/IEIICTBUE C KOTOPBIMU [IPOUCXOJUT Yepe3 YeTKO olpe/iesieHHble MHTepdeiichl,
Ho 6e3 monnManus gerasneii peasmsanuu. [Tnaropma Kubernetes yripasiisier BaKHbIME
acnektamu — cetbio, DNS 1 BbliesienieM pecypcos, jieJiast 9T0 0T UMEHU UJIH 110 1I0PY-
YEHUTO MPIJIOKEHII, 0 KOTOPBIX eil HUYero Hem3BeCTHO. ITO TPeOYET HATMINS XOPOIITUX
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MeXaHU3MOB 0e3011acCHOCTH 1 BOSMO)KHOCTGI;'I, KOTOPbIE TMO3BOJIAIOT a/IMUHUCTPATOPaM
3alllUTUTDb CBOU IPUJIOKEHUA 1 y6epeqbc;1 OT PaCIIpOCTPaHEHHbIX omuboK.

B JaHHOM pa3/ieJjie Mbl 060yI[I/IM HpO6JIeMbI 6630HaCHOCTI/I, KOTOpbI€ MOTYT BO3HUK-
HYTb Ha HECKOJIbBKHMX YPOBHAX U B PAa3HbIX KOMIIOHEHTaX KJlaCTepa Kubernetes: y3Jj1ax,
CETAX, 06pa3ax, Io/fax n KOHTefIHean. Basxublii acriekT 37ech — MHOTroypoBHEBas 3a-
IIINUTa, KOTOPAas ITO3BOJIAET HUBEJIMPOBATDb aTaKM Ha J/IPYTUX YPOBHAX 1 OTPAHUYNTD OXBaT
n yLuep6 OT IIPOHNUKHOBEHMU . Yr06bI €€ PeaIM30BaTh, IIEPBBIM J€JIOM HYKHO paCliO3HaTh
BbI3OBbI, KOTOPbIE CTOAT I€PE/] KayK/[bIM N3 ypOBHefI.

[NoTeHumanbHble YA3BMMOCTU Y3/10B

Ha yssax pasMeniaioTcst cpejibl BBITOJHEHUsT, ECIu 3JI0yMBIIIIEHHUK TIOJYYUT J[0-
CTYII K Y3JIy, 9TO MOKET CTaTh CEPhe3HON yrpo3oil. B ero mogumHeHnn oKaxKyTCS Kak
MUHUMYM caM KOMIIBIOTED ¥ BCE 3a/[a4M, KOTOPbIE Ha HeM BoinosHsiores. Ho ato erme
He caMblii Troxoii BapuanT. Ha ysie sanyiena yruimra kubelet, kotopas obuiaercs
¢ API-cepBepoM. YMeJIbiii B3IOMIIUK MOKET MoAMeHUTh kubelet Mmopudunuposantoit
BepcHeil 1 TeM caMbIM U30ekaTh 0OHAPYKEHI, IPOA0JIKas B3auMoeiicTBoBaTh ¢ API-
CepBEPOM B HOPMAJIBHOM pesknMe. [Ipr 9TOM OH CMOJKET BBITIOJHATH COOCTBEHHbBIE
3a/1au¥ BMECTO 3alJIAHUPOBAHHBIX, COOMPATh OOIIME CBECHNS O KJIACTEPE U HAPYIIaTh
paboty API-cepBepa Win CUCTEMBI TIEJTUKOM, PACCHLIAS 3JI0HAMEPEHHbBIE COOOIIEHUSI.
BosmoskHO etiie Gosiee TiryboKoe MPOHUKHOBEHWE, €CJIU Y3eJ UMEET JOCTYI K OOIIM
pecypcam U KOH(MUAEHITUATLHBIM TaHHBIM, [Ipu B3JIOME y3J1a yTPO3y HECYT HE TOJBKO
BEPOSITHBIE MIOCJIE/ICTBUSL, HO U TO, 4TO €70 CJOKHO OGHAPYKUTD MOCTMAKTYM.

V37161 MOTYT OBITH CKOMIIPOMETHPOBAHBI 1 HA ATIITAPATHOM YPOBHE. ITO OTHOCUTCS
cKopee K (PU3UIECKUM YCTPOUCTBAM, KOTOPbIE MOKHO BKIFOUUTH B Kiaactep Kubernetes.

Eiile o/iH BEKTOP aTaku — yTeuKa pecypcoB. [IpecraBbre, 4TO BalllU Y3JIbl CTAIN
4acTbio GOTHETA, KOTOPBIN BBIOJIHAET Ha HUX COOCTBEHHBIE 3314l U OTOMpaeT y KJa-
cTepa MpoIeccopHoe BpeMst U maMsath, OmacHoOCTh 3/1ech TauTest B ToM, uto Kubernetes
U Bala MHPPACTPYKTYpa MOTYT aBTOMATUYECKU MACIITAONPOBATHCS U BBIIEISITH J10-
TTOJTHUTETbHBIE PECYPCHI.

EcTb mpo6JieMbl U ¢ YCTAHOBKOW WHCTPYMEHTOB [IJIs OTJIA/IKU U BBISIBICHUS HEUC-
MPABHOCTEMH, a TAaKXKe ¢ UBMEHEHHEM KOH(MUTYPAIIMN BHE aBTOMATUYECKOTO Pa3BePThI-
BaHus. Takue onepaiuu 0ObIYHO He TECTUPYIOTCSI, U €CJIH OCTaBUTH MX (€3 MPUCMOTPA,
OHU MOTYT HE TOJIbKO YXY/IIUTH TIPOU3BOAUTENHHOCTD, HO M IIPUBECTH K Ky/aa Oojiee
Fy6I/ITeJIbHI)IM IIOCJIE/ICTBUSAM. B JIy4IeM cJiydae 9TO MOKET OCJI36I/ITI) yCTOfI‘{HBOCTb
K aTakaM.

Ob6ecnieyenne 6e301aCHOCTH — 9TO CBOEroO poja jorepes. BaMm HeoOX0AMMO 3HATD,
KaKUe YaCTH CUCTEMBI MTOJIBEPTAOTCS atakaM. [lepednc/imM moTeHIuaibHbie TpoOJIeMbI,
CBSI3aHHbIE C Y3JIAMHU.

a 3]10yMbII.HJIeHHI/IK IIOJIy4aeT KOHTPOJIb Ha/l Y3JIOM.

Q 3aoymbiiienHuk noaMenser kubelet.

Q 3J0yMBITIIEHHUK 3aBJIa/IEBACT Y3JI0M C BelylMu KoMrnoneHntamu — API-cepsepow,
TJIAHUPOBIIMKOM U JIUCIIETYEPOM KOHTPOJLJIEPOB.
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Q 3J0yMbIIIEHHUK [TOJIy4aeT (PU3NYECKUii 10CTYI K y3JIy.
0 370yMBINMIIEHHUK HATIPABJISET PECYPCHI KacTepa Ha CTOPOHHUE 33a4H.

O HaHeceH HenpeaHaMEPEHHBII yiepbd B pe3yJibTaTe YCTAHOBKH MHCTPYMEHTOB JIJISt
OTJIAJIKV U BBISIBJIEHVSI TPOOJIEM MJIN U3MEHEHUsT KOH(DUTYPAIHHL.

Jlioboii snaunmbiii kiacrep Kubernetes oxsarbiBaer kak MUHUMYM OJHY ceTbh. C cere-
BOU KOH(UTYpaIHel CBSI3aHO MHOKECTBO TIPo6JieM. BbI 10JIKHBI TOHUMATh BCE TOHKO-
CTHU B3aHMOJIEHCTBUST CBOMX CUCTEMHBIX KOMIIOHEHTOB, Kakue 13 HuX JI0JIKHBI OOIIATHCST
Meskay coboii? Kakue ceteBble IPOTOKOJIbI OHU KCI0b3yIoT? Kakue nmoprer? Kakumu
JMaHHBIME OOMeHuBatoTcs? KakiM 06pasoM KTacTep COeMHEH ¢ BHEITHIUM MUPOM?

MBI nMeeM AeT0 €O CIIOKHO TIETTOYKOI TTOPTOB U BO3MOKHOCTEH /CEPBUCOB:

Q ot KoHTelHepa K y3Jy;
Q ot ysJa K y3Jy B paMKaX BHyTPEeHHEN ceTH;

U or ysja BOBHE.

VcnonbzoBaHue oBepsieiiHbIX ceTell (X Mbl 00cyauM B TiiaBe 10) MoxkeT oMOYb
BBICTPOUTH MHOTOYPOBHEBYIO 3aIIUTY: Ja’Ke €CJIHU 3JI0YMBIIIIIEHHIKHN TOIy9aT JOCTYII
k Docker-xomreiitepy, onu 6yyT U30JUPOBAHBI 1 HE CMOTYT 100PATHCST 10 UCXOMHOT
ceTeBO MH(PPACTPYKTYPHI.

BoJIbIITyio OMacHOCTh TAUT TaKyKe OOHAPYIKEHIE KOMITOHEHTOB. Y BaC CTh HECKOJIBKO
BapUaHTOB, TakuX Kak DNS, oT/iesbibie crykObI 0OOHAPYKeHNsT 1 GATaHCUPOBIINKHI Ha-
TPY3KH. Y KasKI0TO U3 HUX €CTh CBOU ILTIOCH M MITHYCBI, U UX TPHMEHEHNEe B KOHKPETHOM
cutyanuu TpebyeT TIATETbHOTO IIAHNPOBAHIS U TIIYOOKOTO TIOHUMAHTS.

Baxno, 4To6bI KOHTEIHEPBI MOTJIH HAXOAUTD IPYT APYTa U 0OOMEHUBATHCS WHGMOP-
Malei.

Bam HY’KHO PEITh, Kak¥e PECYPCHI i KOHEYHBIE TOYKU OY/IyT MyOIUYHO TOCTYTTHBL.
3aTeM BbI JI0JIKHBI 10400paTh MOAXOASALIMNA METO/ ayTeHTU(hUKALIK TT0JIb30BaTe et/
CEPBUCOB U aBTOPU30BATH UX JJIsI PAGOTHI C ITUMHU PECYPCAMU.

KonbuaernnanpHble JaHHBIE MOTYT MHUQGPOBATHCS TIPU MOCTYIVIEHUN B KJIacTep
U OTIIPaBKe U3 HETO, a MHOT/IA U BO BPeMsI XpaHeHus1. 1o Tpebyer yrpasiaenus u 6e3-
0MacHoro o6MeHa KI0YaMI, YTO ABJISETCS OJHOM W3 CAOKHEHINX 3a1a4 B 06JaCTH
6€e3011aCHOCTH.

Ecuiu Barm kacrep nMeeT 00TIyTo CETEBYIO NHPPACTPYKTYPY C APYTUMHU KIACTEPAMU
Kubernetes nmm ctopoHHMME TIpoIieccamMy, HYKHO CEPhE3HO 33[yMaThecst 00 UX U30-
JIAIIAN ¥ PA3/eTeHUT.

CyIecTBYIOT pa3Hble PETENTDI PEIeHts aTUX MpobeM, HO HHTPEAUEHTDI BCE Te
JKe: ceTeBble MOJUTHKH, PaBUIa OpaHaAMayapa 1 npozpammMHo-onpedeisemvle cemu
(software-defined networking, SDN). Oco60 CJIOKHBIMU CITydasiMK ABJISIIOTCS KJlacTe-
PbI, pa3MellleHHble BHYTPU OPTaHU3AIMK ¥ OCHOBAHHBIE HA «TOJIOM sKeJie3ey. JlaBaiite
moABITORIM. HaM Hy:KHO:

O paspaboTaTh CXEMY CETEBOTO COEMHEHS;
O BBIGPATH KOMIIOHEHTBI, TIPOTOKOJIBI U TIOPTHI;
O mpeaycMOTPETh AMHAMUYECKOE OOHAPY KEHIE;
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HO/yMATh O MyGJIMIHOM U IPUBATHOM JOCTYTIE;
HACTPOUTH Ay TEHTUMDUKAIINIO 1 aBTOPU3AIINIO;
HAIHCATD MPaBIJIA 7T GpaHIMayapa;

Bpra6OTaTb CETEBYIO IOJIUTUKY;

0O000D

1103a60TUTHCsE 00 YIIPaBICHUN 1 OOMEHE KJIIOUaMH.

C 0/1HO# CTOPOHBI, BAM HEOOXOUMO OOJIETYUTD MOUCK 1 B3AUMOJEHCTBIE MEKITY CO-
60ii 110 ceTH KOHTENHEPOB, TT0JIb30BaTelell 1 cepBucoB. C JIPyroil — OrpaHuYUTh JOCTYIT
1 TIPeIOTBPATUTD aTaKu 110 CETH WJIA Ha CaMy CeTb.

MHor1e U3 3TUX BBI30BOB HE MMEIOT MpsiMOTo oTHomeHust kK Kubernetes. OHako
JlaHHAasg yHUBEpcaIbHAas MaaT(opMa 3aHUMAETCS yIIPaBJICHUEM KJII04eBOI MH(ppacTpyK-
TYPOU U OTBEYAET 33 HU3KOYPOBHEBbIE ACTIEKTDI CETH, TIOITOMY HEOOXOUMO BBIPAOOTATD
JIMHAMUYECKIE U THOKIE PEIeH s, KOTOPbIE TOMOTYT HHTEIPUPOBATH B Hee 0COOEHHOCTH
Pa3HbIX CUCTEM.

MoTeHUunanbHble yS3BMMOCTU 06pa3oB

Konreituepsi, paboratomniue Ha miardgopme Kubernetes, 10/KHBL OBITH COBMECTUMbI
€ OJIHOM 13 CPeJl BBIIOJIHEHUs, KOTOpbIe B Heil nopnep:xkusaiorcs. Kubernetes ne nmeer
HUKAKOTO MPEJCTABIEHUST O TOM, YeM 3TH KOHTEITHEPHI 3aHUMAIOTCsT (IOMUMO COOH-
paeMbIX TOKazaTeseit). MOKHO NPUMEHSITh K HUM KBOTBI M OTPAHIMYUBATH UX JOCTYII
K JIPYTHUM YYaCTKaM CETH C TIOMOIIBIO CETEBBIX MOJUTHK. HO Tak win nHade KOHTeN-
Hepy HY)KHO 06pallaTthcst K Pecypcam yaiia, APYTUM y3JaM B CETH, pacipe/eJeHHOMY
XPaHWJIUIIY ¥ BHEITHUM cepBucam. To, Kak oH cebs BEJIET, OTIPEesISIeTCs ero 06pasoM.
[Tpo6siemMHbIe 06pas3bl MOKHO Pa3/eJUTh HA JIBE KATETOPHM:

(W BpeIOHOCHDBIE;

U yasBuMble.

Bpenonoctbie 06pasbl coepkaT KO WU KOH(DUTYPAIIIO, CO3aHHbIE 3JI0YMbIIIT-
JIEHHUKOM JIJIst HaHeceHus yiepba uau cbopa nndopmaium. BpeloHOCHBIN KO/l MOKET
OBITH BHEAPEH B Balll TIPOIECC MOATOTOBKKM 00pPa30B, BKJIIOYast J0ObIE UCIIOIb3yeMble
pernosutopuu. Bel Takke MOKeTe YCTAHOBUTD CTOPOHHUE 00pas, MoAu(GUIINPOBAHHBII
3JI0YMBINIIJIEHHUKOM U COZIeP>Kalliiii BPEeIOHOCHBIN KO/,

VA3BUMBIMU MOTYT OKa3aThCsl BAIll COOCTBEHHBIE UJIN CTOPOHHUE 06pasbl. OHM M03-
BOJIAIOT 3JIOYMBIIIIJIEHHUKY 3aBJIJIETh 3AMyIIEHHBIM KOHTEHHEPOM MJIA TTPUYMHUTD
KaKOW-TO BpeJl, HalTpUMep BHEJPUTH CBOI KOJI HA OlIpe/ieJIeHHOM aTalle.

C10HO CKa3aTh, Kakas 13 Kkareropuii xysxe. [1o 60bI1oMy cuery, OH1 PaBHO3HAYHBI,
TaK Kak M03BOJISTIOT 3aXBAaTUTh KOHTPOJIb Ha/l KOHTeitHepoM. PazMep noTeHIInajibHOTro
yiepba ornpesesasiercss APYruMu yPOBHAME 3aIuThl (He 3a0bIBaiiTe: Halla 3alUTa
MHOTOYPOBHEBAs) M OrPAaHUYEHUAMHU, KOTOPBIE Bbl YCTAHOBUJIN JIJIsl KOHTEHHEpa.
MuHUMMU3aIMSa OMACHOCTHA CKOMITPOMETUPOBAHHBIX KOHTEUHEPOB — KpaliHe CJI0KHAS
3aj1aua. bricTpo pazBuBaloluecs KOMIaHUM, UCIIOJIb3YIONe MUKPOCEPBUCH], MOTYT
eKeJTHEBHO TeHePUPOBATH MHOKECTBO 00pa3oB. M poBepuTh MX BCE TOXKE HEMPOCTO.
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O6passl Docker, k ipuMepy, COCTOST U3 PasHbIX cjI0eB. baszosblii 06pas, comepsKaiuii
OTEPAIIMOHHYTO CHCTEMY, MOKET B JII060I MOMEHT OKa3aThCs B OMTACHOCTH MPU 0OHAPY-
’KEeHUU HOBOU YsI3BIMOCTH. boJiee TOro, BpeZIOHOCHBIIT KOl MOKET ITONACTh B CTOPOHHIE
6a30Bbie 06Pa3bl, KOTOPBIM BbI IOBEPsIETE U KOTOPBIMH TIOJIB3YETECh, HUKAK HE KOHTPO-
Jqupyst (pacpocTpaHeHHast CUTYAIIHs ).

CyMMUpyeM TTOTEHIHATbHBIE TPOOIEMBI ¢ 06pa3aMu.

O Kubernetes ne 3naer, yeM 3aHUMaIOTCs 00PaA3bI.

O Ilnardopma Kubernetes o6st3ana npeiocTaBuTh A0CTYN K KOH(DUACHIUATbHBIM
pecypcam 17151 33JIaHHON (QyHKITUN.

QO IIpomecc MOATOTOBKU U HOCTaBKHM 00Pa30B, BKIOYAs UX PEIO3UTOPHH, CIOKHO
00€30TacHuTh.

a CKOpOCTb pa3pa60TI<1/I 1 pa3BePTbIBaHUS HOBBIX O6p3.3OB MOJKET CKa3bIBaTbCs Ha TOM,
KaK THIAaTE€JIbHO ITPOBEPAIOTCSA USMEHEHU .

O DBasosbie 06passl, comepskarine OC, MOTYT JIETKO YCTAPETD U CTATD YSI3BUMBIML.

O Yacro 6azoBbie 00pas3bl HAXOAATCS BHE BAIIIEr0 KOHTPOJISL, 1 B HUX MOJKET BHEAPUTHCS
BPEIOHOCHBIH KOZI.

O HMurerpanus craTUYeCKUX aHAIU3aTOpoB 00pa3oB, Takux kak CoreOS Clair, mosxker
CEPHE3HO TOMOYb.

MoTeHUManbHble NPo6eMbl C KOHbUrypaumnen
1 pa3BepTbIBAHMEM

Krnacrepamu Kubernetes VIPaBJISIOT yaleHHo. B 1106011 MOMEHT UX COCTOAHUE 06y-
CJIOBJIEHO PA3JIMYHBIMU MaHU(ECTAMU U TIOJUTUKAMU. ECJIU 3JI0YMBITIJIEHHUK TIOJTYYUT
JIOCTYTI K KOMITBIOTEPY, KOTOPBI UMEET a/IMUHUCTPATOPCKUI KOHTPOJIb HAJl KITACTEPOM,
OH CMOJKeT HaHecTH yiiepb, Harpumep cobpaTh HHGOPMALIUIO, BHEPUTD 3apaskeHHbIe
06pasbl, 0caabuTh 6€301aCHOCTDb U TO/Ae]aTh JKypHasbHbIe (aitaer. I kak Bcerna,
He MEHBIIHIT Bpe/l CIIOCOOHBI IPUYUHUTD TPOrPAMMHBIE U YeJI0BeYeCKUe OMMOKI — OHU
MOTYT IOBJIMATH Ha BAJKHBIE MEPDI 6€e3011aCHOCTH ¥ OCTaBUTD KJIACTEP OTKPLITHIM JIJIs
aTaku. B Hammm [HY aJIMMHICTPATOPBI YaCTO YIIPABJISIOT KJIACTEPOM y/IaJIeHHO, HAXOJISICh
¢ HOyTOyKOM JioMa 1 B Kade. OT OTKPBITHS BXOAA B CUCTEMY UX OTEJISIET JIUIIb OJIHA
KoMmama kubectl.
Eute pas nepeuncimm moTeHIIUATbHBIE BHI3OBDI.

O Kubernetes yrpasisttor yaajgeHHo.

O 3J10yMBIIIEHHUK C YJQJI€HHBIM aIMUHUCTPATOPCKUM JIOCTYIIOM MOXKET I1OJIyYUTh
IIOJIHBII KOHTPOJIb HaJ/l KJIACTEPOM.

O OO6bIYHO KOH(DUTYPAIMIO U PA3BEPTHIBAHUE CJIOKHEE TIPOTECTHPOBATD, Y€M KOJI.

O Pab6otaiomiue yIaqeHHo Uil MPOCTO HAXOMATIINECS BHE 0(rca COTPYIHUKN PUCKY-
0T CTYYaiHO AaTh 37TOYMBITIJIEHHUKY TOCTYT K CBOMM HOYTOYKaM M TeseoHam
C aIMUHUCTPATOPCKUMU TPUBUJICTUSMHU.
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MoTeHuManbHble yS3BUMOCTU NOOB
N KOHTENHEPOB

B Kubernetes ozl sBisiorcs eauauiieil paboTbl U COAEPKAT OAUH WM HECKOJIbKO
KoHTeitHepoB. TTo — 3To b abCTPAKIIUS VIS TPYIIIUPOBKY U Pa3BePThIBAHMUS, 8 HA
MIPAaKTUKe KOHTEHEPbI, PA3BEPHYTHIE B OIHOM I10/I€, B3AUMOEHCTBYIOT MEXKIY cOOOI
HanpsiMyto. Bce KoHTeHEPbI UMEIOT O0IIY0 JOKAJBHYIO CETh U YaCTO TTOAKI0UEHbBI
K ToMaM y3Jia. Takast mpoctas MHTerpaus Mesk/ly KOHTeHHepaMU B O/THOM TIOJI€ MOYKET
MPUBECTU K OTKPBITUIO OCTYTIA K OT/IEJIbHBIM YaCTAM y3Ja JIJisl BceX KOHTEHHEPOB
cpasy. U ecamm y Bac ecTh OZIMH TIIOXOM KOHTelHep (BPeIOHOCHBIN WM YSI3BUMBII ),
OH MOJKET OTKPBITH JIOPOTY JIJISi CEPhE3HBIX aTaK Ha JAPYTrHe KOHTEHHEPHI B TOJE, YTO
BIIOCJIE/ICTBUY TIO3BOJIUT MOJYYUTh KOHTPOJb HAJl CAMUM y3JI0M. Takoro ponia yrpo-
3y HeCyT Beylue MOTOJHEHMS, KOTOPbIe YacTO HAXOAATCS HA OJHOM KOMITbIOTEpe
C BeAyHIUMHU KOMIIOHEHTaMU, OCO6eHHO Y4YUTBIBAasA TO, YTO MHOTHE N3 HUX IKCIIEPU-
MeHTasbHble. T ke caMoe OTHOCHUTCST K HAOOPY IeMOHOB, KOTOPbIE 3aIyCKAIOT OB
Ha KayK/IOM y3JIe.
JlJist MHOTOKOHTEHHEPHBIX MOI0B XapaKTEPHbI CJIELYIOITIE TPOOIEMBI.

O KoHTeiiHepsl B OZHOM IOJIE€ UMEIOT OOIIYIO JIOKAIBHYIO CETh.

O UMHorza KoHTEHHEpPbI B OJHOM I10J€ UMEIOT OOLIUI ZOCTYIl K ToMaM B (ailoBoi
cucreMe y3Ja.

Q I[lnoxue KOHTEHHEPHI MOTYT 3aPa3nuTh CBOMX COCEIEH 110 MOy .

Q Ilnoxue KOHTeﬁHepr MOTYT HECTU JOTIOJTHUTEJIbHBIEC YTPO3bI, €CJIN OHN Pa3MENICHbDI
pAIOM C KOMIIOHEHTaMU, UMEIOTIUMU JOCTYTI K Ba)KHBIM peCcypcaM y3Ja.

a SKCHGPI/IMGHTEUH)HI)IG JAOIIOJIHEHW S, pa3MEIIIEHHbBIE PA/IOM C BEAYIIIUMU KOMITOHEH-
TaMH, MOTYT OBITH HeCTaOMJIBHBIMU U MeHee Oe301aCHbIMI.

MoTeHUMaNbHblE OPraHN3aALMOHHbIE
U KYNbTypHble Npo6/ieMbl

BesomnacnocTb yacTo BiMsgeT Ha NTPOUM3BOAUTEIBHOCTb. ITO HOPMAJILHBIH KOMITPOMUCC,
U BaM He CTOUT 06 3TOM 6ecrioKonThCs. Panbiire, Kor/a pa3paboTuuK 1 aIMHHHUCTPATOPbI
OBITM PA3JIEICHbI, TOT KOHMDIIMKT YIAKUBAJICS HA OPTaHU3aI[MOHHOM ypoBHe. Paszpabor-
YUKW CTPEMIIUCH TOOUTHCS GOIBINEH TTPOYKTUBHOCTH U BOCTIPHHUMAIIH TPEOOBAHYST
K 6E30MaCHOCTH KaK M3IEPIKKU BeJeHUsT GU3Heca. AZIMIUHUCTPATOPBI KOHTPOJMPOBAIIH
MPOMBIIIJIEHHYIO CPELY W OTBEYAJIN 32 JIOCTYII U MPOIEAYpbl 6e3omacHocTr. B kakoii-To
MOMEHT 5TH J[Be 06IACTH COLINCH — TaK U osiBuioch mousTre DevOps (developers and
operations — pazpaboTka ¥ aJIMUHICTPUPOBaHIE). B Hal HI CKOPOCTH pazpaboTKu
4acTo CTaBUTCS BO IVlaBy yria. Korza-To Takue KOHIIENIMY, KaK HEIIPpepbIBHOE pa3Bep-
ThIBaHUE (MHOTOKPATHOE Pa3BepPThIBAHUE B TEUCHUE OJHOTO JHs 6€3 BMENIATEeIbCTBA
YesIoBeKa), GbIIN HECTBIXaHHBIMU B OOJIBITIHCTBE OPraHU3aI[Hil.

[Tnardopma Kubernetes 6bia cozana CrenuaibHoO st HOBOTO MHUPa 00JIauHBIX
npusoxkenwit. OTHAKO B ee OCHOBE JIEKUT onbIT KoMmanuu Google, kotopas yuensier
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MHOJKECTBO BpEMEHU U ITPUBJIEKACT OTJUYHDBIX CIIENUAJIMCTOB JIA IIJIAaHUPOBaHUS TIPO-
IeccoB 1 H0116opa MHCTPYMEHTOB, YTO ITO3BOJISIET COUETATb 4YaCTOE pa3BEPThbIBaHNE
¢ BBICOKOH Oe301acHoCTbo. B OpraHmn3danusx IMoOMeHbIIIe I[O6I/ITI)C§I TaKOTI'O coYeTaHuA
3a4acCTylo KpaﬁHe HEIIPOCTO, N3-3a YE€T0 MOJKET ITOCTPa/laTh 6e3011aCHOCTb.

OpFaHI/IBaHI/II/I, HCITIOJIb3YIolne Kubernetes, CTAJIKNBAIOTCA CO CJCAYIOIIMMU BbI-
30BaMu.

O PaspaboTuuku, KOTOpPBIE 3aHUMAIOTCs afMuHcTpupoBanneM Kubernetes, Moryr
MEHbIIIE OPUEHTUPOBATHCS Ha HE30MACHOCTb.
O CkopocTh pazpaboTK MOKET CYUTATHCS HoJIee BaXKHOM, 4eM GE30TIacHOCTb.

O B xoje HENPEPLIBHOTO Pa3BEPTHIBAHKS MOKHO YITYCTUTh Y4acTh mpodJeM ¢ ezormac-
HOCTBIO, KOTOPBIE B UTOTE J0MAYT JI0 IIPOMBIIILJICHHON CPE/IbI.

Q V coTpyaHUKOB HEGOIBLUIMX OPraHU3ALIII MOKET He XBAaTUTh 3HAHUN M OIIbITA /IS
obecrieuenns HaexKaleil GesonacHocTu B Kaacrepax Kubernetes.

B 9T0OM paszesie Mbl PACCMOTPEIN MHOKECTBO BBI30BOB, C KOTOPHIMHU BaM MPEACTONT
CTOJIKHYTBCSI IPU TIOCTPOEHNH HE3011aCHOT0 KJ1acTepa. BoIbIIMHCTBO U3 HUX HE HMEIOT
npsimoro otHommenust kK Kubernetes, oqaako ucrosb3oBanue gaHHo# n1at$hopMbl 03Ha-
YaeT, YTO 3HAYUTEIbHAS YACTh Balllell CUCTEMbI YHIUBEPCAIbHA U el HUYero He U3BECTHO
0 Ha3HaYeHUH cucTeMbL. [1006HOE MOKET YCJIOKHUTH OPTaHU3aINI0 GEe30MaCHOCTH.
CaszatHble ¢ 9TUM POOIeMbl OGHAPYKUBAIOTCS HA Pa3HBIX YPOBHSIX:

Y3JI0B;

ceTu;

00pasoB;

KOH(UIYpaIMU U Pa3BePThIBAHMS,

TIOZIOB U KOHTEWHEPOB;

O00D0 OO

BBI30BOB, CBI3aHHBIX C OpraHusalieil pabovero mpoiecca.

B crexyiomem paszesie Mbl pACCMOTPUM CPEICTBA sl PEIIEHN HEKOTOPBIX M3 STUX
npobaem, npepocrasiasiembie Kubernetes. JacTo Takue penreHus JOJKHBL HAXOAUTHCS
Ha YPOBHE CUCTEMbL. BajkHO IIOHMMATh, 4TO CaMOro (hakTa MCII0Jb30BAHUS MEXaHIM3MOB
6esonacnoctu Kubernetes negocratouno.

Kak 3akansetcsa Hardening

B mipezbizyiieM pasziesie epedrcIeHO MHOKECTBO PasHBIX TIPOOJIEM, C KOTOPBIME CTAJIKHU-
BAIOTCS Pa3pabOTINKK U a[MUHUCTPATOPBI TIPH PA3BEPTHIBAHUN U 0OCJIYKUBAHIHU KJTacTe-
pos Kubernetes. 371ech e MBI COCPEIOTOUNMCST Ha ACTIEKTAX APXUTEKTYPBI, MEXaHU3MaX
u ocobenHocTsix Kubernetes, KOTOpbIe OJKHBI TOCTYKUTH OTBETOM HA HEKOTOPBIE 13
STUX BBI30BOB. BbI cMOsKeTE TOOUTHCST IOBOJBHO BBICOKOTO YPOBHST GE30MIACHOCTH 32 CUET
TAKMX MEXaHU3MOB, KaK CJIysKeOHbIE yUeTHbIE 3alUCH, CETEBbIE TIOJUTUKY, ayTeHTUdU-
Kal[¥si, aBTOPU3aIKst, KOHTPOJIb I0CTYTa, AppArmor u 00beKTHI secret.
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He 3a6wiBaiite, uto kmactep Kubernetes — siuiib 4acTh 60IBINON CHCTEMBI, COCTO-
sItmedt U3 APYTUX MPOrPaMMHBIX KOMITOHEHTOB, JTio/iel 1 pabounx mporecco. Kubernetes
HEe MOJKET PEIUTh BCe Balu mpobiaeMbl. Bl Beera JO/KHBL IepKkaTh B yMe obiue
OPUHIUTIB 6E30MACHOCTH, TaKKMe KaK MHOTOYPOBHEBAs 3aIUTa, TIOHITHE «HEOOXO0IU-
MoOe 3HaHue» ¥ IPaBUJIO MUHUMaJIbHBIX npuBuiernii. [lomumo atoro, 3anuceiBaiite
B JKypHAaJ BCE, YTO MOXKET IIPUTOJUTHCS B CJIydae B3JIOMA, U MOJ'OTOBLTE OIIOBEICHUS
JUIST PaHHET0 OOHAPYIKEHVSI OTKIIOHEHUH B COCTOSHUM cHcTeMbl. OHU MOTYT OKa3aThCst
MPU3HAKOM Kak OIMMOKH, Tak W aTaku. B jo6oM ciydae, 4To6bl TPOPEArnPOBaTh, BbI
JIOJIZKHBI O HUX 3HATh.

CnyxebHble yyeTHble 3anucn B Kubernetes

¥ Kubernetes ecTb 1Ba Bujia y4eTHBIX 3allkceil — BHEIIHKE, C TIOMOIIBIO KOTOPBIX K KJla-
cTepPy MOAKIIOYAIOTCS JKUBbIe JIFoan (HAprMep, yepes yTuauTy kubectl), u ciysxeGHbie.

OOGBIYHbIE TIOJIB30BATENN ABJISIOTCS TJI0OATBHBIMI U MOTYT OOpaIaThCst K PasHbIM
[IPOCTPaHCTBaM UMeH BHYTpU Kiactepa. CiyskeOHble yUeTHbIE 3alIUCH OrPAaHUYEHbI
OJTHUM IIPOCTPAHCTBOM MIMEH, 4TO 00€CIIeUNBAET UX U30JISIIUI0. TO BaXKHO, IIOCKOJIBKY
Kak/IbIi pas, korga API-cepBep mosyuaer 3arpoc oT 1mo/ia, ero moJTHOMOYMS J1eHCTBY-
TEJIbHBI TOJIBKO B €10 COOCTBEHHOM IIPOCTPAHCTBE UMEH.

Kubernetes ynpasJisier ciryskeOHBIME yUETHBIMU 3aIIUCAME OT UMeHH 1o10B. Kaskmo-
MY MOJLy IIPU CO3JAHUU HasHAYAeTC s CaysKeOHas 3a1ich, KoTopas OyAeT uaeH TN
poBath Bee ee npoiiecchl npu obpaniennn kK API-cepsepy. ¥ kaxmoil ciryskeOHOM 3aicu
ecTb HAbOP MOJHOMOYMH, XPAHSIIUXCSA HA CEKPETHOM TOME. Y KaxK/0r0 IIPOCTPAHCTBA
MMEH eCTh CTaHAAPTHBIN CryKeGHBII 110JIb30BaTeb ¢ UMeHeM default. OH HazHavaeTcs
JIE0OOMY IOy TIPU CO3IaHKMU (€CJIA TOJBKO BbI He YKa3aJIK JAPYIYIO CIYKeOHYIO YIeTHYIO
3aITHCh).

Bsl MoskeTe 106aBIIATh HOBbIE C1y:KeGHble yueTHble 3anucu. Coszpaiite daiir ¢ ume-
HeM custom-service-account.yaml i CJIEAYIONINM COAEPIKIMbBIM:

apiVersion: vi
kind: ServiceAccount
metadata:
name: custom-service-account
Now type the following:
kubectl create -f custom-service-account.yaml
That will result in the following output:
serviceaccount "custom-service-account" created
Here is the service account listed alongside the default service account:
> kubectl get serviceAccounts

NAME SECRETS AGE
custom-service-account 1 3m
default 1 29d

Kak MO»@HO 3aMeTuTb, And HOBOI\/'I yquHon 3anncy aBTOMaTUYECKU Bbin
co3aaH 06beKT secret.
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Y1005l 0Iy4UTh GOJIbIIE TIOAPOOHOCTE, BBEIUTE:

> kubectl get serviceAccounts/custom-service-account -o yaml
apivVersion: vi
kind: ServiceAccount
metadata:
creationTimestamp: 2018-01-15T18:24:40Z
name: custom-service-account
namespace: default
resourceVersion: "1974321"
selflLink: /api/vl/namespaces/default/serviceaccounts/custom-service-account
uid: 59bc3515-fa21-11e7-beab-080027c94384
secrets:
- name: custom-service-account-token-w2v7v

Yro6bl IPOCMOTPETH caM 00BEKT secret, BKJoYas Gailsl ca.crt, U TOKEH, BBEHTE
TAKyI0 KOMaH/Ly:

kubectl get secrets/custom-service-account-token-w2v7v -o yaml

Kak Kubernetes ynpasnset
CNY>X€OHbIMU YUYETHBIMU 3aNUCAMU

Y API-cepBepa ectb criennanbHbIii KOMIOHEHT, KOTOPBIN 3aHUMAETCS KOHTPOJIEM JI0-
CTyTIa ISt CyKeOHBIX YUETHBIX 3amuceil. B MOMEHT co3ianst Tojia OH TIPOBEpSIET,
HMeEET JI OHa COOCTBEHHYIO CITY;KeOHYIO 3aIHCh U, €CIIH /I, CYTIECTBYET JIU 9Ta 3aTHCh
Ha caMoM JieJie. Eciiit TakoBoi He yKazaHo, OLY Ha3HAYAeTCs CIy:KeOHASA yueTHast 3a-
IIMCBH 110 YMOJIYaHHUIO.

ITOT KOMITIOHEHT CJIEIUT TakyKe 3a TeM, YTOOBI y mojia GbII0 ToHOMOUNE Image -
PullSecrets, HEOGXOAMMOE JITTS TTOMTYYeH st 00PA30B U3 yAaIeHHOTO peecTpa. Ecau y moma
HeT cOOCTBEHHBIX 0OBEKTOB secret, OH UCTOJIB3YET MOJTHOMOUNE ImagePullSecrets
CBOEii cyKeOHOI yUeTHOM! 3anuCH.

B komnre x MOy MOAKJIOYAETCA TOM /var/run/secrets/kubernetes.io/service-
account ¢ TokeHoM st goctyina K API u o6bekToM volumeSource. JlaHHBIN TOKEH
cosmaercs u 06aBIseTCS B 00BEKT secret APYTUM KOMIIOHEHTOM TIOJl HA3BaHUEM
<KOHMPOJLIEP MOKEHOB», KOTOPBIH IEIAeT 3TO B MOMEHT CO3/IAHUST CITysKeOHON yIeTHON
sarmicu. Kpome Tor0, 0H 106aBJIsIeT/yIaisieT TOKEHbI B MOMEHT T0OABICHUS B CIIy/KeO-
HYIO YUETHYTO 3aITHCh 0OBEKTOB secret WM X YIATCHUS 13 Hee.

KonuTposutep ciykeGHBIX YUETHBIX 3aIHceil rapaHTHPyeT HATHINe CTaHAAPTHOTO
10JIb30BATEJISL BO BCEX IIPOCTPAHCTBAX UMEH.

[ocTtyn k API-cepsepy

ITpu o6pameHny k API HeoOX0AMMO TIPOUTH Yepes Tallbl ayTeHTH(GUKAINT, aBTOPH-
3aIUH U KOHTPOJIST IOCTYTIA. 3aPOC MOKET OBITH OTKIOHEH Ha I060M 13 HUX. Kaskprit
9TATl MPE/ICTABSET COOOM TEMOUKY CBSI3AHHBIX MEKIY COOOM TOMOMHEHUTT. ITO TPO-
WJUTIOCTPUPOBAHO Ha puc. 5.1.
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>Kneom @

nonb3oBaTtesib

AyTeHTudukaumns ABTOpPU3aLNA KoHTponb
Pod Joctyna
(cnyxebHas
y4eTHasa 3anucb APIl-cepBep Kubernetes
Kubernetes)
Puc. 5.1

AyTeHTUUKaLUMS NoMb3oBaTeNeM

[Ipu co3panum HOBOTO KJIacTepa TEPBBIM JIEJIOM CO3/IAIOTCST KIMEHTCKUE cepTu(IKaT
u kmod. C ux nomoubio yruanta kubectl n API-cepsep ayreHTudUIMpPyOTCs IpU
pabore apyr ¢ apyrom 1o TLS Ha mopre 443 (zammdposannoe HTTPS-coequnenue).
BbI MoskeTe HaliTh CBOM KJIMEHTCKUE KII0Y U cepTudukaT B (aiiye . kube/config:

> cat ~/.kube/config | grep client
client-certificate: /Users/gigi.sayfan/.minikube/client.crt
client-key: /Users/gigi.sayfan/.minikube/client.key

Ecnun k knactepy A0/mkHbI 06paLlaTbCs Apyrue nonb3oBaTenu, Co3aaTento
HY)XHO nepesaThb UM KIIMEHTCKue cepTudmMKaT 1 Koy 6e30nacHbIM Criocobom.

Ho ato s yeranosienue 6azoBoro yposHs nosepus ¢ API-cepsepom Kubernetes.
Bui Bee etnie He ayrenTrdumMpoBanbl. CyIecTBYIOT pa3inyHblie MOLYJIA ay TeHTU(hUKAIINH,
KOTOpPBIE MOTYT TTPOBEPSATDH 3aIPOCHl HA HAJIMYKE TOTIOJHUTEIbHBIX cepTU(hUKATOB,
napoJiei, TokeHoB-Hocuteseit u JW T-TokeHoB (i1s1 corysKeOHBIX YYeTHBIX 3aruceit).
BosbimmaCTBO 3a11poCOB TipeiHa3HaueHO JJid Ay TeHTU(UIIMPOBAHHBIX MOJb30BaTeeiH
(¢ OOBIYHBIMYU UJTH CYKEOHBIMU YUETHBIMU 3ATTUCSAMU ), XOTSA HEKOTOPbIE MOTYT OBITH
aHOHMMHBIMU. Eciin 3a11poc He cMOKeT MPONTH ITpoIiece ayTeHTU(hUKAIUN TIETUKOM, OH
6yner orknonen ¢ HTTP-kogom 401 («ommbka aBTOpU3aLum», 9TO He COBCEM TOYHO).

Boi6opom cTparernii ayreHTH(MUKAIMU 3aHUMAETCs aIMUHUCTPATOP KJIacTepa.
[lst aToro on ykasbiBaeT API-cepBepy pasHbie apryMeHTbl KOMAHHON CTPOKU:

O --client-ca-file=<filename> — st KJIMEHTCKUX cepTrduKaToB X509, 3aaHHbIX
B (paiine;
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O --token-auth-file=<filename> — /iJisd TOKEHOB-HOCUTEJIEH, 33/]AHHBIX B (haiiie;
O --basic-auth-file=<filename> — /JIsI JOTUHA U TTAPOJIS, 33JJaHHBIX B (haiie;

O --experimental-bootstrap-token-auth — 1149 KOMIIOHOBOYHBIX TOKEHOB, UCITOJIb-
3yeMbIX YTUJIUTON kubeadm.

CurysxkebOHbBIE yUETHBIE 3AITUCH TPUMEHSIIOT JOMOJHEHUE JIJIsl Ay TEHTU(DUKATIIH,
KOTOPOE 3arpysKaeTcss aBTOMATUYeCKU. AJIMUHUCTPATOP MOKET YKa3aTh JIBA OMOJIHU-
TeJTbHBIX KJI0Ya:

U --service-account-key-file=<filename> — KJIIOY JJIS IIOAIIMCU TOKEHOB-HOCUTE-
Jieii, sammdpoBanubiii MeTozoM PEM; eciint ero He ykasaTh, OyIeT UCIIOIb30BaThCS
npuBatubiii TLS-kiou API-cepBepa;

U --service-account-lookup — zieJaeT Tak, YTO TOKEHbBI OT3bIBAIOTCA IIPU yAAJCHUN
ux u3 API-cepsepa.

CylecTByeT HeCKOJIbKO JoroHuTeIbHbIX MeTo0B — OpenlD Connect, Webhooks,
Keystone (cay:x6a ngenrudukanuu 8 OpenStack) 1 mpokcu-cepsep ¢ ayreHTiudUKameil.
OcHoBHas ujiest UX MPUMEHEHUS COCTOUT B TOM, UTO 3Tall ayTeHTU(DUKAINY SBJISIETCI
PACIIUPSIEMBIM U MOKET TIO/IEPKUBATD JIFOObIE MEXAHU3MBIL.

[Tocste TpoxosKAEHMS Yepe3 TeNouKy ayTeHTU(MDUKAITMOHHBIX JIOTIOTHEHIH 3a11pocy
Oy/LyT TIPUCBOEHBI CJIe/yoMIre aTprOyTh (Ha OCHOBE TIPEI0CTABICHHBIX TOJTHOMOYHIA ):

Q yznobHOe 111 BOCIIPUSATHUS UMSL 10b306AMENS,

Q yuuxanvnoul udenmuduxamop (UID) — MOCTOSAHHBIN, B OTIMYIE OT UMEHHU TI0JIb30-
BaTeJIst;

U crumcok Zepynn, K KOTOPbIM ITPUHA/JIEKUT ITOJTb30BaTEJIb;
Q donornumenvioie nois (CTpOKOBbIe ITapbl «KJIOY — 3Ha'-I€'HI/Ie>>).

AyTenTrduKaTOpy HUYEro He U3BECTHO O TOM, KAKUMHU [IpaBaMi 00JafaeT MO/Ib-
3oBatesib. OH JIMIIb CBA3bIBACT HAOOP MOJHOMOYMIT ¢ HAGOPOM UAECHTU(PUKAIMOHHBIX
aTpu6yToB. IIPOBEPKOIT TOTO, MOJKET JIH [T0JIb30BATE b BBIIIOJIHUTD TOT WJIM HHOM 3aIIpOC,
3aHUMAOTCS aBTOPU3ATOPBL. AyTeHTH(hUKAIUS CYMTAETCS YCIIEIIHOM, eC/ii XOTsT Obl
OJINH M3 aBTOPU3ATOPOB MTPUMET TPEIOCTABIEHHbIE TIOJHOMOYNS. JTallbl ayTeHTu(hu-
KaI[UU BBITIOJIHSIOTCS B IPOU3BOJILHOM TTOPSIIKE.

IlepeBomnonrenue. [losb3oBaTenu ¢ HaIeKaAIEH aBTOPU3AINel MOTYT 1eHiCTBOBATD
oT uy:koro nMmenn. Hampumep, aAMUHUCTPATOP MOKET 3aHATHCS OTJIAIKON OT JIUIIA
JIPYTOTO TI0JIb30BaTeJIsI ¢ MeHbIMME npuBuiernamu. [[s storo B API-3ampoce nyxHO
repezaTh 3aT0JI0OBKY TIEPEBOILIOIICHUS:

U Impersonate-User — IOJb30BATEJb, OT UMEHN KOTOPOTO BBIIIOJIHAECTCA 3AIIPOC;

O Impersonate-Group — IpyIllia UIN IPYIIIbL, OT UMEHU KOTOPBIX BBIIIOJIHAETCS 3aIIPOC.
ITOT 3ar0JIOBOK HEOOsI3aTENIbHbII U TpeOyeT Haamuus Impersonate-User;

O Impersonate-Extra-(LononHuTesbHOE UMA) — 9TO JMHAMUYECKUI 3ar0JIOBOK, KO-
TOPBII CBS3BIBAET C II0JIb30BaTEIEM JOIOJHUTEbHbIE 1105, OH HeoOA3aTebHbII
u tpebyeT Hasmuust Impersonate-User.,

B kubectl HysxHO ykasaTh mapaMeTpsbl --as U --as-group.
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ABTOpM3aLMsi 3anpocoB

3aKOHYMB ¢ ayTeHTH(UKAIHEH, TOTb30BaTe b IPUCTYTaeT K apropusaiiu. B Kubernetes
JUISL 9TOTO 1IPELyCMOTpeHbl yHUBepcasibHble MeTo/ibl. Ileriouka mozyJieil aBropusaiuu
[IPUHUMAET 3aIIPOC, COAEPIKAIINI TaKy1o HH(OPMAIHIO, KaK ayTeHTU(MUIIMPOBAHHOE NMS
moJib3oBatess u feiictue (list, get, watch, create u T. 1.). B otsimuue ot ayrentudnka-
I[1 ¥, aBTOPU3AIHSI BBIIOJHSIETCSI B IOJTHOM 00'beMe ITPU Kask10M 3arpoce. Eciin 3ampoc
HE CMOKET TIPOITU ITPOBEPKY XOTsI OBI B OJTHOM U3 MOJIYJIEH UJIU HE TIOJIYIUT OJIHO3HAY-
HOTO 0TBeTa, OH Oyzer otkioHeH ¢ HTTP-komoM 403 (3ampelieHo). 3ampoc IPOI0JIKAT
CBOII MyTh, ecIi GBI PUHAT XOTS OBI OHUM MOJYJIEM W MIPU 9TOM HUKAKOW APYyTOil
MO/LyJIb €r0 He OTKJIOHUJL

Bo160poM [OTIOTHEH I /7151 aBTOPU3AINN 3aHUMAETCST a[IMITHUCTPATOP KJIacTepa.
[lig 2TOrO OH TIepeYncseT X Ha3BaHUS yepe3 3alATyI0 B apTyMeHTe KOMaH/IHON
CTPOKH --authorization-mode.

[MommepskmBaIOTCS CIAEMYTONTNE PESKUMBIL:

U --authorization-mode=AlwaysDeny — OTKJIOHAET BCe 3alIPOCHI, TOAXOANT JJIA Te-
CTUPOBAHN,

O --authorization-mode=AlwaysAllow — paspelraeT BCe 3alpOChl, IIOJXOAUT Ha CIY-
yaii, ecii BaM He Hy>KHa aBTOPU3AIINS;

O --authorization-mode=ABAC — BKJIIOYAeT MOJUTHUKY JIOKATBbHOU MOJIb30BATEIbCKON
aBTOpU3alUK ¢ OMOIIbIO (daiina. ABAC pacumdposbiBaercs Kak attribute-based
access control (pasrpaHnuyeHne I0CTyIa Ha OCHOBE aTPUOYTOB);

Q --authorization-mode=RBAC — poJieBOIl MeXaHU3M, B KOTOPOM XpaHEHUEM U TPU-
MeHeHUeM IOJIMTUK aBTopusannu sanuMaercs API-cepsep Kubernetes. RBAC pac-
mudposbIBaeTcs Kak role-based access control (yrpasiieHue TOCTYIIOM Ha OCHOBE
pouteit);

Q --authorization-mode=Node — 3TO cHelUATbHBIN PEKUM, TPeHA3HAYCHHDBIN /I
aBropusaiu API-3anpocos co croponbt kubelets;

O --authorization-mode=Webhook — 1103BOJIA€T BBIIIOJHATH ABTOPU3ALUIO YePe3 yia-
JIeHHBIH cepBuc ¢ moMoIisio REST.

Moskere 106aBUTH COOCTBEHHOE JIOMOTHEHHE /ISl aBTOPU3AIIAH, PEATM30BaB IPOCTON
uaTepdeiic Ha sa3bike Go:

type Authorizer interface {
Authorize(a Attributes) (authorized bool, reason string, err error)

}

Bxopamuii aprymMeHT Attributes — Toxke unTepdeiic. OH penocTaBisieT Bce CBe-
JIeHUsT, HeOOXOIUMBbIE JJIst TPUHSITHS PEIIEHNSI OTHOCUTEHLHO ABTOPU3ATIHI:

type Attributes interface {
GetUser() user.Info
GetVerb() string
IsReadOnly() bool
GetNamespace() string
GetResource() string
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GetSubresource() string
GetName() string
GetAPIGroup() string
GetAPIVersion() string
IsResourceRequest() bool
GetPath() string

Micnonb3oBaHWe AONONHEHUI ANs KOHTPO/14 AOCTYrMa

Wrax, samnpoc Obl1 ayTeHTHGUIUPOBAH 1 aBTOPU30BaH, HO MEPeJl ero BHIIIOJIHEHeM
HY’KHO cJieqiaTh etie ofuH mar. OH JI0JIKeH MPOUTH Yepe3 BEPEHUILY JIOTIOTHEHWI J1JIsT
KOHTPOJIsT toctytia. [1o aHasoruu ¢ aBpropusariyeii 3arpoc CYuTaeTcst HeyIaqHbIM, eCJIn
OH OBLJI OTKJIOHEH XOTsI Obl OHIM KOHTPOJLIEPOM.

KonTtpoJinepsr octyna — mpekpacHasi KOHIEIHs. VX CMBICIT B TOM, UTO Y KJIacTepa
MOTYT ObITh rJ100aIbHbIE IPUYMHBI JIJIsT OTKJIOHEHM 3anpoca. V1 6e3 TakuxX KOHTPOoJLIe-
POB O HUX JIOJIKHBI ObLIK ObI 3HATH BCE MOLYJIM aBTOpUsaiiui. KOHTpoJIb 10cTyIa 03B0-
JISIET PeaTM30BaTh ATY JIOTHKY JIUIIb OJUH pa3. Kpome Toro, KOHTpoJiepaM 1mo3BOJIEHO
MOIU(PUITMPOBATH 3aITPOCHL. VIX MOKHO 3aITyCKaTh B PesKUME MTPOBEPKH WU U3MEHe-
Hust. Kak 06b14HO, BBIOOPOM KOHTPOJLIEPOB A0CTYIIA 3aHUMAETCs aIMUHUCTPATOP, s
ATOTO TIPEAYCMOTPEH apryMeHT KOMaHIHON CTPOKH --admission-control. B kayecTBe
3HAYEHUS YKA3bIBAETCSI CITUCOK JIOMIOJTHEHW, pa3jieJIeHHbIX 3ansThiMu. /lanee mepe-
YICJIEHbI JIOTIOJHEHUsI, KOTOPbIE PEKOMEH/IyeTcs ucnoib3oBath B Kubernetes Bepcuu
1.9 nsm BeITe (TTOPSIIOK UMEET 3HAUEHME):

--admissioncontrol=
NamespaceLifecycle,LimitRanger,ServiceAccount,PersistentVolumeLabel,
DefaultStorageClass,MutatingAdmissionWebhook,ValidatingAdmissionWebhook,
ResourceQuota,DefaultTolerationSeconds

PaccmoTpuM HeKOTOpPBIE M3 TOCTYIIHBIX JOTIOJHEHNH (3TOT CINUCOK IMTOCTOSHHO T10-
TTOJTHSIETCS ):

O AlwaysAdmit — Ge3yc/OBHBII IIPOIYCK (He COBCEM MOHSTHO, 3a4eM OHO HYKHO);
QO AlwaysDeny — OTKJIOHSET Bee 110APs] (IIOAXOAUT J1 TeCTUPOBAHUA);

O AlwaysPullImages — BCerja I03BOJIIET 3aIPy:KaTh HOBble 00pasbl (IIOAXOAUT JJIs
MyJIbTUAPEHIHBIX KJACTEPOB, FAPAHTUPYET, YTO IIPUBATHbIE 0OPas3bl He UCIIOIb3Y-
I0TCS 1TO/IaMU, Y KOTOPBIX HET MMOJTHOMOYMH JIJIST UX 3aTPY3KH );

O DefaultStorageClass — j00aBJigeT CTaHAAPTHDII KJIACC XPaHEHUs JaHHbIX K 3a-
1pocaM Tuia PersistentVolumeClaim (B KOTOPBIX HE YKa3aHO HOAOOHOIO Kjlacca);

O DefaultTollerationSeconds — ycTaHaBJWBAeT CTAHAAPTHBIN yPOBEHb TEPITH-
MOCTH U1 OIpaHuYeHnil (ecsiu OH ellle He YCTaHOBJIEH): notready :NoExecute
u notreachable:NoExecute;

U DenyEscalatingExec — 3ampemniaer KOMaH/bl exec 1 attach 174 1IOJ0B € JOCTYIIOM
K y3JIy U IIOBbILNIEHHBIMU IIPUBUJIETUSAMU. ITO OTHOCUTCS K y3J1aM, KOTOPbIe UMEIOT
noctyi K mpoctpanctBam nMed IPC u PID;
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O EventRatelLimit — orpaHMYMBaeT KOJMYECTBO COOBITHIA, TocTynaomux B API-cepsep
(nosiBuiioch B Kubernetes 1.9);

O ExtendedResourceToleration — couyeraer OrpaHUyeHUs 15 Y3J10B CO ClIeIUAIbHbI-
mu pecypcamu, Takumn kak GPU n FPGA, mpu aToM 1oj1am, KOTOpBIe 3arpantinBa-
0T 3TH PECYPCHI, Ha3HAYAETCS OTIpeIeIeHHBIN YPOBEHb TepIuMOocTH. B nrore ysen
¢ U30BITOYHBIMU pecypcaMu OYIeT BbIIEIEH IS TOI0B ¢ MOAXOASIINM YPOBHEM
TEepPIMMOCTH;

O ImagePolicyWebhook — 3TO CJIOKHOE JOIIOJIHEHUE IIOAKIIOYAETCA K BHEIITHEMY CEP-
Bepy, 4TOObI PEIIUTD, CJEAYET JIH OTKJIOHUTD 3aIIPOC Ha OCHOBE €ro 00pasa;

U Initializers — ycTaHaBJMBaeT OTJIOKEHHBIC MHUIUAIN3ATOPDI, PEAAKTUPYA METaaH-
HbIE pecypca, KOTOPbIii ZI0JIKeH ObITh co3ziaH (0CHOBaHO Ha InitializerConfiguration);

Q InitialResources (3KCIiepUMEHTATbHOE) — HAa3HAYAeT BBIUMCIUTENbHbIE PECYPCHI
U JIMMUTBI; €CJIU UX He yKa3aTh, OyAyT 3aeficTBOBAHbI JaHHbIE O HATPY3Ke, 3aru-
CaHHbIe paHee;

Q LimitPodHardAntiAffinity — oTkasbiBaeT J060MY HOLY, KOTOPBIN He MCHOJIb3YET
KJII0Y TOIIOJIOTUU HEIPUHA/JIEKHOCTU kubernetes.io/hostname B requiredDuring
SchedulingRequiredDuringExecution;

O LimitRanger — OTKJIOHSET 3alIPOCHI, HAPYIIAION[NE JUMUTHI HA PECYPCHI;

O MutatingAdmissionWebhook — BBI3BIBACT 110 MOPAAKY 3apPETUCTPUPOBAHHBIE U3ME-
Hstote mporeaypbl Webhook, criocobmbie MoanduImpoBaTh yKazaHHbINH 0OBEKT.
CTOUT OTMETHUTD, UYTO Pa3HbIe TTPOTIEAYPHI MOTYT HUBETMPOBATH U3MEHEHUS, BHOCH -
Mbl€ IPYT APYIOM;

O Namespacelifecycle — OTKJIOHSET 3aIIPOChI 110 CO3JAHUIO OOBEKTOB B IIPOCTPAHCTBAX
MMEH, KOTOPblEe HAXOAATCA B IIPOLIECCe YAaJIeHUs UIN KOTOPDIX HE CYILECTBYET;

U ResourceQuota — OTKJIOHSAET 3aIIPOCHI, KOTOPbIE HAPYIIAIOT KBOTHI Ha PECYPCHI,
JIeHiCTBYIONINE B TPOCTPAHCTBE MMEH;

O ServiceAccount — 9TO aBTOMATHU3ALUS JIs CIYKEOHBIX YIETHBIX 3aIlUCel;

O validatingAdmissionWebhook — 3TOT KOHTPOJLIEP AOCTYIIA BbI3bIBAET JIIOOYIO
mporienypy Webhook, kotopast coorserctyer 3amnpocy. [Toaxozsimme mporerypsr
BBI3BIBAIOTCS OTHOBPEMEHHO. 3aITPOC 3aBEPIINATCS HEYAAUeH, eci XOTst ObI OiHA 13
HUX €r0 OTKJIOHUT.

Kak BumnTe, 1OTOTHEHWS JI7TsT KOHTPOJIS JIOCTYTIA UMEIOT TUPOKHE BO3MOKHOCTH.
OHU TOA/IEPKUBAIOT TOJUTHKH, ACHCTBYIONINE B PAMKaX MPOCTPAHCTB UMEH, W TIOJI-
TBEPKAAIOT /IeVCTBUTEIbHOCTD 3aIIPOCOB — B OCHOBHOM C TOYKH 3PEHUS YIIPaBJICHUS
pecypcamu. biarogapst aToMy JI0MOJHEHNS JIJIsT aBTOPU3AINN MOTYT COCPEIOTOUNTHCS
Ha JIOMYCTUMBIX OTIepaIiisiX. ImagePolicyWebHook — 3TO METO MTPOBEPKU 00PA30B, UTO
camo 110 cebe BakHas 3a1a4a. Initializers geaeT BO3MOKHBIM AMHAMUYECKUI KOH-
TPOJIb IOCTYIIA, TIO3BOJISISI BAM Pa3BePThIBATh COOCTBEHHBIE KOHTPOJLJIEPHI, HE BCTPANBAast
ux B Kubernetes. CymectBytor tak:ke BHemHue mporeaypsl Webhook st koHTpOsist
noctymna. OHU MOAXOAAT [T TAaKUX 33/1a4, KaK CEMaHTHYeCKas MPOBEPKa PECyPCcoB
(HampuMep, YTOOBI TAPAaHTHPOBATH, YTO BCE MOl UMEIOT CTAaHIAPTHBIN HAOOP METOK).
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Pas6uenue poBEpKH BXOAIINX 3alIPOCOB Ha pasHble cTajuu (ayTeHTuduKaIms,
ABTOPHU3AIMS U KOHTPOJIb JOCTYIIA), KaXk/lasd CO CBOMMU JIOIIOJHEHUSAMHU, 3HAUUTEIHBHO
YIPOIIAET TOHUMAHKE U IPUMEHEHUE 3TOTO CJI0KHOTO ITpolecca.

3awmTa Nnoaos

Be3omacHoCTh MOI0B OYeHb BaykHa, TOCKOIbKY Kubernetes muaHupyeT v BBITOTHSAET UX
samyck. /lst obecriedernst 6€30MaCHOCTH TOIOB U KOHTEHHEPOB CYIECTBYET HECKOIBKO
HE3aBUCHMBIX MEXaHU3MOB. BmecTe onn (hopMUPYIOT MHOTOYPOBHEBYIO 3alIUTY: ke
€CJTH 3JI0YMBITIIEHHUK (MJTH IPOTpaMMHast OTTOKa) 060H/IET O/IMH MEXaHU3M, OH GyieT
3a6JIOKMPOBAH JIPYTHM.

Mcnonb3oBaHMe YacTHbIX Peno3MTopueB ¢ obpasamm

ITOT MOAXOA AACT BaM YBEPEHHOCTh B TOM, YTO KJacTep OyIeT 3arpysKaTh TOJIBKO Te
06pasbl, KOTOPbIE BbI TIPeABapUTEIbHO TpoBepruiin. OH TakKe yJIydllaeT yipasJieHre 00-
HOBJICHUSIMU. BbI MOkeTe HacTpouTh $HOME/ . dockercfg vu $HOME/ . docker/config.json
Ha KasKJIOM y3JI€e, XOTsI MHOTHe 0bJIagHble IPOBAIIEpPhl 9TOrO He MO3BOJISIIOT, HOCKOJIBKY
Y3JIbl B HUX BBIJIEJIAIOTCA aBTOMAaTUYECKUL.

ImagePullSecrets

JIaHHBII TTO/IX0/T PEKOMEH/IYETCST JIJIsT KJIACTEPOB Ha 00JauHbIX miaardopmax. Ero cyth
B TOM, YTO ITOJTHOMOYUS I PeecTpa IpeoCTaBIAITCS CaMUM T10/I0M, TI09TOMY He-
BayKHO, Ha KaKOM y3Jie OH pa3BepHyT. ITo pelnaer 1mpodiemy ¢ dailiom .dockercfg Ha
YPOBHe y3J1a.

CrauaJia ciieflyer cosiaTb 00beKT secret IS MOJTHOMOYIA:

> kubectl create secret the-registry-secret
--docker-server=<docker registry server>
--docker-username=<username>
--docker-password=<password>
--docker-email=<email>

secret "docker-registry-secret" created.

[Tpu HEO6XOAUMOCTH 0OBEKTHI secret MOKHO CO3/aBaTh JJIsI HECKOJIBKUX pe-
€CTPOB WJIN JIJIs Pa3HbIX MTOJIb30BATENIEN B paMKaxX OJHOTO peecTpa. Bee sK3eMILIspo
ImagePullSecrets GyayT oObeanHeHbI ¢ momoInio kubelet.

OHAKO MOl MOTYT 0GPAIIAThCS TOJIBKO K 00bEKTaM secret BHYTPH COOCTBEHHOTO
MIPOCTPAHCTBA UMEH, TIO3TOMY BbI JIOJIKHBI IOMECTHTH 3TH OOBEKTHI BO BCE IPOCTPAHCTBA
HMeH, B KOTOPBIX XOTUTE 3aITyCKATh CBOM MOJI.

Onpenenus 0ObEKT secret, MokeTe JOOABUTD €T0 B CIIENUMUKAIIIO 11013, KOTOPYIO
3aTeM CMOJKETe 3aMyCTUTh. B pesyibrare o 6yAeT NCnoib30BaTh MOJTHOMOYNS U3 00b-
eKTa secret /i 3arpy3Ky 06Pa30B U3 3a[AHHOTO PEMIO3UTOPHSL:
apiVersion: vl
kind: Pod
metadata:
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name: cool-pod
namespace: the-namespace
spec:
containers:
- name: cool-container
image: cool/app:vl
imagePullSecrets:
- name: the-registry-secret

3agaHue KoHTekcTa 6e30nacHoCTH

Konteker 6e30macHocTt — 5T0 HAGOP MapaMeTPOB YPOBHS OTEPAIIMOHHON CUCTEMBI,
takux kak UID, GID, Boamoxxnoctu u posit SELinux. Ity napameTpsl TPUMEHSTIOTCS
Ha YpPOBHE KOHTelTHepa KaK 4acTb €ro 3alUIIeHHOTO COAePKUMOro. Bl MoxkeTe 3a1aTh
KOHTEKCT 6e30MacHOCTH, KOTOPBIil Gy/eT IeHCTBOBATE JJist BCEX KOHTEHHEPOB BHYTPH
olIpeieIeHHOTO 11o/1a. KOHTeKCT 3TOro ypoBHS MOKET UCII0JIb30BaTh U CBOU IIapaMeTPhl
6esonacHocTH (B YacTHOCTH, fsGroup 1 seLinuxOptions) K TOMaM.

Ilasnee puBejiet IpuUMepP KOHTEKCTA GE30MACHOCTU YPOBHSI IO/

apiVersion: vl
kind: Pod
metadata:

name: hello-world
spec:

containers:

securityContext:
fsGroup: 1234
supplementalGroups: [5678]
seLinuxOptions:
level: "s0@:c123,c456"

Kontekct 6ezonacuoctu YpOBH KOHTeI'/JIHepa Trepeonpejessier AHAJIOTUYHBIN KOH-
TEKCT ypOBHA I10/1A. OH onuckIBaeTcst B pasaeJsie containers MaHI/I(l)eCTa 11014, a ero
IapaMe€Tpbl HE MOT'YT OBITD IIPUMEHEHDbI K TOMaM, KOTOPbI€ OCTAIOTCS Ha YPOBHE I10/1A.

Bort kak BbBITVIAANUT KOHTEKCT 6e3011acHOCTH YpOBHA KOHTeI‘/JIHepaZ

apiVersion: vl
kind: Pod
metadata:
name: hello-world
spec:
containers:
- name: hello-world-container
# OnpepeneHve KOHTeilHepa
#
securityContext:
privileged: true
seLinuxOptions:
level: "s@:c123,c456"
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3awmTa Kknacrepa ¢ nomoubto AppArmor

AppArmor — 3to MojyJib Oe3omacHocTu B siipe Linux. C ero moMoIpio MOKHO Orpa-
HUYUTH HaGOP PECYPCOB, JOCTYIHBIX MPOIIECCY BHYTPH KOHTEWHEPa, HATPUMED J0CTYIT
K cetu u aitnam, a Takke BogmoxkuocTu Linux. /lnst konduryparnuu AppArmor wc-
MOJIB3YIOTCS TTPODUIIH.

TpeboBaHus

[Toxnepsxka AppArmor nossunack B Kubernetes 1.4 B craryce 6eta. OHa JoCTyIIHA He BO
BCEX OIEPAIMOHHBIX CHCTEMAX, IO3TOMY, YTOOBI BOCIIOIb30BATHCS MPEUMYIIIECTBAME
JAHHOTO MOJLYJIS, CiefyeT BhiGpaTh moaxoasmuii guctpubytus. Ubuntu u SUSE Linux
HOIEPAKUBAIOT ¥ UCTIONB3YIOT AppArmor o ymosdanuio. B apyrux auctpubyrusax
HOZIEPIKKA OMIIHOHAMbHA. UTOOBI IPOBEPHUTD, BKIIOUEH JI MOLYJIb AppATmor, BBeuTe
CJIEIYIONIYIO KOMAH/LY:

cat /sys/module/apparmor/parameters/enabled
Y

Ecin ona BepHeT Y, MO/LyJIb BKJIIOUEH.

[Tpoduib noskeH GbITh 3arpyskeH B sapo. IIposepbre daii /sys/kernel/security/
apparmor/profiles.

CTouT TaKKe OTMETUTD, YTO ceituac AppATmMOr Ho/IepKUBAETCs JIUIIDb B CPEJie Bbl-
nosiHenust Docker.

3awmTa noga ¢ nomotso AppArmor

AppArmor Bce ellte HaxOAUTCS Ha CTajiik O€Ta, TOATOMY MeTa/IaHHbIE YKA3bIBAOTCS B BUJIE
AQHHOTAL[MIA, a He KaK 110J1s1 bonafide. DTO UBMEHMTCsI, KOIZIA BBIIAET cTabKIbHAS BEPCHUSL.
Y0661 IPUMEHHUTD IPOMUIDL K KOHTEHHEPY, 100aBbTe CIAYIONYIO aHHOTAIIMIO:

container.apparmor.security.beta.kubernetes.io/<Ha3BaHue-koHTeliHepa>:
<profileref>

B kauecTBe 6a30BOTO MOKHO yKa3aTh AUO0 TPOGUIb MO YMOTIAHUIO runtime/
default, 6o (aiii ysna localhost/<Ha3BaHne-npopunsas.
[lanee mpuBesieH npuMep NpoduIsa, KOTOPBIi Ipe0TBpanaeT 3amich B (Daiiibr:

#include <tunables/global>

profile k8s-apparmor-example-deny-write flags=(attach_disconnected) {
#include <abstractions/base>
file,

# 3anpeT Ha 3anucb B Nbble painbl
deny /** w,

Monyib AppArmor He siBisgercst pecypcom Kubernetes, 1109ToMy B HeM He HCIIOJIb-
3yforcs 3HakoMble BaM hopmarsl daitioB YAML u JSON.
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Y1066l yOEAUTHCS B KOPPEKTHOM MOAKIIOUCHUH TIPODUIIS, TPOBEpPbTE aTpubyThI
mporecca 1:

kubectl exec <HasBaHue-noga> cat /proc/1l/attr/current

[To yMOTIAHUIO OBl MOKHO PA3BEPTHIBATH Ha JIIOOOM y3J1€e KracTepa. TO O3HAYAET,
4TO IPOMUIIB J0JIZKEH ObITh 3arpysKeH Ha KaskIoM yaJjie. TakoB KacCu4ecKuil ciieHapuit
1T nicnob3oBanns DaemonSet.

PyuHoe co3gaHune npodunein AppArmor

Pyunoe coznanue npoduieit AppArmor — BaskHbIN HABBIK. 371eCh BAM MOTYT IIPUTO/IUTh-
¢Sl MHCTPYMEHTBI aa-genprof 1 aa-logprof, KOTOpbIEe TeHEPUPYIOT TPOMUIIL U TOMOTAIOT
€ro OTKOPPEKTUPOBATh, 3aIlyCKasl Ballle IPUJIOKeHKe ¢ APpATMOTr B PEsKUME ¢ OAPO6-
HBIM BIBOZOM. OHE OTCIEKMBAIOT pabOTy BAIEro IPUIOKEHNs U IPEAYIIPEKIEHN,
BbIIaBaeMble ApPATMOT, OZTHOBPEMEHHO CO3/1aBasi MOAXOSIIUI TPOMUIb. DTOT C BULY
HEYKJIIOKUU TTOIX0/] BITOJIHE IeICTBEeHHBII.

Ho 6oubiiie Bcero Mue HpaButest yrusmta bane (https://github.com/jessfraz/bane), koTo-
past renepupyet npoduan AppArmor u3 daiina Ha sSI3bIKe, OCHOBAHHOM Ha CHHTAKCHCE
TOML. Onucanus bane BbINISAAT 10BOJIBHO BbipasuTeibHbIMU. Jlajiee npeacrasien
HEOOJIBIION OTPHIBOK:

Name = "nginx-sample"
[Filesystem]
# KaTanorum KoHTeilHepa, AOCTYMHble TONbKO ANA YTEHUA
ReadOnlyPaths = [
"/bin/**",
"/boot/**",
"/dev/**",
1
# kaTanoru, onepauuu 3anucu B KOTOpble Bbl XOTUTE [06aBAATbL B XypHan
LogOnWritePaths = [
e
1
# paspeleHHble BO3MOXHOCTHU
[Capabilities]
Allow = [
"chown",
"setuid",
1
[Network]
Raw = false
Packet = false
Protocols = [
"tcp”,
"udp”,
"icmp"

1

CrenepupoBaHHBIH TPOMUID TOSYUNTCS MATOTIOHATHBIM.
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MonuTtukn 6e3onacHoOCTM Ansa noaa

B Kubernetes 1.4 nosiBuiiacs Gera-Bepcust pecypca Pod Security Policy (monutuka
6e3omacHocTu moj1a, PSP). Ero Hy)KHO BKJIIOUUTH BPYYHYIO BMECTE C KOHTPOJIEM J[0-
cryna PSP. 9tor pecypc, onipesiesieHHblil Ha yPOBHE KJIacTePa, ONMUCHIBAET KOHTEKCT
6esomacHocTy st 00B. PSP uMeer onpesiesieHHbie 0COGEHHOCTH TI0 CPABHEHUIO
C 3a/IaHUEM 3AIUIIIEHHOTO COAEPKUMOT0 BPYUHYTO, KaK MBI [IeJIaJId PaHee.

a On IIPUMEHACT O/IHY U TY K€ IIOJIMTURKY K HECKOJIbKUM I1OJ[aM 1 KOHTeﬁHepaM.

Q On no3Bojsger AIMUHUCTPATOPY KOHTPOJIMPOBATDH CO3/IaHUE T10/1a, HE JaBad IIOJIb30~
BaTeJIsSIM YKa3blBaTb HeKOppeKTHHﬁ KOHTEKCT Oe3011acHOCT.

O OH AuHAMUYECKW TEHEPUPYET [ TI0/[a Pa3Hoe 3alUIIEHHOE COIEPKUMOE C UC-
I0JIb30BAHMEM KOHTPOJLJICPA TOCTYTIA.

[Tosmtuku PSP BBIBOAAT KOHILEIIINIO KOHTEKCTa 0€30I1aCHOCTH Ha HOBbIN YPOBEHb.
OO06BIYHO KOJUYECTBO MOA0B (MU, CKOpee, UX MabJOHOB) 3HAUUTEIBHO TIPEBBIIIACT
KOJIMYECTBO IIOJUTUK 06Ee30IacHOCTU. DTO 0O3Ha4yaeT, YTO MHOTUE IIabJIOHbI I10/[0B
U KOHTEHHepbI OyAyT UMETh OIHY ¥ Ty ke nojauTuky. bes PSP Bam npumniiock Obl mpo-
MMUACBIBATH BCE ATO BPYUHYIO JIJIsI KAKIOTO MaHu(ecTa moja.

Paccmorpum npumep nosimtukn PSP, KoTopas He HaKJIabIBaeT HUKAKUX 3aTPETOB:

{
"kind": "PodSecurityPolicy",
"apiversion":"policy/vlbetal”,
"metadata”: {
"name": "permissive"
}s
"spec": {
"seLinux": {
"rule": "RunAsAny"
}s
"supplementalGroups": {
"rule": "RunAsAny"
3
"runAsUser": {
"rule": "RunAsAny"
}s
"fsGroup": {
"rule": "RunAsAny"
3
"volumes": ["*"]
}
}

ABTOpM3auus NoaMTUK 6e3onacHocTn anst nogos vepe3 RBAC

ITO PEKOMEHAYEMBIH CTIOCO6 BRIOUEHMS TTOMUTHK Oe3omactnoct. Co3maanM posb
clusterRole (MOKHO ITPOCTO Role), 4TOOBI PA3PEIIUTh UCIIOIb30BAHUE OMPEIETEHHBIX
nosmtuK. OHa I0JKHA BBITJISIIETH CJAEIYIONIM 00pasoM:
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kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: <role name>
rules:
- apiGroups: ['policy']
resources: [ 'podsecuritypolicies']
verbs: ['use']
resourceNames:
- <list of policies to authorize>

Tenepb TIPUBAKEM POJIb KJacTepa K aBTOPU30BaHHBIM ITOJIb30BaTEJIAM:

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: <binding name>
roleRef:
kind: ClusterRole
name: <role name>
apiGroup: rbac.authorization.k8s.io
subjects:
# ABTOpU3YyeM ornpefeneHHble CAyKebHble y4YeTHble 3anucu:
- kind: ServiceAccount
name: <authorized service account name>
namespace: <authorized pod namespace>
# ABTOpU3yeM omnpefeneHHbIX fosb3oBaTeneil (He pekomeHAayeTcs):
- kind: User
apiGroup: rbac.authorization.k8s.io
name: <authorized user name>
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Ecmm POJIN UCITIOJIBb3YIOTCA JIMIIDb B Ka4€CTBE IIPUBA3KHY, a4 HE Ha YPOBHE KJlacTepa,
nx I[ef/'ICTBI/Ie OTrPpaHNY€HO 1TO/IaM1 B COOTBETCTBYIOIIEM ITPOCTPAHCTBE UMEH. Nx moxHO
MIPpUMEHATH BMECTE C CUCTEMHBIMU I'DYIIITaMU, 4TOOBI OTKPBITH IOCTYII Ui BCEX ITOJI0B,

3allyII€HHbIX B O/THOM ITPOCTPAHCTBE NMEH!

# ABTOpuU3yeM BCe cayxebHble y4eTHble 3anucu B MPOCTPAHCTBE WUMEH:
- kind: Group

apiGroup: rbac.authorization.k8s.io

name: system:serviceaccounts

# Wnu aBTOpu3yem BCeX ayTeHTUOULUMUPOBAHHbIX Monb3oBaTeneil (4TO TO Xe camoe):

- kind: Group
apiGroup: rbac.authorization.k8s.io
name: system:authenticated

ynpaBneHme CETEBLIMU MOJIUTUKAMU

besonacnocts y3J10B, IOI0OB 1 KOHTefIHepOB — IIepBooYepe/iHad 3a/avda, HO obecIeynTh
TOJIBKO €€ He/JJOCTaTOYHO. ,Z[JIH IIPOEKTUPOBaHUA 6e3011acHbIX KJIaCTEPOB Kubernetes
C HOlIZIep}KKOI‘/JI MYJAbTUAPEHAHOCTU U MUHUMAJIbHBIM BJIHUAHWEM TTOTCHIITUAJTIbHBIX
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YA3BUMOCTEH KpailHe BakHa cerMeHTaIus ceti. MHOTOypoBHEBast 3anura Tpedyer
H30JIMPOBATh YACTH CHCTEMbI, KOTOPbIE HEe 0OIAIOTCS IPYT C APYTOM, — 3TO MO3BOJISICT
THIATEJIbHO KOHTPOJIMPOBATD HAlIpaBjeHue TpaduKa, ero IIpOTOKOJIbI U IIOPTHI.
CereBbie TTOMUTHKE 00ECTICYUBAIOT TOHKIHA KOHTPOJIb U HAJIJIEKATITYIO CETMEHTAIIIO
cetu Bamrero kiacrepa. I1o cBoeil cyTu cereBast TOMUTHKA — ITO HAOOP MPABUIT 15t
GpaHMayspa, KOTOPBIE TPUMEHSIIOTCST K TPOCTPAHCTBAM UMEH U TIOJ[aM C OTpe/ieIeH-
HBIMU METKAMU. ITO O4eHb TUOKUIT TOIXOJT, TAK KAK METKH MOTYT OTIPE/ICIISITh CETMEHTHI
BUPTYQJIBHON CETH, U YIIPABIATH MU MOJKHO Kak 00bIYHBIME pecypcamu Kubernetes.

Bbl60Op COBMECTMMOrO CETEBOMO peLIeHUs

HekoTopble cepBepbl He NOAJAEPKUBAIOT ceTeBble MOoMUTUKU. OUH U3 TIPUMEPOB — I10-
nyJsipHoe pernerre Flannel.

Jlajiee nepeynciennl CepBepbl, COBMECTUMBIE C CETEBBIMU MOJUTHKAMM:

Calico;

WeaveNet;

Canal;

Cillium;

Kube-Router;

Romana.

0O0D0DD0D0 D

Onpenenenne ceTeBon NOMNTUKN

CeteBast 1oJuTHKA Onpe/iesisieTcs B crangapriom Manudecre hopmara YAML. Jlanee
NPUBE/IEH TIPUMED:

apivVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: the-network-policy
namespace: default
spec:
podSelector:
matchLabels:
role: db
ingress:
- from:
- namespaceSelector:
matchLabels:
project: cool-project
- podSelector:
matchLabels:
role: frontend
ports:
- protocol: tcp
port: 6379
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Paszien spec comepskuT /iBa BaXKHBIX 110/Ipas/iesia — podSelector u ingress. IlepBblit
olpe/iesisieT, K KaKuM 110/1aM ITPUMeHsIeTCs] laHHasl ceTeBast MOJINTHKA, BTOPO OIMChIBA-
€T JIPYTUe TPOCTPAHCTBA UMEH U TIO/IBI, K KOTOPBIM MOTYT OOPAIIAThCsI 3TH 9K3EMILISIPHI,
a TakyKe MIPOTOKOJIBI U TIOPTHI, UCIIOJIb3YEMBbIE IS 9TOTO.

B mamem npumepe cesekTop pod pUMeHsIeT CeTeBYI0 MOJTUTUKY KO BCeM MojiaM
¢ MeTKOH role: db. Paszies ingress coiepsKuT moipasiesi from ¢ cesleKTOpaMu namespace
u pod. Bce mpocTpaHcTBa UMEH KJacTepa ¢ MeTKOH project: cool-project, a Takxke Bce
UX MOJIbI, TOMEYEHHBIE KaK role: frontend, MOIyT 06pAIATHCS K IIEJIEBOMY 9K3EMILIIS-
Py 1oj1a ¢ MeTKoii role: db. B paszesie ports nepeyncyensl Hapbl «IIPOTOKOJ — [TOPT»,
KOTOpPBIE YTOUHSIOT JIOMYyCTUMBIE TIPOTOKOJIBI 1 TIOPTHI. B TaHHOM cirydae paspenieHsb!
IIPOTOKOJI tep U nopT 6379 (crangaprhbiii aus Redis).

3amMeTbTe, YTO 3Ta NONUTMKA AENCTBYET BO BCEM KnacTepe, Mo3TOMy AOCTYM
K LiefIEBOMY MPOCTPAHCTBY UMEH ByayT MMETb NoAbl U3 pasHbIX MPOCTPaHCTB.
TekylLee NpoCTPaHCTBO MMEH A06aBNSETCS MO YMONYaHMIO, NO3TOMY, AaXe
€C/IN OHO He MoMeyeHo Kak project: cool-project, noabl ¢ MeTkoW role:
frontend Bce paBHO monyyaT gocTyn.

BaxxHo moHUMATh, UTO ceTeBast MOJIUTUKA ONEPUPYET «bestpIMu criickamuy». Mnave
TOBOPSI, U3HAYAJIbHO JOCTYII 3aKPBIT IIOJTHOCTHIO, & 3aTeM JIJI TTOJI0B € MTOAXOASIIIMMU
METKaM¥ OTKPBIBAIOTCS OT/EIbHBIC TIPOTOKOJBI M TOPTHL. TakuMm 06p330M, €cJI Balie
CETEBOE PElICHE HE ITO/IEPIKUBAET CETEBbIE ITOJINTUKY, 00601 JIOCTYII 6leeT 3allpelieH.

Erte osiHO TIOCI€ICTBYUE TAKOTO TIOIX0/1a COCTOUT B TOM, UTO ITPU HAJTMYUH HECKOJIb-
KHUX CETEBbIX IIOJIMTUK IIPUMEHSIETCSI Ha60p 13 BceX ux npasust. Hanpumep, eciu B pam-
KaxX O/THOI'O Io/ia IBE€ pasHble MMOJUTUKN OTKPBIBAIOT MOPTHI 1234 11 5678, 3TO O3HAYAET,
YTO 10T MOJKET 06pamaTbc51 K JIIO6OMy 13 HUX.

OrpaHnyeHue BbiIXOA4a BO BHELUHWE CETU

B Kubernetes 1.8 1mosiBuiach moieps;Ka ceTeBoii IoJUTUKK egress, KOTOpas I03BOJIsSIeT
KOHTPOJIMPOBATh I/ICXOZIHH_[I/Iﬁ Tpa(l)I/IK. HpI/IBelIeHHblf/,I Jajiee IIpuMep 3aKpbIBa€T JOCTYII
K BHentHemy [P-azmpecy 1.2.3.4. biaronaps mapametpy order: 999 qaHHasi MOJUTHKA
[IPUMEHAETC PaHbllle JPYIUX:

apiVersion: vl
kind: policy
metadata:
name: default-deny-egress
spec:
order: 999
egress:
- action: deny
destination:
net: 1.2.3.4
source: {}
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MoNUTMKK, AENCTBYIOLLME B Pa3HbIX NPOCTPAHCTBAX MMEH

Ecnm kmacTep mosesien Ha HECKOIBbKO MPOCTPAHCTB MMEH, BaM MOJKET TTOTPeOOBATHCST
B3aMMO/ICHICTBYE TTO0B M3 Pa3HBIX TPOCTPAHCTB. YTOOBI Pa3pentuTh JOCTYII U3 He-
CKOJBKUX TIPOCTPAHCTB NMEH, YKAKNTE B OTIMICAHUN CBOEH CeTeBOI MOJIUTHUKH TOJe
ingress.namespaceSelector. 9TO MOKeT OBITH YA0OHO, €CITH, K TIPMEPY, ¥ Bac €CTh
MTPOMBITIITIEHHOE ¥ TECTOBOE MTPOCTPAHCTBA UMEH U BBl XOTHUTE TIEPUOANIECKU TIEPEHOCUTD
JTAHHBIE M3 OJTHOTO B JIPYTOE.

Mcnonb3oBaHne 06beKkToB secret

OO6beKTBI secret SIBJISIOTCST BAXKHEHIIINM 9JIEMEHTOM 3aIIUThI CHCTEMBI, DTO MOTYT OBITh
yUeTHBIE IaHHbIe, TAKWE KaK FMsI TI0Ib30BaTeJs U apoJIb, TOKEHBI focTyna, API-kmoun
nm kroun mmdposarust. OObIYHO 3T 00BEKTHI HeBeJUKU. Eciiu y Bac MHOTO HHMOD-
MAliu, KOTOPYIO HYKHO 3alllUTUTh, CJEAYET ee 3auiuppoBaTh U IOMECTUTh B 0OBEKT
secret COOTBETCTBYIONTHH KJIIOU.

XpaHeHune obbekToB secret B Kubernetes

Korga-to mnardopma Kubernetes xpatuia o6bekTsl secret B etcd B OTKPBITOM BUJIE.
WN3-3a atoro goctyn k eted Gblr orpannyen u tTiareabo sanuiier. B Kubernetes 1.7
HOSIBUJIACH BO3MOKHOCTD I poBanus 00beKToB secret yepes REST (eciu onu xpa-
HaTes B eted).

Yupasierue 00beKTaMi secret MPOUCXOIUT Ha YPOBHE TIpocTpaHcTBa MeH. K 1mo-
JIaM MX MOKHO TOJIKJII0UaTh uepes (haliiibl, CEKPETHBIE TOMA WU B KaUeCTBE TIEPEMEH-
HBIX OKpYsKeHust. C TOUKY 3peHust Ge30MaCHOCTH 9TO O3HAYAET, YTO JH0ObIE M0JIH30Ba-
TEJIN UJIA CEPBUCHI, KOTOPbIE MOTYT CO3/IaTh MOJ[ B OTIPEIETIEHHOM TIPOCTPAHCTBE MMEH,
HUMEIOT JIOCTYTI KO BCeM 00beKTaM secret 9TOTO TpocTpatcTBa. Ecin BBl X0THTE C/IeIaTh
6oJIee CTPOTHM JIOCTYTI K CBOEMY OOBEKTY, TIOMECTUTE MOCTEAHIH B IPOCTPAHCTBO UMEH
¢ OrpaHMYEeHHBIM HaOOPOM MOJIb30BaTEICH TN CEPBUCOB.

ITpu nozkroYeHNN 00BEKTa secret K MO/Y OH MTOMeIAeTCst B tmpfs U HUKOT/A He 3a-
nuceiBaercs Ha auck. i Bsanmopeiicteus mexay kubelet u API-cepBepom 06bdHO
ucrnosnbayercst TLS, mosToMy Bo BpeMs Tiepeiadrt 00beKT secret HAXOAUTCS B Gesomac-
HOCTH.

Hactponka wndpoBaHusa ans REST

[Ipu 3ammycke API-cepBepa ciemyer ykasaTh Tako# mapaMeTp:

--experimental-encryption-provider-config <daiin c HacTpoiikamum wuppoBaHuUs>
[lasee npuBesien mpumep KoHUrypaiuu mmudpoBaHus:

kind: EncryptionConfig
apiVersion: vi
resources:
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- resources:
- secrets
providers:
- identity: {}
- aesgcm:
keys:
- name: keyl
secret: c2VjcmVOIGlzIHN1Y3VyZQ==
- name: key2
secret: dGhpcyBpcyBwYXNzd29yZA==
- aeschc:
keys:
- name: keyl
secret: c2VjcmVOIGlzIHN1Y3VyZQ==
- name: key2
secret: dGhpcyBpcyBwYXNzd29yZA==
- secretbox:
keys:
- name: keyl
secret: YWJjZGVmZ2hpamtsbW5vcHFyc3R1dnd4eXoxMjMONTY=

Co3snaHune 06bekToB secret

O06beKThl secret JLOJIZKHbBI OBITb TOTOBBI K MOMEHTY HallMCaHUs I10/1a, KOTOprfI nx mc-
IOJIb3YET, NHa4Y€ ITOT IIPOIECC 3aBEPIINUTCA HEY/IAYHO.
OObeKT secret MOXKHO C03/1aTb C IIOMOIIbIO C]IeﬂyIOH_[eI'/Jl KOMaH/IbI:

kubectl create secret

Jlajiee cosmaeTcst CTaHAapPTHBIN 00bEKT O/ HazBaHKeM hush-hash, KOTOpPbIit coaep-
JKUT JIBA KJTFOUa — UMS TTOJTH30BATEJIS U TTAPOJIb!

> kubectl create secret generic hush-hush --from-literal=username=tobias
-from-literal=password=cutoffs

T'oTOBBII OOBEKT MMEET THII Opaque:

> kubectl describe secrets/hush-hush

Name: hush-hush
Namespace: default
Labels: <none>
Annotations: <none>
Type: Opaque

Data

password: 7 bytes
username: 6 bytes

Bol MOskeTe yKazath apamMerp - -from-file BMecTO --from-1literal, utoObl cO3/1aTh
00BeKT secret u3 daiia. ITO MOKHO BBITIOJHUTH U BPYUHYIO, €CITN 3aKOIPOBATH CO-
nepskumoe o0bekra B hopMate base64.
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K nMeHaM KJo4eil BHyTpU 00bEKTOB IIPUMEHSIOTCS Te JKe IIPABUJIA, YTO U K IIOA10-
meram B DNS (6e3 nauaibHOl TouKn).

[ekoanposaHue ob6bekToB secret

IMosyuursb cogepkuMoe 0ObeKTa secret MOKHO € IIOMOIIbIO KOMaH/bl kubectl get
secret:

> kubectl get secrets/hush-hush -o yaml
apiVersion: vi
data:
password: Y3VOb2Zmcw==
username: dG9iaWFz
kind: Secret
metadata:
creationTimestamp: 2018-01-15T23:43:50Z
name: hush-hush
namespace: default
resourceVersion: "2030851"
selfLink: /api/vl/namespaces/default/secrets/hush-hush
uid: fo464lef-fadd-11le7-beab-080027c94384
type: Opaque
The values are base64-encoded. You need to decode them yourself:
> echo "Y3Veb2Zmcw==" | base64 --decode
cutoofs

3HavyeHusI XpaHATCA B KOAUPOBKE base64. Bam IIpUAETCA AEKO/NPOBATh NX CaMO-
CTOATC/IIBHO!

> echo "Y3V@b2Zmcw==" | base64 —decode
cutoofs

Mcnonb3oBaHne 06beKTOB secret B KOHTEMHepax

Koureiinepsl MoryT o6paiarhest K o6bekTam secret yepes (ailibl, MOAKII0YAst TOMA
13 110/10B. /1151 3TOro MOKHO 3a/1eficTBOBATh U IlepeMeHHble OKpyskenus. Ente oann Ba-
puant — npsimoii goctyn kK API 'y Kubernetes (eciu ciryskeGHast yueTHast 3alIUCh KOH-
TelfHepa NMeeT MOAXOISATINE TTpaBa) NJan IpUuMeHeHne KOMaH/Ibl kubectl get secret.

Yro6b1 3a€iicTBOBATh OOBEKT secret, MOAKIIOYEHHBIN B BIAE TOMA, CJAeLyeT 00b-
SBUTD 9TOT TOM B MaHHU((pecTe 1mojia 1 yKazath B crieludUKAIUN KOHTelHepa:

{

"apiVersion": "v1",
"kind": "Pod",
"metadata": {
"name": "pod-with-secret",
"namespace": "default"
})

"spec": {
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"containers": [{

"name": "the-container",
"image": "redis",
"volumeMounts": [{
"name": "secret-volume",
"mountPath": "/mnt/secret-volume",
"readOnly": true
gl
I
"volumes": [{
"name": "secret-volume",
"secret": {
"secretName": "hush-hush"
}
3l

Haszpanue Toma 1mojia (secret-volume) IPUBSA3BIBAET €T0 K TOYKE TOJKIIOYCHUS
B KOHTelHepe. PagHble KOHTEHHEPBI MOTYT HOJKJIIOYUTD OJMH 1 TOT K€ TOM.

[Tocse 3armycka 9TOTO MO/IA UMsT TTOJIH30BATEST U MAPOJb OYAYT JOCTYITHBI B BU/IE
(aiisoB BHyTpU KaTasnora /etc/secret-volume:

> kubectl exec pod-with-secret cat /mnt/secret-volume/username
tobias
> kubectl exec pod-with-secret cat /mnt/secret-volume/password
cutoffs

MHorononb3oBaTeIbCKUE KacTepsbl

B aToM pazzesie MBI 3aTPOHEM TEMY Pa3MeIeHHs Ha eIUHOM KJIacTepe CHCTeM, TPUHAT-
JIEXKAIUX PA3HBIM MTOTb30BATEIIM UTH coobiecTBaM. CMBICT TaHHOTO TIPHEMa B TOM,
YTO 3TU MOJB30BATEIN TTOTHOCTHIO M30JINPOBAHEI IPYT OT /IpyTa U MOTYT AaKe He JI0-
rajIbIBAThCSI, UTO JIEJISAT KJIACTEP C KEM-TO elife. Y KaK/[0ro COOOIIECTBA MOIb30BaTeIel
OyJLyT CBOM PECYPCHI, U MESK/LY HUMMU He IIPOMCXOUT HUKAKOTIO B3auMoeiicTBust (pasBe
4TO Yepes myOIndHbIe KOHedHble TOUKN ). OTINYHOE BBIPAKEHIE ITOH Uien — KOHIET-
st poctpancTs nven B Kubernetes.

HeobxoaMMOCTb B MHOMOMO/1b30BaTENbCKUX Knactepax

3auem pasMeniaTb pa3HbIX M30JIMPOBAHHBIX [0JIb30BaTeJe NN Ppa3BepPThIBaHMA HaA
ofiHOM KJactepe? PasBe He ObLI0 ObI MPOIIE BBIIETUTD OTAETBHBIE KIACTEPHI? ITOMY
€CTb /IB€ OCHOBHbDIE ITPUYNHDI: SHAYUTEJIbHbIE U3/IEPKKU U CJIOKHOCTD O6CJIy>KI/IBaHI/IE[.
Ecom BB XOTUTE Pa3BEPHYTb MHOKECTBO OTHOCUTEJIbHO MEJIKUX CUCTEM Ha OTAEJIbHbBIX
KJIacTepax, BO BCEX CJIyYasiX BaM TPUIETCST BBIZIEJISIT OTAEbHBIN BEAYIINI y3€ 1, BO3-
MOJKHO, KJactep etcd, cocTosAmmii U3 Tpex ysaoB. ITO MOKET OKa3aThCs HAKJIALHO.
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CJ10KHOCTD 00CIYKMBaHM TOKE BasKHA. Y IIPaBJeHUe JeCATKAMU, COTHAMM MU ThICS -
YaMU KJIACTEPOB — 3aja4a He U3 JIerKuX. Bee 00HOBIEHUS U 3aI11aTKN HeOOXOUMO TIPH-
MEHSITD K KaKIOMY KJIacTepy. YTo-To MOKET MONTH He Tak, W Y Bac Ha PYKaX OKayKeTCs
1eJ1ast apMUs KJIacTePOB, COCTOSHUS KOTOPBIX MOTYT HEMHOTO pasiandarbes. Obriye
KJIaCTEPHbIE OTIepAIIUU MOTYT OKAa3aThCs ellle CJIoKHee. BaM 1puieTcst 3aHUMaThCs arpe-
raiyeil 1 HalcaHueM COOCTBEHHBIX MHCTPYMEHTOB [JIsI BBIIIOJHEHUS ONPeNeIeHHbIX
JeicTBuil u cOopa JaHHbIX.

PaccMmoTpuM HEKOTOPbIE ClieHapUU HCITOJIb30BaHMSI MHOKECTBEHHBIX M30JIMPOBaH-
HBIX COOOIECTB/CUCTEeM U TPeOOBAHUS, KOTOPbIE K HUM IIPEbABISIOTCS.

Q Ilnardopma niu mpoBaiijiep AJid IPefoCTaBIeHUu <@nuUCAmy HYICHOe™> B Ka4yecTBe
YCIIYTH.

YmupasieHue OTeTbHBIMU TECTOBBIMU W TPOMBIIIIEHHBIMI CPEAMHI.
JlesiernpoBatme OTBETCTBEHHOCTU aJIMUHICTPATOPAM COOOIIECTB,/CUCTEM.

HpI/IMeHeHI/Ie KBOT 1 JIMMUTOB Ha PECYPCHI /IJIsA KasK10TO COO6HI€‘CTBa.

0O0o0Oo

IToJb30BaTE M MOTYT BUAETH TOJBKO PECYPCHI CBOETO COOCTBEHHOTO COOOIIECTRA.

Be3onacHas MynbTUApeHAHOCTb
Ha OCHOBE MPOCTPAHCTB MMEH

ITpocrpancta nven B Kubernetes e caydaiiHo sBASIOTCS UA€ATHHBIM PelIeHUEM
17151 6e301MaCHBIX MYJIbTHAPEHIHBIX KJACTEPOB — 3TO OBIJIO OXHON M3 TIPUUNH WX
CO3/IaHNns.

Bbr MozkeTe JierKo 100aBIATh COOCTBEHHDIE TPOCTPAHCTBA UMEH K CTAHIAPTHOMY
u BcTpoeHHoi cucreme kube. asnee nokasan daitn YAML, KOTOPBIi co3maeT HOBOE
[IPOCTPAHCTBO MMEH 110/l Ha3BaHUEM custom-namespace. /Ly aTOro 10cTaTOYHO MeTa-
JJAHHBIX C OJIHUM JIMLIb 110J1eM name. IIpole He npuaymaelib:
apiVersion: vl
kind: Namespace

metadata:
name: custom-namespace

Co3zaiuM 9TO IPOCTPAHCTBO UMEH:

> Kubectl create -f custom-namespace.yaml
namespace "custom-namespace" created
> kubectl get namesapces

NAME STATUS AGE
custom-namespace Active 39s
default Active 32d
kube-system Active 32d

[Tose cocTosaHMS MOKeT ObITh paBHO active mau terminating. CocrosHue
terminating HacTymaer IIpy yJaJIeHUN IIPOCTPAHCTBA UMEH, B 9TOM CJIy4dae BbI HE CMO-
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JKeTe CO3/IaBaTh B HEM HOBBIE PECYPCHI. ITO YIPOTIAET OCBOOOKACHNE PECYPCOB TIPO-
CTpaHCTBA UMEH U rapaHTUPYET €ro [IoJIHOoe yaaleHue. B IpDOTUBHOM ciydyae KOHTPOJI-
JIep PeTIUKAIUN MOT ObI CO3/IaTh HOBbIE TIO/[l BMECTO YA CHHBIX.

Jlsist paboThI ¢ TPOCTPAHCTBOM MMEH HYKHO B KOMaH e kubectl yKa3aTh apryMeHT
--namespace:

> kubectl create -f some-pod.yaml --namespace=custom-namespace
pod "some-pod" created

B nHoBoMm ITPOCTPAHCTBE MMEH 3HAYUTCA JIMIID OIUH IO/, KOTOpr‘/JI MbI TOJIBKO 4YTO
CO3/1aJIM:

> kubectl get pods --namespace=custom-namespace
NAME READY STATUS RESTARTS AGE
some-pod 1/1 Running © 6m

Ecmm OITYCTUTDb aPI'YMEHT --namespace, Mbl ITOJIYUYNM CITNCOK ITOJ0B B CTaH/IaPTHOM
IIPOCTPAHCTBE UMEH:

> Kubectl get pods

NAME READY STATUS RESTARTS AGE
echo-3580479493-n66n4 1/1 Running 16 32d
leader-elector-191609294-1t95t 1/1 Running 4 9d
leader-elector-191609294-m6fb6 1/1 Running 4 9d
leader-elector-191609294-piu8p 1/1 Running 4 9d
pod-with-secret 1/1 Running 1 1h

MoaBoAHbIE KAMHW PaboThbl
C NPOCTPaHCTBaMn UMEH

[IpocTpancTBa UMEH — OTJIMYHAS BEIb, HO OHU MOTYT A00AaBUTh TOJIOBHOI GO,
PaboTast JuIiib CO CTaHAAPTHBIM IIPOCTPAHCTBOM MMEH, apTYMEHT - -namespace MOKHO
onycTtuTh. Ho ecsiu mpocTpaHCcTB HECKOJBKO, BBI JOJIKHBI YKAa3bIBaTh €70 B KaK/10M
KOMaHjie. ITO MOKET ObITh 0OPEMEHUTENbHBIM, HO HUKAKOW OMACHOCTH 3/1€Ch HET.
O/1HAKO eCJT HEKOTOPBIE ITOJIb30BATENH, HATPUMEDP aIMUHUCTPATOPHI KJIacTepa, UMEIOT
JIOCTYTI K PA3HBIM TIPOCTPAHCTBAM UMEH, OHH MOTYT CJIYYaiTHO OTPEAKTUPOBATD TAaHHbIE
WJIM BBITIOJTHUTD 3alIPOC He B TOM IpocTpaHcTBe. YToObl H30eKaTh TAKUX CUTYAIHI,
JIydIiie BCEro MOJHOCTBIO N30JIMPOBATh Pa3HbIe MIPOCTPAHCTBA UMEH U TIPEAYCMOTPETD
JUTST TOCTYTIA K HUM OT/IEThHbBIC YUETHBIE 3aTTUCH U TIOJTHOMOUHS.

Kpome Tor0, HEKOTOpbIe HHCTPYMEHTBI MOTYT TIOMOYb ITPOSICHUTD, C KAKUM ITPOCTPAH-
CTBOM MMEH BbI ceityac paboTaere, HAIIPUMEP BBIBOJS €0 B IPUTJIAIIEHUN KOMAH{HON
CTPOKU WJIM Ha BUJHOM MecTe B BeO-unrepdeiice.

Yoéenurech B TOM, 4TO MOJB30BATE/IH, KOTOPbIE MOTYT paboTaTh ¢ OTAEIBHBIM MTPO-
CTPAHCTBOM MMEH, He MMEIOT JIOCTYTIAa K CTAaHAAPTHOMY MPOCTPAHCTBY. B nmpoTuBHOM
cirydae, eciii OHU 3a0y/yT yKa3aTh apryMeHT --namespace, UX JAeicTBUS OyayT Hesa-
METHO TIPUMEHSITHCSI K TPOCTPAHCTBY UMEH 10 YMOJTYAHHUIO.
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Pe3tome

B 97011 r1aBe MBI TOTOBOPHJIH O PA3TUYHBIX TPOOIEMAX ¢ GE30MTACHOCTDIO, C KOTOPBIMU
CTATKUBAIOTCS Pa3pabOTUNKU ¥ QIMIHUCTPATOPBI TTPU TIOCTPOCHUH CHCTEM U Pa3Bep-
THIBAHUU TIPUJIOKeHUN B KiacTepax Kubernetes. A takke paccMOTpes MHOKECTBO
BO3MOKHOCTEN U THOKUX TIOAIKITIOYAEMBIX MOJIENEH GE30TTaCHOCTH, 06eCTIeYNBAEMBIX Pa3-
HBIMU CPEICTBAMU [IJIsI OTPAHUYEHMS U KOHTPOJIS 32 KOHTEITHEPaMU, TIOIaMU U Y3JIaMH.
Kubernetes mpenmaraet pa3noctopomme pernennst GOMBITUHCTBA TPOOITEM, CBSI3aHHbIX
¢ 6e3omacHOCTHIO. B 3T0i 061aCTH MOKHO OJKU/IATh HOBBIX YJIYUIIEHWIT, TAK KaK TOCH-
cTeMbl Bpojie AppATMOT 1 pasindHbIe IOTOJTHEHUS BBIXO/ST M3 COCTOSTHUS asibda,/beta
U CTAHOBSTCS OOIIEOCTYTHBIMI. B KOHIIE BBI y3HAIHU, KaK € TIOMOIIHIO TPOCTPAHCTB
UMEH MOKHO 0OECIIEUNTD TOIEPKKY HECKOIBKUX COOOIIECTB TOJIb30BaTEEN 1 CUCTEM
B OJTHOM 1 TOM ke Kiractepe Kubernetes.

B caenyiorieit T1aBe Mbl PACCMOTPUM MHOKECTBO PECYPCOB M KOHIIETIINI U3 MUPA
Kubernetes, 6y et mokazano, kak oHU MOTYT 3 (hEeKTHBHO NCITOTB30BATHCST BMECTE 1 TTO
oraenprocT. ObbekTHAS MOsenb Kubernetes 6asupyercst Ha IpoYHOM (hyHIAMEHTE,
COCTOSATIEM 13 HEGOJBIIOTO KOJINYECTBA KOHIENIINH, TAKUX KaK PeCypChl, MaHU(pECThI
U MeTa/ITaHHble. DTO MO3BOJISIET TOOUTHCST PACTITUPSIEMOCTH U OJTHOBPEMEHHO HEOOBIKHO-
BEHHON COrJIaCOBAHHOCTHU, Gyarojiaps 4eMy pa3paboTYuKy U aIMUHUCTPATOPBI MOJTY-
YaT HabOP PasHOOOPA3HBIX BO3MOKHOCTEI.



cnonb3oBaHme
KPUTUYECKN BaXKHbIX
pecypcoB Kubernetes

B 2710l raBe MbI CIIPOEKTHPYEM OTPOMHYIO CHCTEMY, KOTOPas [0 MAKCUMyMy Oyzer
3ajeiictBoBaTh BO3MokHOCTH I1aTdopmbl Kubernetes u ee crioco6nocts k Macirrabu-
posanuio. Cucrema Hue npenHasHadyeHa sl CO3aHUsA BCE3HAIOIIETO U BCECUTIBHOTO
1udPOBOTO OMOIIHUKA. DTO OyzeT Ballia paBasi pyka B 1udpoBoM mupe. OueBuIHO,
eil HyKHO Oy/IeT XpaHUTh MHOKECTBO MH(OPMALINH, B3aMMOAEHCTBOBATh C BHEITHUMU
CepBHCaMI, PEarnpoBaTh Ha YBEAOMJIEHUA U COOBITUS U OBITh JOCTATOYHO YMHOIL, 00-
IIAsICh C BaMU.

MBI BOCIIOJIb3Y€EMCS 9TOI BOZMOKHOCTBIO, YT0ObI oG/ IIsKe o3HakoMuThes ¢ kubectl
U ApyruMu uHCTpyMeHTaMu. Kpome Toro, moapobHo pazbepeM pecypebl, ¢ KOTOPbIMU
CTAJIKNBAJINCh paHee (TTOJbI) U KOTOPBIE ellle He 3aTparnBaiu (3aganust). [lo mpoure-
HUU 9TOIi IJIaBhI Y BaC CJIOKUTCS YeTKOE MIPeACTABIEHNE O BIEYATISIONINX BO3MOXK-
Hoctsax Kubernetes u o ToM, kKak Ha OCHOBE IaHHOH TIaT(OPMBI CO3/[aBaTh CI0KHBIE
CHUCTEMBI.

[lpoekTnpoBaHue cmcrtemol Hue

B sToM paszmesie MbI TOATOTOBUM MOYBY I AajIbHelIeil paspabOTKK U OIIPELeTNM
obJracTh IPUMEHEHU Halreil yauBureabHoii cucrembl Hue. Hue — He «60JbInoit
6pat», a, ckopee, «6paTuIKa», KOTOPHI Oy/eT JeJaTh TO, YTO Bl €My TO3BOJIHTE.
[ToTeHIMA JAHHON CUCTEMBI OU€Hb BEJIUK, HO, YTOOI HE BBI3BIBATH JINIITHUX OMACEHUT,
BBI CAMU CMOJKETE OTIPEIEIUTh, HACKOJIBKO MOJIE3HON OHa 0JKHA ObITh. [IpucTerture
pemun!

O6nactb npuMeHeHns Hue

Cucrema Hue Gyziet yrpasiisith Baium nupoBbiM «si». OHa Oyziet 3HaTh 0 Bac GoJIbIILe,
yeM BBl camu. Jlajiee mepedncieHbl HeKoTopbie cepsl, B KoTopbix Hue BaMm criocobeH
OMOYb.

QO Ilouck u arperanus CoAepKUMOro.

O 310poBbe.
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YMHBII oM.

Dunanchl, HAKOIJIEHUS, BLIXOJ Ha IIEHCHIO, MTHBECTUIIHM.
Oduc.

CounabHast KU3Hb.

[TyTemecTBus.

CeMmbsl.

YMHBbIe HATOMHHAHUS U yBeJoMIeHus. [loyMaeM 0 MOTEHITNATbHBIX BO3MOKHO-
crsx. Hue Oyziet 3HaTh He TOJBKO O BAC, HO U O BAIIUX APY3bSIX, a TAKKE B 00TIEM
0 TIOJTB30BATESIX B IPYTUX 001acTAX. DTa cucTeMa OyIeT OOHOBIISATH CBOM MOJIEITH
B PeXKIMe PearbHOTO BPEMEHU — ee Helb3s OY/IET 3amyTaTh yCTapeBIIMMHU JaH-
uapivMu. Ona Gy/ieT eficTBOBATh OT BaIlero MMEHH, MPETOCTABIAS TTOAXO/SATIYIO
nH(opMaIMIO U HEIIPEPbIBHO U3y4dasd Baliu mnpeanoyTenns. CMOKeT II0COBETOBATD
HOBBIE CepuaJIbl UM KHUTH, KOTOPbIE BaM IIOHPABATCH, 3aKa3aTh CTOJIMK B pecTOpaHe
C y4eTOM Balllero pacliucanus U JOCTYITHOCTH CeMbH WU IPY3€H, a TaKKe YIIPaBJIgTh
TEXHUKOM B BallleM JIOMeE.

BesonacHocTs, NpoBepKa NOAJIMHHOCTH U KOH(UAEeHIIMaIbHOCTh. Hue — Barm mipes-
craButesb B Vntepuere. [locnenctBus ot moxuienns y4eTHBIX JIaHHBIX 9TOH cucTe-
MBI MJIM BCETO JIMIIb TIEPEXBAT BAIEro B3aMMOEHCTBH ¢ Hell GyiyT TyGUTeIbHBIMH,
YTO MOKET Pa3pyIIUTD Jl0BepUe TTOTEHIIMANbHbIX ToJb3oBaTeseit K Hue. Coznaanm
TaKyI0 CUCTEMY, KOTOPYIO PeasibHO 00y3/aTh B J1I000i MOMEHT. BOT HECKOJIbKO nzieii
B 9TOIi 0bOsacTw.

e HazexxHas mpoBepKa NOJJIMHHOCTHU C TIOMOIIbIO MHOTO(AKTOPHOIN aBTOPU3AITIHT
dyepes OT/IeJIbHOE YCTPOICTBO, BKIIOUAsT MHOXKECTBEHHbIE ONOMETPUYECKIE TTPO-
BEPKU.

e Uacras 3aMeHa YUYETHBIX JITaHHBIX.

e DBricrpast cayskeOHAs OCTAHOBKA CUCTEMBI M TIPOBEPKA MOAJTMHHOCTH BCEX BHEII-
HUX cepBUCOB (TI0TpebyeT HaIMYUs OPUTMHAIBHBIX JJOKA3aTeIbCTB HOTMHHOCTH
JUIST KasKIOTO TIpoBalijiepa).

L4 BSaHMOZIeﬁCTBHe cepBepa Hue ¢ BHemmHnM#I cepBucaMu C IIOMOMIbIO KPAaTKO-
CPOYHBIX TOKECHOB.

e TIpoexruposanue Hue B Buze Habopa c1abo CBSI3aHHBIX MUKPOCEPBUCOB.

Apxurexrypa Hue gosskia 6biTh ribKOil 1 OAAEPKUBATH OIPOMHOE PasHOOOpasue
dynxiit. OHa TakKe MOJGKHA OBITH PACIIUPSIEMOM, ¢ TOCTOSTHHBIM OOHOBJIEHUEM
CYIIECTBYIONUX BO3MOKHOCTEN 1 BHEITHUX CEPBUCOB U WHTErpaiieii HOBBIX.
B takom macmrTabHOM MPOEKTE, Te BCE BO3MOKHOCTH U CEPBUCH aOCOTOTHO
HE3aBUCUMBI IPYT OT JAPYTa, a ¢INHCTBEHHBIM CPEICTBOM B3aUMOIEHCTBUST MEKILY
HUMU SBJISIIOTCS 4eTKO onpeeneHHble AP (cTangapTHbIE WK JOCTYITHBIE IS
o6HAPY/KEHST ), HATTPATITBAETCS UCTIOTHb30BAHIE MUKPOCEPBUCOB.
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KomrnoHeHTbl Hue

[Tepen HayasioM myTelIecTBUsl B MUP MUKPOCEPBUCOB PACCMOTPHUM THITBI KOMIIOHEHTOB,
KOTOpbIe OHA00sTCs 1715t octTpoenust Hue.

a

HpO(l)I/IJIb MOJIb30BaTeNsI. ITO OCHOBHOM KOMITOHEHT C MHOKECTBOM TTOJKOMIIOHEH-
ToB. OH OJINIIETBOPACT coboii HOJIbSOBaTe]IefI, X MpeanovYTeHns, NCTOPHUIO aKTUB-
HOCTU B paMKaX CUCTEMbI 1 BCE, YTO Hue o Hux 3Haer.

Couuainphpiii rpad. ITOT KOMIIOHEHT MOJIEJIUPYET CETh B3AUMOIEICTBUIT MEX1LY
MOJIb30BATEJISIMY B Pa3HBIX 06JacTsIX. Kask/bIil 10Jb30BaTe b y4aCTBYET B HECKOTb-
KIX CEeTsIX: coluanbHbix (Takux kak Facebook u Twitter), mpodeccruoHaTbHbIX,
CeTsIX, MOCBAIEHHBIX OlIPeieJIeHHbIM X000u, 1 100poBOJIbHBIX coobiecTBax. Heko-
TOPBIE U3 ITHUX CeTel Y3KOCeMaIn3npoBantbie, 1 Hue crocobeH ux CTpyKTyprpo-
BaTh IS yI00CTBa MOJIb30BaTe e, Biiarogapst MHOTO(MYHKITHOHATBHBIM TIPOMUIISIM
MOKHO OYJIET YJIYUIIUTD B3aUMOJIEUCTBUE MEXK/Y TT0JIb30BATENSIMU, He BBICTABJISIS
HAIIOKa3 UX JINYHbIE TaHHBIE.

Yuernble 3anucu. Kax y:ke ymoMUHaI0Ch, yIIPaBIeHUE YUCTHBIMU 3AITUCAMU UMeeT
GOJIBIIIOE 3HAUCHWE ¥ 3ACTYKUBACT PEATM3alud B BU/IE OTAEIbHOTO KOMIOHEHTA.
Y 1m0J1630BaTEIs MOKET OBITH HECKOJIBKO TIPOMIIIEH, IPUHA/IEKAITUX PA3HBIM BUP-
TYaQJIbHBIM JIMYHOCTSIM. DTO CBSA3AHO, HAIIPUMED, C TEM, YTO MOJb30BATEH TIPE/IITO-
YUTAIOT HE CMENTUBATH MEJIUITMHCKUE U COIMAJIbHBIE 3AITKCH, YTOOBI JAPY3bs HE MOTJIH
MOJIYYUTh IOCTYII K YaCTHOI mH(OpManun 00 ux 310pOBbe.

ABropusanud. JTo Kpaliie BaXKHbIH KOMIIOHEHT, KOTOPbIH faeT Hue siBHOe pasperiie-
HI€ Ha BBITIOJIHEHNE OTPEICIEHHbBIX ICHCTBII U cOOP PA3IMYHBIX JAHHBIX OT CBOETO
uMenu. Ciozia BXOAUT A0CTYH K (DU3NYECKUM YCTPOHCTBAM, BHEIITHUM YYETHDLIM 3a-
MACAM U YPOBHAM UHUIIUATHBBL.

Buemnmue cepBuchl. Hue — arperatop BHEITHUX CEPBUCOB. JTa CUCTEMa He IIbITaeTCs
3aMeHUTh c060ii Bamy GaHK, TOMUKIMHUKY WU colnaibhbie cetrn. OHa codupaer
MHOJKECTBO MeTa/IaHHbIX O BalllUX 3aHATHAX, HO CaMa I/IH(l)OpMaL[I/IH 6yII€T OCTaBaTbCA
BO BHEINTHUX cepBrcax. Kaxk/blil BHEITHWI CEPBUC TTOTPEOYET PEATU3AIUU OT/IEIb-
HOTO KOMIOHeHTa Ji7ist paboTel ¢ ero API u nosurukamu. Eciiu API orcyrersyer,
Hue amysupyer 1moJib30BaTeJIst yTeM aBTOMATH3aIuN BeG-CTPAHWIL U POHBIX TPH-
JIOKEHUH.

ITenrpanbHbiii xa6. O[HO U3 CaMbIX TIOJIE3HBIX CBOUCTB cucTeMbl Hue — ee ymeHue
JIeHCTBOBATH OT MMEHU M0JIb30BaTeist. YT00bI esath 3T0 3(hPeKTUBHO, OHA JTOJIKHA
3HATh O PA3JMYHBIX COOBITHSAX. HampumMep, eciin crcTeMa 3alJlaHUPOBaJia JIJIsT Bac
OTILYCK, HO 3aTeM €il CTaJo M3BECTHO 0 OoJiee JEeNIeBbIX OIeTax, OHa CIOCOOHA aB-
TOMAaTUYECKH OTKOPPEKTUPOBATH MAPIIPYT UJU CIHIPOCUTH BAIIero pa3penieHus Ha
a10 feiictBue. CyIecTByeT GeCKOHEUHOE MHOKECTBO TIOA0OHON MHMOPMAITIH, ¥ JIJIsT
ee c6opa Hy KeH HeHTpaJIbHbIH xa0. Ero MoxkHO Gy/IeT pacIIupsTh, HO APYTHe YacTH
Hue cMoryT o6patnaThest K HeMy uepes cTaHAapTHbBIH nHTepdeiic.
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O VYuuBepcaabubiii KOHTpOLIEp. [laHHbIT KOMIOHEHT paboTaeT pyka o6 pyKy ¢ 1eH-
TpasbHbIM XaboM. Hue HysKHO BBITIOIHATD OT BAIIIEr0 UMEHY PasHbIe JICHCTBYS, TAKUe
Kak Gponuposanue 6uneToB. [y 9T0ro HeOOXOIUM YHUBEPCATBHBINH KOHTPOJLIED,
KOTOPBII MOXKHO PACHIUPATD JIJISI MOJJIEPIKKU OTpeiesieHHbIX (pyHkiuii. [Ipu atom
JIpyTHe KOMIIOHEHTBI, TAaKKe KaK JUCIeTdep YYETHBIX 3aluceil 1 aBTOPU3aTOP, CMOTYT
obpararbcst K HeMy depe3 YHU(DUIUPOBAHHBIN uHTepdEiic.

O CamooOyuawmuiics arent. 1o Mo3r Hue. On Gyzer HOCTOSHHO OTCIEKUBATD
BCe Balll B3aMMOIEHCTBY (C BaIlleTo paspelieHus) 1 afanTHPOBaTh MO/ Bac CBOTO
MOJIE/Ib. DTO TO3BOJIUT crucTeMe Hue pa3sBuBaThCs U CTAHOBUTHCS OOJIee MOJIE3HOI:
HPEZIyI'aIIbIBaTB Ballln HOTp66HOCTI/I n I/IHTEPECBI, IIPpEAOCTABJIATH ]Iy‘-IH_H/Iﬁ BbI60p,
BbIIaBaTh OoJiee YMECTHYI0 HH(MOPMAIMIO B HOAXOAAIINNA MOMEHT, He PasiapakaTh
Bac 110 MyCTsIKaM 1 He OpaTh Ha ce0s CIMIIKOM MHOTO.

MukpocepBuchl B Hue

Bce xoMIOHEHTBI 0YeHDb CJOXKHBI. HeKkoTopble 13 HUX, HATPUMeD BHEITHUE CEPBUCHI,
[EHTPAIbHBIN Xab ¥ YHUBEPCATBbHBII KOHTPOJLIED, GYyT paboTaTh C COTHAMY UJIH JAJKe
TBHICSTYAMU [[PYTUX BHEILTHUX CEPBUCOB, IIOCTOSIHHBIE U3MeHeHMs KOTOpbiX Hue He Kom-
Tposmpyer. Jlaxke camoobydaionemMycst areHTy HysKHO COOMPATh CBEACHUS O MPEATIO-
YTEHUSIX MOJIb30BATES B Pa3HBIX 00J1acTsiX. [TOAXOSIINM PEIIeHUEM 3/1eCh MOTYT CTaTh
MHKPOCEPBHUCHI, KOTOPBIE TO3BOJIAT cucTeMe Hue mmocTenenHo aBOIONNOHNPOBATD U HA-
paIBaTh N30JIMPOBAHHBEIC BO3SMOXKHOCTH, HE CTAHOBSICH ITPU 5TOM CJIMIITKOM CJIOKHOI.
Kaskprit MUKpOCEepBHC B3AMMOIEHCTBYET ¢ YHUBEPCATHHBIMUA MH(MPACTPYKTYPHBIMH
cepsucamu Hue yepes crangapTHbie HHTEPQENCH 1 MTPU HEOOXOAUMOCTH — € APYTUMHU
3JIeMEHTAMW CUCTEMBI, NCTIOJIBb3Ys YeTKo onpesenenubie APl ¢ mogmepsxkoit Bepcuii.
BrerrHe Bce MUKPOCEPBHCHI OCTAIOTCS YIIPABJIIEMBIMH, & B3ANMOIEHCTBIE MEXKY HUMH
OCHOBAHO Ha CTAH/IAPTHBIX YCTOSBIIUXCST METOITKAX.

Q [lomnomnenus. SJBIA0TCA KIIOYOM K paciiipsieMoctd Hue 1 103BOJISIOT He IJI0AUTD
siaue uatepdericsr. YacTo uX TpuxoAnTest 0ObeAUHSTD B IEMIOYKH, IIepeceKa-
[oTIKe pasHbie ypoBHHU abcrpakimu. Harnpumep, ripu gobasiernu B Hue uHTerparmm
¢ YouTube MoxHO cOOpaTh MHOKECTBO AOTOJHUTETHHON WH(MOPMAIIUHT: BN
KaHaJIbl, TIOONMbIE POJUKH, PEKOMEHIAINN U TTPOCMOTPEHHbIE Brie0. UTOOBI 0TO-
6pa3uTh HTU TAHHbBIE W TTO3BOJUTH MOTB30BATENSIM PAOOTATH € HIMH, TTOHATO0SATCS
JIOTIOJTHEHNUS /1711 Pa3HBIX KOMIIOHEHTOB 1 B KOHEUHOM cueTe — JIJIST 0JTh30BaTeb-
ckoro naTepdeiica. IIpogymannas apxuTekTypa MO3BOJUT arPernpoBaTh KaTeTOPUN
NeHCTBUM, TakMe Kak PEKOMEHIAINN, BRIOOPKH W OTJIOKEHHbIE YBETOMIEHHUS, BO
MHO’KECTBO Pa3HbIX CEPBUCOB.

Yy ZIOHOJIHEHI/Iﬁ €CTb O/[Ha 3aMedaTe/JbHasA 0COOEHHOCTD: X MOKET paBpa6aTbIBaTb
KTO yTO/JIHO. Buauane nanmcanuem lIOHOJIHeHI/Iﬁ 6leeT 3aHUMAaTbCsA KOMaH/la pa3-
pa6OT‘{I/IKOB Hue, HO C POCTOM IIOIIYJIAPHOCTU BHEITHKUE CEPBUCHI CaMU 3aXOTAT
NHTErpupoBaThCcs C Huen HaYHYT CO3/laBaTb cobCTBeHHbIe JOIIOJITHEeHMA.
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ITO HEMUHYEMO NPUBE/ET K HOSABJIEHUIO 11€JI01 9KOCUCTEMBI C perucTpalmei,
omobpeHneM 1 KyprpOBAHUEM JOTTOTHEHHUT.

Q Xpanumma ga"abix. /Lins yrnpasienus ungopmaiueil n metazanapiv Hue nona-
TOOSTCST IO HECKOJBKY CEPBEPOB B KAKIOW U3 TIEPEUCIEHHBIX /TaTee KaTeTOPHii:

®  peJsnOHHbIe 6a3bl JaHHbIX;

e rpadosble 6a3bl JAHHDIX;

® (a3l JaHHbIX HA OCHOBE BPEMEHHBIX PSIIOB;
® K3IIMPOBAHUE B [TAMSTH.

Bsuxy orpomuoro pasmepa Hue kasxzgas us sTux 6as JaHHbBIX J0JKHA OBITh KJIacTe-
PU30BAHHON U pacIpeeIeHHOM.

O MuxkpocepBuchl 6€3 XpaHeHHs] COCTOsIHUA. MUKpocepBuUChl 0 GOJIbIIel YacTn
HE JIOJIKHBI XPAHUTh CBOE COCTOSTHUE. JTO MO3BOJISIET UM OBICTPO 31Ty CKATHCSI
U OCTaHaBJIMBATBCSI, @ TAKXKE B CTydae HEOOXOAUMOCTH MUTPUPOBATH B IPYTYIO WH-
dpactpykrypy. Cocrosinue Gy/ieT XpaHUTHCS B 6a3e TaHHbIX, & JOCTYIL K HEMY MOKHO
[IOJIYYUTD C IOMOIIBIO KPATKOCPOUYHBIX TOKEHOB.

O BsaumozeiicTBue Ha OCHOBE ouepean. Bce MUKPOCEPBUCHI IOTKHBI OOIIATHCST IPYT
¢ apyrom. [Tosb3osarenu 6yayT npocuth Hue BBITIOJHUTL KaKue-To JAeHCTBUSA OT
UX UMeHHU. BHemHue CEPBUCHI CTAaHYT YBECIOMJIATH Hue o Pa3HbIX CO6BITI/IHX. I/Ille'
aJbHOE pellleHre — coueTaHue odepesiell ¢ MIKPOCepBUCaMH, He XPaHIIMIUMI CBOE
coctosine. MHOXKECTBO 9K3EMILJISIPOB PA3HBIX MUKPOCEPBICOB MO/UCHIBAIOTCS
Ha MOAXO/ATINE COOBITHS UTN 3aTIPOCHI, TIPEIOCTABISIEMbIE PA3HBIMU OYEPEISIMU,
M OTBEYAIOT HA HUX 10 MepPe MOCTYTUIEHUsI. DTO 3/PABbIil TOAX0I, PabOTy JTETKO
macitabuposarh. Kaxkabiii KOMIOHEHT MOKET GbITh HU3OBITOUHBIM 1 BHICOKOJIO-
CTYITHBIM, 1 JJaKe €CJIM OH BBIH/ET U3 CTPOs, CHCTEMA B II€JIOM OCTaHETCsT KpaiiHe
YCTOMUMBOH K OTKa3aM.

Ouepeb MOKHO HCIIOJIB30BATh KAK [JI1 BBI30Ba YIATE€HHBIX aCHHXPOHHBIX TIPOIIETYD
(RPC), Tak u /i B3aMMO/IENICTBYS B CTHJIE «3AIIPOC — OTBET». B mociemaeM ciayvae
BBI3BIBAIOIINY 3K3EMIIIAP MIPEOCTABASCT UM YaCTHON ouepenn, a OTBevaolas
CTOPOHA TIOMEIIAET B HEE CBOIT OTBET.

MnaHnpoBaHMe pabounx NpoLIECCOB

B Hue go/kHa peannsoBbiBaThCs MOALEPKKa pabourx mnpoieccoB. Tunudubii pabo-
YUl TIPOIlecC TOJIy4YaeT BBICOKOYPOBHEBOE 3a/laHne (HATIPUMED, 3aIMMCAThCS HA TIPUEM
K CTOMATOJIOTY ), U3BJIEKAeT CBEACHUS 0 3yOHOM Bpaue 10JIb30BaTe st U ero paboueM
rpaduke, COIOCTABJSET UX C PACIUCAHUEM CaMOTO I0Jb30BaTe s, BBIOUPAeT OUH
U3 HECKOJIBKMX BaPUAHTOB, ONIIMOHAJIbHO 3aIIPANINBAET TOATBEPKIeHNE, 3aTTUCHI-
BaeTCs Ha MPUEM U MOJATOTaBIMBAET HAIOMUHaHUe, Paboure mporecchl MOryT ObITh
[IOJIHOCTHIO aBTOMATUYECKUMU WU TpehGoBaTh y4acTus yejoBeka. i oHu cBsI3aHbl
C TpaToil JieHer.
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ABTOMaTHyeckne paboume nNpoLecch

Apromartuueckue paboune MPOIECCH He TPEOYIOT YETOBEUECKOTO BMEITATEIhCTBA.
Hue obiagaer BceMu OTHOMOUUSIMU, HEOOXOIUMBIMHY JIJIST BBITOJHEHUS 3a1a4 OT
Havasa 110 KoHia. Yem GOJIbIyI0 aBTOHOMHOCTD OT MOJIb30BATENSA TTOJYIUT CUCTEMA,
TeM Gosiee ahHeKTUBHON OHa cTaHeT. Y TM0JAb30BaTEEH 0JKHA OBITH BO3ZMOKHOCTD
MPOCMATPUBATH U MPOBEPSITH BCe paboure MPOIECChl — KaK MPOILIbIE, TAK U Te-
KyIiue.

Paboune NnpoueCChbl C y4aCTUEM YHeEIOBEKA

IroT BUJ pabounX IIPOLECCOB MOAPA3YMEBAET B3AUMOEICTBIE C YeJTOBEKOM. B 60/1b-
HIMHCTBE CJIyYaeB I10JIb30BaTEeII0 HYKHO JIMIb BBIOPATh U3 HECKOJbKUX BAPUAHTOB MJIN
0100pHUTh KaKoe-TO AelCTBHE, HO HeJIb3s UCKII0YaTh BOBJIEYEHNE KUBbBIX JIOAEH Ha
CTOpPOHE BHelIHero cepsrca. Hanpumep, uToObl 3a1caThest Ha IpUeM K 3yOHOMY Bpady,
BaM, BO3MOJKHO, ITPUIETCS COIJIACOBATD MOXOJIAIIEE BPEMSI C €T0 CEKPETAPEM.

Paboune npouecchbl (pMHAHCOBOro Xapakrepa

Hexkoropbie paboure MpoIecchl, TAKMe KAk KOMMYHAIbHBIE TIATEKU WU MOKYIIKA TT0-
Japka, TpebyIoT IeHeKHBIX pacxooB. Teopernuecku Hue MOKET OJIyIUTh HEOTPAH-
YEHHBIN 0CTYT K GAHKOBCKOMY CUETY TI0JIb30BATE ST, OTHAKO JIJIst OOJIBIIINHCTRA, CKOpee
BCETO, TPEAMOYTUTEIHHON OyIeT BO3MOKHOCTD OTPAHUUYMBATH OFOJIKET JIJIST PA3HBIX
MIPOIECCOB WM BPYYHYIO OATBEPIKIATH TPATY JICHET.

Ncnonb3oBaHme Kubernetes
ANS MOCTPOeHns cnctemsl Hue

B atom pasjiesie BbI TO3HAKOMUTECH ¢ pasndHbiMU pecypcamu Kubernetes u y3uaere,
KaKylo POJib OHU MOTYT ChITpaTh 1Ipu co3panun Hue. Buavyase Mbr 1opoGHee paceMo-
TpuM ruOKyIo yruimty kubectl, a 3aTem nepeiiziem Kk TaKUM TeMaM, KaK: [0JITOUTPAIOTIIE
nporteccsl B Kubernetes, oTKpbITHE BHYTPEHHETO M BHEINTHETO JOCTYIIA K CEPBUCAM,
WCIIOJIb30BAHUE MTPOCTPAHCTB UMEH [IJIT OTPAaHUUYEHUS JIOCTYIIA, 3aIyCK Y3KOCTeIna-
JIN3UPOBAHHBIX 33/JaHUI U WHTETPAIMsI KOMIIOHEHTOB, He TPUHA/IJICKAIIUX KIACTEPY.
Hue — 60J1b1110#1 IPOEKT, TTOITOMY BMECTO TIOCTPOCHYS TOJTHOIIEHHOM TIaT(OPMbI MbI
PAcCMOTPUM HTH UEU Ha IPUMEpPE JOKAJIbHOTO Kiactepa Minikube.

SddekTnBHoe npuMmeHeHne kubectl

Vrunura Kubectl cioco6ua gesars ¢ kmacrepom Bee, uto yroaHo. [ljist 9Toro oHa moj-
kmouyaercs Kk API y knacrepa. Kubectl cuntsiBaer samr daiin . kube/config, KoTopsiit
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COIMEPIKUT I/IH(bOpMaIII/IIO, HeO6XOI[I/IMyIO JUIA TIOJIKJTIOYEHN S K OTHOMY HNJIN HECKOJIBKUM
KJjlacTepaM. Bce ee KOMaH/blI MOKHO pPa3/l1€JINTh Ha HECKOJIbKO KaTeI’OpI/II'/JI.

O OO6mue KoMaHAbl. MaHUIIYJIUPYIOT pecypcamu o0Iero xapakrepa: create, get,
delete, run, apply, patch, replace u T. 1.

0O Komanzp! J1s1 ynipaBJjieHUs KJIacTepoOM. BhITIONHSIOT BBICOKOYPOBHEBBIE MAHUITY -
JIAIAY € y3JIaMU 1 KjactepoMm: cluster-info, certificate, drainu 1. 1.

O

OTtaagounble KOMaHAbI. describe, logs, attach, exec u T. JI.

O Komangsl passeprbiBanusi. OTBedaloT 3a pasBepTbiBaHue U MaclITabupoBaHue:
rollout, scale, auto-scale u T. 1.

Q Komanzasr aas pa60TbI C mapamMeTpaMHu. PaboTaroT ¢ MeTKaMu ¥ aHHOTAIIUSIMU:
label, annotate u T. 1.

Q IIpoume koMaHabl. help, config 1 version.

[Tpocmotpers Kondurypanuio Kubernetes MokHO ¢ 1OMOIIBIO KOMaH/IbI config view.
Ianee mpezcraBiaena kouduryparust kiacrepa Minikube:

~/.minikube > k config view
apiVersion: vi1
clusters:
- cluster:
certificate-authority: /Users/gigi.sayfan/.minikube/ca.crt
server: https://192.168.99.100:8443
name: minikube
contexts:
- context:
cluster: minikube
user: minikube
name: minikube
current-context: minikube
kind: Config
preferences: {}
users:
- name: minikube
user:
client-certificate: /Users/gigi.sayfan/.minikube/client.crt
client-key: /Users/gigi.sayfan/.minikube/client.key

dannbl kKoHdUrypauum pecypcos B kubectl

Muorue omneparun B kubectl, Takne kak create, Tpe6yIOT CJI0KHOTO HEPAPXUIECKOTO
BbIBOZIa (Ha camoM Jiesie 9To TpeboBanue APT). Kubectl ncmonbsyer koHbuUrypanmnoHHsie
aiiner popmaroB YAML u JSON. [lanee nokazana koudurypanust B popmare YAML
JUTST CO3/IAaHUST TIOZIa:

apiVersion: vi1
kind: Pod
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metadata:

name:
labels:

namespace:
annotations: []
generateName:

name:

spec:

a

apiVersion. Baxneiinmie API Kubernetes npogo/ikaror pasBuBaThCs U MOTYT IO/ -
JIePKUBATDH Pa3Hble BEPCUH OJTHOTO M TOTO K€ pecypca B pa3Hbix Bepcusax AP

kind. Bmaromapst atomy ob6st3aresproMy Toario Tiatdopma Kubernetes suaer, ¢ pe-
CYpCOM KaKOTO THIIa UMeeT Jes10. B 1aHHoM cirydae aTo 1o/

metadata. 3/1eCh COMEPKUTCSI MHOKECTBO MH(DOPMAIIUHY O TTOJIEe U KOHTEKCTE, B KOTO-
poM oH paboTaer:

® name — YHUKAJbHBIN NIeHTU(UKATOP TI0/]a B paMKaX ITPOCTPAHCTBA UMEH;
® Jlabels — MOYHO yKa3aTh HECKOJIBKO METOK;

® namespace — IIPOCTPAHCTBO UMEH, KOTOPOMY IIPUHAJIEKUT 1O/,

® annotations — cIMCOK aHHOTAIMH, IOCTYITHBIX TTPU 3aTTPOCE.

spec. 1o wabJIOH, KOTOPBIHA COAEPKUT BCIO MHGOPMAIIMIO, HEOOXOAUMYIO st
3arrycka moja. OH MOXKeT OBITH TOBOJBHO CJIOKHBIM, IIO9TOMY pasobbeM ero Ha He-
CKOJIBKO YacCTel:
"spec": {

"containers": [

1,
"restartPolicy": "",
"volumes": [
1
}

Container spec. B aTom moste mepeunciens! crienmuKau KoHTeliHepoB. Kaskmas

crelMUKAIIS UMEET CJAEAYIONLYIO CTPYKTYPY:

{
"name" :
"image":
"command": [

1,

wn
3

"args": [
1,
"env": [
{
"name": ""

"value":



Wcnonb3oBaHue Kubernetes ans noctpoeHust cucremsl Hue 157

}
1
"imagePullPolicy":
"ports": [

{
"containerPort": o,
"name": ""
"protocol”:

}

1,
"resources": {
"epu": "

"memory" :

}
}

Y Kaskz0ro KoHTelHepa ecTh KOMaH/Ia, KOTOPast, Oyyuu YKa3aHHOI, 3aMEeHsIET CO-
60it komany Docker-obpasa. Vimeiotest Takske apryMeHThbI U epeMeHHbIe OKPY/KEHUSI.
U KOHEUHO, MOJIMTHKA 3aTPy3KH 00pasa, MOPTHI 1 IMMUTHI Ha Pecypcebl. MbI paceMOTpeu
3TH TIOJIS B TTPEABIIYIINX TJIaBax.

Pa3BepTbiBaHWE A0NFOMIPatoLLMNX
MWKPOCEPBUCOB B rNoAax

I[onronrpafoume MUKPOCEPBUCHI BBITIOJTHAIOTCA B ITOJaX 1M HE JOJI’KHbI XPaHUTb CBOE
COCTOAHUE. HOCMOTpI/IM, KaK CO34al0TCA MOAbI /I OJHOTO N3 MUKPOCEPBHCOB Hue.
[To3ske MBI TOBBICUM YPOBEHDb a6CTpaKHI/II/I 1 BOCIIOJIb3YEMCA Pa3BEPTbIBAHNEM.

Co3paHue noaos

Tl nagama pazpaboTaeM BHYTPEHHUH CEPBIC CAMOOOYUAIOIETOCS ATEHTA, MCTIOIB3YsT
OOBIYHBIIT KOHPUTYPAIIMOHHBIH (haii Toga. ITOT CepBUC He TIPeHAZHAYEH JIJISI IOCTYTIA
U3BHE — OH GYJIET CJIEUTH 32 OUEPEIbIO YBEOMJIEHU U TOMEIATD TTOJyYeHHbIE CBE-
JICHWS B IIOCTOSIHHOE XPaHUJIHIIIE.

Hawm HyzkeH 1pocToii KOHTelHep, KOTOPbIi OyaeT paboraTh BHYTpH Toja. [lajee
[peJCcTaBIeH MaKCHMaJbHO TIpocToii Docker-daiisn, KoTopsiil OyaeT UMUTHPOBATH
camooOyuatouumiics cepsuc Hue:

FROM busybox
CMD ash -c "echo 'Started...'; while true ; do sleep 10 ; done"

On ucnoabsyer 6a30Bbiil 06pa3 busybox, Bo3BpalaeT B cTaHAaAPTHLIN BbIBOJ
CTPOKY Started. .. ¥ BXOAUT B GECKOHEUHBIN MK, KOTOPBIN, KAK HU KPYTH, TOJITO-
UTPAIOIIHH.

SI cosman nBa obpasa Docker, glgl/hue-learn:v3.0 u glgl/huelearn:v4.0, u 1o-
mectiit ux B peectp Docker Hub (glgl — moe umst mosib3oBatedist):
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docker build . -t gilgl/hue-learn:v3.0
docker build . -t gilgl/hue-learn:v4.0
docker push glgil/hue-learn:v3.0
docker push gigl/hue-learn:v4.0

Temnepp 511 06pasbl MOKHO 3arpy3UTh B KOHTElHepbl BHYTpH HogoB Hue.
bynem npumensits 311ech popmat YAML, Tak kak ero npoiie Bocipunumath. Jlanee
HpeﬂCTaBﬂeHIH&6HOHX:M€TK3NHImetadatm
apiVersion: vi
kind: Pod
metadata:
name: hue-learner
labels:
app: hue
runtime-environment: production
tier: internal-service
annotations:
version: "3.0"

Mertku nipeiHazHaveHbl i uaeHTuGUKaImm Ha6opOB I10/10B B paMKaX pa3BepTbI-
BaHWUs, TOITOMY JIJISI OITUCAHUST BEPCUU ST UCIIOJIb3YI0 aHHOoTaInio. Kpome Toro, MeTkn
HEJIb3d U3MEHATD.

[anbiie uger BaxkHOe 10JIe containers, KOTOpoe onpeeiseT obsA3aTesbHbIe arpu-
6yTbI name U image JI719 KaXKJ0TO KOHTEHHEpa:
spec:

containers:

- name: hue-learner
image: glgl/hue-learn:v3.0

Pasiest resources OTMMCHIBAET PECYPCHI, KOTOPBIE TPEOYIOTCS KOHTEHHEPY, 9TO O3B0~
JIIET TUTAaHUPOBATh U BBIIETATD X Gosiee a(hheKTUBHBIM U KOMITaKTHBIM o6pazom. Har
koHreitHep sanpammsaer 200 muunpoueccopubix equanl (0,2 saapa) u 256 Moaiit
MaMATH:

resources:
requests:
cpu: 200m
memory: 256Mi

Paznen environment mo3BoJisieT aAIMITHUCTPATOPY KJIAcTePa MPEAOCTABUTH TIepe-
MEHHBIE OKPYKEHUsI, KOTOPbIe GYAYT MOCTYIHBI KOHTEHEPY. 3/1eCh MBI YKa3bIBaeM,
410 OOHAPYKEHIE OUePe/M M XPAHUIIUIIA CIeyeT BBIMoIHATH uepe3 DNS. B tectoBoii
Cpelie MOJKET MCIOIb30BAThCS IPYTOil METOL OOHAPYKEHIS:

env:

- name: DISCOVER_QUEUE
value: dns

- name: DISCOVER_STORE
value: dns
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MapKu1poBaHWe NOJOB C NOMOLLbIO METOK

PasyMHast MapKUPOBKA TIOJIOB — 3aJI0T THOKOTO aIMUHUCTPUPOBAHUI. ITO TO3BOJISIET
pasBUBATH KJACTEDP HA JIeTy, OObEJIUHATD MUKPOCEPBUCHI B TPYIIIIbI, KOTOPbIE MOTYT
NEefCTBOBATD B €IMHOM KJIIOUE, U OMTYCKaThCsA Ha HoJiee HU3KUE YPOBHH, 4TOOLI paboTaTh
C Pa3HBIMU UX TIOJIMHOKECTBAMHU.

Hamr camoobyuaronuiicss arent Hue, Kk IpuMepy, IMeeT cJeIyolne METKHU:

Q runtime-environment — mpoussoactBo (production).

O tier — BHyTpeHHwMii cepBuc (internal-service).

C noMoIIbIo MoJIs version MOKHO TOIEPKUBATD Cpa3y HECKOJIbKO Bepenit. Ecimm Bep-
cur 2 1 3 JIOJKHBI BBITTOJTHSITHCS OJHOBPEMEHHO (1100 JIJIst 00paTHON COBMECTHMOCTH,
Jinbo Ha BPeMsI MUTPAIMK C V2 HA v3), aHHOTAI[MH WJIU METKH O3BOJISIIOT HE3ABUCUMO
MacIITabupoBaTh OB U OTKPBIBATH OCTYT K PA3HBIM UX BepcusiM. C MOMOTIBIO METKH
runtime-environment MOKHO BBITIOJHSTD IJIOOATBHbIE OMIEPAIIIH CO BCEMHU TIO[AMU BHY-
TPU ONPeJIeTIEHHON cpe/ibl. MeTKy tier UCIIOMB3YIOT Ui OOBEANHEH NS B OYepeilb BCEX
3K3EeMIIJISIPOB TIO/IOB, HAXO/SINXCS HAa OIHOM yposHe. Ho 3To Bcero summb mprumMepsl,
JIAJIbIIIe BCE 3aBUCHT OT BAIIETO BOOOPAsKEHUSL.

Pa3sBepTbiBaHWE A0ONTOMIpaloLLmMX NPOLLECCOB
C nomoubio 06bekToB deployment

B kpynHOMacmTabHBIX CUCTEMAX MOJIbI BCET/IA AOKHBI OBITH M0/ KOHTposieM. Ecim o
KaKOW-TO IPUYMHE MO/ TTepecTaeT paboTaTh, €ro CIeAyeT 3aMEHUTD, YTOOBI COXPAHUTD
00611yI0 TPOU3BOAUTETLHOCTL. BBl MOKETE caMu cO3/1aTh KOHTPOJLIEPD! PEITNKAIIIN
1 HabOPBI PEIINK, HO 9TO YPEBATO OMMOKAMU M BEPOSTHOCTHIO YACTUYHOTO OTKa3a.
Kyma 6oJiee TOTHUHBIM TTATOM OBLTIO ObI YKA3bIBATh KOJUYECTBO HEOOXOIUMBIX PETLIHK
MIPU 3aITyCKE CBOMX TIO/IOB.

PassepHeM TpM 9K3eMILISIPa MUKPOCEPBHCA € CaMOOOYJAIOMUMCs areHTOM, UC-
moJb3yst pecypc deployment. O6bekThl aToro Tra B Kubernetes 1.9 6b11n 00bsiBI€HBI
CTaOMIIbHBIMU:

apiVersion: apps/vl (use apps/vlbeta2 before 1.9)
kind: Deployment
metadata:
name: hue-learn
labels:
app: hue
spec:
replicas: 3
selector:
matchLabels:
app: hue
template:
metadata:
labels:
app: hue
spec: <same spec as in the pod template>
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[Tosne pod spec UAEHTUYHO aHATIOTUYHOMY pa3jiesly B KOH(GUTYPAITMOHHOM aiiie
10714, KOTOPBII MBI HCIIOJIB30BAJIN PAHEe.
Tenepb BHITTOTHIM Pa3BEePTHIBAHUE W TPOBEPUM €TO COCTOSTHUE:

> kubectl create -f .\deployment.yaml
deployment "hue-learn" created
> kubectl get deployment hue-learn

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
hue-learn 3 3 3 3 4m
> kubectl get pods | grep hue-learn

NAME READY STATUS RESTARTS AGE
hue-learn-237202748-d770r 1/1 Running © 2m
hue-learn-237202748-fuv2t 1/1 Running © 2m
hue-learn-237202748-tpr4s 1/1 Running © 2m

Hamuoro 6oJibiiie nHGOPMALMK O Pa3BEPThIBAHMU MOMKHO MOJYUUTD C IIOMOIIBIO
KOMaH/Ibl kubectl describe.

O6HOBNEHNE pa3BepPTbIBaHMS

Hue npezcrasiisier coboil KpyIHYIo, HEIIPEPhIBHO Pa3BUBAIOILYIOCS cucTeMy. Bam HYKHO
MOCTOSTHHO BBIIYCKaTh HOBbie Bepcuu. OHUM U3 HauMeHee TPOOJIEMHBIX CIIOCOO0B
SIBJISTIOTCS TIaBatolne oOHoBeHrst. OHY MOJHOCTBIO KOHTPOJUPYIOTCS TIaT(HOPMOI
Kubernetes, 11 4T06bI UX HHUIIUUPOBATD, IOCTATOYHO U3MEHUTD MIAGJIOH TOJIA.

¥ nac Bce 3arryleHHbie 110/[bI UMeIOT Bepcuio 3.0:

> kubectl get pods -o json | jq .items[@].spec.containers[0].image
"3.g"

O6HoBuM passeprhiBanue 10 Bepeun 4.0. OTpegakTupyem 1osie version B daiie
pasBepThiBanst. UT0ObI HE CITPOBOIMPOBATH OMUOKY, OCTaBbTe METKH (€3 N3MEHEHHIA.
O6Br9HO MEHSTIOTCST 06pa3 U CBSI3aHHbIE ¢ HUM MeTaaiHble B aHHoTanusax. /[ mepe-
KJIIOUEHUS Ha HOBYIO BEPCHIO MOKHO 33/IeHiCTBOBATh KOMaHy apply:

> kubectl apply -f hue-learn-deployment.yaml

deployment "hue-learn" updated

> kubectl get pods -o json | jq .items[@].spec.containers[0].image
"g. Q"

PasaeneHne BHYTPEHHMX U BHELLHWUX CEPBUCOB

BHyTpeHHUME HA3BIBAIOTCSI CEPBUCHI, K KOTOPHIM HATPSIMYIO OOPATIAIOTCST JIUIITD IPYTHE
CEPBUCHI U 3a/IaHU B TOM JK€ KJacTepe WU aIMUHUCTPATOPDI, BXOJAIINE B CUCTEMY
1 3aITycKalolfe y3KoCTelnaaIn3npoBaHHble YTUANTHI. VIHOT/Ia BHYTpEeHHNE CepBUCH
BOODIIE HU € KEM HE B3aUMOJICHCTBYIOT, B 9TOM CJIY4ae OHU MPOCTO BBITIOJHSIOT CBOIO
(byHKIIMIO 1 TOMENIAIOT PE3yAbTATHI B TOCTOSTHHOE XPAHUJIUIIE, OTKYZA UX MOTYT J10-
CTaTh JpyTue, He CBA3AHHBIC C HUMU CEPBUCHI.
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Ho HekoTopbie cepBUCH TOJKHBI OBITH OTKPBITHI JIJIsT TOCTYIIA CO CTOPOHBI MOJTh-
30BaTeJsiell UM BHEITHUX MporpaMm. Paccmorpum pukTuBHbIi cepBuc Hue, koTopbiit
yIpaBJsgeT CIUCKOM HAITOMUHAHWI 1MoJb3oBaresisd. Kak u B cayyae ¢ hue-learn, mpu-
Mep ob6pasa Haxoaurest B Docker Hub moj nmenem hue-reminders:

docker push glgl/hue-reminders:v2.2

Pa3BepTbiBaHME BHYTPEHHEro cepBuca

[TpencraBieHnbiil ganee 06beKT deployment 0OYEHb [TOXO0K Ha TOT, KOTOPBIA MCIOJIb-
30BaHCH]BCaMOO6yanHH6MCHZH€HTe,H.HHHH>yﬂaHHﬂip33ﬂeﬂbIannotations,env
U resources, OCTABIJI TOJIBKO OJIHY METKY JIJIst 9KOHOMUK MecTa ¥ JOGaBIJI B KOHTEHED
roJie ports. JTO BaXKHO, TIOCKOJIBKY CEPBUC JIOJIXKEH TIPE/IOCTABIISITH MTOPT, Ye€pPe3 KOTo-
PBII K HeMy CMOTYT 0OpanaTbCest APyrue CePBUCHL:

apiversion: apps/vlal
kind: Deployment

metadata:
name: hue-reminders
spec:
replicas: 2
template:
metadata:
name: hue-reminders
labels:
app: hue-reminders
spec:
containers:

- name: hue-reminders
image: glgl/hue-reminders:v2.2
ports:
- containerPort: 80

B pesysbraTe pasBepThiBaHus B Kaactep OyayT 10O6aBIEHbI 1Ba O/Ia reminders:

> kubectl create -f hue-reminders-deployment.yaml
> kubectl get pods

NAME READY STATUS RESTARTS AGE
hue-learn-56886758d8-h7vm7 1/1 Running © 49m
hue-learn-56886758d8-1qptj 1/1 Running © 49m
hue-learn-56886758d8-zwkqt 1/1 Running © 49m
hue-reminders-75c88cdfcf-5xqtp 1/1 Running © 50s
hue-reminders-75c88cdfcf-ré6jsx 1/1 Running © 50s

Nrak, Bce moapl 3amyiieHbl. TeopeTnyecKn UX MOTYT HAalTH U MCI0JIb30BaTh
HaTpsAMYIO JIPyTHE CEPBUCHI, ONMIIMOHAIBHO CKOH(MUTYPUPOBAHHBIE C TPUMEHEHNEM
BHyTperHUX [P-asipecos, MockobKy BCe OHM HAXO/SATCI B OJTHOM CETEBOM TTPOCTPAH-
crBe. Ho Takoii moaxos He Macitabupyercst. Bee cepBHCHI, KOTOPbie 06PAIAiOTCsE
K TI01aM reminders, JIOJKHBI KaK-TO y3HaBaTh 00 UX 3aMeHe U J0OABIEHUM HOBBIX
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9K3eMILISIPOB. J[Jist TOTO 4TOGBI PEMUTh ATY MPOOIEMY, CEPBUCHI PEAOCTABISIIOT
eJIMHYIO0 TOUKY JIOCTYIIa KO BceM TojaM. Omnucanne cepBuca BBITJSAUT TaK:

apiVersion: vi
kind: Service
metadata:
name: hue-reminders
labels:
app: hue-reminders
spec:
ports:
- port: 80
protocol: TCP
selector:
app: hue-reminders

Y cepBuca ecTh CENEKTOP, KOTOPBIH BHIOUPAET BCE TOJIbI C COOTBETCTBYIONMMU METKA-
mu. OH Tak:Ke MPeJOCTABISIET TIOPT, Yepe3 KOTOPBIH K HeMY MOTYT 00PAIaThest Apyrie
cepBUCHI (MOXKET He COBIIAJIATh € IIOPTOM KOHTEiHepa).

Co3paHue cepsuca hue-reminders

Cosmgagum CEPBUC 1 BKPATIIE €TO PaCCMOTPUM:

> kubectl create -f hue-reminders-service.yaml
service "hue-reminders" created
> kubectl describe svc hue-reminders

Name: hue-reminders
Namespace: default

Labels: app=hue-reminders
Annotations: <none>

Selector: app=hue-reminders
Type: ClusterIP

IP: 10.108.163.209
Port: <unset> 80/TCP
TargetPort: 80/TCP

Endpoints: 172.17.0.4:80,172.17.0.6:80
Session Affinity: None

Events: <none>

Cepsuc sanycrusics 1 paboraer. J[pyrue noibl MOTYT HallTH €ro yepes epeMeHHbIe
okpy-keanst uim DNS. [Tepemernbie okpysKeHUs 7151 BCEX CEPBUCOB YCTAHABJIUBAIOTCS
B MOMEHT co3/laHus 1ofia. VlHaue ToBOpsI, ecJIv TIPU CO3/IaHNU CepBUCA Balll MO yKe
3aIylileH, IpuAeTCs ero yAaauTh U nossoanth Kubernetes BoccosgaTh ero, HO yike
¢ OGHOBJIEHHBIMHU TTepeMEHHBIMU (BbI BE/Ib CO3aeTe CBOU MOIbI ITyTeM PasBePThIBaHNS,
He Tak Jn?):
> kubectl exec hue-learn-56886758d8-fjzdd -- printenv | grep
HUE_REMINDERS_SERVICE

HUE_REMINDERS_SERVICE_PORT=80
HUE_REMINDERS_SERVICE_HOST=10.108.163.209
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Hawmmnoro niporie ucriopzoBarb DNS-umst Bamero cepsuca:

<service name>.<namespace>.svc.cluster.local

> kubectl exec hue-learn-56886758d8-fjzdd -- nslookup hue-reminders
Server: 10.96.0.10

Address 1: 10.96.0.10 kube-dns.kube-system.svc.cluster.local

Name: hue-reminders

Address 1: 10.108.163.209 hue-reminders.default.svc.cluster.local

BbiBeaeHne cepBuca Hapyxy

Cepsuc gocryneH BHyTpU Kiaacrepa. [ BeiBeneHus ero Hapy:ky Kubernetes mpej-
JlaraeT /IBa BapuaHTa.

O Cxoudurypuposath NodePort /st IpsIMOTO JIOCTYTIA.

O CkoHburypupoBaTh 00JTaUHbIN OAJAHCUPOBIIIUK HATPY3KH, €CJIU OH paboTaeT B 00-
JIayHOM cpene.

[Tpesxie yem HACTpamBaTh 71T cCepBYCA BO3MOKHOCTD JTIOCTYTIA U3BHE, BBI JOJIKHBI
ybeauTbes B ero GesonacHoctu. B jokymenrtauu Kubernetes ectb xopormmii ipumep,
KOTOPBII IOKa3bIBaeT MeJibyaiiiime 1moapobHocTu: github.com/kubernetes/examples/blob/
master/staging/https-nginx/README.md.

OCHOBHBI€E IPUHIIKIIBL YoKe ObLIN PACCMOTPEHBI B TJIaBe 5.

[lamee mokasan pasjes spec cepBuca hue-reminders ¢ 1oCTynoM U3BHE yepe3
NodePort:

spec:
type: NodePort
ports:
- port: 8080

targetPort: 80
protocol: TCP
name: http

- port: 443
protocol: TCP
name: https
selector:
app: hue-reminders

Ingress. Ingress — 310 00bekT KoHpuryparm Kubernetes, KoTopbiii mo3BoJsier
BBIBECTU CEPBUC HAPYKY U 3a00TUTHCA O MHOKECTBE MeJkuX gertaineil. On obaamaer
CTIETYTONITUMHU BO3MOKHOCTSIMU.

Q IIpenocrasmiser cepucy URL-ampec, KOTOPbHIN BUCH N3BHE.
Q bamancupyet Tpaduk.
Q PaspeiBaer SSL-coeamHenue.

Q IIpemocraBisieT BUPTYyaJIbHbBIN XOCTUHT Ha ocHOBe DNS.
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Jist Henoib30Batust aTHX 0OBEKTOB HYKeH KOHTPOJUIEp Ingress, 3ayIICHHBIN B Ba-
meM kaactepe. Ciie/lyer OTMETUTD, YTO 3Ta OJCUCTEMA BCE €Ille HAXOANTCS Ha CTA/ MU
GeTa-TecTUPOBAHMS ¥ UMEET MHOKECTBO orpannuenuii. Ecau Barm kiaactep paboraer
B GKE, ckopee Bcero, HUKaKux mpobJsieM He BOSHUKHET. B MIPOTHBHOM cJIydae HYsKHO
[POSIBUTH OCTOPOKHOCTH. OIHO U3 HBIHEITHUX OrpaHUYeHnuil KOHTPoJLIepa Ingress —
OTCYTCTBUE TOJJIEPKKN MacttabupoBanust. Takum 06pa3oM, OH TTOKa 9TO He COBCEM
nozaxoaut jiist cucreMbl Hue. Bostee moapo6HO 06 Ingress norosopum B riase 10.

Bor kax BeIrisiinT pecypc Ingress:

apiVersion: extensions/vilbetal
kind: Ingress
metadata:
name: test
spec:
rules:
- host: foo.bar.com
http:
paths:
- path: /foo
backend:
serviceName: fooSvc
servicePort: 80
- host: bar.baz.com

http:
paths:
- path: /bar
backend:

serviceName: barSvc
servicePort: 80

Kontposnep Ingress MHTEPIPETUPYET HTOT 3allPOC U CO3AACT COOTBETCTBYIONIMI
KOH(UTIYypalMoHHbIN (aiin 1s BeO-cepBepa NGINX:

http {
server {
listen 80;
server_name foo.bar.com;

location /foo {
proxy_pass http://fooSvc;
}

}

server {
listen 80;
server_name bar.baz.com;
location /bar {

proxy_pass http://barSvc;

}

}

}

Mo:xHO co3iaBaTh U JApyrue KOHTPOJIJIEPDI.
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OrpaHu4yeHue gocTtyna C NOMOLbIO
NPOCTpaHCTBa UMeH

[Tpoext Hue passuBaercs 10BOJILHO OICTPO. Y HAC €CTh HECKOJIBKO COTEH MUKPOCEPBU-
coB u ipuMepHo 100 paszpaborunkos u uiskerepoB DevOps, KOTOpbie UMK 3aHUMATOTCSI.
CastzaHHbBIE MEKY COOOH MUKPOCEPBUCHI OOBEMHSIIOTCS B TPYIIIIBI, MHOTHE U3 HUX
ABTOHOMHBIE — OHU HE UMEIOT HU MaJICHIIIETo Mpe/ICTaBJIeHU O IPYTuX rpyIiax. Kpome
TOTO, MBI IMEEM JIEJIO ¢ HEKOTOPBIMU JeJTMKATHBIMU 00JIACTSIMHU, TAKUMU KaK 3/I0POBbE
U (PMHAHCDL: JKeJTaTebHO, YTOOBI TOCTYI K HUM KOHTPOJIUpoBasics 6osee ahhekTuBHO
Taxum 06pasoM, MBI TOAXOMM K TEME IIPOCTPAHCTB NMEH.

Cosznanum cepBuc hue-finance U MOMECTUM €TO B TIPOCTPAHCTBO MMEH TIOJT Ha3Ba-
HUEeM restricted.

Bor xax Beirsaaut Y AML-@daiir HoBoro mpocTpaHcTBa:

kind: Namespace
apiVersion: vl
metadata:
name: restricted
labels:
name: restricted
> kubectl create -f restricted-namespace.yaml
namespace "restricted" created

[Tocne cozpanus IpocTpancTBA UMEH MBI I0JIKHBI CKOH(MUTYPUPOBATD €TI0 KOHTEKCT.
ITO TO3BOJUT HATIOKUTH OTPAHNYEHNUST TOCTYTIA, KOTOPBIe OYIYT KACATHCS JUIITh TaH-
HOTO IIPOCTPAHCTBA:

> kubectl config set-context restricted -namespace=restricted -
cluster=minikube -user=minikube

Context "restricted" set.

> kubectl config use-context restricted

Switched to context "restricted".

[TpoBepum KoHDUTYpaIHIO KIacTepa:

> kubectl config view
apiVersion: vi1
clusters:
- cluster:
certificate-authority: /Users/gigi.sayfan/.minikube/ca.crt
server: https://192.168.99.100:8443
name: minikube
contexts:
- context:
cluster: minikube
user: minikube
name: minikube
- context:
cluster: minikube
namespace: restricted
user: minikube
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name: restricted
current-context: restricted
kind: Config
preferences: {}
users:
- name: minikube

user:

client-certificate: /Users/gigi.sayfan/.minikube/client.crt
client-key: /Users/gigi.sayfan/.minikube/client.key

Kax BuzsTe, B KauecTBe TEKYIIETO KOHTEKCTA YKa3aH restricted.
Terneps B 1ycTOM 1MpocTpaHCTBE UMEH MOKHO CO3/1aTh CEPBUC hue-finance, KOTOPbIN
OKayKeTCsI TaM B ITOJIHOI M30JISIINN:

> kubectl create -f hue-finance-deployment.yaml
deployment "hue-finance" created

> kubectl get pods

NAME
hue-finance-7d4b84cc8d-gcjnz
hue-finance-7d4b84cc8d-tqvr9
hue-finance-7d4b84cc8d-zthdr

READY STATUS  RESTARTS AGE

1/1 Running © 6s
1/1 Running © 6s
1/1 Running © 6s

U He Hy)XHO MepeKJIovYaTh KOHTEKCTHI. Takke MOXKHO MCII0JH30BaTh MapaMeTPhI
-namespace=<namespace> 1 -all-namespaces.

3anyck 3aaaHum

Cucrtema Hue cocTonT u3 MHOXKECTBA «JIOJTOUTPAIONNX> TTPOIECCOB, Pa3BEPHYTHIX
B BIJIe MUKPOCEPBHCOB, €CTh y HEe M MHOTO 33JIaHI, KOTOPBIE 3aITyCKAIOTCS, OCTUTAIOT
Kakoii-to 1esin u 3aBepiraiorcst. B Kubernetes juist atoro npemxycmorpen pecypce job,
KOTOPBIH YIIPABJISET OJHUM MU HECKOJIBKUMHU TIOJAMHU U CJIEIUT 32 TEM, YTOOBI OHIM
paboTai 10 YCIIENTHOTO BBITIOJHEHUST TIOCTABJICHHON 3a/[aUH.

Jlasiee mokasaHo 3ajiaHie, KOTOpoe 3amyckaer npoiecc Python gs Berancienus
(akropmana 5 (moackaska: on paser 120):

apiVersion: batch/vi
kind: Job
metadata:

name: factorial5
spec:

template:

metadata:
name: factorial5

spec:

containers:

- name: factorial5s
image: python:3.6
command: ["python",

",

"import math; print(math.factorial(5)) "]

restartPolicy: Never
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3aMeTbTe, YTO I10JIe restartPolicy ﬂOHXGH)6bHT>paBHO Never uau OnFailure
3Hadenne Always, yCTAaHOBJIEHHOE TI0 YMOJYAHWIO, B IJAHHOM CJIy4ae HEKOPPEKTHO,
IMOCKOJIbKY 3a/[aHNe He JOJIKHO IIepe3aryCKaTbCs MOCje YCIIEITHOIO 3aBepIIeH .
3aIyCcTUM 3TO 33/]JaHNe U IPOBEPUM €T0 COCTOSTHHUE:

> kubectl create -f .\job.yaml

job "factorial5" created

> kubectl get jobs

NAME DESIRED SUCCESSFUL AGE
factorials 1 1 25s

IToz 3aBEPIIEHHOTO 3a/IAaHUSA [0 YMOJIUYAHIIO He 0TOOpakaeTcst. BbI J0KHBI HCTIOIb-
30BaTh ImapaMeTp -show-all:

> kubectl get pods -show-all

NAME READY STATUS RESTARTS AGE
factorial5-ntp22 0/1 Completed © 2m
hue-finance-7d4b84cc8d-gcjnz 1/1 Running © om
hue-finance-7d4b84cc8d-tqvr9 1/1 Running © 8m
hue-finance-7d4b84cc8d-zthdr 1/1 Running © om

[Toy c HazBanueM factorial5 nmeeT cTaTyc Completed (3asepinen). [IpoBepum ero
BBIBOJI:

> kubectl logs factorial5-ntp22
120

[NapannenbHoe BbiNOSIHEHNE 3a/1aHUN

3azlaHns MOXKHO 3aITyCcKaTh OTHOBPEMEHHO. B crermdukanmum 3aanus ecThb Ba MO,
completions u parallelism. [IepBoe 1o ymomyanuto paBHo 1. Ec/iv Hy>KHBI HECKOJIBKO
YCIICIIHBIX 3aBEPIICHU, 9TO 3HadYeHue yBesnuuBaloT. Ilojie parallelism onpesesnser
KOJIMYECTBO 3aITyCKaeMbIX MMO/I0B. 33/laHie 3aIyCTUT POBHO CTOJBKO MOJIOB, CKOJBKO
TpebyeTCst /TSt eT0 YCMENTHOTO 3aBEPINEHNs, IajKe eCJTi 3HaYeHre parallelism mpeBbi-
maeT 3Hayenue completions.

3allyCTUM ellle O/[HO 33jlaHKe, KOTopoe ocTanasyuBaercs Ha 20 ¢, a TOTOM yCIIEeHIHO
3aBepinaeTcst Tpy pasza. J[Jist 5Toro Gy/yT 3aImyIieHbl TPH 04, XOTs B 1moJie parallelism
YKa3aHo 3Ha4YeHue 6:

apiversion: batch/vi
kind: Job
metadata:
name: sleep20
spec:
completions: 3
parallelism: 6
template:
metadata:
name: sleep20
spec:
containers:
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- name: sleep20
image: python:3.6
command: ["python",
"en,
"import time; print('started..');
time.sleep(20); print('done."')"]
restartPolicy: Never
> Kubectl get pods

NAME READY STATUS RESTARTS AGE
sleep20-1t8sd 1/1 Running © 10s
sleep20-sdjb4a 1/1 Running © 10s
sleep20-wv4djc 1/1 Running © 10s

YaaneHue 3aBeplUeHHbIX 3a1aHNI

IIo 3aBepHICHUN 3a/laHNE OCTACTCA B [TaMATH, PaBHO KaK 1 €TI0 ITO/IbI. ITto CcAeJIaHo CIie-
aJbHO, YTOOBI BB MOTJIH IIPOCMOTPETD JKYPHAJJIbHbBIE (1)3_1‘;1.71]::1y IIOIK/IIOYUTBCA K IT0JaM
u uccaenoBath ux. Ho 0OBIYHO TIOCIE YCHEUTHOTO 3aBEPHICHUA 3a/TaHNE CTAHOBUTCA HE-
HYKHDBIM. Ouncrtka 3aBEPHICHHBIX 3a/[aHUI 1 UX TI0JIOB JIOKUTCS Ha Bac. Hpome BCero
9TO CcAeJIaTh, ya/IB 00BEKT job u Bce IK3EMILJIAPBI ITO/I0B!:

> kubectl delete jobs/factroial5
job "factorial5" deleted

> kubectl delete jobs/sleep20
job "sleep20" deleted

MnaHMpoBaHWe perynsipHbIX 3aaHnin
C noMoLbio crontab

Kubernetes nopep:;xusaer peryJspHble 3aaHusi, KOTOPbIE MOKHO 3aIlyCKaTh KaK OJUH
pas, Tak u MHOTOKpaTHO. OHM OCHOBaHBI Ha cTaHAapTHOMU M Unix cructeMe crontab,
a UX OTMCcaHue Haxo/uTcs B (aiiie /etc/crontab.

B Kubernetes 1.4 onu HasbBasuch ScheduledJob, HO B Bepcuu 1.5 ux mepenme-
HOBaJn B CronJob. Haumnas ¢ Bepcun 1.8 pecypc CronJob Bkiiouen B API-cepBepe
[0 YMOJIYAHUIO, T0TOMY OOJIbIIle He HY;KHO YKasbiBaTh (uar -runtime-config, XoTst
9Ta MOJCUCTEMA BCe ellle HaXOANUTCI Ha cTaauu Oeta-recTupoBanust. Jajee mokasaHa
KOHMUIrypalust st eKeMUHYTHOTO 3allyCKa 3alaHiii, KOTopble OyAyT HAIOMUHATD BaM
0 HeOOXOAUMOCTH PasMAThes. IIpu IIaHUPOBAaHUK * MOJKHO IIOMEHSTD Ha ?:

apiVersion: batch/vilbetal
kind: CronJob
metadata:
name: stretch
spec:
schedule: "*/1 * * * xu
jobTemplate:
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spec:
template:
metadata:
labels:
name: stretch
spec:
containers:
- name: stretch
image: python
args:
- python
- -c
- from datetime import datetime; print('[{}]
Stretch'.format(datetime.now()))
restartPolicy: OnFailure

B crienuukarnyu nosa BHU3Y mabJ0Ha 3a1aHus 9 100aBUIL MeTKy name. /[esio B ToM,
yt0 Kubernetes Hasnayaer 3ajanusiM 1 uX 110JiaM MMeHa ¢ IIPOU3BOJIbHBIMU IIpeduKca-
Mu. MeTka moMoraeT JIeTKo HaliTH Bee TIO/IbI, BBITIOTHSAIONINE OTIpeieJieHHOe 3alaHue, —
CMOTPUTE CIACAYIOMNUI BHIBOA KOMAHHON CTPOKU:

> kubectl get pods

NAME READY STATUS RESTARTS AGE
stretch-1482165720-qm5bj 0/1 ImagePullBackOoff © im
stretch-1482165780-bkqjd 0/1 ContainerCreating 0 6s

Kak BU/INTE, IIPU KaK/IOM BbI3OBE€ PETYJ/IAAPHOIO 3a/[1aHUs 3allyCKAa€TCA 00BEKT job
C HOBbBIM I10/IOM:

> kubectl get jobs

NAME DESIRED SUCCESSFUL AGE
stretch-1482165300 1 1 11im
stretch-1482165360 1 1 10m
stretch-1482165420 1 1 9m
stretch-1482165480 1 1 8m

Korna 3aganue 3aBeprraeTcs, ero MOl TEPEXOAT B cCOCTOsTHIE Completed U X
6OJIbIIIe HeJb34 YBU/IETH 6e3 daroB -show-all mmm -a:

> Kubectl get pods -show-all

NAME READY STATUS RESTARTS AGE
stretch-1482165300-g5ps6 0/1 Completed © 15m
stretch-1482165360-c1n08 0/1 Completed © 14m
stretch-1482165420-n8nzd 0/1 Completed © 13m
stretch-1482165480-0jq31 0/1 Completed © 12m

Kak 06b14H0, BBIBOJI 11012 3aBEPIIEHHOTO 3aaHK MOMKHO [IPOCMOTPETD € IOMOLIBIO
KOMaH/ibl logs:

> kubectl logs stretch-1482165300-g5ps6
[2016-12-19 16:35:15.325283] Stretch
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[Tocsie Toro xKak 6yseT yaaJeHo PeryiasipHoe 3aanue, MPEeKPaIaeTcs MIaHpPO-
BaHUeE HOBBIX 33/J[aHUI U YIAJISIOTCS BCE CYECTBYIONHE O0BEKTHI job U CO3/IaHHbIE
VMU TIO/IBL.

Jlst moncka Bcex 00bEKTOB job, 3alyIIeHHBIX KOHKPETHBIM 3aaHUEeM, MOKHO
MCI0JIb30BaTh 3apaHee Ha3HAYEHHYIO METKY (B JJaHHOM cJjly4yae OHa Ha3blBaeTCs
STRETCH). EcTb BO3MOXHOCTH IIPUOCTAHOBUTD PETYJISIPHOE 3aJ/laHUE, 4T0OBI OHO
HE CO3/1aBaJI0 HOBBIE OOBEKTHI job U MOJIBI, TOKA BBl HE YAaJUTE YK€ 3aBEPIICHHBIE,
YTo0bl YIPABASTH MPEABLYIIUMI 3aJaHUSIMK, B Pasjiesie spec MOKHO YKas3aTh TTOJIst
successfulJobsHistoryLimit u failedJobsHistoryLimit.

NHTerpaumnsa ¢ BHELUHMMU KOMMOHEHTaMM

BosbIMHCTBO KOMITOHEHTOB peajibHOroO BpeMeHn B Kiaactepe Kubernetes Bzanmoseii-
CTBYIOT C BHEKJIACTEPHBIMU KOMITOHEHTAMU. ITU CEPBUCH MOTYT OBITH KaK BHEITHUMU,
JIOCTYITHBIMU Yepe3 Hekuii croponnuii API, Tak u BHyTpeHHUMU, pa3MeleHHbIMU
B TOH ’Ke JIOKAJIBHON CeTH, HO MO Pa3JINYHBIM IPUYNHAM He BXOSIINMU B KJacTep
Kubernetes.

VX MOKHO pasjiesinTh Ha JIBe KaTerOpUH: BHYTPU CeTH KJacTtepa 1 BHe ee. [loyemy
3TO pa3jnyue uMeeT 3HaUYeHue?

KOMMOHEHTLI BHE CEeTU KacTepa

Taxue KOMITOHEHTBI He UMEIOT MPSIMOTO JIOCTYTIA K KJIacTepy W 0OpaIaoTcs K HeMy
tonbko uyepe3d API, URL-anpeca, BujuMble M3BHE, U BbIBE/IEHHBIE HAPYKY CEPBUCHI.
C HuME 00paIaTCs Tak JKe, Kak ¢ JI0ObIM BHEITHUM M0JIb30BaTeieM. JacTo KOMIIO-
HEHTBI KJIACTEPa CaMU MCIIOJIb3YIOT BHEITHUE CEPBUCHI, UTO He BJeUeT 3a cOOOI HUKa-
KUX PUCKOB, CBA3AHHBIX ¢ Ge3omacHocThio. Hamprmep, Ha Moeil ipebiayIei pabore
6wt kmacrep Kubernetes, koTopsrii coobiian 06 MCKIIOYEHUSX CTOPOHHEMY CEPBUCY
(sentry.io/welcome/). BaanmoeiicTBre TTPOTEKAIO B OHOM HAIIPaBJICHUN — OT KJIacTepa
Kubernetes k croporHemy cepBucy.

KOMMNOHEHTLI BHYTPU CETU KNacTepa

Cy1ecTByIOT TaKue KOMIOHEHTBI, KOTOPbIe pabOTAIOT B OHOU CETH € KJIACTEPOM, HO
UM He KOHTPOJIUPYIOTCS. Y BHIOOPA TAKOTO PETTEHNST MOKET GBITh MHOKECTBO TIPUUIH.
ITO U yCTapeBIIye TMPUIOKEHNUsT, KOTOPbIe elte He ycmenan nepenectr Ha Kubernetes,
1 KaKoe-TO paclpe/iejieHHOe XPaHUJIUIIEe JaHHBIX, KOTOPOe CJI0KHO UHTETPUPOBaTh
¢ aToil Tardopmoii. [laHHble KOMIIOHEHTBI TOMEIA0T BO BHYTPEHHIOIO CETh JIJIS YBe-
JINYEHUST TIPOU3BOAUTETBHOCTH, & TAKKE MX U30JIAINN OT BHEITHETO MUPA, YTOOBI Tpa-
Uk MexIy HUMHI 1 TTofiaMu ObLT Gostee Ge3omacHbIM. PasMerrieriie B OHOI U TOH sKke
CETH COKPAIIaeT BPeMsI 3a/IePKEK U CHUXKAET HEOOXOAUMOCTh B ayTeHTU(DUKAIIUHI, YTO
HE TOJIBKO YI00HO, HO ¥ BBITOJIHO C TOUKHU 3PEHUST HAKJIAJHBIX PACXO/IOB.
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YnpaeneHue cuctemon Hue ¢ nomowbto Kubernetes

B atom pasgesie BbI y3Haete, KakuM obpazom Kubernetes momoraet B pabote ¢ orpoMHoit
cucremoii, Takoit kak Hue. Ilnatdopma Kubernetes npegocrasiser MHOKECTBO BO3-
MOKHOCTEN JIJIST OPKECTPAIIUH TIO/[0B, YIIPABIEHNSI KBOTAMU U JIUMUTaMU, OOHapyKe-
HUS U YCTPAHEHUS OMPEIETEHHOTO PO/IA CTAHAAPTHBIX ¢OOEB, TAKUX KaK allllapaTHBIE
HENOJIA/IKU, OTKa3 IIpoliecca WM HeJOCTYIHbIH cepBuc. OJHAKO B CJIOKHBIX CHCTEMaX
Haroziobue Hue cocrostine BrosiHe pabourx MOAOB U CEPBUCOB MOJKET OKa3aThCs He-
KOPPEKTHBIM UJIH OHU 3aCTOMOPSITCS B OXKUIAHUN IPYTUX 3aBUCUMOCTEl, HEOOXOUMBIX
JUTSE BBITIOJTHEHUST UX 00sI3aHHOCTEN. ITO HETPUBUAbHAST CUTYAIHs], TaK KaK, €CJIU eIlle
He FOTOBBIH 110/] HayaJl IPUHUMATD 3aIIPOCHI, BaM HYKHO KaK-TO Ha HUX OTpearupoBaThb:
OTKJIOHUTD, BO3JIarasi OTBETCTBEHHOCTH Ha BBI3BIBAIONLYIO CTOPOHY, MOIIPOCUTH ITOBTO-
PUTD (CKOAbKO pas? Kax 0020 ? Kax uacmo?) Wi HIOMECTUTD B 04epe/lb OKUIAHU (KMo
6ydem omeeuamn 3a amy ouepeov?).

YacTto uMeeT CMBICT MTO3BOJINUTH CUCTEME CJIEIUTD 32 TOTOBHOCTBIO PA3JINYHbIX
KOMITOHEHTOB WJIM K€ JIeJIaTh 9TU KOMIIOHEHTBI BUAMMBIMU TOJIBKO TOT/IA, KOT/Ia OHU
moJtHOCTHIO ToTOBBI. [lmardopme Kubernetes Huuero He ussectro o Hue, HO oHa mpejio-
CTaBJISIET HECKOJIBKO MEXaHU3MOB, TAKUX KaK MPOBEPKa paboTOCTTOCOOHOCTH /TOTOBHOCTH
Y KOHTeIHepbl MHUINAIU3AIINN, KOTOPBIE TI03BOJISIOT YIIPABJIATD KJIACTEPOM C YUYETOM
KOHKPETHOTO TPUJIOKEHUS.

MNpoBepka paboToCcnocobHOCTN KOHTEMHEPOB

Kubectl cienur 3a Bammmu korreitnepamu. Ecii ¢ mporieccoM KOHTeHHepa IpoU30iaeT
c6oit, mpobaema Gyzer pemneria ¢ momotbio Kubelet v monmtukn nepesanycka. Ho aToro
He Beerza gocratouto. I[Tpoiece criocob6er BOUTH B GECKOHEUHBIH UK WX 3a0JI0KUPO-
BaThCsT, HO TIPH 9TOM OCTABAaThCsI B paboueM cocTostHui, TTOMTHKA TIepe3arycka MOKeT
0Ka3aThCsl HEAOCTATOYHO THOKOU. C IMOMOIIBIO TPOBEPKU PabOTOCIIOCOOHOCTH BbI CAMHU
petiiaere, «<JKUB» KOHTEiHep wiiu HeT. Jlaiee mpeictaBiieH mabaoH Mojia st My3bIKalb-
noro cepsuca Hue. On coniep:xuT pasjes livenessProbe, B KOTOPOM 3HAYUTCS TIPOBEPKA
httpGet. [lniss HTTP-tipoBepku Tpebyercst ykasaTs mosabiii agpec: HTTP wiun HTTPS
(1o ymomaanmio uctnoabyercss HTTP), anpec y3na (1o ymomuanuio PodIp), Ty Th ¥ TIOPT.
[Tposepka cumraercst npoitnennoit, ecnin HTTP-kox vaxoauTest B 1uamasone Mesky
200 1 399. Konreiinepy MoxkeT HOTpe6OBaTbCH HEKOTOPOE BpeMs /11 UHUITUAIN3alliH,
MO3TOMY YKa)kKUTe 3HaueHue initialDelayInSeconds, Kubelet Hauter mpoBepky suiib
10 UCTEYEHUH ATOTO BPEMEHU:
apiVersion: vl
kind: Pod
metadata:

labels:

app: hue-music

name: hue-music
spec:

containers:
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image: the_glgl/hue-music
livenessProbe:
httpGet:
path: /pulse
port: 8888
httpHeaders:
- name: X-Custom-Header
value: ItsAlive
initialDelaySeconds: 30
timeoutSeconds: 1
name: hue-music

Ecsin xots1 661 0/1MH KOHTEHHEp He TPOH/EeT TPOBepKy paboTOCTOCOGHOCTH, TIPHMe-
HSETCS TIOIUTUKA Miepesarycka noja. Y 6eintech B TOM, 4TO HE MCTIOIb3yeTe TIOJUTUKY
Never, MHaYe MTPOBEPKA OKAKETCsT HECTIONE3HOI.

Cy1iecTByerT elrie iBa BUjia TPOBEPOK:

U TcpSocket — IIpoCTO IPOBEPAET, OTKPLIT JIU IIOPT;

O Exec — 3amyckaeT KOMaH/ly, KOTOpas B cJlydae ycliexa BO3Bpaliaer o.

YnpaBneHue 3aBUCMMOCTSIMU
C NOMOLLbIO MPOBEPOK MOTOBHOCTU

ITpoBepKH rOTOBHOCTH MIPUMEHSTIOTCSE JIJIs PasHbIX 1iesieil. KoHTeliHep MoskeT ObITh 3a-
MyTIeH, HO TPU 3TOM 3aBUCETh OT JPYTUX CEPBUCOB, HEJAOCTYIHBIX B JAHHBIH MOMEHT.
Hampumep, KOMITOHEHTY hue-music TpeOyeTcs TOCTYT K CEPBUCY, KOTOPBIH COMEPIKUT
CITMCOK MPOCJIYIIaHHBIX BaMK KOMITO3UIUI. Be3 9Toro oH He c1moco6eH BHITTOTHITH
cBOM 06sI3aHHOCTH. B TaHHOM cJiydae JpyTie CePBICHI M BHEITHIE KIUEHTbI JOJKHBI
BOBJIEPKATHCS OT OTTIPABKHU 3aTIPOCOB KOMITOHEHTY hue-music, OIHAKO HEOOXOAUMOCTH
Mepe3anycKarh ero Toyke HeT. [[poBepKU TOTOBHOCTH periaioT 3Ty mpobiaemy. Ecin koH-
TelfHep He BLIEPIKAT TAKYIo TTPOBEPKY, €T0 IO/ YOUPAeTCsT U3 BCEX KOHEUHBIX TOUEK,
B KOTOPBIX OH 3apeTUCTPUPOBaH. bBiarosapst 5ToMy 3alpoCchl He MOTYT TIEPETrPy3UTh
CEpBUC, KOTOPHIH HEe B COCTOSHIY X 00paboTaTh. C MOMOTIHIO TIPOBEPKH TOTOBHOCTH
MOJKHO TaK’Ke BpPEMEHHO OTKJIIOYATD TTOIbI, /I/ISI KOTOPBIX B IAHHBII MOMEHT MMPUTOTOB-
JIEHO CTUTITKOM MHOTO 3aITPOCOB B KaKOH-HIOYIb BHYTPEHHEH OUepein.

[lanee mpuBOANTCS TPUMeEp MPOBEPKHU TOTOBHOCTH. Sl MCIOIB3YI0 MPOBEPKY THIIA
exec, YTOOBI BLITTOTHUTE cOOCMEeH Y0 KoMaHLy. Ecin koMaHia BepHET HeHYIeBOH KOt
3aBepIeHts], KOHTeHHep OyAeT yaamem:

readinessProbe:
exec:
command:

- /usr/local/bin/checker
- --full-check
- --data-service=hue-multimedia-service

initialDelaySeconds: 60

timeoutSeconds: 5
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OZII/IH 1 TOT JKe KOHTefIHep MOJKHO TIPOBEPATH KaK Ha TOTOBHOCTD, TaK U Ha pa60T0-
CHOCO6HOCTb, ITIOCKOJIbKRY 3TH ITIPOBEPKU UMEIOT PAa3HbIE IIEJIN.

[pUMEHEHNE KOHTENHEPOB MHULIMANU3aLUN
ONS YNOpsiAOYEHHOr0 3anycka nojaoB

[IpoBepku pabOTOCIIOCOOHOCTH ¥ TOTOBHOCTU — OT/JIMYHbIE UHCTPYMeHThl. OHU 3HAIOT,
YTO TIPU 3aITyCKe KOHTEeHHep TOTOB He cpa3y U B 9TO BPeMs €ro He CIelyeT CUNTATDh He-
ucpaBHBIM. /171 ornipesiesieHus 3aJiepP>KKU Tiepe]l MPOBEPKOI MpeyCMOTPEH mapamMeTp
initialDelayInSeconds. Ho 4To, ecin HauambHad 3a/iep:KKa MOKET OKa3aThCS CIUITKOM
JUTATETbHON? JIJ1st TTOArOTOBKU K 06paboTKe 3arpocoB GOIBITMHCTBY KOHTEHHEPOB Tpe-
OyeTcst HECKOJIBKO CEKYH]I, HO eCJIM Haya/bHas 3ajlep:KKa 3aHUMaeT 5 MUH, KOHTeHHeD
OyZIeT CJUIITKOM JIOJITO TIPOCTauBaTh 6e3 paboThl. U eciii OH SIBJISIETCST YACThIO CHIIBHO
HArpy>KeHHOTO CEPBUCA, 9TO MOKET BbI3BATh IPOCTAUBAHUE MHOKECTBA Y3JI0B 11OCJIE
Ka0r0 OOHOBJIEHUS, YTO CAENAET CEPBUC IPAKTIYECKN HEJOCTYIIHBIM.

A1y npobieMy pemanT KouTelinepsl nannuaansannn. OHU 3aIyCKAIOTCA BHYTPU
OJIHOTO TI0/Ia ¥ 3aBEPIIAIOTCS 10 TOTO, Kak OYIyT 3alyIleHbl OCTaJbHbIe KOHTEIHEPDI.
Omnu GepyT Ha cebs IpoIece NHUMUANTN3ALNN, KOTOPBIH 3aHIMAET HEONPeIeJeHHoe
BpEM:, U IO3BOJIAIOT OOBIYHBIM KOHTEHHEPaM 3aIlyCKaThCs ¢ MUHUMAIbHOM 3a1€PKKOIA,
4TOOBI OHU MOTJIN TIPOUTHU MIPOBEPKY TOTOBHOCTH.

B Kubernetes 1.6 korTeiiHepbl MHUIMAIM3AIUK BB U3 COCTOSIHUS OeTa. VIX MOsK-
HO yKa3aThb B CHeLlI/I(bI/IKaL[I/II/I nmoja B oJie initContainers mo aHajJorum ¢ moJjiemM
containers. /lasee npuBesicH IpuMep:
apiVersion: vl
kind: Pod
metadata:

name: hue-fitness
spec:
containers:
name: hue-fitness
Image: hue-fitness:v4.4
InitContainers:
name: install
Image: busybox
command: /support/safe_init
volumeMounts:
- name: workdir
mountPath: /workdir

IIpenocraBienue nanupix A5 nogoB DaemonSet. [lob DaemonSet pasBepTsI-
BaIOTCsS ABTOMATUYECKH 10 OJHOMY Ha Ka’KIOM Y3Jie UJIU OTpeNeIeHHOM TTOMHO-
xecTBe y3y10B. OOBIYHO OHU CJEIAT 32 y3JIaMU 1 UX paboToCcrmocobHOCThI0. MBI yike
3aTparuBaly ATy KpailHe BaxxHyio HyHKIHIO pu obcyskaennu cepsuca Node Problem
Detector B rmase 3. Ho atum nx Bo3MokHOCTH He orpannunBaoTcs. CTaHpapTHbIN
mrannposiuk Kubernetes paspeproiBaeT Mo/bl B 3aBUCUMOCTU OT HATPY3KHU U JI0-
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CTYITHOCTH pecypcoB. Ecii y Bac ecTh MHOKECTBO HE CJITUIITKOM PECYPCOEMKUX ITOJIOB,
3HAYUTETbHAS UX YACTh OKAKETCA Ha OHOM y3Jie. PaccMOTpUM 101, KOTOPBIH BBITIOJ-
HsteT HeOOJIbIIYIO 3a/auy M 3aTeM KaykK/ylo CEKYHY [epeJaeT YAaJleHHOMY CEPBUCY
order 000 Beex cBouX JelicTBusx. Ilpeacrasbre, uto B cpeareM 50 Takux 1M0J0B pas-
BEPTHIBAIOTCA HA OJHOM ¥ TOM K€ y3jie. ITO 03HAYaeT, YTO KaKAYI0 CeKyHIy OyayT
BBITIOJIHSTHCST 50 CETEBBIX 3AIIPOCOB € HE3HAYNTENbHBIM KOJTMYECTBOM JaHHbIX. Ho uTO,
€CJTM MBI YMEHBIINM WX KOJMUecTBO B 50 pas, OrpaHUUNBINNCH JIUIITH OJHUM CETEBBIM
3anpocoM? BmecTo TOro 4ro6bl B3auMoAeHCTBOBATL HEIIOCPEACTBEHHO ¢ BHEIIHUM
CEepBUCOM, II0JIbI MOI'YT 0Opamarbes kK DaemonSet. DaemonSet Oyzer cobuparh Bee JaH-
Hble u3 Beex 50 o108 1, 00beIMHNB, eKECEKYHIHO OTIPAB/IATL UX HApyKy. Koneuno,
API ynanennoro cepBuca JI0JKeH MOJIJIEPKUBATB OTBETHI B TakoM hopmare. Xopoiiast
HOBOCTbH COCTOUT B TOM, UTO BaM He HY>KHO MOJANMUIIUPOBATH CAMU IOl — OHU TIPO-
¢T0 Oy AyT CKOH(MUTYPUPOBAHbI /ISt 0OPalleHUs K IOKaIbHOMY 9K3eMILIAPY DaemonSet
BMECTO yJIaJIeHHOTO cepBuca. B manHoM ciydae 1oj; ¢ Ha3BaHueM DaemonSet urpaet
POJIb arpernupyIoiero NpoKkcu-cepsepa.

WHTepecHast 0COGEHHOCTh 3TOTO KOHMUTYPAIIMOHHOTO (haiijia — To, 4TO MOJIs
hostNetwork, hostPID u hostIPC paBHbI true. JTO 1M03BoJIsIeT T10/1aM AP PEKTUBHO
B3aUMO/IEIICTBOBATDH C IPOKCHU, TTOJIb3YSCh TeM (PAKTOM, YTO BCE OHU HAXOJSATCS HA
OJIHOM (DUBMYECKOM Y3JI€:
apiversion: apps/v1l
kind: DaemonSet
metadata:

name: hue-collect-proxy
labels:
tier: stats
app: hue-collect-proxy
spec:
template:
metadata:
labels:
hue-collect-proxy
spec:
hostPID: true
hostIPC: true
hostNetwork: true
containers:
image: the_glgl/hue-collect-proxy
name: hue-collect-proxy

Pa3Butue cuctembl Hue ¢ nomoubio Kubernetes

B sTOM paszesie Mbl 06CyanM Apyrue crocodbl pacimpenns Hue n o6cayKuBaHus 10-
MOJIHUTEIBHBIX PBIHKOB U c000IIecTB. Bompoc ocraercst peskHUM: Kakue 0codennocmu
u sozmoscnocmu Kubernetes nomozym nam cnpasumucsi ¢ HOBbIMU 6bI308aMU U Mpebosa-
Husmu?
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[puMeHeHWe Hue Ha npeanpuaTuax

MHorue npeAnpusaTHs He ClIOCOGHBI KCIOIb30BaTh 00/1aKa. ITO MOKET ObITh IIPOIIUKTO-
BaHO Kak TPeGOBAHMSIMHU K H€30MTaCHOCTH 1 COOJIIOEHNIO HOPM 3aKOHOB, TaK U cO0Gpa-
JKEHUSMU [TPOU3BOAUTEIBHOCTH, €CJI CHCTEME HEOOX0IMMO PAabOTaTh ¢ IAHHBIMU U YIKe
CYUIECTBYIONMMU TIPUIIOKEHUAME, KOTOPbIE HEIEJIeCO00Pa3HO TIEPEHOCUTh B 00JIAKO.
Kaxk 661 TO HE OBLTO, cucTeMa Hue 1o/mKHA MOIEPKUBATH KJIACTEPDI, Pa3MeIleHHbIE
JIOKATBHO U/WJIH PabOTAIONINE HA <«TOJIOM JKETe3e».

[Tnarcopma Kubernetes uatie Bcero passeproiBaetest B o6Jiake, y Hee JasKe ecThb st
ATOTO CcreluaabHbIil nHTEpdelic cloud-provider, HO HAa CAMOM JieJie ee MOXKHO Pa3Bep-
HYTb r7ie yrozHo. [ToTpebyeTcst HEKOTOPBI OIBIT, HO Y TIPOMBIIIIEHHBIX OPTAaHU3AIHI,
KOTOPBIE YiKe OOCTYKIBAIOT CHCTEMBI B COOCTBEHHBIX BBIUMCIUTENBHBIX TIEHTPAX, C ITUM
HE JIOJKHO OBITh HUKAKKX TIPOOIIEM.

CoreOS mpenocrapiisier MHOTO MaTepuasia 0 pa3peprbiBanuu kiaactepos Kubernetes
Ha <TOJIOM JKeJe3es.

[1BraeM Hay4HbI nporpecc
C nomoubto Hue

Cucrema Hue Tak xopoliiio unrerpupyet uaopMaIiiio U3 pa3HblX UICTOUHUKOB, YTO ee
npuMeHeHue B chepe HayKu cTajio Obl HACTOSIIEN HaxoKoi. ToJbKo ToLyMaiite, Ha-
CKOJIBKO OHa MOIJIa Obl YIPOCTHUTh COTPYAHUYECTBO MEK/IY YIEHBIME, PAaGOTAIOIIMMU
B PasHbIX 00JIaCTIX.

JLtst oiiepsKK1 MHOKECTBA HayUHBIX YUPEKIEHUI MOKeET OTpeOOBaThCs PasBep-
ThIBaHUE reorpauyecKy pacrpeieIeHHbIX KJIACTEPOB U Jaske MHOTOKJIACTePHbII
peskuM. Takoii ciieHapuii ncrnoab3oBaHus He wysk s miardopmbl Kubernetes, 1 ero
HOIeP/KKA IOCTOSAHHO 9BOMIOLNMOHUPYET. MbI oAPOOHO 06CYAUM 9Ty TEMY B OZHOI
U3 TOCJIe/IYIONINX TJIAB.

Hue — 6yayuwiee cucteMbl 06bpa3oBaHns

Hue MosKHO TPUMEHSTDH B yUeOHBIX 3aBEACHUSX 1 IS TIPEAOCTABJIECHUS YCIYT B chepe
uHTepHET-06pasoBanust. Ho omaceHust OTHOCUTENHHO COXPAHHOCTH JIMYHBIX TAHHBIX
MOTYT CTaTh MPErpajioil Ha MyTH pa3BepThiBaHusa Hue B BUe eNHON IeHTPAIN30-
BaHHOH cucTeMbl. Kak BapuaHT, eJIMHbIN KJIacTep MOKHO pa3/le/IuTh Ha IIPOCTPAHCTBA
HMEH JIJIs1 Pa3HbIX MTKOJI. VI pasBepHyTh B KAXK/IOM yueOHOM 3aBe/IEHUN U OKPYTe
ornebHbIi Kaactep Hue. B Takom ciydae cuctema J0JDKHA OBITH OYeHD TTPOCTON
B YIIPABIEHUN U OOCTYKUBAHUHU, YTOOBI €10 MOTJIN MOJB30BATHCS aKe B MIKOJIAX,
T7ie HET OTBITHBIX crenuagnctoB. CymecTBEHHYO TIOMOIIb B 9TOM CITOCOOHA 0Ka3aTh
miardopma Kubernetes, 6iarogapst Kotopoii y cucremsl Hue ecTh MEXaHU3MBbI caMO-
BOCCTAHOBJIEHUS U aBTOMATHYECKOTO MACIITAOMPOBAHISI, YTO MAKCHUMAJILHO YIIPOIIAET
ee a/IMITHUCTPUPOBAHUE.



176 naBa 6 e Mcnonb3oBaHWe KPUTUHECKM BaXHbIX pecypcos Kubernetes

Pe3tome

B 5T0ii ritaBe MblI CIIPOEKTUPOBAJIN ¥ 3aIJIAHUPOBAIN pa3paboTKy, pasBepThIBAHUE
U aJIMUHUCTPUPOBAHNE BCEBEAYIIEH U BCECUIBHOU (TyCTh TOJBKO B BOOOPAsKEHIN )
cucteMbl Hue, mocTpoeHHOIT Ha OCHOBE MUKPOCEPBUCOB. EcTecTBEHHO, B KauecTBe
6a30B0i MIaThOPMBI I OpKecTparuu Mbl 3ajieiictBoBaa Kubernetes, uto mossosu-
JIO YTIIyOUTBCST BO MHOKECTBO €e KOHIIEIIUI 1 pecypcoB. B yactHoCTH, ObLI ceiaH
aKIeHT Ha Pa3BepPThIBAHNHU TIOJIOB [IJIST «I0JITOUTPAIONINX»> CEPBUCOB (BMECTO 3a[aHUH
JUIS 3aIlyCKa KPaTKOCPOUYHBIX WJIH PETYJISIPHBIX ITpolieccoB). MBI Takke MOKasasu, yeM
BHYTPEHHUE CEPBUCHI OTJIMYAIOTCS OT BHEITHUX, U BOCIIOJIb30BATUCH IIPOCTPAHCTBAMU
MMeEH JIJIsI cerMeHTUpoBaHus Kiaactepa Kubernetes. 3areM meperi K Teme yrpaBJieHst
KPYITHBIME cucTeMaMu Hamogobue Hue ¢ ucnosb3oBaHeM TIPOBEPOK PaboToCocob-
HOCTU U TOTOBHOCTH, KOHTef/’IHePOB UHUIIMaJIn3alinu 1 DaemonSet.

Terepsb y Bac He IOKHO BO3HUKHYTH POOJIEM ¢ MACIITaOMPyEeMBbIMI BeG-CHCTEMAMH,
COCTOSITITUMU M3 MUKPOCEPBUCOB, PABHO KaK M ¢ MX Pa3BEPTHIBAHNEM U aIMUHUCTPUPO-
BaHueM B kiacrepe Kubernetes.

Cueptytotiias riiaBa TMOCBsIIIeHa KpaliHe BaXKHON 00JacTH — XPAaHEHUWIO JAaHHBIX.
Jlatmbie ABAAIOTCSA KJIIOYEBBIM, HO, KAK 4acTO ObIBAET, HAMMeHee TMOKIM 9JIEMEHTOM
cucreMbl. Kubernetes npegocrasiisier Mojiesib XpaHeH!sT 1 MHOKECTBO MEXaHU3MOB JIJIst
MHTETPAIUK C PA3JTUYHBIMU Oa3aMi JaHHBIX.



PaboTa ¢ XpaHUInLLEM AaHHbIX
B Kubernetes

B a71oii riase B pasbeperech, kak Kubernetes paboraer ¢ XpaHUJIUIAMU JaHHBIX.
XpaHeHUe U BBIYNCJIEHUE — J[BE COBEPIIEHHO PasHble 00JACTH, HO B I[E€JIOM OHU Kaca-
1otca pecypeos. Kubernetes kak ynusepcanbias miatdopmMa crapaercst abcTparupoBaTh
XPaHUJIHIIE C IIOMOLIBIO IIPOrPAMMHbIX MOJIeJIell 1 Habopa MOIIOJIHEHIIA /IS PasJInUHbIX
6a3 panHbix. CHavaa Mbl yriiyOuMcst B TOAPOOHOCTH KOHIENITYaIbHON MOJIEN Xpa-
HEHUS U TIPEJIOCTABIEHNS IOCTYTIA K XPAHUJIUIILY /IJIT KOHTEHHEPOB B KJacTepe. 3aTeM
PacCMOTPUM XPAaHUJINIIA JAaHHBIX B IOIYJIAPHBIX 00IauHbIX [IPOBaliiepax, TaKUX KaK
AWS, GCE u Azure. MbI TaksKe yie MM BHUMaHUE U3BECTHOMY TIPOBAN/IEPY C OTKPHI-
ThIM UcxoAHbIM K0oJ0M (GlusterFS or Red Hat), koTopblii ipeioctaBiisieT pacipe/e/ieH-
Hy1o (hailioByIo cucteMy. BamieMy BHUMaHUIO Gy/IET MIPEACTABIECHO albTePHATUBHOE
pemenne — Flocker, koTopoe yipapisieT 1aHHbIMU B KOHTEHHEpaX U ABJISIETCs 9aCThIO
kiacrepa Kubernetes. B xoniie Bbl ysHaere, kakum o6pasom Kubernetes o6ecrieunsaer
WHTETPAITUIO CYIECTBYIOMNX XPAaHUJIUIIL

[To mpouTEeHWM HTOI IJIaBBI BBI TOJyYNTE YeTKOE TOHUMAaHUE O TIPEJCTABICHUH Xpa-
nusm B Kubernetes. Byere 3HaTh, Kakue MeTOIbI XpaHeHUsE JOCTYITHBI B TOW UJIM MHON
cpejie pasBepThIBAHUS — TECTOBOIL, 06JIAYHON 1 IIPOMBIILLIEHHON, U CMOKeTe BhIOPaTh
TOT, KOTOPBII JIyUIlle BCETO MOIXONT JIJIST BAIIIETO CJyUasl.

MoapobHoe 3HaKOMCTBO C MOCTOSAHHBIMK TOMaMW

B aTOM pasjiesie Mbl paCCMOTPUM KOHIIENITYaJIbHYIO MOZIEITh XpaHeHust JanHbix B Kubernetes
U TIOTIPOOYEM TIOKITIOUUTE TTOCTOSTHHOE XPAHUIIUIIE K KOHTEHepaM, YT0OBI OHU MOTJIH
YUTATh W M3MEHSTH €T0 COIePsKIMOe. JIJTsT auasia TIorTOBOPUM O TTPOOTEMAX, CBSI3aHHBIX
¢ XxpaHeHueM. Bpems :Ku3HU KOHTeHEPOB U MO/I0B orpaHnyeHo. Bee, 4To KOHTelHep
3aInchIBaeT B cBOEH (haliIoBoil cucTeMe, TepsieTcs Mpu ero yaaiennn. Konreitneps Takske
CTTOCOGHBI TMOIKIIIOYATD JIJIST YTEHHUS/3aTIMCH KATaJIOTH CBOETO y3J1a. DTO TIO3BOJIUT CO-
XPAaHWUTH JJAHHBIE B CIIyYae NX Mepe3arrycka, OHAKO CAMU y3JIbl He BEYHBI.
Cy1ecTByOT 1 Apyrre MPoOJIeMbl, HATIPUMED: UTO JEIATh ¢ TIPABaAMU Ha BJIajleHIe
MOJIKJIIOYEHHBIMU KATaJIOTaMU y3JIa rocJie yaageHus Kouteitnepa? IIpencrasbre, 4To
MHO’KECTBO KOHTEHHEPOB 3alIMChIBAIOT BaskKHbIE JAHHbIE B pa3Hble y4acTKU (hailioBoi
CHCTEMBI cBOMX y3710B. Ho mocste X ynaienust HeBOSMOKHO Gy/IeT CKa3aTh, KOMY TTPH-
HaJJIEKAT Te WU WHBIE TAaHHbIC. BB MOKeTE TTIONBITATHCS COXPAHSATD 3TY MH(MOPMAIIHIO,
HO Kyza? OUeBHU/HO, 4TO JIJIST HAJIEKHOTO YITPABJIEHUSI IAHHBIMU B KDY ITHOMACIITAOHBIX
cucTeMax HeOOXOMMO TTIOCTOSTHHOE XPAHUJIHIIE, TOCTYTTHOE 13 JTI060T0 y3Ja.
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Toma

Basosast aberpaxiust xpatnenus ganubix B Kubernetes — a1o tom. KonTeitnepsr moj-
KJTIOYAIOT TOMA, TIPUBSI3AHHBIE K WX MO/IaM, U 00PAIAIOTCS K XPAHUIHIILY (4eM OB OHO
HU OBLJIO) KaK K CBOEil JIOKaJIbHOU (hallIoBoil cuctemMe. DTO OTIMYHBII, TPOBEPEHHBII
BpeMeHeM MeTo, 61aroapsi KOTopoMmy paspaboTYMKy HPUIOKEHNs He HyKHO Oeciio-
KOUTBCS O TOM, T7Ie ¥ KaK XPaHSITCS €T0 JTaHHBIE.

Mcnonb3oBaHne emptyDir ana B3aMmMoaencTems
BHYTpM noja

KoHreliHepbl B OJTHOM TIO/I€ MOTYT JIETKO OOMEHUBATHCS IAHHBIME C TOMOIIIBIO 001I[e-
ro (paszensiemoro) Toma. OHU MPOCTO MOAKITIOYAIOT OUH U TOT K€ TOM U 0OTIAIOTCS
IPYT C IPYTOM MyTEM 3alMCH U YTeHust B 001ieM mpoctpancree. CaMblil TpoCcTOit
TOM — emptyDir. ITO nycmou KaTajaor, IPUHAAIEKANINN Y3y, OH He TIOCTOSTHHBIH,
IIOCKOJIbKY €ro COJIeP;KUMOE OYUIIaeTcs IpH yaajaeHnu noja. Ecan ¢ koHTeiinepom
mpou30iier cOOli, TO/L OCTAHETCST Ha MECTE, U MO3Ke BBl CMOKETE 00PATUTHCS K TOMY
ke Tomy. Elte oquna nHTEpecHbiit BapuaHT — npuMenenne RAM-mucka. [ns atoro
B KAQueCTBE HOCUTEJIST HY)KHO yKa3aThb Memory. Takum 00pa3oM, Balli KOHTEHHEPHI
B3aUMOJICIICTBYIOT Yepes oNepaTuBHYIO namsTh. JlaHHbIi crocob 6oJiee GhICTPHIIL,
HO, KOHEYHO JKe, He OUeHb HaJlesKHbIN. Eciin y3es nepesarpysuTcs, cogepRuMoe ToMa
emptyDir OyJIeT yTepsiHO.

[lanee npencraBien KoHGUTYypaMOHHBIN alisr 1moja ¢ AByMsT KOHTelHepaMu,
MOAKJIIOUAIONINMU OJAUH U TOT ke TOM shared-volume. Onu HUCIIOJIb3YIOT [LJIsT 9TOTO
pasHble TyTH, HO (daiij, 3amMcaHHbIll KOHTelTHepoM hue-global-listener B KaTajor
/notifications, CTAHOBUTCS AOCTYIMHBIM B KaTajore /incoming KoHTeliHepa hue-
job-scheduler:

apiVersion: vl
kind: Pod
metadata:

name: hue-scheduler

spec:

containers:

- image: the_glgl/hue-global-listener
name: hue-global-listener
volumeMounts:

- mountPath: /notifications
name: shared-volume

- image: the_glgl/hue-job-scheduler
name: hue-job-scheduler
volumeMounts:

- mountPath: /incoming
name: shared-volume

volumes:
- name: shared-volume
emptyDir: {}
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YT1006bI UCIOIB30BATD pasziengemMyIo IaMATh, CJAeAyeT B pasjies emptyDir 1006aBUTD
mapameTp medium: Memory:
volumes:
- name: shared-volume
emptyDir:
medium: Memory

Mcnonb3oBaHue HostPath anga B3anmogencTems
BHYTpW noaa

WNuorga nMeeT CMBICJ OTKPBITH 110/IaM JIOCTYII K CUCTeMHON nHbopMalinu (Harpumep,
0 Docker Deamon) it o3BOJIUTH UM B3aUMOJIEHCTBOBATh MEXKLY COOOH. ITO MOKET
OBITH TIOJIE3HO B TOM CJIy4Yae, €CJIH TT0IaM U3BECTHO, YTO OHU HAXOJSITCS Ha OJJHOM Y3JI€.
Ho o6brun0 aTuX CBelleHUH y HUX HeT, Tak kak Kubernetes pasBepTbiBaeT ux B 3aBUCH-
MOCTH OT JIOCTYITHBIX PECYPCOB.

EcTp Be cutyarum, Koraa mo/ibl MOTYT PACCYUTBIBATH HA TO, YTO BCE OHM JIEJISIT OIMH
U TOT Ke y3€JL.

aB OJHOY3JIOBOM KJIACTEPE BCE T10/1bl, ECTECTBEHHO, Pa3M€IIalOTCA Ha O/THOM Yya3JIe.

QO Iloxer DaemonSet, y KOTOPBIX COBIIA/IaeT CEIEKTOP, BCET/a TPUHAIEKAT OTHOMY
U TOMY Ke Y3IIy.

B rimaBe 6 mbl paccmaTpuBaiu o DaemonSet, KOTOPbBIT UTPaeT PoOJib arperupy-
IOIIETO TIPOKCU-CcepBepa s APYTUX TO0B. /L1 ambTepHATHBHON peaTmsaluu aToi
Ul MOKHO ObITIO OB 3aCTABUTH MOJIBI 3ATUCHIBATH CBOU JIAHHBIE B TIOIKTIOUEHHBIE TOM,
[IPUBSI3aHHbII K KaTajgory host. B Takom ciryuae DaemonSet Oyziet pearupoBath Ha 9TH
JITaHHbIE, CYUTBIBAS UX HAIIPSMYIO.

[Tpeske yem ucmobzoBath Tom HostPath, 03HaKOMBTECD € €70 OTPaHIMYEHUSIMU.

QO IloBexeHme TOMOB ¢ OAMHAKOBOW KOH(MUTYpAINell MOKET Pa3amuaThCs, €CIM UX
paboTa 3aBUCHT OT IAHHBIX ¥ TP ITOM (DailJTbl HA UX y3JI€ PA3TUYHBIL.

O Tom cnocoben HapymIUTh IJIAHKPOBaHKE, OCHOBAHHOE Ha pecypcax (CKOPO MOSTBUTCS
B Kubernetes), mockospky y Kubernetes HeT BO3MOKHOCTH CJIEAUTD 3a PECYpPCaMu
HostPath.

O V KoHTellHepOoB, KOTOpbIe 0OPAIAIOTCS K KaTaJoraM y3Jia, J0JKeH ObITh KOHTEKCT
6e301aCHOCTH ¢ TapaMeTpoM privileged, paBubiM true. Toro ke addexra MOKHO
IOOUTHCS, OTKPBIB AOCTYII Ha 3aIlCh Ha CTOPOHE y3JIa.

[anee mokazan KOH(MUTYPAIMOHHBIH (Dailir, KOTOPBIN MOAKIIOUAET K KOHTEHHEPY
hue-coupon-hunter Kataysor /coupons, TPUBI3aHHBIN K KaTaJIOTy y3Ja /etc/hue/data/
coupons:
apiVersion: vl
kind: Pod

metadata:
name: hue-coupon-hunter
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spec:
containers:

- image: the_glgl/hue-coupon-hunter
name: hue-coupon-hunter
volumeMounts:

- mountPath: /coupons
name: coupons-volume

volumes:
- name: coupons-volume
host-path:

path: /etc/hue/data/coupons

Tax Kak y 1mojia HeT KOHTeKcTa 6e301acHOCTH privileged, OH He CMOJKET 3alIUCHIBATh
B KaTaJor host. YToObl 5T0 UCIPaBUTh, 100aBUM KOHTEKCT 0e30I1aCHOCTH B crienudu-

Kallu1o KOHTefIHepaZ

- image: the_glgl/hue-coupon-hunter
name: hue-coupon-hunter
volumeMounts:

- mountPath: /coupons
name: coupons-volume
securityContext:
privileged: true

Kax moxazano na puc. 7.1, y Kak1oro KonTeiinepa ectb cCOOCTBEHHOE JTOKATbHOE Xpa-
HUJTUITILE, HEIOCTYITHOE JIPYTUM KOHTeliHepam u iojiam. [Ipu aTom Kk 060nM KOHTelHepam
TTO/IKJTI0UaeTCs KaTajor /data, IpuHaIeKanil y3aiy.

KoHTenHep 1

Tom

KoHTenHep 2

KoHTterinep 1
KoHTeliHep 2

Y3en ¢ Docker

Puc. 7.1
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MNocTossHHOE XpaHunuLle ANnd y3/1a Ha OCHOBE IOKa/lbHbIX TOMOB

JlokasbHbie ToMa moxoxku Ha HostPath, Ho oHI He yaassiroTCst BO BpeMst Iiepesairycka
1o/la UK y3ja. B aToM cMblciie UX MOKHO CUUTATh IOCTOSAHHBIMU. OHM NOSABUIUCH
B Kubernetes 1.7, #o, naunmast ¢ Bepcun 1.10, 77151 MX BRITIOUEHUST HY/KHO YCTAHABINBAT
¢aar --feature-gates. JIokaibHble TOMA TIPEHAZHAYEHBI [I7TsT MOAAEPKKI OOBEKTOB
StatefulSet, koTopbie MO3BOISIOT Pa3BEPTHIBATH OTPEIETEHHbBIE OB HA Y3JIaX C OIpe-
JleJIeHHBIMY ToMaMy. JIokabHble TOMa IPEAOCTABIAIOT aHHOTAIMN TPUHAJICKHOCTH
K y3JIy, YTO YIIPOIIAET IPUBA3KY II0/I0B K HYKHBIM UM XPaHUJIUIIIAM:

apiVersion: vl

kind: PersistentVolume

metadata:
name: example-pv
annotations:
"volume.alpha.kubernetes.io/node-affinity": '{
"requiredDuringSchedulingIgnoredDuringExecution™: {
"nodeSelectorTerms": [
{ "matchExpressions": [
{ "key": "kubernetes.io/hostname",
"operator": "In",
"values": ["example-node"]
}
1}
1}
)
spec:
capacity:
storage: 100Gi
accessModes:
- ReadWriteOnce

persistentVolumeReclaimPolicy: Delete
storageClassName: local-storage
local:

path: /mnt/disks/ssd1l

BbiaeneHne NOCTOAHHbLIX TOMOB

Towma Timna emptyDir MOKHO MOJKJIIOYATH M NCIIOJIB30BAaTh BHYTPU KOHTEHHEPOB, HO
OHU HE TIOCTOSTHHBIE 1 He TPEOYIOT CHEeNnaabHOTO BBIAEICHUS, TaK KaK B UX OCHOBE
JIESKUT yoKe CyIecTByIolee XpaHuanie y3aa. Toma HostPath TOCTOSHHBI B paMKax
OJIHOTO Y3J1a, HO eCJiu 1o/l Gy IeT MepesaryiieH Ha IPYToM y3Jie, OH He MOJTYYHT TOCTYII
K TOMY, C KOTOPBIM paboTas patee. Toma Local Toske MOCTOSIHHBI HA YPOBHE Y3712 U MO-
IYT HEPEKUTD [IOBTOPHOE Pa3BEPTbIBAHUE U [1€PE3AIlyCK [10/I0B U JlaXke CAaMUX Y3JIOB.
[To-nHacTogieMy OCTOSHHBIN TOM BMECTO AMCKA, (PU3UYECKH MTOJKII0YEHHOTO K Y3J1Y,
3ajIefiCTBYET BHEIITHEe XPAHUJIUIIE, KOTOPOE 3a0JIarOBPEMEHHO BBIJIEJISIOT aJIMUHUCTPA-
TOpbL. B 06/1auHbIX cpeiax BbIIeTIEHIE MOKET OBITh aBTOMaTH3MPOBaHO, HO 6e3 HEero Bee
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pasHo He oboiitucs. Kak agmunuctparop kaacrepa Kubernetes, Bbr 10/KHBI yoeuThest
B TOM, YTO XPaHUJIUIIE UMEET MOAXO/SATINE KBOTHI, ¥ TIIATEIbHO OTCJIEKNUBATH NCITOh-
30BaHue JOCTYITHOTO ITPOCTPAHCTBA.

[ToMHUTE, YTO TIOCTOSTHHBIE TOMa — 3TO pecypchl, KoTopbie B Kubernetes npume-
HATIOTCA 110 aHAJIOTUU ¢ y3JaMu. B ¢Bg3u ¢ aTuM oHu He ynpasisaioress API-cepBepom.
Pecypcbl MOXKHO BBIIEIATD CTATUYECKU U IMHAMUYECKH.

O Crarnueckoe BblIeJ€HUE TIOCTOSTHHBIX TOMOB. JTO TIPOCTas orepanus. ATMUHN-
CTpaTop KJiacTepa 3ab1aroBpeEMEHHO CO3/A€T MOCTOSTHHBIE TOMA HA OCHOBE KAKOT0-TO
HOCUTEJIS IAHHBIX, II0CJIEe YerO UX MOTYT IIO/IKJIIOYaTh pas3Hble KOHTeHephL.

0 /luHaMHuuyecKoe BbiJieJIeHUE IIOCTOSHHBIX TOMOB. MOXeT IIPONCXOJUTh B MOMEHT,
KOr/Jla HU OJIMH U3 CTaTUYEeCKUX TOMOB He COOTBETCTBYET 3a1pocy Koureiinepa. Eciu
B 3aIIpOCe YKa3aH KJIACC XPAHUJIUIIA, CKOH(UTYPUPOBAHHBIN a/IMITHICTPATOPOM JIJIs1
JIMHAMHUYECKOTO BBIIEIEHNUS, TOCTOSTHHBIA TOM MOKET OBITh BbIIEJeH Ha JeTy. Mbl
00CY UM KJIACCHI XPaHUJIHII U 3aTIPAITMBAHUE TTOCTOSTHHBIX TOMOB B ITPUBEICHHBIX
Jlajee puMepax.

O BHeniHee BbiIeJIEHIE NOCTOSHHBIX TOMOB. B nociieinee Bpemst komanaa Kubernetes
CTapaeTcs BbIHECTU MeXaHU3M BblJIeJIeHUS XPaHUIUII U3 /1pa 1atgopmbl 1 oop-
MUTB €T0 B BU/IE MOAKII0YaeMbIX (CTOPOHHIX ) TOMOB. BHEITHII MexaHu3M paboTaeT
110 aHAJIOTUM C BHYTPEHHUM JJMHAMUYECKUM BblIJIeJIeHeM, HO eT0 MOKHO pa3Bep-
TBIBaTh 1 OOHOBJISATH OT/EJIbHO. Bee Gosibllie MoACHCTEM BBIAETECHISI BHIHOCUTCS U3
OCHOBHOIT BeTku. Barystaute Ha ipoekT Kubernetes incubator: github.com/kubernetes-
incubator/external-storage.

Co3aaHue NOCTOSAHHbIX TOMOB

Konduryparmonnsriii daiin g moctogaHoro ToMa Ha ocHoBe NFS BoirssaauT ciemny-
01(UM 00Pa3OM:

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-1
labels:
release: stable
capacity: 100Gi
spec:
capacity:
storage: 100Gi
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
- ReadOnlyMany
persistentVolumeReclaimPolicy: Recycle
storageClassName: normal
nfs:
path: /tmp
server: 172.17.0.8
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Y nmocTosTHHOTO TOMa eCTh CeIUMUKAIIS U METAIAHHBIE, T/Ie YKA3bIBAETCS €T0 UMSL.
Cocpenorounmcs Ha pasaene spec. OH COCTOUT U3 CJIETYIOMNX MOAPA3EN0B: EMKOCTD
(capacity), peskum Toma (volumeMode), peskuMbl 1ocTya (accessModes), TOJTUTHUKA
ynanenus (persistentVolumeReclaimPolicy), kiracc XxpaHusuina (storageClassName)
1 TUTI ToMa (B IaHHOM cJiydae nfs).

EMKOCTb

Y KakI0TO TOMA €CTh OTIPEIeJIEHHOE JIOCTYITHOE TPOCTPAHCTBO. 3aIPOC HA BbIJIEIEHNE
xpanuniia (claim) MokeT ObITh YIOBIETBOPEH TOMaMHU, Y KOTOPBIX CTh HEOOXOIMMOe
Mecto. B pusenenHom mpumepe oobem toma — 100 ToaiiT (230 Gaiit). [Tpu craTuye-
CKOM BbIJI€JIEHUH TIOCTOSHHBIX TOMOB HEOOXOAMMO [MOHUMATh IPUHIIKIL, 10 KOTOPOMY
oHU sanpanBaioTcs. Ipeacrasbre: Bbl Bbieauu 20 mocTosHHbIX ToMOB 110 100 T'oaiit
KasK/Iblii, a KOHTelHep 3ampaimBaer HOCTOSHHbIA ToM pasMepoM 150 Thaiit. Dror 3a-
poc He OyeT yA0BJIeTBOPEH, X0Ts 0011ell eMKOCTH BIIOJIHE JOCTATOYHO:

capacity:

storage: 100Gi

Pexnm ToMa

B Kubernetes 1.9 B cocrostnum anbga ObLia gobaBaeHa OniMoHalibHAs BO3MOKHOCTD
YKa3bIBaTh PEKUM TOMA JIJISI CTATUYECKOTO BBIIEJICHUS (XOTS 3TO [IeIaeTcsl B pasene
spec, a He B BHJIe aHHOTAIIUU ). DTO MO3BOJIsIET BHIOMpPATh Mexk 1y (hailnoBoii cucreMoit
("Filesystem") u GiounbiM xpaHuiniiem ("Block™). Kak u B Bepcusix, peiecTBo-
BaBmx 1.9, o ymosraanuio ucnoJib3yercs pexkum "Filesystem".

Pexxnmbl goctyna
CylrecTByeT TpH peskuMa JI0CTYyIIa:

U ReadOnlyMany — MOJKHO ITOJKJIIOYATH K HECKOJIBKUM y3JIaM B PEKUME YTCHUS,
U ReadWriteOnce — MOKHO IOJKJIIOYATH K OJHOMY y3J1y B PEKUME YTEHUA U 3aIIUCH;

O ReadWriteOnce — MOYKHO ITOJKJIIOYATh K HECKOJIBKUM y3/1aM B PpEKUME YTEHU 1 3allCH.

XPpaHWJIHIIe TOAKIIOYAeTCs K Y31y, T0ITOMY Jlake B peskuMe ReadWriteOnce oHO
MOKET OBITh MOJIKTIOUEHO HA 3aIHCh HECKOJIBKUME KOHTEHEPaMI Ha OJTHOM 1 TOM K€
yaaie. EcJiit ¢ 5TUM BOSHUKHYT TIPOGJIEMBI, HY;KHO OY/IET PEIIUTh UX Yepe3 Kakoi-To Apy-
roii MexaHu3M (HaIpUMep, TOM 3alPaIBaeTCs TOJIBKO U3 o708 DaemonSet, KoTopbie
CYIIECTBYIOT HA KAXK/IOM y3Ji€ B €[[JHHCTBEHHOM 9K3eMILIISIPE).

HexkoTopsle mpoBaiiepsl XpaHUIHI TOIEPKUBAIOT 3TH PEKUMBI HE TIOJTHOCTHIO.
[Tpu BbIZEIEHUN IOCTOSTHHOIO TOMA MOKHO YKa3aTh, B KAKMX peskuMax oH Oyzer pabo-
tarb. Hanipumep, NFS nopuep:xusaer n000ii pexkuM, HO B IPUBEAEHHOI Jajee Clieln-
(pukanuu 1OCTYIIHBI TOJILKO JBa:
accessModes:

- ReadWriteMany
- ReadOnlyMany
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MNMonuTtuka yaaneHus

[TonuTrka yaanenus onpesiessieT, YTO TPOUCXOIUT MTPU MCUE3HOBEHNN 3a11pOca Ha Bbl-
JlesieHne MocTossHHOro ToMa. CyliecTByeT Tpy BapuaHTa:

U Retain — TOM HYKHO YIAJIUTh BPYYHYIO;

O Delete — cooTBercTBYIOIIee xpanuniie, Takoe kak AWS EBS, GCE PD, quck
Azure wnu tom OpenStack Cinder, ynansercs;

O Recycle — yzassgeTcst TOJbKO cojiepskumoe (rm -rf /volume/*).

Bb16op MHOJINTHUK Retain nin Delete 03HAYaET, YTO IMOCTOSHHBIN TOM OKaKeTCS He-
JIOCTYTIEH JIJIST TTOCJIeLYTOTUX 3arpocoB. [Tosmtrka Recycle MO3BOJIIET 3aTIPOCUTD TOM
ITOBTOPHO.

B Hacrosuuii MoMeHT Recycle nojgepsxusaercs ToJibko B NFS u HostPath. AWS
EBS, GCE PD, auck Azure u toma Cinder nomzepskuBaior yaaienue. JJuHaMudecKn
BBIJIeJIsIEMbIe TOMA yIAJISIOTCST BCET/IA.

Knacc xpaHunuiia

Bpl MoskeTe ykasaTh KJace XpaHUJINIa ¢ IIOMOIIbIO 110J1s storageClassName B pasjelie
spec. B aTOM ciTydae K TOCTOSHHOMY TOMY OYyT MOCTYTIATH TOIBKO 3AMPOCHT C TIOAXOIST-
UM KJIACCOM XPaHUJIHIIA. EC/IM OmycTUTh 9TO MoJIe, /171 3aIPOCOB TOMA He 00s13aTeIbHO
YKa3bIBaTh KJIACC.

Tun ToMa

Twurm Toma YKa3bIBA€TC:A 110 Ha3BAHUIO B pa3/IeJie€ spec. Hoapasz[eﬂa volumeType HeE cyuie-
CTBYET. B TIPEABIAYIIEM IIPUMEPE B Ka4€CTBE TUTIA TOMa 3HAYNJIOCH nfs:

nfs:
path: /tmp
server: 172.17.0.8

Y Kak10ro THIa TOMa MOJKeT ObITh cBOW Habop MapamMeTpos. B janHoM cirydae 9To
path u server.
[Tossxe B 9TOI T/1aBe MBI TPOUIEMCST TTO PA3HBIM THIIAM.

3anpoc NOCTOSAHHOIo TOMa

Korza koHTeitHep XOUeT TMOMYIUTH JOCTYT K KAKOMY-HUOYIb TOCTOSTHHOMY XPAaHUJIHTILY,
OH BBITIOJTHSIET 3aMPpOC (MJIH, CKOpee, Pa3paboTIiK U aIMIHUCTPATOP TOTOBAPUBAIOTCS
0 HeobxoaUMOM obbeMe pecypcoB). Jlasee TIPUBOMTCS TIPUMED 3aITPOCa, KOTOPBIH CO-
OTBETCTBYET IIOCTOSHHOMY TOMY U3 IIpe/Ibly1Iero pasjiesa:

kind: PersistentVolumeClaim
apiVersion: vl
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metadata:
name: storage-claim
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 80Gi
storageClassName: "normal"
selector:
matchlLabels:
release: "stable"
matchExpressions:
- {key: capacity, operator: In, values: [80Gi, 100Gi]}

Nwmst storage-claim mpuronTcst IO3:Ke, TPU MOAKIIOYEHIH 3a1IPOca K KOHTEHHEPY.

B criermudukaium ykasan peskuM 0cTyia ReadWriteOnce. ITO 03HAYAET, UTO MOCIIE
YIOBJIETBOPEHUS JAHHOIO 3aIIpoca Jio00ii IPYTroii 3a1Ipoc B 9TOM peKuMe OyAeT OTKIIO-
HEH, XOTs pe;kuM ReadOnlyMany mo-TipesKHEMY JIOCTYTIEH.

B paszene pecypcos sanpaiubaercs 80 T'6aiit. IToT 3a11poc MOKeT ObITh yA0BJIET-
BOPEH MOCTOSHHBIM TOMOM eMKocThio 100 I'Gaiit, no 20 I'6aiit ocTanyTes He3aneicTBo-
BAHHBIMH, YTO HEMHOTO PaCTOYUTEIHHO.

Kiace xpanusuiia ompeziesieH Kak "normal”. Mbl yke YIIOMUHAJIU, 9TO OH JIOJIKCH
COBTAJIATh C KJIACCOM TOCTOAHHOTO ToMa. OpHako ¢ Touku 3penus ¢popmarta PVC
(Persistent Volume Claim — 3anpoc nmoctosstHHOTO ToMa) Irycroe ums Kiaacca ("") —
JTO HE TO JKe CaMoe, UYTO OTCYTCTBHE KJacca Kak TakoBoro. [lepBoe cooTBeTCTBYET T10-
CTOSIHHBIM TOMaM (€3 KJ1acca XpaHIIIIIA, BTOPOE IO3BOJIAET MOAKIIOUATh OCTOSHHbIE
TOMa TOJBKO MPU BBIKJIOUYEHHOM Jl0oTI0OTHeHNN DefaultStorageClass (peryaupyer
JIOCTYII) WJIW €CJIU OHO BKJIOYEHO W MPU 9TOM MCIOJB3YETCH KIACC XPAHUIUIIA O
YMOJTYAHUIO.

Pazzen Selector m03BOJISIET JOMOTHUTEIBHO OT(HUIBTPOBATH OCTYITHBIE TOMA.
Hampumep, B HallleM cJiydyae y TOMa J0JUKHO OBITh JIBe METKU: O/IHA — release: "stable",
aﬂpyTaHA—ﬂH60capacity:seGi,ﬂH6ocapacity:10@Gi.HpeHCTaBHquTOBmaeﬂeHo
elre HeckobKo ToMOB 110 200 u 500 T'6aiit. Mbl He XOTUM 3alpaiiuBaTh TOM EMKOCTHIO
500 T'6aiit, ecn HyskHO Beero 80 T'baiit.

Kubernetes Bcerma nbrraercs BoiOpaTh HaMMEHBIIUI TOM, CIIOCOOHBIN YIOBIETBO-
PUTD 3a11POC, HO ecin ToMoB eMKocThio 80 nau 100 TéaiiT npocto Her, a Toma 110 200
u 500 ThaiiT HeJb3sT HASHAUNTD M3-32 METOK, MECTO OY/IET BBIJIEJCHO TUHAMUUECKU.

Baskio moHnMMaTh, 4TO 3aIIpOChl He comepskar uMena TomoB. Kubernetes nemaer Bbi-
60p Ha OCHOBE KJIacca XPaHUJIUIINA, EMKOCTH U METOK.

Hakowerr, 3arrpoc mocTOSSHHOTO TOMa MTPUHAJICKUT OIPe/IeJIEHHOMY TPOCTPAHCTBY
umen. ConocraBjieHre MOCTOSHHOTO TOMA U 3a1TPOCa HKCKIIO3UBHO. DTO 03HAYAET, UYTO
[IOCTOSIHHBII TOM OyIeT IIPUBSI3aH K IIPOCTPAHCTBY MMEH, B HETO IOJKHBI BXOAUT JIf0-
Oble TIO/IbI, IOAKJIIOUAOIINE JaHHBII TOM, JIaJKE €CJIU UCTIOIb3YOTCS PEKUMBI JI0CTYIIA
ReadOnlyMany nyin ReadWriteMany
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MNogknioveHne 3anpocoB B KayecTBe TOMOB

WTak, MBI BBIIEAUIN U 3aTTPOCUIN TOM. [IpUTIIO BpeMs BOCIIOIB30BATHCS 3aIpO-
MEHHBIM TPOCTPAHCTBOM B KOHTefHEpe. ITO TOBOIHLHO MPOCTO. 3AMPOC MOKEH OBITH
MIPEZICTaBJIEH B BU/IE TOMA B MTOJIe, ITOCTIE YeTO eT0 KOHTEITHEePBI CMOTYT eT0 MOKII0YaTh
Kak Jiro0oit pyroit Tom. Jlasee npecrasieH KOHGUTYPAIMOHHBIN TToA-(aiii1, B KOTOPOM
YKa3aH 3a1poc MOCTOSTHHOTO TOMa, CO3/[aHHbII paHee (1 MPUBI3aHHBIN K TOCTOSTHHOMY
Tomy Ha ocHOBe NFS, KOTOPBIN MbI BBIIEJINIIN )

kind: Pod
apiVersion: vl
metadata:
name: the-pod
spec:
containers:

- name: the-container
image: some-image
volumeMounts:

- mountPath: "/mnt/data"
name: persistent-volume
volumes:

- name: persistent-volume
persistentVolumeClaim:

claimName: storage-claim

KitoueBoit MOMEHT 371eCch — TTO/[pa3ziesi persistentVolumeClaim B pa3zese volumes.
Wwmsa 3ampoca (B JaHHOM corydae storage-claim) YHUKAJIbHO B paMKaX TEKYIIETO TPO-
CTpaHCTBA MMEH, OHO JIeJIaeT ero JIOCTYITHBIM B BUJle TOMa persistent-volume. Temepn
KOHTeIHEP MOKeT 00paTUThCS K HEMY 110 IMEHU W TIOK/IFOYHUTH €T0 K /mnt/data.

Toma Ha OCHOBe 6104HbIX YCTPOUCTB

B03MOKHOCTB MCITOJIB30BATh TOMA Ha OCHOBE GJIOYHBIX YCTPOUCTB TosiBuIach B Ku-
bernetes 1.9 B Buje anbda. Briaovaercsa ona ¢ nomouipio mapaMerpa --feature-
gates=BlockVolume=true.

Biioumble TOMa MPEAOCTABASIOT MPSIMON OCTYT K MCXOAHOMY XPaHUJIHILY, 6e3
MTPOCJIONKY B BUjie (paiijioBOI CHCTEMBL. TO YPE3BBIYANTHO MTOJIE3HO JIJIsT TPUJIOSKEHUH,
TPeOYONUX OT XPAHUIIUIIA BEICOKOH MPOU3BOAUTENLHOCTH (HATpuMep, Gasbl JaHHBIX )
WM cTabUIbHON CKOPOCTH BBOJIA/BbIBO/IA M HU3KOI'O YPOBHS 3ajiepKeK. B kayecrse
6aounoro xpanumuiia ucnosbayiores Fiber Channel, iSCST u sokanbrbie SSD. B Ha-
crosiiuii MomenT (Kubernetes 1.10) 6sioutbie ToMa MojiIepsKUBAIOTCST TPOBaiiiepaMu
xpaHununl Local Volume u FiberChannel. B0YHBIN TOM ONpeAENSeTCs CIeIYIONIUM
006pasom:
apiVersion: vl
kind: PersistentVolume
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metadata:
name: block-pv
spec:
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
volumeMode: Block
persistentVolumeReclaimPolicy: Retain
fc:
targetWWNs: ["50060e801049cfd1l"]
lun: ©
readOnly: false

B coorsercryioriem 3arpoce PV C tozke mosmke ObIThb apameTp volumeMode: Block.
Bor kak aT0 MOJKET BBITJIS/IETH:

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: block-pvc
spec:
accessModes:

- ReadWriteOnce
volumeMode: Block
resources:
requests:

storage: 10Gi

[Tox moak/F0YaeT GJIOYHBIN TOM B BHJE YCTPOUCTBA B KaTajore /dev, a He Kak ¢aii-
JI0BYIO cucTemy. ITo3ke KOHTEHHEPBI CMOTYT 06paIaThes K TAHHOMY YCTPONUCTBY st
yrenus/3anucu. Ha nmpaktrke aTo o3HavaeT, 4TO 3aIPOCh BBO/A,/BBIBO/IA IIEPEIAIOTCS
HEIIOCPEeACTBEHHO GJOYHOMY XPaHUINILY, MUHYs ApaiiBep dailoBoii cuctembr. Te-
OPeTUYECKHU 3TO JIOJIZKHO TIOBBICUTD ITPOU3BOAUTENBLHOCTD, HO B PEAJIbHOCTH Pe3yJIbTaT
MOJKET OKA3aThCs TPOTUBOIIONOKHBIM, €CJIH TPUIIOKEHNE ToJlaraeTcs Ha Gydepusanuio
(aiisnoBoii cucreMbl.

Jajee 1pejicraBiieH 101 ¢ KOHTEHHEPOM, KOTOPbIil IpUBs3bIBaeT block-pvc Kk 6J10u-
HOMY XPaHWJINIILY B BUJle YCTPOMCTBA ¢ MeHeM /dev/xdva:
apiVersion: vl
kind: Pod
metadata:

name: pod-with-block-volume
spec:
containers:
- name: fc-container
image: fedora:26
command: ["/bin/sh", "-c"
args: [ "tail -f /dev/null" ]
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volumeDevices:
- name: data
devicePath: /dev/xvda
volumes:
- name: data
persistentVolumeClaim:
claimName: block-pvc

Knaccbl XpaHmnuiy

Kracewl xpaHUIATI TO3BOJSIOT aIMUHUCTPATOPY TOJAKIIOUATh K KJIacTepy HecTaH-
JIapTHBIE TIOCTOSTHHBIE HOCUTEN (€CTU TOJIBKO JIJIST UX TMOJJIEPKKH €CTh MOAXO/ISIINe
noronHenus ). Kirace xpanuiauiina umeeT 1oJid provisioner u parameters, a Takyke name
B pasjesie metadata:

kind: StorageClass
apiVersion: storage.k8s.io/v1l
metadata:

name: standard
provisioner: kubernetes.io/aws-ebs
parameters:

type: gp2

Jl71s1 ofrHOTO M TOTO JK€e KOMITOHEHTA, BBIZIEISIONIETO TUCKOBOE MTPOCTPAHCTBO, MOKHO
CO3/1aTh HECKOJIBKO KJIACCOB XpaHUIKIL, Kaxblii KOMIIOHEHT UMEET OT/e/IbHbIIA HAbOP
rmapaMeTpoB.

Celiyac IOAIEP;KUBAIOTCS CIIEAYIONIIE THITHI TOMOB:
AwsElasticBlockStore;
AzureFile;

AzureDisk;

CephFsS;

Cinder;

FC;

FlexVolume;

Flocker;
GcePersistentDisk;
GlusterfFs;

ISCSI;
PhotonPersistentDisk;
Quobyte;

NFS;

RBD;

Iy ey ey Iy oy Ay Ay
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VsphereVolume;
PortworxVolume;
ScalelO;
Storage0s;

0O 00D D

Local.

B cmiicok He BoIM TUITBI TOMOB gitRepo 1 secret, He OCHOBaHHbBIE Ha TPAIUITHOH-
HBIX CEeTeBBbIX XpaHuauiiax. IToT aciektT Kubernetes Bce ele akTMBHO pa3BUBaETCH,
U MO03’Ke Mbl YBUJIUM JlajibHelIIee pasieseHue KOMIOHEHTOB 1 6ouee aKKypaTHYIO
ApXUTEKTYPY, B KOTOPOH JIOTIOJTHEHUS TI€PECTaHyT 6b1Th yacTbio poexta Kubernetes.
PasyMHbBII BLIOOP TOMOB IOAXOASIIETO THIIA — BasKHAS YaCTh IIPOEKTUPOBAHM U aJl-
MUHUCTPUPOBAHUS KJIacTepa.

Knacc xpannwimima no ymoryanuio. AIMUHUCTPATOP KJIacTepa MOKeT Ha3HAYUTh
KJIacC XPaHUJINIIA, KOTOPBI OYyIEeT UCIO0Jb30BAThC 110 YMOJYAHUIO IPU IUHAMU-
YeCKOM BbIJIeJIEHUN MeCTa 110 3alipocaM, B KOTOPbBIX He YKa3aHO HUKAKOTO Kjacca.
B atom caryuae HeoOX0MMO BKJIIOUNTS JI0noIHeHne DefaultStorageClass. Ecm Takoi
KJIacc He oIpejiesieH NN He BKJIIOYEHO 1oIoJHeHne DefaultStorageClass, 3ampochl
6e3 KJiacca XpaHUINIIA 6y11yT COOTBETCTBOBATH JIUIIIb TOMaM, Y KOTOPBIX TOXKE HET
ToJis storage.

Mpumep paboTbl C NOCTOSAHHBIM TOMOM
OT Havana [0 KoHLa

YT00BI IIPOUJLIIOCTPUPOBATDH BCE PACCMOTPEHHbBIE PaHee KOHIENIUH, IIPUBENY B Kade-
cTBe HeOOJIBIIOTO IIPUMEpPa IIPOLIECC CO3IAHUS, 3alPALIMBAHIA U TOAKIIOYEHUsT TOMA
HostPath, 1 3aTeM BBIIOJHIM 3a1IUCh B HETO U3 KOHTEIHEPOB.

Jlus mavana cozmaaum oM hostPath. Coxpanure ciaenyiomuii ¢gaiian ¢ umMmernem
persistent-volume.yaml:

kind: PersistentVolume
apiVersion: vl
metadata:
name: persistent-volume-1
spec:
StorageClassName: dir
capacity:
storage: 1Gi
accessModes:
- ReadWriteOnce
hostPath:
path: "/tmp/data"

> kubectl create -f persistent-volume.yaml
persistentvolume "persistent-volume-1" created
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[1719 IpocMOTpA CIHCKA JOCTYITHBIX TOMOB MOKHO BOCIIOJIb30BATHCS THIIOM PECYPCOB
persistentvolumes (COKpAIIEHHO pv):

> kubectl get pv

NAME : persistent-volume-1
CAPACITY: 1Gi

ACCESS MODES: RWO

RECLAIM POLICY: Retain

STATUS: Available
CLAIM:

STORAGECLASS: dir
REASON:

AGE: 17s

51 HEMHOTO OTPEIAKTUPOBAJ BBIBOJ, YTOOBI €10 OBLIO JIeTye MpounTaTh. EMKoCTh paB-
Ha 1 T6aiit, kak 1 TpebOBAIOCh. 3/16Ch yKa3aHa MOJUTHKA y/aJeH1st Retain, TTOCKOIBKY
ToMa HostPath coxpansiorcs. CocrosHue paBHO Available, Tak Kak TOM ele He ObLI
3ampoiieH. B kauecTBe peskuma octyia BoiOpan RWX (cokpaiienue ot ReadwriteMany).
Kaxap1it peskxnM 0CTyIa MeeT COKpallleHHOe Ha3BaHUe:

O ReadWriteOnce — RWO;
O ReadOnlyMany — ROX;
O ReadWriteMany — RWX.

[TocToguubril ToMm ToTOB. Teneps co3maanm 3arpoc. CoxpaHuTe caemyomui daia
C Ha3BaHueM persistent-volume-claim.yaml:

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: persistent-volume-claim
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

3arem 3allyCTUTE TaKyIO KOMaH/1y:

> kubectl create -f persistent-volume-claim.yaml
persistentvolumeclaim "persistent-volume-claim" created

[IpoBsepum 3amnpoc u Tom:

> kubectl get pvc

NAME STATUS VOLUME
CAPACITY ACCESSMODES AGE
persistent-volume-claim Bound persistent-volume-1 1Gi RWO

dir im
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> kubectl get pv

NAME : persistent-volume-1

CAPACITY: 1Gi

ACCESS MODES: RWO

RECLAIM POLICY: Retain

STATUS: Bound

CLAIM: default/persistent-volume-claim
STORAGECLASS: dir

REASON:

AGE: 3m

Kak BuanTe, 3arrpoc u TOM MPUBSI3aHbI IPYT K APYTY. 3AKIOUUTETbHBIMU MTATAMHU
OyzyT co3zaHue 110/a U HasHaueHune eMy 3arpoca B Buze Toma. CoxpanuTe ciepyomni
Ko/l B haiis shell-pod.yaml:

kind: Pod
apiVersion: vi1
metadata:
name: just-a-shell
labels:
name: just-a-shell
spec:
containers:
- name: a-shell
image: ubuntu
command: ["/bin/bash", "-c", "while true ; do sleep 10 ; done"]
volumeMounts:
- mountPath: "/data"
name: pv
- name: another-shell
image: ubuntu
command: ["/bin/bash", "-c", "while true ; do sleep 10 ; done"]
volumeMounts:
- mountPath: "/data"
name: pv
volumes:
- name: pv
persistentVolumeClaim:
claimName: persistent-volume-claim

JIaHHBII 110/l COAEPIKUT [IBa KOHTEHHEPA, KOTOPbIe UCIOb3yI0T 00pa3 Ubuntu
U 3aITyCKAl0T KOHCOJIbHYI0 KOMaH/Y, TIPOCTO Ge3/IeHCTBYOIIY0 B GECKOHETHOM ITHKJIC.
ITO CAENAHO I TOTO, YTOOBI KOHTEHHEPDI MPOJOJIKAIN paboTaTh, OKA MBI K HUM
HOJIKJII0YaeMCsI 1 TIpoBepsieM uX (aiiyiosbie cucrembl. I10 MOAKIIOYAET HaIll 3aIIPOC
[OCTOSIHHOTO TOMa 1107l MMeHeM pv. O6a KOHTelHepa MOAKII0YAI0OT UTOTOBbI TOM
K KaraJiory /data.

Cosgagum 1104 1 yoeauMcs B TOM, 4To 06a KOHTeliHepa 3aIlyIeHbL:

> kubectl create -f shell-pod.yaml
pod "just-a-shell" created
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> kubectl get pods
NAME READY STATUS RESTARTS AGE
just-a-shell 2/2 Running © im

Teneps nojcoeauamnmcest Kk y3ay no ssh. Ha atom yase karanor /tmp/data coot-
BETCTBYET TOMY 110714, KOTOPLII NOAKJIIOYaeTCs K KaXJI0My U3 KOHTellHepoB B Buje
/data:

> minikube ssh

$

[t B3anMo/IeicTBUS ¢ KOHTelHepaMy BHYTPH y3J1a MOKHO MCII0JIb30BAaTh KOMaH/[bl
Docker. BoiBeziem JBa mocJjie/{HUX 3aIyIEHHbIX KOHTEHHEpa:

$ docker ps -n 2 --format '{{.ID}}\t{{.Image}}\t{{.Command}}"'
820fc954fb96 ubuntu "/bin/bash -c 'whi..."
cf4502f14be5 ubuntu "/bin/bash -c 'whi..."

Tenepn cozpagum (bafm B KaTaJjore y3Jja /tmp/data. Oun noJkeH ObITh JOCTYIIEH
B KOHTelTHepax yepe3 MO/IKII0UEeHHbBIN TOM:

$ sudo touch /tmp/data/1.txt

BoImoHIM KOHCOMBHYI0 KOMAaHY B OJIHOM U3 KOHTEHHEPOB, 4TOOBI TPOBEPUTH Ha-
Jsuune daiina, ¥ co3aaanM erne ouH hait, 2. txt:

$ docker exec -it 820fc954fb96 /bin/bash

root@just-a-shell:/# 1s /data

1.txt

root@just-a-shell:/# touch /data/2.txt

root@just-a-shell:/# exit

Finally, we can run a shell on the other container and verify that both
1.txt and 2.txt are visible:

docker@minikube:~$ docker exec -it cf4502f1l4be5 /bin/bash
root@just-a-shell:/# 1s /data

1.txt 2.txt

Tunbl TOMOB B 06/1a4HbIX
xpaHunuwax GCE, AWS n Azure

B aTOM pasjesie Mbl pacCMOTPHUM HauboJIee PaCPOCTPAHEHHbIE TUITBI TOMOB, JIOCTYTI-
HBIE Ha KPYTHEHIUX MyGJnUHBIX 001auHbIX M1aThopMax. YIpaBieHne MactabHbl-
MU XPaHUJIUIIAMHI JAHHBIX — CJIO0KHAS 3ajlada, KOTOPast B UTOTe CBOAUTCS K pabore
¢ husnyeckuME pecypcaMu Hamoo0ue y3/108. ECJIU BbI PEIININ PA3MECTUTD CBO
kaacrep Kubernetes B myGsnunom obJiake, To ero mpoBaiifiep MoxKeT B3sTh Ha cebs
BCe 9TU XJIOIIOTDI, [103B0JIASI BaM COCPEOTOUUTbCS Ha cBoelt cucteme. Ho 1pu atom
BaykKHO Pa3OMPaThCs B TapaMeTPax U OTPAaHMUYEHUSIX, TPUCYIIIUX TOMAM TOTO UJIH HHO-
ro THIIA.
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AWS Elastic Block Store (EBS)

AWS npezocrasiiser st cBoux cepsepoB EC2 rnocTosHHOE XpaHUIHIITE ¢ HA3BaHUEM
EBS. Ero MosHO ncmosmb3oBath B kaactepe Kubernetes, 1o co cremyiommmm orpam-
YeHUSIMIL.

Q IToxbl go/KHb paboTath Ha y3aax AWS EC2.

O ITomsr MOTyT 06paIaThCst TOTBKO K ToMaM EBS, HaXOIATIMCS B WX 30HE OCTYTI-
HOCTH.

O Towm EBS M0oKHO MOAKIIIOUUTE JIUIIB K 0JlHOMY 9K3eMIusipy EC2.

ITO cepbesnble orpanndenns. BoaMoxkHoCTh paboTarh JIMIIb B OJHON 30HE J[0-
CTYIHOCTH 06eCIIeYuBAeT OTJIUYHYIO IIPOU3BOAUTEILHOCTD, HO He II03BOJISIET pasjie-
JIATh XPaHUJIMIIE MEKIY OOJIBITUM KOJIMYECTBOM YYACTHUKOB MJIM PACIPEAEIATh €ro
reorpaduyecKkn — JJIst 3TOTO MOTPEBYETCs CAMOCTOSITEIBHO PEATM30BaTh PEIIHKAIINIO
u cunxponusaiuio. JKecrkas npussizka ognoro roma EBS k onnomy sksemiuisipy EC2
03HAYaeT, YTO IO/l He CIOCOOHDI Pa3/Ie/IsiTh XPAHUJIHUIIE J1aKe BHYTPH OHOI 30HbI 10-
cTymHOCTH (1 asKe JIJisl YTE€HUS ), €CJIN UX HE Pa3MECTHUTh Ha OJHOM Y3JI€.

YuuTbiBast BCe 3TH OrOBOPKHU, TOCMOTPUM, KaK Mo/iK/I04aercst Tom EBS:

apiVersion: vi1
kind: Pod
metadata:

name: some-pod

spec:

containers:

- image: some-container
name: some-container
volumeMounts:

- mountPath: /ebs
name: some-volume
volumes:

- name: some-volume
awsElasticBlockStore:

volumeID: <volume-id>
fsType: extd

Tom EBS coznaercs 8 AWS, iocsie 4ero MoKHO MOJIKIIIOYUTH €ro K nofy. [Ipu atom
He HY>KHO CO3/1aBaTh 3aIIPOC M YKa3bIBATh KJIACC XPAHUIINTIIA, TOCKOJIBKY MOIKIIOUCHIE
MIPOUCXO/IUT HATIPAMYIO 110 uieHTrdukaropy. Tur toma awsElasticBlockStore mouep-
sxuBaetrcs B Kubernetes.

AWS Elastic File System

Kommanug Amazon HemaBHO BbiIycTuIa cepsuc noj HaspanueM EFS (Elastic File
System — amactrunas aitioBas cucrema). ITo yrpasisieMoe periernue Ha ocHoBe NFS.
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Omo paboraet ¢ poTokoioM NFS 4.1 1 nMeeT MHOKECTBO IIPEUMYIIECTB 110 CPABHEHUIO
c EBS.

O Pasnbie sxseMiuisipbl EC2 MoryT o6parmaThest K OJIHUM U TeM ke (aiisiam, Haxo/siCh
B Pa3HBIX 30HAX JIOCTYITHOCTH B PAMKaX OJTHOTO PETUOHA.

O EMKOCTb aBTOMaTHYECKN MaCH_ITa6I/IpyeTCH B 3aBUCHUMOCTH OT TOTO, YTO peaJbHO
HCITOJIb3YETCAA.

QO Bbsl rratuTe TOMBKO 32 TO, UTO UCTIOJIb3YETE.
O Bsl Mmoxete noakaiouarh K EFS nokanbubie cepBepst 1o VPN,

Q EFS pabotaer osepx SSD-HakoIuresieil, KOTOpble aBTOMATHYECKU PEIIHITUPYIOTCS
MESKIYy 30HAMHU TOCTYITHOCTH.

OzHako cTOUT OTMETUTh, 4To cepBruc EFS oboiinercs popoxe, yuem EBS, naxe
C YICTOM aBTOMATHYECKON PETIMKAIINY B PA3HBIX 30HAX JOCTYITHOCTH B CJIyYae, e
BBI TIOJTHOCTHIO 3a/ieticTByeTe cBou ToMa EBS. On npumensier BHeNTHU MeXaHNU3M BBI-
JleJIeHUsT, KOTOPBIN HEMPoCTo pa3BepHyTh. CiieyliTe MHCTPYKIMSIM, TTPUBEEHHBIM HA
github.com/kubernetes-incubator/external-storage/tree/master/aws/efs.

OrtipejiesvB KJacc XpaHUJINIIA U TIOJATOTOBUB IIOCTOSIHHBIN TOM, BbI MOKETE CO3/IaTh
3aIpoC U MOAKJIIOYNTH €TO B peskrMe ReadWriteMany K IIPOM3BOJILHOMY KOJNYECTBY
110/10B. BOT KaK BBITJISIIUT 3a1TPOC TOCTOSTHHOTO TOMA:

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: efs
annotations:
volume.beta.kubernetes.io/storage-class: "aws-efs
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Mi

A 3T0 11071, KOTOPBIIi €70 UCTIOB3YET:

kind: Pod
apiVersion: vi
metadata:
name: test-pod
spec:
containers:
- name: test-pod
image: gcr.io/google_containers/busybox:1.24
command:
- "/bin/sh"
args:

- "-c



Tunbl TOMOB B 06na4HbIX XpaHunuwax GCE, AWS n Azure

- "touch /mnt/SUCCESS exit @ || exit 1"

volumeMounts:
- name: efs-pvc
mountPath: "/mnt"
restartPolicy: "Never"
volumes:
- name: efs-pvc
persistentVolumeClaim:
claimName: efs

MocTosiHHbIN anck B GCE

195

Twun Toma gcePersistentDisk oueHb MOX0K Ha awsElasticBlockStore. /[uck momken
ObITH BhLAEIEH 3abaarospeMenno, u sk3eMiLisspbl GCE, KoTopble €ro UCioab3yior,
JIOJKHBI HAXOJIUTHCS B OJIHOM TIPOEKTE U O7iHOM 30He. OJIHAKO B PEKMME UTEHUST OH
JIOCTYTIEH JI715T Pa3HbIX y3710B. To ectb moctosinubiit iuck GCE nojaep:kuBaeT peskiMbl
ReadWriteOnce 1 ReadOnlyMany. OH IpUMEHSIETCS /IS YTEHUS JAaHHBIX U3 PA3HBIX TTO/IOB

B paMKax OJIHOI 30HBI.

[Tox, ncronp3yonuii TOCTOSTHHBIN UCK B peskMe ReadWriteOnce, 10JKeH yIIpas-
JIITHCST KOHTPOJLIIEPOM PETLTUKAIIH, HAOOPOM PEILINK UK ObITh PA3BEPHYTHIM C KOJIH-
dyectBoM perink () uiu 1 — panpHeiinee MacirrabupoBaHue MO TOHITHBIM IIPUYHHAM

HEBO3MOJKHO:

apiVersion: vl
kind: Pod
metadata:

name: some-pod

spec:

containers:

- image: some-container
name: some-container
volumeMounts:

- mountPath: /pd
name: some-volume
volumes:

- name: some-volume
gcePersistentDisk:

pdName: <persistent disk name>

fsType: extd

Anckn B Azure

Azure data disk — 270 BUpPTya bHBIN KECTKUI IMCK, Pa3MELIEHHBII B XpaHUJIUIIE
Azure. Ilo cBonM Bo3MokHOCTSIM OH 1ToX0:k Ha AWS EBS. /lanee npusenen npumep

KoH(puryparuu moza:

apiVersion: vi1
kind: Pod
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metadata:

name: some-pod

spec:

containers:

- image: some-container
name: some-container
volumeMounts:

- name: some-volume
mountPath: /azure
volumes:

- name: some-volume
azureDisk:

diskName: test.vhd
diskURI: https://someaccount.blob.microsoft.net/vhds/test.vhd

[TomuMo 06sI3aTeIbHBIX ITapaMeTpoB diskName 1 diskURI, IOAAEPKIBAIOTCS TAKIe
OIILIMOHAJIbHbIE I10JI:

O cachingMode — pesknM KammpoBaHud aucka. /lomyctnMbl 3HaueHnst None, ReadOnly
7 ReadWrite, mo ymoa4anuio None;

U fsType — Tun MMOIKII0YaeMO CHUCTEMBI, TT0 YMOJYaHUIO ext4;

O readOnly — ompesesseT, JOCTyIHA Ju (pailyioBas cucTeMa TOJBKO /ISl YT€HU, 110
ymosdanuio false.

MakcumasibHbIil 06bem auckoB B Azure — 1023 Toaiit. BupryanbHas Maimina Azure
[I03BOJISIET IMOAKIIOUNTH 0 16 AuckoB. Kaskablil [1UCK MOKET HUCII0JIb30BAThCS TOJIBKO
onHou BM.

dannoBoe xpaHunuile Azure

[Tomumo scKoB, Azure TIPENOCTABIISIET pa3zeseMyto (hailyIoByI0 CUCTEMY, AaHAJIOTTIHYTO
AWS EFS. Onnako B kauectBe rnporokosia B Hell ipumensiercst SMB/CIFS (nognepsxu-
Batorcst SMB 2.1 u SMB 3.0). Ona ocnoBana na miatdopme xpanenust Azure u UMeeT
TaKue ke JOCTYITHOCTD, YCTOHUNBOCTD, MACIITAOUPYEMOCTD 1 HOALEPIKKY reorpadude-
ckoro pactpezeserus:, kak u Azure Blob, Table niu Queue.
[l uciosb3oBanud aitsioBoro Xxpanuauiia Azure Ha Kaxaoi KianeHTckoil BM
HYKHO YCTAaHOBUTD TaKeT cifs-utils. Eiie npupercs co3aaThb 00BEKT secret, TaK Kak
9TO 00s3aTe IbHbII apaMeTp:
apiVersion: vi
kind: Secret
metadata:
name: azure-file-secret

type: Opaque

data:
azurestorageaccountname: <base64 encoded account name>
azurestorageaccountkey: <base64 encoded account key>
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Jlanee mokazan KoHhUTyparmouHblii (aiin 1751 daitzioBoro Xxpanusaunina Azure:

apiVersion: vl
kind: Pod
metadata:

name: some-pod

spec:

containers:

- image: some-container
name: some-container
volumeMounts:

- name: some-volume
mountPath: /azure
volumes:

- name: some-volume
azureFile:

secretName: azure-file-secret
shareName: azure-share
readOnly: false

Daiinosoe XpaHUJINIIE Azure TIOAAEPIKUBACT pa3/ie/icHrEe BHYTPHU OJJHOTO PETnoHa
" IMOJAKJ/IIOYEHNE BHEIITHUX KJIINEHTOB.

Toma GlusterFS n Ceph B Kubernetes

GlusterFS u Ceph — aBe pacupejeneruble cUCTEMbI IS IIOCTOSHHOTO XPaHEeHUsT JAaH-
ubix. GlusterFS — aro 1o cBoeii cyTu cereBast daiinosast cucrema, a Ceph — oObekTHOE
xpauusuiie. O6a OHU TIPEAOCTABAAIOT UHTEPDEHCHI it paboThI ¢ 610KaMu, 0GBEKTaAM I
1 paitlIoBBIMU cHCTEMaMU. BHYTPH 11711 XpaHEeHW IaHHbIX MCIOJIb3yeTcs xfs, a MeTajiaH-
HbIE TIPEJICTABJICHDI B BHie aTpubyTOB xattr. ECTh HeckobKO cuTyartiii, Koria B Kiactepe
Kubernetes nmeer cmbica ipumensith Toma Ha ocHoBe GlusterFS win Ceph.

O V Bac ectb MHOKecTBO Hanubix B GlusterFS wim Ceph u npuioskennii, Kotopbie ux
HCIIOJIb3YIOT.

O Bsl uMmeete onbIT agMuHUCTpUpOoBaHust 1 pabothl ¢ GlusterFS wiu Ceph.

O Bui 3azeiicTByere 06auHy0 1IaTGOPMY, HO BAC HE YCTPAUBAIOT OTPAHUYEHUS €€
ITOCTOSTHHOTO XPAaHWJIMIIA.

Ncnonb3oBaHue GlusterFS

B cucreme GlusterFS caemnan akiienT Ha nmpoctory. OHa IIpeocTaBiseT KaTaJord B UX
HCXOIHOM BHJIE, OCTaBJIsIsA 3a00TY O BBICOKOI JIOCTYITHOCTH, PEITUKAIII U Paciipeie-
JIEHWY KJMEHTAM WM pasjndHbiM rpocioiikam. GlusterFS rpynmupyer gaHHBIE 10
JIOTHYECKUM TOMaM, KaXKIbIil N3 HUX MOKET OXBATBIBATH HECKOIBKO Y3JI0B (KOMIIBIO-
TEPOB) U COCTOUT U3 OJIOKOB, XpaHaiux dailibl. Pacnpegenenne dhailios 1o 610KaM
soiosHsierca cormacio DHT (distributed hash table — pacipenenennas xenr-rabmia).
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[Ipu mepenMeHOBaHIH, 2 TAKIKE PACIINPEHUHN I N3MEHEHUN GaTaHCUPOBKY KJIacTepa
GlusterFS aiinbl MmoryT nepeMeniarbes Mexay 6aokamu. Ha puc. 7.2 mokasaHa cTpyK-
typa GlusterFS.

Yrobsl npuMenaTh GlusterFS B kauectse nocrosHHOro Xpanuiuia 8 Kubernetes,
HEOOXOIUMO BBITIOJHUTH HECKOJIBKO MIaroB (Mpy YCIOBUH, YTO Y BaC yiKe ecTh pabo-
yuii kaacrep GlusterFS). TIpu arom ysabl GlusterFS yupasisiorcs B Bue cepsuca
Kubernetes ¢ moMoIbio omoHeHus (X0Tst pa3paboTUNKOB MPUTOKEHUIT HTO He I0JIKHO
BOJIHOBATb ).

Tom knactepa

KomneloTep-1 KomnetoTtep 2 KomnbioTtep 3

Bnok Bnok Bnok Bnok
Y3en Y3en Y3en
XpaHunma XpaHunmia XpaHunuwa
Puc. 7.2

Co3aaHne KOHEYHbIX TOYEK

Jlajiee IPUBOAMTCS IPUMEP KOHEUHBIX TOUEK, KOTOPBIE MOKHO CO3/IaBaTh B BU/IE OOBIU-
HBIX pecypcoB Kubernetes ¢ momotpio komatjib kubectl create:

{
"kind": "Endpoints",
"apiVersion": "v1",
"metadata": {
"name": "glusterfs-cluster"

¥

"subsets": [

"addresses": [

{
"ip": "10.240.106.152"
}
1
"ports": [
{
"port": 1
}
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"addresses": [

{
"ip": "10.240.79.157"
¥
1,
"ports": [
{
"port": 1
¥

[obaeneHue cepsuca ansa pabotsl ¢ GlusterFS

YToObl KOHEYHBIE TOYKHU ObLIN ITOCTOAHHBIMU, MU HYKHO YIIPDAaBJIATH BPYYHYIO.
[[JIH 9TOro y cepBuca Kubernetes ne JIOJIZKHO OBITD CeJIEKTOpa:

{
"kind": "Service",
"apiVersion": "v1",
"metadata": {
"name": "glusterfs-cluster"
¥
"spec": {
"ports": [
{"port": 1}
]
}
}

Co3paHue noaos

HaKOHeLI, HY/KHO B pa3jiejie volume B CHEHI/I(bI/IKaHI/H/I 110/1a YKa3aTb CJIEYIOITY O I/IHq)Op-
Mall1io:

"volumes": [

{
"name": "glusterfsvol",
"glusterfs": {
"endpoints": "glusterfs-cluster"”,
"path": "kube_vol",
"readOnly": true
}
}
]

Konreiinepbl MOTYT MOJKIIOUYATh TOM glusterfsvol 1o uMeHN.
[Tosie endpoints omnpezenser, kakum oOpasom gonosHenue GlusterFS mosmkHo nc-

KaTb Y3JIbl CBOETO KJjlaCcTepa.
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Ncnonb3oBaHue Ceph

Jlist obpaternst k oobekTHOMY XpaHuauiy Ceph mpeaycMoTpeHo HECKOJIBKO UHTEP-
deiicos. Kubernetes nopnepxusaer asa us uux: RBD (6aounbiii untepdeiic) u CEPHFS
(daitnosasg cucrema). Ha puc. 7.3 mokasambl pasubie criocobs! qocrtyna k RADOS (uc-
xozHoMy obbekTHOMY Xpanuiuity). Ceph 6epet Ha cebst pactpeiesieHue, perimKarmio
U CAaMOBOCCTAHOBJIEHHE.

[I'Ipmnox(eHme] [I'Ipmnox(eHme]

i RADOSGW RBD CEPH FS
LIBRADOS LLino3 popmata HapexHoe PacnpepneneHHas
REST Ha ocHoBe M MOJIHOCTbIO dannoBas cucrema

Bubnuoteka, 0OBEKTHbIX pacnpeaeneHHoe ctaHgapTa POSIX
npegocTasnsowas| KOHTPONIEPOB, 6N104YHOE YCTPOMCTBO | C KJIMEHTOM B si4pe
MPUIOXKEHUSM COBMECTUMBbIV C KJIMEHTOM B fape Linux n nopaepxkon
NpsSMOit 4oCTyn c S3 u Swift Linux n gparisepom FUSE
Kk RADOS. ons QEMU/KVM
Mopnepxusaet C,
C++, Java, Python,
Ruby n PHP

RADOS

HapnexHoe, aBTOHOMHOE, pacrnpefesieHHOe 0ObEKTHOE XpaHMIMULLE, COCTOsILLEE
13 CaMOBOCCTaHABNMBAIOLLMXCA 1 CAMOYMNPABIISEMbIX <YMHbIX» Y3J10B

Puc. 7.3

MoakntoyveHne k Ceph ¢ nomowbio RBD

Kubernetes noggepsxusaer Ceph uepes unrepdeiic RBD (RADOS block device —
6mounoe ycrpoiicteo RADOS). Ha xaskaoMm ysJje Baltieil CHCTEMBI T0JKeH OBITh
ycTaHoBJieH maket ceph-common. ITocire 3amycka knacrepa Ceph HysKHO TIpesocTaBUTH
nonosaernto Ceph RBD onpezesieHtyto ntdopmanuio (370 jesaercs: B KoHGUrypa-
IIMOHHOM haiisie mojma):

a
a

O00Oo

monitors — garunku Ceph;

pool — ums 1rysia RADOS. Eciiu ero He ykasath, OyzeT HCIIOIb30BAThCS CTAaHIAPT-
spiit RBD-my;

image — ums o6pasa, coszantoro unrepdeiicom RBD;

user — nMst iosib3oBaTesst RADOS, o ymomyanmio admin;

keyring — myTh K aitiry keyring, mo ymosiuanuio /etc/ceph/keyring;

secretName — uMst OObEKTa C JJAHHBIMUE JIJist ayTeHTuuKanuu. Eciiu ero ykasarn,
oHO mepeonpeneut dail keyring. TIporece cosganus mogoOHBIX 0GBEKTOB pac-
CMOTPUM YYTb TTO3KE;
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Q fsType — tun aiinoBoii cuctemsl (ext4, xfs U T. /1.), IO/l KOTOPYIO (hopMaTUPYETCS
YCTPOICTBO;

O readOnly — mosokHa Jin (hafioBast cucTeMa OBITH TOCTYITHOM TOJBKO IS ITEHNUS.

O6mbekT secret, kotopbrit Ceph MoKeT MCIOB30BATH JIJIST Ay TEHTU(DUKAIIUH, BbI-
TJIAIUT TaK:

apiVersion: vl
kind: Secret
metadata:
name: ceph-secret
type: "kubernetes.io/rbd"
data:
key: QVFCMTZWMVZVRjVtRXhBQTVrQ1lFzN2JCajhWVUxSdzI2Qzg@SEE9PQ==

B kauectBe Tvna obbvekTa secret ykasaH kubernetes.io/rbd.

Paszies volumes B crieninUKaI[IK O/ BBITJISIUT CIEAYIOMIUM 0OPa3oM:

"volumes": [
{
"name": "rbdpd",
"rbd": {
"monitors": [
"10.16.154.78:6789",
"10.16.154.82:6789",
"10.16.154.83:6789"
1,
"pool": "kube",
"image": "foo",
"user": "admin",
"secretRef": {
"name": "ceph-secret"
3
"fsType": "ext4",
"readOnly": true

Ceph RBD nozazepskuBaeT pe;kuMbl 0cTyIa ReadWriteOnce 1 ReadOnlyMany.

Pabota ¢ Ceph ¢ nomowpto CephFS

Ecomm Bamn kmacrep yske ckoHurypuposat ¢ noauepsxkkoil CephFS, moskere jrerko Ha-
3HAUUTH ero Jobomy moxy. Kpome Toro, daitosas cucrema CephFS coBmectnma c pe-
JKMMaMU OCTy1Ia ReadWriteMany.
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Kondurypanus ananornuda Ceph RBD, Tosbko 6es myJia, o6pasa u tuna daiino-
Boll cucreMbl. IToJie secret MOKET CChLIATLCA HAa OOBEKT secret (TIpeAnoYTUTETHHBIH
BApUAHT) WJIM COOTBETCTBYIONTUI (hail:
apiVersion: vl
kind: Pod
metadata:

name: cephfs
spec:
containers:
- name: cephfs-rw
image: kubernetes/pause
volumeMounts:
- mountPath: "/mnt/cephfs”
name: cephfs
volumes:
- name: cephfs
cephfs:
monitors:
- 10.16.154.78:6789
- 10.16.154.82:6789
- 10.16.154.83:6789
user: admin
secretFile: "/etc/ceph/admin.secret™
readOnly: true

B pasznene cephfs MoskHO Tak:Ke yKasaTh mapameTp path — 1o yMOJT4aHUIo /.

Mexanuam Boigesennss RBD cymectByeT B IByX 9K3eMIJIApax: Kak 4acTh TJIaT-
dopmbr Kubernetes u B penosutopuu external-storage, KOTOPbII BXOAUT B IPOEKT
Kubernetes incubator.

YrnpaBneHMe TOMaMn BHYTPUKITACTEPHbIX
KOHTENHepoB C nomollbo Flocker

Jlo cux mop Mbl 0OCY’KIa/IH PELIEHNs /i1 XPaHEHUsT JAHHBIX 32 [IPe/le/laMy KJlacTepa
Kubernetes, 3a nckiroueHeM HEIOCTOSAHHbIX XpaHuJmil emptyDir u HostPath. Hemmo-
ro wHoi noxxox npepiaraer Flocker. dra cucrema mpoeKTUPOBATIACH C IIPUIIETOM HA
Docker. Ona nosBosister niepemeriath Toma Docker BMecTe ¢ KoHTeiiHepaMu, Korja e
MUTPUPYIOT MexIy y3aamu. [Ipu mepexose Ha Kubernetes ¢ apyrux miardopm opke-
crpanun, Takux kak Docker compose nim Mesos, MOKHO HCIIOJIb30BATD CIIEIUATIBHOE
JIOTIOJTHEHKE, KOTOPOE TIO3BOJIUT YIIPABJISITH XPAHIJIUIIAME TaHHbIX ¢ momoribio Flocker.
Jluuno st cauraio, uto Flocker u Kubernetes 3amerHo sy6iupyioT Apyr Ipyra B OTHOIIE-
HUM a0CTPAKTHBIX XPAHUJIUIIL.

Flocker cocront u3 ynpasJisioliero cepprca 1 areHToB, Pa3MeIaeMbIX Ha KasKIOM
yaite. 1o oueb moxoxe Ha API-cepsep u arertsr Kubelet 8 Kubernetes. Ynpassstoruit
cepsuc Flocker mpenocrasisier REST API u otBeuaer 3a KOH(GUTYPAIIUIO COCTOSTHIIST
BO BCEM KJiacTepe. ATEHTBI CJIEISIT 32 TeM, YTOOBI COCTOSTHUE UX Y3JI0B COOTBETCTBOBAJIO
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kouduryparu. Hanpumep, ecan y3ay X Tpebyercst Kakoii-To HabOp JAAHHBIX, areHT
Flocker Ha aTom yaiie ero cosnacr.
Apxurekrypa Flocker npousniocrpuposana Ha puc. 7.4.

APl wnn KoHcoNbHaa yTunuta ansa KoHtenHepos Flocker
Ynpagnsaoowmmn J

cepsuc Flocker AreHT Flocker AreHT Flocker

HemoH Docker HemoH Docker
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Ob6uiee xpaHunuuie

Puc. 7.4

Jlist ynpaBieHus MocTossHHBIMU ToMaMu B Kubernetes nonazoburcs kiacrep
Flocker, kotopslii cHauasia HyskHO ckoHdurypuposath. Flocker moguep:xkubaer MHO-
JKeCTBO BUIOB XpPaHUJIUNL (OTISITH JKe TTPOCIEKUBAETCS CXO/ICTBO CO CTAH/IAPTHBIMU
nocrosgHHbIMU ToMaMu Kubernetes).

3aTeM HyKHO co3ziaTh Habopbl gaHHbIX Flocker, koTopbie MOKHO GyIeT OAK/II0YaTh
B KauecTBe IIOCTOSTHHBIX TOMOB. 110 cpaBHEHHIO ¢ TsKeI0i paboToM, IPoIeIaHHOIl pa-
Hee, 9T0 He cocTaBUT 60JIbIIoro Tpyaa. HysKHo Jivinb yKasaTh UM it Habopa JaHHBIX:
apiVersion: vl
kind: Pod
metadata:

name: some-pod
spec:
containers:
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- name: some-container
image: kubernetes/pause
volumeMounts:
# name must match the volume name below
- name: flocker-volume
mountPath: "/flocker"

volumes:
- name: flocker-volume
flocker:

datasetName: some-flocker-dataset

NHTerpaumsi NpOMBbILLNIEHHOIO XpPaHUINLLA
B Kubernetes

Eci y Bac yike ectb cemn xpanenus dannvix (Storage Area Network, SAN), nocrymHast
yepes untepdeiic iISCSI, mosxere noakmounTsh ee k Kubernetes B Busie Toma, ucosib-
3ysI IOTI0JIHEHYE. 371eCh IPUMEHSIETCSI Ta JKe MOJIENh, UTO ¥ B APYTHX AOTIOTHEHUSX [T
pas/iesiIeMbIX MOCTOSTHHBIX XPAHWUJIUII, PACCMOTPEHHBIX paHee. Bbl 10/KHBI cKOH(UTY-
puposatb unuiaTop iISCSI, Ho /1151 9TOro He 00s13aTEIBHO IIPEIOCTABIATH CBA3aHHYIO
¢ HuM nHbopMario. J{ocTaTOYHO JHITh YKa3aTh CeAYIONIIe TTapaMeTPhI:

Q [P-aapec n mopt (1o ymosuanuio 3260) iSCSI-unTepdetica;

QO ign mesu (TIOJHOE NMST yYaCTHUKA B3AMMOJICHCTBIS) — 0OBIYHO 3ape3ePBUPOBAHHOE
JIOMEHHOE MMST;

O LUN (logical unit numer) — HoMep 00bEKTa BHYTPH LIEJIM;
Q rtum GaiisoBoOli CHCTEMBT;
Q GyJes ¢uiar readonly.

Honomuenue st iSCSI nonepxuBaeT pesknMbl ReadWriteOnce u ReadonlyMany.
CTOUT OTMETHUTD, YTO CO3/IAaHUE PA3/IEJIOB HA YCTPOUCTBE TTOKA He MO/IEPKIUBACTCSI.
Bor crienudukanus roma:

volumes:
- name: iscsi-volume
iscsi:
targetPortal: 10.0.2.34:3260
ign: ign.2001-04.com.example:storage.kube.sysl.xyz
lun: ©
fsType: ext4d
readOnly: true

OTobpakeHne TOMOB

Bol MoskeTe 0TOGPa3UTh HECKOJIBKO TOMOB HA OJIMH ¥ TOT K€ KaTaJlor, TIPEACTABIISSA UX
B Bujie eunoro roma. Iogaep:kusaiorcs ciegyiomnye TUIILI TOMOB: secret, downwardAPI
u configMap. ITO TOJIE3HO TP MOKJIIOYEHNH K MOy HECKOJIbKUX UCTOUHUKOB MH(DOP-
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Malu. BMecTo co3manus oTae bHBIX TOMOB ST KayK/IOTO MCTOYHUKA OOBEIUHUTE X
B OZIMH OTOOPaKEHHbBII TOM, HAIIPUMEP:

apiVersion: vl
kind: Pod
metadata:
name: the-pod
spec:
containers:
- name: the-container
image: busybox
volumeMounts:
- name: all-in-one
mountPath: "/projected-volume"
readOnly: true
volumes:
- name: all-in-one
projected:
sources:
- secret:
name: the-secret
items:
- key: username
path: the-group/the-user
- downwardAPI:
items:
- path: "labels"
fieldRef:
fieldPath: metadata.labels
- path: "cpu_limit"
resourceFieldRef:
containerName: the-container
resource: limits.cpu
- configMap:
name: the-configmap
items:
- key: config
path: the-group/the-config

Icnonb30BaHME CTOPOHHUX XPaHWUNLL
¢ nomouwbto FlexVolume

Hononnenne FlexVolume crasio obmenocrynibsiv 8 Kubernetes 1.8. OHo nossosisier 3a-
JIefICTBOBATh CTOPOHHUE Xpanuniia yepe3 yauduiupoBanubiii APL. TIposaiizepst xpa-
HUJIHIIL TPEIOCTABIISIOT JpaiiBep, KOTOPbIil ycTaHaBIMBaeTcst Ha Beex yamax. FlexVolume
MOKET IMHAMUYECKH OOHAPYKIUBATH UMEIOTIIECs [ApaiiBepbl. [lajiee mpuBeieH MpuMep
npusstakn BrenHero Toma NFS ¢ momoreio FlexVolume:

apiVersion: vl

kind: Pod
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metadata:
name: nginx-nfs
namespace: default
spec:
containers:
- name: nginx-nfs
image: nginx
volumeMounts:
- name: test
mountPath: /data
ports:
- containerPort: 80
volumes:
- name: test
flexVolume:
driver: "k8s/nfs"
fsType: "nfs"
options:
server: "172.16.0.25"
share: "dws_nas_scratch"

Container Storage Interface

Container Storage Interface (CSI) — 9T0 TOIBITKA CTAHIAPTU3UPOBATH B3AaUMOJIEN-
CTBYE MEXIY MeXaHU3MaMM OPKEeCTPAINU KOHTEeITHepOB U TIpoBaiilepaMu XpaHu-
s, Takoe pemenne npoasuraor komanabsl Kubernetes, Docker, Mesos u Cloud
Foundry. CMbICT €10 B TOM, 4TO TIPOBAiiIEPhI XPAHUJIHII PEATU3YIOT OTHO AOTMOJHEHHE,
a 11aT(hOPMbI OPKECTPALIMK KOHTEHHEPOB 00s13yI0TCa moaaepkuBaTh uuarepdeiic CSI.
IT10 TO Ke camoe, uTo CNI, TostbKo /15t xpanusuii. JlanHblil 10/[X0/T UMeeT HECKOJIbKO
npenMytiecTs 1o cpasrennio ¢ FlexVolume.

O CSI — 370 OOIIENPUHSITHII IPOMBIIILIEHHbBIIT CTAHIAPT.

QO /lms pasBepThiBanus apaiiBepos ponosHenusM FlexVolume tpebyetcs moctym k y3imy
U BeJIylell KopHeBoii (haityioBoii cucreme.

Q /[lpaiisepsr FlexVolume yacto MMer0T MHOTO BHEITHITX 3aBUCHMOCTEN.

O FlexVolume npegocrasisier HeyKIOKIIA UHTEPHEIC B UMIIEPATUBHOM CTHJIE.

Aplha-Bepcus gononuenus CSI Buepsoie mostBusach B Kubernetes 1.9, a yxe
B Kubernetes 1.10 nepenwuia 8 craryc 6era. I[Tognep:xka FlexVolume coxpanurces ajist
06paTHOIT COBMECTUMOCTH, TI0 KpaiiHeil Mepe Ha Oumskaiiiiiee Oyyiee. Ho 1o mepe Toro,
kak nHTepdeiic CSI Habupaet MoIyJISTPHOCTD, Bee GOJIbIIE MPOBaiIepOB XPAHUIIUII] Pea-
smzyior CSI-npaitBepsbl, 109TOMY 51 yBepeH, 4To Bee nojiep:kuBaembie CSI-nomnonnenus
cTaHyT YacTbio ipoekta Kubernetes u goctyn k Jir060My XpaHUJIUILY BCKOPE MOKHO
GYJIET TIOMIYUUTH Yepes UX JPaiiBephbl.

IpescraBieHHas Ha puc. 7.5 cxeMa wirocTpupyet npuHiun paborsr CSI BHYTpU
Kubernetes.
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Pe3tome

B aroii riaBe MBI oipobHO paceMoTpenu XxpaHenne ganubix B Kubernetes. Boi mosma-
KOMUJTUCE ¢ 0611eil abeTpaKTHON MOJIEJTBIO, OCHOBAHHOI Ha TOMAX, 3alPOcaX U KJIaccax
XPAHUJIUIIL, & TAKIKE C PeasTu3aIeii I0moTHeHn i /i7ist pabGoThl ¢ ToMaMu. Bee Xpamusmiia
B Kubernetes B utore mok/rouaorcst K KonTeiiHepam B Buze (hailoBoii CCTeMBbI MU
6s104HOrO yeTpoiicTBa. Takoil MpIMOIMHERHBIN TOAXO/ II03BOJIAET aAMUHUCTPATOPAM
KOH(UTYPUPOBATH U TIOKIIOYATE JIOObIE CUCTEMbI XPAHEHVSI TAHHBIX, HAUNHAS C JIO-
KaJbHBIX KaTaJOTOB M 3aKaHYMBas 00JAUHBIMU U TIPOMBITIICHHBIMU XPAHIUIIAMH.
Murparust MEXaHU3MOB BbIIEJIEHUST XPAHUJIIHII] B OTAETbHbIE TIPOEKTHI OJOKUTETHHO
BJIUSIET HA 9KOCHCTEMY. Terepp y Bac I0JIKHO C(OPMUPOBATHCS YETKOE TIPE/ICTABJICHIE
06 yerpoiictBe u peasuzaiuy Xpanuiuin B Kubernetes. U BbI 10J5KHBI CMOYB BEIOPATH
JJIST CBOETO KJacTepa HanboJiee MoAXO/ISIIIee U3 HUX.

B rzase 8 BbI yBUAUTE ellle OJUH YPOBEHb aGCTPAKIIUH MOBEPX XPAHUIIHIIA, OCHO-
BaHHBIN Ha KoHtenmu StatefulSet. Ou momosker Bam B pa3paboTKe, pasBePTHIBAHU
U IMUHUCTPUPOBAHIY TTPUJIOKEHUI, KOTOPbIE XPAHST CBOE COCTOSTHHE.



3anycK NpuIoXeHnn
C COXpaHEHMEM COCTOSIHUS

3 manHoll T1aBbl BBl y3HaeTe, Kakie Mepbl HEOOXOAMMO MPEANPUHATD I/ 3aMyCKa
NPUJIOKEHUH ¢ coxpanenueM coctosuus. Kubernetes 6eper Ha cebs cynecTBeHHYIO
4acTh paboThl, ABTOMATHYECKU 3alyCKast W TIEPe3aIrycKast O/l B y3JIax KIacTepa, Ko-
TOPbIE ITOTO TPEOYIOT, YIUTHIBASI CJIOKHBIE KPUTEPUU — [TPOCTPAHCTBA UMEH, JTMMUTHI
1 KBOTHI. HO KOT/1a TIO/IbI BBIMIOJIHSIOT TIPOTPAMMBI, CAMOCTOSITEIbHO COXPAHSIOIIIE
CBOM JlaHHbIe (HarpuMep, 6a3bl JaHHBIX U OYEPEIN), UX MePEeMEIIeHIe MOXKET TIPH-
BecTH K cucteMHomy c6oio. [Ipeskie Bcero Bbl pasbeperech B TOM, YTO MPEACTABISIOT
c0o00i TIO/[bI ¢ COXPAHEHEM COCTOSTHUS U 1ToYeMy yipasienue nmu B Kubernetes oka-
3BIBAETCSI HEMIPOCTBIM JieJIOM. MBI PACCMOTPUM MEXaHU3MbI OTPAHMYEHMST ITOM CIIOK-
HoCTU — 0b1He mepeMentblie okpyskernss 1 DNS-3anucu. B HEKOTOPBIX CUTYyaIUsAX
MOTYT TOMOYb 3aMTPOCHI MOCTOSTHHOTO XPAHUJIUIINA, KOTIMPOBAHUS COCTOSIHUS B TAMSITh
u DaemonSet. OcHoBHOe pellieHne JJisI MO0B ¢ COCTOSTHIEM, KOTOPOE MPOJBUTAET
komanga Kubernetes, — pecypc StatefulSet (panee usBectubiii kak PetSet). On mo-
3BOJISIET YTPABJIATH WHIEKCUPYEMOIl KOJIEKIIMEN MO0B € TOMOIIBIO CTaOUIbHBIX
cBOICTB. B KOHIIE BBI 1TOZIPOOGHO PACCMOTPHTE TIOJHOIEHHbIH TIPUMED 3aIlyCcKa KiacTtepa
Cassandra osepx Kubernetes.

CocTosiHne npunoxeHuin B Kubernetes

Moz npuiokeHusIME 6€3 COCTOSTHUST TIOHUMAIOT IIPOTPAMMBI, KOTOPbIE HE YITPABJISIIOT
cBOMMM JaHHBIME B pamMkax Kubernetes. VIx cocTostHue HAXOAUTCSE 32 IPeie/laMu KJia-
cTepa U KaKuM-TO 06Pa3oM JIOCTYITHO JIjist KOHTeHHepOB, V3 aTOro pasjiesia Bbl y3HaeTe,
MoveMy YIpaBJeHUe COCTOSHUEM UTPAET TaKylo Ba)KHYIO POJIb B ITPOEKTUPOBAHUT
pacipe/ieIeHHbIX CUCTEM U KaKue TPEUMYIIeCTBA IaeT BBITIOJHEHNE 3TOTO TIpoTiecca
B pamkax kiactepa Kubernetes.

AKTBHas pa60Ta C AAdHHbIMU
B pacnpeneneHHbIX npunoXXeHnax
Haunewm ¢ ocHOB. PacripeieieHHOE TIPUIOKEHIE — 9TO HAOOP TPOIECCOB, KOTOPbIE

BBITIOJIHAIOTCS Ha Pa3HbIX KOMIIbIOTEPaX, 00pabaThBaiOT BBO, MAHUITYIUPYIOT JaHHbI-
Mmu, ipegiocTaBrstior AP 1, Bo3MOKHO, UMeIOT loniosiHuTeIbHble (pyHKInn. Kajxaprit
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IIPOLECC COCTOUT U3 IIPOrPAMMbI, CPEbI BBIIIOJIHEHUSI M BBOJA,/BbIBOAA. TUIIIYHbIE IIPO-
rpaMMBbI [OJIyYatOT BBOJ B BUJIE apI'YMEHTOB KOMaH/[HOI CTPOKH, BEPOSITHO, OHU TAKIKE
curThIBaoT (aiia niam obpamaiorcs Kk 6aze JaHHBIX. 3aTeM Pe3yJIbTaThl BRIBOAATCS Ha
AKpaH uJn 3anucbiBaiorcs B daii unu b/[. Hekoropbie nporpaMMbl XpaHsT CBOE CO-
CTOSIHUE B MAMSITH M CIIOCOOHBI 0OCIYKUBAThH CETEBbIE 3aITPOChL. B nipocreiiinem cayyae
IPOLIECC HAXOAUTCS Ha OAHOM KOMIIBIOTEDE, XPAHUT BCE CBOE COCTOSTHIE B AMSITH MU
CUMTHIBaeT ero 13 (aiija, a B KauecTBe CPebl BHIIOJHEHI BHICTYIIAET OIePAIMOHHAS
cucrema. Eciin Takoil mporece BBIHAET U3 CTPOSI, €ro MPUAETCS TIePe3allyCTHTh BPyY-
Hyto. OH IPUBS3aH K CBOEMY KOMIIbIOTEPY. PacipeseieHHbIe TPUIOKEHUST — COBCEM
apyroe jesno. OQHOTO KOMIIbIOTEPa HEAOCTATOUHO /I CBOEBPEMEHHOI 06paboTKu
BCeX TaHHDBIX UJIN O6CJIy>KI/IBaHI/IH BCeX SHHPOCOB — OH MOJXeET HpOCTO HE€ BMECTUTD BCIO
HyKHYyI0 nHdopManuio. Jammbie MOryT ObITh HACTOJIBKO OOBEMHBIMU, UTO 3aIPYsKaTh
UX Ha KaKIbli y3eJl 1Jis JajibHeiinieii o6paboTku Oyaer CAMIIKOM PacTOYUTENbHO.
Dusnueckre yeTpoicTBa CIIOCOGHBI IoMaThesl U TpeboBaTh 3aMeHbl. KOMIIBIOTEPHI,
3aHUMAIOTIIeCs 00PabOTKOM, HYKHO OGHOBJIATH. [101b30BaTE/N 3a4aCTyI0 PasOPOCAHBI
110 BCEMY MUPY.

Ecam ydecTn Bce ckazanHoe, CTAHOBUTCS SICHO, YTO TPATUITMOHHBIN TTOAXO] 3/I€Ch
He ToguTcs. [laHHble CTAaHOBATCS Y3KUM MecToM. [loib30BaTe N n /KINeHThl JOIKHbI
HOJIyYaTh JIMIIb KPATKYIO CBOIAKY MJIM ysKe obpaboTaHHyo nHGopMaimio. Bee nHTeH-
CUBHbIE BBIYMCJIEHUS CJI€YeT BBIIOJHATh B HEIIOCPEACTBEHHOM OJIM30CTH K JaHHbIM,
MOCKOJIbKY WX TIEPEMEIIEHIE OKa3bhIBAETCS HEIOIy CTUMO MeJIIEHHBIM 1 3aTpaTHbIM. Ta-
KM 00pa3oM, OCHOBHas 4acTh 00pabaThIBAIONIEro KO/A H0JIKHA BBIIOJHATHCS B OZHOM
BbIYMCJINTEJIbBHOM ueHTpe " B OITHOM CE€TEeBOM Opr}KCHI/II/I C JaHHbIMMU.

3aueM ynpaBnsTb cocTosiHMeM B Kubernetes

OcHoBHas nprdYrHa HeOOXOAMMOCTH YITpaBJeHust coctosiHreM BHyTpu Kubernetes, a He
B OT/IEJIBHOM KJIaCTepPe COCTOUT B TOM, UTO JlaHHas I1aTdopMa IIpelocTaBideT 3Haun-
TEJIBHYIO YacTh HH(GPACTPYKTYPbI, HeOOXOAMMOK JIJIst MOHUTOPIHTA, MACIITaOUPOBaHNS,
BBIJIEJICHVIS, 3AIIUTHI U a/IMITHICTPUPOBAHUS XPAHIJIUIIA. 3aIyCK TapaJlieJIbHOTO KJTa-
cTepa MpUBEET K AyOIMPOBAHII0 MHOKECTBA (DYHKITHIA,

3a4eM BbIHOCUTb YMpaBieHne COCTOSIHMEM
3a npeaensl Kubernetes

He 6yzem nckItouaTh Apyroil BapuaHT. B HEKOTOPBIX CUTYAIIMSIX YIIPABJICHUE COCTOSI-
HUEM B OT/IEJIBHOM KJlacTepe, HemoAKOHTpobHOM Kubernetes, MoskeT ObITH OmpaB/aH-
HBIM, €CJIA 9TOT KJIACTeP HaXOAUTCS B TOM ke BHyTpeHHel cetu (611M30CTh pasMelieHust
JTAHHBIX TIEPEBENTMBACT BCE OCTATBHOE).

Hekoropbie oTeHITMAIbHbBIE CIIEHAPUN TAKOBBI.

QO OrtzrensHBII KIacTep /I XpaHEHH IaHHBIX YKe CYIIeCTBYeT, U BBl He XOTUTE MEHSTh
TO, 4TO ¥ TaK paboTaer.
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O Kiacrep ¢ XpaHUIMIIEM UCIIOJIb3YETCS APYTUMU HPUIOKEHUSIMHE, HE OCHOBAHHBIMU
na Kubernetes.

O TMMommepsxkka Kubernetes B xpaHUIHINE HEOCTATOUHO CTAOUIBHAS UM PA3BUTASL.

HepeHoc HpHJIO)KeHHﬁ, XpaHAHIUX CBOE COCTOAHME B OT/I€/IbHOM KJIACTEPE, B Kuber-
netes UMeET CMBICJI BBITTOJHATDH OCTENEHHO, Jejad MHTETrparnio BCe 6oJ1ee TeCHOI.

MexaHu3M obHapy>XeHus: oblune nepeMeHHble
oKpy>xeHust unm DNS-3anucu

Kubernetes npegocTaBisier HECKOJIbKO MEXaHU3MOB IJ106aJbHOTO OGHAPYIKEH S
B paMkax kiactepa. Ecou xpanununine vaxoaurest 3a npeaenamu Kubernetes, mosr
JIOJKHBI 3HATH, KAK €0 HAWTH U Kak K HeMy obpararbest. CyIecTByeT [Ba OCHOBHBIX
MeTOa:

Q DNS;

U 1nepeMeHHble OKPYKEHU.

B HeKOoTOpBIX ciyyasX UX MOKHO COYETATh, IPU ITOM IIePEMEHHBbIE OKPY KEeHUsI
niepeoripeziesigior DNS.

ObpalleHne K BHELWHUM XpaHuUMLaM AaHHbIX
yepe3 DNS

Metogn, ocroBannsiii Ha DNS, mpoct u ipsimosinaeer. Ecin kiracrep ¢ XpaHUJINIIEM UC-
MOJTb3yeT GATAHCUPOBIIUK HATPY3KH U MPEAOCTABISET CTAGMIBHYIO0 KOHEYHYIO TOUKY,
9K3EMILISIPBI TIOZIOB MOTYT 00PAIaThCs K Hell HATTPSMYIO, TIOAKTIOUAsICh K BHENTHEMY
KJIacTepy.

ObpalleHre K BHELUHUM XpaHUIULLIAM AaHHbIX
yepes NepeMeHHbIE OKPYXEHUS

Ei1tte oiiH 1pocTo#i 10IX0/1 COCTOUT B Tiepeziade nHGOPMAIIUK O TIOAKII0YEHU U K BHEII-

HEMY XPaHWJIUIILY C IOMOIIBIO TIepeMeHHBIX OKpy:keHus. Kubernetes npegocrasisier

pecypc ConfigMap (kapra KoHduUryparum) /st XpaHeHust KOHQUTYyparuu OTAeJbHO OT

obpasa koHTeliHepa. Kondurypanus cocTout us nap «kJIo4 — 3Ha4eHHe» U MOKET ObITh

JIOCTYITHA B KOHTeHHEpaX W TOMax B BU/Ie NTepeMEHHbIX OKpyKeHus. Ecau Bbl XoTHTE

JIepsKaTh B TallHE CBEIEHMSI O COCANHEHUH, JIYUIIIe HCII0Ib30BaTh 00bEKTHI secret,
Cosnanne pecypca ConfigMap. 113 nipe/icTaBIeHHOTO Jlajiee OMUCAHUS CO3/IaeTCsT

KOH(UTYPAIMOHHbIN (haiisi, XPaHAIIUN CITUCOK a/[PECOB:

apiVersion: vi1

kind: ConfigMap
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metadata:
name: db-config
namespace: default
data:
db-ip-addresses: 1.2.3.4,5.6.7.8

> kubectl create -f .\configmap.yamlconfigmap
"db-config" created

Pazyies data coyepsKuT Bee mapbl «KJI04 — 3HaveHue» (B JAHHOM CJIy4ae 9TO BCETO
ojiHa TIapa ¢ KJao4oM db-ip-addresses). OH IPUTOAUTCS T1037Ke, MIPU 3aaHUN T10JIA
configmap B moje. MoskeTe MPOBEPUTH cojepKuMoe (hailia, 4ToObl YOEAUTHCS B €10
KOPPEKTHOCTH:

> kubectl get configmap db-config -o yaml
apiVersion: vi
data:
db-ip-addresses: 1.2.3.4,5.6.7.8
kind: ConfigMap
metadata:
creationTimestamp: 2017-01-09T03:14:07Z
name: db-config
namespace: default
resourceVersion: "551258"
selfLink: /api/vl/namespaces/default/configmaps/db-config
uid: aebcc@07-d619-11e6-91f1-3a7ae2a25c7d

ConfigMap coszmaercsa U ApyrumMu criocobaMu, HAIIPUMED € TOMOIIBIO apryMeHTOB
KOMaHJTHOH CTPOKU - -from-value min --from-file.

Ncnonb3oBaHue ConfigMap B Buae nepeMeHHon
OKpY>XXeHuns

IIpu cospanuy 1moja MOKHO yKasaTb pecypc ConfigMap 1 3aTeM paboTaTh ¢ HUM PasHbI-
Mu criocobamu. Jlasee npuBeieH IpuMep MOAKIIOUEH s KapThl KOH(MUIYPAIK B BUIE
TepeMeHHON OKPY KeHUS:

apiVersion: vi
kind: Pod
metadata:
name: some-pod
spec:
containers:

- name: some-container
image: busybox
command: [ "/bin/sh", "-c",
env:

- name: DB_IP_ADDRESSES
valueFrom:

env" ]
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configMapKeyRef:
name: db-config
key: db-ip-addresses
restartPolicy: Never

ITOT TIOJI C MUHUMAJIbHBIM KOHTEHHEPOM busybox BHYTPH 3aIlyCKaeT KOMaH/y env
bash u cpasy npekpainaer padory. Kirou db-ip-addresses us kapTol db-config npu-
BSA3BIBACTCA K TIEPEMEHHOUN OKPY:KeHUs DB_IP_ADDRESSES, KOTOPYIO MOKHO BUIETH
B CJIEIYIOIIEM BBIBOJIE:

> kubectl logs some-pod
HUE_REMINDERS_SERVICE_PORT=80
HUE_REMINDERS_PORT=tcp://10.0.0.238:80
KUBERNETES_PORT=tcp://10.0.0.1:443
KUBERNETES_SERVICE_PORT=443
HOSTNAME=some -pod

SHLVL=1

HOME=/root
HUE_REMINDERS_PORT_80_TCP_ADDR=10.0.0.238
HUE_REMINDERS_PORT_80_TCP_PORT=80
HUE_REMINDERS_PORT_80_TCP_PROTO=tcp
DB_IP_ADDRESSES=1.2.3.4,5.6.7.8
HUE_REMINDERS_PORT_80_TCP=tcp://10.0.0.238:80
KUBERNETES_PORT_443_TCP_ADDR=10.0.0.1
PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
KUBERNETES_PORT_443_TCP_PORT=443
KUBERNETES_PORT_443_TCP_PROTO=tcp
KUBERNETES_SERVICE_PORT_HTTPS=443
KUBERNETES_PORT_443_TCP=tcp://10.0.0.1:443
HUE_REMINDERS_SERVICE_HOST=10.0.0.238
PWD=/

KUBERNETES_SERVICE_HOST=10.0.0.1

Pe3epBHaﬂ KOMnga COCToAHNA B NaMATU

B HexoTOpBIX cyyasx UMeeT CMBICT BPEMEHHO COXPAHATh COCTOSHUE B TaMaTu. Pac-
MTPOCTPAHEHHBIMU IIPUMEPAMU SIBJISIOTCST PacipeiesieHHOe KANTMPOBaHNEe U XpaHeHNe
uHOOPMAIIH, KOTOPAs 3aBUCHUT OT BpeMeHHU. B Takux curyanusix morpeGHOCTD B O~
CTOAHHOM XpaHUJINIIE OTIalaeT — CO3/[aHNe HEeCKOJIbKUX MO/I0B C 0CTYIIOM depes
CepPBUC CITOCOGHO CTaTh BEPHBIM pelieHrneM. Mbl MOKeM MPUMEHUTh CTaHAaPTHBII
mexanuaMm Kubernetes — MeTku, 4TOOBI OIIPEAETATH MTOJIBI, XPAHSIIUE KOTUU OJHOTO
1 TOTO K€ COCTOSIHUS, U TIPEJOCTABJIATH K HUM JIOCTYII € TIOMOIIBIO cepBuca. Ecam oz
BhIiizeT u3 crpost, Kubernetes saMeHUT €ro HOBBIM, a MOKa OH CHHXPOHU3UPYETCS,
00C/Iy;KUBAHUEM COCTOSTHUST OY/IYT 3aHUMATBCST IPYTHE 9K3EMILISIPI oj1a. Mbl 1ake
MOXKEM BOCIOJIb30BaThCA ajbda-Bepcrueil Mexann3Ma HelpUHALJIeKHOCTH T10/0B,
4TOOBI OBl C OJMHAKOBBIM COCTOSTHHEM HE PasBEPTHIBAJNCH Ha OJHOM U TOM K€
y3Je.
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Mcnonb3oBaHne DaemonSet B KauecTtse
pe3epBHOro NMOCTOSAHHOIO XpPaHWMLLA

HekoTopbie PUIOKEHNUS, TaKUE KaK pacipeeeHHbie 6a3bl JaHHbIX UKW 0YePe/IH,
XPaHAT HECKOJbKO KON CBOETO COCTOSIHUA U aBTOMATUYECKU CUHXPOHU3UPYIOT
cBoU y3Jibl (1103Ke MBI BO Beex moapoOHocTsix paccmorpuMm Cassandra). B rakux
CJIydasiX BasKHO, YTOOBI MO/[bI PA3BEPTHIBATIICH HA OTAEIBHBIX y3iax. Cienyer Takke
yOemuThCsT B TOM, YTO TH TOJBI PA3BEPTHIBAIOTCS HA Y3JaX C OMpPeNeTeHHON armma-
paTHOU KoH(pUTypalueil nim faxe Ha CHEIUAJbHO BBIJIEJTEHHBIX [IJIST 9TOTO YCTPOI-
ctBax. /7151 Takmx cuTyaruii naeanbHo moaxoaut DaemonSet. Mbl MOKeM TOMETHTH
IPYIIILY Y3JI0B Tak, 4TOOBI KayK/blil U3 €€ YYACTHUKOB BBITIOJHSLI JIMIIb OJAMH O]
C COCTOSIHUEM.

[NoaknoyeHne NOCTOAHHbLIX TOMOB

Ecmm IIpUJIOKEHNE ITOJAAECPIKUBAECT 3(1)(1)6KTI/IBHOE XpaHeHHE COCTOAHMNA B IIOCTOAHHOM
XpaHWJnIie, MOoARJIOYCHNE ITOCTOAHHBIX TOMOB — TIOJIXO/IAIIEE PEIICHNE (CM. TJIaBy 7)
HpH]IO)KeHI/IIO, XpaHAaleMy COCTOsIHUE, 6y11€T IIpeaoCTaBJIECH HO,ZIKJIIO‘-IGHHblf/'I TOM, KO-
TOprﬁ BbBITVEAANUT KaK JIOKaJIbHasAd (bafIJIOBaH crucremMa.

MNpuMeHeHune StatefulSet

Konrpostep StatefulSet nmossuics 8 Kubernetes ornocuresnbio Hegasho (B Bep-
cuu 1.3 ou 6bL1 mpencrasien kak PetSets, a B Kubernetes 1.5 ero nepenmenosaiu
B StatefulSet). OH crnernmaabHO NpeaHasHaYeH A TOAAEPKKI TPHUIOKEHUI ¢ CO-
CTOSTHMEM, B KOTOPBIX MOAJTUHHOCTD YIaCTHUKOB UMEET 3HAUYEHWE, U TIPH 3TOM OB
JIOJIKHBI COXPAHATH CBOIO MIEHTUYHOCTDH B Habope gaske 1mocJie mepesanycka. State-
fulSet obecneunBaer ynopsjpoueHHoe pasBepTbiBaHue 1 MaciiTabuposanue. B or-
Jimare oT OOBIYHBIX TTOA0B yuacTHUKE StatefulSet mpuBsi3aHbI K MOCTOSTHHOMY Xpa-
HUJTATILY.

Korpga MeeT cMbIch

ncnonb3oBaTb StatefulSet

StatefulSet oTsimuHO MoaAXOAUT 17151 MPUJIOKEHUH, K KOTOPBIM IIPEIbsIBISETCS XOTS OBl
OJIHO U3 CJEAYIONINX Tpe6OBaHH1‘/’I:

O HajMyue cTaOUIBHBIX YHUKAJIbHBIX CETEBbIX MAEHTU(UKATOPOB;

O Hajmyre cTabUIBHOTO OCTOAHHOIO XPaHUJIUIIA;

U yHnopsaao4eHHOE 2JIeTaHTHOE Pa3BePThIBAHUE U MaciTabupoBaHue;

a YHOPpAA0YEHHOE dJICTAaHTHOE Y/Ia/JI€HUE U TIPEPbIBAHNE pa60TbI.
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KomnoHeHTbl StatefulSet

Jlns moyuenust pabouero koutposuiepa StatefulSet Heo6xoaMMO MpaBUIBHO CKOHDH-
TYypPUPOBATh HECKOJIBKO KOMIIOHEHTOB!

QO JunieHHblil unTepdelica cepBuC, OTBETCTBEHHDIN 32 CETEBYIO U/I€HTU(HUKAIIHIO 110~
noB BuyTpu StatefulSet;

Q cam kourposuiep StatefulSet ¢ HeckonbKUMU perInKaMu;

O MexaHU3M BbIIEJEHUSI TIOCTOSTHHOTO XPAHUJIUIIA — ABTOMATUYECKUN U C yUACTAEM
AJIMIHUCTPATOPA.
Jlasiee IpuBeIeH TIPUMED CepBHCa nginx, KOTOPbIN GyeT rcmosibaoBarhes B StatefulSet:

apiVersion: vl
kind: Service

metadata:
name: nginx
labels:
app: nginx
spec:
ports:
- port: 80
name: web
clusterIP: None
selector:

app: nginx
Terepb yKaskeM CCBIIKY Ha CEPBUC B KOH(UTYparinoHHoM daiiie StatefulSet:

apiVersion: apps/vl
kind: StatefulSet
metadata:
name: web
spec:
serviceName: "nginx"
replicas: 3
template:
metadata:
labels:
app: nginx

Z[a]lb]].[e niaer nrabson 1Imo/1a C IMMOJIK/JIIOYEHHBIM TOMOM, KOTOprfI Ha3bIBACTCA WWW:

spec:
terminationGracePeriodSeconds: 10
containers:
- name: nginx
image: gcr.io/google_containers/nginx-slim:0.8
ports:
- containerPort: 80
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name: web
volumeMounts:
- name: www
mountPath: /usr/share/nginx/html

ITocoenHuii, HO TeM He MeHee BasKHbII paszen volumeClaimTemplates UCIIOb3yeET
3aIPOC Www, KOTOPBIN COBIAJIAET C TIOKII0YEeHHBIM TOMOM. B 3ampoce ykaszausr 1 T6aiit
xpanusmia (storage) 1 0CTYT HA yTeHne U 3anuch (ReadWriteOnce):

volumeClaimTemplates:
- metadata:

name: www

spec:
accessModes: [ "ReadWriteOnce" ]
resources:
requests:
storage: 1Gib

BbinonHeHne knactepa Cassandra B Kubernetes

B aToMm pasjesie MbI TIOPOOHO PACCMOTPUM MACHITAOHBIE TPUMEP TOATOTOBKHU KJIacTepa
Cassandra gus paborer ¢ Kubernetes. ITpoext naxopures 1o ajapecy https://github.com/
kubernetes/kubernetes/tree/master/examples/storage/cassandra.

Jltst Havasia mosHakoMuMcst ¢ crcreMoit Cassandra u ee XapakTepPHBIMU YePTaMH,
a 3aTeM II0IIaroBO IPOIIEeMCA 10 IIPOIleCCy ee HAaCTPOMKU U 3allyCKa, UCIIOJIb3Ys He-
KOTOPbIE METOJUKU U CTPATEIUHU, PACCMOTPEHHDIE B IIPE/bILYIIEM pasjieie.

KpaTkoe BBeaeHue B Cassandra

Cassandra — aT0 pacmpe/esieHHoe cTOIOYATOE XPAHUITUIIE, M3HAYATHHO PACCYUTAHHOE
Ha Gosbiive Aanbie. OHO OTIUYAETCS BBICOKOH CKOPOCTBIO, HAJIEKHOCTBIO (HET e/~
HOU TOYKU OTKa3a), I0OCTYITHOCTHIO U CIIOCOOHOCTHIO K IMHEHHOMY MaCIITaOuPOBAHUIO.
A Takke MOJIEPKIBACT PasMellleHNe B HECKOIBKIX BBIYMCIUTEIbHBIX IIeHTPaX. Bee
9TO IOCTUTAETCST 32 CUET KPUCTATBHO YETKOM CIIEIMATM3AIIH, TIATETHHON pazpaboTku
HO/IEPKUBAEMBIX (DYHKIHIT U, 4TO HE MEeHee BasKHO, OTCEYEHHUs JIUITHUX BO3MOKHO-
creil. B cBoeil npeapiaylieil kKomnanuu s paborai ¢ kaacrepom Kubernetes, kotopbiit
ucrosbzoBai Cassandra B KauecTBe OCHOBHOTO XPaHUJIUIIA JIJIsT TOKa3aHUI TaTINKOB
(okoio 100 T6aiit). Cassandra pacrpesesnsier ganubie 1o Habopy (KOJIbILY) y3JI0B, IPU-
MeHsIs aITOPUTM pacnpedenenivix xeur-maoauy, (distributed hash table, DHT). ¥Yaint
ob1aioTess Mexky coboii 1o MPOTOKOJLY g0ssip, YTOObI OBICTPO HOJIYYUTD CBEAeHUs 00
o011eM cocToSTHIY KJactepa (Kakue 4acTH KIacTepa MOAKIIOYIINCH, OTKIIOYIINCH
wn HepoctymHer). Cassandra MOCTOSIHHO YITOTHSIET TaHHbIE U GaTaHCUPYET KIacTep.
O6b1uHO MHGOPMATINST PETTUITUPYETCS IS IOCTHKEHHST U3OBITOUHOCTH, YCTONUMBOCTH
u BbicoKo# soctyrrocTr. C Touku 3perust pazpadorurka Cassandra OTJIMYHO TTOXOUT
JUTSE XPaHEHUST BDEMEHHBIX PSIIOB U MTPEAOCTABIISIET MOJIE]b, B KOTOPOH JIJIST KasKI0TO
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3a1poca MOXKHO YKa3bIBaTh CBOM yYPOBEHb COTJIACOBAHHOCTU. JTO UJIEMIIOTEHTHOE XPa-
Husmie (KpaiiHe BaKHOE CBOICTBO /ISt paciipeie/leHHOi 6a3bl JaHHbIX ), TO €CTh 3alIUCH
MOKHO BCTaBJISITh U OGHOBJISITH 110 HECKOJIBKY Pas.

Ha puc. 8.1 nmokasana crpykrypa kiactepa Cassandra. O6paTiite BHUMaHME Ha TO,
KaK KJIMeHThI 00palaioTcs K IIPOU3BOJIbHBIM Y3JaM 1 KaK UX 3allPOChI aBTOMATUYECKU
HAIPaBJISIOTCS K Y3J1y C HY>)KHBIMU JIAHHBIMU.

Pennunka

Pennuka

Puc. 8.1

Docker-obpas Cassandra

Yrober passepuyTh Cassandra B Kubernetes, monago6utrcst crermaibiblii o6pas Docker.
ITO BasKHBII HIOAHC, TOCKOJIBKY TaK MbI CMOKeM HcIob3oBaTh Kubernetes st orcie-
skmBanns noaos Cassandra. O6pas jocTyiieH 1o azpecy github.com/kubernetes/kubernetes/
tree/master/examples/storage/cassandra/image.

Paccmorpum kirouesbie yuactku Docker-aiina. O6pas ocioad Ha Ubuntu Slim:

FROM gcr.io/google_containers/ubuntu-slim:0.9

JobGaBum u ckonupyeMm HeoOXxoauMble daiinpl (Cassandra.jar, pasJudHble KOH-
dburypanuonHbie (hailiibl, CKPUIITHI /IS 3aIlyCKa 1 MOHUTOPUHTA), CO3/aIUM KaTaJior,
B kotopoM Cassandra Oyzer xparuthb cou Tab il (SSTable), u moak0UNM €ro:

ADD files /

RUN set -e & echo 'debconf debconf/frontend select Noninteractive' |
debconf-set-selections \

&8& apt-get update && apt-get -qq -y --force-yes install --no-
installrecommends

\
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openjdk-8-jre-headless \
libjemallocl \
localepurge \
wget &% \
mirror_url=$( wget -q -0 -
http://www.apache.org/dyn/closer.cgi/cassandra/ \
| sed -n 's#.*href="\(http://.*/cassandra\/[~"]*\)".*#\1#p"' \
| head -n 1 \
)\
&& wget -q -0 - ${mirror_url}/${CASSANDRA_VERSION}/apache-cassandra-
${CASSANDRA_VERSION}-bin.tar.gz \
| tar -xzf - -C /usr/local \
&& wget -q -0 -
https://github.com/Yelp/dumb-init/releases/download/v${DI_VERSION}/dumb-ini
t_${DI_VERSION}_amd64 > /sbin/dumb-init \
&& echo "$DI_SHA /sbin/dumb-init" | sha256sum -c - \
&& chmod +x /sbin/dumb-init \
&& chmod +x /ready-probe.sh \
&& mkdir -p /cassandra_data/data \
&& mkdir -p /etc/cassandra \
&& mv /logback.xml /cassandra.yaml /jvm.options /etc/cassandra/ \
&& mv /usr/local/apache-cassandra-${CASSANDRA_VERSION}/conf/cassandraenv.
sh /etc/cassandra/ \
&& adduser --disabled-password --no-create-home --gecos '' --disabled-
login cassandra \
&& chown cassandra: /ready-probe.sh \

VOLUME ["/$CASSANDRA_DATA"]

OTkpoeM BazkHble TOPTHI s goctyia K Cassandra u jist Toro, 4To6bI Y316l MOIJIN
o01aThCs MesKLy CoOOI 110 TIPOTOKOJLY gOSSip:
# 7000: intra-node communication
# 7001: TLS intra-node communication
# 7199: IMX

# 9042: CQL
# 9160: thrift service

EXPOSE 7000 7001 7199 9042 9160

B koH1ie BbITOJHUM CJIeIyI0NyI0 KOMaH/1y, OCHOBaHHYIO Ha dumb-init — mpocToit
crcTeMe MHUIMATU3aIiu KoHTeitnepos ot Yelp. B utore 6yzer sanyiieH ckpurr run. sh:

CMD ["/sbin/dumb-init", "/bin/bash", "/run.sh"]

Conepskumoe ckpunra run.sh. CKpunr run.sh Tpebyer HEKOTOPBIX HABBIKOB
paboThl ¢ KOMaHIHOI 000JI0UKOM, HO PE3yJIbTAaT €ro MPUMEHEHMs ONPAaBAbIBAET BCE
yeusust. Docker 1103BoJIsteT 3amyckarh TOJIBKO OAHY KOMaH/LY, II09TOMY, ECJIH Y BaC €CTh
CJIOJKHBIE TIPUJIOKEHUS, BAXKHO UMETh CKPUIIT 3aITyCKa, KOTOPBIN TTOJITOTOBUT CPELY
JUISL UX BBIIOJIHEHWs. B nannom ciaydae o6pas mojjep:KuBaeT HeCKOJIbKO BApUAHTOB
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passeprbiBanus (StatefulSet, korrposuiep pernkannun, DaemonSet), 0 KOTOPBIX Mbl
MOTOBOPUM TO3JKe, I UX BBIGOPA B CKPUIITE 3aIyCKa 3a/eiCTBYIOTCS TIepeMEHHbBIE
OKPY KCHHUS.

[l Havasma ykakeM HEKOTOpbIE JIOKAJIbHBIE TlepeMeHHbIe B KOH(UTYPAIIMOHHOM
(aiie Cassandra /etc/cassandra/cassandra.yaml. [lepemenHast CASSANDRA_CFG GyjieT
HCIOJIb30BATHCSA B OCTAIBHON YaCcTH CKPUTITA:

set -e
CASSANDRA_CONF_DIR=/etc/cassandra
CASSANDRA_CFG=$CASSANDRA_CONF_DIR/cassandra.yaml

B pernenusix Ha octoe StateFulSet BMecTo CASSANDRA_SEEDS OIpe/ieisieTCsI repe-
MeHHasd HOSTNAME:

# we are doing StatefulSet or just setting our seeds
if [ -z "$CASSANDRA_SEEDS" ]; then

HOSTNAME=$ (hostname -f)
Fi

3areM UJeT JJIMHHBIHM CIIMCOK IIepeMEHHBIX CO 3HAaUeHUSMU 110 YMOJIYaHUIO B (hopMa-
Te ${VAR_NAME : - <3HaueHue}. B mepByio ouepeib ncnosb3yercs nepeMeHHas VAR_NAME,
ecJiu ee HeT, Gepercst cTaHAapTHOE 3HAUEHHeE.

Cunrakcuc ${VAR_NAME : =<3HayeHue} ZleJaeT TO Ke caMoe, HO €CJIU TlepeMeHHOM
He CYIIECTBYET, CO3/IaeT ee C 33/JaHHBIM 3HAUCHUEM.

Iasee mpuMeHsioTCst 062 BApHaHTa:

CASSANDRA_RPC_ADDRESS="${CASSANDRA_RPC_ADDRESS:-0.0.0.0}"
CASSANDRA_NUM_TOKENS="${CASSANDRA_NUM_TOKENS:-32}"
CASSANDRA_CLUSTER_NAME="${CASSANDRA_CLUSTER_NAME:="'Test Cluster'}"
CASSANDRA_LISTEN_ADDRESS=${POD_IP:-$HOSTNAME }
CASSANDRA_BROADCAST_ADDRESS=${POD_IP: - $HOSTNAME }
CASSANDRA_BROADCAST_RPC_ADDRESS=${POD_IP:-$HOSTNAME }
CASSANDRA_DISK _OPTIMIZATION_STRATEGY="${CASSANDRA_DISK OPTIMIZATION_STRATEGY:
-ssd}"
CASSANDRA_MIGRATION_WAIT="${CASSANDRA_MIGRATION WAIT:-1}"
CASSANDRA_ENDPOINT_SNITCH="${CASSANDRA_ENDPOINT_SNITCH:-SimpleSnitch}"
CASSANDRA_DC="${CASSANDRA_DC}"
CASSANDRA_RACK="${CASSANDRA_RACK}"
CASSANDRA_RING_DELAY="${CASSANDRA_RING_DELAY:-30000}"
CASSANDRA_AUTO_BOOTSTRAP="${CASSANDRA_AUTO_BOOTSTRAP: -true}"
CASSANDRA_SEEDS="${CASSANDRA_SEEDS:false}"
CASSANDRA_SEED_PROVIDER="${CASSANDRA_SEED_PROVIDER:-org.apache.cassandra.
locator.SimpleSeedProvider}"
CASSANDRA_AUTO_BOOTSTRAP="${CASSANDRA_AUTO_BOOTSTRAP:false}"

# OTkAwYeHue asTopusauuu IMX
CASSANDRA_OPEN_JMX="${CASSANDRA_OPEN_JMX: -false}"
# MNepepaya GC Ha STDOUT
CASSANDRA_GC_STDOUT="${CASSANDRA_GC_STDOUT: -false}"
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3arem HIET pa3/ieJl, B KOTOPOM BC€ IIEPEMEHHBIEC BbIBO/IATCA Ha 9KPaH. S,ZIGCI) pun-
BE€ICHbI JINIITb HECKOJIBKO CTPOYEK:

echo Starting Cassandra on ${CASSANDRA_LISTEN_ADDRESS}
echo CASSANDRA_CONF_DIR ${CASSANDRA_CONF_DIR}

Caenyrwormmuii paszues oueHb BaskeH. 11o ymosuanuio Cassandra ucrnosib3yer ctpa-
teruto simple snitch, koropas HuYero He 3HaeT O CEPBEPHBIX CTOMKAX M BHIUMCJIU-
TEJIBHBIX TIEHTPAX. DTO He CaMblil JYUIIUil MOAX0/ K paboTe ¢ pacupeneieHHbIMU
KJIacTepaMH.

Cassandra yuursiBaer usnyeckoe pasMenieHre y3jaoB BILIOT [0 CEPBEPHOI
CTOMKHU U MOKET OITUMHU3UPOBATH U3OBITOYHOCTD U BBICOKYIO JIOCTYITHOCTD. JIJist 5TOT0O
HaJJTeKAMMUM 06Pa30M OTPAHUYUBAETCST B3aUMOIEUCTBIE MEK/Y BBIYUCIUTETbHBIMU
IeHTPaMu:

# if DC and RACK are set, use GossipingPropertyFileSnitch
if [[ $CASSANDRA_DC &% $CASSANDRA_RACK ]]; then
echo "dc=$CASSANDRA_DC" > $CASSANDRA_CONF_DIR/cassandra-rackdc.properties
echo "rack=$CASSANDRA_RACK" >> $CASSANDRA_CONF_DIR/cassandra-
rackdc.properties
CASSANDRA_ENDPOINT_SNITCH="GossipingPropertyFileSnitch"
fi

Basknyto poJib urpaer ynpasieHue 1mamsTbio. Bbl MokeTe onpeiesinTb MaKCUMaJIb-
HBII pazmep Kyun, uto6bl xpanumuiie Cassandra He Hauano cOpachiBaThCS Ha IUCK:

if [ -n "$CASSANDRA_MAX_HEAP" ]; then
sed -ri "s/A(#)?-Xmx[@-9]+.*/-Xmx$CASSANDRA_MAX_HEAP/"
"$CASSANDRA_CONF_DIR/jvm.options"
sed -ri "s/~(#)?-Xms[©-9]+.*/-Xms$CASSANDRA_MAX_HEAP/"
"$CASSANDRA_CONF_DIR/jvm.options"
fi

if [ -n "$CASSANDRA_REPLACE_NODE" ]; then
echo "-Dcassandra.replace_address=$CASSANDRA_REPLACE_NODE/" >>
"$CASSANDRA_CONF_DIR/jvm.options"
fi

Wndopmanms o cTolikax U BBIYUCIUTETHHBIX TIEHTPAX XPAHUTCA B IIPOCTOM Java-
(aiine properties:

for rackdc in dc rack; do
var="CASSANDRA_${rackdc ~}"
val="¢{!var}"
if [ "$val" ]; then
sed -ri 's/~('"$rackdc"'=).*/1 '"$val"'/' "$CASSANDRA_CONF_DIR/
cassandrarackdc.properties"
fi
done

Citenytotiuii pasjiesi IPOXOUTCS 110 BCEM OIIPeJieJIeHHbIM PaHee epeMeHHbIM, Ha-
XOJIUT MOJAXO/ISAIINE KJITIOUU B KOH(MDUTYPAITMOHHBIX (haiiiax Cassandra.yaml u repesa-
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MUChIBaeT UX. barogapst aToMy Kask/blii KOH(DUTYpaIMOHHbBIN (hailsr TTOACTPpanBaETCs
Ha JIeTy HeToCPe/ICTBEHHO Tiepes 3amyckom Cassandra:

for yaml in \
broadcast_address \
broadcast_rpc_address \
cluster_name \
disk_optimization_strategy \
endpoint_snitch \
listen_address \
num_tokens \
rpc_address \
start_rpc \
key_cache_size_in_mb \
concurrent_reads \
concurrent_writes \
memtable_cleanup_threshold \
memtable_allocation_type \
memtable_flush_writers \
concurrent_compactors \
compaction_throughput_mb_per_sec \
counter_cache_size_in_mb \
internode_compression \
endpoint_snitch \
gc_warn_threshold_in_ms \
listen_interface \
rpc_interface \

; do
var="CASSANDRA_${yam1~~}"
val="¢{!var}"

if [ "$val" ]; then

sed -ri 's/A(# )?('"$yaml"':).*/\2 '"$val"'/' "$CASSANDRA_CFG"
fi

done

echo "auto_bootstrap: ${CASSANDRA_AUTO_BOOTSTRAP}" >> $CASSANDRA_CFG

Cremyromuii pas/iest MOCBSIIEH Ope/ieJIeHNIo TTpoBaiiepa (-0B) paciipocTpaHeHNs
B 3aBUCUMOCTH OT criocoba passeprbiBanus (StatefulSet nau ner). Janee nokasan He-
GOJIBIION TIPUEM, KOTOPBIN MO3BOJISIET TIEPBOMY MOy HAYaTh PACIPOCTPAHITH CAMOTO
cebs:

# CamopacnpocTpaHeHue. ITO HYXHO cAenaTb TONbKO ANS NepBOro noja;
# Bce OCTa/bHble CMOTYT MONYy4YuTb 06beKkTbl seed OT MpoBaiiepa pacrnpoCcTpaHeHUs .

if [[ $CASSANDRA_SEEDS == 'false' ]]; then

sed -ri 's/- seeds:.*/- seeds: "'"$POD_IP"'"/' $CASSANDRA_CFG
else # if we have seeds set them. Probably StatefulSet

sed -ri 's/- seeds:.*/- seeds: "'"$CASSANDRA_SEEDS"'"/' $CASSANDRA_CFG
fi

sed -ri 's/- class_name: SEED_PROVIDER/- class_name:
' "$CASSANDRA_SEED_PROVIDER"'/' $CASSANDRA_CFG
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3a HUM WET pas/es, B KOTOPOM BBIOUPAIOTCS] BAPUAHTHI YAAJICHHOTO YITPABICHUST
u JMX-mouurtopunra. CoKHbIE pacIpe/ieJieHHbIE CHCTEMBI HYKAAIOTCST B TIOXOSATINX
MexaHusMax agmuHucTprpoBanust. Cassandra mojyiepsKUBaeT MUpPOKO PacpoCTPaHeH-
wbiit crangapt JMX (Java Management Extensions):

# HanpaBnsem c6opuuk mycopa B stdout
if [[ $CASSANDRA_GC_STDOUT == 'true' ]]; then
sed -ri 's/ -Xloggc:\/var\/log\/cassandra\/gc\.log//"'
$CASSANDRA_CONF_DIR/cassandra-env.sh
fi

# NosBonsem RMI u JIMX pa6oTaTb Ha OAHOM MopTe
echo "JVM_OPTS=\"\$JVM_OPTS -Djava.rmi.server.hostname=$POD_IP\"" >>
$CASSANDRA_CONF_DIR/cassandra-env.sh

# Mony4aem npepynpexaeHua c nomowbi Migration Service

echo "-
Dcassandra.migration_task_wait_in_seconds=${CASSANDRA_MIGRATION_WAIT}" >>
$CASSANDRA_CONF_DIR/jvm.options

echo "-Dcassandra.ring_delay_ms=${CASSANDRA_RING_DELAY}" >>
$CASSANDRA_CONF_DIR/jvm.options

if [[ $CASSANDRA_OPEN_JMX == 'true' ]]; then
export LOCAL_JMX=no
sed -ri 's/ -Dcom\.sun\.management\.jmxremote\.authenticate=true/ -
Dcom\.sun\.management\.jmxremote\.authenticate=false/"'
$CASSANDRA_CONF_DIR/cassandra-env.sh
sed -ri 's/ -
Dcom\.sun\.management\.jmxremote\.password\.file=\/etc\/cassandra\/jmxremot
e\.password//' $CASSANDRA_CONF_DIR/cassandra-env.sh
fi

Haxowerr, ykaskeMm JAR-aiin Cassandra B CLASSPATH 1 3aIlyCTHM €r0 B UHTEPAKTHB-
HOM peskuMe (He B BUjie IEMOHA) OT uMeHH noJsib3oBatesst Cassandra:

export CLASSPATH=/kubernetes-cassandra.jar
su cassandra -c "$CASSANDRA_HOME/bin/cassandra -f"

NHuTerpauns Kubernetes n Cassandra

Unrerpanus cuctem Kubernetes n Cassandra tpebyeT onpegeieHHbIX YCUINUH, TT0-
CKOJIbKY MOCJIEHSS CIENMaabHO pa3zpabaThiBaiach Ui TOTO, YTOOBI OBITH MaKCH-
MaJbHO aBTOHOMHOU. MbI XoTuM, uTo6bI Kiactep Kubernetes cmor mogkmioyarsest
B HYKHBIII MOMEHT U NPEJOCTABIATh BO3MOKHOCTD aBTOMATHYECKOTO Mepe3alycKa
HEHCTIPABHBIX Y3JI0B, MOHUTOPUHTA, BiiesieHust o108 ¢ Cassandra BHYTPHU U UX YHU-
dukaryu ¢ apyrumu nogamu. Cassandra — ciokHas TaathopMa ¢ pasBeTBICHHBIME
cpencTBaMu yrpassennd. OHa 1ocTaBiseTcss BMecTe ¢ KOHMOUTYpallnoHHbIM (aiiaom
Cassandra.yaml, Bce TapaMeTpbl KOTOPOTO TEPEOTIPEAEIIIOTCS C TOMOIIBIO ITePeMeH-
HBIX OKPY’KCHUSL.
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MNMoapobHo o kKoHdMrypaumm Cassandra

JlBa mapamerpa, KOTOpPbIE HAC MHTEPECYIOT OOJIbIIIE BCErO, — 3TO MPOBaiiep pacipo-
cTpatenus u crparerus snitch. TIposaiizep pacipocrpaneHnst oTBeYaeT 3a MyOJINKAIIIO
crincka [P-azmpecoB ysi1oB B kiactepe. Kask/iblit HOBbII y3eJI TIOAK/IIOUAETCS K OJIHOMY U3
poBaiiziepoB (OOBIYHO UX HE MEHbIIIE TPeX) U OOMEHUBAECTCS ¢ HUM HH(popMaIueil 00
OCTAJIBHBIX y3JIaX B KJacTepe. DTH CBEJIEHUs TOCTOSTHHO OOHOBJISIIOTCSI U PACIIPOCTPa-
HATIOTCS MEK/LY Y3JIaMU 110 TTPOTOKOJTY gOSSip.
[To ymosruanuio mpoBaliiep paclpocTpaHeHUS yKa3biBaeTcs B Cassandra.yaml
B BUjie OOBIYHOTO cTaTuecKkoro ciucka IP-aapecos. B jaHHoM ciiydae 9T0 BCEro JinIib
JIOKQJIbHBIN ceTeBoii nurepdeiic:
seed_provider:
- class_name: SEED_PROVIDER
parameters:

# Cnucok ajjpecoB y3J10B pa3gendaeTcd 3anATbiMU,

# Hanpumep: "<ipl>,<ip2>,<ip3>"

- seeds: "127.0.0.1"

Eite oxun BaskHBII apaMeTp — crpaTerus snitch. OHa umeer Be GyHKIINU:

QO npenocrasisier Cassandra cBelieHUs O TOIOJOIMK CETH, J0CTaTOUHbIe st ddeK-
TUBHOI MapHIPyTU3AIUU 3aIIPOCOB;

O nossossger Cassandra pacipocTpaHaTh PEIIMKH [0 KJIACTEPY, 4TOObI N30eKaTh Lell-
HbIX c00€eB. [IJ151 9TOr0 y3JIbl IPYIIIUPYIOTCA [0 CEPBEPHBIM CTOIKaM (He 00s3aTeIbHO
(usnuecknum) u BoruncaUTENbHBIM IeHTpaM. Cassandra gesraeT Bee 11t TOro, 4ToObI
Ha OHOM M TOIi JKe CTOoliKe OBLIO He OOJIbIIe OMHOM PEILIUKN.

Heckosbko crpaternii snitch sxoaar B crangapTayto nocrasky Cassandra, ogHako
HU OJIHA U3 HUX He yMmeeT paborath ¢ Kubernetes. TTo ymouannio ykasan mapamerp
SimpleSnitch, HO €ro MOKHO IIePEOPeIeIUTD:

# Bbl MOXeTe MCMosb30BaTb HEeCTaHAapTHYHW CTpaTerumw, ykKa3aB NoJIHOe UMA K/acca

# snistch (monxeH HaxoauTbCA B Baweil co6CTBEHHON nepemeHHoi classpath).
endpoint_snitch: SimpleSnitch

CobCTBEHHBIN NpoBaMAep pacnpoCcTpaHeHMs

Korza Cassandra samyckaercst Buytpu Kubernetes, ee y3i1bl, B TOM 4ncJie y3Jbl pactipo-
CTpaHeHUs, BBITIOJIHSIIOTCS B BUJIE MIOIOB M MOTYT TiepeMeniatbcest. /171 aToro nmposaiinep
pacIpocTpaHeHts H0JKeH B3auMozeiictsosaTh ¢ API-cepsepom Kubernetes.

Hanee npusogurcst HeboIBbIION (parMenHT Java-Kiaacca KubernetesSeedProvider,
KoTopbiil peasusyer API SeedProvider, npunagiexamuii Cassandra:

public class KubernetesSeedProvider implements SeedProvider {
¥
* Bbi3biBaem Kubernetes API,

* 4yTO6bl COCTaBUTb CMUCOK MPOBAAEPOB pacnpoCcTpaHeHus
*/
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public List<InetAddress> getSeeds() {
String host = getEnvOrDefault("KUBERNETES_PORT_443 TCP_ADDR",
"kubernetes.default.svc.cluster.local");

String port = getEnvOrDefault("KUBERNETES_PORT_ 443 TCP_PORT", "443");

String serviceName = getEnvOrDefault("CASSANDRA_SERVICE",
"cassandra");

String podNamespace = getEnvOrDefault("POD_NAMESPACE", "default");

String path = String.format("/api/vl/namespaces/ %s/endpoints/",
podNamespace);

String seedSizeVar = getEnvOrDefault("CASSANDRA_SERVICE_NUM_SEEDS",

Integer seedSize = Integer.valueOf(seedSizeVar);
String accountToken = getEnvOrDefault("K8S_ACCOUNT_TOKEN",
"/var/run/secrets/kubernetes.io/serviceaccount/token");
List<InetAddress> seeds = new ArrayList<InetAddress>();

try {
String token = getServiceAccountToken(accountToken);

SSLContext ctx = SSLContext.getInstance("SSL");
ctx.init(null, trustAll, new SecureRandom());

String PROTO = "https://";

URL url = new URL(PROTO + host + ":" + port + path +serviceName);

logger.info("Getting endpoints from " + url);

HttpsURLConnection conn = (HttpsURLConnection)url.openConnection();

conn.setSSLSocketFactory(ctx.getSocketFactory());

conn.addRequestProperty("Authorization", "Bearer

ObjectMapper mapper = new ObjectMapper();

Endpoints endpoints = mapper.readvValue(conn.getInputStream(),
Endpoints.class); }

+ token);

¥

return Collections.unmodifiablelList(seeds);

}

CospaaHue Heynpasnsiemoro cepsuca Cassandra

"8");

Heymnpasisiemslii cepBuc mossoJisier kaneHTam B kaactepe Kubernetes nmogxioyarsbest
k Cassandra uepes cranmaptubiii Mexanuam Kubernetes, KoTopsrit He TpeGyeT oTCIexn-
BaTh MOJTMHHOCTD Y3JI0B B CETH M Pa3MEIaTh Mepejl HUMU GalaHCUPOBIIUK HATPY3KH.

Kubernetes gesaer Bce 970 aBTOMATHYECKH C TIOMOIIBIO CBOUX CEPBUCOB.
Jlasiee nokasan KoH(UTypaIrmOHHbIH (aiir:

apiVersion: vi
kind: Service
metadata:
labels:
app: cassandra
name: cassandra
spec:
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clusterIP: None
ports:

- port: 9042
selector:

app: Cassandra

CenexTop app: Cassandra fieJlaeT yoacTHUKaMu cepBrca Bee moanl. Kubernetes
COB/IACT 3AITHCH JIJIT KOHEYHBIX Touek, a DNS BepHeT 3ammuch, J0CTYITHYIO 7151 06Hapy-
xkenust. [Tosie clusterIP paBHO None, 9TO O3HAYAET, YTO CEPBUC OY/IET HEYIIPABIISIEMbIM
u Kubernetes He ctaner 3anuMaTbest GaJaHCUPOBKOU HATPY3KU WJIA MIPOKCHUPOBa-
HueM. JTO BaKHO, TOCKOJIBKY B Cassandra y3,bl B3anMOIEHCTBYIOT MeKAY cob0it
HAIPSIMYIO.

[Topr 9042 3aneiictByercst B Cassandra ajist o6cayskusarust CQL-3a1pocoB, Takux
KaK MOWCK, obaBiieHre,/06HOBIeHHEe (Tak Ha3biBaeMast OTIEPAITUS Upsert, KoTopas 6o
N00ABIISIET HOBYIO 3ATNCh, TNOO OOGHOBIISET yiKe CYIECTBYIONIYIO) U yAATeHIE.

Mcnonb3oBaHue KoHTposniepa StatefulSet
Ans cosgaHms knactepa Cassandra

O6bsasienue konrpoJuiepa StatefulSet — nerpuBnasibHas 3azada. 10, BEPOSATHO, CAMbBII
coskHbIii pecype B Kubernetes. OH cocTouT U3 MHOKECTBA YacTeil: CTaHAAPTHBIX MeTa-
JAQHHBIX, CTenMUKAIE KOHTPOJLIEpa, MabIoHa moga (KOTOPBIN 4acTo U caM JI0BOJIbHO
CJIOKEH ) ¥ 1abJI0HOB 3allpAIliBAHIS TOMOB.

Coxepsxumoe kondurypanuonnoro daiiza StatefulSet. Illar 3a marom pacecmo-
TpuUM TpuMep KoHburypannonHoro daiina StatefulSet, koTopoiii 00bsIBIIsIET KIacTEp
Cassandra, cOCTOATINI U3 TPEX Y3JI0B.

CHavajia WAyT cTaHAapTHbIe MeTaganHbie. OOpaTuTe BHUMaHUE HA TO, YTO TIOJIE
apiVersion paBHo apps/v1l (B Bepcun Kubernetes 1.9 konrposiep StatefulSet cran
001IE0CTYITHBIM):
apiversion: "apps/v1i"
kind: StatefulSet

metadata:
name: cassandra

B crietuuranuu StatefulSet onpeessiiorest uMst HEYIIPABJISIEMOTO CEPBUCA, KOJIH-
4ecTBO MO/0B (Tosie replicas), KOTOPBIE B HETO BXOMAT, ¥ MmabIoH moga (0 HeM 4yTh
mo3sKe):
spec:

serviceName: cassandra
replicas: 3
template: ...

TepmuH replicas He OY€Hb MOAXOAUT JJIS TIOJIOB, TIOCKOJIbKY OHU HE SIBJISIIOTCS Pe-
[JTMKAMU TI0 OTHOTIEHUIO APYT K Apyry. OHu uMeoT o6Inil mabJioH, HO B IEJIOM OT-
BEYAIOT 3a Pa3Hble YUACTKU COCTOSHUST U UMEIOT pasHble uaeHTrdGukatopsr. [Tytanuiry

yeyrybusier Tot daxr, uto B Cassandra replicas Ha3bIBaIOT IPYIIIBI Y3JI0B, KOTOPBIE
IyO6IUPYIOT ONMpeeeHHBIH YIaCTOK COCTOSTHYS, HO He SIBISIOTCS WAEHTUIHBIM,
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MTOCKOJTbKY KaK/IbIil M3 HUX MOJKET YIIPABJISTH JIOMOJHUTEIbHBIM COCTOSTHUEM. S Havas
Ha GitHub ob6cysxaenue ¢ npemioxkeHneM H3MEHITh Ha3BaHUE TOTO MOJIS ¢ replicas
Ha members: github.com/kubernetes/website/issues/2103.

[TTa6J10H 1014 COAEPKUT OJUH KOHTEIHEDP, OCHOBAHHBINA Ha MOAUDUITNPOBAHHOM
o6pase Cassandra. Bor kak OH BbITJISIUT:

template:
metadata:
labels:
app: cassandra
spec:
containers: ...

Crienudukarnmst KOHTETHEPA COCTOUT U3 HECKOJIBKUX BA)KHBIX yacTeil. BHauase umyT
110JIs1 name 1 image, KOTOPbIE€ Mbl PACCMAaTPUBAJIM PaHEE:

containers:
- name: cassandra
image: gcr.io/google-samples/cassandra:v12
imagePullPolicy: Always

[[a]IbI_He OIIpeAeJIAIOTCA pa3HbI€ ITOPThI, KOTOPbI€ NCITOJb3YIOTCA y3J1aMn Cassandra
JUIST BHEIITHUX 1 BHYTPEHHUX KOMMyHI/IKalH/If/,Il

ports:

- containerPort: 7000
name: intra-node

- containerPort: 7001
name: tls-intra-node

- containerPort: 7199

name: jmx
- containerPort: 9042
name: cql

B pasmere resources OTPeESIOTCS TTapaMeTPhI MPOTIECCOPA U TIAMSITH, He0HXO0-
JIMMble KOHTeliHepy. ITO OUeHb Ba)KHO, TOTOMY UTO MOJCUCTEMA YIIPABJICHUSI Xpa-
HUJIMIIEM He JI0JKHA CTAHOBUTHCS Y3KMM MECTOM M3-32 HEXBATKN BBIYUCJIUTEIbHBIX
pecypcos:

resources:
limits:
cpu: "500m"
memory: 1Gi
requests:
cpu: "500m"

memory: 1Gi

CassandniTpe6yerﬂOCTyH31<IPC,KOTopbﬁi3aHan1HBaeTCﬂ,KOHTeﬁHepowlqepes
noJie capabilities B KOHTeKCTe 6€30IIACHOCTH:

securityContext:
capabilities:
add:
- IPC_LOCK
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B pasnese env ommceIBalOTCS IepeMEHHbBIE OKPYIKEHNUs, IOCTYITHbIE BHYTPH KOHTEH -
Hepa. Jlasiee TPUBOAUTCS YACTHYHBII CITUCOK TEX U3 HUX, KOTOPbIE SIBJISIOTCST 00sI3aTeb-
HbiMU. [lepeMerHO# CASSANDRA_SEEDS TIPUCBAMBAETCST UMST HEYIIPABJISIEMOTO CEPBUCA,
9ro6bI IpH 3amycke y3es Cassandra cMOT TIOJKITIOUUTECST K TTPOBaiiiepy 0OHAPYKEHST
U TIOJIYYUTH CBeJleHust 060 BCeM Kiactepe. 3aMeThTe, 4TO B JIaHHON KOHMUTyparm
He UCTIOTB3YeTCsl CIEUATBHBIN TpoBaiizep obHapyskenus Kubernetes. Crour o6patuth
BHUMaHIE 1 Ha TIepeMeHHYI0 POD_IP, 3HAU€HIe KOTOPOII MPHCBAUBAETCS Ye€Pe3 CChLIKY
B 1oJie status.podIP ¢ npuMenenreM Downward API:

env:
- name: MAX_HEAP_SIZE
value: 512M
- name: CASSANDRA_SEEDS
value: "cassandra-©.cassandra.default.svc.cluster.local”
- name: POD_IP
valueFrom:
fieldRef:
fieldPath: status.podIP

Konreiinep BbIoJHSET TAKKe IPOBEPKY FOTOBHOCTH, 4T00bI y3es Cassandra He 110-
JIydasl HUKaKUX 3aIIPOCOB, IIOKA TTIOJHOCTHIO He 3aITyCTUTCS:

readinessProbe:

exec:

command:

- /bin/bash

- -C

- /ready-probe.sh
initialDelaySeconds: 15
timeoutSeconds: 5

ECTQCTBBHHO, RjacTepy Cassandra HYXHO YUTaTb U 3allUCbIBATh /ITaHHbIC. Towm
cassandra-data Mo/IK/II0YaeTCsa B COOTBETCTBUM CO CBOMM MECTOIIOJIOKEHUEM:

volumeMounts:
- name: cassandra-data
mountPath: /cassandra_data

Ha stom crienudukarust konreitnepa 3aBepiiena. OcTascs TOJbKO 3a1poc Ha Mo
KJIIoueHue ToMa. B 1aHHOM ciryuae mpuMeHsieTcst InHaMudeckoe Bbienenue. st xpa-
numima Cassandra, 0coGeHHO 17151 Ky pHAJIa, HACTOSITEIbHO PEKOMEH/LY€ETCsI HCIIOJIh30-
BaTh SSD-nucku. B namem mpumepe 3anpaninBaeTcs XpaHUININe pa3MepoM 1 Gi.
MetozoM 11pob 1 OIMOOK s IIPUILEST K BBIBOLY, UTO MeaabHbII pasMep yaia Cassandra —
1—2 T6aiir. [eno B ToMm, uto B Cassandra IpoMCcXOANT aKTUBHOE YILIOTHEHIE JAHHbBIX
C OBTOPHOIT GaaHcHPOBKOiL. [Ipy nsMeHeHny KOHGUIypaIMK KIacTepa IPUXOIUTCS
JKIATh, TOKA JaHHBIE He cOaNaHCUPYIOTCs Ha/lesKaliM 00pasoM: OTKIIOUEHHOMY Y31y
HY’KHO pacIpelesiuTh CBOe COAEPKUMOE, a HOBBIN y3eJ A0JKeH ObITh HAIIOJHEH.
g aToro kaacrepy Cassandra Tpebyercss MHOrO MecTa Ha Aucke. PexoMeHmyercs
OCTaBJISATH CBOOOAHBIM 0K0JI0 50 % AMCKOBOTO IPOCTPAHCTBA. A ¢ YUETOM PerlIMKaluu
(06BIYHO x3) BMECTUMOCTD XPaHUJIUIIA CIIOCOOHA PEBBIIIATh 00bEM JaHHBIX B IECTh Pas.
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B 3aBUCHMOCTH OT Balllero aBaHTIOpU3Ma U IIPeabaBJIsieMbIX TpeboBaHmii cBOOOIHOE
MecTO MOKHO orpanuuutb 30 % u 06oiiTuch ABOIHOI perrkaieil. Ho ero He T0KHO
ObiTh Menbite 10 % gajke Ha OTAEIBHO B3ATOM yaiie. Kak g y3Has u3 coOCTBEHHOTO OIIbI-
Ta, B 9ToM caydae Cassandra mpocTo 3acronoputcst u 6e3 MPUHATHS KPalHUX Mep ee
y3JIbl HEe CMOIYT YIJIOTHUTH ¥ IIOBTOPHO COAIAaHCUPOBATH JaHHbIE.
B xauecTBe pexxuMma 10CTyIIa, €CTECTBEHHO, YKa3aH ReadWriteOnce:
volumeClaimTemplates:
- metadata:
name: cassandra-data
annotations:
volume.beta.kubernetes.io/storage-class: fast
spec:
accessModes: [ "ReadWriteOnce" ]
resources:
requests:
storage: 1Gi

[Tpu pasBeproiBaruu StatefulSet B Kubernetes nopsiok cosmarust mogios ornpeess-
eTCs UX MOPSIIKOBBIMU HOMepaMmu (MHekcaM” ). TOT ke IpUHITAT JIeHCTBYeT ITPU Mac-
mrabuposanyu. C toukn 3perns Cassandra 9To HEBaXKHO, OCKOJIBKY B JIAHHOM crucTeMe
Y3JIBI TIOIKJIIOYAIOTCST U OTKJII0YAOTC B TPOU3BobHOM Topsiike. Korma B Cassandra
yIaIseTCs MO, €0 IIOCTOSIHHBII ToM coxpansiercs. Ecau mosxe Oyner co3gan gpyroi
OJI C TEM JKe WHIEKCOM, K HeMY OY/IeT TIOAKIIOUYEH TOT 5Ke TOCTOSHHBIN TOM. DTa yCTOM-
YUBas CBSI3b MEXK/Ty KOHKPETHBIMH 9K3eMILJISIPAMU 1T0/IOB M X XPaHUJIUIIAMH TTO3BOJISIET
Cassandra kak cJieryer yrpaBJsiTh COCTOSTHUEM.

Pacnpenenenne Cassandra
C MOMOLLbIO KOHTPOJIIEPA PENIMKALIMK

StatefulSet — orimuHoe pelerue, Ho, Kak yske yiiomuHanoch, Cassandra — 910 c10XK-
Has pacipezesieHHas 6asa gaHHbiX. OHa UMeeT MHOKECTBO MeXaHU3MOB sl aBTO-
MaTHYeCKOTO pacrpeenerns, OaJaHCUPOBKN U PEITUKAIIMY JaHHBIX M0 KJIaCTepy.
ITU MeXaHU3MBI He OIITUMU3UPOBAHBI /I pabOTHI ¢ CETEBBIMU XpaHuMIaMu. IliaT-
dopma Cassandra npoekTupoBasach ¢ pac4eToM Ha TO, YTO AaHHbIE OYIyT XPAHUTHCS
HEIOCPENCTBEHHO Ha y3JIaxX. Ec/IM y3e1 BRIXOIUT U3 CTPOS, KJIACTEP MOKET BOCCTAHO-
BUTHCS 32 CYET PE3EPBHBIX JIAHHBIX Ha JAPYTHUX y3Jiax. PaccMoTpuM WHOH crmocob pas-
BeproiBanusg Cassandra B Kubernetes, koTopslii Jiydiiie COOTBETCTBYET CEMaHTUKE DTOI
B/I u e tpebyer o6HOBIATH Kubernetes 1o camoii cBeskeii Bepcuu, 4ToObI TOJYYUTh
nozep:ky StatefulSet.

Mbl mo-npexxkueMmy OyaeM UCIIOAb30BaTh HEYIIPABJAsSeMblil CEpPBUC, HO HAa CMEHY
StatefulSet npuger o6brunbIi KoHTpOLIEp permkanuu. Cpean BasKHbIX OTIUYNN He-
O6XO[[I/IMO OTMETUTD CJEYIONHrE.

O Bwecro StatefulSet Gepercst KOHTPOJLIED PETLTMKAIINN.
O Xpanusuie HaXOAUTCA Ha y3Jie, Ha KOTOPOM Pa3BepTbIBaeTCs MO/,
Q Hcnonb3yercs HecTaHZapTHBIN poBaiizep pacupocrpanenus Kubernetes.
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KOHd)MpraLlMOHHbIVI d)aVIﬂ KOHTpO1IEPA peninkaunm
MeraiaHHbie JOBOJILHO JJAKOHUYHBIE ¥ COCTOAT JIMIIb U3 UMEHU (METKU He TPeGyIoTCs ):

apiversion: vi
kind: ReplicationController
metadata:

name: cassandra

# Mo ymonyaHuiw MeTKMU

# 6epyTca u3 wabnoHa nopa

# labels:

# app: Cassandra

B pasnene spec ykasano nose replicas:
spec:
replicas: 3
# Mo ymon4aHuWw cenekTop OCHOBbIBAeTCA
# Ha mMeTKax, yKa3aHHbIX B wabioHe noja.

# selector:
# app: Cassandra

Mertasannble mabIo0Ha [ojja — 9TO TO MECTO, T7ie YKa3bIBaeTCsI METKA app: Cassandra.
Koutposnep perukaium 6y/:LeT CJIeIUThH 32 T€M, YTOOBI TIOJI0B C 9TOW METKOH OBLIO
pOBHO Tpu:
template:

metadata:

labels:
app: Cassandra

Pasjien spec ma6soHa mojia ONuUChIBaeT CIUCOK KOHTelHepoB. B nanHoM ciyuae
yKasaH Juib oauH Koureitnep. On ucnosbayer tot ke Docker-o6pas Cassandra mog
Ha3BaHUEM cassandra 1 BBITIOJIHIET CKPUIT run. sh:

spec:
containers:
- command:
- /run.sh

image: gcr.io/google-samples/cassandra:vil
name: cassandra

B paszerie resources ykazano Juiib 0,5 BBIYUCTUTETHHOMN €IUNHUIIBL:

resources:
limits:
cpu: 0.5

Paznen okpyskenust HemHoro orsinyaetcst. [lepemennass CASSANDRA_SEED_PROVDIER
olpeziesiseT HeCTaHAapPTHBIN KJaace mposaiizepa pacinpocrpanenus Kubernetes, koro-
Pblil MBI paccMaTpuBasii paHee. Bpiia Takske qobaBiieHa nepeMeHHas POD_NAMESPACE,
WU3BJIEKAIONIAs 3HAYCHUe U3 MeTalaHHbIX ¢ ToMolbio Downward API:

env:
- name: MAX_HEAP_SIZE
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value: 512M
- name: HEAP_NEWSIZE
value: 100M

- name: CASSANDRA_SEED_PROVIDER
value: "io.k8s.cassandra.KubernetesSeedProvider"
- name: POD_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: POD_IP
valueFrom:
fieldRef:
fieldPath: status.podIP

Pasen ports ocrasiien 6e3 nsmenenuii. [Ioprbl 7000 1 7001 BbLEIEHbI I BHYTPEH-
HEro B3aUMOJIEHCTBUS, a TOPT 7199 MO3BOJISIET MOAKIIOUAThCsE K Kaactepy Cassandra
BHelIHUM uHCTpyMeHnTaM, TakuM kak Cassandra OpsCenter. He 3a0yem taxxke o CQL-
1opTe 9042, yepes KOTOPbIN KJINEHTHI B3aUMOJIEHCTBYIOT C KJIACTEPOM:

ports:
- containerPort: 7000
name: intra-node
- containerPort: 7001
name: tls-intra-node
- containerPort: 7199

name: jmx
- containerPort: 9042
name: cql

Tom cHOBa mosKTIOYaETCST K KaTaJloTy /cassandra_data. ITo BaXKHO, Tak KaK MBI
HCTIOIb3yeM TOT ske 0Opa3 Cassandra, KOTOPBIiT 0XKUTAET, YTO AOCTYT K Katagory data
MOJKHO TIOJIYYUTD 10 onpenenennomy myti. C toukn 3perust Cassandra THIT HCXOHOTO
XpaHUJIMIIA He UMeeT 3HaueHus (XOT$ Bac, Kak a/IMUHUCTPATOPa KJIAcTepa, 3TO JJ0JIKHO
3a60TUTD), TAK KaK JIAHHBIE CYMTHIBAIOTCS U 3aIIUCHIBAIOTCS Yepes uurepdeiic dhaitiosoii
CUCTEMBI:

volumeMounts:
- mountPath: /cassandra_data
name: data

InasHoe oTinune ot penrenns Ha ocHose StatefulSet pacnosnoxkeno B pasmene
volumes. Pambiie Mbl 3alIpalliuBaiy HOCTOSHHOE XPAHUJIKIIE, YTOOBI IPUBA3ATH €10
K OTIpeJIeJIeHHOMY TI0/ly ¢ HeM3MeHHBIM ujeHTu(GuKaTopoM. Bmecto atoro Ha y3ie,
Ha KOTOPOM IPOUCXOJUT pa3dBepThiBaHle, KOHTPOJJIEP PEIJINKAIIUU UCIIOJIb3yeT
emptyDir:
volumes:

- name: data
emptyDir: {}
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ITO MMeET JAJIeKO UAYIIUE HOCTIeACTBUs. [ KasKA0ro ya/ia H0JKHO ObITh Bbie-
JIEHO J0CTaTOYHO AMCKOBOro mpocrpancTsa. Eciu mox Cassandra sasepiut paboty,
BMeCTe ¢ HUM HcYe3HeT U ee xpanumiuile. /laske ecan nepesamycTUTh €ro Ha TOM JKe
(busnyecKkoM WU BUPTYaJbHOM KOMIIbIOTEDE, JaHHble Ha AKCKe OyAyT MOTEPSHBI,
TaK Kak ToM emptyDir yjassercs BMecTe ¢ 1ojioM. CTOUT OTMETUTh, YTO emptyDir co-
XpaHsieTcs Mpu Iepesarycke KOHTeiHepoB. Tak uTo jke TPOUCXOAUT 1ocIe YIaJeHNs
noza? KoHTpoJiep penuKammy 3amyCcKaeT HOBbIN 9K3eMILJISAP MO/Ia C TTYCThIM Xpa-
uamnnieM. Cassandra o6Hapy:KuT m06aBIeHIIe B KIACTEP HOBOTO Y3714, BLIIETUT eMY
OTpe/IC/IEHHY IO MOPITUIO IAHHBIX ¥ MHUIMUPYET aBTOMATHUYECKYIO TTepebaaHCHPOB-
KY, 4YTOOBI IEPEMECTHUTD 3TH JIaHHBIE C APYTUX Y3JI0B. DTO KIOUYEBOE MIPEUMYIIECTBO
mwiaTgopmbl Cassandra. OHa [TOCTOSTHHO YILUIOTHsIET, GaJlaHCUPYeT U PaBHOMEPHO
pacmipesiesisier nHMOpMaIuio Mo kiaactepy. OHa cama TTOMMeET, YTO HYKHO C/IeJ1aTh,
U BBITIOJIHUT BCe 3a Bac.

MpuBa3Ka NOAOB K y311aM

OcHoBHast IpobJIeMa HCTIOIb30BAHNS KOHTPOJIIEPA PEIIMKAIIMKA — TO, YTO HECKOJIBKO
10/I0B MOT'YT OBITh PasBePHYThI HAa OAHOM U TOM ke y3jie Kubernetes. Uto npousoiizer,
€CJIM CTeTeHb PEITMKAIY PaBHa 3 U BCe TPH 11014, OTBETCTBEHHBIX 3a OIPeeIeHHOe
MIPOCTPAHCTBO KJIIOUEH, OKKYTCsT Ha OJTHOM KoMITbioTepe? [Ipesk/ie Bcero Bee 3arpoch
Ha YTEHME U 3allCh B 9TOM JMalla30He KIo4eil OyayT HAallPaBJIEHbI K OZHOMY U TOMY K€
y3ily, Co3[aBasl MOBBILIEHHYIO HArPy3Ky. Ho Xy»Ke Bcero To, 4to Tepsaercs n30bITOUHOCTD
U BOBHMKaET edunas mouka omxasa. Ecin aToT y3es1 BbIiAET U3 CTPOsi, KOHTPOJLIED
PEITUKAIINK C PAJIOCTHIO 3AIIyCTUT TPU HOBBIX 110/1a B KAKOM-TO JIDYTOM MeCTe, HO BCe
oHU OyyT IyCTHIMU M HU OJUH 1Ipodnii yse B kiacrepe Cassandra ne Gy/ier uMeThb 10J1-
XOJANINX JAHHBIX, KOTOPbIE MOKHO ObLIO Obl HAa HUX CKOITUPOBAT.

Ira mpobieMa pelnraeMa ¢ MOMoIIbI0 peanusyeMoil B Kubernetes xoumenmuu
[JTAHUPOBAHUS <Henpunadiexcnocmvy (anti-affinity). TTox, KOTOPBIi IPUBSA3BIBAETCSE
K Y3JIy, MOKHO IOMETHTh TaKUM 00pasoM, 4TOObI OH He TIOTIal Ha y3eJI, CoAepsKaluil
DK3EMILIAP M0/A C OlIpeleJIeHHBIM HabopoM MeTOK. J{o6aBuM clIedyIoIuil Koj B pas-
zeJl spec, 4TOObI K JII060MY y3JIy MOKHO OBLIO IIPUBs3aTh He GOJIblIe OAHOTO M0
Cassandra:

spec:
affinity:
podAntiAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: app
operator: In
values:
- cassandra
topologyKey: kubernetes.io/hostname
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Ncnonb3oBaHme DaemonSet
ans pacnpeaenexHns Cassandra

Jlyuiriee petntenue st pactpesesnenus mogos Cassandra mo pasHbiM y3jaM — mpuMe-
Henue koHTpoJuiepa DaemonSet. Kak v KOHTpOJLIEp PEIIUKAIUK, OH UMeeT MabJioH
noza. Ho Takske colep:KuT ceJeKTop, KOTOPBIN OTpeiesisdeT, Ha KaKuX y3Jax claenyer
pasBepTHIBATE ero oAbl DaemonSet pazMernaer nox Ha Kaxk/I0M y3Jie, KOTOPBIH CO-
OTBETCTBYET €T0 CeJIeKTOPY, HO He MO3BOJISIeT YKa3aTh OIpe/eIeHHOE KOJTMIeCTBO
perutuk. CaMblif TPOCTOH CTyvail — pa3BepThIBAHME 9K3eMILISIPA MM0/1a HA KAK/IOM y3J1e
B kimactepe Kubernetes. BmecTe ¢ TeM ceekTop MOKET BHIOWPATD MTOAMHOKECTBO Y3ITI0B
o ompezenenHabiM MeTkaM. Cozmaanm DaemonSet st passeproianus Cassandra ma
kimactepe Kubernetes:

apiVersion: apps/vl
kind: DaemonSet
metadata:
name: cassandra-daemonset

Crenuduranus DaemonSet comepxkut oObluHbI mabaoH nojga. Bes marus mpo-
UCXOAUT B pa3zene nodeSelector — B HEM MBI YKa)KeM, UTO Ha KaXK/IOM y3Jie C METKOMI
app:CassandraﬂOHﬂﬂﬂI6HpraSBepHyTpOBHOOEHHIKHR
spec:

template:
metadata:
labels:
app: cassandra
spec:
# BblbMpaem ToO/NbKO Y3/l ¢ MeTKoW "app: cassandra":
nodeSelector:
app: cassandra
containers:

Bce ocTtanmbHOe WAEHTHYHO MA0JI0HY KOHTpOJIepa periukanuu. CTOUT OTMETHTD,
YTO Ha CMeHY nodeSelector BCKOpe A0KeH TpuiiTi pasnen affinity. Ho moka HesicHo,
KOT/Ia UMEHHO 3TO TTPOU30/IeT.

Pe3tome

Jlannast riaBa GblIa MOCBSIIEHA TIPUJIOKEHUSIM, COXPAHSIONIMM CBOE COCTOSTHUE, U WX
unrerpanuu ¢ Kubernetes. Bol y3uasm, uto npuMeHenne sTUX MPUITOKEHII BHI3BIBACT
JIOTIOJTHUTETbHBIE CIOKHOCTH, M TO3HAKOMUJIUCH C MeXaHu3MaMu oOHapyskenus — DNS
U [IepEMEHHBIMU OKPYKeHUs1. M bl Tak:Ke 00CYIUIN HECKOJIBKO PEIeHuEl JIJIsT yIipaBJie-
HUSI COCTOSTHMEM Ha OCHOBE PA3HBIX TUIIOB XPAHUJIUIIL: MOCTOSTHHOTO U U30BITOUHOTO,
pasmerentoro B mamsaTi. OCHOBHASI YacTh TIaBbl OBLTA CBSI3aHA C PA3BEPTHIBAHIEM
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kaactepa Cassandra saytpu Kubernetes ¢ ucnonbzoBanuem mexanusmon StatefulSet,
KOHTpoJuIepa peryinkaiuy 1 DaemonSet. Kaskziblil u3 mepeyncyieHHbIX TOX0/I0B UMeeT
CBOM ITIOCHI M MUHYCBI. Ha aTOM aTare y Bac I0JKHO CITOKUTLCS YeTKOE TIPe/ICTaBJIeHIe
0 MPUJIOKEHUSX, XPAHSIIUX COCTOSTHIE, U 00 X TIPUMEHEHUN B CUCTEMAaX Ha OCHOBE
Kubernetes. B Baiiiem apcerajie UMeETCsI HECKOJIBKO METOUK JIJISI PA3HBIX CIIEHAPUEB,
U, BOBMOJKHO, BBI Y3HAJIU 4TO-TO 1oJie3Hoe o Cassandra.

B caenmyrorneii riiaBe Mpoo/KUM Hallle My TENIeCTBUE U UCCIeyeM BaKHYIO TeMy —
Mmaciirtabuposatue. B wactHocTH, Hac OyyT UHTEPECOBAaTh aBTOMATUYECKOE MACIIITa-
OGUPOBAHNE ¥ TIPOIIECC Pa3BEPTHIBAHMUS /OOHOBJICHNUS HA JIETY B YCJIOBUSAX TMHAMUICCKH
PACIIUPSIOIIETOCS KaacTepa. ITO OYE€Hb HEIIPOCThIe BOIIPOCHI, 0COOEHHO KOT/Ia B KJIa-
cTepe BBIIIOJIHAIOTCA IPUJIOKEHM, XpaHsIe CBOe COCTOSIHUE.



[1naBatowme obHOBNEHUS,
MacluTabupoBaHue
N KBOTbI

B 570i1 riiaBe MBI HCCaIeyeM aBTOMATH3NPOBAHHOE MACTIITAGUPOBAHNE MOJIOB, KOTO-
poe mo3BoJsieT BeIMoaHUTL Kubernetes, ero Biausnne Ha niaaBamoue 0OHOBICHUS
1 paboTy ¢ KBOTaM1. 3aTPOHEM BasKHYIO TEMY — BBIIEIEHIE PECYPCOB U YIPABICHUE
pasmepoMm kiactepa. B koHIe BBI y3Haere, kak KoMaH/a paspaborunkos Kubernetes
TecTupyer cBoe zetuiie Ha kiactepe uz 5000 ysnos. [laiee nepedncierbl OCHOBHBIE
TEMBI, KOTOPBIE MBI OY/IEM PAaCCMaTPUBAT.

O TopusoHTATbHOE AaBTOMACITTAGUPOBAHHUE TIOJIOB.
O Ilrasaioriue 0OGHOBIEHUS ¢ ABTOMACIITAOUPOBAHIEM.
Q VYupasienue ae@uIUTHBIMUA PeCypcamMy € IIOMOIIbIO KBOT U JIMMUTOB.

QO IpoussoautenbHocth Kubernetes B akeTpeManbHbIX YCIOBUSX.

ITo mpouTeHuy aTOM TJIABBI BBl CMOYKETE MPOEKTUPOBATH IPOMAJIHBIC KIACTEPHI,
9KOHOMHO BBIZIEJIATD 711 HUX PECYPChl M IPUHUMATD B3BEIlIEHHbIE PelieHus 1o 110-
BOJIY Pa3JIMYHBIX KOMIIPOMHUCCOB MEK/Y TPOU3BOJAUTEIHHOCTDIO, IEHEKHBIMU 3aTPa-
TaMU U JIOCTYIIHOCTBIO. BBl Takske 1MojyynTe HaBBIKM HACTPONKU FOPU30HTAIBHOTO
ABTOMACIITAOMPOBAHUSA TTOJIOB ¥ PA3YMHOTO MTPUMEHEHUS KBOT Ha PECYPChL. JTO TI0-
3BOJIUT KJIACTEPY aBTOMATHYECKH aJlallTUPOBATHCS K HEMTPEACKA3YEMbIM KOJIeOaHUSAM
HarpysKH.

['OpU30HTaNbLHOE
aBToOMacluTabupoBaHue Noaos

Kubernetes criocoben ciieauthb 3a mMojiaMu 1 MacIiTabupoBaTh UX TIPU JAOCTUKEHUN
IIPe/IeIbHBIX TIOKA3aTe el MCII0JIb30BAHNUS IPOIECCOPA UM KAKUX-TO APYTHX KPUTEPU-
eB. CHavasia onuchiBaeTcst KOH(MUTrypalus aproMacinrabupoBaiust (OTHOCUTE/IbHAS 3a-
IPY’KEHHOCTb IIPOIIECCOPA U YACTOTA TIPOBEPOK ), & 3ATEM COOTBETCTBYIOIINIT KOHTPOJLIED
npu HeoOXOMMOCTH PETYIIUPYET KOJUYECTBO PEILIUK.

PucyHok 9.1 wimocTpupyeT pa3Hbie 3JeMEHTbl aBTOMACIITAOUPOBAHUS U UX OT-
HOIIIEHUSI.
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RC/pasBepTbiBaHNE
MacwTab
A

KoHTponnep
rOPU30HTaNIbHOrO

aBTOMaCLLITa6VIDOBaHW;I

Puc. 9.1

Kak Bustire, KOHTPOJLIEp aBTOMACHITAGUPOBAHKS He 3aHUMAETCS HETIOCPEACTBEHHBIM
COB/IAHUEM WJIN YIaJIEHUEM TI0JI0B. B 9TOM OH T10/1araeTcst Ha KOHTPOJLIED PETIUKAIIUY
WJIM PECYPCHI Pa3BEPThIBAHK. JTO OUEHb JJIETAaHTHOE PellleHne, OHO MCKIII0YaeT CH-
TyaIuio, KOT/Jia KOHTPOJLJIEP PEIIMKAIINK U PECYPChI Pa3BEPTHIBAHUS TIBITAIOTCS PETY-
JIMPOBATh KOJMYECTBO MOA0B 0e3 ydeTa AefCTBUI, MpeanpUHIMAEMbIX KOHTPOJLIEPOM
aBTOMACIITaOUPOBAHMSI.

ABTOMacmTabupoBaHue aBTOMaTU3MPYeT PyTHHHBIE onepalnu. [IpeacrasbTe,
4TO KOHTPOJIIEP PEIIMKAIlMK MMeeT 1oJie replicas co 3HaUEHHEM 3, HO CPEIHsSA
HaTpy3Ka Ha Tpoieccop TpebyeT HaJuuust YeThIpex peryink. B ¢Bsasu ¢ atum npu-
1I0Ch OBl BPYYHYI0 OGHOBUTH MIabJ0H KOHTPOJIJIEpa PEIIMKAIIMHE W MPOLOJIKUTH
OTCJIEKUBATD 3aTPYKEHHOCTD TPOIECCOPa I BCEX TO/I0B. ABTOMaciTabupoBanue
JleJIaeT aTo 3a Hac.

O6bsIBNEHNE rOPU30OHTANIBHOMO
aBTOMAacCLLUTabupoBaHMA NooB

Jlist 06bABIICHNST TOPU3OHTAIBHOTO aBTOMACIITAGUPOBAHUSA TI0JI0OB MOHATOOATCSA KOH-
TPOJLIEP PeIIMKAIy (MM PECYPC PA3BEPTHIBAHUS ) ¥ PECYPC aBTOMACIITAGUPOBAHUSI.
[lasiee npuBezieH mpuMep KOHMUTYpaiuu MpocToro KOHTPOJLIEpa PEIITUKAIIMH, KOTOPDIH
ynpasJsiet Tpems nogamu ¢ NGINX:

apiVersion: vl
kind: ReplicationController

metadata:
name: nginx

spec:
replicas: 3
template:

metadata:
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labels:

run: nginx
spec:

containers:

- name: nginx
image: nginx
ports:
- containerPort: 80

Maiin autoscaling cchimaercs Ha KoHTposiep permmukannn NGINX ¢ momoribio
paszaesia scaleTargetRef:

apiVersion: autoscaling/v1l
kind: HorizontalPodAutoscaler
metadata:
name: nginx
namespace: default
spec:
maxReplicas: 4
minReplicas: 2
targetCPUUtilizationPercentage: 90
scaleTargetRef:
apiVersion: vl
kind: ReplicationController
name: nginx

[Tosist minReplicas u maxReplicas omnpesendior AUanaso Macuna6HpOBaHHﬂ.
IT0 T03BOJIsIET M36ETaTh CUTYAIN, KOTIA B Pe3yIbTaTe KaKOH-TO MPOOIEMBI KOJIH-
YEeCTBO PEILIMK BBIXOIUT M3-TI0J] KOHTPOJIsL. I[IpeacTtaBbTe, 4TO B Pe3yabrare OmmOKN
KKl 1o MruoBeHHO 3anumaet 100 % mporieccopHOTO BpeMeHU BHE 3aBUCHMOCTU
oT peasbHOI Harpysku. Ecii He ykasaTh maxReplicas, Kubernetes wauner cosnaBath
BCe HOBbIE U HOBbIE 9K3eMILISIPhI MO/I0B, TIOKa He ucyepriaeT pecypchl Kiaactepa. Ecian
MBI HaXOJMMCS B 06JIa4HO# cpefie ¢ aBTOMACIITabupOBAHUEM BUPTYATbHBIX MAIIVH,
3TO CMOCOOHO CYIECTBEHHO YBEIMYUTD HAIITN JTE€HEKHbIE 3aTPAThL. Y TaHHOI MPpoGIeMbI
ecTh U 00paTHast CTOPOHA: €CJIU He YKas3aTh minReplicas, B TEPUO/IBI 3ATUIIBS BCE TTO/IBI
OYIyT YyIaJISIThCS, @ 3aTEM PA3BEPTHIBATHCSI 3aHOBO MTPU TIOCTYTJICHUH HOBBIX 3aIIPOCOB.
Ecau nepuozibl 3aTHINbsT PETyJIsIPHO YepeAyIoTCsl CO BCIJIECKAMU aKTUBHOCTH, ITUKJI
GyJIET MOCTOSTHHO TIOBTOPATHCS. ITO ABJIEHUE MOKHO CMSITUKMTB, TIO//ICPKIBAsT MUHH-
MaJIbHOE KOJIMYECTBO 3aIyIEHHBIX PEIVIMK. B 1ipesblyiieM mpuMepe 1oJigd minReplicas
1 maxReplicas paBHBI 2 U 4 cooTBeTcTBeHHO. Kubernetes 6yzer cemuts 3a TeM, 4TOObI
KomaecTBO 9k3eMTIIpoB NGINX octaBasioch B yKa3aHHBIX PaMKax.

Y nosig targetCPUUtilizationPercentage CMINKOM JAJIMHHOE HazBaHue. CoKpaTumM
€ero 10 TCUP. 311ech HYKHO yKa3aTh OHO drco, Harpumep 80 %. Ecim cpennsist Harpys-
ka coorBercTByeT TCUP, 910 crioco6HO BbI3BaTh TOCTOsTHHBIE Koslebanust. Kuberentes
YacTo TEPEKTIOUACTCA MEK/LY 0OABICHUEM U YIAJICHUEM PEILIUK, YTO HEKENATeNbHO.
Yro6bl HUBETUPOBATD JAHHYTO TIPOOIEMY, MOJKHO YKA3aTh 3a/1€PIKKY IS YBETMICHIST
W yMeHbIneHnst mMacitaba. Jlyist aToro B kube-controller-manager PeayCcMOTPEHbBI
nBa uara:
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O --horizontal-pod-autoscaler-downscale-delay. OnpeﬂeﬂHeT, KaK JI0JITO KOH-
TPOJIIEP MacITaGUPOBAHUS JOJIKEH JKIaTh, IIPEKIE YeM BHIIIOJHUTD CJIELYIONYIO
orepalnio yMeHbieHust Macitaba. OTcueT HAUMHACTCS ¢ 3aBEPIICHUST TEKyTIei
orepaiuu. 3HaYeHue 0 yMOJTIaHUI0 — 5 MIH (5mes);

O --horizontal-pod-autoscaler-upscale-delay. OmnpejessieT, CKOJIBKO KOHTPOJLIEDP
MacirTabupOBaHs IOJKEH JKIATh, IPEK/IE €M BBITTOJTHUTE CJAEIYIONYIO OMEePAIHio
yBesmueHus MaciTaba. OTcuyer HauMHAETCSI ¢ 3aBEPIUICHUsT TEKYIIeH OTepaliii.
3HavYeHWe TI0 YMOJTYaHUI0 — 3 MUH (3m@s).

HecTaHAapTHbIE NokasaTenu

Ucnosb3oBanue mpoieccopa — 3TO BaXKHbIN 1TOKAa3aTeNb JIJIS OLIEHKU 3arPy;KEHHOCTH
11o/1oB. Eciiit 3a11pocoB CIMIIIKOM MHOTO, Pa3Mep KJIacTepa HY>KHO YBEJUYNTD, €CJIN JKe
TO/Ibl B OCHOBHOM TIPOCTaMBAIOT, NX KOJIMYECTBO MOKHO ype3aTh. Ho aTo He efimHCTBEH-
HBII 1 4acTo jae He OCHOBHON KpUTEPUI, Ha KOTOPBIA CTOUT 0OpaliaTh BHUMaHUe.,
B kadecTBe orpaHWYEHNS MOTYT BBICTYTIATh MAMSITh WJIH CeU(UIecKUe moKa3aTe-
Jin — TryOWHA BHYTPEHHEH ouepe/n TOI0B Ha JNUCKe, CPEIHSS 3a/leP/KKa 3alIPOCOB
WM CcpeJiHee KOJIMYECTBO OTKA30B B 00C/IYKMBAaHMHU U3-3a UCTEYEHUS BbIAEJEHHOIO
BPEMEHM.

HecrangapTHbie okasaTteu /st TOPU30HTAIbHOIO MACIITAOMPOBAHS OSIBUINCDH
B Bepcunu 1.2 Kak akcmepuMeHTaJbHOE gomoaHeHne. B Bepcun 1.6 oru gocturam co-
crosiiug Gera. Tenepb ¢ UX TTOMOIIBIO MOKHO aBTOMATUYECKN MACIITAaOUPOBATH MOJIbI.
Kownrposuiep npousBoguT MaciiTabupoBaHue ¢ y4eTOM Beex MoKasaTe/ieil U B 3aBUCHU-
MOCTH OT MaKCUMaJIbHOTO KOJIMYECTBA HEOOXOMMbIX PEILIUK.

Hcnosb3oBanne HeCTaHJAPTHBIX MOKa3aTesel. [opusonraipioe aproMacirabu-
pOBaHUe ¢ HeCTaHAAPTHBIMU IIOKA3aTeIAMU TPeOyeT HOIOJHUTEIbHON KOHBUTYpaLuu
riepe/1 3aIycKoM Kiactepa. Bravase HyskHO BKIIOUNTS ciioif arperannn AP, 3aTem 3ape-
ructpupoBaTh API 1711 MOHUTOPHHTA PECYPCOB M BallINX HECTAHAAPTHBIX TIOKA3aTeei.
Nurepdetic s mokazatesieit pecypcoB peasm3oBad B Heapster — mpocto 3armycrure aTy
cucreMy MOHUTOPUHTA ¢ (hJIaroM - -api-server=true. Bam Takke HOHa0OUTCS OTHEIb-
HBIH cepBep /Ui IPeIocTaBIenns nutepdeiica K HeCTaHapPTHBIM TIoKa3aTesisaM. Moskere
HayaTh ¢ 9TOro nmpoexra: https://github.com/kubernetes-incubator/custom-metrics-apiserver.

Cuienyromum rmaroM Oyzer 3amyck kube-controller-manager ¢ TakuMu (uiaramu:

--horizontal-pod-autoscaler-use-rest-clients=true
--kubeconfig <nyTb-k-kubeconfig> OR --master <ip-appec-api-cepBepa>

Eci ykasath oba ¢iara, y --master Oyjer IpHopuTeT 1epes - -kubeconfig. dtu
(hnarm ompenendior Mmectonosoxenue ciog arperaiun API, mo3Bosisag mucrneryepy
KOHTpOJLIepoB obmiarsest ¢ API-cepsepom.

B Kubernetes 1.7 crangapTHbIii cJioii arperaruu paboTaeT B 0[HOM Tipotiecce ¢ kube-
apiserver, HostoMy 1ejeBoil IP-aapec MOKHO HaiiTH cIIeayonmumM 00pasom:

> kubectl get pods --selector k8s-app=kube-apiserver --namespace kube-system
-0 jsonpath='{.items[0@].status.podIP}"'
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AsToMacwTabuposaHue ¢ nomoLubio kubectl

Yrumara kubectl crioco6Ha co3maTh pecype aBTOMACIITAOMPOBAHUSI C TOMOIIIBIO CTaH-
JapTHOI KOMaH/bl create 1 koH(urypanmonnoro daitra. Ho kubectl moanepxusaer
TaKKe CIeNUaJbHyI0 KOMaHIy autoscale, KOTOpas C JIETKOCTBIO TTO3BOJISIET 3a1aTh
aBToMacimTabupoBanue 6e3 NCIOIb30BaHKS CIIEINANBHON KOH(DUTYpaInH.

1. CHaqaﬂasaHyCTthKOHTpOHﬂeppeHHHKaHHM;KOTOpbﬁi06ecneqHBaerBHHOﬂHeHHe
TPEX MPOCTHIX PEILIMK ¢ GECKOHEUHBIM IIUKJIOM bash-1oop:
apiVersion: vl
kind: ReplicationController
metadata:

name: bash-loop-rc
spec:
replicas: 3
template:
metadata:
labels:
name: bash-loop-rc
spec:
containers:

- name: bash-loop
image: ubuntu
command: ["/bin/bash", "-c", "while true; do sleep 10;

done"]

2. Terepb co3maiuM KOHTPOJIJIEP PETLIMKAIINN:
> kubectl create -f bash-loop-rc.yaml
replicationcontroller "bash-loop-rc" created
3. Bor pesyJbraT ero paboThL:
> kubectl get rc
NAME DESIRED CURRENT READY AGE
bash-loop-rc 3 3 3 im
4. Kak BujuTe, )KejiaTesibHOE U TEKYIIee KOJIMUeCTBa PEIJIMK PaBHbBI 3, TO €CTh 3allylie-
HbI Tpu TI0/1a. /[aBaiiTe B aTOM y6elII/IMC$II
> kubectl get pods

NAME READY STATUS RESTARTS AGE
bash-loop-rc-8h59t 1/1 Running 0 50s
bash-loop-rc-1svtd 1/1 Running 0 50s
bash-loop-rc-z7wt5 1/1 Running 0 50s

5. Temnepb MOKHO CO3aTh KOHTPOJLIEP aBToMacinTabuposanus. s Toro utoObl Hpu-
Mep ObL1 GoJiee MHTEPECHBIM, MUHUMAJIbHOE YUCJIO PEILIUK 6szeT 4, a MaKCUMaJIb-
Hoe — 6:
> kubectl autoscale rc bash-loop-rc --min=4 --max=6 —cpu-percent=
50
replicationcontroller "bash-loop-rc" autoscaled

6. [lasee okasaH UTOTOBBIN KOHTPOJLIEP TOPU3OHTAILHOIO aBTOMACIITAOUPOBAHMUS 110-
JI0B (MOKeTe UCII0JIb30BaTh hpa). 3/1eCh BU/IHA CChLJIKA HA KOHTPOJLIEP PEIJINKAIUH,
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[eJIEBYIO U TEKYIIYIO 3arpy3KYy IIPOIeccopa, a TaKyKe MUHUMa/JIbHOE U MaKCUMaJIbHOE
KOJIMYECTBA 9K3eMILISIPOB T10/10B. VIMsT cOBIIa/IaeT ¢ KOHTPOJLIIEPOM PETIUKAIINY, HA
KOTOPBIN MBI CChLIIAEMCS:

> kubectl get hpa

NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS AGE
bash-loop-rc bash-loop-rc 50 % 4 6 4 16m
M3ravanbHO KOHTPOJIJIEPY PETINKAITNN ObLIM Ha3HAYEHDBI TPU PEILINKH, HO B aB-
ToMacIITaOMPOBAHUN MUHUMAIbHOE YUCI0 11008 — 4. Kak 910 nosiuser Ha KOH-
TpoJuiep perinkaiun? [IpaBusibHO, KejlaTebHOe KOJMYECTBO PETLIMK BHIPOCIO 10
yernipex. Eciin cpeHsist 3arpysKeHHOCTD mpoiteccopa mpeBoicut 50 %, 9TOT moKasa-
TeJIb IOCTUTAET 5 WK Jake 6:

> kubectl get rc

NAME DESIRED CURRENT READY AGE
bash-1loop-rc 4 4 4 21m

Erte pas B3rsistneM Ha mozibl U ybeuMcst B TOM, 4To Bee paboraer. O6paTute BHU-
MaHMe Ha HOBbIH 2K3eMILIp 1o/ia (Bo3pacToM 17 MUHYT), CO3/IaHHbBIN B pe3yJibTare
ABTOMACIITAOUPOBAHHS:

> kubectl get pods

NAME READY STATUS RESTARTS AGE
bash-loop-rc-8h59t 1/1 Running 0 21m
bash-loop-rc-gjvak 1/1 Running 0 17m
bash-loop-rc-1svtd 1/1 Running 0 21m
bash-loop-rc-z7wt5 1/1 Running 0 21m

Ecmu y6paTb rOPU30HTANbLHOE aBTOMACHITAOUPOBAHNE, KOHTPOJLIEP PEILIUKALMHI CO-
XPaHUT TOCJIeIHee JKeJlaTeTbHOE YK CJI0 PEIInK (B JaHHOM ciaydae yeTbipe). Ha aTom
JTale HUKTO yKe U He BCIIOMHUT, YTO OH CO3/IaBaJICs C TPEMSI PeIlJINKaMU:

> kubectl delete hpa bash-loop-rc

horizontalpodautoscaler "bash-loop-rc" deleted

Kak BuuTe, KOHTpOJLIED PEIIMKAMK He ObLI COPOIIEH U BCE elle MO/epKuBaeT
pa60Ty YeTbIpex MOJI0B, Aaxe 6e3 aBTOMACIITAOUPOBAHMSL:

> kubectl get rc

NAME DESIRED CURRENT READY AGE
bash-1loop-rc 4 4 4 28m

[Topmoiimem k Bompocy ¢ Apyroit cTopoHbl. UTO TPOU30NIET, €Can MBI 33/1a/IUM TO-

PUBOHTAIBHOE aBTOMACHITAOMPOBAHHIE C IMATIA30HOM OT 2 JIO 6 C TOIT JKe IeJIeBON Ha-
rpy3Koii Ha mpoieccop (50%)?

> kubectl autoscale rc bash-loop-rc --min=2 --max=6 --cpu-percent=50
replicationcontroller "bash-loop-rc" autoscaled

KonTposutep permkariy mo-mpexxueMy OyeT MouiepsKMBaTh YeThIPE PETUTHKI, YTO

COOTBETCTBYET 3a/lTaHHOMY /INAlla30HY:

> kubectl get rc
NAME DESIRED CURRENT READY AGE
bash-1loop-rc 4 4 4 29m
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OzHako B peajJbHOCTH HArpy3Ka Ha MPOIEccOop HyJeBas Wian 6JIM3Ka K HYJIIO.
KosmuecTBo peryivk 0/KHO GbIJIO YMEHBITUTLCS JI0 JIBYX, HO, TIOCKOJIBKY KOHTPOJLIED
rOPU3OHTAIBHOTO aBTOMACIITAOMPOBAHUSI He MOJIYYUJI CBEIEHUE O 3arPyKEHHOCTH
nporieccopa u3 Heapster, oH He 3HaeT, YTO €My HYKHO YMEHBITUTDH KOJUYECTBO TIO0B
B KOHTPOJLIEPE PEILTINKALIAU.

[nasatoLme 06HOBIEHUS C aBTOMAaCLITabupoBaHMEM

[LnaBatomue 0GHOBJIEHNST — ATO KPAeyroJIbHBINA KaMeHb B 00CTYKUBAHUH KPYTTHBIX
kimactepos. B Kubernetes onu mopmep:kuBaiorest Ha ypoBHe KOHTPOJIIEPA PETLINKA-
MU ¥ UCTIOJB3YIOT MEXaHW3M pasBepTbiBaHusd. OHAKO TaKOH MOAX0 HECOBMECTUM
C TOPM3OHTANHHBIM aBTOMACIITabMpoBanueM. /€10 B TOM, 4TO BO BPeMsI TLIABAIOIIETO
pasBepTHIBAHUS CO3/IAETCSA HOBBIA KOHTPOJJIED PEILIUKAINI, a aBTOMACIITabnpoBa-
HUe MPUBA3aHO K cTapoMy. K cokajieHuio, ”HTYUTUBHO MMOHATHAS KOMaH/ia kubectl
rolling-update UHUIIMUPYET OGHOBJIEHNUE KOHTPOJLIEPA PETLIUKAIIUH.

IMockombKy TIABAIONIE OOHOBIEHNS TAK BAYKHBI, 51 PEKOMEHTYIO BCET/IA TIPUBSI3bI-
BaTh KOHTPOJIIEPHI aBTOMACIITAOMPOBAHMS K 0OBEKTAM Pa3BEPTHIBAHMS, & He K KOH-
TPOJITIEPAM PETIMKATIAH T HabopaM peryinK. Biarogaps aToMmy KOHTPOJLIEp aBTOMAC-
mTabUPOBAHST MOKET YKa3aTh KOJMIECTBO PEIUIUK B CIICIIU(UKAINI PA3BEPTHIBAHS
U JIEIETUPOBATDH eMY YIIPABJICHIE MIABAIOTIMMI OGHOBICHUSME 1 PEIIIMKAIIEH.

[lasee nokazan KoHpUTypaIMoHHbIM (ailj, KOTOPHIN MBI UCIIOJb30BAJIN JIJISI Pa3-
BepTBIBAHUSA cepBUca hue-reminders:

apiVersion: extensions/vilbetal
kind: Deployment
metadata:

name: hue-reminders
spec:

replicas: 2

template:

metadata:

name: hue-reminders

labels:
app: hue-reminders

spec:

containers:

- name: hue-reminders
image: glgl/hue-reminders:v2.2
ports:

- containerPort: 80

Jliist oGecrieueHrst aBTOMACIITAOUPOBAHUST U TIOIEP/KAHUST KOJMUECTBA 3alTyII[eH-
HBIX 9K3eMILISIPOB B anamnazone ot 10 10 15 MOXKHO co31aTb KOHMUTYPAITMOHHBIN (haiir
autoscaler:
apiVersion: autoscaling/vl

kind: HorizontalPodAutoscaler

metadata:
name: hue-reminders
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namespace: default
spec:
maxReplicas: 15
minReplicas: 10
targetCPUUtilizationPercentage: 90
scaleTargetRef:
apiVersion: vl
kind: Deployment
name: hue-reminders

[Tone kind B pasnene scaleTargetRef Terepb NMeeT 3HaueHNe Deployment BMeCTO
ReplicationController. 3TO BasKHO, TaK KaK y HAC MOKET ObITh KOHTPOJIIEP PEILIk-
Kal[UU ¢ TaKUM ke uMeHeM. YToObl HCKJIIOUUTD COBIAJICHUST U YOETUTHCS B TOM, UTO
rOPU30HTAIbHOE aBTOMACIITAOMPOBAHNE IIPUBA3AHO K HYKHOMY OOBEKTY, CIeLyeT
c/esaTh 110J1s1 kind 1 name cOryiacCOBaHHBIMU.

Kax BapuaHT, Bocnosib3yiTech KoMaH101 kubectl autoscale:

> kubectl autoscale deployment hue-reminders --min=10--max=15
--cpu-percent=90

OrpaHu4yeHne pecypcoB C NMOMOLLbIO
JIMMUTOB U KBOT

TopusoHTaIBHOE aBTOMACIITAOUPOBAHUE CO3AET MOJbI Ha JIETY, TI09TOMY HaM HY’KHO
1103a60TUTHCsE 00 yTpaBieHnn pecypcamu. [ITaHUPOBIIMK MOKET JIETKO BBIUTH M3-T10]]
KOHTPOJIS, peasbHOii mpobaeMoil Takxke sBJsieTcss HeahHEKTUBHOE UCTONb30BaHUE
pecypcoB. EcTb Heckosibko hakTOPOB, KOTOPbIE MOTYT BJIMITH APYT HA [pPyra Heode-
BU/IHBIM 00Pa30OM:

00111ast MOIIHOCTH KITacTepa;

pacripeiesieHe PECYPCOB MEXKY Y3J1aMu;

pacripejiesieHrie HarPy3KU MEKIY TPOCTPAHCTBAME UMEH;

KoHTpoJiepbl DaemonSet;

koHTposepb StatefulSet;

ODO000DDO

MIPpUHAJIEKHOCTD, HEITPUHA/IJIE;KHOCTD, OrpaHUYECHUS U IOCTYII.

[Tpeskie BCero HYKHO MOHATH KI0UeByIo mpobiemy. [Ipu pasBepThIBAHUN MOIOB
mranuposiuk Kubernetes gosken yuntbiBarh Bee aTH (hakTopbl. B cirydae KOHGIUKTOB
nian nepecexaiomuxcs rpebosanuii Kubernetes MoskeT okazaTbCs CJI0KHO HAlTH pe-
CYPCBI JIJIsI 3aITyCKa HOBBIX 107I0B. Bo3bMeM, K IIpUMepY, 9KCTPEMATIbHBII, HO IOBOJILHO
npocToii cayyait, koraa DaemonSet BBIMOTHSET Ha KaxI0M y3Jie moj, Tpebyroruii 50 %
noctynHoi mamsti. B pesyibrate Kubernetes e cMOKeT pasBepHYTh HU OJIUH 9K3€M-
IJISIP TI0/1a, KOTOPOMY HYSKHO OOJIbIIlEe MTOJIOBUHBI TIAMSITH, TIOCKOJIBKY y DaemonSet
MOBBINIEHHBIH TTpropuTeT. /laske ecv BBIIEIUTD HOBBIE y3Jibl, DaemonSet HemesieHHO
3aiiMeT TIOJIOBUHY TTaMSITH.

Konrpomeps StatefulSet, kak u DaemonSet, TpefyioT pacuIupeHus KOJU4ecTBa
y3J10B. JloGaBJieHre HOBBIX yuacTHUKOB B StatefulSet BbI3biBaeTCs yBeamnuennem oobemMa
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JIAHHBIX, HO B UTOTE JIOTIOJIHUTEIbHBIE pecypchl bepyTest 3 obiiero mysia Kubernetes.
B MysbTHapeHIHON KOHGUTYpaIy «HeJ00POCOBECTHBIE COCEIN» CIIOCOOHBI BME-
HIMBATBHCS B IIPOIECC CO3/IAHMS Y3JI0B WM BbljleJieHUs pecypcoB. MOXKHO TIIaTeIbHO
pacmucarh moTpebeHIe B CBOEM MPOCTPAHCTBE UMEH € YYETOM PA3HBIX MOJ0B M UX
TpebOBaHMIT, OIHAKO Ha TEX e (DUBUYECKUX y3JIaX HAXO/SATCS COCEIHIE TPOCTPAHCTBA
HMEH, O CO/IEP>KUMOM KOTOPBIX BbI, BEPOSITHO, JlasKe He 3HaeTe.

BosnbmuHCTBO 9THX TPo6JIEM HUBETUPYIOTCS 32 CYET PA3yMHOTO MCIIOJb30BAHUS
KBOT Ha Pecypchbl U TIIATEJBHOTO YIIPaBICHUS Pa3/JNYHBIMU PecypcaMu KjacTepa, Ta-
KMMU KaK IIPOIeccop, IaMATh U XPaHUJIHIIE.

BkntoueHne KBOT Ha pecypchbl

Boabmmnctso auctpubyrusos Kubernetes moaepkuBaioT KBOTbI HA PECYPCHI <H3
kopoOku». API-cepBep nmeet duiar --admission-control, 0HUM U3 apTYMEHTOB KOTO-
poro 10JKeH OBbITh ResourceQuota. Bam taxke HY’KHO CO3/1aTh 0OBEKT ResourceQuota.
Kubernetes Tpebyer, 4To6bI B KaskJIOM IPOCTPAHCTBE UMEH OBLIO He HOJIbIIE OJHOTO
TaKOro 0ObEKTa.

Twunbl KBOT

Cy11ecTBYIOT pa3Hble TUIIBI KOHTPOJUPYEMBIX KBOT. OHU [e/STCSa HA TPU KaTEeTOPUU:
BBIYUCJIEHUE, XPAHEHNE U OOBEKTHI.

KBOTbI Ha BbIYUCIIUTENBHbIE PECYPChI

K BBIUHCIUTENHHBIM PECYPCAM OTHOCSIT TIPOIECCOP U MaMsiTh. MOKHO b0 OTpaHu-
yrBath UX (limit), 6o 3ampanmmBaTh KaKy-TO UX 9acTh (request). 3aMeTbTe, 4TO
BMECTO requests.cpu 1 requests.memory MOKHO YKa3bIBaTh IIPOCTO Cpu U memory:

O limits.cpu — cyMMa JUMUTOB Ha MPOIECCOPHOE BPEMsT BO BeX pabOUMX 1Moax
He [IPEeBBIIIAeT 9TOr0 3HAYCHUS;

Q 1limits.memory — cyMMa JIMMUTOB Ha [IaMsTh BO BCeX PabOYMX MOZIaX He TIPEBbIIIaeT
9TOTO 3HAYCHUS;

O requests.cpu — 06LIMIT 0OBEM IIPOIECCOPHOTO BPEMEHH, 3alIPALIMBAEMOro PaboUun-
MU [I0JIAMU, HE TIPEBBIIIAET 9TOTO 3HAUECHMS;

O requests.memory — 00U 06bEM IIAMITH, 3alIPALIMBAEMON PabOUNMU [10JaMU,
He IPEBBILIAET HTOr0 3HAYECHUSL.

KBOTbI Ha XpaHWNULLE AAHHbIX

ITOT TUTI KBOT Ha PECYPCHI UyTh OOJIee CAOKHBIN, B Kask0M TPOCTPAHCTBE UMEH MOTYT
OTPaHUYUBATHCS [[BE BEIH — 00BEM XPAHUJIUIIA M KOJIMIECTBO 3aIIPOCOB HA TMOJIYIeHIUE
MOCTOSTHHOTO ToMa. Ho moMIMO T106aTbHBIX KBOT Ha OCTYITHOE TPOCTPAHCTBO U KO-
JIMYEeCTBA 3AIMPANTUBAEMBIX TOCTOSHHBIX TOMOB, MOKHO KOHTPOJIMPOBATH OT/I€JIbHbIE



OrpaHuyeHre pecypcoB C MOMOLLbIO JIMMUTOB M KBOT 243

KJIaCCbl XpaHWJIWIIL. (DOpMaT KBOT C YKa3aHMEM KJIaCCOB BBITVIAAUT HEMHOI'O TPOMO3/1-
KNM, HO CBOIO 3a/1a4y BbIITOJIHAECT:

O requests.storage — o0uuii 006beM Beex 3alpalliBaeMbIX IOCTOSHHBIX TOMOB
He TIPEBBIIIAET 3TOTO 3HAYCHILL;

U persistentvolumeclaims — MakKcHMMaJIbHOE KOJUYECTBO 3AIIPOCOB HA BBIJEIECHUE
MOCTOAHHBIX TOMOB B 33/[TaHHOM IIPOCTPAHCTBE NMEH,

O <storage-class>.storageclass.storage.k8s.io/requests.storage — 001Ul 06b-
€M BCeX 3allpallliBaeMbIX [IOCTOAHHBIX TOMOB KJlacca storage-class-name He IIpe-
BBIIIAET 9TOTO 3HAYCHU;

U <storage-class>.storageclass.storage.k8s.io/persistentvolumeclaims —
MaKCUMaJIbHOE KOJINYECTBO 3alIPOCOB Ha BbIJIeJICHUE TOCTOAHHBIX TOMOB Kjacca
storage-class-name B 33/[aHHOM IIPOCTPAHCTBE NMEH.

Kpowme Toro, B Kubernetes 1.8 mosiBuiiach akcrepuMeHTaIbHAS MTOAAEPIKKA KBOT JIJIST
BPEMEHHDBIX XPaHUJIHIIL

O requests.ephemeral-storage — 00Ul 0GbEM 3aITPOCOB K BPEMEHHOMY JIOKATLHOMY
XPAHWJIMIILY He IPEeBBIIIAeT 3TOTO 3HAUeHUS;

U limits.ephemeral-storage — cyMMa JIMMUTOB Ha BPEMEHHOE JIOKAJIbHOE XPAHUJINIIE
He I[IPEBBIIIAET 9TOr0 3HAYEHUS.

KBOTa Ha KONM4ecTBO 06bEKTOB

Kubernetes mogmep:kuBaer KBOTHI elle Ha OAUH BuL pecypcoB — API-06beKThl.
Kak MHe KakeTcs, 9T0 HYKHO 1 TOro, 4ToObl n36aButh API-cepsep ot HeoOxomm-
MOCTH YIIPABJIATH CAUIIKOM GOIBLUIMM KOJAUYeCTBOM 00beKkToB. He 3a0biBaiiTe: mat-
dbopma Kubernetes nmpoenbiBaeT MHOTO BHyTpeHHEN pabOThI, KOTOPOI Mbl HE BHIVIM.
Eii yacTo npuxoauTCs 3ampammnBaTh Cpasdy HECKOJIbKO 00BEKTOB A/ ayTeHTH(huKa-
LU, aBTOPU3ALUN U COOMIONEHNs MHOKECTBA PAa3JINYHbIX HOJUTUK. [IpocToii mpu-
Mep — PasBepThIBAHLE IIOL0B Ha OCHOBE KOHTPOJLIEPOB pelInKanuu. Ilpeacrasbre,
4TO y BaC MULIMAPA OOBEKTOB, YIPABIISIOMINX PEIIMKALIEN, U BCETO TPU SK3EMILIA-
pa 1oz1a, B pe3yabrate OOJIbIIMHCTBO KOHTPOJLIEPOB HE IOJIyYaT HI OIHON PEeIIUKI.
Tem e Menee Bce pecypebl Kubernetes cramyT 3aTpaunBaThes Ha IPOBEPKY TOTO, YTO
HU OQMH M3 MIJLIMAPAA KOHTPOJLIEPOB HE PEILINIUPOBAJ CBOM IAGI0H 04 1 9YTO
UM He HyKHO yAaJIATh HUKAKUe MOJbl. ITO JOBOJIbHO dKCTPEMANbHBIN IIPUMED, HO
CyTb HoJKHa ObITh sicHa. Yem Gonbue API-06beKkTOB, TeM Gobiie paboThl A1sd
Kubernetes.

Crncok u3ObITOYHBIX 0OBEKTOB, OT KOTOPHIX MOKHO N30aBUThHCs, HEMHOIO HEOIHO-
ponen. Harmpumep, BbI MOKETE OIPaHIYUTh KOJIMYECTBO KOHTPOJLIEPOB PEILIMKALIIH, HO
He HaboPOB PEILINK, KOTOPBIE, 110 CYTH, IPEACTABJIAIOT COO0M YCOBEPILEHCTBOBAHHYIO
BEPCHIO TEX e KOHTPOJLIEPOB U MOT'YT IIPMYMHUTD UACHTUYHbIHA yiep0, eCiIn X CTaHeT
CJIMIITKOM MHOTO.

Ho caMbIM gocagibiM yIIyIIeHHEM sBJSIOTCSA IPOCTPAHCTBA MMeH. Bee IuMuThL
IEHCTBYIOT B UX PaMKaX, HO UX KOJUYECTBO HeJIb3sl OTPAHMYUTh. TakuM 06pa3oM, Bbl
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JIETKO IIE€EPErpy3nTe Kubernetes, CO3/1aB CJIMIIIKOM MHOTO ITPOCTPAaHCTB NUMEH, /IasKe€ €CJIN
B Ka’X/IOM M3 HUX COAEPIKUTCA He6oJbII0e KomndecTBO API-00bekTOB.
[[a_nee IepednceHbl BCE MOAACPKUBAEMbIE 0OBEKTDL:

O ConfigMaps — MaKCUMATbHOE KOJTHUYECTBO KapPT KOH(MUTYPAITMH B OZTHOM ITPOCTPaH-
CTBE VMEH;

O PersistentVolumeClaims — MakKCcMMaJIbHOE KOJUYECTBO 3AIIPOCOB HaA BbIJAEJICHUE
MOCTOAHHBIX TOMOB B O/{HOM ITPOCTPAHCTBE NMEH;

O Pods — MakCUMaJbHOE KOJIUYECTBO PabOYKX MOAOB B OJJHOM TIPOCTPAHCTBE UMEH.
ITox cunTaercs pabodmM, eCu ero cocTosgnue status.phase pasio Failed win
Succeeded,;

U ReplicationControllers — MaKCHUMaJIbHOE KOJMYECTBO KOHTPOJIEPOB PEILIUKAIINN
B OJJHOM IIPOCTPAHCTBE UMEH;

O ResourceQuotas — MaKCMMaJIbHOE KOJIMYECTBO KBOT HA PECYPCHI B O/THOM ITPOCTPaH-
CTBE NMEH;

O Services — MakCUMa/IbHOE KOJIMYECTBO CEPBUCOB B OTHOM IIPOCTPAHCTBE UMEH;

O Services.lLoadBalancers — MaKCHMaJIbHOE KOJIMYECTBO CEPBUCOB OAIaHCUPOBIIIKA
Harpysku B O/lTHOM IIPOCTPAHCTBE UMEH;

QO Services.NodePorts — MakCUMaIbHOE KOTUYECTBO CEPBUCOB C MPUBA3KON K ITOPTaM
y3Jia B OZIHOM IIPOCTPAHCTBE NMEH;

O Secrets — MakCUMaJIbHOE KOJUYECTBO OOBEKTOB secret B O/THOM ITPOCTPaHCTBE NMEH.

ObnacTtu gencTsusa KBoT

HexkoTopble pecypcbl, HallpuMep MOJ/bl, MOTYT HaXO/JUTbHCS B Pa3HBIX COCTOSHUSX,
MO3TOMY JIOJKHA OBITH BOBMOKHOCTH YYUTHIBATH ATO B KBOTaX. EC/IM y BaC MHOTO
[OJI0B, 3aBEPIIUBIIUX PabOTy (YTO YaCTO CIyYaeTcst BO BPeMsl BbIKAThIBaHUs OOHOB-
JIEHWH1), B CO3/IaHNN HOBBIX 9K3E€MILISIPOB TI0/[0B HET HUYETO IIJI0XOTO, JIasKe eCIIU X
ob111ee KOJMYECTBO MPEBBINIAeT KBOTY. UTOOBI 3TOr0 1OGUTHCS, KBOTY CJIEYET TIPH-
MEHSATh TOJBKO K pabouum nogam. Jlajee mpuBoAATCs A0CTYIHBIE 06JaCTH AeHCTBUSA
KBOT:

Q Terminating — cOOTBETCTBYET I10J]aM, Y KOTOPLIX spec.activeDeadlineSeconds >=9;

O NotTerminating — COOTBETCTBYET I10/[aM, y KOTOPBIX I10JI€ spec.activeDeadlineSeconds
PaBHO HYJIIO;
O BestEffort — COOTBETCTBYET I0JIaM C HETAPAHTUPOBAHHBIM PE3YJIbTATOM PabOTHI;

O NotBestEffort — cooTBeTCTBYET 1101aM, KOTOPbIE BCEra BO3BpAIalOT pe3yabTar.

O6nacTb gelictug BestEffort OTHOCUTCA TOMBKO K IIOAaM, a 001acTu Terminating,
NotTerminating 1 NotBestEffort MOryT IPUMEHATHCA TaKKe K [IPOIECCOPY U MTaMATH.
ITO MHTEPECHBINT MOMEHT, TaK KaK KBOTa HA PECYPCHl MOXKET TPEJOTBPATUTH y/laJleHne
noza. Jlanee mepeuncieHbl MoAAepKIBaeMbie 00hEKTHI:
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Cpu;
limits.cpuy;
limits.memory;
memory;

pods;

requests.cpu;

Oo0o00D0DO0O

requests.memory.

3anpocbl U OrpaHNyeHus

3anpoce! (request) 1 orpaHnueHust (1imit) B KOHTEKCTE KBOT Ha PeCypchl TpeOyIOT
SIBHOTO 3a/[aHust 11eieBoro aTpubyra. Takum obpasom, mratdopma Kubernetes sHaer
JIMATIa30H BbIIEJCHUS PECYPCOB IS KasKI0TO KOHTEHHEPa U MOKET YIIPABJIATH OOIIMU
KBOTaMU.

PaboTa c kBOTamMu

Cnauana CO31a/IUM ITPOCTPAHCTBO NMEH!

> kubectl create namespace ns
namespace "ns" created

Mlcnonb3oBaHWe KOHTEKCTa KOHKPETHOMO NPOCTPAHCTBa MMEH

Pa6orasg ¢ mo6bim IIPOCTPAHCTBOM MMEH, KpOME€ CTaH/IapPTHOTIO, A IPeJAIIOYNTaI0 3a-
JIeiCTBOBATH KOHmexKcmul, 4yTOOBI HE BBO/JIMTDb --namespace=ns [JId Ka?KlIOI;I KOMaH/IbI:

> kubectl config set-context ns --cluster=minikube --user=minikube --
namespace=ns

Context "ns" set.

> kubectl config use-context ns

Switched to context "

ns-.

Co3paHue KBOT

1. Cospazum 0ObEKT compute-quota:
apiVersion: vl
kind: ResourceQuota

metadata:
name: compute-quota
spec:
hard:
pods: "2"

requests.cpu: "1"
requests.memory: 20Mi
limits.cpu: "2"
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limits.memory: 2Gi
> kubectl create -f compute-quota.yaml
resourcequota "compute-quota" created

2. TeHepbﬂ06aBHN13TOTO6b€KT
apiVersion: vi1
kind: ResourceQuota
metadata:
name: object-counts-quota
spec:
hard:
configmaps: "10"
persistentvolumeclaims: "4"
replicationcontrollers: "20"
secrets: "10"
services: "10"
services.loadbalancers: "2"
> kubectl create -f object-count-quota.yaml
resourcequota "object-counts-quota" created

3. MBI MOXKEM TTPOCMOTPETH BCE KBOTHI:
> kubectl get quota

NAME AGE
compute-resources 17m
object-counts 15m

4. EcTb BO3MOKHOCTH TAKIKe TOJYIUTh TOJHYI0 MHPOPMAIIUIO C TOMOTIBI0 KOMAH/IbI
describe:
> kubectl describe quota compute-quota

Name: compute-quota

Namespace: ns

Resource Used Hard

limits.cpu 0 2
limits.memory 0 2Gi

pods 0 2

requests.cpu 7] 1
requests.memory 0 20Mi

> kubectl describe quota object-counts-quota
Name: object-counts-quota
Namespace: ns

Resource Used Hard
configmaps 0 10
persistentvolumeclaims 0 4
replicationcontrollers 0 20
secrets 1 10
services 0 10
services.loadbalancers ) 2

JTOoT BBIBO/I TTO3BOJISAET MTHOBEHHO COPMEHTHUPOBATHCA B TOM, CKOJIBKO Ba’KHBIX
r106aIbHbIX pecypcoB HOTp€6JI§IeTC§I BHYTPpHM KJIaCT€PA, HE 3a0CTPASAd BHUMaHNE Ha
MHOKeCTBE OTAeJIbHbIX 00BEKTOB.
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5. HobasuM B ripocTpancTBO uMeH cepsep NGINX:
> kubectl run nginx --image=nginx --replicas=1
deployment "nginx" created
> kubectl get pods
No resources found.
6. Kax e Tak? He HaiieHo HU OZHOTO pecypca, XOTs IIpU co3gannu oObekTa deployment
He 6bLI0 HUKaKuX omuboK. [IpoBepuM pecype pasBepThIBAHNISL:
> kubectl describe deployment nginx

Name: nginx

Namespace: ns

CreationTimestamp: Sun, 11 Feb 2018 16:04:42 -0800

Labels: run=nginx

Annotations: deployment.kubernetes.io/revision=1

Selector: run=nginx

Replicas: 1 desired | @ updated | @ total | @ available | 1
unavailable

StrategyType: RollingUpdate

MinReadySeconds: 0

RollingUpdateStrategy: 1 max unavailable, 1 max surge
Pod Template:
Labels: run=nginx
Containers:
nginx:
Image: nginx
Port: <none>
Environment: <none>
Mounts: <none>
Volumes: <none>
Conditions:
Type Status Reason
Available True MinimumReplicasAvailable
ReplicaFailure True FailedCreate
OldReplicaSets: <none>
NewReplicaSet: nginx-8586cf59 (0/1 replicas created)
Events:
Type Reason Age From Message
Normal ScalingReplicaSet 16m deployment-controller Scaled up replica set
nginx-8586cf59 to 1

O6parure BHUMaHKe Ha paszies conditions. Cocrosinue ReplicaFailure paBHO True,
a B KauecTBe MMPUYNHBI yKa3aHo FailedCreate. Kak BupnTe, Ipy pa3BepTHIBAHUN CO3/1aH
HOBBII HAOOP PEILIKMK IO/ Ha3BaHUeM nginx-8586cf59, HO caM 110/ He CO3JaH, 1 MbI BCE
elle He 3HaeM 1odemy. [TpoBepuM HAGOP PEILIUK:

> kubectl describe replicaset nginx-8586cf59

Name: nginx-8586cf59

Namespace: ns

Selector: pod-template-hash=41427915, run=nginx
Labels: pod-template-hash=41427915

run=nginx
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Annotations: deployment.kubernetes.io/desired-replicas=1
deployment.kubernetes.io/max-replicas=2
deployment.kubernetes.io/revision=1

Controlled By: Deployment/nginx

Replicas: @ current / 1 desired

Pods Status: © Running / © Waiting / © Succeeded / © Failed

Conditions:

Type Status Reason
ReplicaFailure True FailedCreate
Events:
Type Reason Age From Message
Warning FailedCreate 17m (x8 over 22m) replicaset-controller

(combined from similar events): Error creating: pods "nginx-8586cf59-sdwxj"
is forbidden: failed quota: compute-quota: must specify limits.cpu,limits.
memory, requests.cpu,requests.memory

BriBoz okazasicst oueHb AJIMHHBIM U 3aHsIJ HECKOJIBKO CTPOK, HO €ro cojiep:KaHie
MIpeJIesIbHO SICHO. B mpocTpancTBe MMEH JIEHCTBYET KBOTA HA BEIYNCITUTENbHBIE PECyP-
CBI, IOATOMY KaK/IBII KOHTEITHED TOJKEH OrPAHUYUTH [IPOIIECCOPHOE BPEMST U TTaMSITh
U BMECTE C TeM 3aIPOCUTh KaK0e-TO MX KomaecTBO. YTo6bl obecnednTs cobmonenue
KBOTBI BO BCEM TIPOCTPAHCTBE UMEH, KOHTPOJLIEP KBOT JIOJIKEH YIUTHIBATH PACXO]] BbI-
YHUCJIUTENBHBIX PECYPCOB B KAKIOM KOHTEIHEDE.

Wtak, Mbl MOHUMAEM IPUYNHY TIPOOJIEMBI, HO Kak ee penTh? MOKHO co3/1aTh OT-
JeJIbHBIN 00beKT deployment JiJIst KaK/IOTO TUTIA TTOJIOB, KOTOPBIE OY/IYT UCHOIBb30BATHCS,
U TIIATeJIBHO MPOLYyMaTh 3alIPOCHl M OTPaHIYeHHs [ rporieccopa u namsatu. Ho gro,
€CJIM BBI HE COBCEM yBepeHbI? UTo, ecTi TUTIOB MTOIOB CUIIKOM MHOTO U BBl HE XOTHUTE
CJIeINTH 3 11eJI0H Kyuell KoH(UTyparmoHHbIx ¢aiiyioB deployment?

B xauecTBe aTbTepHATHBBI MOKXHO yKa3aTh OTPaHIMUEHHE B KOMAHHOH CTPOKe BO
BpEMsI BbITIOTHEH WS PA3BEPThIBAHUS:

> kubectl run nginx \
--image=nginx \
--replicas=1 \
--requests=cpu=100m,memory=4Mi \
--limits=cpu=200m,memory=8Mi \
--namespace=ns

ITo cpaboTaeTt, OHAKO co3anre 0OBEKTOB deployment Ha JIETY CO MHOKECTBOM
apryMEHTOB — He CaMbIil HA/IEKHBII CITI0CO0 YITPABJIEHUS KITACTEPOM:

> kubectl get pods
NAME READY STATUS RESTARTS AGE
nginx-2199160687-zkc2h 1/1 Running 0 2m

Mcnonb3oBaHMe Anana3oHOB Ol'paHVI‘-IEHVII‘;I
AN BblYNCIUTENDBHbIX KBOT MO YMOJ/T4aHUIO

1. DBoJsee mpeAniouTHTENBHBIN BADUAHT — 33J1aTh BBIYNCJINUTE]bHBIE OTPAHMYEHUST 110
YMOJIYAHUIO. Y KaKeM Inana3oHbl orpannuenuii. /lanee nmoxasan KoH(GUTYypaoH-
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HBIN (aiijl, KOTOPBIN yCTaHABINBAET HEKOTOPbIE CTAH/[APTHBIE 3HAYEHUS JIJIsI KOH-
TeiHePOB:
apiVersion: vi
kind: LimitRange
metadata:
name: limits
spec:
limits:
- default:
cpu: 200em
memory: 6Mi
defaultRequest:
cpu: 10em
memory: 5Mi
type: Container
> kubectl create -f limits.yaml
limitrange "limits" created

2. A 3/1€Ch TTOKAa3aHbI TEKYTIINE OTPAHUYCHU I, I[eIL/,ICTByIOH.II/Ie 110 YMOJTYaHUIO:

> kubectl describe limits limitsName: 1limits
Namespace: ns

Type Resource Min Max Default Request Default Limit Max
Limit/Request Ratio

Container cpu - - 100m 200m -
Container memory - - 5Mi 6 Mi -

3. Temnepns crnoa 3amyctum NGINX, He yka3piBasi HUKaKUX 3alIPOCOB UJTH OTPaHUYe-
HUH 7151 Tpotteccopa 1 mamsat. Ho cHauasna ymanm yske pa3BepHYTHIN 9K3eMILIIsIP
NGINX:
> kubectl delete deployment nginx
deployment "nginx" deleted
> kubectl run nginx --image=nginx --replicas=1
deployment "nginx" created

4. TIposepum, ObL1 i cosziaH mof. OTBET MOJOKUTENbHbIII:

> kubectl get pods
NAME READY STATUS RESTARTS AGE
nginx-8586cf59-p4dp4 1/1 Running 0 16m

Bbibop 1 perynuposaHue
MOLLHOCTW KfiacTepa

Takue Bosmosknoctu Kubernetes, kak ropusonrtanbpioe aBromaciTabupoBaHie,
DaemonSet, StatefulSet 11 KBOTBI, T03BOJISAIOT MacITAGUPOBATH U KOHTPOJINPOBATH
OB, XPAHUIHIIA U ApyTre 00beKThl. OMHAKO B UTOTE MBI BCe PABHO yITHPAEMCS
B ¢usmueckue (BUPTyasbHble) pecypchl, JOCTYNHbIe KaacTepy. Eciu Bce y3ubl 3a-
rpyxemst Ha 100 %, HyKHO T0OABUTDH Y3JI0B — TYT YK HUYETO He MOIeaeib. B mpo-
tuBHOM ciaydae Kubernetes ne cmoxer macuitabupoBatbes. B To ke Bpems, ecin
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Harpy3Ka mocTosHHO KoJebaercs, maatdopma Kubernetes cioco6ua yMeHbIIUTD
KOJIMYEeCTBO I10/I0B, HO €CJIM BbI IIPU 9TOM He YMEHbIIUTE KOJMYECTBO Y3JI0B, BaM
TPUAETCS TIATUTD 32 W3IUITHIO MOIIHOCTD. B 061ake Y361 MOKHO OCTAHABINBATH
U 3aITyCKaTh 3aHOBO.

Tunbl y3noB

CaMbIM [IPOCTBIM pelieHrneM OyaeT BhIOpaTh eHbII THII Y3JI0B ¢ 3apaHee U3BEeCTHbI-
MU IIapaMeTpaMi IIPOIECCoPa, MaMsITH U JIOKaJIbHOTO Xpanuiuiia. Ho ator Bapuant
He caMblii ONTUMAJbHBIN C TOYKW 3PEHUs TPOU3BOJAUTENHHOCTH U JIEHEKHBIX 3aTparT.
OH yrpolinaer njaHupoBaHUe MOIIHOCTU, TaK KaK e[MHCTBEHHOE, YTO BaM OCTAETCsI
OIIpee/INTh, — 00Iee KOJIMYeCTBO Y3108 B Kiaacrepe. C KasKIbIM HOBBIM Y3JIOM BbI J10-
GaBJisieTe TapaHTHPOBAHHOE KOJIMYECTBO IIPOILECCOPHOrO BPEMEHH U IAMSTHU, IPUYeM
Go/BIIMHCTBO KaacTepoB Kubernetes n Mx KOMIIOHEHTOB MMEIOT pasHble pabouie Ha-
IPY3KHU. ITO MOKET ObITh crcTeMa 06PabOTKHU MOTOKOB, B KOTOPOM MHOKECTBO HOIOB
MPUHUMAIOT KaKKe-TO JaHHbIe U 00pabaThIBAIOT X B OJHOM MecTe, ITO JaeT GOJIBIIYIO
HArpysKy Ha IIPOLECCOp, HO TPeOOBAHUS K IIaMATH MOTYT ObITh PasHbIMU. [Ipyrue Kom-
[IOHEHTHI, TaKKe KaK paclpese/eHHbII KaIll, MOIYT HYKAaThCd B 60JbLIIMX 0ObeMax
aMATH, He HArpy»Kas IIpu 9ToM Ipoiteccop. B cucremax Bpose Cassandra k Kaskaomy
Y3JIy HeOOXOAUMO MOIKII0YATh OTAEbHbI SSD-HaKOIIHUTE /b,

B s11060M M3 TaKMX CJIy4aeB y3JIbl JOJKHBI ObITh MPaBUJIBHO MOMEYEHbI, YTOOBI
mrardgopma Kubernetes mMorsia BiOMpaTh sl UX Pa3BePThIBAHUS TTOAXOAAIINAE TTO/DL.

Bbl6Op pellueHnin aAnst XpaHeHUsl AaHHbIX

XpaHuuie urpaet KIoueByio posib B MacitabupoBanuu kiacrepa. Cyiectsyer Tpu
KaTEeropuu MaciTabupyeMbIX pereHuii st XpaHeH st IAHHBIX:

O cob6eTBerHOE, TO0OPAHHOE BPYUHYO;
Q obuayHoe XpaHHIJIHIIE;

a penrenune, He BXOAAIMIIEE B COCTaB KjacTepa.

B nepBom ciyuae Bbl ycTaHaBJIMBaeTe B CBOW KJacTep HEKUI BUJL XPaHUJUIIA.
3910 maer rubKOCTD ¥ MOJHBIA KOHTPOJIb, OAHAKO YIIPaBJI€HUEM U MacIITabupoBaHUeM
MIPUXO/IUTCST 3aHUMATBCST CAMOCTOSITENILHO.

Bo BTOpPOM BapuaHTe MCIOJIb3YeTCs PelleHune, IpeJocTaBaseMoe 00IaqHoil aT-
dopmoii. Bel mosryyaeTe MHOKECTBO BO3SMOKHOCTEH TIPSIMO «U3 KOPOOKH», HO TepsieTe
KOHTPOJb U, KaK TIPaBUJIO, reperaunBaere. K ToMy ke B 3aBUCHUMOCTHU OT cepBUCa
MOJKeTe OKa3aThCsl JKECTKO MPUBSA3AHHBIMU K KOHKPETHOMY IIPOBAiIepy.

TpeTuil BapuaHT mpemoaraer mepegady 60oIbmnx 00beMOB JAHHBIX, 9YTO CIOCOOHO
CKa3aTbCs Ha IIPOU3BOAUTEIBHOCTH U JeHEKHBIX 3aTpaTax. OObIYHO K 9TOMY PEIIEHNIO
npuberaoT B CUTyaLusX, KOrja HeoOX0AUMO HHTErPUPOBATHCS € YK CYLIeCTBYOIIEN
CUCTEMOI.
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Koneuno, 6osibImie KaacTepbl CIOCOOHBI UMETh HECKOJILKO XPAHUJIUII U3 PASHBIX
KaTeropuii. ITO OTHO M3 KIFOUEBBIX PEIICHUIT, KOTOPBIE MTPEJCTONT TPUHATH. [loMmHUTE,
YTO Bali TPeGOBAHSI K XPAHUIUIIY CO BPEMEHEM MOTYT U3MEHUTHCSI.

KoMnpomucc mexay AeHeXHbIMU 3aTpaTaMu
N BPEMEHEM OTKJIMKA

Ecan g Bac penbru He npobiema, MOKETE IIPOCTO BbIAEAUTD JJIs CBOErO KaacTepa
u30bITOUHbBIE pecypcebl. Kaxoii y3e1 MOIyunT JIy4lIyIo 13 AOCTYIIHBIX allllapaTHbIX
KOH(UTYpaIuii, KOJMIeCTBO y3/10B Oyaer 6ombiie, 4eM Tpedyercs 1 06paboTKH Cy-
IIECTBYIOIIEN HArPy3KH, U B BallleM PACIOPSIKEHUH OKAKETCs] OFPOMHOE KOJNYECTBO
€BOOOHOIO IMCKOBOTO MIPOCTPAHCTBA. 3arBO3/Ka JIUIIb B TOM, YTO JIEHbI'M — 9TO BCEr/a
mpobsiemal

Ha us6bIToumble pecypehbl MOMKHO II0JIaraThCs Ha HAYaIbHbIX dTallaX, KOra KIacTep
[IpUHUMAET HeMHOro Tpaduka. Bl MojKeTe 3aIlyCTUTD IIATh Y3JI0B, JaKe ecJid OOJIbIIYIO
YacTh BPEMEHU JIOCTATOYHO JNTb IBYyX. Ho ymMHOXBTE aT0 KOmmuecTBo Ha 1000, n Bac
HEIIPEMEHHO CIIPOCAT, 3a4€M BaM ThICsSur Ge31efCTBYIONIMX KOMIIBIOTEPOB 1 I1eTadaii Thl
MyCTOTO XPaHUJINIIA.

JlagHo, AOIyCcTIM, TIOCJIE TIATENbHBIX 3aMEPOB U ONITUMU3AI[IH BCE BAIIU PECYPCHI
ucmosbayotest Ha 99,99999 %. [losapasisieM, BB TOJTBKO UTO CO3/IATTN CUCTEMY, HECTIO-
COOHYIO BBIZIEPKATh MaJleiiliee MOBBIIEHNe HATPY3KH MU II0JOMKY OZHOro y3jia 0e3
OTKJIOHEHUST 3aITPOCOB MJIN 33JIEPKKU OTBETOB.

HyskHOo HallTH KaKO-TO KOMIIPOMKCC. BbI HOJKHBI IOHATD, KaK KoJebercs pa-
Gouast HarpysKa, M Mo yMaTh, KAKOe COOTHOIIEHUE 3aTPAT U BBITO/bI 10 CPAaBHEHUIO
C COKpAIlleHHBIM BPEMEHEM OTKJINKA WM BBIYUCAUTETbHBIMU BO3MOKHOCTSIMU JIaeT
N30BITOYHAS MOITHOCTD.

Ecin y Bac ectb skecTkre TpebOBaHUS K JOCTYITHOCTH U HaJEsKHOCTH, CAeJiaiite us-
OBITOYHOCTH U BbIIEJIEHNIE JOIOJIHUTENbHBIX PECYPCOB YaCThIO aPXUTEKTYPbI CUCTEMBIL.
I[IpencraBbre, YTO HEOOXOAMMO 3aMEHITh KOMIIOHEHTHI Ha JIeTy Oe3 IPOCTOsI U He3aMeTHO
IS OKpY KaomuX. BeposiTHO, TIoTepst gake OHON TPaH3aKINU HeAOMycTrMa. B aTom
cJIydae CJeayeT JIepsKaTh HarOTOBE PE3ePBHDIE KOMH BCEX KOMITOHEHTOB, a TAK/KE J[0-
MOJTHUTEIbHBIE PECYPCHI, YTOOBI CIIPABUTLCS ¢ BPEMEHHBIMU KOJIeOaHINAMI HATPY3KU
6e3 CcIeraabHOr0 BMEIIaTe/IbCTBa.

S deKTUBHOE UCMOMb30BaHMeE y3/10B
C pa3HoKr KOHMUrypaumnen

Jist ahheKTUBHOTO MIAHUPOBAHUST MOTITHOCTH CHCTEMBI HYKHO HOHUMATh, Kak OHa ceOst
BeJIET U KAKYIO HATPY3KY CIIOCOOEH BBIZIEPKATD KAK/IbIil KOMIIOHEHT. [Ipudem cocTosITh
OHa MOXKeT U3 MHOKeCTBa BHYTPEHHUX ITOTOKOB JaHHbIX. VIMes yeTkoe npejcTaBieHue
0 TIPEICTOSTINX PaBGOYNX HATPY3KAX, MOKHO TIPOAHATM3NPOBATH paboUune MPOTeCcCh!
1 TIOMBITATHCS TTOHATH, Kakast A0 Tpaduka MPUXOANTCS HA Ty WJIN MHYIO 4acThb
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CHUCTEMBI. A 3aTeM BBIYUCJIUTD KOJIMYECTBO MOJI0B U uX TpeboBamust K pecypcam. 1o cBo-
€My OTIBITY MOTY CKa3aTh, YTO HATPY3KH OBIBAIOT (DUKCHUPOBAHHBIMH, TMHAMUYECKUMU,
HO TIpe/ICKa3yeMbIMU (HATPUMEP, B 3aBUCUMOCTH OT PAbOYNX YaCOB) UJIM COBEPIIIEHHO
XaOTUYHBIMU. BBl JI0JIKHBI TJIAHUPOBATD € Y4€TOM BCeX TUIIOB Harpysku. [lisg aToro
[I0/Ibl MOYKHO pacIpe/iesiaTh 110 y3JaM ¢ pa3Hol KoHdurypalueil B 3aBUCUMOCTH OT
KOHKPETHBIX TPeOGOBAHMUIA.

MpenMyLLecTBa 31aCTUYHBIX
061auHbIX pecypcoB

BoJbIuHCTBO 00IAYHBIX TPOBANIEPOB MOJIEPKUBAIOT ABTOMATHYECKOE MACIITaOu-
POBaHUE Y3JI0B, YTO UIEATBHO JOMOJHSIET TOPU3OHTAIBHOE aBTOMACIITabUPOBaHIE
nojos B Kubernetes. O6mauroe XpaHUJIMILE TOKE PACHIMPIETCS MarnyecKum oopa-
30M, He TpeOyst OT Bac HUKAKUX JeiicTBuil. Ho u 3/1ech €CTh CBOU HIOAHCHI, O KOTOPBIX
CJIeyeT 3HATh.

ABTOMacwwTabupoBaHue y3nos

Bce kpyrHbie o6auHble TPOBAEPhl MOAAEPKUBAIOT ABTOMACIITAONPOBAHUE Y3JIOB,
Ectp HEKOTOPbIE pa3ndnsd, HO YBEJINYEHUE N YMEHbIIEHE MaCHlTa6a B 3aBUCHUMOCTU
OT 3arpy’KeHHOCTH TIPOIECCOPA BCErIa IOCTYITHO. VIHOT/IA IpeIaraioTest IOMOTHITE b-
Hble KpUTepuu U GajaHCUPOBKA HArpysku. Kak BuauTe, STHUM 0TYaCTH JLyOJUPYIOTCS
dynkuuu Kubernetes. Eciin o6aunbiii ipoBaiiziep He HOALepKUBAeT aJleKBaTHOIO aB-
TOMACIITAOUPOBAHUS C MOJAXO/ISAIINM YIIPAaBJIEHUEM, OTHOCUTENBHO JIETKO PEATH30BaTh
€r0 CaMOCTOSATEIbHO. JTO TIO3BOJIUT CJEAUTH 32 MOTPeOIEHIEM PECYPCOB B KJIaCTEPE
u obpaiarbest k obnaunomy API 3a gobasienem uin yaajienueM y3iaoB. CoOTBETCTBY-
IOTIe KPUTEPUH MOKHO oJryunTh u3 Kubernetes.

ITpottecc 106aBJIeHUS IBYX HOBBIX y3JI0B HA OCHOBE MOHUTOPUHTA 3arPyKEHHOCTH
IIpolteccopa MPOUJLIIOCTPUPOBAH Ha puc. 9.2.

1. CpenHsas 3arpyXeHHOCTb
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Puc. 9.2
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Cnegute 3a cBOMMKM 06/1@4YHBIMU KBOTaMu

Bo BpeMst paGoThI ¢ 06TAYHBIME TPOBAIIEPAMU OIHUM 13 CAMBIX Pa3IPAKAIOIIIX ACTIEK-
TOB SBJIAIOTCS KBOTBI. S MIMEJI IeJI0 ¢ YeThIPbMS Pa3HBIMU O0JauHBIMU MIaT(OPMAMK
(AWS, GCP, Azure u Alibaba Cloud), u kaskaprit pa3 KBOTBI BBIXOAUIN MHE GOKOM.
KBOTBI MO3BOJISAIOT MPOBaiiziepaM MIaHMPOBaTh COGCTBEHHBIE MOITHOCTH (A 320/(HO 3a-
IUIIAIOT BAC OT CIyYaifHOTO 3aMmycKa MUJIJIMOHA Y3JI0B, KOTOPbIE Bl HUKOT/IA HE CMO-
JKeTe OTIATHUTD), HO ¢ TOYKH 3PEHUSI KJIMEHTA 3TO JIMIIb eIlle OMH UCTOYHUK TOJIOBHOI
6o, IIpesicTaBbTe, YTO BbI pa3paboTaIU IPEKPACHYIO CUCTEMY aBTOMACIIITAOUPOBAHNS,
KOTOpast paboTaeT CaMOCTOSATELHO, HO TIpu flocTrzkernu otmetkr 100 y3710B nepecraer
MOBBIIATH MOTTHOCTH. BBl GBICTPO 0O6HApyKMBaeTe, 4TO JOCTYMHBI gumb 100 BupTy-
QJIBHBIX MAllWH, 1 00palaeTech B CayKOy MOMIEPKKH ¢ TPOCHOOH YBEINUUTH KBOTY.
Ho moka 3armpoc HaXOAUTCs Ha PACCMOTPEHNH, MOJKET TIPOWTH IeHb WJIK Ba. A B 9TO
BpeMsi cricTeMa OyieT HecrocoOHa BbIIEPKUBATH HATPY3KY.

OCTOpOXXHO YNpaBnsiiTe perMoHamm

O6uaunbie maatdoOpMbl PasOMBAOTCS Ha PETMOHBI U 30HBI [0CTYTHOCTH. HekoTopbie
YCJLYTU U y3JIbL ¢ Ollpe/ie/IeHHOM KoHdurypauueil noaepKuBaloTCs TOJAbKO B olIpe/ie-
JIeHHBIX pernoHax. OOIauHble KBOTHI TOKE YUUTHIBAIOTCS HA PETHOHATBHOM YPOBHE,
[TepesaBath JaHHBIE BHYTPU OJIHOTO PETMOHA 3HAYUTEJBHO ObICTPEE U JieliieB)ie (a 4acTo
1 BOBCE OECIIATHO), YeM MESKY Pa3HbIMU pernoHaMu. IIpu POeKTHPOBAHUE KJIacTepa
CIIeTyeT yeaUTh 0c0O0€e BHUMAHIE CTPATETHN TeoTpahIeckoro pactpenenenus. Ecim
KJIacTep /I0JKeH OXBAThIBATh Pa3Hble PETHOHBI, BaM, BO3MOKHO, TPUIETCS TTPUHUMATD
HETPOCTBHIE PENTEH ST, KACAIOMNECS U3GBITOYHOCTH, IOCTYITHOCTH, TIPOU3BOANTETLHOCTH
1 (DpMTHAHCOBBIX 3aTparT.

Hyper.sh n AWS Fargate
B KayecTBe a/ibTepHaTUBHI

Hyper.sh — ato npoBaiijiep XOCTHHTa, B KOTOPOM BCE 3aITyCKAeTCsl B BUJle KOHTEHHe-
POB, a BBIJIEJIEHUE AIMTapaTHBIX PECYPCOB IMPOUCXOMUT aBTOMaTH4Yecku. KonTeitnepol
CTapTYIOT 32 CUUTAHBIC CEKYH/IbI, U BaM He HYXKHO K/IaTh, TIOKA 3aIIyCTUTCI HOBas
BupTyasbHas Mamuua. Hypernetes — ato pasnouaHocts Kubernetes ¢ momaep:xkoit
Hyper.sh, ona nmoasocTbio yeTpanser npobieMbl ¢ MacTabupoBaHUEM Y3JI0B, TaK KAk
KOHIIEIIIINY y3J1a Ha YPOBHE KJIMEHTA IIPOCTO HE CYIIECTBYET — €CTh TOJbKO KOHTEH-
Hephl (WJIU TIOJIbI ).

B npaBoii yactu cxembl Ha puc. 9.3 mokasano, kak Hyper-koHTeiiHepbl BbITIONHS -
I0TCST HEMTOCPEJICTBEHHO HA «TOJIOM JKejle3e» B PAMKAX MYJAbMUapeHoHot 001auHoll
niamegopmol.

Hepnasno xomnanug Amazon nipeicraBusa cucremy AWS Fargate, koropast oxoskum
06pa3oM CKpbIBaeT BHYTPH cebst paboTy ¢ y3JIaMit, OCTABJIsIst KIMEHTaM JIUIITh BO3MOJK-
HOCTb Pa3BepPTHIBATH CBOU KOHTEHHEPH! B 06aake. B coueranuu ¢ EKS ona criocobma
cTaTh caMOM MOIYJIIPHOI T1aTdhopMoil 171t pasBeprhiBanus Kubernetes.
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DKCTpeManbHble Harpy3kn B Kubernetes

B aToM pasjesnie BB y3HaeTe, kak komataa Kubernetes onruMusupyer cBoe JeTHiie st
9KCTPeMasIbHBIX Harpy3ok. [Iudpbl roBopsT camu 3a cebst, HO HEKOTOPbIe HHCTPYMEH-
1ol Bpozie Kubemark nmeror narepecHsie GyHKIIMN U aske MOTYT TIPUTOAUTHCS TIPU
TeCTUPOBaHKUK KjacTepa. B peasbHbIX ycaoBusax kiaacrtepbl Kubernetes HacunThiBaoT
10 3000 ysnos. B CERN komanzga OpenStack mocturia nokasaress 2 MJIH 3aIIpOCOB
B CEKYHJLY: superuser.openstack.org/articles/scaling-magnum-and-kubernetes-2-million-requests-
per-second.

B cBoeii maGoparopun kommanusg Mirantis mposepuia HpOU3BOAUTEIBHOCTD 1 MaC-
mrabuposanue 5000 ysnos Kubernetes (BHyTpu BUPTyaIbHBIX MALIKH ), PA3BEPHYTHIX
Ha 500 pusmuecKux cepBepax.
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Bonblue nHhopMaumm o Mirantis Bbl HalaeTe no aapecy bit.ly/20ijgQY.

Kommnanun OpenAl yaaioch pasBepHyTh CBOIl KJIacTep MalIMHHOTO 00y4YeHUsT Ha
ocHose Kubernetes Ha 2500 ys0B. B pesy/ibraTe GbLIO YCBOEHO HECKOJIBKO MOJIE3HBIX
YPOKOB: CJIeIyeT YINTBIBATh HATPY3KY, TeHEPUPYEMYIO areHTaMH Ky PHAIUPOBAHUS U UX
3ampocaMu, a cOOBITHS JIyUIlie XPAaHUTh B OT/eAbHOM KiacTtepe etcd (blog.openai.com/
scaling-kubernetes-to-2500-nodes/ ).

B komiie aToro pasmesna Bbl 10 IOCTOMHCTBY OIIEHUTE, KAaKKWe YCUJIMU U CMEKAJIKa
HYsKHBI 7151 onrtuMusanyy Kubernetes gt paboTsl ¢ GOJIBIIMM KOJINYECTBOM Y3JI0B.
Bol y3HaeTe, 10 KaKuX MPeIEIoB MOKHO MacitabupoBars ofuH kiaacrep Kubernetes
1 KaKOH MTPOU3BOANTETLHOCTH TIPU 9TOM CJIEAYET OKUAATD. MBI TaKiKe PAaCCMOTPUM He-
KOTOPBIE HHCTPYMEHTBI U METOJIUKH, KOTOPBIE TOMOTYT BaM OI[EHUTH CKOPOCTH PabOTHI
COOCTBEHHBIX KJIACTEPOB.

YnyJdleHne npon3BoAMTENbHOCTH
n macwrtabupyemoctn Kubernetes

B Bepcun 1.6 komanma Kubernetes yaenuiaa ocoboe BHUMaHME TIPOU3BOAUTETBHOCTH
n MaciTabuposanuio. Haunnas ¢ Bepeun 1.2 8 Kubernetes Obuia 3asgBiena nojjaepsxKka
kiactepos pazmepom g0 1000 ysios, a B 1.6 aTOT 1oKasarTesb ObLI JOBEIEH [0 He-
BepositHbIx 5000. ITosske MBI eliie BepHeMcst K 1rdpaM, HO cHaYaja 3arjsiHeM BHYTPb
Kubernetes 1 momnbitaeMcsi OHSITh, 32 CUET Yero JOCTUIAIOTCs TaKKe BIIeYaTISIONIIe
MOKa3aTeJu.

KawunposaHune yteHns B API-cepsepe

Kubernetes xpanut cocrosinue cucteMpr B etcd — 5T0 KpaiiHe Hajle)KHOE, HO HE OYEHD
CKOpOCTHOE petiierne (XOTs B etcd3 BHeceHbl 3HAUNTENBHbIE YIYUIIEHIS], 0COOEHHO
B TLJTaHe TOJIEP/KKN KPYMHBIX KJIacTepoB). Pazmuunbie komnoHeHThl Kubernetes
paboTaioT O CHUMKAMU AaHHOTO COCTOSIHUS W HE UCTOJIB3YIOT OOHOBIEHUS B pe-
KIMe PEATbHOTO BPEMEHH, YTO TTO3BOJISIET YIYUIIUTH MPOTYCKHYIO CITOCOGHOCTD 3a
CYET HEKOTOPOTO YBeIUUIeHNs 3aiepkek. Pambiiie Bce cHUMKY 06HOBIsINCH watch-
cepsucamu eted. Tereps ke ITIsT STOTO TPUMEHSIETCST KATTMPOBAHNE YTEHUST B TTAMSATH
API-cepsepa. A y:ke 10T Kol 0OHoBJIsieTcs watch-cepucamu. Takoe HOBOBBeIeHUE
3HAUNTEIHHO CHU3UJIO HArPY3Ky Ha etcd U MOBBICHIIO OOTIYIO MPOTYCKHYIO CIIOCO6-
noctb API-cepsepa.

leHepaTop COObITUI XU3HEHHOMO LKA NOAOB

YBesmuyenne KoJmdecTBa Y3JI0B B KJIaCTEPE — ITO KJIIOY K TOPU3OHTAJIbHOMY MacCIlITa-
6I/IpOBaHI/IIO, BaKHYIO POJIb UTPAET TAKKE IIJIOTHOCTD Pa3MeIeHusAa 11008, TO €CTh Y1 CJIO
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UX DK3EMILIAPOB, KoTopbiMu kubelet crioco6eH adbekTrBHO yIIPaB/IsATh Ha OHOM Y3JI€.
Ecam mmoTHOCTD HU3Kas, HAa OTHOM y3Jie HeJTb3sT PAa3MECTUTh MHOTO TIOZIOB. JTO O3HAUa-
€T, YTO BBIOOP Y3JI0B ¢ 00J1€€ MOLIHBIMU IIPOLECCOPAME MOKET OKa3aThCsl GECCMbIC/IEH -
HbIM, Tak Kak kubelet Bce paBHO He cripaBUTCS ¢ GOJNBIINM KOJIYECTBOM 9K3EMILISPOB.
Kak BapuaHT, pazpaGoTUNKH MOTYT TOKEPTBOBATH CTPOIHOCTBIO CBOCH apXUTEKTYPhI
U CIIeJIaTh OB 00JIee KPYIIHBIMY, CIIOCOOHBIMY BBIIOJIHATDL O0Jblne paboThL. B npeane
BBIOOD MaciuTaba 3a1a4 IS IOA0B He J0JIKEH 3aBUCETh OT 0COOEHHOCTEH T1aT(OPMBIL.
Kowmanma Kubernetes oueHb X0pOIIO 9T0 MOHUMAET U TPUJIAraeT MHOTO YCUIUN JJIsT
YBEJUYEHUST TIOTHOCTH Pa3MeIeHNsI.

B cucreme Kubernetes 1.1 ounmanbHo peKOMEHJ0BaIOCh Pa3MellaTh Ha OAHOM
yaJie He 60srbie 30 mogoB. JIMUHO 5T BBIAEISIT ¢ JaHHOU Bepcueit 40 9K3eMIIAPOB Ha
y3eJ1, Ho u3-3a 910oro cepsuc kubelet cvenan mumnee mpoueccoproe BpeMs y paboumnx
saganuii. B Kubernetes 1.2 aT0T nokasareb noackouust cpasy 10 100 sx3eMILisspos.

Panbiire cepsuc kubelet mocTostHHO ompatuBat cpejibl BBIMOJHEHNS B KOHTEHHe-
pax KasKJoro moja. 9T0 OKasbIBaJo OOJIbIIOE JAaBjieHre Ha KOHTEHePbl, 1 BO BPeMs
[IUKOBBIX HAIPY30K BO3HUKAIU IIPOOJEMbI ¢ HaZIeKHOCThIO (B YACTHOCTH, CBA3aHHbIE
C IIepPepacxoIoM IPOIECCOPHOro BpeMenn). B kauecTse pentenus ObLI MPEJIOKEH 2e-
Hepamop cobvimuil scusnennozo yuxia nodos (Pod Lifecycle Event Generator, PLEG).
OH 1oJry4aeT COCTOSTHUE BCEX 9K3EMILISIPOB MMOJI0B U KOHTEHHEPOB U CPABHUBAET €TI0
C MPEABIIYIITAM COCTOSTHIEM. JTO JIeJIaeTcs JTUTIb OJIWH pa3. B pe3ysbrate cpaBHeHUS
PLEG 3Haet, Kakue [oJbl HyK/IAI0TCS B IIOBTOPHOI CUHXPOHU3ALUU, 1 0OpallaeTcs
TOJIBKO K HUM. bJlarofiapsi TakoMmy M3MeHEHHIO Harpy3Ka Ha IPOIeccOp CO CTOPOHbI
kubelet 1 cpes BbITIOTHEHIST KOHTEIHEPOB yITajia B YeThIpe pasa. TakKe YMEHBITIIOCH
BpeMsI OIIPAIUBAHUS, UTO YIYUIIIIO OT3BIBUNBOCTD.

Ha cxeme, nipejicraBiennoit Ha puc. 9.4, cpaBHUBAeTCsT HATPY3Ka Ha MIPOIECCOP JJIst
120 momos B Kubernetes 1.1 u 1.2. YerbipexkparHoe yMeHbIIEHIE cpady OpocaeTcst
B TJIasa.

BepTukansHoe MacluTabrpoBaHue y3os:
3arpyXeHHOCTb npoueccopa ¢ 120 nogamu
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Puc. 9.4
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Cepuanuzaumsa API-06beKTOB C MOMOLLbIO NPOTOKOSbHBIX BydhepoB

API-cepsep npenocrasisier REST API. B kauectse popmara cepuanuzariuu 8 REST
API o6b1uHO ucnionbayercst JSON, u API-cepsep Kubernetes se nckirouenne. OnHako
cepuaI3aIys ojipasyMeBaet npeobpasoBanue Mexk 1y JSON u craHfapTHBIMU CTPYKTY-
paMu IaHHBIX. DTO 3aTpaTHast oneparust. B kpymHomacitabubix kiacrtepax Kubernetes
MHOTHUM KOMIOHEHTAM YaCTO MPUXOAUTCS TOTYyYaTh I OOHOBIATH HHMOPMAIIHIO
B API-cepBepe. Pacxos, Heobxoaumbie 17t pasbopa u coctasietust JSON, 6bIcTpo
nakansusaiorcs. B Kubernetes 1.3 paspaborunku nobasuim aGeKTusHblii (popmar ce-
pHaJIM3aIIK IIPOTOKOJIBHBIX Oydepon. JSON HUKYyIa He JeJicst, HO BCe B3auMOAeCTBIE
MesKy BHyTpeHHUME KomrioreHTamu Kubernetes ipoucxoaur B HoBoM (hopmMare.

etcd3

B Bepcun 1.6 mardopma Kubernetes neperia ¢ eted2 Ha eted3. 310 craso 60bImM co-
Obitrem. Panbiie uz-3a orpannuenuii etcd2 (ocobenno us-3a peaimsanuu watch-cepsucosn)
macimrabuposanue Kubernetes ra 5000 y37108 66110 HeBO3MOKHBIM. JlaHHbIil (hakT
[OCJIYKUJI MOTUBAIMEN /Il MHOKECTBa YJIyYlIeHwii, IIoABUBIINXCcs B eted3, Tak Kak
komanzia CoreOS ucnonbsobana Kubernetes ais samepos npoussogurebaoctu. lanee
MpUBEZICHBI HECKOJIBKO BAXKHEUIITNX M3MEHEHU.

O GRPC Bmecto REST. eted2 paboraer ¢ REST API, torna kak etcd3 nopepskubaer
gRPC API (1 REST API uepes nuio3 gRPC). Iporokou http/2, neskamniuii B ocHOBe
gRPC, mosker mpumenaTs oo TCP-coepnnaenwe /1711 MHOKECTBA TOTOKOB C 3a1TPO-
caM# ¥ OTBETaMIU.

Q Apenzga smecro TTL. eted2 ucnionbsyer apems aocusnu (time to live, TTL) miis ucreue-
Hus cpoka geiictBus kmodeil. B etcd3 TLL npumeHsiercs B coyeTaHiy ¢ apeH/ioii, uTo
MO3BOJIIET HA3HAYATD PA3HBIM KJIIOYAM OJIH 1 TOT JKe CPOK CIIY/KOBL. ITO 3HAUMTETLHO
cokparnaet Tpabhuk, HeOOXOMMBIHN JIJIS TOJIEPKKU MOCTOSTHHBIX COETTHEH M.

O Peaymsarust watch-cepsuca B etcd3 ncmosbyeT mpenMyIecTBa ABYyHATPABIEHHBIX
GRPC-notokoB u noiepskusaet eaunoe TCP-coennnenye ist OTIPABKU PA3HbIX
coOBITHIT. DTO CHIKAET PACXOJL MAMSITH KAK MUHIMYM Ha TIOPSI/IOK.

O bBuaropaps eted3 miardopma Kubernetes rereps xpanut Bee cBoe coctosiame B (hop-
mare protobuf. To M03BOMIO N36aBUTHCST OT MHOKECTBA HAKJIAJHBIX PACXO/IOB,
CBSI3aHHBIX ¢ cepuanmsaiueir JSON.

[pyrve ontMMmsaumm
Paspaborunku Kubernetes BbImoJIHIIN MHOTO APYIHUX OITUMU3AIMHA.

QO BoinosiHeHA ONITUMU3AIUS TVIAHUPOBIIUKA, YTO TIPUBEJIO K YBEJIUYCHUIO TTPOU3BO-
IUTETBHOCTU TIaHupoBanus B 5—10 pas.

O Bce KOHTpOJITEPHI TepeBe/IeHBI Ha HOBYIO PEKOMEHIYEMYIO apXUTEKTYPY C MCIIOJb-
30BaHUEM 00IIUX WHHOPMATOPOB, YTO CHUIUIIO TIOTPEOJIEHIE PECYPCOB JAUCIIETYEPOM
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KOHTPOJLIIEPOB (CM. JIOKYMeHT Ha https://github.com/kubernetes/community/blob/master/
contributors/devel/controllers.md).

O BeimosHeHa onTUMA3AIKs OTAEIbHBIX onepaiuil B API-cepsepe (1ipeobpasoBanus,
r1yboKoe KOIMPOBaHUe, 3aIlJIaTKH ).

Q VYwmensiieno Boiesienue mamsat B API-cepBepe, 4T0 3HaUNTEIHHO CKA3a7I0Ch HA
3asiepkkax API-BbI30BOB.

M3MepeHune Npov3BoOANTENBHOCTM
1 MacliTabupyemoctn Kubernetes

Yro6bl yAYUIIUTh TPOU3BOIUTENHLHOCTD U MACIITAGUPYEMOCTD, HYKHO UMETh YETKOE
TIPEJICTABIIEHTE O TOM, YTO IMEHHO HY/KIAETCS B YITYIIEHUH 1 KakuM 06pasoM OyIyT orle-
HUBAThCS] BHOCUMbIE U3MEHEHUsI. BbI TaksKe JOJDKHBL yOE[UTHCS, UTO IPU 9TOM B JKEPTBY
He Gy/IyT MIPUHECEHBI OCHOBHbBIE CBOICTBA M1aT(GOPMBI U TapaHTHK ee paboTocnocod-
HOCTH. YJIydllieHre TTPOU3BOIUTEIBHOCTH YaCTO CaMO cOOO0M TIPUBOUT K YIyUIHIEHUIO
MacITabupyeMOCTH, 3a 4TO 1 eTo u o610, HampuMep, ecin BB CHU3HTE TOTpebIeHme
POIECCOPHOTO BpeMern B mofie ¢ 50 110 33 %, 910 OyzeT 03HAYATh, YTO HA OJHOM y3Jie
MOTYT TIOMECTUTHCS TPH T10/a BMECTO JIBYX U 0011ast MACIITabPyeMOCTh BHE3AMHO BbI-
poca Ha 50 % (WIu sKke pacxofbl COKPATHIINCH Ha 33 % ).

SLO B Kubernetes

Kubernetes umeer yeresoi yposenn obcayacusanus (Service Level Objectives, SLO).
ITO rapaHTHU, KOTOPbIE CIEyeT COBIIONATH TIPH TOIBITKE YIIYUYIITUTD TPOU3BOUTEb-
HocTbh U MaciTabupyemoctb. B Kubernetes Bpemst otkinka API-BbI30BOB He TOJIKHO
npesbiath 1 ¢. Ito 1000 mc. Ha camom ziesie B GOJIBITNHCTBE CTyYaeB OHO OKa3bIBACTCSI
HA MOPSIZIOK MEHbIIIE.

N3MepeHne oT3biBUMBOCTM API

API uMeroT MHOKECTBO Pa3HBIX KOHEUHBIX TOYEK, ¥ UX OT3bIBUNBOCTD HEJIb35T MI3MEPUTD
KaKUM-TO OJIHUM ITPOCTBIM UUCJI0M. KasK/Iblii BBI30B CIIEYET OIEHUBATh OTAEIbHO. Kpo-
Meé TOTO, BBUJLY CJIOKHOCTH 1 PACTIPEAEIEHHOCTH CHUCTEMBI, He TOBOPST y3Ke 0 mpobaemMax
C CeThIO, Pe3yJIbTaThl MOTYT CHJIBHO BapbupoBaThcs. CTaHIapTHAS MPAKTUKA TAKOBA:
MIPOU3BECTH 3aMEPBI JIJISI OTAENbHBIX KOHEYHBIX TOUEK, BBITOJHUTD MHOKECTBO TECTOB
1 3aTeM MTPOAHATIN3UPOBATH OTHOCUTETHHBIC PE3YIbTATBL.

BaskHO Takske MpeycMOTPeTh 0CTaTOUHbI 00BEM alnapaTHbIX PECYPCOB IS pa-
GOTBI ¢ GOTBITIM KOJMYECTBOM 0OBEKTOB. [IpH TeCTHPOBAHUH BEYIIETO Y3J1a KOMaH/Ia
Kubernetes ncmonsayer 32-sepryio BUpTyanpuyio mMamuny co 120 Thafit maMsTi.

Ha puc. 9.5 mokazaunt 50, 90 1 99-i1 meprenTuin 3a1epKeKk pasubix BaKHbix API-
BbI30B0B B Kubernetes 1.3. Kak Buaure, 90-ii mepueHTib 04eHb MaleHbKUil — MEeHbIIIe
20 mc. [laxe 99-i1 nmeprieHTHIIb /1181 OTlepaIuu yaaaeHns mojoB (DELETE) He TPeBbICHIT
125 Mc, a cpeiHas 3aepsKKa s Beex onepanuii — okoso100 mc.

Eie oxnoit kareropueit API-BbI30BoB siBistioTcst onepaiuu LIST. Onu GoJiee 3aTpar-
HbIE IOCKOJIbKY JIJIsT UX BBITIOJHEHUST HEOOXOIMMO coOPaTh MHOKECTBO MH(MDOPMAIIUY U3
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3apnepxku API-BbI3oBOB B knactepe 13 2000 y3nos

160 B V1.3, 50-i
NepLEHTUNb

B v1.3, 90-i
120 nepueHTub

v1.3, 99-in
NepLEHTUNb
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API-BbI30B
Puc. 9.5

Bcero kiacrepa. OTBeT, KOTOPbIil B UTOTE (DOPMUPYETCS M OTHPABJISIETCS, MOKET ObITh
JIOBOJIBHO G0JIbIIM. BOT T71€ 1I0-HacTOsIeMY IIPOSIBISIOT cebst TaKue CriocoObl ONTHMU-
3aIU¥ TIPOU3BOIUTENLHOCTH, KAK KIIIMPOBAHUE YTEHVS U CEPUATU3AINS TPOTOKOIbHBIX
Oydepos. Bpems oTK/IKa, ecTeCTBEHHO, 60JIblile, 4YeM y OqUHAPHBIX API-BBI30BOB, HO
tpebosanusg SLO (1000 mc) yaosierBopsiores ¢ 3anacom (puc. 9.6).

3anepxkn API-BbI3oBOB B knactepe 13 2000 y3nos
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OTtanuneiii pedyabrar. Ho B3rsisiHuTe Ha 3a/ep:kky API-BbI30BOB B Kitactepe
Kubernetes 1.6 ¢ 5000 yszos (puc. 9.7).

3apepxkun API-BbI30BOB B knactepe 13 5000 y3nos

400
300 |
v1.6, 50-i1

a I nepueHTWIb
; 200 — BN E— — \al .6, 90-i1
é nepuUeHTUb
2 v1.6, 99-i1
S nepueHTUb
= 100

API-BbI30B

Puc. 9.7

/3MepeHve NosIHoro BpeMeHm
3anycka noaa

OpHa W3 caMbIX BayKHBIX XapaKTEPUCTUK MTPOU3BOUTEIBHOCTH B KPYITHOM JTHTHAMIYE-
CKOM KJlacTepe — MoJIHOE BpeMst 3amycka mooB. B Kubernetes mospt Bece Bpemst cosia-
I0TCSI, YIAISIOTCS U repemeniaioTces. MOKHO Jaske cKas3aTh, 9TO MJIAHUPOBAHME ITHX
onepainuii — ocHoBHast Gpyrkius Kubernetes.

Ha cxeme (puc. 9.8) BumnO, 4TO BpeMs 3ammycka 1moJioB BApbUPYeTCs He TaK CUJTh-
HO, KaK OTKJIUK API-BbI30BOB. DTO JIOTMYHO, IOCKOJIBKY JaHHas onepaius Tpedyer
BBIIIOJHEHS 00JbIIOro 00beMa paboThl, KOTOpas He 3aBUCUT OT pasMepa Kjacre-
pa, — HaIpuMep, 3allycka HoBoii cpeasl BoinosHenus. B Kubernetes 1.2 ¢ 1000 ysnos
99-11 nepueHTUIb IOJHOTO 3alycKa 1moga 01 Menbine 3 ¢. B Kubernetes 1.3 ator
[oKa3aTeslb CHU3UICS TOUYTH 110 2,5 c. [Topasuresbibpiii hakT: MpON3BOAUTENHHOCTD
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Kubernetes 1.3 B kanacrepe ¢ 2000 y3/10B ga)ke HEMHOTO JIydlle, 4eM B KJacTepe
¢ 1000 ysios.

Bpems 3anycka nogos

3
2,5 Il 50- nepueHTUnb
a B 90-11 nepueHTUb
I
%‘ 2 i 99-1 nepueHTUNb
O
1,5 I
0
@ @ Q@
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Kubernetes 1.6 BBIBOAUT MPOM3BOAUTENLHOCTL HA HOBBIH YPOBEHD W €IIle JTyUIiie
pabotaer ¢ 6osbiMu Kiaactepamu (puc. 9.9).

Bpems 3anycka noaos

Il 50-i nepueHTUNb

I 90-1 nepueHTUNb
99-1 nepueHTUb
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TectuposaHue Kubernetes B KpynHOMacLWTabHbIX
Knacrepax

Kiacrepsl ¢ Thicstuamu y3710B cTosT goporo. Jaxke mpoexty Kubernetes, kotopsiii mo-
Jydaet oMoIis ot Google U IPyrux rUraHTOB WHIYCTPHUU, HEOOXOANMO BbIPAOOTATH
PasyMHBIN 1 9KOHOMHBIN CIIOCO0 TECTUPOBAHWSL.

Komanzia pazpaborunkos Kubernetes BbITIOJIHSIET TTOJHOIIEHHOE TECTUPOBAHUE HA Ha-
CTOSIIEM KJIacTepe KaK MUHUMYM OJIMH Pa3 /ISl Kaxk /10l HOBOI Bepcuu. ITO I103BOJISAET
co6path peajibHbIE JaHHBIE O TIPOU3BOAUTETBHOCTH U MacttabupyeMoctu. Ho HyskHa
TaKJKe YIPOIeHHast u OoJiee JeleBast METOMKA, KOTOPAsI TO3BOJIsLIA ObI HKCIIEPUMEH-
TUPOBATH € TIOTEHIIMATBHBIMY YIYUYIICHUAMHI ¥ 0OHAPYKUBATh perpeccuu. [Ipuiniio
BpeMst mosHakomMuThest ¢ Kubemark.

BeepeHue B Kubemark

Kubemark — s1o knacrep Kubernetes ¢ dpuxkTuBabIME (IIyCTHIME) y3JIaMU, [IPeHA-
3HAYCHHBII JIJIS1 YITPOIEHHON TPOBEPKHU MTPOU3BOAUTEIBHOCTH B KPYITHOMACIITAOHBIX,
HO TyCTHIX Kiracrepax. Hekoropsie kommoueHTs Kubernetes, 1octynHbie B peaybHbIX
yanax (Hampumep, kubelet), mogmensiiorest hpukTuBHbIMU ananoramu. OUKTUBHAS BEP-
cust kubelet moiepskuBaeT MHOKECTBO (DYHKIIMI OPUTHHAJIA, HO HE 3aITyCKAET HUKAKITX
KOHTEIHEPOB U He TIO/IKII0YaeT HuKakux ToMoB. C Touku 3pernst kiaactepa Kubernetes
BCE 9T 0OBEKTHI CYIIECTBYIOT, ¥ BBl MOKeTe obpamarhest k HuM uepe3 API-cepsep.
Yrobsr cenars yrumuty kubelet hukTusHOIA, B Hee BHeAPSIOT KireHT Docker, KOTOpbIit
HE BBITIOJIHSIET HUKAKOU pabOThI.

Etrie o BasKHBIN 1TyCTON KOMITOHEHT — hollow-proxy, KOTOPbIii IIoMeHsteT co60i
Kubeproxy. B Hem Toske 3aeiCTBYETCSI OPUTHHATIBHBINA KOJI, OJIHAKO €r0 peasi3ariust
unTepdeiica MPOKCH He JlesIaeT HUYETO MOJe3HOTO U He TporaeT iptables.

MoaroToBka knactepa Kubemark

Kiacrep Kubemark ucnossayer Moty Kubernetes. Yro6br oaroroButs ero k pabote,
BBIIIOJIHUTE CJieJyIolIe aru.

1. Cospnaiite o6biunbIii Kaactep Kubernetes, B koropoM MoxHO 3amycTuTh N y3/10B
hollow-node.
2. Cospaiite orzenbuyo BM i 3ammycka Becex Beayiux komnonenTos Kubernetes.

Passepnure 1o/1p1 Ha N y3710B hollow-node B 6azoBoM kiactepe Kubernetes. ITycroie
Y3JIbI CKOH(UTYPUPOBaHbI JJ1st o01ieHust ¢ APT-cepBepoM, 3amryiieHHBIM Ha OT/IETb-
Hoit BM.

4. CospaiiTe OTIOJHUTENbHBIE MO/IbI, PA3BEPHUTE UX B 6a30BOM KJacTepe U HacTpolite
1ist pabotsl ¢ API-cepsepom Kubemark.

[Tomoe pykoBozcTBo st GCP HaxoauTces o agpecy bit.ly/2nPMkwe.
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CpaBHeHne Kubemark ¢ HacToslMM Knactepom

ITo mpousBoauTeabHOCTH KaacTepbl Kubemark 10B0JIBHO TOX0KH Ha HACTOSIIHE.
PasHwuiieii BO BpeMeHH 3aIycKa 10/I0B MOKHO TipeHebpeub, Pasinune B OT3bIBYNBOCTH
API 6osee cymiecTBeHHO, X0TsT 00BIYHO He Gosrbiiie ueM B Ba pasa. Ho ocobeHHOCTH
TTOBEJICHUST Te JKe: YIIyUIIeH!s]/ PerpecCny B HacTOSIIEM KJIacTepe ITPUBO/AT K TPOITOP-
HMOHAJIbHBIM U3MeHeHuAM rokasareseii Kubemark.

Pe3ome

B ar0it rmaBe GHI7T0 PACCMOTPEHO MHOTO TEM, CBSI3AHHBIX ¢ MACIITAGHPOBAHNEM KJTacTe-
poB Kubernetes. Bor y3nanu, Kak TOPU30HTATBHOE ABTOMACIITAONPOBAHIE TIO3BOJISIET
ABTOMATUYECKHU PEryJIMPOBATH KOJIMYECTBO 3aIYIIEHHBIX T10/I0B B 3aBUCUMOCTH OT 3a-
TPYKEHHOCTH TIPOTIECCOpa ¥ IPYTHX MOKa3aTeseH, Kak MpaBUIbHO 1 He30TTacHO BHIKATHI-
BaTh IJIaBaoINe OGHOBJIEHUSI B YCJIOBUSIX aBTOMACIITAOUPOBAHKS U KaK OTPAHUYUBATH
notpebJeHe PECYPCOB € TIOMOIIBIO KBOT. 3aTeM Mbl COCPEIOTOUNIUCEH Ha TIAHUPOBA-
HUM 00IIell MOIHOCTH KJacTepa U yIpaBJIeHNUH ero (pU3MIeCKUMU U BUPTYaJIbHBIMU
pecypcamit. B KomTie ObLT IPECTABIEH PEATBHBIN TIPUMED € MACIITTAOMPOBAHIEM OIHOTO
kaacrepa Kubernetes na 5000 y310B.

Temnepsb y Bac JOJKHO CJIOXKUTBCS YeTKOE IIOHUMaHKe BeeX (paKTOpOB, KOTOPBIE
cJie/lyeT yUYNThIBATh B YCJIOBUSIX IMHAMUYECKUX M PACTYIIMX HArpy3ok. B Bamem pac-
HOPSPKEHUY €CTh Pa3HbIe MHCTPYMEHTBI JIJIs1 TIAHUPOBAHYS ¥ PeaIu3aIiiu cOOCTBEHHOI
cTpaTeruy MacITabupOBaHMSL.

Caemytomas riaBa HOCBSIIeHA TPOBUHYTOH oprann3anunu cetu. CeTeBas Mojesb
Kubernetes ocrosana na o6mem ceresom untepdeiice (Common Networking Interface,
CNI), 1 ee moiziep>KUBAIOT Pa3IMYHbBIE TIPOBANIEPHI.
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cetn B Kubernetes

B 37011 ritaBe Mbl paCCMOTPHUM BasKHBII BOITpoc — opranusanuio cetu. Kubernetes kak
mratopMa OpKecTpanuy 3aHUMAaeTCsT yIpaBJieHneM KOHTeiHepaMy U TojlaMu, 3a-
MYIIEHHBIMI Ha PasHbIX KOMITboTepaX ((PU3NIECKUX MU BUPTYaJbHBIX), U TpeOyeT
HaJIM4YUs OT/IeJIbHON ceTeBON MoiesTi. Bl MO3HAKOMUTECH CO CJIEAYIONUMI TeMaMH.

O Ceresas moxens Kubernetes.

O Crangaprabie waTepdeiics, mopaepxuBaembie B Kubernetes, — EXEC, Kubenet
u CNI (c akIieHTOM Ha TIOCJeTHUI ).

Q PasinuHble CETEBBIE PELIEHN, KOTOPbIE YAOBAETBOPAIOT TpeboBanmam Kubernetes.
Q CereBble MOJUTUKN 1 CIIOCOOBI GalaHCUPOBAHUST HATPY3KIL.
O Hanucanue cob6crBernoro gonosnenus arsg CNI.

ITo nmpouteHuy 910N I1aBbl BbI Oyere moHnMarh, kak Kubernetes paGoraer ¢ ceTbio
U KaKWe PeleHus JOCTYIHBI B chepe CTaHAAPTHBIX HHTEP(hENCOB, peaan3ainun ceTn
u GasaHcupoBaHus Harpy3ku. IIpu skejaHuy cMoKeTe Jaske HalucaTh COOCTBEHHOE
nornosrnenue g CNI.

CeteBag moaenb Kubernetes

Cetesas mogenb Kubernetes ocHoBana Ha IJI0OCKOM aZpecHOM IIpocTpaHcTse. Bee mospt
B KJIacTepe CIIoCOOHBI BUJETD APYT APyra. Y Kax0ro 9K3eMILIAPa 110 eCTh COOCTBEH-
ubiii [P-anpec. Het nysxabr B Hactpoiike NAT. Kpome Toro, Bce koHTeitHEPBI B OJTHOM
0/Ie UCTIOJIB3YIOT ero [P-azipec 1 MOTYyT B3aMMOJIEICTBOBATH JIPYT C JIPYTOM JIOKAJIBHO.
M X014 9TO 10BOJIBHO crielupUYecKUil IoAX0/1, OH 3HAYUTEJIbHO 00JIer4aeT KU3Hb Kak
paspaboryrkaM, Tak 1 agMuHucTparopaM. OcoOeHHO YIIPOLAeT OH IPOLECC MUTPALIUU
TPaIUIIMOHHBIX ceTeBbIX rpuiioskennii B Kubernetes. IToz BeICTYIIAET B POJIM TPAAUIIOH-
HOTO y3J1a, a KOHTEIHED [IpeJCTaBIsgeT cOO0M KIAaCCUYeCKUi IIpolLecc.

B3anmopaencTemne Mexay KOHTeMHepamm
BHYTpW noja
[Ton Bcersia pasBepThIBaeTCS HA OHOM (DU3NIECKOM WJTU BUPTYATBHOM y3Jie. DTO O3Ha-

YaeT, 4To BCE €ro KOHTeHHEPHI BBIIIOJHAIOTCS Ha OXHOM 1 TOM JKe CHCTEME U CIIOCOOHBI
B3aMMOJIECTBOBATH MEK /LY COOO0I PasindHBIME CIIOCOOAMMU, HallpuMep Yepes GailsioByio
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cucremy, Joboii Mexanuam [PC uim ¢ mpuMeHeHHeM JIOKATbHOTO cepBepa 1 3apaHee
OTOBOPEHHBIX MOPTOB. OMacHOCTH KOH(MJINKTA TOPTOB MEK/TY PA3HBIMU ITO/IaMHU HE CY-
IECTBYET, TAK KAK KayK/IBIH 9K3EMILISP UMeeT COOCTBEHHBIN aipec 1 MCIOTb30BAHUE
KOHTEHHEPOM JIOKAJTbHOTO cepBepa oTHocuTcs Juib K [P-agpecy ero nmoja. Takum
o6pasom, ecain KoHTetiHep 1 B mozie 1 mogikIioYaeTcst K mopTy 1234, MpOCayIIHBAEMOMY
KOHTEHEPOM 2 B TOM JKe TI0fIe, OH He OyieT KOH(MIMKTOBATD HU C OHUM KOHTEITHEPOM
B T10/Ie 2, KOTOPBIH IPOCIYIINUBAET HOPT 1234 1 pasMellieH Ha TOM Xe y3ie. EcTb TobpKo
OJIMH HIOAHC: TIPY OTKPBITUY MOPTOB HA CEPBEPE CIEYET C OCTOPOKHOCTHIO OTHOCUTHCS
K TOMY, KaKue M0/Ibl IIPUHAJJIEKAT KOHKPETHOMY Y3JIy.

B3anmmoaencTeme Mexay noaamu

B Kubernetes mogam Boiziesistiorest mybnaabie IP-agpeca, BUMMbIE IPYTHM yYaCTHUKAM
CETU U He OTPAHIEHHBIE JIUTITH OJIHUM Y3JI0M. [T0/[bI MOTYT 0OIIATHCST HATTPAMYIO, MUHY ST
MEXaHU3M CETEBOI aJipecalii, TOHHEH, TTPOKCH U mpoune abcTpakimu. Mozenn B3au-
MOJIeHCTBYSI, OCHOBaHHAsl Ha M3BECTHBIX MOPTAX, MOKET 060NTHCH Oe3 KOH(Uryparum.
Buytpennuii [P-agpec mosia coBnaiaet ¢ TeM, KOTOPBIN BUAT JIPyTHe 3K3eMILISIPbI TI0/I0B
(B paMKax ceTH Kiactepa, 6e3 I0CcTyIa U3BHe ). ITO O3HAYAET, UTO CTAHAAPTHHIE MEXaHU3MBbI
HMMEeHOBaHMsI 1 OOHaApyKeHus, Takue Kak DNS, He TpeOyroT JOIOJHUTEIbHOI HACTPOIKHL.

B3aMMOD,EI\;ICTBVIe Mexay noaamMm n cepencamm

IToasr MOryT 0o6marhes Mexay coboil ¢ moMompio IP-agpecos u 3apanee OroBOpeH-
HBIX TIOPTOB, HO JIJISI 3TOTO OHU JIOJIKHBI 3HATD aJ[peca JIPyT Apyra. B kaxmom kiracrepe
Kubernetes mopI ocTosiHHO coznatorces u yaasisarorcs. CepBUCHI IIPELOCTABIISIOT OUYeHb
TOJIE3HBIN TPOMEKYTOUHBIH YPOBEHB, OH OCTAETCST CTAOUJIBHBIM, B TO BPEMST KaK 9K3€M-
IJISPBI TIOZIOB, KOTOPBIE HA CAMOM JieJie OTBEYAiOT Ha 3aIIPOCHI, HEITPEPBIBHO MEHATOTCA.
Kpome Toro, BbI II0JIy4aeTe aBTOMaTHYECKYIO BBICOKOLOCTYIIHYIO GalaHCUPOBKY Ha-
IPY3KH, TOCKOJIbKY yTujuTa kube-proxy Ha KaskoM ysJie OTBeYaeT 3a epeHarnpaB/ieHIe
Tpacduka k noaxossdiemy moxay (puc. 10.1).

Y3en

ServicelP
(iptables)

Mop 1 Mopn 2 Mon 3
MeTkn: app=MyApp meTku: app=MyApp meTku: app=MyApp
nopt: 9376 nopt: 9376 nopt: 9376

Puc. 10.1
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BHewHWn gocTtyn

PaHo wiin Mo3aHo Kakoii-HuOyab KoHTelHep moTpebyer gocTyna ussHe. IP-azpeca
MOJIOB He BUJIHBI 32 IpeieJaMu ceTu Kiaactepa. [IpaBuibHbiM BEIGOpOM GyeT uc-
M0JIb30BATh CEPBUCHI, HO MPU 3TOM OOBIYHO MPUXOAUTCS BBITIOJHSITH JBA MEPeHa-
npasyenus. Hampumep, obraunbie 6aTaHCUPOBIINKY Harpysku sHaioT o Kubernetes,
M0TOMY He MOTYT HalPaBUTh TPadUK HETIOCPEICTBEHHO CEPBUCY HA y3Je, KOTOPBIN
3amyckaer moji, cnoco6ubIii 06paboTaTh COOTBETCTBYIONUI 3anpoc. BMecTo aToro
Tpad UK MOCTYMaeT B IPOU3BOJILHBIN y3eJ Kiaacrtepa, a kube-proxy mepenanpasJsiet
€T0 K TIOIXOIAIIEMY 9K3eMIIISIPY T0/Ia, €CJN TEKYIWH y3€eJ He COMEPKUT HYKHOTO
noza.

Kax Bunno na puc. 10.2, BHemHuii 6aiaHcMPOBIIMK HATPY3KU MPOCTO MepelaeT
TpaduK BceM yaaam ¢ yTuauToil kube-proxy, a ra 6eper Ha cebs majbHERIITYI0 MapIIpy-
TU3AIUIO, €CJIU TAKOBas MOTPeOYeTCsl.

CeTeBble BO3MOXXHOCTWN Kubernetes n Docker

Docker ucnonb3yer Apyryio Mojesb paboThl ¢ CETHIO, XOTsI CO BDEMEHEM OHa CTajia
TSATOTETD K TOi1, KoTopast mpuMensiercst B Kubernetes. B Docker y kaskimoro KonTeiinepa
ecTb cobcTBeHHbIN yacTHbI IP-agpec B quanaszone 172.XXX.XXX.XXX, H30JUPOBAHHBIN
BHYTPHU POJAUTEJbCKOTO y3ja. KoHnreiiHepbl, HaXoAsAIMeCss Ha OJIHOM y3Jie, MOTYT
00IATHCS MEKLY COOOM € TIOMOTIBIO AZ[PECOB, OTHOCSIIIUXCST K ATOMY K€ JIMala3ony.
C touku 3peHus mwiratdopmbl Docker aTo BiosiHe 000CHOBAHHO, TaK KakK OHA HE MO/JI-
JlepsKuBaeT KOHIIEIIUIO I10/I0B ¢ Pa3HbIMU KOHTelHepaMu BHYTPHU, KOTOPble MOTYT
B3aMMOJIEHCTBOBATD JPYT € APyroM. Takum 06pasoM, Kask/[blil KOHTEHEp TIPEACTaBIeH
B Buze obnerdennoil BM ¢ co6ctBennbiM ceteBbiM upentuduraropom. B Kubernetes
’Ke KOHTEeITHEPBI U3 PasHbIX MOI0B HE MOTYT O0IIAThCS JIOKATBHO, Ia’Ke €CJIU HaXOSITCSI
Ha O/IHOM y3Jie (Pa3Be YTO Yyepe3 OTKPLITbIe IIOPThL, YTO HexesaTeabHo). CMBICI 3a-
KJaouaercst B ToM, uto Kubernetes MoskeT yausTh 1 co3aBaTh 9K3eMILISPHI TTOI0B T/IE
YTOJHO, IOTOMY He CTOUT PACCYMTHIBATE, YTO 1O/ OYET AOCTYIIEH HA KAKOM-TO KOH-
KPETHOM y3Jie. 3aMETHBIM HCKIIOUEHIEM SIBJIsSIIOTCs HaGopsl DaemonSet, HO ceTeBast
mozesib Kubernetes cosmana st paboThl B TIOOBIX CIIEHAPHSIX U HE MPELYyCMATPUBAET
cnerduyeckre caydyan, Takie Kak IpsiMoe B3auMo/leHiCTBIE MeXK/Ty Pa3HbIMU TTOJIaMU
Ha OJTHOM Y3JI€.

Kax sxe Docker-xoHTeiHepbI Ha pasHbIX yaJax o0IanTcst MeskLy coboii? KoHreitnep
NOJIKEH OMyOIMKOBATh MOPTHI CBOETO CepBepa. ITO TPEOYET KOOPAMHAIIN, BE/b €CIIH
JIBa KOHTElTHEpa OIyOJIUKYIOT OJIUH ¥ TOT K€ MOPT, IPou30iiaeT KouaukT. Jlanee KoH-
TelfiHepbl (MJIM IPyTHe TIPOIECCH) TTOAKIII0YAIOTCA K MTOPTY cepBepa, HAIIPABJIEHHOMY
K HyKHOMY KOoHTelHepy. Cephe3HbIil HeIoCTaTOK TAHHOTO METO/Ia B TOM, YTO KOHTEIHe-
PbL HEe MOT'YT PETUCTPUPOBATBCA Ha BHELIHUX CepBUCaX, IOTOMY uTo He 3HaloT [P-anpec
cBoero yaua. Takoe orpanudenure MokHo 06oiiTu, nepenasas [P-aapec B Buje mepe-
MEHHOI OKPYsKeHMs [IPH 3aIlyCKe KOHTelHepa, HO 9T0 TpebyeT BHEIIHEel KOOpAuHALUN
U YCJIOXKHSIET TIPOIIECC.
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Ha puc. 10.3 nokasana cereBast mozesib Docker. Kaxpiii konrteiinep umeer IP-axpec,
Ha kaxkaoM yaie Docker cospaer Mmoct dockere.

Cepsep, BbinonHawowuii Docker

KonTewnnep 1 KoHTenHep 2

eth0: 172.17.0.2 eth0: 172.17.0.3

[ vethsoosea7 ] [ veth220960a |

[ docker0: 172.17.42.1 |

[ etho: 192.168.1.22 |

OcTanbHas ceTb -~~~ ------

Puc. 10.3

Monck n obHapy>xeHne

Yro6bl OBl 1 KOHTEHHEPHI MOTJIM B3aMMOJIEHCTBOBATH MEsKy c000ii, OHM CHAYasa
JOJKHBI HAWTH APYT ApyTa. [lJIs1 onpe/ieIeHust 4ysKoro Win myGInKaun coOCTBEHHOTO
MECTOTOTOKEHUS CYIECTBYET HECKOIBKO cmoco6oB. EcTh Takike mabaoHbl TPOeK-
TUPOBAHUS, TIO3BOJISIIONINE KOHTETHEpaM 001aThest He HanpsiMyto. Kak/ bl U3 aTux
BapUAHTOB UMeET CBOU IIJIIOCHI U MUHYCBIL.

CamocTosiTeNbHas permcrpaums

ITOT cr1ocob yKe YIOMHUHAICA HECKOIBKO pa3. IIocMOTpuM, 4TO OH cOOO0I IPeACTaBII-
er. Korga xonreiinep samyiue, emy ussecred IP-aapec ero noga. Eciiu o xouer ObiTh
JIOCTYITHBIM JIJISI IPYTUX KOHTEIHEPOB B KJIACTEPE, TO MOKET 3aPErMCTPUPOBATH CBOU
IP-anpec v opT B HEKOEM cepBrce. JIpyrue KOHTEHHEPBI OYyT 0OpaIaThCs K 9TOMY cep-
BHCY 32 PETUCTPAIIMOHHBIMU JIAHHBIMU JIJIST IaJIbHEIero moak/ouenust. [1pu mianoBom
yaJIeHUH KOHTeHEP aHHYJIMPYET CBOIO PerucTpaliuio. Eciv yiaieHue poucxXoinT B He-
[ITATHOM PEKIME, HyKeH KaKOii-TO MeXaHU3M, KOTOPbII OYIeT OTCIeKUBATD OA0OHBIE
curtyaruu. Hanpumep, cepBUC peTUCTpaIiui MOXKET TEePUOINIECKN ONPaIlnBaTh BCe
3apPerucTpUpOBaHHbIE KOHTEIHEPDI UJIH JKe CAMU KOHTEHEPbI MOT'YT BPEMSI OT BpeMeHU
OTIIPABJISATH CEPBUCY COOOIIEHMSI O TOM, YTO OHU BCe ele PaboTaioT.

OIHO U3 TPENMYIIECTB CAMOCTOSITENIbHOM PETUCTPAIIUN COCTOUT B TOM, YTO Y3KO-
CIeIUATM3UPOBAHHBII PETUCTPAIIMOHHBII cepBHUC OepeT Ha cebst Bcto paboTy 1Mo oT-
CJIeKMBAHNIO KOHTeHepoB. ECTh elle 0/iMH IJII0C: KOHTeHHepbl MOTYT IIPUMEHSITh
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CJIO’KHBIE TIPABUJIa U BDEMEHHO OTMEHATD PETUCTPAIINIO, €CJIN U3-3a KAKUX-TO JIOKAJIb-
HBIX YCJOBUM OHUM CTAHOBSITCS HEJOCTYITHBIMU, HATIPUMeEP, €CJIM KOHTeHHep 3aHsT
1 TIOKA He X0UeT MPUHUMATh HOBbIE 3aITPOChL. TaKkoil BUI MHTEJJIEKTYaJTbHOTO, /IelleH-
TPAJIM30BAHHOTO, IMHAMIYECKOTO OATAHCUPOBAHIS HATPY3KU MOKET OKa3aThCsl OYeHb
CJIOKHBIM B peasiu3alini Ha riobaibHoM ypoBHe. Hefoctatok 3akimodaercst B TOM, 4TO
npuzercs 100aBIsTh €lle OANH HeCTAHIAPTHBI KOMIIOHEHT — CEPBUC PErHCTPAIIH,
0 KOTOPOM JIOJIKHDBI 3HATh KOHTeiHepbl.

CepBUCbl N KOHEYHbIE TOYKMK

JI1st perneTpanuu MOKHO 3a1efcTBOBATh U cTanmapTHble cepsrckl Kubernetes. TTomsr,
MIPUHA/TIEKAIINE CEPBUCY, PETHCTPUPYIOTCS aBTOMATHYECKU € TIOMOIITBIO CBOMX METOK.
JIpyTiie SK3eMIUISIPBI TIOJI0B MOTYT MCKATh UX, OOPAIAICh K KOHEUHBIM TOUKaM WJIH Ca-
MoMy cepsucy (6oJiee pacTipocTpaHeHHbIH TTOAX0/). B mociennem ciayyae coobimenus,
HepelaHHbIE CEPBUCY, OYIyT MePEHAITPABIEHDI K OJIHOMY U3 MOAXOISIIIX TTO/IOB.

Cnabasi CBA3aHHOCTb C UCMO/b30BaHWEM OYepeae

IIpencTaBbTe, UTO KOHTEHHEPHI MOTYT 00IAThCs MeKAY coboii, He 3Has [P-agpecos
U TIOPTOB APYT npyra uiu naxe [P-agpeca unu cereBoro uMmenu cepsuca. Uro, ecan
GOJIBITITHCTBO KOMMYHUKAIHIT C/IeIaTh ACHHXPOHHBIMHE 1 J1ab0 CBsI3aHHBbIMU? BO MHO-
IUX CJyYastX CHCTEMa MOKET COCTOSITh U3 C1ab0 CBSI3BAHHBIX KOMIIOHEHTOB, KOTOPBIE
3a4acTyto He JOrajbIBAlOTCS O CYIIECTBOBAHUU JAPYT APYTa, HE TOBOPS yike 00 WAEHTH-
(¢ukaTopax. ITOro AOCTUTAIOT 3a cueT ouepesieir. KoMImoHeHThI (KOHTEITHEPHI ) MO/ITH-
CHIBAIOTCS Ha COOBIIEHIS U3 OUEPE/IN, OTBEYAIOT Ha HUX, MPUCTYTAIOT K paboTe ¥ MITIOT
YBEJIOMJIEHHSI O XOJI€ €€ BBINOJIHEH s, 3aBepiiieHu 1 omubkax. Ouepegn MeoT MHO-
JKECTBO IPEUMYIIIECTB.

O TloBbINeHNe BEIYUCTUTETBHON MOTITHOCTH He TPeGyeT KOOPAWHAIINH, TOCTATOUHO
JIVIITD T06aBUTH HOBBIE KOHTEHHEPI, TIOMUCAHHbIE HA OYEPE/Ib.
O O6uryio HATPY3KY MOYKHO JIETKO OIEHUTD TI0 TITyOIHE OUepeI.

a Bnarozlapﬂ HaJIM4INIO BepCI/Iﬁ COO6LH6HI/II>,I 1 KaHa/JIOB MOKHO OJHOBPEMEHHO 3alry-
CKaTb pa3Hbl€ BEPCHUH OJHOI'O 1 TOT'O K€ KOMIIOHEHTA.

O biarogaps HAIMYMIO HECKOJILKKUX MOTpeduTeIed, 00pabaThiBAIONIMX 3aIIPOCKL B Pa3-
HBIX PEXKHUMAX, MOKHO JIETKO Peain30BaTh OaJaHCUPOBaHUE HATPY3KHU 1 H30bITOYHOCTb.
Ouepenu UMEIOT CJEYIONINE HEJOCTATKH.

Q Cuaenyer yoequTbesi B TOM, YTO OYepPeb MMEET BbICOKKE YCTOHUYUBOCTD M JOCTYII-
HOCTB, MHAYE OHA MOJKET CTATh €MHON TOYKON OTKa3a.

O Konreiineps! 10/sKHbBI paboTaTh ¢ acuHXpoHHbIM APT ouepenn (MOKHO CIIpsATaTh 32
aberpakimeii).

O Peasusaius 3a1pocoB ¥ OTBETOB TpeGyeT JOBOJIBHO TPOMO3IKOTO MEXaHU3Ma TIO/1-
MMICKU Ha OYepe/ib.

B 1eJsioM, ouepean — OTJIMYHBII BbI60p JLJIA prnHOMaCIHT8.6HbIX CUCTEM, OHU MOT'YT
YHPOCTUTb KOOPAMWHAIINIO B CJIOKHBIX KJIaCTepax Kubernetes.
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Cnabas cBsA3aHHOCTb C MOMOLLBIO XpaHWNnL, AaHHbIX

Emte ogn MeTo/1 ¢1aboro CBsA3bIBaHMs OCHOBaH Ha paboTe ¢ 6azaMu JaHHBIX HATIOIO-
6me Redis, KOTOpBIE XPAHST COOOIIEHNSI, TOCTYTIHBIE ITIST APYTUX KOHTeNHepoB. Takoit
MO/IXOJ1 BIIOJIHE BO3MOKEH, HO 6a3bl JaHHBIX B HEM MTPUMEHSIOTCS He 0 MPSIMOMY Ha-
3HAYEHWIO, UTO YACTO TTPUBOJUT K PEATM3AIIN TPOMO3JIKIX, HECTAOUIHLHBIX 1 HE CAMbIX
MIPOU3BOIUTEIBHBIX petiieHuil. B/l OnTUMU3UPOBAHDI JIJIST XPAHEHUS TAHHBIX, HO HUKAK
He JUist B3anMojielicTBust. HecMOTpst Ha 9T0, UX MOKHO HCIOJb30BATh B COYCTAHIH
¢ ouepesivu. Harpumep, KOMITOHEHT MOJKET TIOMECTUTh KaKKe-TO JIAHHbIE B XPAHUJIHITE
1 coo0ImuTh 00 UX FOTOBHOCTH K 06pabOTKe, OTIPaBUB COOOLIEHUE B OYePENb, APYIHe
KOMIIOHEHTBI TIOJTyYaT 9TO COOOIIEHNE 1 HAYHYT TTApaJIeTbHYI0 06pabOTKY TaHHbIX.

O6mbekTbl Ingress B Kubernetes

Kubernetes mpegocrasisier pecypc Ingress U KOHTPOJLIED, MPEIHA3HAYECHHBIN JJIst
OTKPBITUA JI0CTyIIa K BHYTPEHHUM cepBucaM U3BHe. Bee 9To MOXKHO peann3oBath ca-
MOCTOSITEJTHHO, OJTHAKO MHOTHE 33/Ia41, CBSI3AaHHBIE C ONIPe/leIeHUEM JJAHHOTO Pecypca,
CBOMCTBEHHBI GOJIBITMHCTBY MPUIOKEHUI ¢ TEM WJIH WHBIM TUIIOM JIOCTYIIA, TAKUM KaK
BeO-caitTer, CDN nim cuctemsl 3amutbl or DDoS-arak. Ber Mmoxkere cosgasaTh co6-
CTBEHHBIE OOBEKTHI Ingress.

ITOT MEXAHU3M YaCTO UCIIOJIb3YETCS VISl MHTEJUIEKTYATbHOTO pacipeiesieHus Ha-
TPY3KH U IPUHYAUTEIbHOTO pa3pbiBa TLS-coepunennii. BMmecto nmoAroToBKY 1 pa3Bep-
ThIBaHUs oTesibHOTO cepBepa NGINX MOskHO BOCTIO/IB30BATHCS BCTPOEHHBIM PECYPCOM
Ingress. OCBeXKUTE CBOIO TTAMSITh, BEPHYBIIKCH K rJiaBe 6, Tie 00CyKIaaich NPUMepbI
[IPUMEHEHHUS 3TOTO pecypca.

CeTeBble gononHeHns Kk Kubernetes

Pa6ora ¢ ceThio MOJKET OUE€HD PAa3HUTHCS U 3aBUCETh OT MPEANOUTEHI KOHKPETHBIX Pa3-
paborunkos. [Toatomy Kubernetes rMeer crcTeMy ceTeBbIX HOMOMHEHNIT, THOKOCTH KO-
TOPOIT TO3BOJISIET YUUTHIBATH JIOOBIE CTIeHAPHH. MBI yike TIOIpOOHO 06CY/IMITH OCHOBHOE
ceresoe ponoanenue, CNI. Ho Kubernetes npegaraer GoJiee mpocTyio aabTepHATHBY
oz HazBanreM Kubenet. TTIpeskiie yeM 1orpyskarbesi B I€Ta/IH, IPOUIEMCS 10 OCHOBHBIM
aclieKTaM opraHusaluu cetu B Linux (3To juib Bepuinna aiicbepra).

OcHoBbl paboTbl € ceTblo B Linux

[To ymosmuanmio Linux mMeer exnHoe obIiee ceTeBoe MPOCTPAHCTBO, B KOTOPOM JI0-
CTYIIHBI BCe alapaTHble ceTeBble ajantepbl. Ho ero MoxkHO paszgesnTh Ha HECKOJIBKO
JIOTUYECKUX [TPOCTPAHCTB, YTO KPallHe BAJKHO 11pu paboTe ¢ KOHTEHHepaMHu.

IP-agpeca n nopTol

YuactaHukoB cetr upeHTuduiupyor mo IP-aapecam. CepBepbl ctocOOHBI TPUHUMATD
BXO/ISTINE COeTUHEHNST HA HECKOJIBKIX TTOpTaX. KINeHTHI MOTYT MOAKIIOYAThCS K CEp-
BepaMm B cBoeit cetr (1o TCP) uim otripaiisite uM coobinetust (o UDP).
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CeTeBble NPOCTPaHCTBa UMEH

CeteBbie ycTpoiicTBa, (hU3MUECKU HAXOSIINECS B OHOM CETH, MOXKHO Pa3/leiaTh 110
Pas3HbIM [IPOCTPAHCTBaM UMeH. Takum 06pasoM, OHI CMOTYT 0OPAIaThCst TOJIBKO K Cep-
BepaM, KOTOPbIe HAXOAATCS B OJJHOM ¢ HUMU rpocTpancTBe. CoeuHenne ceteil nin
CETEBBIX CErMEHTOB MOKHO BBITIOJTHUTD C IOMOII[bIO MOCTOB, KOMMYTaTOPOB, IIJTI030B
U MapIIpyTU3AIIH.

MNMopceTwn, ceTeBble MAcKu n 6ecknaccoBas agpecauuns

YeTKoe pasrpaHYeHIEe CETEBBIX CETMEHTOB OYEHb TIOMOTAET B TIPOEKTUPOBAHUU U 00-
CIyKUBAHWUN ceTell. Pasjienenne ceTn Ha HECKONBKO METKHX MOjiceTel ¢ obmuM mpe-
(pukcom — pacnpocrpatenHas npakruka. [logceT MOKHO ONPeAeIaTh B BUjie OMTOBBIX
MACOK, COOTBETCTBYIOIIUX UX pa3Mepy (TO eCTb TOMY, CKOJIbKO CETEBbIX Y3JI0B OHU CIIO-
cobubl BMecTuTh). Harpumep, ceteBast Macka 255.255. 255 .0 03HAYAET, YTO [IEPBbIE TPH
OKTeTa UCIIOJIB3YIOTCS 7SI MAPIIPYTH3AINHY, & KOJTUYECTBO OT/IETbHBIX Y3JI0B HE MOXKET
npeBbimaTh 256 (B geficTBUTEIBHOCTH 254 ). JIJIst TeX JKe 1eJieil 4acTo MPUMEHSIOT bec-
xaaccosyro adpecayuio (Classless Inter-Domain Routing, CIDR), ona 6oJiee lakOHIYHA,
Komupyet GoJibiiie HH(OOPMAIMHU U TIO3BOJISIET OOBEIUHSITH CETEBBIE Y3JIbl U3 HECKOJIBKUX
ycrapesmux kiaaccos (A, B, C, D, E). Hanpuwmep, 172.27.15.0/24 o3Havaet, 4To /715
MapIIpPyTU3AIUE OTBOASTCS TEepBbie 24 6uta (TpU OKTETa).

BupTyanbHble ceTeBblE YCTPONCTBA

Bupmyamvioie cemesoie yempoticmsea (Virtual Ethernet, nim veth) npencrasisiior dpuside-
CKWe ceTeBbIe amanTepsl. Amarrep veth, a 3a0/1H0 1 CBSI3aHHOE € HUM PeaTbHOE YCTPOHCTBO
MOZKHO [TOMECTUTD B IIPOCTPAHCTBO NUMEH, 3AIIPETHB TEM CAMBIM IIPSIMOIL IOCTYII K HEMY U3
JPYTUX IPOCTPAHCTB, JaKe €CJIH IPYTUe YCTPOHCTBA HAXO/SATCS B TOM JKe JIOKQJIbHOM CETH.

CeTteBble MOCTHI

CereBble MOCTBI OOBEAUHAIOT CETEBBIE CETMEHTBI B aTPErMPOBAHHYIO CETh, YTOOBI BCE
Y3JTbI MOTJIM B3aNMOJIEHCTBOBATD JIPYT € APYroM. JTo fenaetcst Ha dhuzmaeckom (L1)
u KaHaiabHOM (L.2) ypoBHSX ceTeBoii Mmogean OSI.

MapuwpyTusaums

O6benunsiet otaenphbie ceT. OOBITHO IS STOTO MCTIOMB3YIOTCST TAOTUTIBI MAPTITPY TH-
3all1K, KOTOPbIE YKa3bIBalOT CETeBbIM YCTPOUCTBAM, Ky/id HY/KHO HAllPABJATh [IAKeThl.
MapipyTtusaims BBIIOTHSAETCS € TOMOIIBIO PA3JIMYHBIX CETEBBIX YCTPOICTB, TAKUX KaK
MapIIPYTU3ATOPBI, MOCTBI, TILTIO3bI, KOMMYTaTOPBI 1 OpaHAMAyaphl, BKIIOYas 0ObITHbIE
cepBepsl o/ yripasiaeHneM Linux.

MTU

MTU (maximum transmission unit) onpezesseT MakCUMaJIbHbIH pa3Mep nakeros. Ha-
mpumep, B JoKaibHbIX cetssx MTU pasen 1500 Gaiit. Hem Gosbiite MTU, Tem sryutie
COOTHOIIIEHNE MEKJIY TTOJIe3HBIM CO/IEP>KUMBIM 1 3aT0JIOBKaMHM (3TO XOpoliiee CBOKCTBO).
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HeI[OCTaTOK — TOHWKEHNEe MUHUMAaJIbHOI 3a/I€PIKKH, ITOCKOJIbKY BaM IIPUXOJAUTCA
JKIAATh Iepegaydu IakeTa 1eJINKOM, 6oJiee TOro, B CjJ1y4dae c60s1 BECh MaKeT HYKHO 6yZ[ET
nepeaaTtsb 3aHOBO.

MecTo noaa B ceTu

Ha puc. 10.4 miokasaHbl OTHOIIEHUST MEKLY TI0JIOM, CEPBEPOM U TII00aIBHOM CETBIO € UC-
roJib30BaHueM uHTepdetica vethe.

CepBep Koy
Mop,
CeteBoe
veth0 veth0 l:’ NPOCTPAHCTBO
cepsepa
lo
CeTteBoe
D NpPOCTPaHCTBO
noga
lo eth0
WNHTepHeT
Puc. 10.4
Kubenet

Bosspamaemcsa k Kubernetes. Kubenet — ato kpaiine mpocToe cereBoe m0m0gHEHNE,
KOTOPOE CO3/AET JJIsT KayK/I0TO To/Ia CTaHAaPTHRIHN A1 Linux MocT cbre u natepdeiic
veth. O6iauHble TpoBaiiepbl OGBIYHO IPUMEHSIIOT €r0, YT0ObI CKOH(MUTYPUPOBATh MTpa-
BUJIA MapIIPYTU3AINN JIJIS B3AUMOICHCTBUS MEXKAY Y3JIaMu (WJIH JJIsT CPEIBI C OTHUM
yasiom). [lapa veth coeiuuseT y3es ¢ KasK/IbIM IOYEPHUM TIO/IOM, UCToNb3ys [P-azspeca
U3 Uara3ona cepBepa.

TpeboBaHus

Jlonoanenne Kubenet npeabsBiser cieayionue TpeOOBaHMS.

Q Vsay gosskna ObITH BblAEAEHA MOACETh, IP-anpeca n3 koTopoit OyayT HazHayaThCs
nojam.

Q Hauunas ¢ Bepeun 0.2.0, He06X0AMMO KCII0Jb30BaTh cTangapTHbiil MocT CNI u 10-
nostnenus host-local.

O Kubenet cremyer 3amyckarh ¢ aprymeHToM network-plugin=kubenet.

O Kubenet caemyer 3amyckarhb ¢ apryMeHTOM - -non-masquerade-cidr=<clusterCidr>.
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3apaHue MTU

MTU — 3T0 0iMH 13 KJII0YEBBIX TAPAMETPOB ITPOU3BOANTENbHOCTH ceTu. CeTeBbie J10-
nonrennst Kubernetes, takie kax Kubenet, camut crapaiotest BBIYHCIUTD OTMTUMATBHBII
MTU, Ho uHorza um Tpebyercs noMoulb. Eci cyniecTByionuii cereBoii nnrepdeiic
(manpumep, moct Docker docket®) ycranosut neboabinoe snavenre MTU, Kubenet
Toxke OyJIeT ero uctoyib3osath. Eite ogut Takoit Mmexanusm — IPSEC: ou Tpebyer 1o-
Hkernst MTU u3-3a HakJIaJHBIX PACXO0/I0B, BhI3BAHHBIX MHKAMCYJsiei, Ho Kubenet
3TO He yuuThiBaeT. YTOOBI penmTh MpobaeMy, CIEIYET OTKa3aThCs OT aBTOMATHYECKOTO
Boruncaenuss MTU u BpyuHylo ykasaTb JaHHBIH 1apameTp. 7151 9TOro y Kask/J0oro ceTeBo-
TO JIOTIOJTHEHUS TIPEYCMOTPEH apryMeHT - -network-plugin-mtu, XOTS Ha CETOAHAIITHUN
JIeHb OH yuHuThIBaeTCst TOIbKO B Kubenet.

CNI

CNI (Container Networking Interface — cereBoii maTepdeiic KOHTEIHEPOB) — 3TO OJI-
HOBpeMeHHO crieruduKkaius u Habop GUOINOTEK /st HAITMCAHST IOTIOJTHEHIH, KOTOpPbIE
KOHGUTYpUPYIOT ceTeBble MHTepdeiichl B Linux-konTeiinepax (He Toabko B Docker).
Ha camom jesie a0 TiponsBoiHast uepHoBOTO BapuaHTa crernndukaiuu rkt. CNT cTpe-
MUTEJIHHO HaGUPaeT MOMyJISPHOCTh U HAXOAUTCA B HECKOJBKUX TIIaraX OT TOTO, YTOObI
CTaTh MHIYCTPUATBHBIM cTaHAapTOM. Cpenu opranusanuii, KOTOpble ero UCIOIb3YIOT,
MOJKHO BBIIEJTUTH CJIeYTOTTHeE:

Kubernetes;
Kurma;

Cloud foundry;
Nuage;
RedHat;

Mesos.

0000 0QOo

Komanpga paspa6orunkos CNI saHuMaercs Hoep:KKOH HEKOTOPbIX OCHOBHBIX
JIOTIOJTHEHU, HO CBOM BKJIAJ B YCIIEX 3TOTO MHTep(deiica BHOCAT U MHOTHE CTOPOHHUE
IIPOEKTHI:

Project Calico — BuptyasbHast ceTh TPETHETO YPOBHSI;

Weave — mHoroysJosas cetb st Docker;

Contiv networking — opranusaiius ceti Ha OCHOBE TIOJINTHK;
Cilium — BPF u XDP 11 KOHTEiHEPOB;

Multus — noazep:kka HECKOJIbKUX CeTEBbIX MHTEPMENCOB B MO/IE;
CNI-Genie — obuiee ceresoe gomnosaenue s CNI;

Flannel — peanmsanus Tomosorunm «ceteBas TKaHb» 17151 KouTefinepoB Kubernetes;

OO0 000DDO

Infoblox — ympaBienue [P-aspecamu KOHTEITHEPOB Ha MPOMBIIILIEHHOM YPOBHE.
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Cpefia BbINOMHEHNS KOHTENHEpPa

CNI onmcpiBaeT crienuduKauio J0TMOTHEHUH /1711 KOHTEHHEPOB € CETEBBIMU BO3MOKHO-
CTSIMM, TIPY 3TOM JIOTTOJTHEHUST JIOJIZKHBI TTOJIKJTIOUATHCS K Cpejie BBITTOTHeHsT KOHTelHe-
pa, KoTopagd npefocTaBisieT Kakue-to cepBuchl. C Toukn 3pernsi CNI konTeiinep — ato
YUYACTHUK CETU cO cBOUM coOcTBeHHBIM [P-ampecom. ITo cripaBenuBo st Docker, rie
IP-azipec Ha3HAUYaeTCST KAsKIOMY KOHTelHepy, ogHako B Kubernetes agpecarust mpouic-
XOZIUT Ha YPOBHE TO/IOB, & He KOHTEITHEPOB BHYTPU HUX.

AHaI0rOM TI0/I0B SBJISIOTCS Tkt-KOHTENHHEPDI, KOTOPbIE MOTYT COIEPIKATH HECKOJIb-
ko Linux-konreiinepoB. Eciu Bam 9T0 KaxkeTcs 3armyTanubiM, ipocto nomuute: CNI-
KOHTEHHepbI ZOJKHBI UMeTh cobcTBennbie IP-azpeca. Cpea BHIIIOIHEHNUS JOJKHA
CKOH(UTYPUPOBATH CETh, 3AIMyCTUTH OJTHO UM HECKOJIbKO fonosHennti /i CNI u mepe-
naTh uM KoHurypammio B hopmate JSON.

Ha puc. 10.5 mokazamna cpe/ia BbITOJHEHMS] KOHTEWNHEPOB ¢ HECKOJbKIMU J[OMOJIHE-
HUAMH, KOTOPbIE B3aUMOJIeHCTBYIOT Yepe3 uHTepdeiic CNI.

~

Cpepna BbINOMHEHUS
KOHTENHEPa

CeTeBoil HTEpdenc
KoHTelnHepoB (CNI)

Jonon- Jonon- Joron- Hornon- Aonon- c?rTuﬁt-ae

HeHve HeHne HeHune HeHune MRS z,onon-

Loopback Bridge PTP MACvlan [ HeHne
Puc. 10.5

JononHeHne CNI

3agaua gononnenus CNI cocrout B obaBieHnU ceTeBOro nHTepdeiica B ceTeBoe Ipo-
CTPAHCTBO KOHTEIHEPA U CO3/ITAHUK MOCTA MEK/Iy HUM U Y3JIOM TIOBEPX Iapbl veth. 3arem
OHO JI0JKHO HazHauuTh [P-aznpec yepes ponosuenune IPAM (aucneruep [P-aznpecos)
1 HACTPOUTH MaplIPYyThL.

Cpena soinonnenns koureitnepos (Docker, rkt wim mobas apyras, yaoBieTBops-
ontast CRI) 3amyckaet gononnenre CNI B kauecTBe ucriosinsiemoro daiisia. /lonostenve
JIOJKHO TIOIIEPYKUBATD CJIEAYIOIINE OTIEPAIIUN:

Q ngobaBieHue KOHTeliHEpa B CETh;
QO yaaneHue KOHTelHepa U3 CeTH;

U BBIBOJ BEpPCHUMN.
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JlonostHeHME UCTIOIB3YeT MPOCTO MHTEPdelic KOMaHIHOM CTPOKU, CTAH/IAPTHHIE

BBOJI/BBIBOJI U TlepeMeHHble OKpyskeHus. CereBag koudurypanust B ¢popmarte JSON
repelaeTcst IOMOJTHEHNIO Yepe3 CTaHIapTHBIN BBO/I. OCTalbHbIE apTyMEHTBI OTIPeesisi-
I0TCS B BUJIE TTEPEMEHHBIX OKPYKEHUSI:

a

a
a
a

O

CNI_COMMAND — 0b603HaYaeT HYJKHYIO orepaliuio, ADD, DEL n VERSION;
CNI_CONTAINERID — uieHTU(UKATOP KOHTEIHEDA;
CNI_NETNS — 1yTh K (haiisry ¢ omcaHueM CeTeBOro MpoCTPAHCTBA;

* CNI_IFNAME — HazBaHuMe uHTepdeiica, KOTOPbIN HYKHO MTOATOTOBUTD. /lomoTHeHe
JIOJIZKHO TTPUHSAT 9TO Ha3BaHWe WIN BEPHYTh ommbKy (error);

* CNI_ARGS — JIOTIOJTHUTEJIbHBIE aPTYMEHTBI, Tiepe/laBaeMbIe [T0Jb30BATEIEM BO BPEMSI
3amycka. ITapbl <KJI104 — 3HAYEHKEe» J0JKHBI COCTOST U3 OYKB 1 LU(pP U Pas/IesIsiTh-
CsI TOYKOM ¢ 3aTsITOM, HarrpuMep: FOO=BAR ; ABC=123;

CNI_PATH — CIHCOK TyTel, MO KOTOPBIM CJIEeyeT UCKATh UCTTOJHSIeMble (haiiiipl
CNI-gomomaennii. Pasnennrtens Meskay myTsamu 3asucut ot OC: B Linux aTo :,
aB Windows — ;.

Ecaun xomaHzia BbITIOJIHEHA yCIIeIHo, TONI0JIHeHe BepHeT HyJIeBOI KO/l 3aBepliie-

HUs, a creHepupoBatible nHTepdeiichl (ecan 9To KoMaHaa ADD) OyayT HalpaBJIeHbl
B cTaHAapTHBIN BBIBOZL B Bue JSON. ITOT He3aMbIcI0BaThINl MHTepdeiic He mpuBg3an
HU K OIHOMY KOHKPETHOMY $SI3bIKY ITPOTPAMMUPOBAHUS, KOMIIOHEHTHON apXUTEKTYpPe
wi oranomy gopmary. ABropsl CNI-0moHeHIH MOTYT HCIOIB30BATh JTOOON A3BIK
Ha CBOI BBIOOD.

Pesyabrarom 3amycka CNI-gonosHernnst ¢ KoMaH0#i ADD Oy/eT crelyonuii Ko

"cniVersion": "@.3.0",
"interfaces": [ (mononHeHua IPAM omnycKawT 3TOT KJ4)
{
"name": "<uma>",
"mac": "<MAC-apgpec>", (TpebyeTrca, ecau L2-agpeca uUMeHT 3HayeHue)
"sandbox": "<nyTb netns wau maeHTUPukaTop runepsusopa>"
(TpebyeTcAa ans uHTepdeicoB KOHTeilHepa/runepsBusopa; B MHTepdeiicax

y3/710B onycKaeTcCcA WU/N OCTaeTcCA ﬂyCTbIM)

}
1,
"ip": [
{
"version": "<4-uan-6>",
"address": "<ip-u-npe¢ukc-s-CIDR>",
"gateway": "<ip-appec-wnw3sa>", (He o6s3aTeNbHO)
"interface": <uudpoBoit MHaekc B cnucke 'interfaces'>
1

1,

"routes": [ (He o6a3aTenbHO)

{
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"dst": "<ip-u-npe¢ukc-8-CIDR>",
" "<ip-cnepywuero-nepexoga>" (He o6A3aTenbHO)

gw":
3

EI'dns“: {
"nameservers": <cnucok-dns> (He o6s3aTesibHO)
"domain": <umA-nokanbHoro-gomMeHa> (He 06A3aTeNbHO)
"search": <cnucok-AoNONHUTENbHbIX-MNOUCKOBBIX-A0MEHOB> (He 0653aTesIbHO)
"options": <cnucok-napameTpoB> (He 06A3aTeNbHO)

}

CereBas xoH(pUTypanus, mogaBaemMast Ha BBOJI, COAEPKNT MHOTO WHMOPMAIINH:
cniVersion, ums, Tu, args (ONIIMOHAJIBHO), ipMasq (ONIMOHANBHO), ipam U dns.
IMocaeanue aBa napaMeTpa sSBISIOTCA ACCOIUATUBHBIMU MACCUBAMU € COOCTBEHHBIMU
kmouamu. [Ipumep ceteBoit KOH(MUTYpAIK IPUBEJIEH JlAJIEE:

{

"cniVersion": "0.3.0",

"name": "dbnet",

"type": "bridge",

// 3aBucUT OT Tuna (AJONONHEHUA)

"bridge": "cnie@",

"ipam": {
"type": "host-local",
// Tonbko pnsa ipam
"subnet": "10.1.0.0/16",
"gateway": "10.1.0.1"

}s
"dns": {
"nameservers"”: [ "10.1.0.1" ]

}
}

Bbi Takske MoskeTe 100aBIATh APYTUE DJIEMEHTDI, IIPeLyCMOTPEHHbBIE Il KOHKPET-
HBIX JIONOJTHEHW. B Haiem ciryyae ajieMeHT bridge: cni® mojiiep>KkuBaeTcs TOJIbKO
JloroJsiHeneM bridge.

Cremmdukarmst CNI takke 1o/iiep;KUBaeT CIUCKHU CETEBBIX KOHMUTYpAITU ¢ yI10-
psinodennbiM 3arryckoM CNI-nomonHennit. [1o3ske g mokasky MOSTHOTIEHHYIO Peasn3alinio
nononuennd niag CNIL

CeTeBble pelleHuns ans Kubernetes

Opranusaius cetu — obmupHas tema. CyIecTByeT MHOKECTBO CIIOCOOOB HACTPO-
UTh CETh C MOAKIIOYEHUEM YCTPONCTB, MO0B U KoHTeitHepoB. Kubernetes Bac B aTom
He orpaHnYuBaer. Bee, 4To nmpeanmchiBaeT fanHas miatGopma, — 3TO BBICOKOYPOB-
HeBast ceTeBast MOJIEJb C IIOCKUM aIPECHBIM MMPOCTPAHCTBOM JIJisT TON0B. B pamkax
ATOTO MPOCTPAHCTBA MOKHO PEATM30BATH MHOKECTBO XOPOIINX PEMIEHUI ¢ PA3HBIMU
BO3MOJKHOCTSIMU U JIJIsSI PA3HOTO OKPY’Kemust. B 9ToM paszesie paccMOTPUM HEKOTOPbIE
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U3 HUX M IIONBITAEMCS [TOHATH, KAKUM 00pa30M OHU YKJIAAbIBAIOTCS B CETEBYIO MOJE/Ib
Kubernetes.

Co3aaHre MOCTOB B annapaTHbIX KlacTepax

CaMbIM TTPOCTBIM OKPY>KEHUEM SIBJISIETCS KJIACTEP HA «TOJIOM jKeJie3e», KOTOPbIN Tpe/I-
crasyisiet co60i OOBIUHY0 (PU3MUECKYTO ceTh YPoBHst L2, JIJist MOAKIIIOUEHUSI KOHTEHHEPOB
K TaKOI CETH MOKHO UCIIOJIb30BATh CTAHAAPTHBIN /171 Linux MOCT. ITO I0BOJILHO KPOTIOT-
JIBas TIPOLIE/TyPa, TPeOYIoIIast OrbITa paboThI ¢ HUSKOYPOBHEBBIMU CETEBHIMU KOMaHIAMU
Linux, Takumu Kak brctl, ip addr, ip route, ip 1link, nsenter u T. ;1. Peanusaimio Takoro
pelreHns MOKHO HayaTh CO 3HAKOMCTBaA CO CJICAYIOIUM PYKOBOJACTBOM: blog.oddbit.com/
2014/08/11/four-ways-to-connect-a-docker/ (umure pasuen With Linux Bridge devices).

Contiv

Contiv — aTo cereBoe gonosiHeHne 001ero HasHaueHus. OHO MpeaHa3HAYEHO JJIsT
nojikJroueHrst KoureiiHepos uepe3 CNI 1 MokeT ucnosbzoBatbest BMecte ¢ Docker
(nanpamyio), Mesos, Docker Swarm u, ecrecrsenno, Kubernetes. Contiv sanumaercst
CETEBBIMU TIOJIMTUKAMHU U YaCTUIHO AyOnupyer aHamoruuHbiil 00bekT B Kubernetes.
[lasee miepeyniciieHbl HEKOTOPBIE U3 BO3MOXKHOCTEN 9TOTO CETEBOTO OTIOTHEHUST:

Q noazepxkkxa CNM B libnetwork u crermmduxanun CNI;

O MexaHM3M IIOJUTHK ¢ 6OraThIMU BO3MOKHOCTIMM, 0OeciednBatoIiii 6e301acHOCTh
U TIpeJICKa3yeMoe pa3BepThIBaHUE TIPUJIOKEHUTH;

JIy4liasi B CBOEM POjie IIPOU3BOIUTETHHOCTD KOHTEHHEPOB;
MYJIbTUAPEH/THOCTD, N30SI U TIepeceKalolinecs MoJCceTH;
unTerpaius ¢ IPAM u o6HapysKeHHe CepBUCOB;

00 0O

[IUPOKUH BEIOOP (PUIUUECKUX TOTIOTOTHIA:

® 1potokoJibl ypoBHd 2 (VLAN);

e mporokossl yposHs 3 (BGP);

® OBepJIeiiHbIE CETH;

e (Cisco SDN (ACI);

O nomiepxka [Pv6;

O wmacurrabupyeMast MOJUTUKA M PACTIPEIETIEHITE MAPIIPYTOB;

O wnHTerpanus ¢ mabJoHaMU MTPUITIOKCHUI, BKITIOYAst CJIE/IyOIIHE:
e  Docker-compose;

e jucrieTyep pasBeprbiBanus Kubernetes;

® pacrpe/iesieHre HATPY3KU HA CEPBUCHI, BCTPOEHHOE B GATTAHCHPOBIIMK MUKPO-
CEPBUCOB THIIA «BOCMOK — 3anads (east — west);

® p3ossIuUs TpaduKa BO BpeMsl XpaHeHUs, KOHTPOJIS ocTymna (Hampumep, etcd/
consul), iepelayu 1Mo CETH U YIIPABJIEHUS.
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Contiv nMeeT MHOKECTBO BO3MOKHOCTENH. DTOT UHCTPYMEHT PeAU3yeT IMUPOKUI
CIIEKTP 337124 U TOAJEPKUBAET PA3IUYHBIE TIATHOPMBI, TOITOMY 5T HE YBEPEH, CTaHeT
Ji oH JiyunmM Bbibopom st Kubernetes.

Open vSwitch

Open vSwitch — arto 3pesoe perienne st CO3/IaHNsT BUPTYATbHBIX (TPOTPAMMHBIX )
KOMMYTAaTOPOB, ITO/I/IeP;KUBAEMOe MHOTUMIY KPYITHBIMI UTPOKaMH Ha peiHKe. Crcrtema
Open Virtualization Network (OVN) 1103BoJIsIeT BBICTPAMBATh PA3/IMYHbIe BUPTYaJIbHbIE
CeTeBbIE TOMOMOTHHN. Y Hee eCTh crenuaabHoe gononuenne st Kubernetes, Ho ero ouetb
HEIMPOCTO HACTPOUTH (CM. PYKOBOJICTBO https://github.com/openvswitch/ovn-kubernetes).
Y nonosnenus Linen CNI mMerbilie BO3MOKHOCTEH, HO €ro KOH(MUTYPAIIUS TPOXOIUT
HaMHOro Jierde: https://github.com/John-Lin/linen-cni. Ctpykrypa Linen CNI nokaszana Ha
puc. 10.6.

‘—’

Puc. 10.6

Open vSwitch mosxer 06benuuaTs husnueckne cepsepbl, BM 1 nojibl/KOHTERHEPDI
B €/IHYIO JIOTHYECKYIO CETh. DTA CUCTEMA HO/IEPKUBAET KaK OBEPJIEHHBIN, Tak u du-
3UYECKUI PeKIM.
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Bor HEKOTOPbIE U3 €€ KIII0YEBbIX BO3MOKHOCTEI:

Q crangapraas mogesab 802.1Q VLAN ¢ MarucTpasbHbIMK U OOIIEIOCTYITHBIME MTOP-
TaMmu;

O mnpussiska mo NIC ¢ LACP uim 6e3 Hero st KomMmyTaTtopa 6oJiee BICOKOTO YPOBHS;

O

NetFlow, sFlow(R) u 3epkasupoBaHue [1ist 06eCiedeHusT YIyIIIeHHOM BUINMOCT;

O

koHburypauus QoS (Quality of Service — kayecTBO 06CIyKIMBAHKA) ILIIOC 110~
JINTHKY;

tynnenuposanue yepe3 Geneve, GRE, VXLAN, STT u LISP;
KOHTPOJTh 3a pa3pbiBamu coeqnuenns B 802.1ag;

OpenFlow 1.0 mmroc MHOrOYMCIIEHHBIE OIOTHEHUS;

0O0O0Oo

TPaH3aKIMOHHAsE 0a3a JAHHBIX JUIsI XpaHeHust KoHdurypannu ¢ npussskamu st C
u Python;

a BbICOKOITPOM3BOAWUTE/IbHOE IIEPpEHAIIpaBJ€HNE C TIOMOIIbIO Moayneﬁ SJipa Linux.

Nuage Networks VCS

Virtualized Cloud Services (VCS) — a10 ipoaykT oT KoMianuu Nuage, KOTOPbIii IIpej-
craBJisieT coG0M XOPOIIo MacIITabupyeMyto, OCHOBAHHYIO Ha TIOJUTHKAX IIaThOPMY IS
[OCTPOEHUS npozpammmo-onpedeisemvix cemeti (Software-Defined Networking, SDN).
ITO peleHre YPOBHS MPEIPUSITHSI, B OCHOBE KOTOPOTO JIEsKAT OTKPbITast cuctemMa Open
vSwitch (a5 nepenanpas/ieHs JaHHBIX ) U MHOTO(MYHKIMOHAIBHBIA SDN-KOHTpOJLIED,
MMOCTPOEHHBII HA OTKPBITBIX CTAH/IAPTAX.

[Lrardopma Nuage ob6benunsier moasl Kubernetes u cropoHHue okpyskeHus (Bup-
TyaJIbHbIE U allllapaTHbIe) B TIPO3PAYHbIe OBEPJICHHBIE CETH U MO3BOJISIET ONUCHIBATDH
10IpOOHbIE TIOJMTUKHY JIJIsT PasHbIX NpUIoKeHuil. Ee MexaHusM aHainsa B peajbHOM
BPEMEHM JIaeT BO3MOKHOCTh OTCJIEKUBATh BIUAUMOCTb U G€3011aCHOCTDb MIPUJIOKEHU I
Kubernetes.

Kpowme toro, Bce kommoneHTsl VCS MOKHO YCTaHOBUTH B BHJIe KOHTeitHepoB. Kaknx-
6o crennduIecKux anapaTHbiX TpeGOBaHMil HET.

Canal

Canal — 3710 cMech IBYX TIPOEKTOB ¢ OTKPBITHIM HcxoAHbIM KogoM: Calico u Flannel.
Orciona u nassanue. [Tpoekr Flannel, paspabarbiBaembiit komangoii CoreOS, sannma-
€TCS CeTEBBIMU BO3MOYKHOCTAMM KOHTelHepos, a Calico orBevaer 3a cereBbie MOJIN-
TUKHU. VI3HAYaIbHO OHM paspabaThIBAJKCh OTAETbHO APYT OT APYTa, HO TOJb30BaTE/IN
XOTeJIM IPUMEHATh X coBmecTtHO. Celluac oTkpbiThiil poekt Canal npejcrasiser
co6oii mabsoH passepThiBaHust 1t yeranosku Calico u Flannel B Buze otmebHbIX
CNI-gonoanennit. Kommanus Tigera, cosnannas ocroBaressimu Calico, sanumaercst
MOJIIEPKKOI 060X TIPOEKTOB U Aake IIaHpoBaia Gojiee TECHYIO WHTErpaliuio, HO
€ MOMEHTa BBIITyCKa COGCTBEHHOTO PEIeH s JIJIst GE30IIacHO OpraHU3allii CETH MEKILY
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npunoxerusimu B Kubernetes mpuopurer eMectusicst B cTopony obsierdeHust KOH(BUTY-
paiuu u uarerpanuu Flannel u Calico BMecTo paspaGoTku 00beJUHEHHOTO PEIeHNUSI.
Ha puc. 10.7 nemoncTpupyercs tekyiiee cocrostuue cucrembl Canal 1 To, Kak oHa cOOT-
HOocUTCs ¢ maThopMaMu opkectparun, TakuMi kak Kubernetes u Mesos.

Jio6oi opkecTpaTop ¢ nogaepxkoii CNI:
Kubernetes, Mesos...

chanal

JononHeHus

1 CNI-pononHeHne ansa Calico CNI-pononHenune gns Flannel
OJ19 opKecTpauumn

MpumeHeHne [
NONNTUK - MpruMeHeHne nonnTuk
B Calico Y

etcd

MpumeHeHne

MOJINTUK 1 IPIP Native UDP BGP VXLAN
Bo Flannel

Jliobas ceTeBasi TONONOrMs:
nokansHas, AWS, GCE, Azure...

Puc. 10.7

3amerbre, uto npu unterpanuu ¢ Kubernetes Canal ob6paiaerca He Hanpsimyto
Kk eted, a k API-cepsepy Kubernetes.

Flannel

Flannel — 570 BUpTYyasbHas ceTh, KOTOPask BBIAECAAET KAKIAOMY Y3JIY 110 BUPTYATbHON
ceTH J7ist pabOThI CO CPelaMU BBITIOJTHEHUST KOHTEHEPOB. Ha KaskI0M y3Jie 3amyCKaeTcst
areHtT flaneld, MOAHUMAIONINI TTOCETh HA OCHOBE 3aPE3€PBUPOBAHHOTO AZIPECHOTO
MPOCTPAHCTBA, XpaHsierocs: B kinacrepe etcd. OOMeH maketaMu MeKIy KOHTelHe-
pam¥u U, TI0 GOJIBIIOMY CUETY, Y3JI0M TPOU3BOAUTCS OJHUM U3 HECKOJBKUX CEPBEPOB.
Yame Bcero Ha cepBepe ucnosnbsyercs UDP nosepx TUN-ycTpoiicTBa, KoTOpoe 110
YMOJIYAHUIO TYHHeJUpPyeT Tpahuk dyepe3 nopt 8285 (He 3a0y/(bTe OTKPBITH €70 B CBOEM
Opanamayape).

Ha puc. 10.8 noapobHO omuchBaoTCs pasiandibie KoMmoneHtsl cetn Flannel, cos-
JlaBaeMble €10 BUPTYaJbHbIE CETEBbIE YCTPOUCTBA U TO, KAK OHU OOIIAIOTCS € Y3JI0M
U TI0JIOM Yepe3 MOCT docker®. 3/1ech TakKe MOKHO BUJIETD MTPOIIECC MHKATICYISIITNN
UDP-nakeToB u ux nepemMelienne Mesk1y y3JaMu.
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HOLILIGP)KI/IBEIIOTCH " Ipyrue ceTeBble TEXHOJIOTNN!

O vxlan — unkamncyaupyer naxersl ¢ nomoubio VXLAN BuyTpu a1pa;

O

host-gw — cosnaer IP-MapiipyThl K ogceTsM yepes IP-azpeca yaaaeHHOro cepsepa.
CTOHUT OTMETUTD, YTO 5TO TPeOYET IPSIMOTO COEAUHEHN Ha BTOPOM CETEBOM YPOBHE
MEsKy cepBepami, BeimosHsomummMu Flannel;

aws-vpc — cosgaer IP-maprupyTsl B Tabmie Mmapmpytusanuu Amazon VPC;
gce — coszaer [P-mapuipyTsi B cett Google Compute Engine;
alloc — BBIIOJIHSET JIUIIb BblIeJICHHE [I0JICETH, HO He IlepeHalpaBjeHne 1akeToB;

0000

ali-vpc — cosnaer IP-maprpyTsi B tabsmite mapuipytusarmu Alicloud VPC.

MpoekT Calico

Calico — aTo KOMIIIIEKCHOE peTeHue JIJIsi OPTAHU3AINN CETH MEKIY KOHTeHHepaMu
u obecrieuenns ceTeBoil 6e3oracHoCTU. Ero MOKHO MHTErpupoBaTh CO BCEMU OCHOBHBI-
MU TIAT(HOPMAMU OPKECTPAIIUN U CPETaMU BBITTOJTHEHUS:

Q Kubernetes (nononnenue g CNI);

O Mesos (nomnosnenue jjist CNI);

Q Docker (zomonnenue aisa libnework);
O OpenStack (zonosnnenue g Neutron).

Calico MOKHO pasBepTBIBATH TAKIKE JIOKAIBHO UM B yOINYHOM ObJIaKe ¢ COXpaHe-
HUEM BCeX BO3MOKHOCTEH. [IpruMeHeHre ceTeBbIX OJMUTHK MOXKET 3aBUCETDH OT HATPY3-
K, 4TO 0GecreyrnBaeT YeTKU KOHTPOJIb TpahuKa U TapaHTUPYET, YTO MaKeThl BCeraa
Gy/IyT TOXOAUTD 10 HYKHBIX ajgpecaros. Calico ymeeT aBTOMaTHYECKH MMIIOPTUPOBATH
ceTeBble MOJIUTUKH ¢ TIaTdhopM opkecTparun. Ha camoM fiesie oH oTBeuaer 3a peannsa-
o ceTeBbix MoK B Kubernetes.

Romana

Romana — 210 coBpeMeHHOe pellleHue [JIsi OPraHU3aIIM CeTH MEKIY KOHTelHEPaMI.
OHO U3HAYAIBLHO PACCUYNUTAHO HA MCIIOJIb30BaHUE B O0JIaKe U pPabOTaeT Ha TPETHEM CeTe-
BOM yPOBHE, ONTUPAsiCh HA CTaHAapTHbIE MeTO bl yiipasyenns [P-aapecamu. Romana mo-
3BOJISIET M30JIUPOBATB 1I€JIble CETH, CO3/IaBast JIJIsl HUX TILTIO3bI U MaPIIPYTHI C TOMOIIIBIO
cepBepoB Ha 6ase Linux. PaboTa Ha TPETbEM CETEBOM YPOBHE He TPeOYeT MHKATICYISIIUIL
CeTeBast MOJUTHKA TPUMEHSIETCST KO BCEM KOHEYHBIM TOUKAM M CEPBUCAM B BUJIE PacIipe-
neseHHoro 6panaMayapa. Romana obserdaer JokaabHoe U THOGPUHOE Pa3BepPThIBAHUE
MESK/LYy PasHbIMU OOJAYHBIMU TTaT(OPMaMU, TaK Kak OOJIbIe He HY;KHO HACTPAUBATh
BUPTYaJIbHbIE OBepHeﬁHbIe CETH.

Henasuo nossusiuecs B Romana Bupryasibhbie [P-aipeca mo3BoJisiioT JJOKaTbHBIM
[10JIb30BATEJISIM OTKPBIBATH JAOCTYII K CBOMM CEPBUCAM B JIOKAJIBHBIX CETSIX BTOPOTO
YPOBHSI, HCITOJ/Ib3YST BHEIITHYIE a[ipeca U CIeIn(UKAIINYA CEPBUCOB.

Paszpaborunkn Romana yTBEP:KIAIOT, 4TO UX MOXO/] 3HAYUTEIBHO YJIYUIIIaeT POr3-
BoauTesibHoCTh. Ha puc. 10.9 Buino, kak BMecTe ¢ 0TkazoM ot uukarncyJstiun VXXLAN
MOKHO U30aBUTHCST OT MHOKECTBA HAKJIA/HBIX PACXO/IOB.
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Weave Net

OcHoBHBIME YepTamu TipoekTa Weave Net SBISIOTCS TPOCTOTA B TPUMEHEHUN U OT-
cytcTBre koHburyparun. O ucnosb3yet nHKancyasannio VXLAN u yctanaBimBaer
Mukpo-DNS Ha Kaxabiil ysen. Kak paspaboTuuk, Bbl OyeTe UMETh A€JI0 ¢ BHICOKUM
ypoBHeM abctpakimu. [Tocse Toro Kak Bbl JauTe IMEHa CBOUM KOHTeliHepaM, Weave
Net 1M03BOJIUT BaM IMOAKJIIOYATHCS K CTAHAAPTHBIM MTOPTaM U 33/1€ICTBOBATH COOT-
BETCTBYIOIIKE CEPBUCHL. DTO MOMOTAET P MUTPAIMK CYIIECTBYIONINX MTPUIOKEHUN
Ha TIaTdOpPMBI MUKPOCEPBUCOB 1 KoHTeitHepu3alun. B Weave Net mpenrycmMoTpeHo
CNI-zponosnenne ays paborsl ¢ Kubernetes n Mesos. Haunnas ¢ Kubernetes 1.4, un-
terpanuio ¢ Weave Net MOKHO BBITIOJTHUTD OJHONW KOMaHION, KOTOpast pa3BepThiBaeT
DaemonSet:

kubectl apply -f https://git.io/weave-kube

[Toner Weave Net, pazmelnieHHble Ha KOKJIOM y3J€, OTBEYAIOT 32 MOAKIIOYEHIE
JOOBIX PYIUX 9K3eMILISAPOB 10108 K cet Weave. Weave Net nogaepxusaer API
C CeTeBbIMH TOJHUTUKAMU, TPEAOCTABIIS MOJHOIIEHHOE U ITPOCTOE B HACTPOIiKe
peleHmue.

2P dEeKTUBHOE NUCMOJIb30BaHME CETEBbLIX MOSINTUK

Cereag nonutuka Kubernetes npennasnauena s yupas/ieHus: TpadroM, KOTOPbIii
HaIpaBJjieH K OlNpeieJIeHHbIM 1ToIaM 1 TTpocTpaHcTBaM uMeH. [Ipu ynpasierun cot-
HSIMM pa3BepHYTHIX MUKpPocepBrcoB (Kkak yacto ObiBaeT ¢ Kubernetes) opranusans
CEeTEeBBIX COEJMHEHNN MeXK/ly IMOJJaMU BBIXO/JIUT Ha MEePBbIN 1yIaH. Ba’kHO TTOHUMATBh,
YTO HTOT MEXaHU3M JIUIIb OIMOCPELOBAHHO OTHOCUTCS K OezomacHocT. Ecan 3710-
YMBILLIEHHUK CIIOCO0EH MPOHUKHYTh BO BHYTPEHHIOKO CETh, OH, CKOPEE BCEr0, CMOKET
co31aTh COOCTBEHHDBIII 9K3eMILISAP 110/a, KOTOPbII OyIeT COOTBETCTBOBATH CETE€BOI
[OJINTUKE U MO3BOJUT CBOOOAHO 00LIATHCS ¢ APYTUMU TToAaMu. B mpeabiynieM pas-
JieJie Mbl PacCMOTPEJIH PasjindHble pelleHus i opranusanuu cetu B Kubernetes,
COCPEIOTOYMBIIMCH Ha CETEBBIX MHTEP(eiicax. 3/1ech ke 0CHOBHOE BHUMaHUE YeJIUM
CEeTeBOH MOJMUTHKE, PEATU3yeMOii TIOBEPX ATHUX PEIICHMI, X0Tst 062 KOMIIOHEHTA TECHO
B3aMMOCBSI3aHBI.

ApxuTekTypa ceTeBon nonuTtukn B Kubernetes

CeTteBast TIOUTHKA OTPEEET, KAKUM 06pPa3oM MOAMHOKECTBA TTO/I0B MOTYT B3a-
MMOJIeICTBOBATH APYT C APYTOM W C IPYTUMU KOHEYHBIMHM TOUuKaMu ceTH. Pecypc
NetworkPolicy HCTOJIB3YET METKH JIJIst BBIGOPA TOJIOB ¥ OTPEIETISIET CITUCOK PA3PEIITi-
TeJIbHBIX [IPABUJI, KOTOPBIE MO3BOJISTIOT HAITPABJISITH TPAMUK K BHIOPAHHBIM HK3EMILISIPAM
1o7IoB (B JIOTIOTHEHUE K TOMY, UTO YK€ M03BOJIEHO MOJUTUKOM M30JISAIUN B 33JIaHHOM
[IPOCTPAHCTBE UMEH ).
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CeTteBble nonutnkn n CNI-gononHeHus

Cerespie mosutuku 1 CNI-gonosHeHNST HAXOAATCS B CJIOKHBIX OTHOIeHUAX. OHI
JIOTIOJTHEHNA PEANU3YIOT KaK CeTeBble COCJMHEHUS, TaK U MOJIUTUKY. /Ipyrue 3anu-
MAIOTCSI JINIIb OTHUM U3 3TUX HampasieHnil. OHn MoryT B3anmoseiictBoBats ¢ CNI-
JIOTIOJIHEHUEM, KOTOPOE Pean3yeT HeJ0CTaoNuil acekT (kak, Harpumep, Calico
u Flannel).

KoHdurypauus ceteBbIixX NOANTUK

CereBble TOJMTUKN HACTPAUBAIOTCS C TIOMOIIBIO pecypca NetworkPolicy. Bot kak ato
BBITJIAINT:

apiVersion: networking.k8s.io/vlkind: NetworkPolicy
metadata:
name: test-network-policy
namespace: default
spec:
podSelector:
matchlLabels:
role: db
ingress:
- from:
- namespaceSelector:
matchLabels:
project: awesome-project
- podSelector:
matchLabels:
role: frontend
ports:
- protocol: tcp
port: 6379

Peanusauunsa ceTeBbIX MOANTUK

Cam 1o cebe API cereBbIX TOMUTHK yHUBEpcaieH 1 BxoauT B coctaB Kubernetes API,
OJIHAKO €ro peajausaliysl TeCHO CB3aHa C CeTEBBIM pellleHueM. JTO 03HAYaeT, 4TO Ha
Ka’K/IOM y3JIe Pa3BepThIBaeTCA CIelMalbHbII areHT, WU «CTPaX», KOTOPBII:

Q mnepexsBaTbiBaeT Bech Tpaduk, MOCTyHAIONNIN B y3€JT;

Q mpoBepseT, COOTBETCTBYET JIM TOT CETEBOM MOJUTUKE;

0 nepeHanpasJsieT UM OTKJIOHSIET KasK/IbII OT/IeJIbHBIIN 3a11pocC.

Kubernetes mpeocrasiisier MeXaHU3M /7T OTIPENIETIEHST U XPAHEHUST CETEBBIX TTOJIH-
TuK ¢ iomonipio APL. TIpuMeHeHreM ceTeBoi TTOTUTUKH 3aHUMAETCSI CETEBOE PElIeHUe
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WJIV OT/IEJIbHBI MEXaHU3M, KOTOPBII TECHO ¢ HUM WHTErPUPOBAH. XOPOIITUM ITPUMEPOM
takoro noaxoza asisiorcs Calico u Canal. Calico umeer co6cTBenHble permennst iJis
OPraHU3AINY CETH U CETEBBIX TIOJUTHK, KOTOPbIe Pab0TAI0T BMECTE, OJJHAKO UCITOJIb30Ba-
HUe TI0CAeJHIX MOKHO peannsoBath nosepx Flannel kak yacts Canal. B o6oux ciryuasx
9TH JIBa ACIIEKTA TECHO CBsi3aHbl Mesk Ly coboit. Ha puc. 10.10 rokasanbl KOHTPOJLIED JJIst
yIIpaBJIeHus ceTeBbIMU IoanTHKaMu B Kubernetes u arenTsl, KOTOpbIe IIPUMEHSIOT X
Ha OT/IEJIbHBIX y3JIaX.

KoHTponnep
NoNNTUK

Monutuka ||Cnywatens

Y3en 1
CobbiTHe,
TR / nepenaBaeMoe
.A/ cnywaTesno
Monutuka,
Yaen n Ha3Havaemas .

y3ny Benywimin yzen

Kubernetes
AreHT
URI
— Mepepaya NOAUTUKN
I'IOJ'II/I'I:‘VIKVI B API
KOHEYHOW Touke
Mop 1 Mop 1 Mop 1

Puc. 10.10

Cnocobbl 6anaHCcMpoBaHMs HarpysKu

bBanmancupoBanme Harpy3ku — 3TO BaKHEUITNH acleKT AMHAMUYECKUX CUCTEM, K KO-
TOpbIM OTHOCHTCST KaacTep Kubernetes. ¥Yaiibl, BUpTyasbHble MAIIUHBI U OBl TIPHU-
XOJISIT ¥ YXOJISAT, HO KJIUEHTBI He MOTYT CJIEIUTD 32 TeM, KTO UMEHHO 0OCTy;KUBAET X
sanpocsl. [laxe ecan Gb 9TO GBIIIO BO3MOKHO, BAM MPUIILIOCH Obl 3aHUMATHCST TAKUMI
HEIMPOCTBIME 33/[a4aMU, KaK TIOCTOSHHOE OOHOBJIEHHE IMHAMUYECKON KapThl KjacTepa
1 yIIpaBJIeHNEe OTKIIOUYNBIINMUCS, HEOT3BIBYUMBBIMU WJIU ITPOCTO MEJIEHHBIMI Y3JIaMU.
bBanancupoBanme Harpy3ku — MpoBepPeHHBIN BpeMeHeM U TTOHSTHBIIT BCEM MEXaHU3M,
KOTOPBIH CKPBIBAET BCe 9TH BHYTPEHHUE MEPUTIETHH OT KJIMEHTOB WM BHENTHUX T10-
TpebuTeseil 3a cuet 00aBJIEHUSI e1lle OJIHOTO TIPOMEKYTOUYHOTO CJI0st. BalaHCUPOBIIUKI
HArpy3Ku ObIBAIOT BHENTHUMHU ¥ BHYTPEHHUMU. IX MOKHO HUCIIOJB30BATH COBMECTHO.
Taxoit rubpUHBII TOAXO/] UMEET CBOM TLIIOCHI M MUHYCBI, HAITPUMED TOHIKEHUE TPO-
U3BOJUTETHHOCTH B YTOLY THOKOCTH.
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BHeLWwHW 6anaHCUMPOBLLMK Harpy3ku

Buenrauii 6araHCHPOBIIUK HATPY3KH paboTaet 3a mpeeaamu Kiaacrepa Kubernetes. On
JIOJIKEH TIPEIOCTABIISITHCSI CTOPOHHUM ITPOBAZIEPOM U TI03BOJISITh HACTPAUBATD ITPOBEP-
Ky paboTocrocobHOCTH, MpaBiIa GpaHMayapa U MoJydeHue ero BHernHero [P-anpeca.

Ha puc. 10.11 nokasana cBsi3b MeKIy OaJaHCHPOBITMKOM Harpysku (B obiake),
API-cepsepom Kubernetes u ysmamu kiaacrepa. BHenrauii 6aaHCHPOBIIUK Beeraa
3HAET, Ha KAaKWX y3JIaX 3aIyIeHbl Te I WHBIE MO/IbI, U MOKET PACIIPEe/IITh BHEITHUN
caryskeOHbII TpahUK MEKLY TOAXO/SIINME 9K3EMILISIPAMHE TI0/[0B.

‘ kubectl, knneHTbl 1 T. AO. ’ 1
l Pabounii yaen Ne1l

BanaHcmpoBLmK
Harpysku

o LA | m

Benyuwmin ysen Nel L i

API-cepsep @
-—4 X--.\_ _________ ,
E etcd @ 1‘ I_IJ'IaHI/IDOBLLI.VIK@E

D Y R N

/o mTT T s 1

podmaster @:‘Ai Oucnetyep @i

| KOHTPONNEPOB

kubelet

L] monit

Puc. 10.11

HacTpolika BHelwHero 6anaHcMpoBLUMKa Harpy3ku

BremHuii 6aJaHCUPOBIIUK HAIPY3KU HACTPauBaeTCs OO ¢ IIOMOIIBIO CIyKeOHOTO
KOHpUTryparrorHoro daiiia, 1160 Hanpsamyto yepes kubectl. B kauectse Tuma cepsrica
ncnosb3yercst LoadBalancer, a He ClusterIP, KOTOPBIN Ha3HAYAET 6aHaHCHp0BLuHK0M Ha-
rpysku oxuH u3 y308B Kubernetes. [lyist aToro mpoBaiiziep BHENTHETO GalaHCUPOBIIUKA
JIOJIKEH OBITh TIPABUJIBHO YCTAHOBJIEH M HACTPOEH B paMKax kactepa. CaMblii mpoBepeH-
ublii nposaiinep — 910 GKE ot Google, onnaxo apyrue o61aunblie mathopMbl TOXKE IIPEIO-
CTaBJIAIOT MHTErPUPOBAHHbIE PELIEHNUs TOBEPX CBOMX 00JIauHbIX OaJaHCUPOBUINKOB.
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C nomoLLbio KOHUrypaumoHHoro dainna

Bor npumep kouduryparmontoro daiisa cepBruca, KOTOPbI CIIPABJISETCS € 9TON 3a-
Tave:

{
"kind": "Service",
"apiVersion": "v1",
"metadata": {
"name": "example-service"
I
"spec": {
"ports": [{
"port": 8765,
"targetPort": 9376
Iap
"selector": {
"app": "example"
i)
"type": "LoadBalancer"
}
¥

C nomolupbio kubectl
Toro ke pe3ysbTaTa MOKHO IOOUTHCSI HATIPSIMYIO C UCTIOJIb30BAaHUEM KOMaH/IbI kubectl:

> kubectl expose rc example --port=8765 --target-port=9376 \
--name=example-service --type=LoadBalancer

Boi6op mMexay kubectl u KOH(MDUTYPAIMOHHBIM (HallJIoM service 0OBIYHO 3aBUCHT
OT TOTO, KaK BbI HACTPaWBaeTe OCTAIBHYIO YacTh MH(MPACTPYKTYPHI ¥ Pa3BEPThIBAETE
cBolo cucremy. Kondurypanuontbie (aiiibl 6ojiee geKaapaTUBHbL 1, CUNTACTCS, JIy4lle
MOXOAT JIJISl TPOMBITIIJIEHHBIX YCJIOBWH, B KOTOPBIX yIIpaBJieHue MH(HPACTPYKTY PO
JIOJKHO OBITH BOCITPOU3BOANMBIM U [TPOBEPSIEMBIM.

Mownck IP-agpecoB 6anaHcMpoBLLMKA Harpy3Ku

banancuposuuk Harpysku umeet /iBa nHTepecyonux Hac [P-agpeca. BuyTpenuuit
a/pec MOKHO MCIIOIB30BATh BHYTPH KJIacTepa ISt IOCTyIa K cepBucy. KimeHTsl, He BX0-
JISITIME B KJIacTep, 3a/1elcTByIoT BHernuii agipec. Coznanvie DNS-3arucu jiJist BHENTHETO
IP-anpeca — pekoMeHA0BaHHbIN criocob. st morydennst 060uX aipecoB IPUMEHSIeTCs
komaHza kubectl describe: BHyTPEeHHUN HAXOAUTCA B TT0Jie IP, a BHETITHUI 0bo03HaYeH
Kak LoadBalancer Ingress.

> kubectl describe services example-service
Name: example-service
Selector: app=example
Type: LoadBalancer
IP: 10.67.252.103
LoadBalancer Ingress: 123.45.678.9



Cnocobbl 6anaHcMpoBaHna Harpy3ku 289

Port: <unnamed> 80/TCP

NodePort: <unnamed> 32445/TCP

Endpoints: 10.64.0.4:80,10.64.1.5:80,10.64.2.4:80
Session Affinity: None

No events.

CoxpaHeHue knueHTckux IP-agpecos

Vnorma cepBruc MOXKeET OBITh 3aUHTEPECOBAH B UCXOMXHBIX [P-afpecax KIMEHTOB.
B Kubernetes nanuas nngopMaliis 10cTynHa ToabKOo ¢ Bepcun 1.5. IToka uto aTa Bos-
MOKHOCTh HAXOJIUTCS B CTajiun HGeTa-TeCTUPOBaHust, oHa coBMecTiMa Toabko ¢ GKE
u ocHoBaHa Ha anHortanusx. B Kubernetes 1.7 BO3MOXKHOCTH COXpAHEHUS HCXOHOTO
kaueHnTckoro IP-agpeca 6buta nobGasiera 8 API.

Hacrpoiika coxpanenusi opurunaapaoro IP-aapeca kimenra. Hyskno ckondury-
PHUPOBATH B CIIEIUMUKAIINY CEPBIICA /[BA MTOJIS.

O service.spec.externalTrafficPolicy. JTo ToJe ompenenseT, K KaKOi KOHETHOM
TOUYKE CEPBUC JIOJKEH HATIPABJASTh BHENTHUN TpaduK: JJOKAIbHOM, Ha YPOBHE Y314,
WU TJI00/IbHOM, Ha YPOBHE KiacTepa (MCIOJIb3YeTCs 10 YMOIYanuio). Bropoii
BapMaHT XOPOINo OaJlaHCUPYET HAarPy3Ky, HO He pacKpbiBaeT MCXOAHBIN [P-aapec
KJIMEHTa U MOKET 00aBUTh MEPEXOJl K APYToMy yaiy. BapuaHT ¢ JTOKaJIbHOU KO-
HEYHO TOUKOI COXpaHsIeT KINEHTCKIIT apec U He T00aBJIsIeT JIUITHIX TEPEX0I0B
(ecym TUTI cepBrca paBeH LoadBalancer i NodePort). Ero HeocTaTok — 1mioxoe
pacripesieJiecHIe Harpy3KH.

O service.spec.healthCheckNodePort. I1o Heobs3aTebHOe noe. OHO onpeesieT
HOMEP TIOPTa, ¢ MOMOIIBI KOTOPOTO TIPOBepsieTcs: paboTOCTIOCOOHOCTD CEePBUCA.
[To ymomuaHmio uCnoIb3yeTcs OpT, BbliesIeHHbIN y3iy. [[pumensiercs k cepBucam
THIIA LoadBalancer, y KOTOPBIX 110JIe externalTrafficPolicy paBHo Local.

Hasee nnpuBeieH mpuMep:

"kind": "Service",
"apiVersion": "v1",
"metadata": {
"name": "example-service"
1
"spec": {
"ports": [{
"port": 8765,
"targetPort": 9376
1,
"selector": {

app": "example"

s
"type": "LoadBalancer"
"externalTrafficPolicy: "Local"
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MoTeHuMan BHEWHEro paBHOMEPHOro
pacrnpeaeneHns Harpysku

Buermiue 6araHCcUPOBIIUKY PACTIPEIESIOT HATPY3KY Ha YPOBHE y3J1a, XOTS Tpaduk
HampasJiseTcs K KOHKPETHBIM mojaM. [IpeacTaBpTe, UTO Ball CEPBUC COCTOUT W3
YeThIpeX IIO/I0B, TPU U3 KOTOPBIX HAXOSATCS Ha y37e A, a o1nH — Ha y3iae b. B atom
cIyvae BHENTHUN 6aTaHCUPOBINK, CKOPEE BCETO, PABHOMEDPHO PACTIPEIETUT Ha-
rpy3Ky Mexay ysaamu. Takum 06pazoM TpU 9K3eMILIsIpa MoJ0B NPUMYT Ha cebst
0JI0BMHY 3a1pocoB (1/6 Kaxublil), a BTropas oJoBMHa OyIeT OTBe/eHa eMHCTBEH-
HOMY Tofty Ha y3ie B. B 6yaymiem mogo6uyio mpobaeMy MOKHO OYAET PelruTh 10-
GaBJIeHITEM BECOB.

banaHcMpoBaHue Harpysku
C NOMOLLbIO BHYTPEHHErO CepBuca

BamancmpoBaHne Harpysky Ha ypOBHE cepBlca MPETHA3HAUEHO [T pacrpeleIeHnst
Tpaduka BHyTpH Kiactepa Kubernetes 6e3 yuacTust BHelHero 6aJaHCHPOBIUKA.
ITO JestaeTest ¢ TMOMOIIBIO cepBuca THia clusterIP. BHyTpeHHMil 6amaHCUPOBIINK
MOXKHO peajn3oBaTh B BUjle cepBuca Tuia NodePort U peoCTaBIATD MIPSIMON TOCTYTI
K HEMY uepe3 3apaHee BblJleJieHHbIiT TopT. OIHAKO BBUY TOTO, YTO ATO HECTAHAPTHBII
CIIeHAPHIT MCTTOJTb30BAHIIS, TIOJIE3HBIE BO3MOKHOCTH — Pa3pbIB SSL-coeamHeHns 1 Ka-
muposanne HTTP — 6yayT HEOCTYTIHBL.

Ha puc. 10.12 nokasaHo, kKak BHyTpeHHUIT cepBuc (00J1aK0 B IIEHTPE) MOKET UTPaTh
POJTh GATAHCUPOBIUKA HATPY3KH U HATTPABJISATH TPADHK K OAHOMY M3 CBOUX TTOI0B (KO-

HEYHO K€, C TTOMOIIbIO METOK).
APIl-cepBep

Kube-proxy

ServerlP
(iptables)

N\ Yaen
|
v v y
Mop, 1 Mop, 2 Mop 3
MeTku: app=MyApp | | meTkun: app=MyApp | | meTkn: app=MyApp
nopt: 9376 nopt: 9376 nopt: 9376

Puc. 10.12
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Ingress

Ingress Bxoaut B coctaB Kubernetes u o 6osbiiomy cuery mpejcrasiser coboii Ha-
60p TpaBUJI, KOTOPbBIE MO3BOJISTIOT HATIPABJSITD BXOSIINE COETMHEHIS K CEPBUCAM
kiactepa. Kpome Toro, HeKOTOpBbIe KOHTPOJIEPHI Ingress Mo/Iep:KIBAIOT CJIeIyTOIIIe
BO3MOKHOCTH:

AJITOPUTMBI COCIMHEHNUS;

JIMMUTBI Ha 3aTTPOCHI;

nepeHarnpasyeHue u nepeomnpezaenaenre URL-aapecos;

GasmarcupoBanue Harpysku Ha yposte TCP/UDP;

pa3pbiB SSL-coennneHunii;

00000 O

KOHTPOJIb JOCTYTIa 1 aBTOPU3AIUIO.

Ingress OMMUCHIBAETCS C MTOMOIIBIO OTHOMMEHHOTO PECYPca i 00CTYKIUBAETCST COOTBET-
CTBYIOIUM KOHTPOJIZIEPOM. BaskHO OTMETHUTB, YTO ATOT MEXAHU3M BCE €Ille HAXOAUTCS Ha
cTaguy GeTa 1 IIoKa He IO3BOJISET Pealn30BaTh BCe HEOOXOMMMBIE BO3SMOKHOCTH. [Janee
MpuBe/ieH TpuMep pecypca Ingress, KOTOpbIil HanpassieT TPahUK K IBYM CEPBUCAM.
[Ipasusa npusgssiBaioT URL-aznpeca foo.bar.com/foo u http://foo.bar.com/bar, noctymnnbie
W3BHE, K CepBUCaM s1 U s2 COOTBETCTBEHHO:

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: test
spec:
rules:
- host: foo.bar.com
http:
paths:
- path: /foo
backend:
serviceName: sl
servicePort: 80
- path: /bar
backend:
serviceName: s2
servicePort: 80

CymectByeT Ba obuimaabHbIX KoHTpoJiepa Ingress. Onun u3 aux, L7, npexna-
3uaueH ToJbKO /71 GCE, Bropoii 6oJiee yHUBEPCATIBHBIN 1 T03BOJISIET KOH(UTYPUPOBATDH
NGINX uepes ConfigMap. Ingress-koutposiep NGNIX odeb croHbBINH 1 obmagaet
MHOKECTBOM BO3MOXKHOCTEH, KOTOPbIE BCE ellle HeJOCTYHLI HAMIPSAMYIO U3 pecypca
Ingress. OH ucnosb3yer KoHeuHble TOUKU API, 4T0ObI HATPABJSTH TPAPUK HETTOCPE-
CTBEHHO K [10/1aM, a Takxke nozpuepsxkusaer Minikube, GCE, AWS, Azure u anmnaparHbie
kiacrepsl. Ero noapobHbiii 0630p mpejcTaBieH Ha cTpaHulle github.com/kubernetes/
ingress-nginx.
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HAProxy

VTax, Mbl IO3HAKOMUJIUCH € ABYMS CIIOCOOaMU OaJlaHCUPOBAHUS HATPY3KU: BHELIHUM,
yepes 06JauHbIi cepBuC TUIIA LoadBalancer, 1 BHYTPEHHUM, Y€Pe3 CEPBUC KJIacTepa
tumna ClusterIP. Tenepb MOKEM CO31aTh COOCTBEHHBIN TIPOBaiiep sl BHEITHETO
6aJIch1/IpOBLuHKa, npumMmeHsad LoadBalancer uiu elfe oauH Tuil, NodePort. HAProxy
(High Availability Proxy — BBICOKOZOCTYIIHBII IIPOKCU) — ITO 3PEJIOE IIPOBEPEHHOE
OTIBITOM pelleHue JIJisl BHENTHEro pacipejesierus Harpysku. OHO cYUTaeTCs JyUdIIuM
BBIOOPOM /IS JIOKQ/IbHBIX KJIacTePOB. Ero MOKHO MHTETPUPOBATH HECKOJBKUMU CIIO-
cobamu.

O UMcmoab3oBath NodePort 1 TIIATETHHO CJIEUTDH 32 BBIIEJIEHIEM TTIOPTOB.

O Peanusosarbh cobcTBeHHbI nHTEpdeiic s nposaiizepa 6aJaHCUPOBIIMKA Ha-
IPY3KH.

O 3anycrurs HAProxy uaHyTpy B KauecTBe e/IMHCTBEHHOU 11€JI1 JIJIT BAIlINX KITUEHT-
CKHX CEPBEPOB Ha TpaHuUIle Kiactepa (HEBAKHO, ¢ basancupoBaHueM miu 6es).

HAProxy noazepxupaer Bce 3TH CIIOCO0bBI, OAHAKO PEKOMEHIYEMbII OAX0 —
¢ npuMeHenueM o0beKTOB Ingress. CoobiecTBo paspaboTaso IPOEKT service-
loadbalancer, peaJM3yoIiuii pelieHue st GaTaHCUPOBAHUS HATPY3KU HA OCHOBE
HAProxy. On naxoaurcs 110 ajapecy github.com/kubernetes/contrib/tree/master/service-
loadbalancer.

Mcnonb3oBaHue NodePort

Kaxkmomy cepBuCy BBIIENSIETCS OTAETBHBINA MOPT U3 3apaHee ONpeleJIeHHOrO uara-
3oHa. ITocseHNil 0OBIYHO COAEPIKUT MOPTHI ¢ BbicokuME 3HaueHusiMu (o1 30 000),
9T706BI N36€KATh KOHDIUKTOB ¢ TIPUITOKEHUAMHU, TPUMEHSAIONMUMHA CTAHAAPTHHIE
(auskue) nmoptel. B manuom cayuae cepsep HAProxy 3amyckaercs 3a mpegenamMmu
KJIacTepa 1 3HaeT O TOM, KaKOW TOPT MPUHAJIEKUT TOMY WU MHOMY cepBucy. biaro-
Jlapst ATOMY OH MOXKET MepeHanpasisTh Tpaduk K gaobomy ysay u Kubernetes uepes
BHYTPEHHUI CEPBUC, & GATAHCUPOBIIUK HATPY3KHU HATIPABUT €10 K MOAXO/ISIIEMY MOy
(nBotinoe 6amancuposanue). Koneuro, aTo He ujeasbHoe penieHue, Tak Kak OHO J10-
Gasiiger aumHui mepexo. IYrobbl 060HTH 9TOT HEAOCTATOK, MOKHO 00Opaliarbes
k Endpoints APT u XpaHuTh AMHAMUYECKUI CITCOK 9K3EMILISIPOB TTO/I0OB JIJIST KaK/[0-
TO cepBHUCa. DTO MO3BOJUT HAMPABJISATH TPADUK HETOCPEICTBEHHO K MOAM.

Co3paHne cobCTBEHHOMO NpoBaraepa
Anst 6anaHcMpoBaHUsl Harpy3ku Ha ocHoBe HAProxy
JroT IMOAXOA 4YTb CJIOKHEE, HO €0 IIPEUMYHIECTBAMU ABJIAIOTCA JyUllasd NHTerpaiua

¢ Kubernetes n ynpotentast Murpaius Mesk/y JOKaJIbHBIMI U 0OJIaUHBIMY KJIacTe-
pamu.
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3anyck HAProxy BHyTpu knactepa Kubernetes

ITOT MOJXO/I TIOIPa3yMeBaET UCIOIB30BAHNE BHYTPEHHETO OATaHCHPOBIIIKA HATPY3KU
Ha octoe HAProxy. [Tocsennuii MOKET BBITIONHATHCS Ha HECKOJILKUX y3JaX ¢ o01eil
KoHbUTypaIueil Jisd pacipeeeHust BXOSIINX 3aIIPOCOB MEK/Y CEPBEPAMU KJIACTEPA
(ua cxeme, npuBeenHol Ha puc. 10.13, mokaszansr cepsepsr Apache).

TecToBbIN
cepsep
(BHELWHMA IP)

CepBep
Apache
(BHYTpPEHHMUI IP)

KnueHntckui BanaHcnposLmk Cepsep
cepsep > HAProxy {EE Apache
(BHEwWHWN IP) (BHYTpPEHHW IP) (BHYTPEHHUI IP)
CepBep
Apache

(BHYTpPEHHMUI IP)

Puc. 10.13

Keepalived VIP

Keepalived VIP (ot virtual IP — supryanbheiii IP-azpec) He ©MeeT MpsiMOro OTHO-
LIEHUS K paclpe/iesIeHUI0 HArPY3KU. DTO pellleHre MOXKHO UCIIOIb30BaTh COBMECTHO
¢ Ingress-xonutposnepom NGINX unu cepBucom LoadBalancer, OCHOBAaHHBIM Ha
HAProxy. OcHOBHOII IPUYMHON €ro co3ganus ObLI TOT (GaKT, YTO IIOAbI, BKIIOYAs
GasaHCUPOBIIMK (-M) HATPY3KH, MOTYT MepeMeriaThest o kinacrepy Kubernetes. 9to
coszziaet pobJaeMbl /It KIUEHTOB 3a MPEeIaMU CeTH, KOTOPBIM HYKHbBI CTaOUIbHBIE
ToukM BXxoj1a. DNS-cepBep 4acTo He MOJAXO0UT M3-32 HU3KOU MPOU3BOUTENHHOCTH.
Keepalived npeocrasiisier BBICOKOMPOU3BOANUTEIbHDIN BUPTYaibHbI [P-anpec, KoTo-
PbIi MOKHO HazHauuTh Ingress-konrposiepy NGINX ujin 6anancupoBIUKY HAMPY3KU



294 naea 10 e T[poaBuHyTas opraHu3aums cetn B Kubernetes

HAProxy. 9ra cucrema 3azeiicTByer 6a30Bble CeTeBbIe MeXaHM3MbI Linux, Takue Kak
IPVS (Bupryaibhsiii cepsep IP), 1 ob6ecrieunBaeT BBICOKYO JOCTYITHOCTD € TIOMOIIBIO
nporokosa VRRP (Virtual Redundancy Router Protocol — mportokos pesepBHOro
BUPTYaJIbHOrO MapuIpyTusaropa). Bee paboraer Ha yetsepToM ceresoM yposae (TCP/
UDP). /Iyt KOH(UTYPAIUK 3TOTO PElieHus TPeOYIOTCS ONPeieICHHbIE YCUIIIS U BHU-
Manue K gerasisam. K cuactoio, komanna Kubernetes coznamna MPOEKT contrib, KOTOPBII
MOJKET MOCJY;KUTh XOPOIIel OTIPaBHON TOYKO: https://github.com/kubernetes/contrib/
tree/master/keepalived-vip.

Traefic

Trafic — aro coppemennsiii o6parnbiii HTTP-npokcn u 6aiaHcpOBIIMK HATPY3KH,
KOTOPBIH U3HAYATBHO paspabaThIBAJICS /TSI TIOIEPIKKN MUKpocepBucoB. OH paboraeT
co MHOTHMH TLTaTdopmamu, Biodast Kubernetes, u ymeer mojictpanBaTh CBOIO KOH-
urypaiuio aBTOMaTH4YeCKU U AUHAMIYECKH. JTO COBEPIIEHHO HOBAsI TEXHOJIOTHS IO
CPaBHEHUIO C TPAAUIIMOHHBIMU GaTaHCHPOBITUKaMU Harpysku. CIICOK ee XapaKTepu-
CTUK BII€YATJISECT:

BBICOKAs1 CKOPOCTb;

eIMHCTBEHHbIN nconHgembrii daiia (Go);

KPOXOTHBII oduimanbibiii 06pas aust Docker;

Rest API,;

o6HOBJIEHYE KOH(DUTYPAIMHU Ha JIeTy 6e3 Tepesanycka mpoIecca;

MIPEIOXPAHUTETH, TIOBTOPEHUE TOTBITKY;

Round Robin, pactipesiesiervie 6aanCHPOBIIUKOB HATPY3KH;

monuropuHr (Rest, Prometheus, Datadog, Statsd, InfluxDB);

UBSIIHBI BeO-uHTepdeiic Ha ocHoBe Angular]S;

nozgepsxka Websocket, HTTP/2, GRPC;

skypuadbl gocryna (JSON, CLF);

nozzepskka Let’s Encrypt (HTTPS ¢ aBromatnueckum mpojsienneMm);

Iy Iy Iy Iy Ry Ay Iy

BBICOKas JJOCTYITHOCTD B PEKHUME KJlacTepa.

HanncaHue cobCcTBEHHOro
pornonHeHus anga CNI

B sTOM pasmene BBI y3HaeTe, 9To TpebyeTcs At Hanucanusa cobctserroro CNI-
nomnosinennst. CHayama Mbl PACCMOTPHUM MpocTeliinyto peanusaiuio tuna loopback.
3aTeM U3y4IuM CTPYKTYPY JOMOJHEHUS U Peain3yeM GOJIBIINYIO YacTh MabaoHa, pe-
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HasHaueHHOro s Hanucanus CNI-gononsenus. B koHie OyzeT IpuBeieH IpuMep
JorosiHeHusI-MocTa. Ho mpeskiie, 4eM IPUCTYIUTh, BCIIOMHIM, YTO TIPEACTABJISET OO0
nononnenue g CNI

O CNI-gonosiHenne — 3TO NCMOTHSIEMBIT (haiir.

O Omno oTBeyaeT 3a MOAKIIOYEHNE K CETH HOBBIX KOHTEHHEPOB, HazHaueHne nM [P-aapecos
1 yTIpaBJeHne MapuipyTusaiuen.

Q Kounreiinep — 210 cereBoe npocrpanctso uMer (B Kubernetes B kagecrse CNI-koH-
TeliHepa BBICTYTAET TIO]).

O Certessle omnpesesnenus xpausarcs B ¢popmate JSON, HO nepefatoTcst TOTOJTHEHUIO
yepes CTaHAapTHBIN BBOJ (JOTIOJIHEHUE He YnTaeT HUKaKuX (aiiios).

Q /lomosmHUTENbHYO WH(MOPMAITIIO MOKHO TIPEIOCTAaBUTH Yepe3 IepeMeHHbIe OKPY-
JKCHU.

3HaAKOMCTBO € gonosiHeHneM loopback

Hamre gononnenne npocro gobasisger unrepdeiic loopback. OHo HacTo1bKO pocToe,
YTO eMy He Hy)KHa HUKakasd KOH(Urypamus ¢ anubiMu 0 ceT. bospimmHceTBo CNI-
JoTIoJTHEHUH peasn3oBanbl Ha si3bike Golang, u loopback ne uckmiouennue. TTombrit
MCXO/IHBIN KO/ IOCTYTIEH 10 ajipecy github.com/containernetworking/plugins/blob/master/
plugins/main/loopback.

Cuauaja paccMOTPUM pas/iesl UMIIOPTa. 3/1eChb HAXOIUTCA MHOXKECTBO [IAKETOB U3
mpoekra Containernetworking, pasmenientoro #a GitHub; onu ipesocrasistior MHOTO
KOMITOHEHTOB, HEOOXOAMMBIX /I noctpoerust CNI-gononnenus. 3ech Takke uMe-
ercst maket netlink, KOTOPBIH 106ABISAET/yIAISAET ceTeBbie MHTEPGhENCH 1 Ha3HAYAET
[P-anpeca u mapmipyTsl. K makery skel MbI BEPHEMCS 4y Th MTO3KE:

package main

import (
"github.com/containernetworking/cni/pkg/ns"
"github.com/containernetworking/cni/pkg/skel™
"github.com/containernetworking/cni/pkg/types/current”
"github.com/containernetworking/cni/pkg/version”
"github.com/vishvananda/netlink™"

3aTeM JIONOTHEHNE peaTusyeT /iBe KoMaH/bl, cmdAdd 1 cmdDel, KOTOpbIE BBI3bIBA-
I0TCsT TP 0OABJIEHUN KOHTEHEPA B CETh UJIM €T0 YAaJeHUH U3 Hee COOTBETCTBEHHO.
Komarmia cmdAdd BBITIAANT TaK:

func cmdAdd(args *skel.CmdArgs) error {
args.IfName = "lo"
err := ns.WithNetNSPath(args.Netns, func(_ ns.NetNS) error {
link, err := netlink.LinkByName(args.IfName)
if err != nil {
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return err // He npoBepsaeTcsa

}

err = netlink.LinkSetUp(link)
if err = nil {
return err // He npoBepseTcA

}

return nil

1)
if err != nil {
return err // He npoBepseTcA

}

result := current.Result{}
return result.Print()

OcHoBHas JacTh 2ToH GYHKIIMU TpucBauBaeT uHTepdeiicy HazBanue lo (0T
loopback) u gobaBiisieT cChIIKY Ha ceTeBOe IIPOCTPAHCTBO MMEH KoHTelHepa. KoMara
del jiesraeT IIPOTUBOIIOJIOKHOE:

func cmdDel(args *skel.CmdArgs) error {
args.IfName = "lo"
err := ns.WithNetNSPath(args.Netns, func(ns.NetNS) error {
link, err := netlink.LinkByName(args.IfName)
if err = nil {
return err // He npoBepsaeTcs

}

err = netlink.LinkSetDown(1link)
if err != nil {
return err // He npoBepsaeTcA

}

return nil

1)
if err != nil {
return err // He npoBepseTcA

}

result := current.Result{}
return result.Print()

DyHKIMS main IIPOCTO BHI3BIBAET TAKET skel, epeaBast eMy KOMaH/HbIE (DYHKITAH.
ITaker skel Geper Ha cebst 3amyck ucrosHsiemoro daiiia CNI-1omorHeH st U CBoeBpe-
MEeHHBIN BbI30B (hyHKINIT addCmd 1 delCmd:

func main() {
skel.PluginMain(cmdAdd, cmdDel, version.All)

}
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C6opka CNI-gononHeHus
Ha OCHOBE rOTOBOro Kapkaca

N3yunm maxet skel u mOCMOTPUM, 4TO y Hero BHyTpu. Haunnas ¢ Touku Bxoja
PluginMain() oH BbIIOJHAET BbI30B PluginMainWithError(), nepexsaTbiBaeT U Ha-
1paBJisteT OMMOKK B CTaHIapTHBIN BBIBOJI, 4 3aTeM 3aBepIuaet paboTy:

func PluginMain(cmdAdd, cmdDel func(_ *CmdArgs) error, versionInfo
version.PluginInfo) {

if e := PluginMainWithError(cmdAdd, cmdDel, versionInfo); e != nil {
if err := e.Print(); err != nil {
log.Print("Error writing error JSON to stdout: ", err)
}
os.Exit(1)

}
}

ODyukiust PluginErrorWithMain() co3maeT SK3eMILISIP AUCIIETYEPA, HA3HAYAET EMY
Bce IIOTOKU BBO/Ia/BbIBOJIA U TIepeMEHHbIE OKPYIKEHMS, T10CJIe Yero BbI3bIBAET U3 HETO
MeTo/ PluginMain():

func PluginMainWithError(cmdAdd, cmdDel func(_ *CmdArgs) error, versionInfo
version.PluginInfo) *types.Error {
return ( dispatcher{
Getenv: os.Getenv,
Stdin: os.Stdin,
Stdout: os.Stdout,
Stderr: os.Stderr,
}).pluginMain(cmdAdd, cmdDel, versionInfo)

HaxoHert, MbI 106GpaJIvch 10 OCHOBHOM JIOTMKH Harero kapkaca, MyHkiwst pluginMain()
GepeT apryMeHThI cmd U3 OKpYysKeHUst (BKJII0Yast KOHOUIYPAIINIO, [I0aBaeMyto Ha CTaH-
JApPTHBII BBOJ), OIIPEIEIsIeT, Kakast KoMaH/1a Obljla BbI3BaHA, U BbI3bIBAET MOAXOIAILY 0
¢ynxuio plugin (cmdAdd niau cmdDel). OHa TakKe MOKeT BEPHYTh WH(MOPMAITNIO
0 BEPCHM:

func (t *dispatcher) pluginMain(cmdAdd, cmdDel func(_ *CmdArgs) error,
versionInfo version.PluginInfo) *types.Error {
cmd, cmdArgs, err := t.getCmdArgsFromEnv()
if err != nil {
return createTypedError(err.Error())

}

switch cmd {
case "ADD":

err = t.checkVersionAndCall(cmdArgs, versionInfo, cmdAdd)
case "DEL":

err = t.checkVersionAndCall(cmdArgs, versionInfo, cmdDel)
case "VERSION":

err = versionInfo.Encode(t.Stdout)
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default:
return createTypedError("unknown CNI_COMMAND: %v", cmd)
}
if err = nil {
if e, ok := err.(*types.Error); ok {
// Error He 3aBopayuBaeTCs BHyTpb Error
return e
}
return createTypedError(err.Error())
}
return nil

0630p AOMNONHEHNSA-MOCTA

PaccMoTpuM HEKOTOPBIE KITIOUEBBIE ACTIEKTHI peaTu3aliii JOMoTHeHU-MocTa. [1oHbIi
UCXOJHBIN KO IOCTYIIEH 110 aapecy github.com/containernetworking/plugins/blob/master/
plugins/main/bridge.

31ech oIpe/iesiIeTcst CTPYKTYPa Uit KOH(UTYPAIIUU CETH CO CJELYIONTUME TOJISIMU:

type NetConf struct {
types.NetConf

BrName string 'json:"bridge"'

IsGW bool 'json:"isGateway"'
IsDefaultGW bool 'json:"isDefaultGateway"'
ForceAddress bool 'json:"forceAddress"'
IPMasq bool 'json:"ipMasq"'

MTU int 'json:"mtu"'

HairpinMode bool 'json:"hairpinMode"'
PromiscMode bool 'json:"promiscMode"'

M3-3a orpaHMyeHHOTO pa3Mepa IJIaBbl Mbl HE CTaHeM pa3dupaTh HA3HAYEHHUE BCEX
MapaMeTpPoB U TO, KaK OHU B3aMMOJIEHCTBYIOT MeskLy coboii. [less atoro pasaena — mo-
HSITH TIPOIECC JABUKEHUST TAHHBIX U TIOJIYYUTh OTIPABHYIO TOUKY JIJIST peaiu3aliuu cob-
crtBennoro CNI-nonosnnenus. Kondurypaius sarpyskaercs uz JSON uepes dhyHKINIO
loadNetConf (). DTo TponcXoAuT B Havase pyHKini cmdAdd() 1 cmdDel():

n, cnivVersion, err := loadNetConf(args.StdinData)

Jlasiee okasaHa ocHOBHas yacTh GyHKinu cmdAdd (). Ona Geper ceTeByio KoHpU-
ryparuio, mogHuMaet utnrepdeiic veth, grobasistet moaxozsie IP-agpeca ¢ TOMOIIbIO
norosiHenust [IPAM u Bo3Bpaiiaer pe3ysibTarhr:

hostInterface, containerInterface, err := setupVeth(netns, br, args.IfName,
n.mTU,
n.HairpinMode)

if err != nil {
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return err

// Bbi3biBaem gonosnHeHne IPAM u nony4aem KOHOUrypauwio,
// KOTOPYW HYXHO MPUMEHUTb
r, err := ipam.ExecAdd(n.IPAM.Type, args.StdinData)

if err != nil {

return err
}
// Nepesoaum BbiBOA IPAM B Tekywuit Tun Result
result, err := current.NewResultFromResult(r)
if err != nil {

return err
}

if len(result.IPs) == 0 {
return errors.New("IPAM returned missing IP config")

}

result.Interfaces = []*current.Interface{brInterface, hostInterface,
containerInterface}

ITO JWIIH YacTh peaNnu3anu. 3a KyJucaMyu OCTaINCh Ha3HAYeHUE MapIipyTOB
u Boigenenre IP-agpecos. Tonnblii nCXoaHbIi KO/ J0BOIbHO 00beMubIIH. Moskere uc-
CJIEIOBATh €r0 CAMOCTOSITEIbHO, YTOOBI OJIYUUTh MOJHOIIEHHOE IPEACTABIEHHUE O TIPO-
HMCXOJISTIEM.

Pe3ome

B 9r10il T1aBe Mbl paccMoTpesi MHOTO MaTtepraia. OpraHusaius ceTu — OOIMpHast
00J1acTh, B KOTOPOIi coueTaioTcs pastbie 000pyoBaHue, IporpaMMHoe obeciiedenue,
Cpelibl BBITIOJTHEHNU U HAaBBIKU 0JIb30BaTe/lel. PazpaboTKa KOMILJIEKCHOIO CETeBOrO
peleHus, KOTopoe ObLI0 ObI YCTONUUBBIM, OE30MACHBIM, TPOU3BOAUTEIBHBIM ¥ TIPO-
CTBIM B 00C/yKMBaHUU, — KpaliHe cJoxHas 3agada. B kimacrepax Kubernetes atum
3aHUMAIOTCST B OCHOBHOM O0JTauHble poBaiizepbl. Ho ecii BaM HYKHO JIOKaJIbHOE MU
HECTaHJIAPTHOE pellleHue, B BallleM PAacHOPSIKEHUN OTPOMHOE KOJTUYECTBO BaPUAHTOB.
ITnardopma Kubernetes ouens rubkag u pacummpsemas. IT0 0COOEHHO OTHOCUTCS
K ceru. OCHOBHBIE TeMBI, KOTOPbIe Mbl 00CYANIIN, Kacaauch ceteBoil Mogenn Kubernetes
(1JI0CKOE aZIPeCHOE MMPOCTPAHCTBO, B KOTOPOM BO3MOKHO B3aUMO/IEHCTBUE MEK/LY Pa3-
HBIMH IIOJAMU 1 BCEMH KOHTeHepaMu BHYTPU OLHOTIO 1102 ), IOUCKA U 0OHADYKEeHN,
cereBbIx fonoaHennii Kubernetes, pasimuHbiX ceTeBbIX pellleHril Ha Pa3HbIX YPOBHSIX
abcrpakiuy (MHOKECTBO MHTEPECHBIX Bapualuii), ah(GeKTuBHOIo IpUMeHEeHUs ce-
TEBBIX TIOJUTHK JIJIsT YIIPaBJIeHUsT TPaUKOM BHYTPH KJacTepa u 0030pa perieHnii st
GasTaHCHPOBaHUSI HATPY3KHU. B KOHIIE IJIaBbI BbI MO3HAKOMUJIMCH C YCTPOHCTBOM peajib-
Horo CNI-gonosiHeHus.
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Eciiu BBl He clienuanucT B JaHHOU o6jacTi, Takoi 06beM HOBOI MHMOpManuu
MOJKET TI0Ka3aThCsl OIIEJIOMUTENbHBIM. TeM He MeHee y Bac 0JIKHO CIOKUTHCS SICHOE
npejicTaBjIeHne 0 BHyTpenHeM ycrpoiictBe cet B Kubernetes 1 o ToM, 13 Kakux B3au-
MOCBSI3aHHBIX 2JIEMEHTOB COCTOUT TIOJTHOIIEHHOE CETEBOE pelieHre. Bbl Takske M0KHDBI
YMeTb IIPOEKTUPOBATh COOCTBEHHbIE PELeHust, /s Ha KOMIIPOMUCCHI, yMECTHbIE B Ba-
1IIeM KOHKPETHOM CJTy4ae.

B ruiaBe 11 Mbl iBUHEMCSI IaJibIlie U HAy4HMCsT 3arrycKaTh Kubernetes B HECKObKIX
KJlacTepax, Ha obaunbix maTdopmax u B pexkume Federation. 9T1o BaskHas yacTb reo-
rpadMuecKky pacrpeneeHHOro pa3BepThiBaHKA U 0OecIiedeHus IPeIeIbHOM MacTabu-
pyemocrir. MexeparuBHbie Kaactepbl Kubernetes mo3Bosisiior n36aBUTHCS OT JIOKATbHBIX
OrpaHUYeHMit, HO CO3/IAI0T LEeJIbIi Ps/l HOBBIX IPOOJIEM.



3anyck Kubernetes

B HECKOJIbKUX 0bnakax
N MHOIOKJ/1aCTepPHOM
pexume

B a710ii r1aBe MBI BbIiiZieM Ha HOBBIH yPOBEHb 1 HayunMcst 3amyckarb Kubernetes B He-
CKOJIbKUX Obakax u B MHOTOKJIactepuoM pexknme. Kimacrep Kubernetes — recto
WHTETPUPOBAaHHAsT CHCTEMA, KOMIIOHEHTBI KOTOPOI paboTaioT B OTHOCUTENBHO 6JIH-
30CTH JIPYT K JPYTY U CBA3AHBI MEKLY cO00iT GBICTPOil CeThio (BHYTPU PEATHHOTO BbI-
YUCIUTETHHOTO TIEHTPA UJIK 30HBI IOCTYITHOCTH 0OJIAYHOTO TIPOBaiiepa). ITo Xopoliee
peliienue Jijiss MHOTUX 327144, HO CYIIeCTBYeT HECKOJIbKO BaKHBIX CIleHAPHEB, B KOTO-
PBIX MaciITabupoOBaHUe JIOJKHO BBIXOIUTD 3a TPEEJibl OHOTO Kiractepa. Kubernetes
Federation — 5T0 X0pOIII0 MPOLyMaHHBINH METO/ 00bEINHEHUST HECKOJIBKIX KJIACTEPOB
B OJTHY CYIITHOCTb. MBI PACCMOTPUM CJIE/IYIOTIHE TEMBI.

O [ToapoGHOE 3HAKOMCTBO ¢ MHOTOKJIACTEPHBIM PEKIMOM.
O Iloaroroska, HacTpoiika u agmunuctpuposanue Kubernetes Federation.

Q BeimosHenne (l)(?lIepaTI/IBHbIX pa60'-11/1x 3a/la4 Ha HECKOJIbKUX KJIaCTEpax.

MHOIOKNAaCTEPHbIN PEXUM

Kowntenus muorokaactepaoro (hefepaTuBHOTO) pekIMa T0BOJIBHO Tpocta. Heckoun-
ko kiacrepo Kubernetes o6bepunsaiorcess B 04uH Jornyeckuil kiaacrep. Biuarogaps
(henepaTuBHOMY YIIPABISAIONIEMY YPOBHIO KITMEHTBI BUAT CUCTEMY KaK eIHOE 11EJI0€.
O6uwmit npuniun paborsl Kubernetes Federation nokasan Ha puc. 11.1.
DemepatuBHLII YIIPABJIAIONINN YPOBEHb cocTouT us (eneparuBaoro API-cepsepa
1 erepaTuBHOTO AUCIIETYEPA KOHTPOJIIEPOB. [1epBhIil HATTPaBJSeT 3aIIPOCH KO BCEM
KJlacTepaM, KOTOPbIe BXOAAT B (eziepalinio, a BTopoil 6eper Ha cebsl yIpaBieHie KOH-
TPOJITIEpPAMU BCEX €€ YJIEHOB, PACIIPE/IEJISIst 3aITPOCHI C YYETOM U3MEHEHU B KasK/IOM U3
nux. Ha mpakTuke aTo I0BOJIBHO HETPUBUAIBHAS CUCTEMA, KOTOPYIO HEJIH3ST TIOJTHOCTHIO
WMHKaICyJInpoBaTh. BaanMosielicTBre Mex Ly moJlaMu 1 riepeiada IaHHbIX MOTYT IIPUBECTH
K OFPOMHBIM 33/I€P;KKaM U JIEHEKHBIM pacxoziaM. CHavasia moCMOTPHUM, JIJIsT YeT0 HyKeH
MHOTOKJIACTEPHBIN PEKUM, ¥ TIOMBITAEMCS TOHATH MPUHIIKMIT paboThl (hesepaTuBHBIX
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KOMIIOHEHTOB 1 pecypcoB. [Tocsie 9Toro MoskHO OyeT mepeiiTh K CI0KHBIM acTieKTaM —
reorpaduyueckoii IpUHAIIECSKHOCTH, MEXKKJIACTEPHOMY [IJIAHUPOBAHUIO U (pe/iepaTUBHO-
MY ZIOCTYILY K IaHHBIM.

API

cu  Kometeps

ul

Puc. 11.1

Ba)kHble cLueHapun UCrnonb30BaHUS
MHOIOKJ1aCTEPHOIo peXxxmMma

Cy1mecTByeT 4eThipe 0BIIIX CIIydast, KOT/a UMEeT CMBICI TPUMEHSTh MHOTOKJIACTEPHBII
peskuM. PacemoTpum ux.

HexBaTka pecypcoB

[Ty6munbie obmaunbie iargopmbl AWS, GCE u Azure — 910 oTndHbIN BHIOOD, TaK
KaK OHM 00eCTedrBaloT MHOKECTBO TIPEUMYIIIECTB, HO UX HEJIb3s HAa3BaTh JICIIEBBIMU.
[ToaToMy MHOTHE KPYITHBIE OPTAHUBAIMH C/IETAIN KATIUTATbHbBIE BJIOXKEHUS B COOCTBEH-
HbIE BBIYMCIUTETbHBIE TIeHTPBl. HekoTopble KOMIIaHUN COTPYIHUYAIOT ¢ YACTHBIMU
nocrasiumkamu Bpojgie OVS, Rackspace niu Digital Ocean. Eciii y Bac ectb pecypcebl
JUIs1 cofiepskatust coOCTBEHHON nHMpacTpyKTyphl, Ki1acrep Kubernetes 6yzner nermesie
Pa3MecTHTh JIOKaJIbHO, 4eM B obaake. Ho uto, eciiu Bara pabouas Harpyska kosaebsercs,
Tpebys 3HAUUTENLHOTO, HO KPATKOBPEMEHHOTO TIOBBINIEHHST MOITHOCTH?
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JlomycTimM, Harpyska Ha Bally CUCTEMY 0COOEHHO CHIIBHO BO3PACTAET MO BBIXO/-
HBIM WU B TIPA3IHUKH. TPaguIIMOHHBIM PellieHueM ObLIo OBl TPOCTO MOBBICUTH MOIIL-
HOCTb. Ho BO MHOTUX IMHAMMYECKUX CUTYAIUSAX 9TO J0BOJBHO CJI0KHO. BBl MOKeTe
BBITIOJTHATH OCHOBHYIO YacTh PabOThI B JIOKATEHOM BBIYMCIUTEIBHOM TIEHTPE UJIW Ha
YacTHOH 1s1aTdopMe, KOMIIEHCUPYS HEXBATKY PECYPCOB 3a CYET JONOJHUTEIbHOTO
kaactepa Kubernetes, 3amyiieHHoro B KakoM-HuOyib KpynHoM obirake. Bombiryio
YacTb BPEMEHU JIOTIOJHUTEJIbHBIN KJIacTep BBIKJIIOYEH (C OCTAaHOBKOH cepBEPOB), HO
pu He0OXOMMOCTH BbI CMOSKETE TMHAMUYECKH MTOBBICUTH MOTITHOCTH CBOEH CHCTEMBI,
3allyCTHB HEKOTOPbIE U3 OCTaHOBJIECHHBIX y370B. Kubernetes Federation nemaer takyio
KOH(UTYPAIUIO OTHOCUTEIBHO MPOCTOI U MTO3BOJISIET U30aBUTHCS OT TOJIOBHOMN OOJIH,
CBSI3AHHOI € MJIAHUPOBAHMEM MOIHOCTH W PACXOaMu Ha 000pyaI0BaHKEe, KOTOPOE
B OCHOBHOM ITpOCTaMBacET.

Takoii HoAX0/1 Ha3bIBAIOT OOLAUHBIM YCKOPEHUEM.

KoHduraeHUManbHble AaHHble

ITO TIOYTH MOJHAS IPOTHBONOJIOKHOCTh HEXBATKe PecypcoB. Bo3MoKHO, BbI B BOCTOPTE
oT 00JIa4HbIX peleHnii 1 Bed Balla cucteMa paboraer B o0siake, OHAKO HEKOTOpas ee
YacTh IMEET JIEJI0 ¢ KOHMDUACHITHATBHBIMU JAaHHBIMU. [IpaBOBbIe HOPMBI UJTH MOJTUTAKA
6€30MaCHOCTH OPTAHU3AIINH CIIOCOOHBI ITPE/IITUCHIBATD, YTO OMPE/IeJICHHbIE HH(POPMAITHST
1 paboume TPOIECChl AOJIKHBI HAXOAUTLCS B MOJHOCTBIO MOAKOHTPOJIBHON BaM cpejie
U MOTYT TIOJIBEPraThCs1 BHEIITHUM ITpOBEpKaM. [apaHTHst TOTO, UT0 HH(MOPMAIIUS HUKOT/IA
He IIPOCOUnTCst U3 yacTHoro kiacrepa Kubernetes B o6ako, ouenb BaskHa. B 1o ske Bpemst
KeJTaTeTbHO 06eCednBaTh JOCTYITHOCTD 0OIAYHOTO KIacTepa 1 BO3MOKHOCTD 3aITyCcKa
B HEM IIPOIIECCOB, He CBSI3aHHBIX ¢ KOHMDUIEHIIMAIbHBIME JaHHBIMU. Eciu paboune
MPOIIECCHI CTOCOOHBI CTAHOBUTLCSI KOHMUACHIUATbHBIMHU TIOCPE/IH BBITTOJTHEHYSI, TO MO~
TpebytoTcest pazpaboTKa U peaiusalius Hajiexkaieil momutuku. Harmpumep, BbI MOsKeTe
3alPETUTH TEPEKTIOYCHNE B KOHPUIEHIIUATBHBIN PESKIM TN TIEPEHECTH U3 061a4HOTO
KJjlactepa paboumii IpoIece, KOTOPbIA BHE3aITHO cTal KoH(UAeH[HaabHbIM. Elle oxuH
BaKHBIN ACHIEKT — COOMIOIEHIE 3aKOHOIATEIbHBIX HOPM PAa3HBIX CTPAaH, COTJIACHO KOTO-
PBIM HEKOTOPBIE JIAHHBIE JOJKHBI OCTABAThCA B OTPEIETEHHO#T reorpadudeckoi 06aacTi
(006bIYHO BHYTPH cTpaHbl). B Takux ciaydasx HeoOX0AMMO CO3/1aTh OTAeJbHBIN KIacTep
B COOTBETCTBYIOIIEM PErMOHE.

MpuBA3Ka K NOCTaBLUMKY YCIyr

Muorue 6oJibliine OpraHu3aluy MPeAIOYUTAI0T UMETh BOBMOKHOCTD BbIOMpATh Cpe-
JI1 HECKOJIBKUX MOCTABIUKOB ycJyT. [IpuBsa3Kka K KaKoii-To 0/HOH 1y1aTopMe 4acTo
CJTUIIKOM PUCKOBaHHA, TAK KaK OHa CIIOCOOHA MOMTPOCTY UCUE3HYTh MU He CIIPABUTHCS
¢ npexbaBiasieMbiMy TpeboBanusaMu. K ToMy ke Hajimune HeCKOJbKHUX IOCTaBIIUKOB
MOJKET CTaTh XOPOLIMM apryMeHTOM 1pu obcyskaernn meH. Ilnardopma Kubernetes
CIIPOEKTHPOBaHA TAKKUM 00pa3oM, YTOOBI ee MOKHO OBLJIO 3aIlyCKaTh B PasHbIX 00JIaKax,
YACTHBIX XOCTUHTAX U JIOKAJTbHBIX BBIYNCINTETbHBIX TIEHTPAX.

OxHako 910 HENMpocTol acnekt. Eciii Bbl XOTHTE GbITH YBEPEHBI B TOM, YTO CMO-
sKere OBICTPO MOMEHSITh IIPOBAIIEPOB UJIK IIepeHecTH PabouyIo HATPY3KY C OJHOIO
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[poBaiijiepa Ha APyroro, To Ballia CHCTeMa J0JKHa U3HaYaIbHO paboTaTh cpasy Ha He-
CKOJTbKUX TaThopmax. Cremaiite 9T0 CAaMOCTOATETHHO NN BOCTIOIB3YHTECh YCAYTaMu
KOMIIaHHii, KOTOpbIe IIoMoratoT pacrpenenuts Kubernetes Mesxx/y pasHbiMu ripoBaiiiepa-
mu. [TockosibKy pasubie maaTOPMbl Pa3MeIeHbl B PA3HBIX BBIYUCIUTENbHBIX TIEHTPAX,
BbI aBTOMATUIECKH TOJTyYacTe Pe3ePBHBIC KOTIMU 1 3aIUTY OT 1epeboeB B paboTe TOro
WUJIM UHOTO MOCTaBIIMKA.

Bbicokas 4OCTYMNHOCTb C reorpacbmquKMM pacnpeaeneHmneM

Bbicokast 10CTymHOCTD TTO/IPa3yMeBAET, YTO CUCTEMA MTPOJIOJIKUT MTPEOCTABISATh YCIYTH,
JIasKe ecIM HeKOTOPbIe ee 4acTu repectanyT paborars. B ciyuae Kubernetes Federation
OTKa3aTh MOJKET LeJIblii KiacTep, 0ObIYHO 3TO IPOUCXOAUT U3-3a 11epeb0eB B BbIUKC-
JIUTEJLHOM TIeHTpe uin GoJiee rnobanbHbIX PobaeM ¢ mpoBaiiepoM miaaropMai.
TapanTHeil BBICOKOH JTOCTYITHOCTH SIBJISIETCST M30BITOYHOCTD. ['eopacipeiesicHHast 13-
OBITOYHOCTH O3HAYAET HAINYNE HECKOJIbKUX KJIACTEPOB, PA3MEIIEeHHBIX B PA3HBIX MECTAX.
ITO MOTYT OBITH PasHbIE 30HBI JOCTYITHOCTH, PETHOHBI U JIaske 00JIauHbIe TPOBANIEPDI
(eMm. ipenpIayIuil paszen). PaboTa B MHOIOKJIACTEDHOM PEKUME ¢ U3OBITOYHOCTHIO CO-
HpsiKeHa ¢ MHOKECTBOM IIP06JIeM, KOTOPbIe HeJlb3s UTHOPUPOBaTh. HekoTopbie 13 HuX
O6cleI/IM no3ssxe. Ecom PEMNTDH BCE TEXHNYECKNE 1 OPTaHN3aIlMOHHbBIE BOIIPOCHI, BBICOKAs
JIOCTYITHOCTD MO3BOJIUT MEPEKTIOYUTH TPADUK € OTKA3ABIIET0 KIacTepa Ha KAaKOH-TO
Ipyroil. JIJist mosb3oBaresieil 3ToT MpoIece JOJKeH ObITh TPO3PauHbIM, HO JIUIIb 0
oTpe/ieIeHHOM cTerneHu (BO BpeMs TIepEKJIIOUEHMST BEPOSITHBI 3a/IEPKKU M TIOTEPS/OTKa3
TEKYIIUX 3allpOCOB NJIN sa/:[aq). I/IHOI‘[[a CUCTEMHBIM aIMUHUCTPpaTOpaM IIPUXOJUTCA
NPUHUMATH JOINOJTHUTENbHbBIE MEDBI JIJIsI BBIMIOJHEHUS [IEPEKTIOUEH I 1 pa3OupaThCs
C IpUYMHaMU ITOJIOMKH UCXO/HOI'O KJjacTepa.

depnepaTuBHbLIM YNPaBASIOWNA YPOBEHb

DenepaTuBHbII YIIPABJSIONINI YPOBEHb COCTOUT U3 [IBYX KOMIOHEHTOB, COUeTAHUE
KOTOPBIX TT03BOJIsIET KTacTepaM Kubernetes paborath Kak emHoe Tesoe.

®epnepaTvBHbIV API-cepBep

DepeparusHbiii API-cepBep yrpasisiet kiacrepamu Kubernetes, KOTopbie cOCTaBIISIOT
denpepanuio. Cocrostare deepaliui, Kak 1 J060TO OTAETBHOTO KJIACTepa, XPAHUTCST
B etcd, XOTS, B CYIHOCTH, OHO IIPEACTABIILET COOOM JINIIb CIINCOK 00bEeAMHEHHBIX KJIa-
crepoB. Kakmpiii uwiieH (hemeparni XpaHUT CBOE COCTOSTHIE B COOCTBEHHOM 9K3EMILIISIPE
eted. OcHoBubie 3aaun degeparusaoro API-cepBepa — B3aumoeiicTue ¢ denepa-
TUBHBIM JIUCIIETIEPOM KOHTPOJIJIEPOB U HAMTPABJIEHUE 3AMPOCOB K PA3HBIM KJIACTEPAM.
Usens! besepariiu MOTyT He 3HATH, YTO OHU BXOJSAT B €€ COCTaB, — OHM MPOOJIKAIOT
paboTarb Kak IIpesKie.

Ha puc. 11.2 mokazaunsl oTHOmenus Mexay denepatuBabimu API-cepBepom
U JIUCIIETYEPOM KOHTPOJLIEPOB, a Takke Kiaactepamu Kubernetes, Bxozstiiumu B ¢e-
Jlepartiro.
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denepaTVBHbIV AUCIETYEP KOHTPOIEPOB

DeprepaTUBHBIN AUCIIETYEP KOHTPOJLIEPOB CJAEIUT 32 TeM, YTOOBI PEATLHOE COCTOSTHIE
(hezeparuu coBaaIIo ¢ JKeaaeMbiM. Bee HeoOX0IMMble U3MEHEH ST OH HAITPABJISIET CO-
OTBETCTBYIOIIUM KJactepaM. Ero aBondnblil haiis coepkUT pa3Hbie KOHTPOJIEPHI I
Bcex (hejiepaTUBHBIX PECYPCOB, KOTOPbIE MBI PACCMOTPHUM TO3Ke B JAHHON T1aBe. XOTs
31eCh MCIIOJIb3YETCS TIOXO03Kast JIOTUKA YIIPABICHUS: IUCIIETYEP OTCIEKIBAECT NU3MEHEHMS
U B ciiydae HeoOXOMMOCTH TIPUBOJIUT KJIACTEP B HY/KHOE COCTOSTHUE. DTO JIETTACTCS JIJIst
KayK/10T0 4seHa (ejeparuu.
Ha puc. 11.3 nposieMoHcTpUpOBaH HECKOHYAEMBIH 1TMKJI YIIPABJIEHUS.

Hen-

cTByeT

Puc. 11.3

depnepaTuBHbIE pecypchl

Kubernetes Federation Bce etie HaxoauTes Ha panteil cragun passutust. B Kubernetes 1.10
JIATITh HEKOTOPBIE PECYPCHI MOSKHO c/ie1aTh (eiepaTUBHBIMU. MBI pACCMOTPUM X B 3TOM
pasnede. [lyist cosnanus degepatuBHOro pecypea yruaure kubectl nmepenaercst apryment
KOMaH/THOM CTPOKM - -context=federation-cluster. B TakoMm cirydae KomaH/1a HAIIpaB-
nsgercst heneparusHomy API-cepBepy, KOTOPBIIT aBTOMAaTHYECKH PACCHIJIAET €€ M0 BCeM
CBOUM KJIacTepaM.

depepatmBHas kapta ConfigMap

Deneparusubie kKapthl ConfigMap ouenb mosesnsr. OHE TOMOTAIOT TIEHTPATM30BATh
KOH(UTYPAIUIO TPUITIOKEHIH, KOTOPbIE MOTYT ObITh PA3MA3aHBI 110 PA3HBIM KJIACTEPaM.

CozpaHue deaepatmeHon kapTbl ConfigMap
Bor npumep cospanus denepatusHoii kaptel ConfigMap:

> kubectl --context=federation-cluster create -f configmap.yaml

Kax Buure, enuncrsentoe otamyre ot co3aanus ConfigMap B ogHOKIACTEPHOM
pexkume coctout B Hasmmunu Koutekcera. Menepatusuas kapra ConfigMap momeraercst



MHOrOKNacTEPHbIN PEXUM 307

B 6a3y JJAHHBIX etcd HA YIIPABJISIIONIEM YPOBHE, HO €€ KOITMU XPAHATCS TAKKE B KasKIOM
wiene deneparun. Takum 06pasoM, KakIblil KIACTEP MOKET OCTaBATHCSA HE3aBUCHMBIM
1 He TpebyeT 0CTyIa K YIPaBJISIONEMY YPOBHIO.

MpocmoTp eaepaTmBHom kapTbl ConfigMap

Bor moxere npocmorpers ConfigMap, 00paTUBLIINCh K YIIPABJIAIOLIEMY YPOBHIO WX
wieny deneparuu. Bo Bropom ciydae HEOOXOAMMO YKa3aTh KOHTEKCT, TO €CTh MUMsI
KJacrepa:

> kubectl --context=cluster-1 get configmap configmap.yaml

O6HoBneHne tdeaepaTmBHon kapTbl ConfigMap

BaxxHo OTMETUTD, 4TO MPU CO3JJaHUU Yepe3 YIIPABIAIIONIUN YPOBEHDb KaxK/IbIN KIacTep
MOJYYHT uaeHTUuIHbIH 9K3eMIsip ConfigMap. Ho mockosibKy Ta ske KapTa XpaHUuTCst
ellle U B YIIPABJISIONIEM KJIaCTePe, Mbl JINIIIAeMCS e[UHOT0 UCTOYHWKA ncTUHbL. [lo3kxe
ConfigMap MoxHO OyzeT MOAU(DUIMPOBATH OTIEAbHO It KaxK10ro YieHa degepalun
(XOTs1 3TO ¥ HE PEKOMEHJIYETCs ), B PE3YJIbTATE YEro Mbl IIOJYYUM HEOIHOPOIHYIO
KoHbUTyparuio. B HEKOTOPBIX CJIydasix 3TO UMEET CMbBICJI, HO B TAKUX CUTYaIUIX 5 CO-
BETYIO HACTPauBaTh KaXK/Iblii Kaactep Hanpsamyio. Co3naBas ¢eepaTuBHYIO KapTy
ConfigMap, BbI TeM caMbIM 3asBJISIETE, YTO OHA JOJUKHA OBITh 001Iel 1151 BCeX KacTe-
poB. YToObI 0OHOBUTH €€ cpasy AJIs BCexX YIeHoB defepaluy, HCIOIb3yiiTe mapaMeTp
--context=federation-cluster.

YpnaneHue ¢eaepatmBHou kapTbl ConfigMap

Kak Bbl, HABEPHOE, yIKe I0TaJIaJIiCh, YIAJICHIE TIPOUCXOAUT KaK 0OBIYHO, TOJBKO € YKa-
3aHMEM KOHTEKCTa:

> kubectl --context=federation-cluster delete configmap

Ectb siuts ogus Hebosbioil Hioane. Ha Mmoment Boixoga Kubernetes 1.10 ynanerue
(dheneparusHoii kapTs ConfigMap He 3aTparuBaet ocranbHblie sKk3eMIsipbl ConfigMap,
aBTOMATUIECKN CO3/IaHHbBIE HAa KsKJOM KIacTepe. BaMm mpujercs yaxaTh UX OTAETBHO.
Taxum o6pasom, ecnt dhemeparist COCTOUT M3 TPeX KaacTepos: cluster-1, cluster-2
u cluster-3, s nostHoro yaasnerust ConfigMap Hy’KHO BBITOJHUTH TPH JOTIOJTHUTE -
HbIe KOMAH/IbI:

> kubectl --context=cluster-1 delete configmap
> kubectl --context=cluster-2 delete configmap
> kubectl --context=cluster-3 delete configmap

B nasbHeiinem sTa HeyBsi3Ka Oy/IeT yCTpaHeHa.

depepaTuBHbIA KOHTponnep DaemonSet

DeneparuBHbIil KOHTPOJLIEP DaecmonSet MpaKTHUECKU HUYEM HE OTIHYAECTCS OT OOBIY-
Horo. Ero cospanue 1 paboTa ¢ HUM ITPOU3BOASTCS Yepe3 YIIPaBJISIONINI ypoBeHb (3a-
JlaHWeM TTapaMeTpa - -context=federation-cluster), KOTOPBII TTepeaeT BCE U3MEHEHUS
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wyienam Qeneparn. B pesyibrare BB MOKeTe OBITH YBEPEHBI B TOM, YTO HK3EMILISP
DaemonSet 3aryiien Ha Bcex y3Jax KaskJIoro Kiaacrepa.

depnepaTMBHOE pa3BepTbiBaHME

Pecypcwr peeparuBHoro pazBepThiBaHUsI Pa3BUTHI Uy Th Jydliie. Bee perniuku mo
YMOJTYQHUIO PABHOMEPHO PACIPEIESISAIOTCS MeXK/y Kaactepamu. Eciii y Bac Tpu KJia-
crepa, To pu (heaepaTUBHOM pa3BepTHIBAHUHN 15 T0/I0B KaXKIAbIH KIacTep MOJyUnuT
1o nATh periuk. [lo anasoruu ¢ apyrumu eepaTuBHBIMU peCypcaMu yIpaBJisi-
IOINI YPOBEHDb COXPAHUT (hesepaTUBHOE pa3BepThIBaHue ¢ 15 pemankamu, a 3a-
TeM BBITIOJTHUT TPU pa3dBepThIBaHU (110 OJJHOMY Ha KJIACTEP) C MATHIO PEeTINKaMu
B KaXZ0M. PerysmpoBaTh KOINYECTBO PETJINK B KJIACTEPaxX MOKHO C TTIOMOTIBIO aH-
HoTanuu federation.kubernetes.io/deployment-preferences. Ha MoMeHT BbIX01a
Kubernetes 1.10 ¢egepaTuBHoe passepTbiBaHue BCE €l€ HAXOAUTCI B COCTOSHUI
asiba, HO B Oy/yIIeM BMECTO aHHOTAIUHU B €r0 KOH(PUTYPaMOHHOM (aiijie ToABUTCS
MTOJIHOI[EHHOE TI0JIE.

®enepaTuBHble CObbITUSA

DeprepaTrBHbBIE COOBITHS OTIUYAIOTCS OT APYrUX (eepaTuBHBIX pecypcoB. OHU Xpa-
HATCSA UCKIIOYNTENbHO HA YIIPABJISAIONIEM YPOBHE 1 He TIepe/laloTcs uieHaM (eepaim.
VX MOKHO 3arpaiBarh Kak 0ObIYHO, C IOMOIIBIO TapaMeTpa - -context=federation-
cluster:

> kubectl --context=federation-cluster get events

®epepaTnMBHOE ropuU3oHTasIbHOE MaCLLITaGMDOBaHMe noaos

IKCTIeprUMeHTATLHAS TTO/IEPKKa (heePATHBHOTO 20PUSOHMALLHO20 MACUMAOUPOBAHUSL
nodos (horizontal pod scaling uiu HPA) nosiuiace b HegasHo, B Kubernetes 1.9.
YT00BI €€ BKIIOYNTS, Ipu 3aiycke API-cepsepa HeoOX0ANMO YCTAaHOBUTD CJIEAYIOMIUI
(nar:

--runtime-config=api/all=true

ITO BaskHAs (PYHKIIMS, TIOCKOJIbKY OIHO U3 OCHOBHBIX IIPEUMYIIIECTB MHOTOKJIACTEP-
HOTIO peKrMa — JUHAMUYECKOe paclpeieserne paboueil HarpysKyu MesK1y PasHbIMU
kiacrepamu 6e3 BMemaresbeTsa co croponbl. DepeparusHoe HPA-macirabuposanne
ncnoabzyetr HP A-KoHTpoJiepsl OT/IeTbHBIX YiieHOB (dhezpepanuu. OHO PAaBHOMEPHO pac-
npenesisieT Harpy3Ky MeXIy KIacTepaMy, OCHOBBIBASICh HA TOM, KAKOE€ MUHUMATbHOE
M MaKCHUMaJIbHOE KOJIMUECTBO PEIJIMK Mbl 3alIPOCHJIN. B GyIy1iem 1mob30BaTes i CMOTYT
OIIMCHIBATh OoJIee CI0KHbBIE TOJMUTUKN 1151 HPA.

BosbMeM, K IpuMepy, GpeIepaiiuio ¢ YeThpbMsI KacTepaMit. Mbl XOTUM, 4TOOBI B Hell
Becerga paboTajo He MeHbIIe 1ecT, Ho He 6osibire 16 mogos. [ 9Toro 10CTaTouHo
OTIPE/IEJINTD TAKOH MaHU(ECT:
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apiVersion: autoscaling/v1
kind: HorizontalPodAutoscaler
metadata:
name: cool-app
namespace: default
spec:
scaleTargetRef:
apiVersion: apps/vlbetal
kind: Deployment
name: cool-app
minReplicas: 6
maxReplicas: 16
targetCPUUtilizationPercentage: 80

Yrobbl nHUIMEPOBaTH (depeparnsHoe HPA-MaciutabupoBaHie, HCIIOIb3YHTE Cle-
JLYTOIIYIO0 KOMaH/LY:

> kubectl --context=federation-cluster create federated-hpa.yaml

Yro B utore npousoiiner? MDemepaTUBHDIN YIIPABJISIONUN YPOBEHD CO3/IaCT CTaH-
naptabie HDA-KOHTpOoJIEephbl B KaK/IOM M3 YETBIPEX KJIACTEPOB C KOJIUYECTBOM PEILJIUK
B IMANIA30HE OT JIBYX /10 YEThIPeX. ITO CAaMbIif 9KOHOMHBIN BAPUAHT, YOBJICTBOPSIONINI
tpebosanusam Kubernetes Federation. /lasaiite mmogymaem, nodemy. Eciiu B Kasxk10M Kia-
cTepe MOKET OBITh He OOJIBIIIE YETHIPEX PEILUK, TO 001Iee NX KOJUIECTBO HE TIPEBBICUT
4 -4 =16, 9TO COOTBETCTBYET HAITUM KPUTEPUSIM. MUHUMATBHOE KOJNIECTBO PETIIIK
He JI0JKHO OBITh MEHBIIE JBYX, O1arofiaps yeMy ux odiiee KOJMYeCTBO He OMYCTUTCS
HIKe 4 - 2 = 8 (HalOMHWM, HaM HY’KHO KaKk MUHUMYM TIeCTh pensuk). Jlaske mpu oT-
CYTCTBUH KaKOH-T1OO0 HATPY3KM Ha CUCTEMY Y Hac GyJIeT He MEHbBIIe BOCbMU PEILIHK,
XOTs1 XBaTuyro 6ot U miectu. C 9TUM HEJb3sT HUYETO TOJIEIaTh, TaK KaK paclpeieieHne
IIPOUCXOJUT PABHOMEPHO MEXK/y BCeMU KiacTepaMu. Eciu ykazarh /171 KJIacTepHbIX
HPA-koHTpOJIepOB MoJie minReplicas=1, 0611ee KOJMYECTBO PEIJIMK B KIacTepe MO-
JKET OIyCcTuThes 710 4 - 1 = 4, a aTo yxe Menbiie deepaTuBHOr0 MUHUMYMa (IIECTD).
B Gyy1iem 1mob3oBaTesin CMOTYT 33/1aBaTh GoJIee CJ0KHBIE CXEeMbI PaCTIPEIeIeHUSI.

MOJKHO HCIIO/Ib30BaTh KJacTepHbie cesiekTopbl (BBeaeHsl B Kubernetes 1.7), uto6er
OrpaHUYUTD (heslepaTUBHBINA OOBEKT /10 TIOJIMHOKECTBA YJIeHOB. VITaK, eCJIM Mbl XOTHM KaK
MUHUMYM TIECTb U MAKCUMYM 15, MOJKHO PABHOMEPHO PACIIPENETUTD €TO CPE/IN TPEX KJIa-
CTEPOB BMECTO YEThIPEX, U KAK/IbIiA KIactep OyIeT UMETh MUHUMYM J[Ba U MAKCUMYM TISITh.

denepaTUBHBIA AOCTYn

DepepaTUBHBIN JOCTYII iesiaeT OOJIbIIIE, YeM TIPOCTO COBIAET COOTBETCTBYIOIINE BXOJI-
Hble 00BEKTHI B KakI0M kiacrepe. OjiHa U3 OCHOBHBIX 0COOEHHOCTEH (DesepaTUBHOTO
JIOCTYTIA 3aKJII0YAETCS B TOM, UTO, €CJIU BECh KJIAcTep Ma/aeT, OH MOKET HAIPaBJIATh
Tpaduk B apyrue Kiaacrepsl. Haunnag ¢ Kubernetes 1.4, hegepatuBHbIN £0CTYII HOALED-
sxusaercs Ha Google Cloud Platform kak na GKE, tak u na GCE. B Gyayiem go6assat
HOIEPIKKY THOPUAHOTO 06JaKa [jist (heiepaTUBHOTO J0CTYTIA.
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(DellepaTI/IBHbel AOCTYII BBIITOJIHAET CJICAYIONINE 3a/1a4N:

Q cosgaer o6bexTl Kubernetes, Bxozsiime B KasKAblil 4ieH KaacTepHo (heaepaluy;

Q obecrieunBaeT eAUHBIN JOTHYECKU GanaHCHPOBIMK Harpysku L7 ¢ oxtum [P-agpecom
ST BCeX OOBEKTOB JIOCTYTIA K KJIACTEDPY;

O orciexuBaeT pa6OTOCHOCO6HOCTb 1 €eMKOCTb CJIy>Ke6HI)IX IIO/I0B, HAXOAANINXCA 3a
BXOJAITNMI 00BEKTAMHU B KaX/IOM KJIaCTeEpPE;

Q o6s3aTeIbHO IIePEeHANIPABIISET KINEHTCKIE COeANHEHNsI Ha KOHEUHYTO TOUKY pabo-
TOCIIOCOGHOTO CepBHUCA TIPU PA3IMUHBIX COOSIX, TAKUX Kak cOOil MOLYJIsI, KJIAacTepa,
30HBI IOCTYIIHOCTH WJIK Beeil 00JacTu, ecain B heiepalinu ecThb O1MH paboTalouil
KJ1acrep.

Co3paHue egepaTMBHOIroO AOCTyNa
Cospaiire dheepatuBHbII IOCTYII, 0OpAIIasich K (helepaTUBHOMY YIIPABJISTIONIEMY YPOBHIO:
> kubectl --context=federation-cluster create -f ingress.yaml

DenepaTUBHBIN YIIPABJISIONINI YPOBEHD CO3/IACT COOTBETCTBYIONIHI BXO/ B KAKIOM
kiacrepe. Bee kmactepbt OyayT HCIIOIb30BATh OHO U TO K€ IIPOCTPAHCTBO UMEH ¥ UMSI
17151 0OBeKTa Ingress:
> kubectl --context=cluster-1 get ingress myingress

NAME HOSTS ADDRESS PORTS AGE
ingress * 157.231.15.33 80, 443 1m

3anpoc MapLipyT13aumm ¢ heaepaT1BHbLIM JOCTYMNOM

Kourposnep (emeparuBHOro A0CTyIa HalpaBJsieT 3allPOChl B OJKaNIINi KaacTep.
OO6bekThl Ingress MPEAOCTABISIOT OJAUH MK HECKOJIbKO IP-aapecos (¢ MOMOIIbIO
nosst Status.Loadbalancer.Ingress), KOTOPble OCTAIOTCSI CTATUYECKUMU HA BPeMsi
cBoero cymniecTBoBaHus. Korja BHyTPpEHHUI UJIW BHENTHUN KJIUEHT MOAKIIOYAETCS
K IP-agpecy oObekTa BXoja, Clenn®UIHOTo /IS KiacTepa, OH OyeT IepeHalnpasieH
B OJIH U3 KOHTEHWHEPOB B aTOM KJactepe. Ho Korzpa kimenT noaxsouaetcs k [P-aapecy
(bemepaTBHOIO BXOAHOrO 00BEKTa, OH aBTOMATUYECKU MAPLUIPYTU3UPYETCS Yepes CaMbIil
KOPOTKHIl IIyTh ceT K paboTOCIOCOOHOMY KOHTEliHepy B OsnsKaiilieM K UCTOYHUKY
3arpoca kjacrepe. Tak, naripumep, 3arpocst HTTP(S) oT unrepuer-mosib3oBaresieit
B EBporne OyayT HanmpaBasThCsI HEIIOCPEACTBEHHO B OJmzKaiinmii kiaactep B EBporte,
HMEIOHINI HOAXOASILY 0 MOIIHOCTh. Eciii B EBpoIie Takux KJIacTepoB HeT, 3arpoc Oyaer
HepeHarnpaBieH Ha caeayonmil onmkaimuii kaacrep (dacto B CIITA).

O6paboTka cboeB ¢ dheaepaTUBHbLIM AOCTYMNOM

CyH.I(i‘CTByeT JB€ KaTErOpnn OTKAa30B:

Q c6oii noja;

Q c6oii kaacrepa.



MHOrOKNacTEPHbIN PEXUM 311

[Toer MOTYT CHOUTH MO MHOTHM TIPUYUHAM. B IPaBUIbHO CKOH(MUTYPUPOBAHHOM
kinactepe Kubernetes (HeBaskHO, ujieH degepaliiil OH MU HET) YIIPaBJISIONe MOLYJIN
OyayT ynpasisaTbes cepsucamu 1 ReplicaSets, koTopble criocoGHbI aBTOMaTHYeCKU 00pa-
GaTbIBaTh OTKa3bl 010B. OH He J0JIKEH BJIUATH HA KPOCC-KIACTEPHYIO MapIIPy TH3AIHIO
u GasTaHCUPOBKY HArPY3KH, BBIMOJIHIEMYIO (heiepaTUBHBIM focTymom. Kmactep Mosket
BBIATH U3 CTPOSI U3-32a IIPOOJIEM ¢ LEHTPOM 00pabOTKI JAHHBIX WX IJI06AIbHON CBA3KIO.
B atom ciryuae denepatuBHbie cepBUCH 1 (hesiepatuBHbie ReplicaSets rapaHTtupyior, 4ro
JpyTHeE KaacTepsl B heseparu GyyT paboTarh ¢ JOCTATOUHBIM KOJIUYECTBOM MOJIOB ISt
HOIEPKKH paboueit Harpysku, a heiepaTHBHbIN TOCTYIT CTAHET 3a00THTHCST O MAPIIPYTH-
3alUH 3alPOCOB KJIMEHTOB OT OTKA3aBIIEro Kiactepa. YToObI BOCIIOIb30BATHCST BO3MOJK-
HOCTBIO ABTOMATUYECKOTO MCIeJIEHIs], KJIMEHTDI BCET/A JIOJIKHbBI MTOAKIIOUATHCS K 00Db-
exTy dhenepaTUBHOro 0CTYIIA, & He K OT/eJIbHBIM YJIeHAM KJIACTePa.

®depnepaTuBHbIE 3aaun

DenepaTuBHBIE 33/1a41 IEHCTBYIOT aHAJIOTHYHO BHYTPUKJIacTepHBIM 3a1auaM. Denepa-
TUBHBII YIIPABJSIONINI YPOBEHb CO3/IAET 3aaHs B 6a30BbIX KJIACTEPaX U PABHOMEPHO
paszesisieT Harpy3Ky € y4eToM Tapajiiesin3Ma 3ajiad 1 OTCJIEeKUBAHUS X 3aBePIIeHNs.
Hamnpumep, ecsin dhesiepariyst uMeeT YeThIpe KJacTepa 1 Bbl co3ziaeTe crieliudukaiuio de-
JIEPATUBHOTO 33/IaHKS € MAPAJIJIETTU3MOM, DAaBHBIM BOCHMH, U 3aBEPIIEHNEM, DABHBIM 24,
TO B KQK/IOM KJIacTepe OYIeT CO3/aH0 3ajlaHie ¢ MapalJIeIM3MOM JiBa U 3aBEPIIIEHIEM
ECTh.

defepaTMBHOE NPOCTPAHCTBO MMEH

[Ipoctpancra nMmen Kubernetes mcmonb3yiorest B KaacTepe 75T U30ASIUN He3a-
BUCUMBIX 00J1aCTell U MOJAEPKKN PA3BEPTHIBAHUS ¢ HECKOJBKUMHU apeHAATOPAMHU.
DeziepaTUBHbBIE TPOCTPAHCTBA UMEH TIPEOCTABIISIIOT OJMHAKOBBIE BO3MOKHOCTH JIJIsT
kiacreproit henepartui. AP ugentuuen. Korma kiveHT obpariaercst K peeparuBHOMY
VIIPABJISTIONIEMY YPOBHIO, OH MOJIYYAET JOCTYII TOJBKO K ITPOCTPAHCTBAM UMEH, KOTODbIe
3aIpoOCHJT, M UMeeT TIPaBo JIOCTYIa KO BceM KJacTepaM B dheiepalnm.

Bol ipuMeHsieTe Te jKe KOMaH/Ibl U 100aBiisieTe - -context=federation-cluster:

> kubectl --context=federation-cluster create -f namespace.yaml
> kubectl --context=cluster-1 get namespaces namespace
> kubectl --context=federation-cluster create -f namespace.yaml

®epnepaTtuBHble 06beKTHI ReplicaSet

Jlydiire Bcero MCroab3oBaTh pa3BepThiBaHNS U (e/lepaTUBHBIC PA3BEPTBIBAHUS 175
yIIpaBJieHus pelyinkaMu B Kiactepe uin degepanuu. Ho ecin 110 Kakoii-To npudnne
BbI 1IpeounTaere paborarh HenocpeacTsenHo ¢ ReplicaSets, Kubernetes nopgepaxku-
BaeT (eziepaTuBHbIC 06beKThI ReplicaSet. DeiepaTUBHOTO KOHTPOJITIEPA PEILTUKAIIUN
He cyIecTByeT, motomy uto ReplicaSets 3amensier co60it KOHTPOJLIEPHI PETLTHKAIIIH.
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Korza Bbl cosnaere degepatustbie ReplicaSets, 3aganue yipas/sionero ypoBHsi
JIOJIZKHO TaPaHTUPOBATD, YTO KOJTUYECTBO PEIIUK 110 BCEMY KJIACTEPY COOTBETCTBYET
deneparusHoii kondurypamuu ReplicaSets. Yupasisronmii yposeHb co31acT 0ObIYHbIIT
ReplicaSet B kaxmom uiene denepamyi. Bee kaacrepbl 110 yMOIYaHUO OYAYT UMETh
paBHoe (MK KaK MOKHO OoJiee GJIM3KO0E) KOJTMIECTBO PEIUIUK, YTOOBI CyMMa JJOXO/IHIIA
/10 YKa3aHHOTO KOJIMYECTBA PEILIUK.

Bbl MoskeTe KOHTPOJIMPOBATDH KOJMYECTBO PETINK JIJIS KaKIO0TO KJIacTepa ¢ TOMOTIBIO
anHoraiuu federation.kubernetes.io/replica-set-preferences.

CoO0TBeTCTBYIOIIAs CTPYKTYPA JAHHBIX BBITJISIIUT CJELYIONIM 00pasoM:

type FederatedReplicaSetPreferences struct {
Rebalance bool
Clusters map[string]ClusterReplicaSetPreferences

}

Eciu Rebalance paBHO true, paboune peIimKu Ipu HeoOXOAUMOCTH MOTYT Iepe-
MelIaThest MesKy Kaacrepamu. Kapra kiacrepos onpeenser HacTpoiiku ReplicaSets
JUTST KsKJIOTO Kiactepa. Eciii B kauecTBe Kirova 33a1aHo *, TO Bce HEYKa3aHHbIE KJIACTePbI
Oy/yT UCIIOIB30BATH 9TOT HAOOP MpeAnouTeHUi. EC/IU HeT 3aHcH *, TO Perinku Oy Iyt
BBITIOJIHSITHCSI TOJIBKO B KJIACTEPaX, KOTOPbIe 0ToOpaskaioTcst Ha Kapre. Kiacrepsr, mpu-
HaIexKale eaepalyu, HO He yKasaHHbIe Ha KapTe, He Oy/1yT UMETh 3allJlaHiPOBaHHBIX
noz1oB (jJ1s1 aTOTO 1MAbIOHA MO/IA).

Wuausupyanbibie HacTpoiiku ReplicaSets st kask1oro Kiacrepa 3aaloTcs ¢ Mpy-
MEHEHWEM CJIEAYIONEN CTPYKTYPBI IAHHBIX:

type ClusterReplicaSetPreferences struct {
MinReplicas int64
MaxReplicas *int64
Weight inté4

}

[To ymomuanuio MinReplicas pasen @. [lo ymouanuio MaxReplicas He OrpaHUY€H.
Bec pasen o.

denepaTuBHbIE CEKPETHI

DeneparuBibie cekperbl pocThl. Korma Bol co3naere dbenepaTuBHbIl CEKPET KAK
06BIYHO, Yepe3 yIPaBIsIONNi yPOBEHB, OH PACTIPOCTPAHSIETCS Ha BeCh KaacTep. BoT
1 Bce.

CnoxxHoctu

TToka denepariust KaskeTcst He 0COOEHHO CIIOKHOU. BbI TPyIIIMpyeTe MHOKECTBO KIIacTe-
POB, OOpallaeTech K HUM Yepe3 YIIPaBJSIONIUN YPOBEHbD, U BCE TPOCTO PEILIMITUPYETCST
Ha Bce kyacteppl. Ho ecTb Tskesble n ciiokHble GAKTOPbI 1 OCHOBHBIE KOHIEIITUH,
KOTOPBIE YCIOKHSIIOT 3Ty YIPOIIEHHYIO cxeMy. Borateie BoamoxuocTn Kubernetes
B OCHOBHOM OOYCJIOBJIEHBI CITOCOOHOCTDHIO 9TOH CHCTEMBI HHKATICYITMPOBAThH B cebe
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MHOKeCTBO (hyHKIMIL. B 01HOM KJactepe, pa3BepHYTOM TIOJHOCTBIO B OJTHOM (hu3nyve-
CKOM IIeHTpe 06pabOTKN JaHHBIX WK B 30HE JOCTYIHOCTH, T/€ BCe KOMIIOHEHTBI O/~
kiodennl Kk Obictpoit cetu, Kubernetes ouenn apdexrusia cam 1o cebe. B kimacreproit
denepanun Kubernetes curyaius apyras. 3ageps:KKu, 3aTpaThl Ha repeaady JaHHbIX
U TIepeMeleHne KOHTERHEPOB MEKIY KIacTepaMy MIPUBOIAT K PA3HBIM KOMITPOMICCAM.
B 3aBrCHMOCTH OT BapUaHTa MCIOJIb30BaHM co3aanme dheepalii MoxKeT I10TpeboBaTh
OT pa3pabOTYUKOB U OIIEPATOPOB CUCTEMBI JIONOJIHUTEIbHOIO BHUMAHUS, IJIAHUPOBAHK
u obenyskuBanusa. Kpome Toro, HeKoTopbie 13 (helepaTUBHBIX PECYPCOB He TaK 3PEJbl,
KaK MX JIOKaJIbHbIe KOJLJIETH, U 9TO A00aBIIseT HeolpeeleHHOCTH.

depepaTtmBHasa paboyas eamHuua

Pa6Gouas equnnna B kaacrepe Kubernetes — mox. Ber He moxere paséuts ee Ha Goee
MeJIKHe YacTi. Bech KOHTEHHEP Beeria pa3BopaunBaeTcss BMeCTe U OYIeT UMETh OfUH
U TOT K€ KU3HEHHbIN UKL J0/KeH JIM IO 0CTaBaThCs eAMHUIIeN pabOThI 115 KJIa-
crepHoil pegepanuu? BosmoskHO, OGbL10 Obl pasyMHee UCII0JIb30BaTh Oojiee KPYIHYIO
eanHUIy paboThl, Takyio Kak ReplicaSet, pasBepThiBaHue WM CEPBUC, C ONPEIETIEH-
HBIM KJiactepoM. Ecii KacTep BBIXOAUT U3 CTPOst, Bech ReplicaSet, pasBeproiBanue
WJIA CEPBUC TIEPEXOIAT B APYTOM KIacTep. A Kak HacueT KOJIJIEKIINU TeCHO CBSA3aHHBIX
ReplicaSets? OtBeTsl Ha 9TH BOIIPOCHI He Beera ObICTPO HAXOMSATCS U MOTYT Jlake JIn-
HAMMYECKU MEHATHCS 110 MEPE PA3BUTUS CUCTEMBbI.

bnuskoe MecTononoxeHue

O mpuopuTeTe MECTOTIONOKEHUST CIIEAYET CEPhE3HO M03a00TuThes. Koraa KoHTelHeph
MOTYT ObITh pacipeeeHbl Mexkay Kaactepamu? KakoBbl OTHOLIEHI MEKIY 9TUMU I10-
npamu? CyIIecTBYIOT /I KaKie-TO TpeOOBaHMs K OJU30CTH MEKLY IOAAMU I MEKIY
MO/IaM” U JIPYTUMU pecypcamu, TAaKNMU Kak Xpanuauiie? EcTh HeCKOIbKO OCHOBHBIX
KaTeropuii:

U cuIbHO CBS3aHHBIE;

¢J1ab0 CBA3AHHDBIE;

TIPEATTOYTUTEIBHO CBI3aHHEIE;

CTPOTO Pa3Bs3aHHbIEC,

0O0D0O

PaBHOMEPHO paclipoOCTpaHEHHbIE.

IIpy NpOEKTUPOBAHUU CUCTEMBI, IIAHKPOBAHUK U PacIpee/eHuH yCIyT 1 MOA0B
110 Beell (hegepaliui BaKHO CJIEUTh 3a TeM, 4To0bl TpeboBaHus K OJU30CTH MECTOIIO-
JIOZKEHUST BCeraa coOIoaInch.

CunbHas CBA3aHHOCTb

TpeboBatiie CHIBHO CBI3AHHOCTH MPUMEHSETCST K TPUIOKEHISIM, B KOTOPBIX KOH-
TeitHepbl J0JIKHBI HAXOAUThCS B OAHOM Kjacrepe. Ecim Bbl pasbuBaeTe KOHTEHEPBI,
nprsioskeHwe 6yeT cOonTh (BEPOSITHO, 13-32 TPeOOBAHMIT B PEATHHOM BPEMEHT, KOTOPBIE
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He MOTYT OBITh YI0BJIETBOPEHBI TIPU CO3/IAHUY CETEH YePe3 KIACTEPhI ), & CTOUMOCTh MO-
KT 0Ka3aTbCsl CMIIKOM BbICOKOH (I10/[bI MOTYT UMETb JIOCTYI K MHOYKECTBY JIOKQJIbHBIX
NaHHbIX). EAMHCTBEHHBIH CTIOCO6 TIEPEMECTUTD TAKHUE TECHO CBSA3aHHbIC TIPUIIOKEHUST
B JIPYTrOli KJIacTep — 3allyCTUTh [TOJIHYIO KOIINIO, BKJIIOYAs JaHHbIE, B [PYTOM KJacTepe,
a3aTeM 3aKPbITh MPUIOKEHHUE B IeHCTBYONIEM KiacTepe. Eciiin 06beM TaHHBIX CIUITKOM
BEJIMK, IIPUJIOJKEHUE MOXKET OKa3aThCs IPAKTUYECKU He IlepeMelaeMbIM U YyBCTBUTEIb-
HBIM K KatacTpodudeckoMy c6oio. ITO caMas CJIOKHASA CUTYAIUs, C KOTOPOH TIPUXO-
JIUTCST UIMETB JIEJI0, ¥ TI0 BO3MOYKHOCTH BBI JIOJIKHBI Pa3paboTaTh CBOIO CHCTEMY, YTOObI
u3beskaTh CTPOTO CBSI3AHHBIX TPEOOBAHUIL.

Cnabag cBSA3aHHOCTb

Cuabo cBsi3aHHbBIE TIPUJIOKEHUSI JIyUllie BCEro 3a1eiicTBoBaTh, Koraa paboyas HarpysKka
MeIaeT MapaaieSbHOCTH M KasK/bIH 10T He JOJIKEH 3HATh O IPYTUX T0J[aX NN TTOTy-
4aTh JOCTYII K OOJIBIIOMY KOJUYECTBY JAHHBIX. B 9THUX cUTyalnsax KOHTeHEPbI MOTYT
OBITH 3aMJIAHUPOBAHDL /I KJIACTEPOB TOJbKO HA OCHOBE EMKOCTU U KCIIOJIb30BAHK
pecypcos 110 Beeil ¢pemepannn. [Ipu HeoOXoAMMOCTH TOABI CIIOCOOHBI 6e3 mpobaem
repeMeraThest U3 OJTHOTO KJacTepa B Apyroil. Takos, HarpuMep, cepBUC MPOBEPKU CO-
cTostHus 6e3 coOXpaHeHUs, KOTOPBINA BBIIOJIHSET Olpeje/ieHHbIe PacyeThl U IOIydYaer
BCe CBOM JIAaHHbBIE B CAMOM 3aIIPOCe U He 3aIrpanimBaeT U He 3aMUChIBAET JaHHbIE BCE
(enepariuu. OH TPOCTO TMPOBEPSIET CBOI BBOJI M BO3BPAIAET BBI3BIBAIOIIEMY BEPIUKT:
JNIEUCTBUTEJICH WU HEJIEeUCTBUTEJICH.

M peanoyTuTenbHasa CBA3aHHOCTb

TTpUJIoKEHMSI ¢ IPEATIOYTUTETHHON CBA3aHHOCTHIO PA0OTAIOT JIYUIIle, KOT/Ia BCE TIO/IbI
HAXOJATCA B OTHOM KJIacTepe WM KOT/Ia TIOJIBI U TAHHBIE PACTIONOKEHBI psAioM. OHaKO
5T0 TpeboBaHue He KecTroe. Harmpumep, MOKHO paboTaTh ¢ MPUIIOKEHUSIMIE, KOTOPbIE
TPeGYIOT TOIBKO KOHEYHOH COTIACOBAHHOCTH, KOT/Ia KAaKOe-T1O0 MPUIOKEHUE JJIsT
Bceil dheziepaliii Mepuoinuyeck CMHXPOHU3UPYET COCTOSHUE TTPUJIOKEHUS BO BCEX
KJIactepax. B aTux ciyyasx pacrpesiesieHne BBITTOTHSAETCS SBHO B OTHOIIEHUN OJTHOTO
KJIacTepa, HO JIJISE CTPAXOBKHU OCTACTCS BO3MOXKHOCTD JIJIS 3AIyCKA UJIA MUTPAITUAH B JIPY-
THe KJIACTEPBI B CTPECCOBOM CUTYAIUH.

Ctporasi cBsI3aHHOCTb

Hexkotopbie cepBUChl UMEIOT 3aIIUTY OT COOEB WK BHICOKKE TPEOOBAHUS K IOCTYITHOCTH,
13-32 KOTOPBIX ITPOUCXOANT pasiieieHe Mexay kiaactepamu. HeT cMbicia 3amyckaTh
TPU PEIIUKU KPUTUYECKOTO CEPBUCA, €CJIM BCE OHU MOTYT OBITh 3aI/IAHUPOBAHBI B OJIUH
U TOT K€ KJTACTEP, MOTOMY YTO TOT KJIACTEP IPOCTO CTAHOBUTCS eOUHOL MOUKOU OMKA3A
(SPOF).

PaBHOMepHOe pacnpeneneHve

PaBHOMepHOE pacipocTpaHeHne — TO KOT/Ia 9K3eMIUIsIp cepBuca, ReplicaSet win
MOJT IOJIKHBI 3aMyCKAaThCS B KaX/IOM KjacTepe. DTOT TMOAX0/ HAOMUHaeT paboTy
DaemonSet, HO 9K3eMILIAPDI pacipe/esIsAI0TCs He 110 Y3JaM, a 110 KjaacTepaM. XOpomnii
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npuMep — Kaur Redis, 3a KOTOPbIM CTOUT HEKOE BHEIIHEe IIOCTOAHHOE XPaHUJINIIIE.
IToapl B KasKAOM KJIacTepe A0JKHBI UMETh COOCTBEHHBII KaacTepHblii kam Redis, uyro6bl
n36€esKaTh JI0CTYIIA K LEHTPAJIbHOMY XPaHUIIHUIILY, YTO CIIOCOOHO 3aMEJIUTh IIPOLIECC WU
cTaTh Y3KUM MecToM. B To jke BpeMs HeT HeoOxoauMocTh B 6oJiee ueM oqHoM ceparice Redis
UIST Ka)KZIOro KacTepa (OH MOKeT ObITh PACIIPENesIeH 110 HECKOJbKUM [10[aM B OJHOM
KJIacrepe).

Kpocc-knacrtepHoe nnaHuposaHue

Kpoce-kimactepHoe miiaHupoBaHue UaeT pyka o6 pyKy ¢ NPUBSA3KON MECTOIOIOKEHUS.
Korza cosnaercst HOBbIi GJI0K WM OTCYTCTBYET HY/KHBII O/l U HEOOXOIMMO 3arlJIaHu-
poBaTh 3aMeHy, Ky/a caeayet unru? Tekyias KiacrepHas denepaius e oOpabaTbiBaeT
BCe CIIEHAPUH U [apaMeTpbl OJIM30CTH MECTOTIOIOKEHNUSI, O KOTOPBIX Mbl TOBOPUJIN
panee. Ha jannbiil MOMeHT KaactepHas dheaepanus obpabarbiBaet cabo CBsI3aHHbIE
(BKJIIOYAs B3BEIIEHHOE PACHIPEIETICHNE) U CTPOTO CBSA3AHHBIE (€ JI0CTATOYHOM CTEIEHBIO
YBEPEHHOCTU B TOM, YTO KOJIMYECTBO PEIVINK COOTBETCTBYET KOJIMUECTBY KJIaCTEpPOB).
Bcee ocrasibHoe toTpebyeT, uToObI BbI He UCIOIb30BAIM KIacTepHyIo (eneparuio. Bam
Hy’KHO GyJ1eT 106aBUTh COOCTBEHHBIN TT0JB30BATENLCKII YPOBEHD (heiepaiuu, KoTo-
PBIii YUUTHIBAET CHENMATU3UPOBAHHDIE TPOGJIEMBI U MOKET BMECTUTH GOJIee CIOKHBIE
BapUaHTbI IIJTAHUPOBAHMSI.

defepaTVBHbIA AOCTYN K AaHHbIM

I10 ciroxHas mpodiema. Ecjin y Bac MHOTO JAHHBIX U TIO/I0B, PAOOTAIOIIIX B HECKOJIb-
KHX KJTactepax (BepOSTHO, Ha Pa3HbIX KOHTHHEHTAX ), U HYKHO OBICTPO MOJIYYUTh K HUM
JOCTYTI, TIPUJIETCST BRIOUPATh OJIUH U3 HECKOJIBKUX HEITPUSTHBIX BAPHAHTOB.

a PeH]II/IKaHI/IH JIAHHBIX B KasK bl KJlacTep (MGI[JIE‘HHB.H pervinKaliysd, 10porocroduiast
Iepeaada, 10poroe XxpanHeHue 1 CJI0OJKHOCTb CUHXPOHHW3allu U YCTpaHECHU A OIHI/I6OK).

O YaaJeHHbIH AOCTYT K AaHHBIM (MEIJIEHHbIH TOCTYII, 3aTPATHBIN JOCTYT U, MOKET
6b1TH, SPOF).

O Cosganue cI0KHOTO THOPUIHOTO PELHIEHHUS € MOKJIACTEPHBIM KIIIMPOBAHIEM CaMbIX
CBEXKUX MAHHBIX (CJOKHbIE/yCTapeBIliie JaHHble, U BCE PABHO HYXKHO TepeaaTh
MHOTO JJAHHBIX ).

denepaTnBHOE aBTOMacLITabupoBaHue

B nacrosiiee BpeMs dheepaTUBHOE ABTOMACTIITAOMPOBAHIE He TOIIePKIBaeTCsT. MoX-
HO MCTTOTb30BAThH /[BA M3MEPEHNST MACIITAGNPOBAHIS, & TAKAKE UX KOMOMHAIIHIO:

O macmTabupoBaHue Mo KJIACTEPY;

O nobasseHune KIacTepoB B (heiepalnio u yaajaeHue us Hee;

O ruGpUIHBII TTOIXOI.

PaCCMOTpI/IM OTHOCHUTEJ/IbHO HpOCTOﬁ CLleHapI/IfI cs1a60 CBA3aHHOTO IIpUJIOKEeHUA,
pa60Tanu1ero B TPpeEX KJIACTEPax C IIATHIO 10JIaMU B KaK/IOM N3 HUX. B kakoii-To MOMeHT
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15 1O/IOB HepecTaioT CrpaBisiThes ¢ Harpy3koil. HysKHO paciimpuTh UX BO3MOXKHO-
ctu. MBI cIOCOGHBI YBETMYHUTH KOJMYECTBO TIOJI0B HA KJIACTEP, HO ECIIH CIETAEM DTO
Ha ypoBHe deziepaliiu, TO IOJYyYUM 110 HIeCTb 10JI0B B KaX/I0M Kjactepe. Mbl yBesn-
YU eMKOCTH (pejlepaliiil TpeMs MoiaMu, Kora Tpebyercst ToJabko oauH. KoHeuno,
ecm KiactepoB 6oJbine, mpobieMa BoapacTaet. /[pyroil BapuaHt — BbIOpATh KiacTep
U U3MEHUTD €r0 eMKOCTh. DTO JIOMYCTUMO C AHHOTAI[MSIMHU, HO TErepb MbI Oy/IeM SIBHO
YIPaBJIATH EMKOCTBIO M0 Beekt (heeparnm. PabGora MoskeT 04eHb OBICTPO YCIOKHUThCS,
€CJIM UMEETCSI MHOTO KJIACTEPOB, B KOTOPHIX PaOOTAIOT COTHY CEPBICOB C INHAMUYCCKH
MEHSIOMUMUCS TPEOOBAHUSIMU.

JlobaBJieHre HOBOTO KJacTepa etie cioskuee. Kyna uMeHHo ero cienyer 106aBUTh?
37ech HeT HeOOXOUMOCTH B JIOTIOJHUTEIBHON OCTYITHOCTH, TOATOMY TAHHBIN ACTIEKT
He UTpaeT poJiv B IPUHATHHN peliiennst. Bee cBopuTes k mixeit emkoctu. Brobasok cos-
JIaHKe HOBOTO KJIAcTepa 4acTo TpeOYeT CIO0KHON MepBOHAYATBHON HACTPONKH, U MOXKET
noTpe6GOBATHCS HECKOIBLKO [THEH, 4TOOBI YTBEPAUTH PA3TUYHbIC KBOTBI Ha OOTIE0CTYTI-
HBIX 06JIauHbIX M1aThopmax. [HOPUIHBII MOAX0/] YBETUYMBACT EMKOCTh CYIECTBYIONHX
KJIaCTePOB B (heiepaliii 10 TOCTUKEHUS] HEKOTOPOTO TIOPOTa, a 3aTeM HAYHET 0OABIATH
KacTepsl. [[penMyIecTBo TAKOTO MOAXO0/IA 3AKTI0YAETCS B CIEAYIONIEM: KOT/Ia OIH30K
IIpe/ies eMKOCTH ISl KaK/IOTO KJIacTePa, Bbl HAUMHAETEe TOTOBUTD HOBbIE KJIACTEPbI, KOTO-
pbie TIPUCTYTIAT K pabore, kKoraa Oyaer HeobxommMo. Kpome Toro, ato TpebyeT 60bImix
YCUITHIL, U BBI IJTaTHTE B GOJIBINEH CTereHn 32 THOKOCTD U MaCIITabuPyeMOCTb.

YnpaBneHne MHOroK1acTepHbIM peXXMoM
Kubernetes

Yupasienne MHOTOKIacTepHBIM peskivoM Kubernetes Bkiioaer B cebst MHOKECTBO
NefCTBUH, KOTOPbIE He PACTPOCTPAHSIOTCS Ha paboTy ¢ OMMHOYHBIM KiacTepoM. Cytire-
CTBYET JiBa crocoba HacTpoiku (hefiepariiu. 3aTeM BaM HY/KHO PACCMOTPETH BO3MOJK-
HOCTB KaCKa/[HOTO YAATEHUsT PECYPCOB, 6aTaHCUPOBKY HATPY3KHM MEK/IY KIacTepaMHu,
3a1uTy ot cboeB KIacTepoB, heaepaTiBHOE OOHApYsKeHue cepBucoB. [laaiiTe paccmo-
TPUM BCE ATO MOAPOOHO.

HacTpolika MHOroK1acTEpHOro peXxunmMa C Hyns

[Tpumeuanue: aTOT MOAXO ycTapes, BMecTo Hero ucnoibdyercst Kubefed. §1 onuny ero
3/1eCh JIJIs1 yMTaTeielt, mpuMenstionux 6osee crapoie Bepeun Kubernetes.

Yro6el cozaarh kaactepuyio dheneparuio Kubernetes, Hy:kHO 3a11yCTUTD CJETYIONTIE
KOMIIOHEHTBI YIIPABJISIONIEro YPOBHS:

etcd
federation-apiserver
federation-controller-manager

OJuH 13 caMbIX IPOCTHIX CITOCOGOB cenaTh 910 — 3azeiictBoBarh 00pas Hyperkube
«Bce B oTHOM»: github.com/kubernetes/kubernetes/tree/master/cluster/images/hyperkube.



YnpaBneHve MHOrokiacTepHbiM pexxuMoM Kubernetes 317

DeneparuBnbiii API-cepBep u dhenepaTuBHbIil gucieTdep KOHTPOJIJIEPOB MOTYT
BBITIOJTHATHCA KaK MOJbI B CyIecTByomeM kiaactepe Kubernetes, Ho, kak 06cyskaanoch
paee, /7151 06€CIeYeHUS OTKA30YCTOMYNBOCTH M BBICOKOH IOCTYITHOCTH JIYYIIIE UCTIOIb-
30BaTh UX B OT/IEJTBHOM KJIACTEPE.

HayanbHas HacTpoika

B nepByto ouepenb Hy:kHO 3amycTuth Docker v u 3arpysuth Bepcuio Kubernetes co
CKPUIITAMHU, KOTOPbIe MBI Gy/1eM TIPUMeHATH Aasiee. Texymmuii Boimyck 1.5.3. 3arpyaure
MIOCJIE/IHIOI0 BEPCHIO:

> curl -L

https://github.com/kubernetes/kubernetes/releases/download/v1.5.3/
kubernetes.tar.gz | tar xvzf -

> cd kubernetes

Tenepb HYKHO cO3aTh KaTaJior i GaiioB KoHbUTryparuu (enepaiuu U yeTano-
BUTbH B HETO MEPEMEHHYIO Cpefibl FEDERATION_OUTPUT_ROOT. [1Jist TOTO 4TOGBI JIETKO OBLIO
BBITIOJTHSITH OYMCTKY, JIy4llle BCero co3/1aTh HOBBIH KaTaJor:

> export FEDERATION_OUTPUT_ROOT="${PWD}/output/federation"
> mkdir -p "${FEDERATION_OUTPUT_ROOT}"

Temnepb MOXKXHO MHUITNATM3UPOBATD (heiepaInio:

> federation/deploy/deploy.sh init

Ncnonb3oBaHue oduumansHoro obpasa Hyperkube

B pamxkax so6oro peausa Kubernetes oduiinasbrbie 00pasbl BbIITyCKa TIOMEIIAIOTCST
B gcr.io/google_containers. YToObI KCIIOAb30BaTh OGPa3bl B 9TOM PEIIO3UTOPUH, CAeIaii-
Te TaK, 4ToObI 1107151 00pasa KoHTeliHepa B (paiiiax koHpurypaiwn B ${ FEDERATION_OUTPUT_
ROOT} ykasbiBaau Ha o0pas gcr.io/google_containers/hyperkube, KOTOPBII BKJIIOYAET
B cebs nBonuHbIe (ailsibl federation-apiserver u federation-controller-manager.

3anyck eaepaTMBHONO YrpaB/sitoLLErO YPOBHS

Mbl TOTOBBI pa3BepHyTb (helepaTUBHbBIN YIIPABJILIONINHI YPOBEHD, BLITIOJHUB CIELY-
IONLYIO KOMaH/LY:

> federation/deploy/deploy.sh deploy_federation

KomaHnza 3ammycTuT KOMIOHEHTHI YIIPABJISIONIETO YPOBHS B BH/E TTO/I0B M CO3/IACT
cepBuc ThNa LoadBalancer mist deneparusaoro API-cepsepa u 3ampoc MocTosTHHOTO
TOMA, OAKPEIJIEHHBIH AMHAMUYECKUM TIOCTOSTHHBIM TOMOM JIJIst eted.

YT06bI yOEAUTHCS, UTO BCE MPABUIIBHO CO3/IaHO B MPOCTPAHCTBE UMEH (deepaliui,
BBEIIUTE:

> kubectl get deployments --namespace=federation
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BbI 10JKHBI YBUJIETD CJle/TyTOTIEE:

NAME DESIRED CURRENT UP-TO-DATE
federation-controller-manager 1 1 1
federation-apiserver 1 1 1

Taxzke MoskeTe TPOBEPUTH HOBBIE 3aITMCU B cBOeM aiiie kubeconfig, NCIONb3Ys
npescrasienue koudurypaiuu kubectl. O6paTure BHUMaHMEe Ha TO, YTO ceifyac [uHA-
MuyecKoe Bbigesnenne paboraer Toabko 1t AWS u GCE.

Peructpaums knactepos Kubernetes B heaepaunmn

[l peructparuu kjaactepa B (ejepanuu HaM HY)KeH CEKpeT, 4TOODBL IIOTOBOPUTH
¢ auM. Coszpazum cexper B kiaacrepe Kubernetes. IIpeamnoiosxkum, uTo KOHGUTYpaIms
kubeconfig 1esieBOro Kjaacrepa HaXOAUTCA B KaTtajore /cluster-1/kubeconfig. 3any—
CTHTE CJIEAYIONLYI0 KOMaH/LY, 4To0bI CO3/1aTh secret:

> kubectl create secret generic cluster-1 --namespace=federation
--from-file=/cluster-1/kubeconfig

Kondwuryparus pis kiacrepa BbIVISAUT TaK:

apiVersion: federation/vlbetal
kind: Cluster
metadata:
name: clusterl
spec:

serverAddressByClientCIDRs:

- clientCIDR: <cidr-kaueHma>
serverAddress: <adpec-api-cepBepa>
secretRef:

name: <ums-cekpema>

Hy:xHo ycTaHOBUTH MapaMeTphl < cidr-kaueHmas, <adpec-api-cepBepa> M <ums-ce-
Kpema>. <ums-cekpema> — 3TO Ha3BaHMWE TOJHKO YTO CO3/JaHHOTO CeKpeTa. serverAd-
dressByClientCIDRs COAEPKUT pa3JIMYHbIE aJpeca CEPBEPOB, KOTOPbIE€ KIMEHTHI
MOTYT UCTIOJIb30BaTh B cooTBeTCTBUY ¢ X CIDR. MbI MOKEM YCTAHOBUTD ITyOJIMYHBIN
IP-azpec cepBepa ¢ CIDR ©.0.0.0/0, KOTOPbIH OYIeT COOTBETCTBOBATH BCEM KJINEH-
tam. Kpome TOTO, ecJin BbI XOTHTE, 4TOOBI BHYTPEHHIE KJIMEHTBI IIPUMEHSIIN CEPBEp-
HbI clusterIP, ycTaHoBUTE ero Kak serverAddress. Kiaunent CIDR B aToM ciryuae
Oy/ieT COOTBETCTBOBATH TOJILKO [P-ajpecaM MOI0B, 3aMyIEHHBIX B JJAHHOM KJIac-
Tepe.

3aperucTpupyem KiacTep:

> kubectl create -f /cluster-1/cluster.yaml --context=federation-cluster
ITocMmoTpuM, TPaBUITHHO JIN OH 3aPETUCTPUPOBAH:

> kubectl get clusters --context=federation-cluster
NAME STATUS VERSION AGE
cluster-1 Ready 1m
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O6HoBneHne KubeDNS

Kuacrep saperucrpuposan B depeparuu. IIpunio Bpemss o6HOBUTH kube-dns,
9TOOBI KJIaCTEP MOT MapIIpyTH3UPOBATh 3aMPOCHI (DeepaTuBHOTO cepBuca. Hauu-
nag ¢ Kubernetes 1.5 wiu GoJiee nosaneil Bepcuu 1o genaercs nepejadeil gJara
-federations B kube-dns uepe3 kondurypamnuio kube-dns ConfigMap:

--federations=${/Mq_OEJEPALMN}=${MMA_DNS_/IOMEHA}
Conepsxumoe aiisia ConfigMap BBITJISIIUT TaK:

apiVersion: vl
kind: ConfigMap
metadata:
name: kube-dns
namespace: kube-system
data:
federations: <federation-name>=<federation-domain-name>

3aMeHuTe TTapaMeTPbl MMA_OEAEPALUMU T UMA_DNS_JJOMEHA COOCTBEHHBIMU 3HaYe-
HUSAMU.

OTKNOYeHne MHOIOK/1aCTEPHOIo peXxXmnMa

Ecu BBI XOTHTE OTKITIOYNTD MHOFOK]IaCTepHI)H;'I PEXRNM, IPOCTO BBITIOJIHUTE CJICAYIOITYIO
KOMaHYy:

federation/deploy/deploy.sh destroy_federation

HacTpolika MHOroKIacTepHOro pexmma
¢ nomouwblo Kubefed

B Kubernetes 1.5 mostBujicst HOBbIN 9KCIIEPUMEHTATBHBII HHCTPYMEHT KOMAH/IHOU
crpoku Alpha nox HasBanuem Kubefed, KOTOPBIT TOMOKET BaM YIPABJISITH CBOUMU
(deneparuBHbiMU KaacTepaMu. 3ajgada Kubefed 3aKI04aeTCst B TOM, YTOOBI YIIPOCTHTD
pasBepTHIBAHIE HOBOTO (heIepaTUBHOTO YIIPABJISIONIEr0 YPpoBHs B Kiacrepe Kubernetes
1 I0GABIISATH WK YIAJSITh KJIACTEPhI U3 CYIIECTBYIONIETO (DeIepaTUBHOTO YIIPABJISIONIETO
yposast. Haunnast ¢ Kubernetes 1.6, 5T0T HHCTpYMEHT HAXOMUTCS HA CTAAUH GeTa.

MonyueHne Kubefed

o Bepcun Kubernetes 1.9 Kubefed 6b11 yacThio KIMEHTCKUX ABOMYHBIX (HaiiloB
Kubernetes. Bol nosyunte kubectl u Kubefed. [lanee npencraBienb MHCTPYKIIUU 110
3arpysKe v ycTaHoBke B Linux:

curl -LO
https://storage.googleapis.com/kubernetes-release/release/${RELEASE-VERSION}/
kubernetes-client-linux-amd64.tar.gztar -xzvf kubernetes-client-linuxamdé64.tar.gz
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sudo cp kubernetes/client/bin/kubefed /usr/local/bin
sudo chmod +x /usr/local/bin/kubefed
sudo cp kubernetes/client/bin/kubectl /usr/local/bin
sudo chmod +x /usr/local/bin/kubectl

Brecute Heo6X0MMbIE UBMEHEHUS, eCci ucnosb3yere Apyryio OC wiu xoTure
ycTaHoBUTH Apyryio Bepcrio. Haunnas ¢ Kubernetes 1.9, Kubefed nocrynen B otmens-
HOM (heZIepaTUBHOM PEITO3UTOPUN:

curl -LO
https://storage.cloud.google.com/kubernetes-federation-release/
release/${RELEASE-VERSION}/federation-client-1linux-amdé4.tar.gztar -xzvf
federationclient-linux-amd64.tar.gz

sudo cp federation/client/bin/kubefed /usr/local/binsudo chmod +x
/usr/local/bin/kubefed

Bor Moskere ycranosuth Kubectl otnesnbho, ciieyst MHCTPYKIMSM, KOTOpble Haiiere
1o azapecy kubernetes.io/docs/tasks/tools/install-kubectl/.

Bblbop xocT-knactepa

DenepaTUBHbII YIPABJISIONIUNA YPOBEHb MOKET HPEACTABJIATH COOON OTHENbHBIN BbI-
JIeJIEHHDBIH KJacTep WM BXOJAUTD B COCTaB CYIECTBYIOLIEro kiactepa. Kakoit Bapuant
JIydilie, pemarh BaM. B kyractepe pasMenanTcss KOMIOHEHTHI, COCTABJSIONINE dese-
PaTUBHBII YIPABJIAIONUI ypoBeHb. Y 0eauTech, 4TO y Bac €CTh 3aIKch kubeconfig
B JIOKQJIbHOU KoH(urypaiuu kubeconfig, KoTopasi COOTBETCTBYET BallleMy KJacTepy.

YT06b yOEAUTHCS, YTO HY/KHAST 3alKCh kubeconfig CyIIecTBYET, BBEUTE CJIEMLY-
onree:

> kubectl config get-contexts
Bbl 1071KHBI YBUIETD UTO-TO BPOJIE 3TOTO:

CURRENT NAME CLUSTER AUTHINFO NAMESPACE
cluster-1 cluster-1 cluster-1

Wwms koHTeKcTa, cluster-1, Gy/eT PeA0CTaBIeHO MO3Ke MIPU padBepThiBaHUM (he-
JIEPaTUBHOTO yIIPaBJISIONIErO YPOBHS.

Pa3BepTbiBaHWe heaepaTUBHOMoO

YNPaB/SIOLIErO YPOBHS

ITpumnwio Bpemst HauaTh ucnosab3oBarh Kubefed. Komanjie kubefed init rpebyiorcest Tpu
apryMeHTa:

O wnasBanue denepaimy;

O KOHTEKCT XOCT-KJIacTepa;

Q cybdukce foMeHHOro UMeHU /I BallnX (e/iepaTUBHbIX YCIIYT.
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Curenyiolasg koMaH/a, HallpuMep, pa3peprbiBaetr dhe/iepaTUBHBIN YIIPaBJIAIONIMI
YPOBEHbD ¢ (hefiepaltieii IMeH, KOHTEKCT KaacTepa XocTa cluster-1, Takyke IeHCTBUTENCH
DNS-uposaiizep coredns (a eiie google-clouddns u aes-route53), cyddukce gomeHa
kubernetes-ftw.com:

> kubefed init federation --host-cluster-context=cluster-1 --dns-provider
coredns --dns-zone-name="kubernetes-ftw.com"

Koneuno, possken 6b1Th cyddure DNS st jomera DNS, KOTOPBIM BbI yIIPaBJIsIETe,

kubefed init ycranaBiuBaeT (pejiepaTUBHBIN YIIPABJSIONINI yPOBEHb B KJIacTepPe
xocTa u jobasJisieT 3amich s penepatusHoro API-cepsepa B ToKaIbHO KOHBUTYPa-
1uu kubeconfig. M3-3a omnbku Kubernetes Moser He co3gaBaTh IPOCTPAHCTBO UMEH
110 yMOJTYaHUI0. B TakoM ciryyae BaM NPUETCS c/leaTh 9TO CaMOCToATesIbHO. BBeante
CIIEIYIONIYT0 KOMaH/LY:

> kubectl create namespace default --context=federation

He 3a6yibTe yecTaHOBUTH TEKy M KOHTEKCT B (hezepariuio, utobbt kubect! narnesi-
cs Ha herepaTUBHBIN YIIPABJISIONINN YPOBEHB:

> kubectl config use-context federation

[obaeneHue knacrtepa K dpeaepaunm

Kax ToJIbKO yIpaBJIsTIONIHii ypOBEHb OY/IET YCIIEITHO PA3BEPHYT, HY/KHO 100aBUThH B (he-
nepanuio kaacrepbl Kubernetes. [list aroro 8 Kubefed nipexycmorpena komanza join.
Komatnie kubefed join TpebyioTcs cireAyiolie apryMeHThL:

O wuMs KJIacTepa, KOTOPBIN HYKHO 100aBUTh;

U KOHTEKCT OCHOBHOTO KJjractepa.

Hampumep, uro6bt 106aBUTh B (heiepannio HOBBIH KaacTep ¢ uMeHeM cluster-2,
BBEJIHTE CIeyoIee:

kubefed join cluster-2 --host-cluster-context=cluster-1

I'Ipanma n HaCTpOl)‘IKM MMEHOBAHUA

Wwmst kiactepa, KOTOpoe Bbl fobasJisiere 17ist kubefed join, TOMKHO OBITH TOMYCTUMBIM
mo RFC 1035. RFC 1035 gormyckaet ToJbK0 GYKBBI, IH(PBI 1 AeDUCHI, @ UMSI TOJEKHO
HAYMHATHCS ¢ OYKBBIL.

Bousee Toro, f7ist heiepaTHBHOTO YIIPABIISIONIETO YPOBHS TPeGYIOTCS yUeTHDIE TaH-
Hble 00BEIMHEHHBIX KJIaCTEPOB. DTH YUETHbIE JaHHbBIE MOJYUYEHBI U3 JIOKATbHON KOH-
¢uryparuu kubeconfig. Komana kubefed join ucnosib3yer uMs Kjiacrepa, yKazaHHoe
B KauecTBe apryMeHTa, /IS IIOMCKa KOHTEKCTa KJacTepa B JIOKAIbHON KOHMUTyparun
kubeconfig. He Haxoist COOTBETCTBYIOIIETO KOHTEKCTA, OH 3aBEPIIAETCS € OMIMOKOM.

ITO MOKET BBI3BATH MTPOOJIEMbI B TEX CJIYYAsiX, KOT/Ia UMEHA KOHTEKCTOB JIJISI KasK/I0TO
kiacrepa B (hefieparinu e cOOTBETCTBYIOT mpaBuiam umenoBanus RFC 1035. B takux
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CIydasX MOJKeTe 3a7laTh UM KJIacTepa, COOTBETCTBYIOIee MPaBUIaM UMEHOBAHMS
RFC 1035, n ykazarh KOHTEKCT KJacTepa ¢ IoMolibio ¢uiara --cluster-context.
Hampumep, ecii KOHTEKCT KJIacTepa, K KOTOPOMY BbI IIPUCOEUHSIETECD, SIBJISETCS
cluster-3 (CUMBOJI NOYEPKUBAHUS HEOIIYCTUM ), BBIIIOJHUTE CJIELYIOIIEe:

kubefed join cluster-3 --host-cluster-context=cluster-1 --cluster-
context=cluster-3

CekpeTHoe nMs

YuerHble JaHHbBIE KJIacTEPa, KOTOPBIX TPEOYeT (elepaTUBHBIN YIIPABJISIONIMN YPOBEHD,
KaK OIMCAHO B IPEBIAYIIEM pasjiesie, XpaHsTcs Kak ceKpeT B OCHOBHOM kJjactepe. VM
CeKpeTa TaKKe BBIBOJUTCS N3 UMEHU KJacTepa.

Onnako nmst o6bekTa secret B Kubernetes 105KHO cOOTBETCTBOBATH CIIEI(DUKAIIN
nmenu noggomerna DNS, onucannoit B8 RFC 1123, Ecoin 270 He Tak, niepejaiite secret
name B kubefed join, ncromb3ys drar - -ums-cekpema. Hanpumep, ecaim mms kiacre-
pa — a10 cluster-4, a uMs cekpera — 4secret (HauMHATH ¢ GYKBbI HEJIb3sI ), BbI MOJKETE
MIPUCOCMHUTDHCA K KJIACTEPY, BBITIOJTHUB CJIeAyIoIIee:

kubefed join cluster-4 --host-cluster-context=cluster-1 --secret-name=4secret

Komanya kubefed join aBTOMaTU4ecKu cO3/1acT CEeKpeT.

WcknioueHne knactepa v3 deaepaumm

YT06bI HCKIIIOYUTD KIacTep U3 (eepaliii, 3aiycTuTe koManay kubefed unjoin ¢ ume-
HeM KJIacTepa 1 KOHTEKCTOM XOCT-KJIacTepa:

kubefed unjoin cluster-2 --host-cluster-context=cluster-1

BbIK/l0YEHME MHOIOKIACTEPHOro peXxmMa

[TpaBusibHas ouncTKa heepaTuBHOTO YIIPABISAIONIETO YPOBHS B 9TOH HGeTa-Bepcuu
Kubefed peanusosana ne moaroctbio. OnHako ceiiuac yaaieHue PocTpaHCTBA UMEH
cucrembl deepanum A0KHO YAAIATh BCe PECYyPChl, 32 UCKIIOUEHUEM TTOCTOSTHHOTO
TOMa, IMHAMUYECKU BBIIEJIEHHOTO ist eted (heiepaTUBHOTO YIIPABJIAIONIETO YPOBHS.
Boi Mmoxere ynamuth (delete) IpocTpaHCTBO UMeH (efiepaliii, BBITOJHUB CELYIONTYIO
KOMaHLy:

> kubectl delete ns federation-system

KackaaHoe yaaneHue pecypcos

Knacrepnas deznepannsa Kubernetes yacto ynpasisger deneparuBHbIM 00BEKTOM Ha
VIIPABJISIOIIEM YPOBHE, @ TAKJKE COOTBETCTBYIOIIUME OOBEKTAME B KayKJOM KJIacTepe
Kubernetes. Kackagtoe yaasnenue dpenepaTuBHOTO 00bEKTa O3HAYAET, YTO COOTBET-
cTByMOIIHE 0OBEKTHI B KJIacTepax, yyacTytornx B Kubernetes, taxkske GyayT yanieHsbl.
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ITO MPOUCXOJNUT HEe aBTOMATUYECKU. 110 YMOTUAHUIO YAATIAETCS TOIBKO 0OBEKT
eepaTUBHOTO YIPaBIAIONIEro ypoBHs. UTo6b aKTUBU3UPOBATH KACKAHOE YAIEHHUE,
HEOOXOIMMO YCTAHOBUTD CJIEAYIONINI MapamMeT]:

DeleteOptions.orphanDependents=false
B Kuberentes 1.5 Tonbko caenyionre dexepaTUBHBIE PECYPCHI MOJEPKUBAIOT
KacKa/JHOe yajleHue:
pasBepTbhIBaHUE;
koutpoJiep DaemonSets;
JIOCTYII,
IIPOCTPAHCTBO UMEH,;

obbekThl ReplicaSets;

0O000DO

CEKPETHI.

JIpyrue oGbeKThI CIIeIyeT YAAISATh BPYYHYO B KaKIOM OT/AeIbHOM Kiactepe. K cuacTbio,
HaunHas ¢ Kubernetes 1.6 Bce denepaTuBHbie 00bEKTHI MOIAEPKUBAIOT KAaCKaJHOE
yaaneHue.

banaHcMpoBka Harpyskm
MeXAy HEeCKOJIbKMMK KnacTepamu

Jusamudeckast OaTaHCHPOBKA HATPY3KU MEK/IY KIacTepaMi — HEMpoCcTast 3a/1a4a,
W Jiydine He Bozjiarath ee Ha Kubernetes. Banancuposka Harpysku OyeT BBIIOJHSITh-
cs1 3a mipezesiaMu kiaacrepHoil dexepanuu Kubernetes. Ho ¢ yueTom auHaMu4eckoro
xapakTtepa Kubernetes gaxe BHemHuii 6aJaHCUPOBIIUK HAIPY3KU AOJKEH OyeT
cobparh MHOTO HHGOPMAIIUKY O TOM, KaKKe CEPBUCHI U MO/bI PabOTAIOT B KAXKIOM KJla-
crepe. AibTepHATUBHOE PEllleHNe — Peaan30BaTh Ha he/lepaTUBHOM YIIPABJISIONEM
ypoBHe OaIaHCUPOBIIUK HArPy3KK L7, KOTOPBIH OyIeT CIyKUTh AUCIIETIEPOM TpabuKa
1L Beeit penepanyun. B ogHoM u3 60iee IPOCTBIX CAy4aeB KasKAblil CEPBIC BBIIIOJ-
HsIEeTCS B BbIJEJIEHHOM KjacTepe U 6aJaHCUPOBIIUK HATPY3KKM IPOCTO HAIlPaBJIseT
B Hero Bech Tpaduk. B ciayuae oTkaza Kjaactepa CEpBUC MEPEHOCUTCSI B IPYTOi KJia-
cTep, ¥ Tenepb GaaHCUPOBINUK HATPY3KHU HAIIPaB/IsieT Bech TpadUK B HOBbII KacTep.
ITo obecreynBaeT yCTOUIMBOCTD PELIeHNUsT K OMUOKaM U BBICOKYIO JOCTYITHOCTD Ha
YPOBHE KJacTepa.

OnrtumanbHOE perieHne CMOKET TIOJIePKUBATh (heiepaTUBHBIE CEPBUCHI NI yUNUTHI-
BaTh CJIEIYIONIHNE JOTTOTHUTETbHBIE (DaKTOPHI:

a reorpa(blxlquKoe PpacCIioyIoJKeHNE KIINEHTA;
U ucrnoJib3oBaHue PECYPCOB KasKJA0I'0 KJIaCTePa;

O KBOTBI PECYPCOB U ABTOMATHYECKOE MacIITabupoBaHue.
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Ha puc. 11.4 nokasano, kak GanancupoBiuk Harpysku L7 na GCE Hanpasiser

KIIMEHTCKME 3alIPpOChI K 6]1H)I<aﬁﬂleMy KIacTepy.

KnuneHnt

130.211.40.186

Fno6anbHblii VIP

3aI'IYCK B HECKOMNbKMUX obnakax u MHOIOK/1aCTEPHOM pexunme

l

l

ngmx

zone-a zone-b  zone-c

nginx

zone-a  zone-b  zone-c

zone-a zone-b  zone-c

us-centrall

europe-west1

asia-east1

Puc. 11.4

[NepekntoyeHne Ha Apyrue Knacrepsbl
B cny4ae cbos

DenepatuBHOe TepeKIIOUeHNe HA APYTHe KJIACTePbl — CJI0KHBIN mporecc. [Ipenmno-
JIOKUM, 4TO Kyiacrep B dexeparn cbout. OUH U3 BAPUAHTOB PENICHUST TPOOTEMBI
3aKJTI0YAETCS B TOM, YTOOBI IpyTHE KIacTephl 3abuparn cebe ero Harpysky. Temepn
BO3HMKAET BOTIPOC: KaK PACIPECIUTh HATPY3KY Ha PYTHE KIACTEPHI:

U paBHOMEPHO;
QO samycTuTh HOBBIN KiIacTep;
QO BoiOpars Hanbosee OIMBKUH U3 CYIIECTBYIOMUX KIACTEPOB (BO3MOKHO, B TOM JKe

peruone)?

Kask0e 13 9TUX pelieHrii TOHKO B3aUMOAEHCTBYeT ¢ (heiepaTuBHON GaaHCUPOBKOM
Harpy3Kku, reorpauueckuM pacrpesie/IeHHeM ¢ BBICOKOI IOCTYITHOCTbBIO, YIIPaBIEHUEM
3aTpaTaMy B PasHbIX KJacTepax U 0e30I1acHOCTHIO.
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Terepb c6OUBIIMI KTacTep BO3BPAIIAETCS B CeTh. JIOJIKEH JIM OH MMOCTETIEHHO CHOBA
B3SITh Ha cebs epBOHAYATBHYIO Pabouyio Harpysky? UTo, eciiu OH BEPHETCsI, HO € OTpa-
HUYEHHBIME CIIOCOOHOCTSIME UJIH YITPOIIEHHO# ceThio? CyliecTBYeT MHOTO KOMOUHAIIAI
PEKMMOB OTKa3a, KOTOPbIE MOTYT YCJIOKHUTD [TPOIECC BOCCTAHOBJICHMUSI.

O6Hapy>xeHue denepaTUBHBIX YCITyr

Ob6uapyxenue (hegepaTuBHBIX CEPBUCOB TECHO CBA3aHO ¢ HaaHCUPOBKOI HATPY3KI
B (eneparmu. [IparMaruyras KoOHGUTYpalus BKIOYaeT B cebst rmobanbHbIi GamaHcu-
POBIIMK Harpy3ku L7, KOTOpbIN pacipesesiseT 3arpockl K dheepaTUBHBIM BXOIHBIM
obbeKTaM B Kracrepax (eeparum.

[TpenmytiecTBO 9TOTO MOIXO/IA 3AKIIOYAETCS B TOM, UTO KOHTPOJIh OCTaeTcs 3a dejie-
pareit Kubernetes, koTopast co BpeMeneM cMOKeT paboTaTh ¢ GOMBIINM KOJTUIECCTBOM
TUTIOB KJ1acTepoB (B Hacrosmiee BpeMs Tojibko AWS u GCE), a Takske yunTbsiBath ag-
(heXTUBHOCTD UCTIOJIL30BAHNA KIACTEPOB U PA3JTUYHbIC OTPAHNYCHMS.

AJTbTepHATUBA CHIEINATU3NPOBAHHOMY CEPBUCY MOMCKA MO3BOJISET KIMEHTaM Ha-
MPSIMYIO TIOAKTIOYATHCS K CEPBUCAM B OT/IEIBHBIX KJIAcTePax, HO IIPU ATOM TePSIIOTCs
BCe MepeuncaeHHble MTPENMYIIECTBA.

defepaTvBHasi MUrpaLms

DenepaTuBHAs MUTPAIIUS CBSI3aHA C HECKOJBKUMU TEMaMU, KOTOPbIE MBI YK€ PACCMO-
TPEJIH, a UMEHHO GJIM30CTh MECTOMOOKEHNS, (PeilepaTUBHOE MITAHUPOBAHUE W BBICOKAST
noctynHoctb. [To cBoelt cytu dhepeparuBHas MUTpaIus o3HavaeT nepeMerieHme 1mesoro
[IPUJIOKEHUS U HEKOTOPOH €r0 4acTH U3 OZHOI0 KJaacTepa B Apyroi (u B 6oJee o01ieM
cMmbicae n3 M knactepoB B N kiactepoB). Murparus degepaiii MoXeT MTPOU30UTH
B pe3yJIbTaTe CIEAYIONnX COOBITUH.

O CobbITHe HU3KOII EMKOCTH B KJIacTepe uin cOoil Kaacrepa.

Q IsmeHeHue NOJUTUKY IIaHUPOBaHUs (MbI O0JIbIIE He MCIIOJIb3yeM IIpoBalijepa
obnaka X).

O MsmeHeHHe eHOOOPa30BaHNUS HA PecypChl (MOCTABIIUK OOJAYHBIX YCIYT Y CHUBHII
1IeHbI, TTOATOMY JIaBaliTe TlepeiieM Ty1a).

O Hoswriit kmactep 6611 106aBIeH B (heiepaniio Wik yaaieH 3 Hee (BBITOTHIETCS
nepebanaHCUPOBKA TIOI0B MPUTOKEHIS).

CTporo cBsi3aHHbIE TIPUIOKEHUST MOTYT OBITH JIETKO MEPEMENEHbl YaCTUYHO WJTH
MTOJTHOCTBIO TI0 OJTHOMY IOy 32 Pa3 B OJIMH MJIM HECKOJIBKO KJIACTEPOB (B PaMKaX TIpHU-
MEHUMBIX OTPAaHWYEHUH MMOJNTHKH, TAKNX Kak PrivateCloudOnly).

[l npustoskeHni ¢ IpeuMyIecTBEHHOH ¢Bs3bIo cucTteMa desiepaliiy 10JpKHa cHada-
Jla HAalTH OJINH KJIACTEP € IOCTATOYHOI eMKOCTBIO /7T pa3MeIleH s BCETO IPUJIOKEHMS,
3ape3epBUPOBATH €€ U TIOCTENIEHHO TIePeMENaTh TPUI0KEHUE, OJUH pecypce uiau HoJiee
3a pas, B HOBBII KJacTep B IIpejiesiaX HeKOTOPOro OrPpaHMYeHHOr0 Ilepuojia BpeMeHu
(11, BO3MOJKHO, B TIPE/IeIaxX MPeI0NPEIeIEHHOT0 OKHA 0OCTYKUBAHNU ).
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Crporo cBsizaHHbIE IIPUIIOKEHU (32 NCKITIOYEHUEM TeX, KOTOPbIC HEJIb3s1 IEPEHOCUTD )
TpebyIoT, uToObI (heilepaTUBHAS CUCTEMA BBITIONHSLIA CIIE/YIONNE IEHCTRIS.

a BaHyCTI/ITb TIOJTHOE ITPUJIOJKEHNE PEIIJIMKU B IIEJIEBOM KJlaCTEPE.

O CkonupoBaTh MOCTOSTHHbIE JaHHbIE B HOBBIN 9K3EMILISIP PUJIOKEeHNsT (BO3MOKHO,
repesi 3aIyCKOM MOJTYJIeid).

Q IlepekmounTs TpaUK MONB30BATEIA.

O 3akpbITh OPUTHHAIBHBIN 9K3EMTLISP TPUIOKEHUS.

BbinonHeHne dheaepaTnBHbIX
pabounx Harpysok

Depeparusnble paboure HATPY3KU — 3TO pabodre HArPy3KU, KOTOPble 00pabaThIBaIOTCs
OIHOBPEMENHO B HECKOIbKIX KaacTepax Kubernetes. 9To0 OTHOCHTETBHO JIETKO CIETATD
115t c1abo CBSIBAHHBIX U PACTIPEIEIEHHBIX TPIITOKeHN . OIHAKO, eCai GOTBINAsT YacTh
06pabOTKI MOJKET BBITIOMHITHCS MAPAJIETBHO, YACTO B KOHIIE ECTh TOYKA COETUHEHMST
WJIH TI0 KpaiiHeii Mepe OCTOSHHOE IEHTPATbHOE XPAHUIIHIIE, K KOTOPOMY ClieflyeT oOpa-
IMATHCS Ha YTEHNE U 3AMNCh. Bee YCIOKHSIETCSI, €CIT HECKOIBKO TTOI0B OZHOTO M TOTO JKE
CepBHCca TOJUKHBI B3ANMOIEHCTBOBATH MEKY KIACTEPAMHU WU €CITH CEPBUCHT (KasKIBIiT
U3 KOTOPBIX MOJKHO C/leqIaTh (heJIePATUBHBIM ) I0JEKHBI paboTaTh BMECTE U CHHXPOHU3HU-
POBATHCS JIJIsA BBINOJHEHUST 4ero-Jnbo.

Deneparst Kubernetes mopep:knBaet dhenepaTiBHbie CEPBUCH, KOTOPbIE 0Oecte-
YMBAIOT OTJIUYHYIO OCHOBY JIJIsT TAKUX (he/lepaTUBHBIX Pabounx Harpys3oK. KirroueBbiMu
0COBEHHOCTSIMU (heIePATHBHBIX CEPBUCOB SIBJSAIOTCSI OOHAPYKEHNE CEPBHUCOB, GalaHcu-
POBKa HATPY3KHM MEKJLY KJIaCTEPAMU U OTKA30yCTONUNBOCTD 30HBI IOCTYITHOCTH.

Co3paHue denepaTMBHOrO CepBuca

DenepaTUBHBII CEPBUC CO3[IAET COOTBETCTBYIOIINE CEPBIICH B KJIacTepax (eneparim.
Hanpuwmep, nis cozpanus deneparusnoro cepsuca NGINX (mipu ycsioBuu, 4To ero
KoHpurypaiug Haxoautcs B dalisie nginx.yaml) BBeAUTE cieyloniee:

> kubectl --context=federation-cluster create -f nginx.yaml

Bor MmozxeTe mpoBepuTh, YTO CEPBUC CO3/IaH B KaK/J0M KjacTepe (JOMYyCTHUM,
B cluster-2):
> kubectl --context=cluster-2 get services nginx

NAME CLUSTER-IP EXTERNAL-IP PORT(S) AGE
nginx 10.63.250.98 104.199.136.89  80/TCP 9m

Bce cosmannnie CEPBHCHI BO BCEX KjaCcTepax 6YI[yT Ha3bIBATHCA OJMHAKOBO 1 BXO-
AUTb B O/IHO U TO K€ IIPOCTPAaHCTBO MMEH, YTO JIOTUYHO, ITOCKOJIbKY OHHN COCTaBJIAIOT
OJIVH JIOTUYECKUI CEpBUC.
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Cratyc Bauero deepaTUBHOIO CepBUCA ABTOMATHYECKN OTPASKACT CTATYC UCXOHDBIX
cepsucos Kubernetes B pexkiiMe peasibHOrO BPEMEHH:

> kubectl --context=federation-cluster describe services nginx

Name: nginx
Namespace: default
Labels: run=nginx
Selector: run=nginx
Type: LoadBalancer
IP:

LoadBalancer Ingress: 105.127.286.190, 122.251.157.43, 114.196.14.218,
114.199.176.99, ...

Port: http 80/TCP
Endpoints: <none>

Session Affinity: None

No events.

JlobaBneHune nogos

B Bepcun Kubernetes 1.10 Ham mo-1peskHeMy HyKHO Z0OABIIATD MObI B KAKIbI KJa-
cTep 4ieHoB degepanun. ITo JeJaeTcs ¢ OMOLIbIo KoMaH bl kubectl run. B Gyxymiem
Bhinycke deneparusHbii API-cepsep Kubernetes cMoskeT geraTh 9T0 aBTOMaTHYECKH.
ITO COKPATUT mpolecce Ha oauH mar. O6parute BHUMAHUE: KO Bbl UCIIOJIb3YeETE
KOMaH/y 3alrycka kubectl, Kubernetes aBromaTuuecku nobasiger METKY run B II0] Ha
ocHOBe UMeHU obGpasa. B cienyomem npumepe, KoTopbiil 3anyckaer mog NGINX Ha
st Kiaactepax Kubernetes, nmst nsobpaskerust — nginx (¢ UTHOPUPOBAHUEM BEPCHN),
09TOMY A00aBJIAETCS CIIeIYIOIast METKA:

run=nginx

IT0 HEOOXOAMMO, IIOTOMY YTO CEPBUC UCIOAb3YeT ee IS UACHTU(DUKALNN CBOUX
1o/108. Eciu BbI IpUMeHsieTe APYryio METKY, IPUAETCs 106aBUTh ee ABHO:

for C in cluster-1
cluster-2
cluster-3
cluster-4
cluster-5
do
kubectl --context=$C run nginx --image=nginx:1.11.1-alpine --port=80
done

MpoBepka 06LeaocTynHbIX 3anucen DNS

ITocJjie TOro Kak MpeAbIAYIINeE OBl OBLIN YCIIEITHO 3aMyIIeHbl i HAYaJIu TPOCTyIIHBaTh
coequnenust, Kubernetes coo6muT o Hux Kak 0 paboTOCIIOCOOHBIX KOHEUHBIX TOYKAX
cepBuca B 9TOM KJacTtepe (depes aBToMaTudecKue mpoBepKu paboToCnocoGHOCTH).
Kiacrepuast penepaimst Kubernetes, B ¢Boto ouepeib, OyeT paccMaTpuBaTh KasKIbiid
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U3 9TUX YYaCTKOB CEPBUCA Kak PabOTOCTIOCOOHBIH ¥ 3a/IeHCTBOBATD MX, aBTOMATIHYECKI
HACTpauBast COOTBETCTBYOIIHE 0bte10cTymHbIe 3amicu DNS. UTo6br mpoBepuTh 9710,
UCITOJTh3YHTE MTPEANTOUTUTENbHBIN nHTepdeiic oT HacTpoerHoro DNS-mipoBaiisepa. Ha-
npumep, Baina deepains MoKeT ObITh HacTpoeHa st pabotsl ¢ Google Cloud DNS
1 ynpasJsseMbIM joMeHoM DNS example. com:

> gcloud dns managed-zones describe example-dot-com
creationTime: '2017-03-08T18:18:39.229Z'
description: Example domain for Kubernetes Cluster Federation
dnsName: example.com.

id: '7228832181334259121'

kind: dns#managedZone

name: example-dot-com

nameServers:

- ns-cloud-al.googledomains.com.

- ns-cloud-a2.googledomains.com.

- ns-cloud-a3.googledomains.com.

- ns-cloud-a4.googledomains.com.

Beeaute cienyolnyo KoMaHy, 9To0bl yBUieTh hakTideckue 3amiucu DNS:

> gcloud dns record-sets list --zone example-dot-com

Ecau Bama deneparus sacTpoeHa Ha TpUMeHeHHUeE cepBuca aws route53 DNS,
UCIIOJIB3YIITe CIIeYIONe KOMAH/IbL:

> aws route53 list-hosted-zones

3areM BBEIUTE:

> aws route53 list-resource-record-sets --hosted-zone-id K9PBY@X1QTOVBX

Pazymeetcs, BbI MokeTe 3a/1efiCTBOBATh CTaHAapTHBIE MHCTPYMeHTbl DNS, Takue
Kak nslookup uiu dig, 4ToOBI IPOBEPUTH, 4TO 3armucu DNS 06HOBIEHBI TPaBUIIHHO.
Beposrho, npugeTcs HeMHOIO 1I0/10K/1aTh, 10K BalllM U3MEHEHUS He PacIlPOCTPAHATCS
o cetu. Kak BapuanT, MoskeTe yKazarb IpaMo Ha npoBaiiziepa DNS:

> dig @ns-cloud-el.googledomains.com ...

s1 Bcerpa npeanounraio HabsonaTh uaMeHenns DNS npsamo mocjie Toro, Kak OHU
OBLIN IPABUJIBHO PACIPOCTPAHEHBI, YTOOBI COOOIUTH TIOJIb30BATENSIM O TOTOBHOCTHU
K pabore.

O6HapyxeHue denepaTMBHOro cepeuca

KubeDNS Bcrpoen B Kubernetes u sBisercs oquuM us ero 0OCHOBHBIX KOMIIOHEH-
toB. KubeDNS ncnosbsyer sokanbubiil (cluster-local) DNS-cepsep, a Takke
corJiamenus 06 UMEHOBAHUM JIJIs COCTABJIEHUSI XOPOIIO MPOAYMaHHBIX JOMEHHbBIX
uMeH (pacrpejiesieHHbIX Mexkay obsacTssmu BuanuMocTn ). Hanpumep, the-service
pasperiaeT the-service B MpOCTPAHCTBE NMEH 110 YMOJUYAHUIO namespace, TOT/a KaKk
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the-service.the-namespace paspeniaercsa cepBUcoOM the-service B IpOCTPaHCTBE
uMeH the-uma_npocmparcmBa_umeHspace — OT/AEJBHOM OT 3HAYEHUH 110 YMOJYAHUIO
the-service. [Tofbl MOTYT JIETKO HAWTHU 1 TIOJIYYUTD IOCTYII K BHYTPEHHUM YCJIyTaM
¢ nomoisio KubeDNS. Knacrepuas deznepanust Kubernetes pacmupsier Mexanusm 10
HECKOIbKUX KIacTepoB. OCHOBHASI KOHIIEIIIHSI HEM3MEHHA, HO 100aBJISIETCSI ellle O/[UH
ypoBenb denepariuu. DNS-ums cepBuca Tenepb COCTOUT U3 <umMa_cepBucas> . <ums_
npocmpaHcmBa_umeH> . <uma_gedepayuu>. Takum 06pasoM, JOCTYII K BHYTPEHHUM
cepBUCaM TIO-TPEKHEMY MOXKHO T0JIy4aTh, IPUMEHSIsI UCXOHOE corJjalieHne o0
UMeHax <cepBuca>.<uma_npocmpaHcmBa_umeH>. TeM He MeHee KJIUEHTBI, KOTOPBIE
XOTSIT TIOJYYUTD TOCTYT K (pelepaTMBHOMY CEPBUCY, UCTIOJNB3YIOT (heiepaTUBHOE UMS,
KOTOpOE B UTOTe OY/IET TIePEeHAPaBIeHO Ha OIUH M3 KJIACTEPOB — YIECHOB (hefieparii
111 06paboTKM 3ampoca.

ITo coryainienre 06 UMEHOBaHWH, 0f06peHHOE (hefiepaliieii, TOMOTaeT TaKkKe
[IPeIOTBPATUTD I0T13/IaHe BHYTPEHHETo KJIacTepHoro Tpaduka B Ipyrue KJaacTepsl 10
ommoKe.

Wcnonpaysa npenpiayuuii npumep ¢ cepprucoM NGINX u Tosibko 4TO onmcan-
nyio ¢opmy DNS-umenu denepatuBHOro cepBuca, pACCMOTPUM CJIELYIONYIO CUTYa-
I[UI0: MOJLYJIb B KJIACTepe B 30He gocTynHOCTH cluster-1 goJKeH MOMydnuTh AOCTYID
k cepsucy NGINX. BmecTo Toro 4T00bI 3a/1€iiCTBOBATH TPAAMIIMOHHOE JIOKAJbHOE
JIOMEHHOE UM CEPBUCA nginx.the-namespace, KOTOPOE ABTOMATHYECKU PACIIAPSETCS
IT0 nginx.thenamespace.svc.cluster.local, Terrlepb OH MOKET IPUMEHSITH UM dere-
patuBHOoTrO DNS-cepBrca — nginx.the-namespace.the-federation. Ecam B 1okampHOM
KJIacTepe CymecTByeT paboTOoCTOCOOHDII IK3eMILISIP, OY/IET BO3BPAIEH JOKATHHDII
(06bIuHO 10.x.y.z) IP-anpec atoro cepsuca (kiaactepto jJokanbHbiii Kube DNS). D10
MOYTH 9KBUBAJICHTHO pasperienuio 6e3 deaeparuBHOCTH yeayT (MOYTH, TOTOMY YTO
KubeDNS ¢akruuecku Bosppamaer Kak CNAME, Tak 1 A-3aIIUCh I JIOKAJIbHBIX (ee-
PaTUBHBIX CEPBUCOB, HO MPUIIOKEHUS He OOPAIIAIOT BHUMAHUS HA ATy HE3HAUNTETBHYIO
TEXHUYECKYIO PA3HUILY ).

Pacumpenue DNS. Eciiu cepBuc He CyIecTBYeT B JIOKAJIbHOM KJacTepe (U Cylie-
CTBYET, HO He IMeeT paboToCcocOGHBIX 10710B), DNS-3a1rpoc aBTOMATHYECKH PACIIIUpSIET-
41, 4To0ObI HaiiTh BHenHuit IP-aapec, GisKailmil K 30He JOCTYIIHOCTY 3allpaliBaloniei
croponsl. Kube DNS BbImosHsIET 9TO aBTOMATHYECKH U BO3BPAIIAET COOTBETCTBYIOMIHMIT
CNAME. B masbHeiiniem oH OyzeT pasperieH kak [P-azpec 0HOTO U3 MOAIEPKIBAIOTIIIX
TTO/IOB CepBUCa.

Bawm He Hy>kHO mTostaraTbhest Ha aBToMaTndeckoe pacimpernne DNS. Bor mozkeTe mipo-
CTO ITPeJIoCTaBUTb CNAME cepBHca B KOHKPETHOM KJIacTepe HAPAMYIO WU B OIIPe/iesIeH-
noM pernone. Hanpumep, B GCE/GKE moskHo ykasats 3amuchk nginx.the-namespa-
ce.svc.europe-westl.example.com. ITa 3aUCH COLLIETCS HA Pe3EPBHBII 10/l B O/IHOM
u3 kmactepoB B EBporie (IIpu yCI0BUM, 4TO TaM €CTh KJIACTEPhl 1 paboTOCITOCOOHBIE
pe3epBHBbIE TIOJIbI ).

Buemname KIMeHTHI He UCTIOB3YIOT pacimmperre DNS, HO ecsii OHE XOTST HAIIETUTD-
¢S Ha HEKOTOPBIE OTPaHUYCHHBIE TIOAMHOXKECTBA (he/iepalini, 10myCcTHM, KOHKPETHBIT
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PETUOH, TO MOTYT MPEJIOCTABUTH MOJTHOCTHIO KBATUMUIMPOBAHHBIN CNAME cepBrCca Kak
npumep. [lockoabky aTu nMeHa 00BIYHO JJIMHHbBIE U I'POMO3/JIKHE, CTOUT 106aBUTD He-
KOTOpBIE CTaTUCTUUYECKNE 3armncu CNAME:

eu.nginx.example.com CNAME nginx.the-namespace.the-federation.svc.
europe-westl.example.com.

us.nginx.example.com CNAME nginx.the-namespace.the-federation.svc.
us-centrall.example.com.

nginx.example.com CNAME nginx.the-namespace.the-federation.svc.

example.com.

Cuaenyromas cxema (puc. 11.5) 1mokasbiBaet, Kak ¢egepaTuBHbIN HOUCK paboTaer
B HECKOJIBKHX KJIacTepax.

Tabnuua novcka
depepatmeHoi DNS
mysql cvs mysql cvs
4 4
Hbio-Mopk CaH-®paHumcko —
Tabnuua noncka Tabnunua noncka
knactepHoii DNS knactepHoii DNS
mysql — mysq|l
redls redls
\ J o J
Puc. 11.5

O6paboTka 0TKa30B NoAOB
N LUenbiX KNnacTepos

Pa6oTa To10B, KOTOPbIE HE OTBEYAIOT Ha 3aITPOCHI, TIPEKPATITAETCS B TEUEHNE HECKOTBKITX
cekyn. DerepaTuBHbBII YIPABIAIONNN YPOBEHD KOHTPOJUPYET PabOTOCIOCOOHOCTD
KJIACTEPOB M KOHEUYHBIX TOUEK BaIlero heflepaTUBHOTO CEPBUCA B PA3HBIX KJIACTEPAX.
OH OyJieT BBOAUTD MX B 9KCILTyaTallMiO U BBIBOJAUTH M3 Hee 110 Mepe He0OXOAUMOCTH,
HaTpuMep, KOT/Ia BCce KOHEYHbIe TOYKN YCIYTH, BECh KIacTep WJIN TieJiasi 30Ha A0CTYTI-
Hoctu yxyamarcst. Cobcrennas gaTeHTHOCTH Kammposanusg DNS (aas DNS Federated
Service 1m0 yMOJUaHUIO COCTABJISIET 3 MUHYTHI) TIPUBEAET K TOMY, UTO KJIUEHTBI OYIyT
OTIIPABJIEHbBI B AJIbTEPHATHBHBIN KJTACTEP B CIydae KaTacTpoduueckoro cbost. OmnHako,
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YUUTHIBASA KOJMYECTBO TUCKPETHBIX [P-asipecoB, KOTOpbIe MOTYT GBITH BO3BPAIEHBI JIJIsT
KasK/10i KOHEYHOIT TOYKH PErMOHAILHOTO cepBrca (CM., Harpumep, us-central1, koTopsiii
r“MeeT TPU aJIbTEPHATUBBI ), MHOTHE KJIMEHTDI, UMesl COOTBETCTBYIOINLYIO KOH(UTYPAIHIO,
ABTOMATHUYeCKM IepelilyT Ha o/iuH 13 anbTepHaTuBHBIX IP-aspecos 3a Menblliee BpeMs.

PewweHne npobnem

Korza fema uayT mioxo, BaM HYKHO OTPEAETUTH TPoGIeMy U TyTH ee perenust. Pas-
6epeM HECKOIBKO 06IIHX MPOGIIEM U CTOCOOBI UX ANATHOCTHKY,/YCTPAHEHUS.

He yananock noakniountbcs K peaepatmsHoMy API-cepsepy
OGpatuTech K CIEAYOIEMY PEIICHUIO.

Q Yoéemurech, uto denepaTuBHbiii API-cepsep salylieH.

Q VYo6enurecs, uto kauent (kubectl) HacTpoeH npaBUIbHO, ¢ COOTBETCTBYIOIUME KO-
HeyHbIMH TouKaMu API 1 yueTHbIMU JaHHBIMU.

(DeﬂepaTMBHbIﬁ CEPBUC CO30aETCA yCNeELWHO, HO B 6a30BbIX
KflaCTepax HE CO3Aa€ETCH CEPBUC

Perterine Takoso.

O VYo6eaurech, 94TO KIACTEPHI 3aPETHCTPUPOBAHBI B (heieparinm.

Q VYo6emnurech, uto peneparusHbiii API-cepBep cMOI IOAKIIOYUTHCS U IIPOITH ayTeH-
TU(HUKAIINIO BO BCEX KITacTepax.

(W HpOBepre, YTO KBOTbBI /IOCTAaTOYHBI.

O IIpoBepbTe )KypHAJIBI HA HAJTUYHUE APYTUX MTPOOIIEM:

Kubectl logs federation-controller-manager --namespace federation

Pe3tome

B 91011 ry1aBe MBI PAaCCMOTPEJH BAKHYIO TeMY — MHOTOKJIacTepHbIi peskum Kubernetes.
ITOT PEXKUM BCe ellle HaXOAUTCS B CTajiny GeTa-TeCTHPOBAHKS M HEMHOTO ChIPOBAT, HO
y>Ke IIPUTOJIEH JIJist uctiosb3oBanus. [loka pasBepTrIBaHUIl He TaK YK MHOTO, 1 ODUIIH-
AJIbHO TIOJI/IEP;KUBAEMBIMU TeIeBBIME Tiatopmami cetivac spistioress AWS nu GCE/
GKE, Ho B 110J1b3y 00J1a4HOI (heiepaliiit TOBOPUT MHOTOE. ITO OUEHb BaKHBIN JIeMEHT
ISt IOCTpOeHusT Mactitabupyembix cucrem Ha Kubernetes.

MbI 06cy il MOTUBBI U BAPUAHTHI IPUMEHEHUST MHOTOKJIACTEPHOTO PEKUMa
Kubernetes, koMmioneHTsI (heiepaTUBHOTO YIIPABJISIIONIETO YPOBHS 1 (e/lepaTUBHbIE
ob6bekTnr Kubernetes. Kpome Toro, paccMoTpesu XysKe MOAEPKUBACMbIE aCTIEKThI
(benepannn — mepcoHaTM3NPOBAHHOE TVIAHUPOBAHNE, NHTETPAIINIO TOCTYNA K TAHHBIM
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U aBTOMATHYECKOE MaCIITabupoBaHue. 3aTeM MOTOBOPUIIM O TOM, KaK 3aIlyCKaTh He-
cKosbKO KaactepoB Kubernetes, Bkaouas HacTPOHKY MHOTOKJIACTEPHOTO PEKUMA
Kubernetes, nobasierine kmactepoB B (hefepanuio U Ux yaajleHue u3 Hee, a Takxke Ha-
JIAHCWPOBKY HArpPy3KH, (heiepaTUBHOE TTPOTUBOCTOSTHUE COOSIM, KOT/IA YTO-TO TIOHIET
He Tak, 0OHAPYKEHIE CePBUCA U MUTPAIIUIO.

Ha atom arame y Bac [0JIKHO CJIOJKUTBCS YETKOE IIPEICTABJIEHUE O TEKYIIEM CO-
cTostHUU (befiepalinu, a TakyKe O TOM, YTO HYKHO JIJIsT UCTIOIb30BAHUS CYIIECTBYIONUX
BO3MOKHOCTEI, TpetocTaBsieMbix Kubernetes, n 4to Bbl 10JUKHBI OyieTe pean3oBaTh
CaMOCTOSITEIbHO, YTOOBI PACIIMPUTH HEMTOJIHbBIE WK He3peJbie (hyHKIuu. B 3aBucumMo-
CTH OT BapUaHTa TPUMEHEHUS MPUAETCS OTPEIEUTD, ellle CIAUITKOM PaHO WU BCe JKe
CTOWT CJIeJIaTh PEIIUTENbHBII mar. Pa3zpaboTuuku, paboTarolie ¢ MHOTOKIACTEPHBIM
peskumom Kubernetes, mpoasuratoTcst GbICTPO, MOITOMY OY€Hb BEPOSITHO, UTO K MO-
MEHTY, KOT/[a BaM HY’KHO Oy/eT MPUHSTD PelleHre, OH OyaeT Topasio 6ojee 3pesbiM
U TIPOBEPEHHBIM B JI€JTE.

B crenyrotneii raBe Mot Gyiem pasbupartbest B copepskuvom Kubernetes i BBISICHSITD,
KaK ero HacTpouTh. OHUM N3 OCHOBHBIX aPXUTEKTYPHBIX IPUHIIUIIOB TIAT(MOPMBI
Kubernetes siBiisiercs To, uto oHa gocTyIHa yepes noiHodyHKInoHaabHbiii REST API.
WncrpymenT koMauaHoii crpoku kubectl mocrpoen nosepx API Kubernetes u o6ecrie-
YMBAET MHTEPAKTUBHOCTD i Beero criektpa Kubernetes. OHako nporpaMMHBIi 10-
cryn k API gaet Bam 60s1b1yio ruOKoCTb a1 paciupenns u gonosnenus Kubernetes.
CytiiecTByIOT OMOJIMOTEKN KINEHTOB HA MHOTUX SI3BIKAX, KOTOPbIE MO3BOJISIIOT BaM UC-
nosib30BaTh Kubernetes nssHe, — MxX MOKHO HHTETPUPOBATD B CYIECTBYIOIIE CHCTEMBIL,

Kubernetes spisercss MopyibHON 11aTdOpMOil. MHOTHE OCHOBHbIE [TaPAMETPhI ee
paboThl MOTYT OBITH HACTPOEHBI 1/UJIH PACIIUPEHbL. B yacTHOCTH, MOKeTe 100aBJISATh
orpe/iesisieMble MOJIb30BaTEEM PECYPChI, HHTErPUPOBATh MX ¢ 0OBEKTHON MOJIEJBIO
Kubernetes u mosryuars Boiroay ot yciyr ynpasienust Kubernetes, xpanenus B eted,
B3anmozieiicTBug yepe3 API n yaudummpoBanHoro 1ocTyna K BCTPOEHHBIM M HACTPa-
HUBAEMBIM OOBEKTAM.

Bwl yske Buziesm XopoIio pacuupsieMble KOMIIOHEHTBI, TAKHE KaK CETEBOE B3aNMO-
JieiicTBUE ¥ KOHTPOJIb ocTyTia yepes gonosHennss CNI u mosib3oBarebckie Kaacchl
xpanenust. Oxrako Kubernetes uzer etre gaspiie 1 mo3BoJIsieT HACTPAMBATh CaM T1Jia-
HUPOBIIUK, KOTOPBIII KOHTPOJUPYET Ha3HAYEHUE [IOIOB Y3JIaM.



Hactponka
Kubernetes:
API n nononHeHus

B aroii rraBe mbl pacemotpum APT Kubernetes u sayunmest paborats ¢ Kubernetes
[IPOrpaMMHBIM IIyTeM depe3 npsamoii gocryi k API, pasbepem kauent Python, a 3a-
Tem OyzeM aBToMaTu3upoBaTh kubectl. 3aTtem MbI orosopum o pacuiupenun API
Kubernetes ¢ momolipio HacTpanBaeMbIX pecypcoB. B KoHIe TIaBbl Bbl HO3HAKOMUTECH
C PasIMYHBIMU JOIIOJHeHUAMM, HoanepxuBaeMbiMu Kubernetes. Muorue aciexrsr pa-
6otbl Kubernetes — Moy ibHbIE U IPeIHAZHAYEHBI /IS PACIIUPEHHst. Mbl paccMOTpUM
HECKOJIBKO THTIOB JIOTOJHEHWI, OTBEYAMOIINX 32 M0Jb30BATEIbCKIE TIITAHUPOBIIUKH,
ABTOPU3ALINIO, KOHTPOJIb IOCTYIIA, II0JIb30BaTeIbCKIe METPUKK 1 ToMa. Hakonelr, mo-
rosopuM o pacinupennu kubectl n gobasaernnu Bammx coOCTBEHHBIX KOMAHI.
MbI pazbepeM CIIeAyIIne TEMBIL.

Pa6ora ¢ API Kubernetes.
Pacmmpenne API Kubernetes.

Hanucanue nononnennii Kubernetes u kubectl.

0O 00O

Hamnucanue Be6-XyKoB.

Pabota c API Kubernetes

API Kubernetes BceoObeMIIONIMI 1 OXBaThIBaeT BCIO (hyHKIMOHAIbHOCTH Kubernetes.
Kak u caieroBaio oxkuiath, ou orpomer. Ho oH xopoiiio paspaboTaH ¢ UCIIOIb30BaHHEM
MEPEI0BOTO OIBITA U TTOCJe0BaTeeH. Ecii BbI TOHMMaeTe OCHOBHbIE TIPUHITUTIBI, TO
CMOJKeTe HANTH BCe, YTO BaM HY;KHO 3HATb.

OpenAPI

OpenAPI noszBoasger mocrasmukam APl onpenendaTs cBou omepannu 1 MOJIeJH,
a pazpaboTunKaM — aBTOMATU3UPOBATH MHCTPYMEHTBI M T€HEPUPOBATDH KJIMEHTHI JJIsI
obmuienst ¢ atum API-cepBepom Ha cBoeM JirobumoM si3bike. [lnatrdopma Kubernetes
HEKOTOpoe BpeMs nojepxkuBaia Swagger 1.2 (bojiee crapas Bepcus criennduKaum
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OpenAPI), Ho cienudukaiys Oblia HENOJHOI U HeIIPaBUJIbHOM, YTO 3aTPYAHSLIO CO3-
JlaHWe Ha Hell MHCTPYMEHTOB MJIN KJITUEHTOB.

B Kubernetes 1.4 6bu1a qobasiieHa sKciiepuMeHTaIbHas HOALEPKKA crelubUuKaIim
OpenAPI (usBecthoii kak Swagger 2.0, npesx/e yeM oHa Oblia IepeaHa MHUIIMATUBE
OpenAPI) u o6HOBJIeHBI TeKyIUe Mozenn 1 oneparuu. B Kubernetes 1.5 moguepsxka
cnemuduranun OpenAPI 6bi1a odopMieHa OKOHYATENbHO IIyTEM aBTOMATUYECKON
reHepaiyy HeIocpeAcTBeHHo u3 ucrounnka Kubernetes; 910 1o3BoJiseT MOJIHOCThIO
CHHXPOHU3UPOBATH CHENUPUKANNIO U JOKYMEHTAIUIO ¢ OYAYIIUMUI U3MEHEHUSIMU
B OIEPAIMSIX UK MOJIEJISIX.

Hogasg crienudukariust 1o3BoJsieT yaydinnThb Jokymentaiinio APl u aBromatuuecku
reHepupyeMblii KiueHT it Python, KoTopblil MbI PACCMOTPUM II033Ke.

Crenuduraiys MOAyIbHASA U Pa3esIseTcs 110 TPYIIIOBOM Bepcuu. DTo Ha Oyayiiee.
Bor MoskeTe 3aryckath HeCKOJIbKO cepBepoB API, mojiepkuBaonnx pasubie BepCuu.
TTpusIosKeH st MOTYT MOCTENEHHO MepeiiTn K 6oJiee HOBBIM BEPCHUSIM.

Crpykrypa crerudukanim HoapoOHO 0ObICHSIETCS B OlpeeeHIH crelubuKaiim
OpenAPI. Komanga Kubernetes ncnosibsoBaia pabouue Teru s pasjieieHus Beex
BEPCUIl TPYIIIBI ¥ IIPEJOCTABIEHM KaK MOKHO OOJIBIIEro KOJmyecTBa NHGOPMAILUU
0 TIyTSIX WJIH OTIePAIUsX U MoJiesigX. /171t KOHKPeTHOI orepanuu JOKyMEeHTHPYIOTCS BCe
rapaMeTpbl, METO/IbI BBI30BA M OTBETHI. Pe3yJibTaT BrievatJiser.

HacTpolika npokcu

JLJist yIIpoleHus: I0CTya MOKHO CKOH(DUIYPUPOBATh POKCH-cepBep Ha ocHose Kubectl:

> kubectl proxy --port 8080

Teneps MosxkHO TTOMYUUTh fOCTyIl K cepBepy API mo agpecy http://localhost:8080,
u s3anpoc pgocturuer toro ke API-cepsepa Kubernetes, ais kotoporo HacTpoeH

kubectl.

HenocpeacTBeHHbIM AoCTyn
k API Kubernetes

API Kubernetes moxmo serko ucciegosarsb. IIpocro mpoemorpes URL-anpec API-
cepsepa http://localhost:8080, BbI mosryunte nipekpacHbiil JSON-m0KyMeHT, KOTOPBIN
OTIMCBIBAET BCE IOCTYITHBIE ONepartiy (CM. KiIfod paths).

YT00BI COKOHOMUTE MECTO, SI TPUBOIKY JIUIIb HETTOJHBIE CITUCOK:

{

"paths": [
II/apill’
"/api/v1i",
"/apis",
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"/apis/apps",
"/apis/storage.k8s.io/v1",

"/healthz",
"/healthz/ping",
"/logs",
"/metrics”,
"/swaggerapi/",
"uist,

"/version"

Bol MoskeTe 06paTuThes K mo6oMy 1myTu. Harpumep, BOT OTBET OT KOHEYHOI TOUKK
/api/vl/namespaces/default:

{
"apiVersion": "v1",
"kind": "Namespace",
"metadata": {
"creationTimestamp": "2017-12-25T10:04:26Z",
"name": "default",
"resourceVersion": "4",
"selfLink": "/api/vl/namespaces/default”,
"uid": "fd497868-e95a-11e7-adce-080027c94384"
}s
"spec": {
"finalizers": [
"kubernetes"”
1
}s
"status": {
"phase": "Active"

}

ST o6HApy KU 9Ty KOHEYHYIO TOUKY, KOT/Ia IIepelies B /api, 3aTeM yBuzes /api/vi,
KOTOPBII CKa3aJl MHE, YTO eCcTh /api/vl/namespaces, a y’Ke OHU yKa3aJu MHe Ha /api/
vl/namespaces/default.

Mcnonb3oBaHme Postman
Ans nsydenust API Kubernetes
Postman (www.getpostman.com) — 3T0 X0OpoIo o6KaTaHHOE MPUJIOKEHUE st pabOThI

¢ RESTful API. Ecau BBl nipeaniounTaere rpaduueckuii marepdeiic, ata yTuamTa mo-
Ka)keTcsl BaM Ype3BblYaifHO 1TOJIe3HOM.
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Ha puc. 12.1 mokasansl 10CTyIIHbIE KOHEUHbIE TOUKU B rpy1iie makera V1 API.
Y Postman ecTb MHOTO ITAPaMeTPOB, U OH OYEHb YIaUHO OPTAHU3YeT NHMOOPMAIIHIO.
I[TorpoOyiiTe 5TO IPUIOKEHNE.

ane Postman
New = Import Runner 22 My Workspace v
No Enwironment v © &
localhostB0Eapis/h. @ + | wre
GET localhost:¥UB0/apis/batchii Params m Save | v
Authorization Headers Pre-request Script Tests Cookies Code
Key Value Description =s» BulkEdit Presets =
Body Conkies Headers (3) Test Results Slatus: 2000K  Time: 16ms Size: 4708
Pretty  Haw  Preview | JSON v S5 OQ
1-{
2 "kind": "APIResourcelist”,
3 “apiversion”: "wv1",
4 “groupVersion": "batch/vl",
5= “resources”: [
fir
7 "name": "jobs",
& “singularName”: “*,
L “nomespoced” : true,
10 “kind": "Job",
11~ “wverbs": [
17 “rreote”
13 "delete",
1s “deletecollection”,
15 "get",
16 "list",
i7 "patch”,
18 “updnte”
19 "watch"
28 1,
[D Q = mnn v \_‘ D (7] {i\
Puc. 12.1

®dunbTpaums BbiBoAa € nomoubto httpie 1 jq

BoiBog u3 API nnorja okazbiBaeTcst CJIUIIKOM MHOTOCJOBHBIM. HacTo BaM MHTEPECHO
TOJIBKO OJIHO 3HaYeHUe U3 OTPOMHOTO KosindecTBa 0TBeToB JSON. Harnpumep, ecsiut Bbl
XOTUTE MOJYYUTh UMEHA BCeX 3aIYIIEHHBIX CEPBUCOB, TO MOJKETE TOMACTh B KOHEUHYTO
TOYKY /api/vl/services. O/iHAaKO OTBET BKJIOYAeT B ceOd MHOTO JIOMOJHUTEIbHOMN
nHbOPMAIIK, KOTOPas HaM HerHTepecHa. Bot b HebGoIbIIas YacTh BHIBOIA:

$ http http://localhost:8080/api/vl/services
{
"apiVersion": "v1",
"items": [
{

"metadata”: {
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"creationTimestamp": "2018-03-03T05:18:30Z",

"labels": {
"component": "apiserver",
"provider": "kubernetes"
}s
"name": "kubernetes",
3
“Spec": {
}s
"status": {
"loadBalancer": {}
}

1
1,
"kind": "Servicelist",
"metadata": {

"resourceVersion": "1076",
"selfLink": "/api/vl/services"

[Tommwrii BeiBOA cocTouT n3 121 crpoku! [ocmoTpuM, Kak ncmoab3oBaTh httpie
n ]q, IITO6I)I TIOJTYIUTDb TOJIHBII KOHTPOJIb HAaZ BBIBOAOM U ITOKa3aThb TOJBKO MMEHA
cepBucoB. /lusg B3aumozetictsusi ¢ API REST B KomaHAHOI CTPOKe S TIPEOYNTAIO
cepsuc httpie.org Ha 6aze CURL. JQ (stedolan.github.io/jq/), KOHCONBHBIN 0OPAGOTUIK
JSON, orsmuso moaxoauT st pasbopa Koja B 9ToM hopmare.

HSy‘H/IB ITOJIHBIN BbIBO/I, Bbl YBU/IUTE, UYTO MME€HA CEPBUCOB HAXOAATCA B pa3/ieaax
METaJIaHHBIX KayKIOTO dJIeMeHTa MaccuBa. BoipajkeHue jg, KOTOPOE OCTABJISIET TOJIBKO
name, BBITJISIIUT CJIEAYIOIINM 00Pa3oM:

.items[].metadata.name
Bor BbIBOT 13 KOMAHIHON CTPOKU:

$ http http://localhost:8080/api/vl/services | jq .items[].metadata.name
"kubernetes"

"kube-dns"

"kubernetes-dashboard"

Co3paHue noaa ¢ nomouwbio API Kubernetes

API o€ MOKHO UCTIOJNB30BATH JIJIs CO3/IaHNUsA, OOHOBJIEHUS U yIaIeHust pecypcoB. Jlo-
IyCTUM, Y HAC €CTh CJIeLyIoNnit MaHU(ECT 1Mojia B nginx-pod.json:

{
"kind": “Pod“,
"apiVersion": "v1",
"metadata":{
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"pame": "nginx",
"namespace": "default",
"labels": {
"name": "nginx"
}
b
"spec": {

"containers": [{
"pame": "nginx",
"image": "nginx",
"ports": [{"containerPort": 80}]

1

Cuenytommas komania cozaact nop yepes API:
> http POST http://localhost:8080/api/vl/namespaces/default/pods @nginxpod.json

Y106k y6eI[I/ITbCH B €€ yCIIEIITHOM BbIITOJIHEHWH, BbI6epeM UM U CTaTyC TEKYIINX
nosoB. Koneunas Touka BBITVIAANUT COAEAYIONINM 06p330M:

/api/vl/namespaces/default/pods

Boipaxkenue jq BBITISAIUT Tak:

items[].metadata.name, .items[].status.phase

Bort nosiiiag komatia 1 BbIBOI:

> FILTER='.items[].metadata.name,.items[].status.phase’

> http http://localhost:8080/api/vl/namespaces/default/pods | jq $FILTER
"nginx"

"Running"

Hoctyn k API Kubernetes
yepe3 kneHT Python

N3zyvenne API B mHTEpaKTUBHOM peskuMe C TIOMOIIBIO httpie 1 jq — 9TO XOPOIIO, HO
peasbrast cusia API tiposiBisiercst, Korjia Bbl HHTETPUPYETE €ro ¢ APYTUM IIPOTrPAMMHBIM
obecreyeHneM.

ITpoext nnkybaropa Kubernetes npegocTasiisger MOIHOLEHHYIO X XOPOILIO JOKYMEH-
THUPOBAHHYIO KJIMEeHTCKY10 6ubrorexy Python client. OHa octyiiHa 1o ajgpecy github.
com/kubernetes-incubator/client-python.

Crauayia y6eaurech, 4To y Bac ycranosseH Python (2.7 in6o 3.5+). 3arem ycrano-
sute naker Kubernetes:

> pip install kubernetes

Jlnst obimenust ¢ knacrepom Kubernetes k HeMy HyKHO cHayasa MOAKIIOUYNTHCS.
Haunwnre nnrepaktuBHyio ceccuio Python:
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> python

Python 3.6.4 (default, Mar 1 2018, 18:36:42)

[GCC 4.2.1 Compatible Apple LLVM 9.0.0 (clang-900.0.39.2)] on darwin
Type "help", "copyright", "credits" or "license" for more information.
>>>

Kiment Python mosker unrtars Barry Kouduryparmo Kubectl:

>>> from kubernetes import client, config
>>> config.load_kube_config()
>>> vl = client.CoreV1Api()

W Hanpsamyto MOJIKII0UATHCS K YrKe 3alyHIeHHOMY [TPOKCH:

>>> from kubernetes import client, config
>>> client.Configuration().host = 'http://localhost:8080"
>>> vl = client.CoreV1iApi()

O6partute BHUMaHKE HA TO, YTO KIMEHTCKUN MOYJIb 06ECTIeYnBACT METO/BI JIJIsT
JOCTyIa K Pa3/IMYHbIM BEPCUSIM I'PYIII, TaKUM KakK CoreV1API.
AHanu3 rpynnsl CoreV1API

JaBaiiTe orpysumcst B paccMoTpenue rpyiibl CoreV1API. O60bext Python comepiknt
481 myGmunbIi aTpuOyT:

>>> attributes = [x for x in dir(vl) if not x.startswith('__')]
>>> len(attributes)
481

WrHopupyiiTe aTpuOyTh, HAYWHAIONIECS € IBOWHBIX TIOYEPKUBAHIIT, TOTOMY 4TO
3TO CTIEMAaIbHbIE METOIBI KJIACCA,/IK3eMILISIPa, He cBsizannbie ¢ Kubernetes.
BosbMem HayTaj 1ecsiTh METO/IOB U TTIOCMOTPHUM, KaK OHU BBITJISAIAT:

>>> import random

>>> from pprint import pprint as pp

>>> pp(random.sample(attributes, 10))

[ 'patch_namespaced_pod',
'connect_options_node_proxy_with_path_with_http_info’,
'proxy_delete_namespaced_pod_with_path',
'delete_namespace’,
'proxy_post_namespaced_pod_with_path_with_http_info’,
'proxy_post_namespaced_service',
'list_namespaced_pod_with_http_info',
'list_persistent_volume_claim_for_all_namespaces’,
'read_namespaced_pod_log_with_http_info"',
'create_node']

OueHb HHTEPECHO. ATPUOYTHI HAUMHAIOTCS C TJIATOJIA, HAIPUMED <IIPOJTHUCTATh>
(list), «<zamaratb» (patch) wan «tpounTtarh» (read). Bo MHOTHX M3 HIX UCIIOJIb3YETCS
[OHSITHE Namespace, 1 Y MHOTUX eCTh ¢y dukc with_http_info. /[ Toro urobsl yu-
IlI€ IOHSITh, TOCYUTAEM BCE JOCTYITHBIE TJIATOJIbI U TOCMOTPHUM, B CKOJIBKUX aTprOyTax
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yroTpebJsieTcst KaskAbIH U3 HUX (TJIaros 3/lech — MepBoe CJIOBO Mepe/] TOo4epKIBa-
HUEM):

>>> from collections import Counter
>>> verbs = [x.split('_')[@] for x in attributes]
>>> pp(dict(Counter(verbs)))
{'api': 1,
‘connect': 96,
‘create': 36,

‘delete’': 56,
‘get': 2,
'list': 56,
'patch': 48,
'proxy': 84,
'read': 52,

'replace': 50}

[Ipomomxnum paboTy ¥ MOCMOTPUM MHTEPAKTUBHYIO CIIPaBKY /IS ONPEAEJEHHOTO
aTpubyTa:

>>> help(vl.create_node)
Help on method create_node in module kuber-netes.client.apis.core_vl_api:

create_node(body, **kwargs) method of kubernetes.client.apis.core_vl_
api.CoreV1Api instance
create a Node
This method makes a synchronous HTTP request by default. To make
an asynchronous
HTTP request, please pass async=True
>>> thread = api.create_node(body, async=True)
>>> result = thread.get()

:param async bool
:param ViNode body: (required)
:param str pretty: If 'true', then the output is pretty printed.
:return: ViNode
If the method is called asynchronously,
returns the request thread.

BsI Moskete morpo6oBaTh 1 y3Hath 6oJibiine 06 AP Paccmorpum obiiie oneparmm —
nepeynceHIe, Co3Iame, IPOCMOTP U yaaneHue oObeKTOoB.

MepeuncneHne 06bEKTOB

MoskHO TMEPEIYNCIUTD PA3JTNIHbIC THUITBI 00bekToB. Mena METO/I0B HAUMHAIOTCA ¢ 1ist_.
Bor IpuMep, B KOTOPOM TIEPEINCITIAIOTCA BCE TPOCTPAaHCTBA NMEH:

>>> for ns in vi1.list_namespace().items:
print(ns.metadata.name)

default
kube-public
kube-system
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Co3paHue 06bEeKTOoB

Yrob6bl co3naTh 06BEKT, HEOOXOANUMO MepeiaTh mapameTp body Metoay create. [lapa-
MeTp JoJKeH ObiTh Python-cioBapem, skBuBaieHTHBIM (aiiny KoHpuryparun YAML,
KoTopbiil ucnosbayercs ¢ Kubectl. Camblii mpocToii crioco6 caenats 5T0 — hakTHYeCKH
npumenuTh YAML, a 3artem saneiictBoBarh Mozsyab YAML Python (He BxoauT B cTaH-
JApTHYIO OMOIMOTEKY U YCTaHABAUBAETCS OTAEIBHO ), YTOObI IpounTarh daita YAML
U 3arpysuTh ero B cioBapb. Hampumep, uto6sr co3nath nginx-deployment ¢ Tpemst pe-
TIJINKaMU, MOSKHO B3STh Tako# (haiin konduryparuun YAML:

apiVersion: apps/vil
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 3
template:
metadata:
labels:
app: nginx
spec:
containers:
— name: nginx
image: nginx:1.7.9
ports:
— containerPort: 80

QT06H3KTaHOBHﬂbMOHyﬂbyamlPﬁmhon,BBeaHTeKOMaHHy
> pip install yaml
3areMm ciemyroliast TporpaMMa Python CO3/1aCT pa3BepThIBaHUeE:

from os import path
import yaml
from kubernetes import client, config

def main():
# Configs can be set in Configuration class directly or using
# helper utility. If no argument provided, the config will be
# loaded from default location.
config.load_kube_config()

with open(path.join(path.dirname(__file_ ),
'nginx-deployment.yaml')) as f:
dep = yaml.load(f)
k8s = client.AppsV1Api()
status = k8s_beta.create_namespaced_deployment(
body=dep, namespace="default").status
print("Deployment created. status='{}'".format(status))

if __pame__ == '__main__"':
main()
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MNpocMoTp 06bEKTOB

[TpocMOTp 0O6BEKTOB — 3TO pacinpeHHast BO3MOKHOCT. OHa peaTn30BaHa ¢ NCIIOIb30-
BaHMEM OT/IeJIbHOTO MO/LyJist watch. [lajiee ripejictaBiieH mpumMep Toro, Kak MocMoTpeTh
JIECSATH COOBITHIT TIPOCTPAHCTBA MMEH ¥ BBIBECTH UX HA 9KPAH:

from kubernetes import client, config, watch

# Configs can be set in Configuration class directly or using helper
utility
config.load_kube_config()
vl = client.CoreViApi()
count = 10
w = watch.Watch()
for event in w.stream(vl.list_namespace, _request_timeout=60):
print(f"Event: {event['type']} {event['object'].metadata.name}")
count -=1
if count ==
w.stop()

print('Done.")

Bbi3oB kubectl nporpaMmHo

Ecsu B He paspaboTynk Ha si3bike Python u ne xoture nanpsamyio o6pamarses k REST
API, y Bac ectb apyroii Bapuant. Kubectl ncmosbayercst B OCHOBHOM JJIst HHTEPAKTHB-
HOU pPaboThl B KOMaHAHON CTPOKE, HO HUYTO HE MEIIaeT BaM aBTOMAaTH3UPOBATH €ro
1 BBI3BIBATDH Y€Pe3 CKPUIITHI M IPOTPAMMbL. BOT HEKOTOPBIE U3 MPENMYIIECTB ITPUMeHe-
Hus kubectl B kauectse Bamero kinenta API Kubernetes.

Q Jlerko Haiit IIPpUMEDPDI [JIA 1106010 CrieHapus NCITOJIb30BaHUA.

Q Jlerko skcrnepuMeHTHPOBATh B KOMAHAHON CTPOKE, YTOOBI HAWTH IIPABUIBHYIO KOM-
OUHAIINIO KOMaH/[ U apPTYMEHTOB.

O Kubectl mogaepsnsaer oo B JSON uau YAML st mposeieHust GbICTPOTo pas-
6opa.

O Ayrenrtudukanus BCTpoeHa Ha yposHe kondurypauuu kubectl.

3anyck Kubectl n3 Python
C NOMOLLIO MOAY NS subprocess

1 cnosa pa6oraio ¢ Python, Tak uto Moskere cpaBHUTH OpUIHATBHBIN KaneHT Python
¢ HaTMcaHeM cBoero coberennoro. Y Python ects Momyss subprocess, cmocoGmHbri
3alycKaTh BHEITHUE TIPOTiecchl, Takue kak kubectl, v 3axBarsiBarh BbIBO/. BOT mpumep
Python 3, koropsrii camocrositesbHo 3ammyckaer kubectl 1 otobpakaer Hauasio BeIBOsIA:
>>> import subprocess

>>> out = subprocess.check_output('kubectl').decode('utf-8")
>>> print(out[:276])
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Kubectl ynpasiser menemxepom kiaactepa Kubernetes. JlononuurenbHyio nuaop-
MaITnio MOKHO HalTH Ha cTpaHuile github.com/kubernetes/kubernetes.
BoT HEeCK0JIbKO OCHOBHBIX KOMaH/L JIJIsSI HAUMHAIOI[UX:

O create — co3maTh pecypc, NCHOIb3ys MM daiiaa nim stdin;

a expose — B34ATb KOHTPOJIJIEP PEIVIMKAIlN, CEPBUC, PA3BEPTbIBaAHNE UJIN 110/1.

ODyukius check_checkout() 3axBaThIBAaET BbIBOJ B BUJIE MACCUBA 6aiiToB, KOTO-
PBIil [IJIsT KOPPEKTHOTO 0ToOpaskeHust HeoOxoaumo gekoauposats 8 UTF-8. Hemuoro
00006IIUB, MBI MOKEM CO3aTh yA00HYI0 GYHKIHIO Kk, KOTOPast IPUHIMAET TTapaMeTphl,
nepepatoruecs B kubectl, a 3arem gexonupyeT BBIBOJ U BO3BPAIIAET €TO:

from subprocess import check_output
def k(*args):
out = check_output(['kubectl'] + list(args))
return out.decode('utf-8')
Let's use it to list all the running pods in the default namespace:
>>> print(k('get', 'po'))

NAME Ready Status Restarts Age
nginx-deployment-6c54bd5869-9mp2g 1/1 Running 0 18m
nginx-deployment-6c54bd5869-1gs84 1/1 Running 0 18m
nginx-deployment-6c54bd5869-n7468 1/1 Running 0 . 18m

ITO HemIoxXast JeMOHCTPAIK, HO BCe 9TO MOKHO clleJlaTh 1 ¢ IoMolibio kubectl.
[To-HacTosIIEMY DTOT IIOAXO/I IIPOSBJIET ce0s1 IPH MCII0Ab30BAHUM IIAPAMETPOB CTPYK-
TYPUPOBAHHOTO BBIBO/IA ¢ (hJTaroM -o. DTO MO3BOJISIET ABTOMATHYECKHU TIPE0OPasoBaTh
pesybTaT B 00beKT s13bika Python. Bor mogudunuposannas sepcus Gynkunn k(),
KOTOPas B KAUeCTBe apryMeHTa MPUHUMAET KJIIOYEBOE CJI0BO use_json Tuia Boolean
(1o ymosryanuio false). Eciiu oH paBeH true, K KoMaHe J00aBJseTCS apaMeTp -o
json, Gaarogaps koropomy BbiBoz hopmaTa JSON nepesoautcs B 00beKT (CIOBAPD)
aspika Python:

from subprocess import check_output
import json

def k(use_json=False, *args):
cmd = [ 'kubectl']
cmd += list(args)
if use_json:

cmd += ['-0', 'json']
out = check_output(cmd)
if use_json:

out = json.loads(out)
else:

out = out.decode('utf-8")
return out

ITOT KO/ BO3BpallaeT MoJIHOMYHKIMOHAABHBINA 00bekT API, 110 KOTOpOMY MOKHO
MepeMeIaTbest U yrayOIsaThest Tak ke, Kak npu obpamiennn K REST API Hanpsimyto
WJIN € UCTIOJIb30BaHMEM ohUIManbHOTo Kiaventa Python:
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result = k('get', 'po', use_json=True)
for r in result['items']:

print(r[ 'metadata’][ 'name’'])
nginx-deployment-6c54bd5869-9mp2g
nginx-deployment-6c54bd5869-1gs84
nginx-deployment-6c54bd5869-n7468

[Tonpobyem ynanuTh deployment U OIOK/AEM, TIOKA Bee TIO/IbI He ncuesnyT. Komaria
ynanenust kubectl He mpuHUMaeT mapamerp -0 json (XOTsT OHA HOAIEPKUBAET -0 name),
MOATOMY TIPUMEHUM use_json:
k('delete', 'deployment', 'nginx-deployment')
while len(k('get', 'po', use_json=True)['items']) > ©:

print('.")
print('Done.")

Done.

Pacwumperne API Kubernetes

Kubernetes — upessbruaiino rubkas miargopma. OHa 03BoOJISET PACHIMPATL CBOI
API 3a cuer gobaBJIeHNs HOBBIX TUIIOB PECYPCOB, KOTOPBIE HA3bIBAIOTCS MOJb30Ba-
TeTbCKUMH. Ec 9TOro HeocTaToOYHO, BB aske MOKETe TpefocTaBuTh cBoii API-
cepsep, kotopsiii unrerpupyercs ¢ API-cepsepom Kubernetes B pamkax Mexanusma
1o/t Ha3BaHueM azpezavusi API. YTo MOKHO cJIesIaTh ¢ TT0JIb30BAaTEJIbCKUMU PECYP-
camu? MHoroe. Ber MoskeTe ¢ ux momotibio yipasisaTsh pecypcamu APT Kubernetes,
KOTOpBIE pacroiaraioTes 3a npejeaamu kiaactepa Kubernetes u ¢ koropbiMu ¢Bsi3bI-
BAIOTCsI BAlllX MTOJbI.

JlobaBJisist 9T BHELIHME PECYPChl B KaUecTBe [10JIb30BATEIbCKUX, Bl MOKETE I10-
JIVUUTD MOJTHOIIEHHOE TIPE/ICTABJICHIE O CBOEH CHCTEME U BOCIIOJIb30BAThCS MHOTMMMU
BoaMoxkHocTamu API Kubernetes, Takumu kak:

Q nomabszosBarenabckne Koneunnsie Toukn CRUD REST;

O ynpasiieHue BepCUsaMY,

O wHabJoaeHus;

Q aBroMaTHyecKasd MHTErpalus ¢ yHUBepcalibHbIMKU HHCTpyMeHTamMu Kubernetes.
JlpyrnMu BapraHTamMu IPpUMEHEHUS TI0JIb30BATEbCKUX PECYPCOB SIBJISIIOTCS MeTa-

JIAHHBIE JIJI51 TI0JIb30BATETCKUX KOHTPOJIJIEPOB U IIPOTPAMM aBTOMATHU3AIIMH.
I[Tosib30BaTeNbCKIE PECYPCHI, KOTOPbIE BIiepBble moasuinch B Kubernetes 1.7, sapis-

10TCS GOJTBIIMM IATOM BIIEPE/ 110 CPABHEHMIO € YCTAPEBIIUMI PECYPCAMU CTOPOHHMX
paspaboTunkos. [aBaiiTe HOCMOTPUM, YTO OHU COGOM IIPEACTABIISIOT.

[MOHMMaHWEe CTPYKTYPbI MOb30BATENIbCKOrO pecypca

Y106BI MOKHO OBLIO yeIlelnHo B3anMoeiictosarh ¢ API-cepsepom Kubernetes, cro-
POHHUE PeCYPCHI IOJKHBI COOTBETCTBOBATH HEKOTOPBIM OCHOBHBIM TpeboBaHmsiM. [10-
IOGHO BCTpoeHHBIM 00beKkTaM APT, OHU OJKHBI HUMETH CJIEYIOTIIE OIS
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apiVersion — apiextensions.k8s.io/vlbetal;
metadata — cranzaprHbie MeTaganHbie 00bekTa Kubernetes;
kind — CustomResourceDefinition;

spec — OIIMCBIBAET, KaK peCypPC BbITJIAINUT B APIn MHCTPYMEHTAX;

0O0D0DD

status — omnpenesnser tekytiee coctosgHue CRD.

BHyTpeHHsIsI CTPYKTYpa Clielu(UKaIiy BKIOYAET B ceOst CIEYIOIIIe MOJISE: TPYIIILY,
uMeHa, 00JIaCTh IeWCTBYSI, IPOBEPKY U Bepcuio. CTaTyc COAEPIKUT M0Jst acceptedNames
u Conditions. B cienyiomiem paszedie s mpuBey puMep, KOTOPBIN pa3bscHsIET CMbICI
3TUX IOJei.

OnpeaeneHne Nosb30BaTeNbCKUX PeCYpPCoB

Jlist pa3paboTKH TI0JIb30BATEIBCKOIO Pecypca HysKHO CO3/aTh ero ONpeAe/IeHUe, TAKKe
ussecrHoe kak CRD. Ileab cocrout B ToM, uTo0bI onpegeenne CRD miaBHo MHTErpupo-
Basoch ¢ cuctemoit Kubernetes, ee API 1 mHcTpyMeHTaMu, IT0STOMY HaM IPUIETCS IPENO-
CTaBUTHh MHOTO MH(opMari. /laree mpuBeieH mpuMep ToJIb30BaTEIbCKOT0 pecypca Candy:

apiVersion: apiextensions.k8s.io/vlbetal
kind: CustomResourceDefinition
metadata:
# name must match the spec fields below, and be in the form:
<plural>.<group>
name: candies.awesome.corp.com
spec:
# group name to use for REST API: /apis/<group>/<version>
group: awesome.corp.com
# version name to use for REST API: /apis/<group>/<version>
version: vi
# either Namespaced or Cluster
scope: Namespaced
names:
# plural name to be used in the URL: /apis/<group>/<version>/<plural>
plural: candies
# singular name to be used as an alias on the CLI and for display
singular: candy
# kind is normally the CamelCased singular type. Your resource manifests
# use this.
kind: Candy
# shortNames allow shorter string to match your resource on the CLI
shortNames:
- cn

Co3smaanM ero:

> kubectl create -f crd.yaml
customresourcedefinition "candies.awesome.corp.com” created

O6paTI/ITe BHUMaHUE Ha TO, YTO UM ME€Ta/[aHHbIX BO3BPaAIIla€TCA BO MHOKECTBEHHOM
qucJie. TeHepb y6elII/IMC51 B TOM, 4TO OHO JOCTYIIHO:
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> kubectl get crd
NAME AGE
candies.awesome.corp.com 17m

EcTb Takske HOBasg KoHeuHast Touka AP 71t ynipaBieHUS HOBBIM PECYPCOM:

/apis/awesome.corp.com/vl/namespaces/<namespace>/candies/

JlJ1st jocTya K Hell BOCIIOJIb3yeMCcsl HAIllUM KOZoM Ha si3bike Python:

>>> config.load_kube_config()

>>> print(k('get', 'thirdpartyresources'))

NAME AGE
candies.awesome.corp.com 24m

MHTerpauusi nonb30BaTeNbCKUX PECYPCOB

ITocse coznanust oObekTa CustomResourceDefinition Bbl MOXKeTe cO3/1aBaTh COOCTBEH-
HBbIE PECYPCBI ATOTO TUTIA, B YaCTHOCTH Candy (310 Candy B (hopmate CamelCase). Candy
MOJKET CO/IEPKATh HY KHbBIE 110J1s1 ¢ TIpou3BoJibHBIM JSON-Ko10M. B crienyionem pume-
pe HacTpauBaeTcs moJie flavor B 00bekTe Candy. ITojie apiVersion OCHOBaHO Ha IpyIine
u mosisix Bepewit crertuukarmn CRD:

apiVersion: "awesome.corp.com/v1"
kind: Candy
metadata:
name: chocolatem
spec:
flavor: "sweeeeeeet"

Bbl MokeTe 106aBUTH TPOU3BOJILHBIE [TOJIST B CBOU PECYPCHL. ITO MOTYT OBITH JIIOObIE
srayenus opmara JSON. Obparure BHUMaHUE Ha TO, YTO ITU IOJISL HE ONPe/e/IeHbI
B CRD. Pastble 00beKTbI MOI'YT UMEThb pasHble Mo/t IIpucTynmm K co3aHuio:

> kubectl create -f candy.yaml
candy "chocolate" created

Ha stom stane yrusmra kubectl cioco6na paGorars ¢ o6bekTaMu Candy TOYHO Tak
JKe, Kak ¢ OOBIYHBIMU BCTPOEHHBIMU OObekTamu. OOGpaTuTe BHUMAHWE, 4TO ITPU UCTIOJIb-
sosanuu kubectl vMeHa pecypcoB He 3aBUCST OT perucTpa:

$ kubectl get candies
NAME AGE
chocolate 2m

MBI Takke MOKeM IPOCMOTpPeTh HeoOpaboTaHHble gaHHbie JSON, IPUMEHUB CTaH-
JapTHBIA (ar -o json. Ha aToT pas st BO3bMy KOPOTKOE UMSI ch:

> kubectl get cn -o json

{
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"apiversion": "v1",
"items": [
{
"apiVersion": "awesome.corp.com/v1i",
"kind": "Candy",
"metadata”: {

"clusterName":

"creationTimestamp"”: "2018-03-07T18:18:42Z",

"name": "chocolate",

"namespace"”: "default",

"resourceVersion": "4791773",

"selfLink": "/apis/awesome.corp.com/vl/namespaces/default/
candies/chocolate”,

"uid": "f7a6fd80-2233-11e8-b432-080027c94384"

i)
"spec": {
"flavor": "sweeeeeeet"
}
}
1,
"kind": "List",
"metadata"”: {
"resourceVersion": "",
"selfLink": ""
}

OurHanM3aumsa NoNb30BaTENbCKUX PeCcypcoB

I[Tosb30oBaTeIbCKIE PECYPCHI HOAAEPKUBAIOT (PMHAIM3ATOPbI, KaK 1 CTaHAAPTHbIE 00beK-
Tl API. Dunamms3aTop — 970 MEXaHU3M, B KOTOPOM OOBEKThI He YAAJISFOTCS HEMEIJICH-
HO, UM IIPUXOJMUTCS KAATh CIIEIMAIbHBIX KOHTPOJLIEPOB, paboTalomux B (GOHOBOM pe-
JKVIMe 1 HaOJTIO/IA0INX 32 3alIpocaMi Ha yaieHue. KoHTpoJuiep criocobeH pUMeHsITh
Ji00ble apaMeTphl OYUCTKH, a 3aTeM YIAIATh CBOM (DUHAIU3ATOP U3 1eJIEBOr0 0ObEKTA.
K ogHoMy 00beKTY MOKHO IIPUMEHUTD HECKOJIbKO (huHaansaTopos. Kubenetes Gyuaer
JKIATh, TIOKa BCe OHU OYAYT yIaJleHbl, U TOJBKO 3aTeM yaaauT oobekT. Dunammsaropst
B METAJIaHHbBIX — 9TO IIPOCTO MPOU3BOJIbHBIE CTPOKU, KOTOPBIE OIIPE/IENSIET COOTBET-
CTBYMOIINI KOHTPOJLIEp. BoT mpumep ¢ 00bekToM Candy, MMEIOIIIM jiBa (DUHATH3ATOPA,
eat-me n drink-me

apiVersion: "awesome.corp.com/v1"
kind: Candy
metadata:
name: chocolate
finalizers:
— eat-me
— drink-me
spec:
flavor: "sweeeeeeet"
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YTBEpXXAEHME NONb30BaTENbCKUX PECYpPCOB

B CRD Mmoo 106aBuThH M1060€ 10Jte. V3-32 3TOTO MOTYT BO3HUKHYTH HEKOPPEKTHBIE
omnpenesiernst. B Kubernetes 1.9 nosisusicst mexanusm riposepku CRD Ha ocHOBe cxXeMbl
OpenAPI V3. OH Bce ellle HAXOAUTCS B CTaAUU OeTa-TeCTUPOBAHUA U OTKJIIOUAETCS
¢ MIOMOIIBIO TTapaMeTpa gate 1pu 3amycke cepsepa API:

--feature-gates=CustomResourceValidation=false

B CRD Bl 1o6aBJisieTe pasjiesi IPOBEPKU B crielupUuKaIinio:

validation:
openAPIV3Schema:
properties:
spec:
properties:
cronSpec:
type: string
pattern: '~(\d+|\*)(/\d+)?(\s+(\d+|\*)(/\d+)?){4}$"
replicas:
type: integer
minimum: 1
maximum: 10

Ecsu BbI TIOTIBITAETECH CO3/1aTh 0OBEKTHI, KOTOPBIE TIPOTUBOPEYAT ClienuduKaImm,
TO nostyurte cooduietune 06 omubke. [TogpoGHee o cxeme Open API Moskere pounTaTh,
3ali/1s1 Ha cTpaHuILy bit.ly/2FsBfWA.

Arperaumna API-cepsepoB

Cnemmndurarun CRD mpekpacHO MOAXOST, KOT/IA BaM HY’KHO BBITTOJTHUTH JIUITH HEKNe
CRUD-omnepaiiuu co cBOUMHU COOCTBEHHBIMHU TUITAMU. BBl MOKETE TIPOCTO OTIEPETHCS
Ha API-cepsep Kubernetes, koTopsiii Gy1eT XpaHUTh Balii 0GbEKTHI U TPEOCTABIIATH
nognepskky API u wHTEerparmo ¢ mHCTpyMeHTamu, TakuMu Kak kubectl. Moskere 3a-
MYCKATh KOHTPOJLIEPBI, KOTOPBIE CJIESAT 32 BAIIUMU OOBEKTAMI, U BBITOJHITH HEKOTO-
pbie omeparuu, Korja e cosfaiorest, o6HoBIstioTest uin yaasisiores. Ho CRD umeror
orpanndenus. Ecim BaM Hy KHBI OoJiee cJIoKHbIe (DYHKIMY ¥ HACTPOIKH, UCIIOJIb3YiiTe
arperanuio API-cepsepos u Hanummure cobcrsernbiii API-cepsep, koTopomy OyayT
neneruposarbest obsannocT API-cepsepa Kubernetes.

Bamr API-cepsep Gyzer 3ajgeiicTBOBaTh TOT ke MexaHusM, uto u API-cepsep
Kubernetes. Bor HekoTopble U3 pacUMPEeHHbIX BO3MOKHOCTEM.

Q VYupasienue XpaHeHHEM BalllX 0ObEKTOB.
O MyJabTUBEPCUOHHOCTD.
Q IToabsoBatenbckue onepaiuu noMmumo CRUD (nanpumep, exec uiu scale).

Q Hcnonb3oBanue gaHubix B hopmate protobuf.
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Hanucanue pacmupsiomniero API-cepsepa — aTo HeTpuBHasibHas 3a/1a4a. Eciu BbI
permTe, 9TO BaM HY KHA BCS 9Ta MOTITh, 1 PEKOMEH/IYTO BOCIIOJIB30BaThCs MpoekToM API
Builder: github.com/kubernetes-incubator/apiserver-builder.

API Builder npezocrasisier cieyioniie BO3MOKHOCTH.

a C60pKa OHpelIe]IeHI/Iﬁ BCEX TUIIOB, KOHTPOJLJIEPOB, TECTOB, a TAKKE JJOKYMEHTAIINN.

QO BsezeHne pacnMpeHHOTO YIIPABJISAIONIETO YPOBHS, KOTOPBIH MOXKHO 3aITyCKaTh JIO-
KaJbHO, BHYTpH Minikube wiu B peasbHOM yaieHHOM KiacTepe.

O CoszmaHiie CTeHEPUPOBAHHBIX KOHTPOJLIEPOB, KOTOPBIE CMOTYT OTCJIEKUBATh U 00-
HOBJIATH 00beKThl API.

Q /ob6asienue pecypcos (BK/IIOYAs IIOAPECYPCHI).

O Haiuuue 3HaYeHWIT 10 YMOJTYAHWIO, KOTOPBIE TPU HEOOXOIMMOCTH MOMKHO Tepe-
OIIPE/ICIIUTD.

Ncnonb3oBaHMe KaTanora CeEpBMCOB

ITpoekt katasora cepsucos Kubernetes mosBosisier 6e3 Tpyaa u 6e360/1e3HEHHO MHTE-
IPUPOBATH JIIOOBIE BHEIITHIE CEPBUCHL, TIO//IepskuBaoniie crerudukarimo Open Service
Broker API: github.com/openservicebrokerapi/servicebroker.

ITess Open Service Broker API 3akitouaercst B TOM, 4TOGBI [ieJIaTh TOCTYITHBIMU
BHELTHNE CEPBUCHL s JI000H 00JauH0l cpebl Yepes CTaHAaAPTHYIO Crenn(UKaIuIo
C TOAIEP/KKOI JOKYMEHTALUU U KOMILJIEKCHOIO Habopa TeCTOB. DTO I03BOJISIET IIPO-
BalifiepaM peajiM30BbIBATh €IUHYIO CIEIU(BUKAIIUIO W MOAEPKUBATh HECKOJIBKO 00-
JIaYHBIX cpeil. Ha cerogusamnmii 1eHb nmoaepkuBaiorcs Takue cpeabl, kak Kubernetes
u CloudFoundry. Maer pabora Haz IIMPOKUM IIPOMBIILIEHHBIM BHEAPEHUEM IIPOEKTA.

Karasior cepBucos 0coGeHHO 10JI€3€H /11 UHTErPALUU CEPBUCOB, IIPEA0CTABISEMbIX
nposaiigepamu 001auHbIX maaTGopM. BoT mpuMepb! TakiX cepBUCOB:

Q Microsoft Azure Cloud Queue;
O Amazon Simple Queue Service;
O Google Cloud Pub/Sub.

Taxas ciocobHOCTh — 6J1aT0 JJIsT OPraHU3AIUEL, IPUBEPIKEHHBIX 001aKy. Bbl 10~
JlydaeTe BO3MOKHOCTD cOo3[laBaTh cBoto cucteMy Ha Kubernetes, Ho Bam He HYKHO
PasBEPTHIBATD KAXK/IbIH CEPBUC, YIPABJISTH UM U 0OCIYKUBATH €0 B CBOEM KJIACTEPE
camoctosTesbHo. OTIaB Bee ATO Ha OTKYII PoBaiiiepy 06Jiaka, Bbl GyieTe HaCaAaK 1aThCst
rryGOKON MHTErpalueii 1 cocpesoTOUNTeCh Ha CBOEM TIPUIIOKEHUH,

Karasior yeayr MoskeT cenars Bair kiaactep Kubernetes mosHOCTbI0 aBTOHOMHBIM,
MO3BOJISISI TIPEIOCTABIIATH PECYPChl obiaka yepes cepsuc-6pokepos. Eliie He Bce roToBo,
HO HallpaBJieHre MHOToOOeIaloIIIee,

Ha sTom 3aBepinaem obcyskieHue poctyia k Kubernetes u ero pacimpenust usBse.
Jasiee paccMOTpUM HACTPOIKY BHYTpeHHeil paborel Kubernetes uepes ponosnenust.
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HanucaHue gononHeHu Kubernetes

3nech MBI orpy3uMcst B matdopmy Kubernetes n nayanmcs nemob3oBath ee 3HaMe-
HUTYIO THOKOCTD U PACITHPSIEMOCTD. Y3HAEM O PA3IMIHBIX ACTEKTaX, KOTOPbIE MOKHO
HAaCTPOUTDH € ITOMOIIBLIO JIOTIOJHEHUH, 1 0 TOM, KaK peajln30BaTh Takue JOIOJHEHU
u uHTerpuposath ux ¢ Kubernetes.

Co3aaHne Nonb30BaTENbCKOro
AONONHEHNS-NNAHNPOBLLMKA

Kubernetes mosuiimorupyeTcst Kak cucTeMa IJIaHMPOBAHUS KOHTEITHEPOB U YITPABJICHUST
umn. Takum 06pasom, IJIAHUPOBITMK — 9TO Hanbosiee BaskHbIid kKomnonenT Kubernetes.
Kubernetes nocrapiisiercst ¢ TUIAHUPOBIIUKOM 0 YMOJTYAHHUTO, HO TO3BOJISIET TTHCATD JI0-
MOJTHUTENIbHBIC TIAHUPOBITUKI. UTOOBI cO3/1aTh COOCTBEHHBIN MIAHUPOBIIHK, HYKHO
TIOHATD, 4TO OH /IeJIAeT, KaK YIIAKOBaH, KaK Pa3BepHyTh IIJIaHUPOBIIUK U MHTETPUPOBAThH
ero. Mlcxomublil KO/ TIITAaHWPOBIMKA TOCTYTIEH 371eck: github.com/kubernetes/kubernetes/
tree/master/pkg/scheduler.

Jlanee mMbl HO[[pO6HO paccMOTPUM MCXOIHBIN KO/, a TaKKe THUIIbI JAHHBIX U aJT0-
PUTMBI.

ApxuTekTypa nnaHupoBluuka Kubernetes

3ajaya NTAaHUPOBITUKA — HAUTHU y3€J JIJIsl BHOBb CO3/IAHHBIX WJIH TIEPE3aIyeHHbIX
0JI0B, co3/1aTh TpUBA3KY Ha API-cepBepe u 3amyctuthb ero Tam. Eciu nimanupoBImmk
He MOKeT HAWTH TOAXO/SAINHN y3eJ1 [IJIs 10712, OH OCTAHETCA B COCTOSHUHN OKUIAHUS.

MnaHnpoBLUKMK

Boubiast yacth paboThI JTAHUPOBIIMKA JOBOJBHO O0IIAsi — OTPEETUTh, KAKUE MObI
HYKIAI0TCH B IJIAHUPOBAHKUM, OOHOBUTH UX COCTOSIHME M 3allyCTUTh HAa BHIOPAHHOM
y3aJie. HacTpamBaeMbIM acrieKTOM SIBJISIETCSI COMOCTABJIEHUE TTO/IOB ¢ y3jaMu. Komania
Kubernetes npusHaia HeoOX0AUMOCTD 110JIb30BATEIBCKOTO [IJIAHUPOBAHMS, a OO
IJTAHUPOBIIUK MOKeT ObITh CKOH(MUIYPUPOBAH ¢ IPUMEHEHHEM PasHbIX aJlOPUTMOB
ITAHUPOBAHUA.

OcCHOBHOI THII JIaHHBIX — struct Scheduler, oH cofiep;kutT Config struct ¢ MHOXe-
CTBOM CBO#iCTB (CKOPO 3TO OyzieT 3amMeHeHo unTepdeiicom configurator):

type Scheduler struct {
config *Config

}
Bor Config struct:

type Config struct {
SchedulerCache schedulercache.Cache
Ecache *core.EquivalenceCache
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NodelLister algorithm.NodelLister
Algorithm algorithm.ScheduleAlgorithm
GetBinder func(pod *v1.Pod) Binder
PodConditionUpdater PodConditionUpdater
PodPreemptor PodPreemptor

NextPod func() *vi1.Pod

WaitForCacheSync func() bool

Error func(*vl.Pod, error)

Recorder record.EventRecorder
StopEverything chan struct{}
VolumeBinder *volumebinder.VolumeBinder

BosbiMHCTBO 3TUX CBOUCTB — MHTEPMENCH, II09TOMY Bbl MOKETE HACTPOUTH ILjIa-
HUPOBIIHK JI7IsT 00eCTIeUeHnsT HeCTaHAapTHOH hyHKImonamrsrocT. Oco6yio posb B Ha-
CTPOIiKe IJIaHUPOBAHUS 110/10B UTPAET AJITOPUTM IJIAHUPOBIIUKA.

Perucrpaums npoBanaepa anroputMa

[TnanupoBIIMK NMeeT KOHIIETIINIO TIPOBali/iepa aJropuTMOB 1 alropuTMa. Bmecte oHn
MTO3BOJISIOT 33/I€HICTBOBATH CyIleCTBEHHBIE (DYHKITMOHAJIbHBIE BO3MOKHOCTU BCTPOEH-
HOT'O [LJIAHUPOBIIKMKA, YTOObI 3aMEHUTh OCHOBHOMN aJITOPUTM ILIAHUPOBAHMUS.

[IpoBaiizep afTOpUTMOB TTO3BOJSIET PETUCTPUPOBATH HOBBIE TTPOBANIEPBI AJITOPUT-
MOB ¢ noMoiipio dabpuku. B Kubernetes yske saperncTpupoBaH OfinH I10J1b30BaTENb-
cKuil mposaiiziep o HazBanueM ClusterAutoScalerProvider. [lo3aHee Mbl yBUANM,
KaK IJIAHUPOBIIUK OIPeJIeJisieT, KaKol MpoBaii/iep aJropuTMOB UCII0JIb30BaTh. Kiiio-
yeBO (hails BRITTISAUT Tak: github.com/kubernetes/kubernetes/blob/master/pkg/scheduler/
algorithmprovider/defaults/defaults.go.

Dyukims init() gesmaer BbI30B registerAlgorithmProvider (), KOTOPBII BbI T0JK-
HbI PACHUIUPHUTD, YTOOBI JOOABUTH IIPOBaAEp aJropruT™Ma K IpoBaiigepam 110 yMOIUAHKIO
1 autoscaler

func registerAlgorithmProvider(predSet, priSet sets.String) {
// PerucTpupyeT npoBaiifepbl anropuTMoB. O YMONYaHWUK Mbl UCNONAb3YyeM
// ‘'DefaultProvider', Ho nonb3oBaTeNb MOXeT yKa3aTb ApPYyron npoBanaep
// c nomowblo dnara.
factory.RegisterAlgorithmProvider(factory.DefaultProvider, predSet,
priSet)
// AnropuTtm, noaxXojAwui AnA aBToMacwTabupoBaHuA kiacTepa.
factory.RegisterAlgorithmProvider(ClusterAutoscalerProvider, predSet,
copyAndReplace(priSet, "LeastRequestedPriority", "MostRequestedPriority"))

[Tomumo perucrpanuy nposaiizepa, HeoOX0AUMO 3aPEruCTPUPOBATh MOAXOAANIAN
npefnKaT 1 GYHKITMIO TPUOPUTETA, C TIPUMEHEHNEM KOTOPBIX (DAKTUYECKU TIPOUCXOIUT
IJIAHWUPOBAHME.

Bbr MoskeTe ucnosb3oBath pabpuunbie hyHKIMKM RegisterFitPredicate() u Regi-
sterPriorityFunction2().
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KoHdurypupoBaHue nnaHMpoBLUMKa

AJTOPUTM MJIAHUPOBITUKA — 9TO YacTh KoHpurypanuu. [Tosp3oBaTebckue IaHupoOB-
UKW MOTYT peain3oBaTh unrepdeiic ScheduleAlgorithm:

type ScheduleAlgorithm interface {

Schedule(*v1.Pod, NodelLister) (selectedMachine string, err error)

Preempt(*v1l.Pod, NodelLister, error) (selectedNode *v1.Node,
preemptedPods []*v1.Pod,
cleanupNominatedPods []*v1.Pod,
err error)

Predicates() map[string]FitPredicate

Prioritizers() []PriorityConfig

[Tpu 3amycke nmyIaHMPOBIINKA B KaUeCcTBE apryMeHTa KOMaH/IHON CTPOKU MOKHO
yKasaTh UMSI TI0JIb30BATETHCKOTO TIJTAHWPOBIINKA WJIA TIPOBaiiiepa MmoIb30BaTETbCKOTO
ajiropuT™a. EC/IM HYE OIMH 13 HUX He MTPeA0CTaB/IeH, OyAeT CII0Ib30BaThCs IIPoBaiiaep
QJITOPUTMA TIO YMOJTYaHNT0. APTyMEeHTaM1 KOMaH/THOW CTPOKU JIJIsI TIITAaHUPOBIIUKA
ABJIAIOTCA --algorithm-provider u --scheduler-name.

YnakoBKa naaHnpoBLUnKa

[Tosb30BaTeIbCKIIA TVIAHUPOBIIMK paboTaeT Kak Iojl BHyTpH TOro ke Kiactepa Kubernetes,
32 KOTOPbIit oH oTBevaeT. OH 10/KeH OBITH YIIAaKOBaH KaK 06pa3 KoHTeiHepa. /[aBaiite Bo3b-
MeM KOIIHIO CTaHAapTHOro TiaHposirka Kubernetes st ieMoHcTpaimoHHbIX 1e1eit. Mbl
MOJKEM Co6paTb Kubernetes n3 ncxoanoro koza, 4toOnt MOJIy4rTh 006pa3 MJIaHUPOBIINKA:
git clone https://github.com/kubernetes/kubernetes.git

cd kubernetes
make

Cospnaiire caexyronuit Dockerfile:

FROM busybox
ADD ./_output/bin/kube-scheduler /usr/local/bin/kube-scheduler

Wcniosb3yiite ero 1jist co3panus tuia obpasa Docker:

docker build -t custom-kube-scheduler:1.0 .

Hakower, omecture 06pa3 B peectTp KOHTEHHEPOB. 3/1ech s1 OyLy UCIOTIb30BaTh
DockerHub. Heo6xoaumo cosaarh yuernyto samch Ha DockerHub u Boiitu B cucremy,
[PEKIEe YeM OMECTUTh 06pas:

> docker login
> docker push glgl/custom-kube-scheduler

O6paTuTe BHUMaHKE Ha TO, 4TO S CO3JaJ IJIAHMPOBIINK JOKaIbHO, a B Dockerfile
MPOCTO CKOIMPOBAJI €r0 ¢ X0cTa B 00pas. ITo paboTaeT npu pasBepThIBAHUN HA TOI Ke
OC, ¢ xoropoii Bl paboraere. Eciiit 910 He Tak, Jydllle BCTaBUTh KOMaHIbl COOPKU
B Dockerfile. HemoctaTkoM 3TOTO 1M0IX01a SBJISIETCS TO, YTO BaM TPUAETCS TOMECTHTh
B 00pas Bech ko Kubernetes.
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Pa3BepTbiBaHME NO/1b30BaTEbCKOro MjaHMpPOBLUMKA

Teneps, Korja 06pas MIaHUPOBIIUKA COOPaH U IOCTYIICH B PEECTPE, HYKHO CO3/IaTh JIJIsI
Hero pasBeprhiBanue Kubernetes. TIaHMPOBIIMK, KOHEUHO, KDUTHUECKH BAsKEH, T10-
HTOMY MbI MOKEM KCII0Jb30BaTh camy 1atdopmy Kubernetes, uro6nl rapanTrpoBaTh,
4TO OH Beerga Oyaer paborars. Crenyiomuil gaitn YAML onpenesier passepTbiBaHUE
C OJTHOW PETJINKON U HECKOJTBKUMU JOTIOJHUTETBHBIMI BO3MOKHOCTSIME, TAKUMI Kak
MIPOBEPKA JKUBHECTTOCOOHOCTH ¥ TOTOBHOCTH:

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
component: scheduler
tier: control-plane
name: custom-scheduler
namespace: kube-system
spec:
replicas: 1
template:
metadata:
labels:
component: scheduler
tier: control-plane
version: second
spec:

containers:

— command:
/usr/local/bin/kube-scheduler
--address=0.0.0.0
— --leader-elect=false
--scheduler-name=custom-scheduler
image: glgl/custom-kube-scheduler:1.0
livenessProbe:

httpGet:
path: /healthz
port: 10251
initialDelaySeconds: 15
name: kube-second-scheduler
readinessProbe:
httpGet:
path: /healthz
port: 10251
resources:
requests:
cpu: 'e.1'

M4 nmanuposinka (31ech custom—scheduler) nMeeT 3HaueHue U J0JIKHO ObITh
YHUKaJIbHBIM. Ero 6y,uyT HUCIOJIb30BaTh 11037Ke /11 CBA3bIBAHUA 110JI0B C IIJIAHUPOB-
LIMKOM, YTOODbL samianrposath ux. O6paruTe BHUMaHKE Ha TO, YTO M0JIb30BATEIbCKHIIA
MJIAHUPOBIIUK IPUHAJIEIKUT IIPOCTPAHCTBY UMEH kube-system.
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3aI'IYCK €Lle O0AHOro noJsib30BaTe/IbCKOro MNiaHMpoBLUMKa B KnacTepe

3aIlyCTUTh ellle OIH I0JIb30BaTeIbCKNUH IIITAaHUPOBIIUK TaK JKe IIPOCTO, KaK U CO3/1aTh
pasBeprbiBaHue. B 5TOM Kpacorta mHKancyauposanuoro noaxozaa. Huxe Kubernetes
3amMyCTUT BTOPOH TIaHUPOBIINK (UTO HEOPAMHAPHO caMo 1o cebe), He 3Hast pH
3TOM, UTO Ha caMoM Jiesie iporcxoant. Kubernetes mpocto passeprer ero kax ao6oii
JAPYroii 110J1, TOJIbKO B JAaHHOM CJIydae 9K3eMILIAP 110/ia ABJISeTCs 110JIb30BaTeIbCKUM
[IJIAHUPOBIIMKOM:

$ kubectl create -f custom-scheduler.yaml

ITpoBepnM, paboOTaET JIH IO/ TIAHUPOBITHKA:

$ kubectl get pods --namespace=kube-system
NAME READY STATUS RESTARTS AGE

custom-scheduler-7cfc49d749-1wzxj 1/1 Running 0 2m

ITosp3oBaTebCKMI IIJITAaHUPOBIINK 3allyIIE€H.

HasHauyeHMe noaoB Nosib30BaTENbCKOMY MIAHUPOBLLMKY

Wrak, 110J1b30BaTeIbCKHIL IJIAHUPOBIIUK PAOOTAET BMECTE C ILIAHUPOBIIMKOM 110 YMOJI-
yanuio. Ho kax Kubernetes BbI6I/IpaeT, KaKOH 13 HUX MCMOJIb30BaTh, KOT/A IO HY K/1a-
ercsd B anuposanun? OTser Takoii: pemaer noj, a He Kubernetes. Cueruduxaims
oJIa UMeeT HeobsI3aTesIbHOE 1oJie UMEHHM TUTaHupoBInuKa. Ecim ero wer, 6epeTCH ia-
HUPOBIIUK 110 YMOJTYAHUIO, B IPOTUBHOM CJIy4Yae — YKa3aHHBIN IMJIAHUPOBIINK. VIMeHHO
[I09TOMY MM€HA I10JIb30BATE/IbCKUX ILJIAHUPOBIIUKOB J[OJIXKHbBI OBITDH yHUKaIbHbIMA. VMt
TUIAHUPOBIINKA 110 YMOJ4aHuio — default-scheduler Ha ciydail, eciu Bbl XOTUTE yKa-
3aTh €T0 IBHO. BoT onpeziesiennie moia, KOTOPBIT 6szeT IJIAHUPOBATHCA C IPUMEHEHUEM
[JIAHUPOBIIMKA 110 YMOJJTYAHUIO:
apiVersion: vl
kind: Pod
metadata:
name: some-pod
labels:
name: some-pod
spec:
containers:
— name: some-container
image: gcr.io/google_containers/pause:2.0

Yr1o06BI custom-scheduler MJIAHWUPOBAJ ATOT IO/, U3BMEHUTE ero creruduKaIno
CJIEYIONIM 00pPa3OM:
apiVersion: vl
kind: Pod

metadata:
name: some-pod
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labels:
name: some-pod
spec:
schedulerName: custom-scheduler
containers:

— name: some-container
image: gcr.io/google_containers/pause:2.0

[MpoBepwnM, 3an1aHMPOBAHbI X HALWIKX NOAbI
C MOMOLLbIO NMOJIb30BATEJIbCKOIo MNMj1aHNpoOBLLUNKA

Cy1ecTByeT JiBa OCHOBHBIX crtocoba MPOBEPKY TOTO, YTO MO/l 3aTIAHUPOBAHBI TIPa-
BUJIBHBIM MJIaHUPOBIIUKOM. Crtoco6 mepBblil: co3aBaiiTe MOIbl, KOTOPbIE TOJIKHBI
OBITH 3allJTAHUPOBAHBI C TTOMOIIBIO TOJH30BATEIbCKOTO IIJIAHUPOBIIUKA, TIEPE]l Pas-
BepThIBaHUEM TOceiHero. KoHTeliHepbl OCTAHYTCSA B COCTOSHUU OXUTAHUSA. 3aTeM
pasBEpHUTE MOJb30BATEIbCKUN TVIAHUPOBIIUK, U OTJIOKEHHDIE TTO/(bI OY/IyT 3allJIaHu-
POBaHbBI 1 3aITYIICHBI.

Criocob BTOPOIi: TPOBEPbLTE JKYPHAIBI COOBITHIT U TPOCMOTPUTE 3aMJTaAHMPOBAHHbBIE
COOBITHS € TOMOIIBIO KOMaH/IBI:

$ kubectl get events

cnonb3oBaHMe BEO-XYKOB A1 KOHTPONSA AOCTynNa

[Tnarcopma Kubernetes Beera mpeoctasiisijia BOSMOKHOCTb HACTPOUTH KOHTPOJIb /10~
cryna. B aToii cucteme KOHTPOJIb 10CTYIIA COCTABIAIOT Ay TeHTU(PUKAIN, aBTOPU3AIIH
U yrpaBJieHHe BXOA0M. B paHHUX BepcHsiX 9T0 OBLIO CAETAHO ¢ IOMOIIBIO 0TOJTHEHHI,
KOTOpBIe TpebOBaJIM IPOrPAMMUPOBaHUS Ha si3bike GO, yCTAaHOBKU B Balll KJIacTeP, pe-
rucTpanuu u Apyrux mnporeayp. Tenepb Kubernetes mosBoiisier HacrpanBaTh BeO-XyKu
JUUISL TIPOBEPKU MOJIMHHOCTH, aBTOPU3AIMK U KOHTPOJIL TOCTYIIA.

Beb-xykn ana ayteHTUMKaumm

Kubernetes mo3BoJisieT pacimupsTh mporece ayTeHTH(hUKAIINT TyTeM BHEIPEHUs BeO-
xykoB st Bearer Token. [Ijis1 atoro tpebyercst mHbopMaIins 0 TOM, Kak MOJYYUTh 10-
CTYII K CEPBUCY yAAJIEHHON ayTeHTH(UKAIINN, U O JVTUTETbHOCTA IPUHSATHS PENIEHUS
06 ayrenTudukanun (10 yMOJTYaAHIIO — 2 MUHYTHI).

YT00bI MPEAOCTABUTH MAHHYI0 HH(MOPMAIIUIO U BKIIOYUTH Ay TEHTU(DUKAIHOHHBIE
BeO-xyKH, 3amycrute API-cepBep co CIeAyomuMu apryMeHTaMu KOMaH/THON CTPOKH:

U --runtime-config=authentication.k8s.io/vlbetal=true;
O --authentication-token-webhook-config-file;

0 --authentication-token-webhook-cache-ttl.
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®Daiisr koHburypaiuu ucrosb3yer popmat kubeconfig. Bor npumep:

clusters:
- name: remote-authentication-service
cluster:
certificate-authority: /path/to/ca.pem
server: https://example.com/authenticate

users:
- name: k8s-api-server
user:
client-certificate: /path/to/cert.pem
client-key: /path/to/key.pem

current-context: webhook
contexts:
- context:
cluster: remote-authentication-service
user: k8s-api-sever
name: webhook

O6paruTe BHUMaHUE HA TO, YTO KJIUEHTCKUN cepTU(UKAT U KU JTOJKHBI ObITh
npezgocraBiensl Kubernetes /st B3auMHON ayTeHTU(DUKAIINY B CEPBUCE YIAIECHHO
ayTeHTU(hUKaInm.

Kam TTL nosie3eH, 1oTOMy YTO 4acTO [10JIb30BATE/IH /1€J1AI0T HECKOJIBKO [10CJIE/10-
BaTesbHBIX 3arpocoB B Kubernetes. Hanmuune KamipoBaHHOTO PEIEHUS JIJIsT IPOBEPKU
MOAJIMHHOCTH CIIOCOOHO CHOKOHOMUTH MHOTO ITUKJIOB B CEPBUCE YAaJIeHHO ayTeHTHhuU-
Kaluu.

Korga HTTP-3anpoc npuxoaut, Kubernetes usBiiekaer TOKeH-HOCUTENb U3 3aT0JIOB-
xoB u otnpasnisier JSON-3anpoc TokenReview B cepBUC yAQTeHHON ayTeHTU(DUKAIIUN
yepes BeO-XyKU:

{
"apiVersion": "authentication.k8s.io/vlbetal”,
"kind": "TokenReview",
"spec": {
"token": "<bearer token from original request headers>"
}
}

CepBuc yIaJeHHO ayTeHTU(DUKAIUE COOOITUT O MPpUHATOM periernu. CocrosiHue
upeHTnduKauu Oyaer b0 UCTUHHBIM, JTHOO JIOKHBIM, BOT IpUMep yCHENHON Tpo-
BEPKU HOJJIMHHOCTH:

{
"apiVersion": "authentication.k8s.io/vlbetal",
"kind": "TokenReview",
"status": {
"authenticated": true,
"user": {
"username": "gigi@gg.com",
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"uid": "42",
"groups": [
"developers"”,
1,
"extra": {
"extrafieldl": [
"extravaluel”,

"extravalue2"
]
¥
¥
¥
}
OTKJIOHEHHDII OTBET ropas/io 6oJiee KPaTok:
{
"apiVersion": "authentication.k8s.io/vlbetal”,
"kind": "TokenReview",
"status": {
"authenticated": false
¥
}

Beb-xyku ans aBTopm3aumm

Be6-xyKu I7ist aBTOPU3AIMU OYeHb OXOKK Ha ayTeHTH(hUKAIUOHHbIE BeO-XyKu. [[is
HuX Tpebyercs ToJbKO (aitn Kondurypamuuu B ToM ke dhopmare, 4To 1 (aiin KoHdu-
rypaiuu Be6-XyKoB ayTeHTUDUKAIMI. ABTOPU3AINS HE KATUPYETCs, TOCKOIbKY,
B OTJINYUE OT MPOBEPKU IMOAJUHHOCTH, OJUH U TOT K€ M0JIb30BATEb MOXKET [eJIaTh
MHOTO 3alPOCOB K Pa3JIMYHbIM KOHEYHBIM ToukamM API ¢ pasHbIMU mapameTpamu,
a pereHus Mo aBTOPU3AIUE MOTYT OBITh PA3HBIMU, TOATOMY KAIIMPOBAHUE — HEMpa-
BUJIbHBIN BapUAHT.

[l HacTpoiiky BeG-XYKOB HY:KHO 1epenaTh API-cepsepy ciepyiomue apryMeHThI
KOMaH/THOHI CTPOKH:

U --runtime-config=authorization.k8s.io/vlbetal=true;

U --authorization-webhook-config-file=<umsa_¢alina_xkoHpuzypauyuu>.

Korza sanpoc mpoiizier ayrenrudukanio, Kubernetes ornpasut cepsucy yaaieHHON
asropusain 006bekT JSON SubjectAccessReview. Ou GyzeT copepRaTh 3arpoc MoJib-
30Bareis, a TAK)Ke 3aPOIIeHHbIE PECYPCHI U JPYTUe aTPUOYTHI 3aITpOCa:

{

"apiVersion": "authorization.k8s.io/vlbetal",
"kind": "SubjectAccessReview",
"spec": {
"resourceAttributes": {
"namespace”: "awesome-namespace",
"verb": "get",
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"group": "awesome.example.org",
"resource”: "pods"

s

"user": "gigi@gg.com",

"group": [
"groupl”,
"group2"

1

}
}

3anpoc OyzieT pasperie:

"apiVersion": "authorization.k8s.io/vlbetal”,
"kind": "SubjectAccessReview",
"status": {

"allowed": true

}
W 3anperiien (¢ ykazaHueM MPUYUHBI):

"apiVersion": "authorization.k8s.io/vlbetal",
"kind": "SubjectAccessReview",
"status": {
"allowed": false,
"reason”: "user does not have read access to the namespace”
}
}

[Tosb30BaTEIb MOKET UMETh JOCTYII K PECYPCY, HO HE K APYTUM aTpUOyTaM, TaKIM
Kak /api, /apis, /metrics, /resetMetrics, /logs, /debug, /healthz, /swagger-ui/
/swaggerapi/, /ui u /version.

BoT kak 3ampocuTh 10CTYII K JKypHAIaM:

{

"apiVersion": "authorization.k8s.io/vlbetal”,
"kind": "SubjectAccessReview",
"spec": {
"nonResourceAttributes": {
"path": "/logs",
"verb": "get"
1
"user": "gigi@gg.com",
"group": [
"groupl”,
"group2"
1
}
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Beb-xyku ans KOHTPONsi BXoAa

JyHaMuuecKuii KOHTPOJIb BXO/a TakKe mojuep:kuBaeT Beb-xyku. YToObl BKIIOYUTD
YHUBEPCAIbHBIN BeG-XYK /Il KOHTPOJIsE J0CTYyIIa, HY:KHO nepeaath API-cepsepy ciie-
JIyIOIue TTapaMeTPhl KOMaHTHOW CTPOKU:

0 --admission-control=GenericAdmissionWebhook;

O --runtime-config=admissionregistration.k8s.io/vlalphal.

Kougurypuporanue KOHTpoJiepa BeG-XyKOB BX0/1a Ha JeTy. BeO-XyKn ayTeHTu-
(bukau 1 aBTOPU3AIMK JOJKHBI ObITh HACTPOEHbI 1pu 3amycke API-cepsepa. Be6-
XYKHU KOHTPOJISI BXOJIa MOTYT OBITh HACTPOEHBI IMHAMUYECKHU, ¢ CO3/aHIEM OOBEKTOB
Externaladmissionhookconfiguration

apiVersion: admissionregistration.k8s.io/vlalphal
kind: ExternalAdmissionHookConfiguration
metadata:
name: example-config
externalAdmissionHooks:
- name: pod-image.k8s.io
rules:
— apiGroups:
apiVersions:
- vl
operations:
— CREATE
resources:
— pods
failurePolicy: Ignore
clientConfig:
caBundle: <pem encoded ca cert that signs the server cert
used by the webhook>
service:
name: <ums_knaueHmckozo_cepBuca>
namespace: <npocmpaHcmBo_umeH_KaueHmckozo_cepBuca>

[MpepocTaBneHne Nosib30BaTeNbCKUX rnokasarenem
Ang ropu3oHTa/IbHOIro aBTOMaCLLITaGVIpOBaHVIﬂ noaos

o Kubernetes 1.6 nmonbsoBaTenbcKue mokasaTeau ObLIM PEaNn30BaHbl KAK MOJIE/b
Heapster. B Kubernetes 1.6 nocrenenso Hauas cospeBatb HOBbII API ais mosb3so-
BaTeIbcKuX mokasareseit. Haunnas ¢ Kubernetes 1.9 o BKJIIOUEH 10 YMOJTUAHUIO.
[Tosp30BaTeIbCKIE TTOKA3aTe N 3aBUCAT OT arperariun API. PexomenyeMsrit myTs —
HauaTh ¢ mabsona API-cepsepa ¢ oa1epKKON 110J1b30BaTeIbCKUX II0Ka3aTesiel — ero
MOJKHO B34Thb OTCIo/1a: github.com/kubernetes-incubator/custom-metrics-apiserver.
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3aTeM BbI peasiuzyere uHTepdeiic CustomMetricsProvider:

type CustomMetricsProvider interface {
GetRootScopedMetricByName(groupResource schema.GroupResource,
name string,
metricName string)
(*custom_metrics.MetricValue, error)
GetRootScopedMetricBySelector(groupResource schema.GroupResource,
selector labels.Selector,
metricName string)
(*custom_metrics.MetricValuelist, error)
GetNamespacedMetricByName(groupResource schema.GroupResource,
namespace string,
name string,
metricName string)
(*custom_metrics.MetricValue, error)
GetNamespacedMetricBySelector(groupResource schema.GroupResource,
Namespace string,
Selector labels.Selector,
metricName string)
(*Metricvaluelist, error)
ListAllMetrics() []MetricInfo

[lobaBnenne B Kubernetes nonb3oBaTenbCKOro
XpaHmnuuia

JlomoHeHUsT TOMOB — elie oanH Tun gonosaenuii. JJo Kubernetes 1.8 Bam mpu-
1Ioch 6wl HamcaTh gomoHeHne Kublet, kotopoe Tpebyer peanmusaiyu, peructpaiun
B Kubernetes u casniBanusg ¢ kubelet. B Kubernetes 1.8 nostsusocs namuoro 6o.ee
yHuBepcanbHoe ponoanenue, FlexVolume. Bepcust Kubernetes 1.9 cuenana emte ogun
miar Brepez 6jaarogaps HoBoMmy unmepdpeticy xonmetinepuoix xpanunuuy (CSI).

Mpeunmywectsa FlexVolume

Nonoauenust tomos Kubernetes npeiHazHadeHbl st TIOAACPKKU OMPEIETCHHOTO
THUTIA XPAHUJINIIA WK TTpoBaiiepa xpanuiuiia. CyiecTByeT MHOKECTBO TOMOJTHEHUH
TOMOB, MbI PACCMOTPEJHN UX B T7aBe 7. CyIIeCTBYIONIX TOTOTHEHII TOMOB 60JTee dem
JOCTATOYHO JUTsT GOJIBITUHCTBA TTOIB30BATENEH, HO €CIM BaM HYKHO HHTETPHPOBATHCS
C CHICTEMOI XPaHEHWsI TAHHBIX, KOTOPAs He MOJIEPKUBAETCS, BBl IOJKHBI PEATN30BaTh
cOOCTBEHHOE JIOTIOJIHEHUE TOMOB, UTO JIOBOJIBHO CJIOKHO. Eciti xoTuTe, 4T00bI €10 Mpu-
HSUTH B KavecTBe odunnanbroro gonontenns Kubernetes, mpumercst mpoiTu cKpyty-
JIE3HBIHN TIPOTIeCC YTBEPIKICHII.

Jlonosienne FlexVolume TIPEIOCTABIISIET APYTON TIyTh. ITO HOTIOJHEHUE OBIIETO
XapakTepa, KOTOPOe TI03BOJISIET TIOIKJIIOYNTD HETTO/IEP;KUBAEMBIIT CEePBEP JIJIST XPAHEH ST
6e3 Ti1y60oKoit mHTEerpaiuy ¢ camoii margopmoit Kubernetes.
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FlexVolume mossossier 106aBasATh TPOU3BOJIBHBIC aATPUOYTHI B CIICIIU(UKAIIIO
U B3aMMOJIENCTBYET C BAIlIM CEPBEPOM Uepe3 MHTePGENC BbI30BOB, KOTOPbII BKJIIOYAET
B cebs CIIe/IyIoIue Olepalim:

O Attach — npucoenunsier rom K y3iy Kubernetes kubelet;
O Detach — orcoegunsier Tom ot y3ia Kubernetes kubelet;
O Mount — MOHTHUpYET IPUCOEITNHEHHBIN TOM;

O Unmount — oTKIIOYaeT TPUCOETMTHEHHBIN TOM.

Kaxknas onepainus peannsyeTcs CEPBEPHBIM JIPABEPOM B BHJI€ UCITOTHIEMOTO
(aiina, koropsrii FlexVolume samyckaer B HyskHOe BpeMst. J[paiiBep poJkeH ObITh ycTa-
HOBJIEH B /usr/libexec/kubernetes/kubeletplugins/volume/exec/<nocmaBuuk>~<opali-
Bep>/<dpatiBep>.

Mpenmywecrtea CSI

FlexVolume nossosser moakat04aTh CTOPOHHUE JOTIOJHEHHUSI, HO JJISI 9TOTO TIO-
npeskHeMy Tpebyrores cobeTBenHo gonoaneHue FlexVolume u Heckosibko rpoMosakast
MO/IeJIb YCTAaHOBKH U BbI30Ba. CSI 3HAYMTENBHO YIYUIIUT CUTYAITUIO, 3ACTABUB ITOCTAB-
[IMKA Pea30BaTh JOMOJHEHIE CAMOCTOSITEbHO. XOPOIiast HOBOCTh COCTOUT B TOM,
YTO BaM KakK pazpaboTUUKy He HY;KHO CO3/aBaTh WM MOAAEP/KUBATD 9TH JTOTIOJTHEHMSL.
[TocTaBuUIMK peLIeHUi 11 XpaHEeHMs JaHHBIX HECeT OTBETCTBEHHOCTh 3a BHEIPEHUE
u obcnyxusanne CSI, 1 B ero uHTEpecax CAeIaTh BCe MAKCUMAIbHO HALEKHO, YTOOBI
JIFOJTU HE BBIOMPAIU IPYTOE PEIIEHIE.

Pe3tome

B aroii rmase Mbl paccMOTpesu TpU 0CHOBHBIE TeMbl: paboty ¢ API Kubernetes, pac-
mupenre API Kubernetes u cosganue ponosnaennii Kubernetes. APT Kubernetes moz-
nepskuBaet crieruduraiuio OpenAPI u cay:xut otmaasiM mpuMmepoM ausaitia REST
API, koTOpBIIl COOTBETCTBYET BCEM COBpeMeHHBIM TpakTukaM. IToT API ouens 1o-
CJIeI0BATEIbHbBII, XOPOLIO OPraHU30BaHHbII U JOKYMEHTUPOBAHHBIN, HO OH GOJIBIION,
U €r0 HeJIETKO MOHATD. Bbl MoskeTe mosryunts octyn kK API manpsmyio yepes REST 1o
HTTP, ucrionbsyst KineHTcKre GUGIMOTEKH, BKI0Yas ODUIIMAIbHBIN KJIMEHT Ha SI3bIKe
Python, u gaxe soisbiBas kubectl.

Pacmmpenne Kubernetes API comep:xut onpeznesenne Bamnx cOOCTBEHHBIX M0JIb-
30BaTebCKUX PECYPCOB U, BO3MOKHO, paciupenue camoro API-cepsepa mocpenctsom
arperaiuu API. TTosbsoBaresbekue pecypebl Hanbosee apGeKTUBHbL TPy 00 beAMHEH U
UX C I10JIb30BATEJIbCKUMHU JIOTIOJIHEHUSMU NJIM KOHTPOJIJIEPAMH, KOT/Ia Bbl 3aIIpallliBaeTe
1 06HOBJIsSIETE UX M3BHE.

Homonnenns n BebG-XyKu ABASIOTCS ocHoBol au3aiina Kubernetes. Kubernetes
BCEr/la MpeHa3Havagach [Js1 TOTO, YTOOBI YAOBIETBOPITE J0OBIE TOTPEGHOCTH
noJb3oBareseil. Mbl paccMOTpesn pa3inyHble JOTIOJHEHMS U BeO-XYKH, KOTOPbIE BbI
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MOJKeTe HaIMCATh, U IIOTOBOPHUJIM O TOM, KaK PErMCTPUPOBATD U JIETKO MHTETPUPOBATD
ux ¢ Kubernetes.

MBI TaksKe paccMOTPEIH MOIB30BATENBCKUE TOKA3ATENH ¥ JIasKe CIIOCOOBI paciiupe-
Hust Kubernetes ¢ ToMoIbio CTOPOHHUX XPaHIIHIIL.

Ha sTom aTarie Bbl 10J5KHBI XOPOIIO 3HATh OCHOBHBIE MEXaHNU3Mbl PACIINPEHUS, Ha-
cTpoiiku u ynpasiaenus Kubernetes uepes gocryn k API, nmosib3oBaTe/ibcKue pecypebl
U JIOTIOJTHEHUST. Y BAC €CTh OTJIMYHAS BO3MOKHOCTD BOCIIOJIb30BATHCSI BCEM 3THM, YTOODI
paciupuTs cymnectsyiomue Gyukimu Kubernetes u azantupoBaTh ux K CBOMM OTpe6-
HOCTSM U CHCTEMAM.

B caenyiomeii riase Mbi pacemorpuM Helm — menemskep nakeros Kubernetes u ero
cxeMbl. Kak BbI, BEpOATHO, OHAIM, Pa3BEPTbIBAHNE M HACTPONKA CIOKHBIX CUCTEM Ha
Kubernetes nanexo se mpoctsl. Helm 1mo3Bosisier rpynmnuposars cBs3Ky MaHU(BECTOB
B CXeMY, KOTOPYIO MOKHO YCTAaHOBUTD KaK €IMHOE T[eJI0€.



PaboTta c aucnetyepom
naketoB Kubernetes

B aroii rimaBe Mbl pacemorpuM Helm — aucnieryep nakeros Kubernetes. Kasxnas yenen-
Has ¥ BakHas I1atdopMa JOJKHA IMETh XOPOLILYIO CHCTeMy IakeTupoBanus. Helm Obii
paspaboran komnanueii Deis (npuobperena Microsoft B anpese 2017 roga) u nos:xe
BHOCHJI CBOI BKJIaJl HelocpencTBeHHO B ipoekT Kubernetes. /Iyt Hauajia Mbl IIOroBo-
puM 0 MOTHBaX cosfanus Helm, ero apxuTekType 1 KOMIIOHEHTaX. 3aTeM Bbl [IOJIyYUTe
[IPAKTUYECKUI OIIBIT U y3HaeTe, Kak nmpuMenstts Helm u ero cxembr B Kubernetes. Crozma
OTHOCSITCS TIOUCK, YCTAHOBKA, HACTPOWKA, yAaJeHUue cXeM U yipasieHue umu. U mo-
cile/iHee, HO He MeHee BaykKHOe: Mbl 00CYIUM cOo3AaHne COOCTBEHHbBIX CXeM U YIIPABJICHIE
BEPCHAMU, 3aBUCUMOCTAMMU 1 I1a0JI0HAMMU.
ByzyT paccMOTPEHBI CIEAYIOMNE TEMBIL.

O 3wnaxomctso ¢ Helm.

O MU cnoabsoBanue Helm.

Q Cosganue coOCTBEHHDBIX CXEM.

3HaKoMCTBO C Helm

[Tnatdopma Kubernetes mpegocTtaBisieT MHOKECTBO CTIOCOO0B OPraHU3AIUI U OPKe-
CTpaIy BalIUX KOHTEIHEPOB BO BPEMsI BBITIOJHEHMSI, HO el He XBAaTaeT OPraHu3allnm
Ha GoJiee BBICOKOM yPOBHE IPYIIIUPOBKY HAO0POB 06pa3oB. BoT 3/1eCh HAM U TIPUTOUTCS
Helm. B atom pasjesie Mbl TOTOBOPHUM O TOM, 3aueM HyskeH Helm, o6cyanm ero apxurek-
TYPY ¥ KOMIIOHEHTHI 11 pacckazkeM 00 ocoberHocTsx nepexoza ¢ Helm Classic na Helm.

[MpenmyLlecTBa

Helm ob6ecnieunsaer:

Q ynpasieHue CJI0KHOCTHIO;
Q Jerkocth 0GHOBJIEHNST;
QO mpoctoit oOMeH makeTamu;

O GesomacHble OTKATHI.
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CxeMbl MOTYT ONUCHIBATE JIAKE CaMble CIOKHBIC TPUIOKEHISI, 0OCCTIEUNBATD UX
[OBTOPHYIO YCTAHOBKY M CJIYKUTh €MHON TOYKON 1mojHoMOo4Ynii. JIokanibHbie 0OHOB-
JIEHUST U TIOJTb30BATENbCKUE XYKU TIO3BOJISTIOT JIETKO OOHOBJIATH (haitnbl. Bor MoskeTe
JIETKO 0OMEHMBATBCSI CXEMAaMU C JIPYTUMHU TI0JIb30BATEISIMU, YITPABJISATH X BEPCUSIMU
U pa3MeIarh UX Ha MyOINYHBIX WJIH YaCTHBIX cepBepax. Korga BaM HYKHO OTKATHUTH
nocaeanure obuoBaenus, Helm npeocrapisger eIMHCTBEHHYIO KOMAH/LY /I OTKATa
1eJI0T0 Habopa M3MEHEHUH HHPPACTPYKTYPBHL.

ApxuTekTypa

Helm IIpeaHa3HavY€H JIJIs BBITIOJTHEHUA CJIEYTOITNX JIeCTBUIA:

O co3maHust HOBBIX CXeM C HYJIS;
YIAKOBKH CXeM B apXuBHbIe (haiiibl (tgz);
B3aMMO/IENCTBUS C PEITO3UTOPUSIMU CXEM, TJIe TIOCJIeIHIE XPAHITCS;

YCTaHOBKH CXeM B cytecTByommii kiractep Kubernetes u ux ynanenus orrya;

000D

YIIPABJIEHUs IIUKJIOM BBIITYCKA CXEM, KOTOPbIe ObLIN YCTAHOBJIEHBI ¢ ToMotibio Helm.

[[JIH JLIOCTHUIKEHUA 9TUX nesei Helm HCITOJIB3YET KJIMECHT-CEPBEPHYIO apDXUTEKTYDPY.

KOMMOHEHTbI

Helm nmeer cepBepHBIii KOMIIOHEHT, KOTOPBII BBITIOJHSIETCS Ha BallleM KjacTepe
Kubernetes, u KJMeHTCKUI KOMIIOHEHT, 3aIlyCKaeMbIi Ha JIOKaJIbHOM KOMIIbIOTEPE.

Cepsep Tiller

CepBep oTBevaet 3a ynpasjienue pennsamit. OH BzanMozeiictByer ¢ kianenTamu Helm,
a raxke API-cepsepom Kubernetes. Ero ocHoBHbIE (hyHKLINN:

Q npociyuMBaHue BXOAIIMX 3alIPOCOB OT KiareHTa Helm;

o0beInHeHNEe CXeMbI U KOH(MUTYPAIIUH 17151 COOPKHU PeJIn3a;

ycranoBka cxeM B Kubernetes;

OTCJIEKMBAaHWE OYEPE/ITHOTO pPeEJIn3a;

Oo0o0o

0OHOBJIEHYE U yIaJieHre cXeM rmyTeM B3auMoelicTust ¢ Kubernetes.

KnueHTt Helm
Bu1 ycramasimBaete kinent Helm wa cBoit kommbiotep. OH oTBevaeT:

O 3a pa3paboTKy JOKAIbHBIX CXEM;

QO ynpasyieHHe peno3uTOPUsIMHU;
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B3auMozeiicteue ¢ cepsepoM Tiller;
OTIIPABKY CXEM JI/ISl yCTAaHOBKHU;

3arnpoc nHMOPMAINN O PETN3aX;

000D

3alrpoc 0OHOBJIEHNT WK ymajienne CyneCTBYIONNX Pejin3oB.

Ncnonb3oBaHue Helm

Helm — ato MHOTOGYHKIIMOHATBHAS CHCTEMA YITPABJICHUST TTAKETAMHU, KOTOPast TI03BO-
JISIET BBITIOJIHATD BCe HEOOXOMMBbIE IIark 10 YIIPaBJICHUIO MPUIOKEHUSIMHU, YCTAHOB-
JIEHHBIMU B BallleM Kiacrepe. /[aBaliTe 3akaTaem pyKaBa U IPOIOJIKUM.

YcTaHoBka Helm

Yeranoska Helm npegycmartpuBaer yeraHoBKyY KireHTa u cepepa. Helm peasnzoBan
Ha s136IKe GO, TT03TOMY OJIMH U TOT K€ NCHOTHIeMbIH (aill MOXKeT CIy’KUTh KaK KJIH-
€HTOM, TaK 1 CEPBEPOM.

YcTtaHoBKa KnveHTa Helm

¥ Bac sosken GbITh NpaBUIbHO ckoHUryprposan kubectl, uto6br MOKHO ObLIO CBSI-
3aThest ¢ kaactepoM Kubernetes, motomy urto kiauent Helm ncnionb3yer koruUryparuio
kubectl ps obuienus ¢ cepsepom Helm (Tiller).

Helm npenocrasasier cobpannbie Bepcuu st Beex matdopm: github.com/kubernetes/
helm/releases/latest.

B Windows Takske MOKHO MCIOJB30BATh MEHEKEP MAaKeTOB chocolatey, HO OH
MOKET HEMHOTO OTCTaBaTh OT ODUIINATBHON BEPCHUH:

chocolatey.org/packages/kubernetes-helm/<Bepcus>.
B macOS u Linux kJTMeHT ycTaHABJIWBAETCS U3 CKPUTITA:

$ curl https://raw.githubusercontent.com/kubernetes/helm/master/scripts/get
> get_helm.sh

$ chmod 700 get_helm.sh

$ ./get_helm.sh

B macOS X MozxeTe ncnosb3oBath Takke Homebrew:

brew install kubernetes-helm

YcraHoBKka cepsepa Tiller

Tiller 06b1uHO paGoTaer BHYTpHU Baiero kiacrepa. st pa3paboTKy WHOT/A Jierde 3a-
myckath Tiller mokannHo.
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YcraHoBka Tiller B knactepe

Cawmbiii mpoctoii criocob yeranosutsb Tiller — ¢ koMmbioTepa, HA KOTOPOM YCTAHOBJIEH
kavent Helm. BoimmosHuTe ciieayonyo KOMaHI1y:

helm init

ITo NpUBEAET K MHUITHATN3AIINI KaK KJIMeHTa, Tak u cepsepa Tiller va yaaneHroM
kiacrepe Kubernetes. Kora ycranoska GyzieT 3aBepiiieHa, y Bac OyIeT 3amyIieH MOy b
Tiller B ipocTpancTBe MMeH kube-system Balllero Kjiacrepa:

> kubectl get po --namespace=kube-system -1 name=tiller
NAME READY STATUS RESTARTS AGE
tiller-deploy-3210613906-2j5sh 1/1 Running © im

BbI Takske MOKeTe 3aIyCcTUTh helm version, 4TOObI TIPOBEPUTH BEPCUIO KJIHUEHTA
U cepBepa:

> helm version

Client: &version.Version{SemVer:"v2.2.3",
GitCommit:"1402a4d6ec9fb349e17b912e32fe259ca21181e3", GitTreeState:"clean"}
Server: &version.Version{SemVer:"v2.2.3",
GitCommit:"1402a4d6ec9fb349e17b912e32fe259ca21181e3", GitTreeState:"clean"}

YctaHoBka Tiller nokanbHO

Ecin Bbl xotute 3anycruth Tiller okasbHo, ero cieayer cHadaia cooparhb. ITO MOAKHO
cnenath B Linux 1 macOS:

> cd $GOPATH

> mkdir -p src/k8s.io

> cd src/k8s.io

> git clone https://github.com/kubernetes/helm.git
> cd helm

> make bootstrap build

[lesb bootstrap mombiTaeTCst yCTAHOBUTD 3aBUCUMOCTH, [IEPECTPOUTD JIEPEBO vendor/
Y TIPOBEPUTDH KOH(DUTYPATTHIO.

ITesb build ckommmmupyer Helm u momectut ero B katasior bin/helm. Tiller rak:xe
KOMITMJINPYETCS W yCTaHABIUBAECTCS B KaTasor bin/tiller.

Temepb MOKeTE MPOCTO 3amycTUTh bin/tiller. Tiller mogkmounTCS K KIacrepy
Kubernetes uepes Barry konduryparmto kubectl.

Bor moskibl coobmuTs kanenty Helm, 4to ciieyer mOAKIIOUNTHCS K IOKATLHOMY
cepsepy Tiller. Cuenaiite 910, ycTaHOBUB [EPEMEHHYIO OKPYKEHUSI:

> export HELM_HOST=localhost:44134

B mpotuBHOM ciiydae niepesaiite oaX0AIINN afipec B Ka4yecTBe apryMeHTa KOMaH/ -
HOI CTpOKHU: --host localhost:44134.
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MCHOﬂb3OBaHMeaﬂbTepHaTMBHOFOCepBepHON)XpaHMﬂMuw

B Helm 2.7.0 nosgsuiach BO3MOKHOCTh XpaHUTh HH(GOPMAIINIO O BBIIIYCKE B BUIIE CEKPe-
moe. BoJlee paHHue Bepcuu Beera coxpatsiy nHdopmaiio o Beinycke B ConfigMaps.
CexpeTbl MOBHIIIAIT G6E30MACHOCTH CXeM. DTO JOMOJHEHHE K 0011eMy MmudPOBaHIIO
cratndeckux ganubix B Kubernetes. YtoObI HCTOIB30BaTh CEPBEPHBIE CEKPETHI, HYKHO
sanycruth Helm ¢ moMoIipio cieyioneiil KoMaHbl:

> helm init --override
'spec.template.spec.containers[@].command'="'{/tiller, --storage=secret}'

NMonck cxem

YT00OBI YCTAHOBUTD TTOJIE3HBIE TIPUIIOKEHNS U TPOTPAMMHOE 00€CTIEUEHIE ¢ TIOMOIIBIO
Helm, Hy:XHO cHauasa HaliTh WX cxeMbl. B 9TOM cirydae ucmoJib3yercst Komanaa helm
search. Helm no ymosraanuio et ouiimaibHblil pertosutopuii cxem Kubernetes chart
repository, KOTOpPbIil Ha3biBaeTcs stable:

> helm search

NAME VERSION DESCRIPTION
stable/acs-engine-autoscaler 2.1.1 Scales worker nodes within agent
pools
stable/aerospike 0.1.5 A Helm chart for Aerospike
in Kubernetes
stable/artifactory 6.2.4 Universal Repository Manager
supporting all maj...
stable/aws-cluster-autoscaler 0.3.2 Scales worker nodes within

autoscaling groups.

stable/buildkite 0.2.0 Agent for Buildkite
stable/centrifugo 2.0.0 Centrifugo is a real-time
messaging server.
stable/chaoskube 0.6.1 Chaoskube periodically kills
random pods in you...
stable/chronograf 0.4.0 Open-source web application
written in Go and R..
stable/cluster-autoscaler 0.3.1 Scales worker nodes within

autoscaling groups.

B odunmansiom penosuropun umeercs boraras 6Gubamoreka cxeMm, Kotopas BoOpaa
B cebst BCe COBPEMEHHBIE OTKPBITHIE CUCTEMbl MOHUTOPHMHTA, CIICIUATbHBIE BCIIOMOTa-
TesbHble cepBuchl Kubernetes 1 MHOKECTBO APYTHX MPEIOKEHIH, TAKUX KaK CepBep
Minecraft. Moskere mckaTh KOHKpeTHbIe cXeMbl. HampuMep, aBaiite TOUIIEM CXEMBbI,
cojiepskatre kube B MMEHU WJIN ONTMCAHUM:

> helm search kube

NAME VERSION DESCRIPTION

stable/chaoskube 0.6.1 Chaoskube periodically kills
random pods in you...
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stable/kube-lego
stable/kube-ops-view
stable/kube-state-metrics
stable/kube2iam
stable/kubed
stable/kubernetes-dashboard

stable/sumokube
stable/aerospike

stable/coredns
stable/etcd-operator
stable/external-dns
stable/keel
stable/msoms
stable/nginx-1lego
stable/openvpn
stable/risk-advisor
stable/searchlight
stable/spartakus
stable/stash
stable/traefik
stable/voyager
stable/weave-cloud
stable/zetcd

stable/buildkite

Automatically requests
certificates from Let's ...
Kubernetes Operational View -
read-only system ...

Install kube-state-metrics

to generate and expo...

Provide IAM credentials to pods
based on annota...

Kubed by AppsCode — Kubernetes
daemon

General-purpose web UI

for Kubernetes clusters
Sumologic Log Collector

A Helm chart for Aerospike

in Kubernetes

CoreDNS is a DNS server that
chains plugins and...

CoreOS etcd-operator Helm chart
for Kubernetes

Configure external DNS servers
(AWS Route53...

Open source, tool for automating
Kubernetes dep...

A chart for deploying omsagent
as a daemonset...

Chart for nginx-ingresscontroller
and kube-lego

A Helm chart to install an openvpn
server insid...

Risk Advisor add-on module

for Kubernetes

Searchlight by AppsCode — Alerts
for Kubernetes

Collect information about
Kubernetes clusters t...

Stash by AppsCode - Backup your
Kubernetes Volumes

A Traefik based Kubernetes ingress
controller w...

Voyager by AppsCode — Secure
Ingress Controller...

Weave Cloud is a add-on

to Kubernetes which pro...
CoreOS zetcd Helm chart

for Kubernetes

Agent for Buildkite
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[TorpobyeM Apyroii MOKCK:

> helm search mysql

NAME VERSION DESCRIPTION

stable/mysql 0.3.4 Fast, reliable, scalable, and easy
to use open-...

stable/percona 0.3.0 free, fully compatible, enhanced,
open source d...

stable/gcloud-sqlproxy 0.2.2 Google Cloud SQL Proxy
stable/mariadb 2.1.3 Fast, reliable, scalable, and easy

to use open-...

Yro cayuunocs? [ouemy mariadb nossisercs B pesysabTatax? [lesio B ToM, 4TO
B omcanuu mariadb (orBerBiaeHne MySQL) ynmomunaercs mazBanue MySQL, xots
B COKPAIEHHOM BBIBOJIE 9TOTO He BUAHO. UTOOBI TIOMYIUTH MOTHOE OMICAHNE, HCTOTD-
3yiite koMany helm inspect:

> helm inspect stable/mariadb

appVersion: 10.1.30

description: Fast, reliable, scalable, and easy to use open-source
relational database system. MariaDB Server is intended for mission-critical,
heavy-load production systems as well as for embedding into mass-deployed
software.

engine: gotpl

home: https://mariadb.org

icon:

https://bitnami.com/assets/stacks/mariadb/img/mariadb-stack-220x234.png

keywords:

- mariadb

- mysql

- database

- sql

- prometheus

maintainers:

- email: containers@bitnami.com
name: bitnami-bot

name: mariadb

sources:

- https://github.com/bitnami/bitnami-docker-mariadb

- https://github.com/prometheus/mysqld_exporter

version: 2.1.3

YCTaHOBKA NakeToB

Wrax, BbI HalIm nakeT cBoeil MeuThl. Terepb, BEPOSITHO, 3aXOTUTE YCTAHOBUTD €r0 Ha
cioii knacrep Kubernetes. Korza Bol ycranasiausaere naker, Helm cosgaer penus, xo-
TOPBIN MOXKHO MMPUMEHUTD JJI OTCJICKMBAHUS X0/Ia YCTAHOBKH. Y CTAHOBUM MariaDB,
BBeJsI KOMaH/ly yCTaHOBKH helm install. I mogpoGHO paccMOTpUM BBIBOJ. B mepBoit



370 lnaea 13 e Pabota c aucnetyepom naketos Kubernetes

YacTH BBIBOJ/IA YKa3aHbl MMS BbIIIyCKa — cranky-whippet B 9TOM ciydae (MOXKeTe Bbl-
6path COGCTBEHHOE UM C TIOMOIIBIO (hyiara —name), TIPOCTPAHCTBO UMEH U COCTOSTHUE
pa3BepPTHIBAHUS:

> helm install stable/mariadb

NAME : cranky-whippet

LAST DEPLOYED: Sat Mar 17 10:21:21 2018
NAMESPACE: default

STATUS: DEPLOYED

Bo BTOpOIi YacTH BBIBO/IA TIEPEUHCIIEHBI BCE PECYPCHI, CO3IaHHbBIE 3TOI cxeMoit. Obpa-
TUTE BHUMAHHUE Ha TO, YTO UIMEHA PECYPCOB SIBJISTIOTCS TIPOU3BOTHBIMU OT UMEHH BBIITYCKA:

RESOURCES:

= vl/Service

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
cranky-whippet-mariadb ClusterIP 10.106.206.108 <none> 3306/TCP  1s
= vilbetal/Deployment

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
cranky-whippet-mariadb 1 1 1 (] 1s

= vl1/Pod(related)

NAME READY STATUS RESTARTS AGE
cranky-whippet-mariadb-6c85fb4796-mttf7 ©/1 Init:0/1 o 1s

= vl/Secret

NAME TYPE DATA AGE

cranky-whippet-mariadb Opaque 2 1s

= vl1/ConfigMap

NAME DATA AGE

cranky-whippet-mariadb 1 1s

cranky-whippet-mariadb-tests 1 1s

= vi1/PersistentVolumeClaim

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE
cranky-whippet-mariadb Bound pvc-9cb7e176-2a07-11e8-9bd6-080027c94384
8Gi RWO standard 1s

ITocnemamsiss yacTb — 9TO 3aMETKH, KOTOPpbIE JAI0T IIPOCThIE JIJI IIOHUMaHNsI NHCTPYK-
U 110 UCIIOJIb30BAHNIO MariaDB B KOHTEKCTE BaIllero Kjiacrepa Kubernetes:

NOTES:

MariaDB can be accessed via port 3306 on the following DNS name from within
your cluster:

cranky-whippet-mariadb.default.svc.cluster.local

To get the root password run:

MARIADB_ROOT_PASSWORD=$(kubectl get secret —namespace default crankywhippet-
mariadb —o jsonpath="{.data.mariadb-root-password}" | base64 —

decode)

To connect to your database:

1. Run a pod that you can use as a client:

kubectl run cranky-whippet-mariadb-client —rm —tty -I —env
MARIADB_ROOT_PASSWORD=$MARIADB_ROOT_PASSWORD —image bitnami/mariadb —
command — bash

2. Connect using the mysql cli, then provide your password:

mysql —h cranky-whippet-mariadb —p$MARIADB_ROOT_PASSWORD
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MpoBepKa COCTOSAHUSI YCTaHOBKM

Helm He sxmer 3aBeplieHusi yCTaHOBKH, IIOTOMY YTO 9TO MOYKET 3aHATh HEKOTOPOE
Bpems. Komanga helm status oToGpaskaer mocaeaHion nHGOPMALMIO O PeJnu3e B TOM
’Ke hopmaTe, 9TO U BBIBOJ MCXOMHOW KOMaH/IBI yCTaHOBKHU helm install. B BoIBOZIE
KOMaH/[bl install BBI BUANUTE, YTO 3alIPOC TOMa PersistentVolumeClaim mmeJr cTaryc
PENDING. [IpoBepum:

> helm status cranky-whippet | grep Persist -A 3

= vl/PersistentVolumeClaim

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
cranky-whippet-mariadbBoundpvc-9cb7e176-2a07-11e8-9bd6-080027c943848Gi
RWO standard 5m

Vpal OH npuBsizaH, U TeEpb y HAC €CTh MOAKIIOUEHHBI TOM eMKOCThIO 8 TOaiiT.

[TonpobyeM MOAKIIOUUTHCS U YOeUThCs, YTO mariadb AeHCTBUTENIBHO HOCTYITHA.
Hemuoro namenum 1pejiaraeMble KOMaH/Ibl U3 3aMETOK /LIS HoJIKJI04eHus. Bmecto
TTOCJIEZIOBATEIBHOTO 3aITyCKa bash 1 mysql MbI MOKEM 3aIlyCTUTh KOMaH/y mysql pssMo
B KOHTelHepe:

> kubectl run cranky-whippet-mariadb-client —rm —tty -I —image
bitnami/mariadb —command — mysql —h cranky-whippet-mariadb

Ecyii BBI He BUINTE TIPUTIAIIEHUE KOMAH/THOI CTPOKH, TONPOOYiiTe HaxkaTh Enter:

MariaDB [(none)]> show databases;

| information_schema |

| mysql [
| performance_schema |

3 rows in set (0.00 sec)

HacTpoika cxembl

Ouenb yacto TpebyeTcss HaCTPOUTDh UM CKOH(UTYPUPOBATH YCTAHOBICHHBIE CXEMBI.
Helm nmonnocthio moagep:KuBaeT HaCTPOIKY depes daiinbl kKoHdurypamuu. Itobst
y3HaTb O JIOCTYIIHBIX HACTPONKaX, CHOBA MCIOJIb3yHTe KoMaH/1y helm inspect, HO Ha
3TOT pa3 cOCPeloTOYbTeCh HAa 3HAUECHUSIX. BOT 4aCTUUHBIN BBIBO/I:

> helm inspect values stable/mariadb

## Bitnami MariaDB image version

## ref: https://hub.docker.com/r/bitnami/mariadb/tags/

HH#

## Default: none

image: bitnami/mariadb:10.1.30-r1

## Specify an imagePullPolicy (Required)

## It's reco'mended to change this to 'Always' if th' image tag is 'latest’
## re': http://kubernetes.io/docs/user-guide/images/#updating-images
imagePullPolicy: IfNotPresent

## Use password authentication
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usePassword: true

## Specify password for root user

## Defaults to a random 10-character alphanumeric string if not set and
## usePassword is true

## ref:
https://github.com/bitnami/bitnami-docker-mariadb/blob/master/
README . md#setting-the-root-password-on-first-run

##

# mariadbRootPassword:

## Create a database user

## Password defaults to a random 10-character alphanumeric string if not
## set and usePassword is true

## ref:
https://github.com/bitnami/bitnami-docker-mariadb/blob/master/
README .md#creating-a-database-user-on-first-run

#4#

# mariadbUser:

# mariadbPassword:

## Create a database

## ref:
https://github.com/bitnami/bitnami-docker-mariadb/blob/master/
README .md#creating-a-database-on-first-run

##

# mariadbDatabase:

Harpumep, ecJiv BbI XOTHTE 3a/1aTh TAPOJIb aIMUHICTPATOPA U CO3/1aTh Oa3y JAHHBIX
[Ipu yCTaHOBKe mariadb, TO MOKeTe co3/1aTh cieyioniuii aitt YAML u coxpanuts ero
Kak mariadb-config.yaml:

mariadbRootPassword: supersecret
mariadbDatabase: awesome_stuff

3atem 3amyctute helm u iepenaiite emy daitr yaml:
> helm install -f conf-g.yaml stable/mariadb

Bl Takke MOKeTe yCTaHOBUTDH OT/le/IbHbIe 3HaYeHUs B KOMaH/HON CTPOKE C I10-
MoTIbio --set. Ecain 06a mapamerpa, --f U --set, MBITAIOTCS YCTAHOBUTE OJITHAKOBBIE
3HauYeHMUs, TO --set nMeeT mpuoputeT. Hanpumep, B aTOM ciryyae napoJib aAIMUHUCTPa-
Topa6yﬂeTevenbettersecret

helm install -f conf-g.yaml --set m—iadbRootPassword=evenbettersecret
stable/mariadb

Bbr moxere YKa3aTb HECKOJbKO 3HAYEHU, paszesas ux 3ardTeIMu: --set a=1, b=2.

ﬂOHOﬂHMTEHbeKEHapaMeprIYCTaHOBKM
Komanzia helm install moaiep;KMBaeT HECKOJIbKO MCTOUHUKOB YCTAHOBKU:

O chart repository (Kak MbI BU/IeJN);

QO JnokanbHBIN apxuB cxeM (helm install foo-0.1.1.tgz);
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O HesamakoBaHHBIN KaTasor cxeMm (helm install path/to/fo0);

O mnousnbiit URL-anpec (helm install https://example.com/charts/foo-1.2.3.tgz).

O6HoBneHWe 1 oTKaT pennsa

Bo3MoHO, BaM 3axX04eTcst 00HOBUTh YCTaHOBJIEHHBII IAKET [0 OCAeHEel, caMoil cBe-
sxkeil Bepcun. Helm nipegocrasiisier «yMHY10» KOMaHAy 0OHOBJIEHUsT upgrade, KOTOpast
OOHOBJISIET TOJIBKO TO, UTO ObLIO W3MeHeHOo. HampumMep, IpoBEpUM TEKyIIe 3HAUCHIIS
yCTaHOBKU mariadb:

> helm get values cranky-whippet
mariadbDatabase: awesome_stuff
mariadbRootPassword: evenbettersecret

Tenepb 3allyCTUM 1 O6HOBI/IM 6a3y JTAaHHbIX, U3SMEHHWB €€ MM

> helm upgrade cranky-whippet --set mariadbDatabase=awesome_sauce
stable/mariadb

$ helm get values cranky-whippet

mariadbDatabase: awesome_sauce

OG6paruTe BHUMaHKE HA TO, YTO MBI TIOTEPSIIIN TTAPOJIb afMUHICTpaTopa. [Ipu 06-
HOBJICHUM BCe CYIIeCTBYIONME 3HAUEHUsT 3aMeHsI0TCs. XOpOolllo, JaBaiiTe OTKaTUMCS.
Komanza helm history nokasbiBaeT Bce JOCTYIIHbIE U3MEHEHUS, OT KOTOPBIX MOKHO
OTKa3aThCs:

> helm history cranky-whippet

REVISION STATUS CHART DESCRIPTION

1 SUPERSEDED mariadb-2.1.3 Install complete
2 SUPERSEDED mariadb-2.1.3 Upgrade complete
3 SUPERSEDED mariadb-2.1.3 Upgrade complete
4 DEPLOYED mariadb-2.1.3 Upgrade complete

Bepnemcst k pesuzun 3:

> helm rollback cranky-whippet 3
Rollback was a success! Happy Helming!
> helm history cranky-whippet

REVISION STATUS CHART DESCRIPTION

1 SUPERSEDED mariadb-2.1.3 Install complete
2 SUPERSEDED mariadb-2.1.3 Upgrade complete
3 SUPERSEDED mariadb-2.1.3 Upgrade complete
4 SUPERSEDED mariadb-2.1.3 Upgrade complete
5 DEPLOYED mariadb-2.1.3 Rollback to 3

[TpoBepuM, 4TO U3MeHEHUsT GBI OTMEHEHDI:

> helm get values cranky-whippet
mariadbDatabase: awesome_stuff
mariadbRootPassword: evenbettersecret
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YnaneHve penvsa

PaszymeeTtcs, BbI Tak/Ke MOKETE YAAJIUTD BBITYCK ¢ TIOMOTIHIO KOMaH/IbI yAaJIeHUs helm
delete.
CHavajia pacCMOTPUM CITUCOK PEJIU30B. Y HAC eCTh JIUIIb OJIMH TIaKeT, cranky-whippet:

> helm list
REVISION STATUS CHART DESCRIPTION
cranky-whippet 5 DEPLOYED mariadb-2.1.3 default

Y nanum ero:

> helm delete cranky-whippet
release "cranky-whippet" deleted

Penusos 6oJibiie HeT:

> helm list

Omnako Helm orcesxuBaer u yanentbie pesussl. Y BUAETh X MOKHO, UCTIOIb3YS
(nar --all:

> helm list --all
REVISION STATUS CHART DESCRIPTION
cranky-whippet 5 DELETED mariadb-2.1.3 default

Yro6bl yQIUTE PETN3 TIOJHOCTHIO, 106aBbTe (hJar --purge:

> helm delete --purge cranky-whippet

PaboTa ¢ peno3nTopusiMm

Helm xpaHuT cxeMbl B PENO3UTOPUSIX, KOTOPbIE ABIstioTcs 00brurbiM HTTP-cepsepamu.
Jlio6oii crangaprabiii HTTP-cepsep criocoben xpanuTh penosuropuii Helm. Yro kaca-
ercst 06JaYHBIX perenuii, To komanza Helm noarsepanma, uto AWS S3 u xpanusmiie
Google Cloud moryT cayskuts periosutopusimu Helm B Be6-peskume. B cocras Helm
TaKsKe BXOJUT JOKAJIBHBIN CepBep MaKeTOB /ISt TECTUPOBAHMUS B IIPoIlecce PazpaboTKu.
On paboTaet Ha KJIMEHTCKOM KOMITBIOTEPE, TOITOMY He OAXO/UT /sl COBMECTHOTO MTPH-
Menenus. Ecoin koman/a HeGorbiias, MosKeTe 3aIyCTUTh cepsep nakeros Helm va obiem
KOMIIBIOTEPE, IOCTYITHOM JIJIsI BCEX YYAaCTHUKOB JIOKAJIbHON CEeTH.

YT00BI UCIIONB30BATD JOKAJIbHBIN CepBEP MAKETOB, BBEAUTE KOMAH/Y helm serve.
Ona 610KMpyIOIast, MOATOMY 3aIlyCKalTe ee B OTIENbHOM OKHe TepMunaia. [To ymor-
yanuio Helm nauner pasziaBaTh CXeMbl U3 KaTajora ~/.helm/repository/local. Mo-
JKeTe pa3MeCTUTh TaM CBOM CXEMbl U CO3/IaTh WHACKCHBIN (aii ¢ IOMONIBIO KOMaHIbI
helm index.

B crenepupoBanHoM daiisie index.yaml epeqncyieHbl BCe CXEMBI.

O6parute BHUMaHue Ha TO, uTo Helm He mpepocTaBisieT HHCTPYMEHTHI IS 3a-
IPY3KHU CXeM B y/laJIeHHbIe PEITO3UTOPUH, TOCKOJIBKY B 3TOM CJlydae yaJleHHbII cepBep
noJiKeH ObITh coBMecTrM ¢ Helm, nnadye on He OyzieT 3HaTh, Ky/la MOJOKUTH CXEMY
1 Kak 0OHOBUTH (paityr index.yaml.
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Ha cropone kimenTta komania helm repo TIOJ/IEPSKUBAET CJIEAYIONINE IeHCTBUST: 1ist,
add, remove, index u update:

> helm repo
ITa KOMaH/la COCTOUT U3 HECKOJbKUX ITOIKOMAH/I JIJTs1 B3AUMOJIEUCTBUS C PEITO3UTO-

pusIMM CXEM. Ee mozxHO IIPUMEHUTD JIA ,Z[O6.'3.B]I€HI/I${y YaaJseHus, BbIBO/Jla COAECPKUMOTO
1 MHAEKCAIlUN PETIO3UTOPUEB CXEM.

Q Ilpumep nCIOTH30BAHUS:
$ helm repo add [MMA] [URL_PEMO3UTOPUA]

O UMcnmoab3oBanue:
helm repo [komaHga]

Q /locTymHbie KOMaH/IbI:

add po6asnAeT penosutopuii chart

index reHepupyeT WHAEKCHbI ¢aiin Ansa AaHHOro KaTanora
list BbIBOAUT Cnucok peno3utopueB chart

remove yAanaeT penosuTopuii chart

update o6HOBNSIeT JaHHble AOCTYMHbIX peno3uTopueB charts

YnpaBneHue cxeMamu ¢ nomollbio Helm

Helm TIpeaOCTaABJIACT HECKOJIbKO KOMaH/T /IJIA YIIPABJICHUSA CXEMaMU. Omn MOKeT co3/1aTh
JUISL BaC HOBYIO CXEMY:

> helm create cool-chart
Creating cool-chart

Helm cosmact caenyromniue (aiiibl u Katajoru BHyTpH cool-chart:

-rw-r--r-- 1 gigi.sayfan gigi.sayfan 333B Mar 17 13:36 .helmignore
-rw-r--r-- 1 gigi.sayfan gigi.sayfan 88B Mar 17 13:36 Chart.yaml
drwxr-xr-x 2 gigi.sayfan gigi.sayfan 68B Mar 17 13:36 charts
drwxr-xr-x 7 gigi.sayfan gigi.sayfan 238B Mar 17 13:36 templates
-rw-r--r-- 1 gigi.sayfan gigi.sayfan 1.1K Mar 17 13:36 values.yaml

[Tocse Toro Kak BB OTPEAAKTUPOBAIN CXEMY, MOKETE YIIAaKOBATD €€ B CXKAaThIN apXUB
tar:

> helm package cool-chart

Helm cospmact apxus ¢ nmernem cool-chart-0.1.0.tgz U COXPAHUT €ro KaK B IOKAIb-
HOM KaTtajore, Tak 1 B JIOKAJIbHOM PEIIO3UTOPUM.

BbI Takske MOKeTE CTIOMb30BaTh helm, 4TOGBI HANTH MTPOGIEMBI ¢ (POPMATHPOBAHIEM
nm nHGopMaIreil CBoelt CXeMbl:

> helm lint cool-chart

==> Linting cool-chart

[INFO] Chart.yaml: icon is recommended
1 chart(s) linted, no failures
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IIpeumymecTBa cTapToBBIX MakeToB. Koman/ia helm create moiepskiuBaet HeoOsI-
3aTeJIbHbIi Jiar --starter, KOTOPBIH I03BOJIAET YKA3aTh CTAPTOBYIO CXEMY.
Craprepbl — 2T0 peryJIsipHbIe CXeMbl, paciioJio;KeHHble B $HELM_HOME/starters. Paspa-
GOTYMKY MOTYT CO3/IaBATh CXEMBI, CIIEIIATBHO MPEIHA3HAYCHHBIE /IS UCTIOB30BAHHSI B Ka-
gecTBe cTapTepoB. OHU TOJKHBI OBITH Pa3pabOTaHBI ¢ YIETOM CJAEAYIONUX COOOPasKEHMUIA.
Q chart.yaml OyzeT mepe3anical FeHEPaTOPOM.
Q Ilosb3oBaTesnn pacCYUTHIBAIOT HA TO, YTO COEPKUMOE CXEMbI MOXKHO U3MEHSTD, T10-
HTOMY JIaHHBIN MTPOIECC OJKEH OBITh OTMCAH B IOKYMEHTAIIUH.

Ceiiyac HEBO3MOXKHO YCTAHOBUTD cXeMbl B $HELM_HOME/starters, 110J1b30BaTeIb
JIOJIZKEH CKOMMPOBATh MX BPyuHyto. Ecsin pazpabarbiBaete cXeMbl CTAPTOBOTO MAKETa,
He 3a6y/1bTe YIOMSIHYTH 06 9TOM B WX JOKYMEHTAIVH.

Co3paHune cBOMX COBCTBEHHbBIX CXEM

Cxema mipejicraBsier coboil Habop (hailyioB, KOTOPBIE OMKUCHIBAIOT CBSI3aHHBIE MEKILY
co6oii pecypcosr Kubernetes. OfiHy 1 Ty ke cxeMy MOKHO UCITOJIb30BATh JIJIST Pa3BEPThI-
BaHUS Y€r0-TO MIPOCTOTO, HAITPUMeEP To/1a memcached, MM Y€TO-TO CJIOKHOTO, IOMTYCTUM
noJTHOTO cTeKa Beb-tpuiokenuii ¢ HTTP-cepBepamu, 6azaMu TaHHBIX 1 KAIIAMU.

Cxembl co3naioTest B Bujie (DailioB, pa3MeIieHHbIX B OTIPE/ICTIEHHOM JiepeBe KaTa-
JIOTOB. 3aTeM OHU MOTYT OBITh YITAKOBAHbI B aPXUBBI € TOAAEPKKON BEPCHii, TOTOBbIE
K pazBepTbiBanuio. KioueBoii ¢aiin — Chart.yaml.

®ann Chart.yaml

Chart.yaml — ocrnoBHOiI (aitn cxembl Helm. O6sa3aTeIbHBIMU IIOISAMU B HEM SIBJISIOTCS
name ¥ version:
O name — Ha3BaHue cXeMbl (TaKoe e, KaK U y KaTajlora);

O version — Bepcus B hopmate SemVer 2.
OH TaKsKe MOKET coleprkaTh HeoOs3aTe IbHbIE MOJIS:

kubeVersion — auanason coBMecTUMbIX Bepcuii Kubernetes B hopmare SemVer;
description — omnucanue IPOeKTa OAHUM IIPEJIOKEHNEM,

keywords — CIIMCOK KJIIOYEBBIX CJIOB JIJI IIPOEKTA,

home — URL-azpec momarraelt CTpaHUIIBI TTPOEKTA;

sources — crmucok URL-azpecoB ¢ ncXogabIMU KOJaMU J71 TIPOEKTA;

O000O0O

maintainers:
® name — nMs MeiiHTeitHepa (Tpebyercst s KaKI0ro MeiiHTeiHepa);
® email — 2JIEKTPOHHAs MMOYTa MeliHTeliHepa (He 00sI3aTeIbHO);

e url — URL-aapec meiinTeiinepa (He 00s43aTeIbHO);
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O engine — nMs aBIKKa mabroHa (Mo yMordanuio getpl);

Q icon — URL usobpaxkenus B popmare SVG uau PNG, kotopoe 6yaeT UCIoib30-
BaThCs KAK 3HAUOK;

U appVersion — BepcuA NPUTOKECHU;
O deprecated — Jjioruueckoe 3HaYeHUE, IOKAZBIBAIOIIEE, YCTAPEJIA JIK 9TA CXEMA;
Q tillerVersion — Bepcus Tiller, kotopas Tpebyercsa cxeme.

BepCMOHHOCTb cxem

[Toste Bepcuu B haiisie Chart.yaml UCIIOJIb3YETCS KJITMEHTOM KOMAH/IHOM CTPOKU U cepBe-
powm Tiller. Komana helm package MpUMEHHT BEPCHIO, KOTOPYIO HalijieT B (haiise Chart.
yaml 1pu mocTpoeHnn nMeHn naketa. Homep Bepcun B nMeHM TTakeTa CXeMbl JI0JIKEH
COOTBETCTBOBATL HOMepy BepcuH B (hailsie Chart.yaml.

MNMone appVersion

[Tose appVersion He cBst3ano ¢ mosieM Bepcuu. OHo He ucnonbayercst Helm u corysxur
MeTa/laHHBIMY WJIM IOKYMEHTAllMel ISl [10JIb30BaTeiell, KOTOpble XOTAT HOHATh, YTO
UMeHHO OHU pa3BepThiBaoT. Helm He cireinT 3a €10 KOPPEKTHOCTHIO.

YcTapesLune cxeMmbl

Bpems oT BpeMeHH HEKOTOPBIE CXeMbl ycTapeBaloT. OTMeTbTe cXeMy KaK yCTapeBIIyo,
YCTaHOBUB /741 TT0J1sT deprecated B (haiisie Chart.yaml 3Ha4eHNe true. ITOTO JOCTATOU-
HO, YT0OBI 0603HAYNTH TOCTEHION BEPCUIO CXEMBI KaK yeTapestryio. [1o3ke Mo aTnm
MMeHeM MOJKHO OITyO/InKoBaTh GoJiee HOBYIO Bepcuio. Pabouwii mporiece, HCIosb3yemblit
MIpoeKTOM kubernetes/charts, Takos.

O Oobnosnenne daiina cxembr Chart.yaml, 9TO6BI TOMETHUTH €€ KaK YCTAPEBIIYIO U TIO-
BBICUTH BEPCHIO.

O DBoinmyck HOBOI BepCcUM CXEMBI.

O VYpnanenue cxembl U3 UCXO/HOIO PEIIO3UTOPUSL.

dalinbl METaAAHHbIX CXEMbI

CxeMbl MOTYT COJIEPKaTh PasmuHble (hallIbl MeTaJAHHBIX, HariprMep README .md, LICENSE
1 NOTES. txt, KOTOpbIE OIIUCLIBAIOT YCTAHOBKY, HACTPOUKY, UCIIOIb30BAHUE U JINIIEH3UIO
cxembl. Daiir README . md jtosken GuITh B hopmare Markdown u mpeoctaBiasaTs cirery-
I011LYI0 HHQPOPMAITHIIO:

Q onucanue MPUIOKEHU UIN CEPBUCA, KOTOPbIE IIPELOCTABIAECT CXEMA,

O a06bie TPeOOBAHUS /I YCTAHOBKHU U 3aIyCKa CXEMbI;

U omnmcanue napamerpos B values.yaml 1 3HaUEHUA 110 YMOIYAHUIO;

a

Jo0bIe IPYTrHe CBeJeHKs, KOTOPble MOTYT UMETh OTHOIIEHUE K YCTAaHOBKE MJIM Ha-
CTPOIKE CXEMBI.
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Maiin templates/NOTES. txt GyaeT 0TOOPaKATHCS TTOCTIE YCTAHOBKU UITH TIPOCMOTPA
craTtyca pesusa. Bol 10/oKHBI c/ienath haiiar NOTES KPaTKUM U COCJIAThCs B HEM Ha (haii
README . md JiJist TOJAPOOHBIX 00bsicHeHU . OGBIYHO UCTIOMB3YIOTCS TPUMEYAHUST O TIPH-
MEHEHU 1 TIOCTIETYTOTIHE TIATH, TaKHe KaK WHMOPMAINST 0 TIOIKIIOUEHIN K 6a3e TaHHbIX
WJIH JIOCTYTIE K TTOJIb30BATEIBCKOMY BeG-uHTEpDETICY.

YnpaBneHue 3aBUCMMOCTSIMU CXEMb

B Helm cxema MOsKeT 3aBHUCETH OT JTOOOT0 KOJIMIECTBA APYTUX CXEM. DTH 3aBUCHMOCTH
0603HAYATOT SIBHO, TIEPEUNCIISI UX B (hailie requirements.yaml WK KOMHUPYsI 3aBUCH-
MbI€ CXEMBI B TIOJKATAJIOT charts/ BO BpeMsI yCTAHOBKH.

3aBUCHMOCTb MOKET ObITh 100 apXUBOM cXeMbl (foo-1.2.3.tgz), 1mbo ee paciako-
BaHHBIM KaTasoroM. OTHAKO ee UM He IOJIZKHO HAUMHATHCS ¢ CUMBOJIA TIOAYEPKUBAHUS
W TOukH. Takue haitrsl UTHOPUPYIOTCS 3arPY3UNKOM CXEM.

YnpaBneHve 3aBUCMMOCTAMU
¢ requirements.yam|

BwmecTo Toro uToObl BpyYHYI0 pasMellaTh CXeMbI B IIOAKaTajIore chart/, my4iie 0ObsIBUTH
3aBUCUMOCTH, UCTTOJIB3Ys (haiisl requirements.yaml BHYTPU CBOEH CXEMBIL.
requirements.yaml — 3TO IPOCTOM (haiii 1Jisl IepedncaeHns 3aBUCUMOCTEN CXeMBbI:

dependencies:
- name: foo
version: 1.2.3
repository: http://example.com/charts
- name: bar
version: 4.5.6
repository: http://another.example.com/charts

[Tosie name — 210 Ha3BaHUE HYKHOM CXEMBI.

[Tosne version — aT0 Bepcus HY>KHOUN CXEMBI.

ITosie repository — nosnbiii URL chart repository. O6paTute BHUMAHUE: /ISt JIO-
KaJIbHOTO JI0OABJIEHNUST HTOTO PEIO3UTOPHSI BBI IOJIKHBI CIIOJIb30BaTh KOMaH/Ly helm repo.

Co3znas aiin 3aBucuMocTeit, BbI MOKeTe BBIITOJTHUTh KOMaHAy helm dep up, 1 oHA
3arpysuT B TIOJIKATAJIOT charts Bce yKa3aHHbIE B HEM CXEMBbI:

$ helm dep up foo-chart

Hang tight while we grab the latest from your chart repositories...
...Successfully got an update from the "local" chart repository
...Successfully got an update from the "stable" chart repository
...Successfully got an update from the "example" chart repository
...Successfully got an update from the "another" chart repository
Update Complete. Happy Helming!

Saving 2 charts

Downloading Foo from repo http://example.com/charts

Downloading Bar from repo http://another.example.com/charts
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Helm xpauuT cXeMbl 3aBUCHUMOCTEH, H3BJIEKAEMbIE BO BPEMsT BBITTOJTHEHUS KOMAH/IbI
helm dep up, B BU/ie apXUBOB CXeM B KaTaJyiore chart/. B nipeapinyiem mpuMepe B KaTa-
Jjiore charts OyyT HAXOAUTHCS CIEAYIONTIE (hailJIbr:
charts/

foo-1.2.3.tgz
bar-4.5.6.tgz

YnpaBieHue cxeMaMi U WX 3aBUCUMOCTSMH € TOMOIIBIO (haiisia requirements.yaml —
HaWIYUITUN TTOJIX0/] KaK JJIsT TIBHOTO IOKYMEHTUPOBAHUS 3aBUCUMOCTEN M COBMECT-
HOHM paboOTHI ¢ HUMU B KOMaH/Ie, TaK U JIIS MOIEP/KKI aBTOMATH3UPOBAHHBIX KOH-
BeliepoB.

Mcnonb3oBaHue creumnanbHbIX nonen
B (paiine requirements.yaml

Kaskmast sanucn B (aiisie requirements.yaml MOXKET COLEPKATH HEOOS3ATENbHBIE TETU
fields 1 ycyioBUA.

ITH 110JIS1 MOTYT IIPUMEHSATHCS 118 IMHAMMYECKOr0 YIIPaBJIeHHs 3arpy3Koil cxeM (110
YMOJIYaHKIO 3aTPysKaloTcs Bee cxeMbl). Koria nmpucyTetByIoT teru uim ycaosust, Helm
OyZleT UX OIEHUBATD U OIPE/IEJISATD, TOJIKHA JIU 3aTPY/KAThCSI IeIeBast CXeMa.

O condition. [ToJste condition cosepsKUT OJIMH WU HECKOJIBKO TTyTel K haitimam YAML,
pasfiesieHHBIX 3anAThIMUA. EC/M 3TOT Iy Th CyIleCTBYeT CpeJiu 3HAUeHUH caMOoTO
BEPXHETO POANTESI U yKa3biBaeT Ha GyJIeBo 3HaUeHMsT, cXeMa Oy/IeT BRIIOYeHa TIIH
OTKJII0YEHA Ha OCHOBE 3TOro 3HaueHus. O1eHnBaeTcs TOJIbKO I1ePBbIi 0Ly CTUMDI
MyTb, HAWJIEHHBIN B CIIUCKeE, a €CJIU ITyTell HeT, yCJI0BUe He IeCTBYeT.

O tags. Iose tags npezcrasisier coboit crcok MeTok B hopmare YAML st co-
MTOCTaBJIEHUS € 3TOH cXeMOH. B 3HaUeHMsIX caMOTO BEPXHETO POJIUTEIST BCE CXEMbI
C TETaMU MOKHO BKITIOUNTD WM OTKJIIOYNTD, YKa3aB Ter 1 OyJIeBO 3HAUEHHE.

[lasee ipuBeeHsl MpUMEPHI (HAMIOB requirements.yaml u values.yaml, KOTOpbIE
KCIIOJIb3YIOT YCJIOBUA U TEru /IS BKIIOYEHUS U OTKJIIOYEHUSI YCTAaHOBKU 3aBUCH-
mocreit. Daiis requirements.yaml ompeaessieT ABa YCJIOBUS [JIST YCTAHOBKH €T0
3aBHCHUMOCTEN HAa OCHOBe 3HaUeHU 10JIs global enabled W ciemmaabHOTO TTOJIS
sub-charts enabled:

# parentchart/requirements.yaml
dependencies:
- name: subchartl
repository: http://localhost:10191
version: 0.1.0
condition: subchartil.enabled, global.subchartil.enabled
tags:
- front-end
- subchart1l
- name: subchart2
repository: http://localhost:10191
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version: 0.1.0
condition: subchart2.enabled,global.subchart2.enabled
tags:

- back-end

- subchart2

@aiin values.yaml pucBanBaeT 3HAYEHNST HEKOTOPBIM YCJIOBHBIM [T€PEMEHHBIM.
¥ Tera subchart2 HeT 3HaYeHUs, TTOITOMY OH CUMTAETCS BKJIIOUYEHHBIM:

# parentchart/values.yaml
subchartl:
enabled: true
tags:
front-end: false
back-end: true

Bpl Takke MokeTe yCTaHOBUTD 3HAYEHUS TETOB U YCJIOBUM M3 KOMAaH/HOW CTPOKH
IIPU yCTAHOBKE CXEMBbI, M OHU MTOJIyYaT MPUOPUTET Tiepe/l (paitnom values.yaml:

helm install --set subchart2.enabled=false
WnTepriperarins TeroB U YCJIOBUN MOTIUHSIETCS CEAYIONAM TTPABUJIAM.

Q VYcaosusa (ycraHOBJIEHHbIE B BU/le 3HAUEHUIT) BCET/Ia MEPEeoTpe/esisTioT Tern. Boi-
WUTPBIBAET MEPBOE M3 BCEX YCIOBHBIX OTBETBJIEHUH, a TIOCJIEIYIONIe OTBETBIEHNS
JIJIST 3TOM CXeMBI UITHOPUPYIOTCS.

O CxeMma BKIIOYAETCH, €CIU KaKOM-In00 U3 €€ TerOB NCTUHHDBIIM.

Q 3HayeHusI TeroB 1 yCJIOBI/IfI JOJIZKHBI TIPUCYTCTBOBATH Cpe 3HAYEHUI CAMOTO BEpXx-
HETO poauTeJidA.

Q Tern: 3HaueHMsT KII04Ya JLOJIZKHBI OBITH KJIIOYaMU CAMOTO BEPXHETO YPOBHAI. I'nobasn-
HbI€ 3HaAY€HUA 1 BJIOKEHHDIE TEr HE ITOAAEPIKUBAIOTCA.

icnonb3oBaHue WabnoHOB U 3HAYEHUI

JTo6oe BaskHOE TIPIITOKEHTE TPUXONTCS HACTPAMBATD U aIAlITHPOBATh K KOHKPETHOMY
crienapuio ncnonbzoBanust. Cxembl Helm — ato mrabionst sizbika Go, KOTOpbIE 3a1M0JI-
HSIOT MO/ICTAaHOBOYHBIE BhIpaskenust. Helm mozep:kuBaet gonoHuTenbHbie (GyHKITHI
u3 6ubanoreku Spring u erle HECKOJIbKO CIIeUaIN3UPOBaHHbIX GyHKimii. Daitnbr
mabJOHOB XpaHsITCs B Hojikatasore templates/ cxembl. Helm ncrnonb3yer MmexaHusm
maba0HOB 71t 0TOOpaskeHus BeeX (hailjioB B 9TOM KaTajiore v IPUMEHEHUs [IPeI0CTaB-
JIEHHBIX (DailIoB co 3HAUCHUSMU.

Co3zpanue aiinoB WwabnoHos

Daiiipt mabJIOHOB — 3TO OOBIYHBIE TEKCTOBbIE (DAlIbl, KOTOPbIE COOTBETCTBYIOT TPABU-
Jiam si3bika 1rabiouoB Go. OHu MOTyT reHepupoBath (aiiibl koduryparuu Kubernetes.
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Bort ciy»xe6Hblil maboHHbIN (ailn u3 cxembl artifactory:

kind: Service
apiVersion: vl
kind: Service
metadata:

name: {{ template "artifactory.fullname" . }}

labels:
app: {{ template "artifactory.name" . }}
chart: {{ .Chart.Name }}-{{ .Chart.Version }}
component: "{{ .Values.artifactory.name }}"
heritage: {{ .Release.Service }}
release: {{ .Release.Name }}

{{- if .values.artifactory.service.annotations }}
annotations:
{{ toYaml .values.artifactory.service.annotations | indent 4 }}
{{- end }}
spec:

type: {{ .Values.artifactory.service.type }}

ports:

- port: {{ .Values.artifactory.externalPort }}
targetPort: {{ .Values.artifactory.internalPort }}
protocol: TCP
name: {{ .Release.Name }}

selector:
app: {{ template "artifactory.name" . }}
component: "{{ .Values.artifactory.name }}"
release: {{ .Release.Name }}

381

Hcnosab3oBanue KoHBeiiepos u ¢pyuximii. Helm mossosisier ucnosbzosars B daii-
Jiax mabIOHOB PA3BUTLIN U CIOKHBIN CHHTAKCHC, UCITOJIB3YsT BCTPOEHHBIE MTabIOHHbIE
dbyukuun aseika Go u Spring, a Takke KoHBeiiepbl. BoT mipumep mabaoHa, KOTOPBII
JEMOHCTPUPYET 9TU Bo3MOkHOCTH. OH ucnosib3yeT GyHKIIUN repeat, quote u upper
i kaoueid food u drink, a Takke KOHBelepbl — /J1d COeIMHEHUS HECKOJIbKUX

yukImit:

apiVersion: vl
kind: ConfigMap
metadata:
name: {{ .Release.Name }}-configmap
data:
greeting: "Hello World"
drink: {{ .values.favorite.drink | repeat 3 | quote }}
food: {{ .values.favorite.food | upper | quote }}

[TocmoTtpumM, ecThb 11 B (haiisie 3HAUEHWT CJIEYIONTUI PA3IeT:

favorite:
drink: coffee
food: pizza



382 lnaea 13 e Pabota c aucnetyepom naketos Kubernetes

Ecim ga, To ntorosast cxema Gy/ieT TaKoIi:

apiVersion: vl
kind: ConfigMap
metadata:
name: cool-app-configmap
data:
greeting: "Hello World"
drink: "coffeecoffeecoffee"
food: "PIZZA"

BcTpavBaHue npenonpeaeneHHbIX 3Ha4eHU!

Helm npemocrapiiser HEKOTOPBIE NPeAOpe/ieeHHbIe 3HAYEHM, KOTOPbIE BbI MOKETE
UCIIO/Ib30BATh B CBOMX HabyuoHax. B npeapiayinem mabiione cxeMbl artifactory Taku-
MU 3HaYeHUAMU ObLIN Release.Name, Release.Service, Chart.Name u Chart.Version —
9TO TIPUMEPBI TIpeonpeaeseHHbIX sHaueHnii Helm. Cpeaun apyrux npemonpeneseHHbix
3HAYEHUH MOKHO BBIZICTTUTD CAEAYIONINE:

Release.Time;

Release.Namespace;

Release.IsUpgrade;

Release.IsInstall;

Release.Revision;

Chart;

Files;

o000 0D00Oo

Capabilities.

Cxema — 310 cosmepkumoe (aiizia Chart.yaml. [Ipenornpesenentble 3HAYEHMS
B (haiiax — 9T0 00BEKTHI BUIA «KJIOU — 3HAYEHUE», KOTOPbIe 06ECIIeUnBAIOT AOCTYIL
yepes pazmunbie pyHkmn. OOpaTuTe BHUMAHUE HA TO, YTO HEU3BECTHBIE TIOJIS B TIOJIE
Chart.yaml UTHOPUPYIOTCS MAGJOHU3ATOPOM U HE MOTYT MCIIOJb30BAThCS IS TIepe-
Ja4y B aOIOHBL IIPOU3BOJIBHO CTPYKTYPUPOBAHHBIX JAHHBIX.

MNMopaya 3HaveHu u3 dainna

Bot wacTp haiina co 3HAYEHUSMU IO YMOJYAHUIO B cxeMe artifactory. 3HaueHUs U3
aToro (aiia NCIoab3yI0TC I 3ATI0JTHEHUST HECKOJTBKUX 11a6JI0HOB. Hamnpuwmep, B mipe-
JABbIIYIIEM CJIy>Ke6HOM mabJsone IIPUMEHAIOTCA 3HaUYeHud artifactory 1 internalPort:

artifactory:
name: artifactory
replicaCount: 1
image:
# repository: "docker.bintray.io/jfrog/artifactory-oss"
repository: "docker.bintray.io/jfrog/artifactory-pro”
version: 5.9.1
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pullPolicy: IfNotPresent
service:
name: artifactory
type: ClusterIP
annotations: {}
externalPort: 8081
internalPort: 8081
persistence:
mountPath: "/var/opt/jfrog/artifactory"”
enabled: true
accessMode: ReadWriteOnce
size: 20Gi

Bo BpeMst BBIMOJIHEHMST KOMAH/bl YCTAHOBKU MOKHO YKa3aTh COOCTBEHHBIN haiin
B (hopmare YAML, KOTOPBIiI TIepeoripe/ie;TUT 3HAYCHUS TI0 YMOJTIAHUIO:

> helm install --values=custom-values.yaml gitlab-ce

O6)'IaCTb, 3aBUCMMOCTUN N 3HaAYEHNA

MDaiisrpl 3HAYEHUT MOTYT OOBSIBIIATH 3HAYCHUS JIJISI CXEM BEPXHETO YPOBHSI, 8 TAKIKE JIJIsk
JI000iT U3 CXeM, KOTOPBIE BKJIIOUEHBI B Katasior charts/. Hanpumep, daiir artifactory-
cevalues.yaml COJEPKUT HEKOTOPbIE 3HAYEHUS 110 YMOIYAHUIO /IS CBOEH CXeMbl 3a-
BHUCHUMOCTEI postgresql:

## Configuration values for the postgresql dependency

## ref:
https://github.com/kubernetes/charts/blob/master/stable/postgressql/README.md
##

postgresql:

postgresUser: "artifactory”

postgresPassword: "artifactory"

postgresDatabase: "artifactory"

persistence:

enabled: true

CxeMa BepXHEro ypoBHsI IMeET JOCTYII K 3HAYE€HMSIM 3aBUCHMBIX CXEM, HO He Hao00-
pot. IIpexycMOTpeHo Takske rJ06abHOE 3HAUEHME, IOCTYITHOE JIJIst Beex cxem. Harpu-
Mep, Bbl MOKeTe J00aBUTh YTO-TO BPOJIE ITOTO:

global:
app: cool-app

[io6anbHbBIH TapaMeTp (eCiii TAKOBOU MIPUCYTCTBYET) OYIET PEIIUIIUPOBAH MEKLY
3HAYEHUSMHU BCeX 3aBUCHMBIX CXeM, KaK II0Ka3aHo Jajee:

global:
app: cool-app
postgresql:
global:
app: cool-app
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Pe3tome

B aroii riiaBe Mbl pacemorpenn Helm — aucnieruep makeros Kubernetes. C momoribio
Helm cucrema Kubernetes ympasiisieT cI05KHBIM TIPOTPAMMHBIM 00€CTIEYEHIEM, COCTO-
STUM U3 MHOKECTBA B3AUMO3aBUCUMBIX pecypcoB. OH BBITIOJHSIET Te JKe 33[a4H, 4TO
U MEHEJKEP TIAKETOB B OTePaIlMOHHOi crcteme. Helm opranusyer makeTsr u Mo3BoJisteT
BaM MCKATh CXEMbI, yCTAHABIUBATH U OOHOBJIATH MX, a TAKIKE JACTUTHCS CXEMaMHU € KOJI-
Jleramu. Bbl MokeTe co3aBaTh CBOM CXEMBI U XPAHUTH UX B PETO3UTOPHSIX.

Ha aTom ararie BbI I0JIKHBI TIOHUMATh, HACKOJIBKO BOKHYIO poJib urpaet Helm B ako-
cucreMe u coobiectse Kubernetes. Bbr 1015KHBI METh BO3ZMOKHOCTD MTPOAYKTHBHO
HCIIOJIb30BATh €0 1 JIaske pa3pabaThiBaTh COOCTBEHHBIC CXEMBI U JICTUTHCSI UMU.

B caenyiomieit riiaBe Mbl moroopum o 6yayuiem Kubernetes u pacemorpum ero
JIOPOKHYIO KapTy». A BI0OABOK — HECKOJIBKO MYHKTOB U3 MOETO JIMYHOTO CIIHUCKA T10-
JKeJTaHn.



byayuwee Kubernetes

B aroii raBe MbIl paccMOTpUM TiepereKTHBBI passuThs Kubernetes ¢ pasubix Touex 3pe-
nug. HauneMm ¢ «/10poskHO# KapTbl» 1 HOBBIX (DYHKIININ IIPOLYKTA, & 3aTE€M ITOTPY3UMCs
B MIPOIIECC €T0 MpoeKTHpoBanus. Bemomumm, kak cucrema Kubernetes 3aposkmamnach,
MOTOBOPUM O COOOIIECTBE, IKOCUCTEME U OCBEIOMIECHHOCTU O Hell moTpebuTeneii.
Bonpimast wacth HoBOrO (hyHKIMoHATa Kubernetes craner onmpeessiThest TeM, Kak 9To
MOMOYKET CHCTEME B TIPOTUBOCTOSTHUY ¢ KOHKYpeHTamu. [IpocBeTuTenbekast pabota Tak-
e OYZIeT UTPaTh BAKHYIO POJIb, TIOCKOJIbKY KOHTEHHEpPHAs OPKECTPAITHS — 9TO HOBas,
GBICTPO PA3BUBAIOIIASCS ¥ MTOKA €I1e HE BCEM TOHATHAsT 00J1aCTh. 3aTeM MbI 0OCYANM
JIMHAMUYECKHE IOTIOTHEHMS.
Wtak, MBI paCCMOTPUM CJIEIYIONINE TEMBI.

Hopora B Gy ay1iee.
Konkypenrus.

Bpemst Kubernetes.
[Tpocsetienue 1 0OydeHue,

MogynupoBaHue 1 IOTOJHEHUS «BHE JIePeBas.

OO0 00D0D

Texnomnorus service mesh u serverless-gpeiiMBopKu.

[opora B byayliee

Kubernetes — 3T0 KpyIHBINH TPOEKT € OTKPBITHIM MCXOAHBIM KOJOM. PaccMOTpuM He-
KOTOPBIE U3 3aIIAHUPOBAHHBIX (DYHKIIUE 1 OY/IYIIUX PETU30B, & TAKIKE Pa3TUYHbIE CIIe-
[aIbHBIE TPYIIIILI TTO MHTEPECAM, KOTOPBIE COCPEAOTOYEHBI Ha KOHKPETHBIX 00JIaCTSIX.

Bepcum n atansl pa3sutus Kubernetes

Kubernetes o6HOBIIsIeTCST 10BOIBHO Pery isipHO. TeKyIHil BBIITYCK O COCTOSTHHIO Ha
arrpestb 2018 roma — 1.10. IIpuBey HeckobKO Bbiziepskek u3 pesnson 1.11, 4tobsl 1ath
IpeJICTaBlIeH e O TIPOJIeJIaHHOIT paboTe.

Q Oo6nosiaenne 10 Go 1.10.1 u nepexo Ha cepsep eted Bepeun 3.2.

Q Iloazepskka CTOPOHHUX IIOCTABIIMKOB ITPOBEPKU MOATMHHOCTH.

O Ilepenoc kublet-draros B kublet.config.k8s.io.
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O IMoaxepsxkKa cTaHIAPTHOTO HaNTAHCHPOBIMKA HATPY3ku Azure u mybananoro [P-
ajipeca.

O /lo6asnenune komanasl kubectl api-resources.

a MI/IHOpHI)Ie PEJN3bI BBIITYCKAIOTCA KaK/Ible TPU MeECAIQ, a MTaTYN 3aKPbIBaIOT yA3-
BUMOCTHU U HeﬂOpa60TKI/I J10 CJIeyIomero MMHOPHOTO BbITTYCKa. [IaJIee ITprUBEACHDbI
JaThl TPpEX IMOCJEIHNX BBIITYCKOB!

e 10.0 — 26 mapra 2018 roga, 1.9.6 — 21 mapra 2018 roza;
e 9.0 — 15 gexabps 2017 rozna, 1.8.5 — 7 gexabps 2017 roxa;
e 8.0u1.7.7 — 28 centsabps 2017 roga (Moii gedb poxkaeHus!).
Eire ogun Xopouiuii crnocod HOHATH, YTO IIPOUCXOAUT, — MOCMOTPETH HA U3MEHEHUST
B aibha- 1 Oera-Bepcusix. Bol MOKeTe TIPOCMOTPETH JKyPHAT M3MEHEHUH 0 ajpecy
github.com/kubernetes/kubernetes/blob/master/CHANGELOG.md.
Bot HekoTopsie 13 0cHOBHBIX TeM Bbirycka 1.10:
Node;
Network;
Storage;
Windows;
OpenStack;
API machinery;
Auth;
Azure;
CLIL

Ny Uy A [ Iy N Ay Ny

Ocobble nHTepecsl 1 paboune rpynnbl Kubernetes

Boubiast yacts pabotsr 1o cosaannio Kubernetes — KpyImmHOro POEKTa ¢ OTKPBITHIM
HCXOHBIM KOJIOM — ITPOTEKAET B HECKOJBKUX Pabounx rpymax coobiectsa. ITogHbII
CITMCOK 371eCh: github.com/kubernetes/community/blob/master/sig-list.md.

[LnanupytoTcst Oyayliye peJusbl B OCHOBHOM B paMKax aTux SIG u pabounx rpyi,
noromy 4to cucreMa Kubernetes cimnikom Beska, 4ro06bl 00pabaThiBaTh BCe LEHTPa-
JIN30BaHHO. ['PYIIIIBI PEryJIsIPHO BCTPEYAIOTCs U 00CYKAAIOT IPOEKT.

KOHKypeHUus

B mae 2017 roga 6b110 0IyGJMKOBAHO TIEPBOE M3aHKe 9TOW KHUTH. B TO BpeMs IPOeKT
Kubernetes cyiiecTBoBal B COBEPLUIEHHO MHOI KOHKYPEHTHOII cpezie. BoT uTo s1 Harcas
Tor/Ia:
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«Kubernetes paboTaeT B 0AHOM M3 CaMblX FOPSUYNX TEXHOMOMMYECKUX
obnactei KoHTelHepHOMN opkecTpaumu. byaylwee Kubernetes gonxHo
paccMaTpuBaTbLCS Kak YacTb BCEro pbiHKa. Kak Bbl yBUAUTE, HEKOTOPLIE U3
BEPOSITHBIX KOHKYPEHTOB MOTYT ObITb 1 MApTHEPaMK, KOTOpbIE PeKNaMUpyoT
Kak cobCTBEHHOE MpeasioXeHne, Tak 1 Kubernetes (Mnu, no kpaliHei Mepe,
Kubernetes MmoxeT paboTaTb Ha ux nnatdopme)».

Metmee yem yepes Toj cuTyanus pesko namenmaach: Kubernetes mobeanma. Bee mpo-
Baiiziepbl 06JIaYHBIX YCIYT IpeAiaraioT yupasisgembie yeayru Kubernetes. IBM o6e-
CIIEYMBAET e€ MOJIEPKKY Ha «TOJIbIX> KiaacTepax. KoMmanuu, Kotopbie pazpabaTbiBaior
mporpaMMHoe obecTiedeHne 1 JIOTTOTHEHUS IJIsI KOHTEHHEPHO OPKeCTPAINH, COCPEIO-
toueHbl Ha Kubernetes, a He Ha co3laHUK TPOLYKTOB, MOJIEPKUBAIONIIX HECKOJIBKO
peleHni opKecTpalun.

3HAYMMOCTb KOHTENHEpPU3aLMK

Konreitrepubie mraThopMbl 1711 opkecTpaiuu, Takue kak Kubernetes, mpsimo 1 koc-
BEHHO KOHKYPUPYIOT ¢ OoJbIuMy U MeHbIuMu obactsimu. Hampumep, Kubernetes
MOJKeET OBITh JI0CTYTIHA Ha 00JauHoil TaTdopme, Takoit kak AWS, Ho He mogolizer
1Uist 6e3yCJIOBHOTO Tiepexo/a Ha Takyto miardopmy. B to ske Bpemst Kubernetes snesxut
B ocioBe GKE Ha Google Cloud Platform. Pazpaborunku, BeiGupatoriue 6osee Bbi-
COKWMIT ypoBeHb abCTpaKIlnu, J0MyCcTUM 00aunyto miaTdopmy uin aaxke PaaS, arie
BCero Gy/IyT MPUMEHSTH peliierue mo ymordanuio. Ho HekoTopbie pazpaboTanku wim
OpraHu3aIy HECITOKOATCS O TOM, YTOOBI He MOCTPaAaTh M3-3a OJIOKMPOBKY MPOBali-
Jiepa, WU JIOJKHBL paboTaTh Ha HECKOJIBKUX OOJaUHBIX MM THOPUAHBIX TYOIUUHBIX /
vacTHbIX TIatopmax. 3xeck y Kubernetes ecth Becomoe npenmyitiectso. Xorst 06b-
eIMHEHYE KA3aJI0Ch TIOTEHIINAIBbHON cepbe3Hoil yrposoii aus npunsats Kubernetes,
Ternepb Kax/Iblil KPYITHBIN UTPOK MPeJIJIaraeT 3Ty CUCTEMY TIPSIMO Ha CBOel miatgopme
WJIU B PelIeHUN.

Docker Swarm

Docker ceituac crangapr ae-daxro mist koureiiaepos (xotst u CoreOS rkt wabupaer
o6opotsr). Docker xo4eT moydnTh KyCOK OPKECTPOBOTO THPOTA, TIOITOMY BBITTYCTUIT
mpoaykt Docker Swarm. OcHoBHOe npenmytiecTBo Kiaactepa Docker Swarm 3aksroua-
€TCs1 B TOM, UTO OH BXOJUT B cOcTaB ycraHoBku Docker u ucriosbayer crangaprabie APT
Docker. Taknm 06pasom, KprBast 06yIeHUsT OKa3bIBAETCST He CITUTTKOM KPYTOi U HAYaTh
OCBaMBaTh 9TU MPOIAYKTHI Jierde, yeM mpoune. Tem He Menee Docker Swarm orcraer
ot Kubernetes ¢ Toukn 3pernst BoamoskuocTeit u totoBHOoCcTH. Kpome toro, Docker He
oTinyaeTcst 6e3ympeyHoil peryTalyei 1 B TOM cJiydae, KOT/[a pedb UET O BHICOKOKaue-
CTBEHHOI TexHUKe U Ge3omacHocTr. OpraHusaiui 1 paspaboTUNKK, 3aNHTEPECOBAHHBIE
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B CTaGUIIBHOCTH CBOMX CHCTEM, MOTYT OTKas3aThcst 0T Docker Swarm. Paspaborunku
Docker ocosnator mipo6iiemy v IpeANPUHUMAIOT TIary Jis ee yerpanerust. OHY BbITTY-
crusm npoaykT Enterprise, a Taksxke nepepaborasnu BuyTpennue aaeMentsl Docker kak
HabOp HE3aBUCUMBIX KOMIIOHEHTOB uepe3 ripoekT Moby. Ho HegasHo u pazpaboTuunku
Docker npusnanu Boicokoe mecto Kubernetes kax miatdhopMbl JIJist OPKECTPAIMN KOH-
teiinepoB. S1 mpemnonarawo, uro Docker Swarm BoiioxHeTCst ¥ OYIE€T UCTIOIB30BATHCSI
TOJIBKO JIJ/IST OU€Hb MAJIEHbKUX TIPOTOTUIIOB.

Mesos/Mesosphere

Mesosphere — KOMITaHsI, CTOSIIIAS 32 OTKPBITHIM MCXOAHBIM KooM Apache Mesos,
a npoaykT DC/OS — ato nnatdopma, oTBevaomas 3a ylpaBieHne KOHTeiTHepaMu
1 GOJTBIINMY JTaHHBIMU B 001ake. TexHoI0THs yeTostBInasicst, u Mesosphere pasBuBaet
ee, HO y HUX HET PeCypPCcoB M NUMITYJIbca, KoTopbiMu oOsragaer Kubernetes. S cunraro,
gyro Mesosphere 6yzeT oueHb cTabGUIBLHO Pa3BUBATLCS, TOTOMY YTO 9TO OOJBIIONH PhI-
HOK, HO He CMOJKeT yrpoxkath Kubernetes kak penieHuio 7ist OpKeCTPaIuit HOMep OJIHH.
Kpowme Toro, Mesosphere rakske mpustamia, 4to onn e MoryT nobeants Kubernetes
u penrnan npucoeguautbes k Heil. B DC/OS 1.11 Bbl noayuaere Kubernetes xax cep-
suc. [Ipemoxenne DC/OS — pocTymHoe, 0O4eHb MPOCTOE B HACTPOIiKe 1 HezonacHoe
no ymosrdanuio passeproisanue Kubernetes, kotopoe 6b1710 iporectuposano B Google,
AWS u Azure.

O6nayHble nnaTgopmbl

MHoOeCcTBO opranusanuii 1 pazpaboTYMKOB IIePEeX0AAT Ha yOauuHbie 00JIauHble
mraThopMbl, 4TOOBI M36EKATH TOTOBHON HOMN M3-32 HIU3KOYPOBHEBOTO YIPABIEHUS
cBoeii nadpacTpykTypoil. OCHOBHAs MOTUBAIUSA 3TUX KOMIIAHUH 3aKTI0YAETCS B TOM,
4T0OBI OBICTPO TPOABUTATHCS B PabOTE U COCPEIOTOUNTHCS Ha CBOEH OCHOBHOI 3aj1aue.
Takum 06pasoM, OHM HaBEPHIKA CTAHYT UCIIOIB30BATH PETIEHIE /75T Pa3BEPTHIBAHHS TIO
YMOJIYaHUIO, TIpEyIaracMoe nx O6JIa‘-IHbIM HpOBaﬁZ[epOM, ITIOTOMY 4YTO MHTETrpaIiysAa — 3TO
Hanbosee 6e360e3HeHHOE 1 OTITUMU3UPOBAHHOE PETITEHIIE.

AWS

Kubernetes orimmuno paboraer na AWS uepes opunmanbiblii npoext Kubernetes Kops:
github.com/kubernetes/kops.
Hexoropeie hynkimm Kops:
Q asromaTusanus BblAeaeHUs KiaacTepoB Kubernetes B AWS;
O pasBepThiBaHME BHICOKOAOCTYIHBIX MacTepos Kubernetes;

O BO3MOXKHOCTD reHepaiiuu Koupuryparmii Terraform.
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Onnaxo Kops — ato He opunmnanbpaoe pentenne AW'S. Eciin Bbl ynipasisieTe cBoei
uHGpacTpyKTypoii yepe3 koucomb AWS u API, To myTh HauMEHBIETO COMPOTUBIIE-
uust —Elastic Container Service (ECS) — BCTpOEHHOE PellieHue JIJist OPraHU3aI[iK OPKe-
crparuu, He ocHoBarHoe Ha Kubernetes.

Teneps AWS mosrocThio mpenana naee Kubernetes u B Hactosiiee BpeMst 3a-
Humaercst BoinyckoM Elastic Kubernetes Service (EKS) — NMOJHOCTBIO YIIPABJIsIeMOTO
" BeICOKOTOCTyTHOTO Kaacrepa Kubernetes 6e3 kakux-1m1b60 n3MeHEHUH, HO TECHO
WHTETPUPOBAHHOTO C TIOMOTITBIO HAZICTPOEK U JIOTTOJTHEHUI B cepBUCH AWS.

B riepBoM u3aHUM ST TIPEIONOKII, YTO MOryiecTBeHHbil AW'S Oyer npu-
NIEPIKUBATHCST CBOEH TOMUTHKY U cTOATH 3a ECS, Ho omubes — gaxke oH OTKaTHIICS
k Kubernetes. ECS Gyzer moagepKuBaThcs, TOTOMY YTO MHOTHE OPTaHU3AIUN WH-
BECTUPOBAJIU B HETO U, BO3MOKHO, He 3aX0TsT Murpuposath Ha Kubernetes. Onnako
s TIPEICKa3bIBaio, uTo co BpeMeHeM ECS Gyzier mpusHaH yCcTapeBIImM TPOLYKTOM, TTO]I-
JIEPKUBAEMBIM JIJIST OPTAHU3ATIH, He MMEIOITIX TOCTATOYHBIX CTUMYJIOB JIJIST IEPEXo/ia
na Kubernetes.

Azure

Azure pesiocTaBiIsIeT yCIyTy KoHTeliHepa Azure, HO He HaBsi3biBaeT (haBOPUTOB. Bbr Mo-
skeTe BbIOpaTh, xoTuTe Jii ucioab3osarb Kubernetes, Docker Swarm wiun DC/OS.
IT0 yH00HO, IIOTOMY 4TO U3HAYaAbHO Azure ObLIa ocHoBana Ha Mesosphere DC/OS,
a nosxe gobasu Kubernetes m Docker Swarm B kauecTBe BApHaHTOB OpKeCTpa-
iuu. Iockonbky Kubernetes sHaunTenbHO onepeskaeT MPOUYMX M0 BO3MOKHOCTSIM
U TOTOBHOCTH, 51 CYUTAIO, YTO OHA CTaHeT MYHKIIMENl OPKeCTPAIU HOMeD OJNH Ha
Azure.

Bo Bropoii nososune 2017 roga Azure oduimanbho Boinycruna Azure Kubernetes
Service (AKS), u Microsoft nmonnoctpio yerynuiaa Kubernetes mepseHctso B kauectse
peleHus st oprecTpaiu Koureittepos. CoobiectBo Kubernetes ouetb akTHBHO, OHO
mpuobpesio Deis (paspaborunk Helm) u cozmaer MHOKECTBO HHCTPYMEHTOB, 8 TAK/Ke
cpeacts unterpaiuu. [opnepsxka Windows s Kubernetes u wnrerpanust ¢ Azure
MTPO/IOJIKAIOT YITyUIIAThCS.

Alibaba Cloud

Alibaba Cloud — ato kuraiicknit AWS. Ux API crienmnaibHo cesial O4eHb TOX0KNM Ha
API AWS. Alibaba Cloud ucno/p3oBaJ cepsuc yipasjieHUs KOHTEIIHEpaMu Ha OCHOBE
Docker Swarm. S passepHyJI HecKoJIbKO HebobIMX npuaoxkeHuit Ha Alibaba Cloud u
cJ1eJ1all BBIBOJI, UTO Pa3pabOTUUKH, MOXOKE, He OTCTAIOT OT KPYITHBIX UTPOKOB U OBICTPO
BHOCAT U3MeHeHMs Bee 3a HuMu. 3a nocaenauii rog Alibaba Cloud (Aliyun) simics
B psitbl cropoHHIKOB Kubernetes. CytiiecTByeT HECKOIBKO PECYPCOB JIJIsl Pa3sBepPThIBa-
nus kiaacrepos Kubernetes u ynpasiena umu B o6axe Alibaba, Bkmouas peanusarmio
GitHub unrepdeiica obaunoro nposaiigepa.
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Bpems Kubernetes

Kubernetes akTrBHO pasBuBaetcst, ee co00IIeCTBO yBeamunBaeTcst. [1oJb3oBatesn cTeka-
iorcs k Kubernetes 110 Mepe Toro, kak pacrer ocBegoMIeHHOCTh 0 Heit, CM npusHaior,
YTO OHA 3aHUMAET JIMIUPYIONIYIO TIO3NIIIO, 9KOCHUCTEMA PA3BUBAETCs, KPYTTHBIE KOPIIO-
paiuu 1 KoMmauuu Besen 3a Google ak THBHO TIOIEPKUBAIOT €€, 2 MHOTHE OI[EHUBAIOT
U 3aITyCKAIOT B TPOMU3BO/ICTBO.

CoobuwecTtso

CoobutecTBo paspaboTUNKOB — OJMH M3 IJ1aBHBIX akTuBoB Kubernetes. Hegasno
Kubernetes crama nepBbiM IPOEKTOM, KOTOPBII 3aBEPINUI MOJHBIA LMK Pa3BUTHUS
B pamkax Cloud Native Computing Foundation (CNCF).

GitHub

Kubernetes paspabarbiBaercst Ha GitHub u Bxoaut 8 0,01 % caMbIx HOIYJISIPHBIX TPO-
€KTOB Ha 3TOi1 1aTopMe, yIAepKUBast TIEPBEHCTBO 10 akTuBHOCTU. OOpaTHTE BHUMAHUE
Ha TO, uTO 3a mocJennuii rog Kubernetes crana 6osree MOy IbHON U MHOTHE YaCTH Ma3Ja
Ternepb paspadaTbiBAIOTCST OTAEIBHO.

B cBoem npoduiie LinkedIn mpodeccuonannr ykassisaior Kubernetes uarie, yem
J060€ JPYTOE COMOCTABUMOE TIPEJIOJKEHHE.

Tox nazax Kubernetes umena mpumepro 1100 yuactaukos u 34 000 KOMMHUTOB.
Teneps s1u niudpsi Bospociu 1o 6osee vem 1600 yuactaukos u csbiiie 63 000 kommvu-
ToB (puc. 14.1).

I kubernetes { kubernetes ©Watch | 2,339 | rStar 34510 | YFork 12,222
<> Code D lIssues 2,394 1L Pull requests 1,094 1] Projects 11 lihs Insights

Production-Grade Container Scheduling and Management http:/fkubernetes.io

kubernetes  go  enel  containers

{r) 63,659 commits ¥ 37 branches > 367 releases 41 1,628 contributors s Apache-2.0

Puc. 14.1

KoHdepeHunn 1 BCTpeun

[pyroii npusHak 6picTporo passutust Kubernetes — kommuecTBo KoHbepeHIMii, BCTpey
n nx yLIaCTHI/IKOB. KO]II/I‘-IECTBO y'-IaCTHI/IKOB KubeCon 6bICTpO paCTGTy " HOBBIC BCTpe‘-II/I,
nocssuennbie Kubernetes, opranusyiorcst Kaskablil 1€Hb.
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OcBeaOMNIEHHOCTb NoTpebutenen

Kubernetes npuBiiekaer npucrajibHOe BHUMAHKE MTOJTb30BaTEEH, U OHA YaCTO pa3Bep-
ThIBaeTcs. KpymHble 1 Majible KOMITAHUH, KOTOPbIE TTOTA/IAI0T HA apeHy KOHTEHHEPOB,/
DevOps/mukpocepsucos, ipuanmaioT Kubernetes, u ata tenpennus ouesuana. Oaun
U3 HHTEPECHBIX MOKa3aTeell — KOJMIeCTBO HOBBIX BOMPoCcoB Ha caiite Stack Overflow.
Co00111eCTBO MIPETPUHUMAET ITIATH, YTOOBI OTBEYATh Ha 3T BOIIPOCHI U CIIOCOOCTBOBATH
corpyauuuectsy. ITo remmam pocta Kubernetes HaMHOTO TPEBOCXOAUT CBOUX COIEPHU-
KOB, ¥ 3TO IBHO BUIHO (puc. 14.2).
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JKocmucTema

Isounoniust Kubernetes ouenb Brieuatiisier: 0T 00JIaYHBIX MPOBAAEPOB [0 TIaTHOPM
PaaS u crapraros, koTopbie 1pearaioT KOMMOPTHYIO Cpe/ly BLIITOJTHEHUS.

MpoBariaepbl Ny6nn4YHbIX 061aK0B

Bce ocHoBHBIE TOCTABIMUKN 00JaYHbIX YCAYT HAIPSMYIO moaaepxuBaior Kubernetes.
OueBuaHbIM JuepoM sBisercss komnauusg Google ¢ cucremoii GKE, koropast mpes-
cTaBiisieT coboit BCTPOEHHBI Mexannu3M KouTeitnepos Ha 6asze Google Cloud Platform.
IIpoext Kops, yIOMSHYTHIN paHee, — 9TO XOPOILO HOAAEPKIBAEMOE, 00CIYKIBAEMOE
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u okymeHTHpoBaHHoe pemenue st AWS, n Beimyck EKS yixe He 3a ropamu. Azure
npegiaraer AKS. B o6imaunom cepsuce kKonreiinepa IBM paGoraer Kubernetes. Oracle
BHUMarebHO caeanT 3a Kubernetes u ipeiaraet ycmyri KOHTEHHEPU3AIIHH, OCHOBAH-
Hble Ha HoBelux Bepcusix Kubernetes u Kubeadm.

OpenShift

OpenShift — 10 KoHTelIHepHBI puKIagHol npoaykT RedHat, mocrpoennsiii Ha
6ase OTKpbITOrO HcxonHoro koga OpenShift, ocnosannoro na Kubernetes. OpenShift
N00aBJISET yIIpaBeHNe JKU3HEHHBIM [IUKJIOM TIPHIOKeHNst 1 nuHeTpyMeHT DevOps 1io-
Bepx Kubernetes u BHocuT B Hee 601bII0N BKIa/ (HAPUMEp, aBTOMACHITAOUPOBAHIE).
ITOT TUTI B3aMMOJIEHCTBUS OY€Hb MOJIE3HBIN 1 obHanexuBaomuil. RedHat nenasno
npuobpena CoreOS, u ciuanne CoreOS Tectonic ¢ OpenShift moxer obecrieunts oT-
JINYHBII 9 DEKT OT COBMECTHOTO UCIIOIH30BAHUSI.

OpenStack

OpenStack — a1o yactnag obraunas maaTdopMa ¢ OTKPHITHIM UCXOMLHBIM KOIOM,
U HeJIABHO OHa TIPUHsIA pelenue o crangaprusaiuu Kubernetes B kauectse 6a30B0ii
n1aTOPMBI T OPKECTPALIUU. ITO OOJIBIIOE JIEJI0, TOTOMY YTO KPYIIHBIE [TPEIPHU-
THSI, KOTOPBIE XOTAT JeHCTBOBATH B COBOKYITHOCTH MyOJUYHBIX U YACTHBIX 0OJAKOB,
OyLyT ropaszo Jy4ile HHTerpUpoBaThes ¢ 0bmaunoii ¢penepanneii Kubernetes, ¢ ogmoii
cropomnsl, u OpenStack — wactnoit 061aunoii miardopmoii, mpumensiomeii Kubernetes
3a KaJ[poM, — C IpYTOii.

B nocnegaem o63ope OpenStack, seinosnennom B HoszOpe 2017 roza, oKasato, 4To
Kubernetes ceituac — 210 camoe HOILyJIIPHOE PellieHue Jist KOHTeHHEPHOiT OpKecTpaiun
(puc. 14.3).

Apyrve urpoku

CyrecTByeT 1 eliie psiji KOMIIaHUH, KoTopbie ucnoab3yior Kubernetes B kauectse ocHo-
Bbr, HanpuMep Rancher u Apprenda. Bobiiioe KosimuecTBO cTapTanos pa3pabaThiBAIOT
HaJICTPOIKY U CEPBUCHI, 3alTycKatonuecs BHyTpu kiaactepa Kubernetes. Ee szer sproe
Oymynee.

ObyueHne 1 NoAroToBKa

ITpocsermenne OymeT MMeTH perraioniee 3Hadere. Ha cMeHy sHTY3UACTaM, TIPUMEHSI-
oM Kubernetes ¢ caMbix paHHUX BepCHil, TPUXOAAT OOBIYHbIE MOJIB30BATEIH, TO9TO-
MY O4Y€Hb BaKHO, I{TO6BI Oopranusanun u paSpa6OT‘H/IKI/I UMeJIn JOCTYII K TTOAXOJATIINM
pecypcam; 310 GyJIeT croco6CTBOBATH OBICTPOMY M IPOAYKTHBHOMY OCBOEHHIO TaHHOK
TEXHOJIOTHU. YIKe CYIIECTBYIOT HEIJIOXHE PECYPChI, U 5T IPECKa3bIBaIO, YTO B ajib-
HefleM UX KOJn4ecTBO GY/IEeT PACTH, a Ka4eCTBO — yJydIathest. Ml KOHEYHO, KHUTA,
KOTOPYIO BBI cefiIac YnTaere, — 9acTh HTOTO TPOTIECCA.
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Odunnanbhag gokymenTaiust Kubernetes cranosures Bee sydiie 1 rydine. OHaiH-
y4eOHUKU OTJMYHO HOAXO/AT JIJIst Hadasia paboThl € 3TOM T1aT(HOPMOIi.

O B CNCEF ectb 6ecrutatbrii BBoAHbIH Kype Kubernetes (a takske 6osiee mpoaBUHy THIi
TIJIATHBIN Kypc): www.cncf.io/certification/training/.

Q Corpyanuku Google cosnanu neckonbko kypcos Udacity mo Kubernetes. Haiinere
UX 110 azpecy www.udacity.com/course/scalable-microservices-with-kubernetes--ud615.

O Otrmunbiii pecype — KataCoda, on npegocrasiisier 6eCIiaTHY10 UTPOBYIO TLIO-
manky Kubernetes, rie BbI MOKeTe TOIYIUTH YaCTHBIA KJIacTep 32 CUNTAHBIE
CEKYH/IbI, & TAKJKE HECKOJILKO TIPAKTUYECKUX PYKOBOJCTB 0 PACITUPEHHBIM TEMaM
Ha www.katacoda.com/courses/kubernetes.

EcTh Takke MHOTO TUIATHBIX CIICIIUATN3UPOBAHHBIX yueOHbBIX KypcoB 1mo Kubernetes.
[TOCKOJIBKY TOTYISIPHOCTD TIATGOPMBI PACTET, UX KOJIUIECTBO GYIET TOIHKO YBEIH-
YUBATHCS.

MoaynmnpoBaHue
N AOMNOSNIHEHUS «BHE AepeBa»

Kubernetes ¢ camoro 1epBoro Bbiycka go6umach GOJIBINX YCIEX0B B 06JaCTH MO -
smposanus. OHa Beera Obita 06pasioM riOKocTH 1 paciimpsiemMocti. OIHAKO TIepPBOHa-
YaJIbHO BaM IIPUXO/IMIOCH CO3/1aBaTh KOJ U CBA3bIBaTh ero ¢ cepsepoM API Kubernetes
nim ¢ Kublet (3a uckirouernem pomostenunit CNT). Bbi Takske J0IKHBI ObLIN TPOBEPSITH
KOJI ¥ HHTETPUPOBATD €ro ¢ ocHOBHON 6azoii Kubernetes, uTo6b! cienath 10CTyMTHBIM
IS IPYTUX pa3paboTunkoB. B To BpeMst 51 ObLI OU€Hb paji IMHAMUYECKUM J[OTT0JI-
HernsM Go 1.8 1 ToMy, Kak UX MOKHO ObLIO TMOKO MCIIOJIb30BATD JIJIs PACIITHPEHIIST
Kubernetes. Paspabotuankn 1 coobiectso Kubernetes ot mo Ipyromy myTH 1 perm-
JIV CIeJIaTh ee YHUBEPCATbHBIM JIBUKKOM, TI€ TIOUTH KasK/IbIii ACTIEKT PEATBHO HACTPOUTh
WJIW PACIIUPUTD U3BHE Yepe3 CcTaHAapTibie untepdelicsl. Bol Bimean MHoro npiuMepoB
Takux fefictBuii B TiaBe 12. [loaxon «BHE fiepeBa» 03HAYAET, YTO BBl MHTETPUPYETE
JoNoJIHeHe nian paciupenre ¢ Kubernetes, KoTopble HaXoasaTCs BHE fiepeBa Koja
Kubernetes na GitHub. CyiiecTByer HeCKoIbKO MEXaHU3MOB.

Q Honosuenns CNI ncnonb3yioT cTaHAAPTHBIN BBOJ M BBIBOJ Yepe3 OT/AEIbHbIE UC-
nosiHsemble (haiibl.

Honosuennst CSI nmpumenstior noer gRPC.

Nonosrenust kubectl ucronbayior geckpunropsr YAML v IBOUYHBIE KOMAH/IBL.
Arperaropsl API npumensiioT nosb3oBatesnbekue cepsepbl API

Be6-xyku ucnonbaytor yaaaerasie HTTP-unTepdeiics.

Paszimunbie JApyrue JOTOJTHEHUA MOTYT OBITh Pa3BEPHYTHI KaK I10/1bl.

OO0 D0D0O0O

Wcnonp3yioTed npoBaiiziepbl BHEIIHUX YAOCTOBEPEHUI.
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TexHonorusa service mesh
n serverless-chpenmMBopkm

Kubernetes momoraet BBITIOIHSATH TSIKEAYIO PabOTY, CBSI3AaHHYIO ¢ OPKeCTpaIueil KoH-
TeHHEPOB, U COKpAIATh 3aTpaThl Guaroaapst aphekTuBHOMY TIanuposanuio. Ho B 06-
JIAYHOM MHUpE eCTh JBe Habupalotnine cuay TenaeHiuu. Texuonorus service mesh
u serverless-peiiMmBopkn ugeanbHo moaxoaat Kubernetes.

TexHonorunsa service mesh

Texnonorus service mesh paboraer Ha GoJiee BHICOKOM YPOBHE, YeM KOHTEHHEPHAsT Op-
KecTpalus, 1 yupasJjser yceayramu. « CeTKy /11 cepBUCOB» IIPEJ0CTABIISIOT pas/inytble
BO3MOKHOCTH, Kpaiife HeOOXOMMMBIE TIPY 3aITyCKe CHCTEM C COTHSIMU ¥ THICSTIAMHU Pas-
JINYHBIX CEPBUCOB, TAKNX KAK:

O auHamMuYeckast MapHIpyTU3AIls;

O JaTeHTHO-OPUEHTUPOBaHHAsT GATAaHCUPOBKA HAPY3KU MESK/Y BOCTOKOM U 3aI1ajloM
(BHYTPHU KJIacTepa);
O aBTOMaTHYECKUE TIOBTOPBI UAEMITOTEHTHBIX 3aITPOCOB;

a OTIepanmMOHHbIE TTIOKA3aTEeJIN.

Paubiiie MPUIOKEHUSM TPUXOIUIOCH BBITIOJIHSATH 9TH 003aHHOCTH BI0OABOK
K OCHOBHBIM (DyHKIMsIM. Terneph «CeTKH /st CEpBUCOB» CHUMAIOT ¢ HUX HArpy3Ky 1 00e-
CIIEYMBAIOT TAKOW YPOBEHb HHMPACTPYKTYPBI, YTOOBI OHU MOTJIH COCPEIOTOYUTHCS HA
CBOMX OCHOBHBIX I[EJISIX.

Camast u3BecTHast «ceTka st cepBrcoB» — Linkered kommanuu Buoyant. Linkered
noepsxxuBaetr Kubernetes, a Takke apyrux opkecrpanToB. Ho, MosyduB uMIryibe
B Bue Kubernetes, paspaborunku us Buoyant permiu paspabotarh HOBYIO «CETKY /st
cepucoB» Kubernetes, nazpannyio Conduit (B Rust). 9To elie 0/{HO CBUIETENBCTBO
nnnoBannonHoctu Kubernetes. /Ipyras «cetka must cepsucos» Kubernetes — Istio.
ITpoexr Istio 6b11 ocHoBaH KoMargamu 3 Google, IBM u Lyft. On nocrpoen Ha 6ase
«ceTkH st cepBrcoB» Lyft Envoy u 6bicTpo pasBuBaeTcs.

Serverless-thpeiMBOpKM

BeccepBepHble BHIUMCACHUS — MOPA3UTEIbHAST HOBAsK TCHAEHIIUS B 0OJAUHOM JIaH/I-
madre. Oynkn AWMS Lambda ceituac cambie momyJisipbie, 1 Bce obJ1auHble TIat-
dopmbl ux obecrieunBaioT. VIX CyTh COCTOUT B TOM, YTO BaM HE HYKHO MTPEIOCTABJISTH
000py/I0BaHuE, CETEBBIE Y3JIbl U XPAHUJIHIIE. BMECTO 9TOTO BBI IPOCTO MHUIIETE CBOI
KOJI, yITAKOBBIBa€eTe ero (4acTo B KOHTEHED) U BhI3bIBaeTe, Koraa 3axotute. Obmaunast
natopma 3a60TUTCST O PaCIIPEIETIEHIN PECYPCOB JIJIsA 3aIlyCKa Balllero Koja BO BpeMst
BBI30Ba 1 OCBOOOKIEHIS PECYPCOB TIPU 3aBePIIEHUN PAGOTHI. DTO MOKET YMEHDBIITHUTh
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BalllK 3aTpaThl (BBl IVIATUTE TOJDBKO 32 PECYPChI, KOTOPbIE UCIIOJIb3YyeTe) U yCTPaHseT
HE0OXOIMMOCTD B BBIJICTICHUH ¥ aJIMUHUCTPUPOBAHIN HHPPACTPYKTYphl. TeM He Meree
GeccepBepHBIE BO3MOKHOCTH, TIPEOCTABIISIEMbIE TIOCTABIINKAMU OOJTAYHBIX BBIUKCIIC-
HUIi, 4aCTO CBSA3aHbI CO CPOKaMU (OrPaHUYEHUSIMU BPEMEHU BBIITOJIHEHUS U AMSTH)
WU HEJIOCTATOYHO TMOKHU (He MOTYT YIIPABJISATE AlllaPaTHBIM 00eCIIeUeHIEM, Ha KOTOPOM
Gynet paborars Bamr ko). Kubernetes mpemocTasiisieT Takke cepBepHbIe BOSMOKHOCTH
mocJie co3ganus kaactepa. JocTynubl HeckoaIbKo (hpeliMBOPKOB Pa3HOl CTEIeHU 3a-
BEPIIIEHHOCTH:

O Fast-netes;
Nuclio.io;

Apache OpenWhisk;
Platform9 Fission;

0O00D0O

Kubless.io.

ITO OTIIMYHAST HOBOCTB JIis1 Jitofieit, paboratonux Ha Kubernetes Ha «rosiom skesese»
WK HYKAAIONMMXCsE B O0JIbIeit THOKOCTH, 4eM 00eCcIieunBatoT 00IauHble TIaT(OPMBIL.

Pe3iome

B aroii riaBe Mbl pacemorpesu Oyayiiee Kubernetes, u oHo Besmkosento! Texauue-
CKast OCHOBA, COOBIIECTBO, TMUPOKAS MONEPIKKA U UMITYJThC PA3BUTHSI — BCE 9TO OYEHb
Brieuatsisiet. Kubernetes eriie MoJioza, HO TeMITbI MHHOBAIUI U YCTOHYHUBOCTH OYE€Hb
obHaexuBatoT. [IpUHIIUITBI MOYIMPOBAHUS U paciiupsiemoctt Kubernetes mossosisitor
eif craTh YHUBEPCAIBHON OCHOBOM JIJIsl COBPEMEHHBIX 00JIAUHBIX MPHJIOKEHHIL.

Ha nmannom artare y Bac OJIKHO CIOKUTHCS Y€TKOE MPE/ICTABICHIE O TOM, KAKOBbI
ceituac mosunuu Kubernetes n uem orn noaxperietsl. Kubernetes siBisiercs He mpocTo
MEPCIIEKTUBHON TEXHOJIOTHEH — ATO JTUAUPYIONIas MiaTdopma st OPKeCTPaIi KOH-
TeHEPOB, U TAKYIO POJIb OHa 3aCTOJOMIA 32 cOO0I Ha MHOTHE TO/bI BIiepe. B Oyayiiem
BbI YBUIUTE HHTEIPAIIUIO CO BCe OOJIBIINM KOJIMIECTBOM PELIEHUIT 1 CPe/l.

Temnepb BaM pemniaTh, Kak UCIOJb30BATh TO, YTO BBl Y3HAIM, M CO3/IaBaTh MOTPsica-
forue Bemu ¢ Kubernetes!
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