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IIpeoducnosue

B nauase 1990-x B pasrap 9KOHOMUYECKOIO KPHU3KCa 5 BIIEPBble paboTall [0 ClIeIHalb-
HOCTH, & B KOMIIAHWK KaK Pa3 Mpoxo/uia yepeia 6oe3HeHHbIX yBoabHeHuit. Kro-To 3a-
METHJI, YTO MPSIMO TePel TeM, KaK [PEICTAaBUTENb OT/Ie/Ia KAIPOB BBIBOII OUEPEIHOTO
YBOJIEHHOTO pabOTHHUKA U3 3[aHVsL, IPYIKECKH MOXJIOTBIBAS €0 TI0 TIJIeYy, Y KePTBBI 6J10-
K1poBajach yderHas sanuch B cucreme UNIX. B cBsisu ¢ atum ObL HatcaH HeOO IbIION
CKPUIIT, KOTOPbI cJiein 32 (HailioM ¢ MapossiMi U BBIBOJIUJI MIMEHA TeX 110JIb30BaTEEH,
YbH yUETHBIE 3alUCH OJOKUPOBANNCH. BHE3AMHO y HAC TOSIBUJIOCEH BOJIIEOHOE Cpefl-
CTBO, KOTOPOE TTOKAa3bIBaJIO, KTO OY/ET CIEAYIONIUM... U B TO K€ BPeMst OTPOMHAs JIbIpa
B 6€30MaCHOCTH ¥ KOH(U/ICHITHMATLHOCTH.

CBoto BTOpYIO paboTy B KauecTBE MPOrPAMMUCTA sI TIOJIYUUJT B PEKJIAMHON (hupme.
Tam akTUBHO OOMEHUBAIUCH oKyMeHTamu Microsoft Word, samuineHHbIMEI TTAPOJISIMH,
3a4acTyIo ¢ KOH(pUAEHIINATBHON KOMMepUYecKoiil mHbopMaIeil BHyTpu. S ykasas Ha To,
HACKOJIbKO c1abbiM ObLITO TG POBaHUe 9THX (ailJIOB M KaK X MOKHO OBLIO JIETKO MTPO-
YUTATh, UCIIOJIB3Ys] HHCTPYMEHT, HAXOAANMHCs B cBoGoHOM noctyiie B Usenet (apeBHeM
anasore Google Groups). HuKTO MeHs He CJIyIiaj, MoKa s He Hayaj BO3BPaIlaTh 9TH
afizbl oTIpaBUTEIISIM, TIPEABAPUTETBHO YOpaB mdpoBanue.

3aTeM s peru, 4To y O0JIbIIMHCTBA PpAOOTHUKOB, CKOpPee BCero, ObLIu ciadble mapoin
1uist BXogia B crctemy. OIsiTh CTOJIKHYBIICH C OTCYTCTBUEM PEAKIINH, s HAIMCAJ CKPUIIT,
KOTOPBIN PEryJIsIPHO 3aITyCKaJ TPOCTYIO YTUIIUTY JJist ToA60pa Maposiell U OTIPAaBJISLI
PE3yJIbTATHI 110 MOYTE BJIajie/IbllaM B3JIOMaHHbBIX YUE€THBIX 3amuceil. B To BpeMst st Hu4ero
He 3HaJ 0 Teopun wHGopManuu, suTponuu IleHHoOHa, 06JACTAX TTOBEPXHOCTH aTaKK
U ACHMMETPUIHON Kputrtorpaduut — st GbIJI BCETO JIUIITb TAPHEM € YTUIIUTON JJIsT Toa60pa
naposieii. Ho 910 e mmoMeniano Mie ctaTb paxmuueckum JUPEKTOPoM 110 HH(GOPMAIHOH-
Holt GesonacuocTu. B Te Bpemena Bee 6b110 1ipore!

ITo npomrecTBUE OoJIee YeM JECATH JIeT, KOTa s 3aHUMAJICst pa3paboTKON KPYITHO-
macmrrabnoii miardopmsl sueprorpeiiaunra 8 ThoughtWorks, mue nonazncs orger 06
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oumbKe, KOTOPBIH 110 cell 1eHb ocTaeTcss MouM JiIo0MbIM. OJIHA U3 HALIMX TECTHUPOBIIIII
3aMeTUJIa, YTO TI0JIe BBOIA TTAPOJIS He MPEyCMaTPUBAJIO POBEPKY JIJTMHBI, XOTS CaM I1a-
poaib foJkeH ObL ObITh He utnHHee 30 cumBosioB. Ho BMecTo TOro, 4T06bI 0OPMUTE 3TO
KakK <«He 1poBepsieTcst 30-CUMBOJIBHBII JIMMUT Ha T1apOJiby, OHA Hanucaia: «VIurepecHo,
CKOJIBKO TEKCTa s MOTJIa OBl BCYHYTh B 10Jie BBOAA maposisi?» IlyteM mpob u ommbok
B 3aKJIIOYUTEILHOM OTUYeTe ObLI CeAH CIeAYIONIi BRIBOL: « EC/IU B 110J1€ IapOJIs BBECTH
6oubie 32 000 cumMBoI0B, npuLoscenue nadaem». OHa IpeBpaTHIA IPOCTYIO OLIUOKY
MMPOBEPKHU KOPPEKTHOCTU B 9KCILIONT /1711 DoS-araku, KOTOPBIH TTO3BOJISIT BBIBECTH U3
CTPO BCe IPUIIOKEHIE ITyTeM BBOJIA 1apoJisl, COOPMUPOBAHHOIO HOAXOASIIIM 00Pa3OM.
(CrrycTst HECKOJIBKO JIET S MOCETUJ KOH(EPEHITNIO 10 TECTUPOBAHUIO MMPOTPAMMHOTO
obecrieyenis, Ha KOTOPOIi 11 perncTpaiyy ObLIO PElleHo UCIIOIb30BaTh IIaHmeTs iPad
€ CAMOTIMCHBIM TIPUJIOKeHneM. Koria Most 1To/IpyTa TIOIbITaIach 3aPEruCTPUPOBATLCS TTO]T
umereMm Julie undefined u cioMaza TeM caMbIM CUCTEMY, S IOHSLIL, YTO € TECTUPOBIIUKAMU
[TO myyiie He MTyTUTD. )

[Iepenecemcs elne Ha AeCATUIETUE BIIEPE, B HAIIU AHK. S ¢ ykacoM Hab/momaIo 3a
TeM, KaK IOYTH KaxKIyI0 HeJeJ0 B HOBOCTSIX coo0manT 00 oyepenHoii apipe B Oesomac-
HOCTH KPYITHON KOMITaHWH. I MOT ObI IIPUBECTH HECKOJIBKO CBEKUX MIPUMEPOB, HO K MO-
MEHTY, KOT/la Bbl OyJIeTe 9TO YUTaTh, OHU YK€ CTaHYT JAPEBHEH MCTOPHUEil, a B JapKHeTe
YCIET BCILIBITH HOBbIE, H0JIee KPYIHBIE M TPEBOKHbBIE BEIOOPKH JAHHBIX C TTAPOJISIMU,
TesehOHHBIMU HOMEPaMH, CBEICHUSAME O KPEJIUTHBIX KapTaX, HOMEPAMH COIUATBHOTO
CTpaxoBaHUs U JIPYTON MepCOHANIbHOM U (hMHAHCOBOW MH(pOPMaIKeil, 0 KOTOPbIX BCe
6oJiee PaBHOMYIIHON U YA3BUMOIL yOInKe cOOOIIAT TOJIBKO YEPE3 HECKOJIBKO MECALIEB
WJIN JIET.

[Touemy Bce Tak miaoxo? B mupe GecrmatHON MHOTO(DAKTOPHOU ayTeHTHOUKAIINH,
GUOMETPIUYECKOIT He30ITaCHOCTH, (PUBMUECKUX TOKEHOB, TIAKETOB YITPABJIEHUS [TAPOJISIMI
Bpoze 1Password (https://1password.com/) 1 LastPass (https://www.lastpass.com/) u Takux
cepBucoB ysegomiennil, kak Have I Been Pwned (https://haveibeenpwned.com), jierko mo-
BEPUTH B TO, 4TO IPOOIeMbI 0e30I1aCHOCTH yke pernenbl. Ho, Kak 0TMeYaioT BO BBEJeHUN
Ion, [lounen u [Jauuen (a1 ObI MPocTo 00s13aH HAIIKCATH TIPEIUCAOBHE K 9TOI KHUTE,
TaK Kak HaJl Hell paboTasio CIIUIIKOM MaJIo JIro/el Mo uMenn J[aHuen), HaJlesKHble 3aMKH
U KperKue JIBePH He TOMOTYT, €CJIN 3JI0YMBITIIJIEHHUK MOKET TIPOCTO CHSITh UX ¢ MeTado-
PUUYECKUX METENb 1 YUTH ¢ 0ObIYe.

Taxoro saBienns, Kak Ge3omacHas CICTeMa, He CyLIeCTBYeT, 10 KpaliHeil Mepe B abco-
JIOTHOM BbIpakeruu. Jiobas 6e301acHOCTh OLEHNBAETCS OTHOCUTEIHHO MOIEIH IIPEe/-
[0JTaraeéMoi YIPosbl, 1 110 OTHOIIEHUIO K 9TOI MOZIEJIN BCe CHCTEMBI SIBJISIOTCS OoJiee Witn
Mmeree 6esonacHbiMy. 1esib 9Tol KHUIM M IIPUYMHA, 110 KOTOPOU OIUCAHHBIE B HEH 1IPO-
6JIeMBI ellle HUKOT/[a He OBLITN HACTOJIBKO HACYIHBIMHU, COCTOSIT B IEMOHCTPAIIUE TOTO, YTO
besonachocms — 9mo 6 nepayio ouepedb GONPoc npoekmuposanus. Ee Heb3s npuienuTh
B KOHIIE, KAKUMU OBl XOPOIIUMK HU ObLIM Ballld HAMEPEHMSL.

BesomacHocTh — 9TO U THUIIBI JAHHBIX, KOTOPbIE Bbl BEIOMPAETE, 11 TO, KAK BbI UX IIPE/-
cTaBJIsieTe B Koje. ITO U IIOHATHUS IPEAMETHON 00J1acTH, KOTOPBIE BbI KCIIOJIb3Y€ETe, U CTa-
pareibHOE MOJIEJIMPOBAHIE TIOMEHHBIX KOHIIEIIUI U OGU3HEC-TTPaBUIL. DTO U yMEHbIIEHUE
KOTHUTHBHOTO PACCTOSTHUSI MEXKIY OM3HEeC-00/1acThi0 U HHCTPYMEHTAMM, KOTOPBIE BbI
cosjlaere /i yA0BJIETBOPEHUS MOTPEOHOCTE KIMEHTOB B 9TOI 061acTH.
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Kak Heo/iHOKpaTHO IeMOHCTPUPYIOT aBTOPbI KHUTH, YMEHBILIEHHUE 9TOTO0 KOTHUTUBHOTO
PACCTOSTHUST TO3BOJISIET M30ABUTHCS OT IEJBIX KATEropril yrpo3 Gesomacuoctu. Yem mpo-
II€ CTEIMATICTAM B TIPEIMETHON 00JTaCTH PACTIO3HABATH KOHIIETIIIUHU U MIPOIIECCHI B TOM,
KaK MbI MOZIEJIMPYEM Hallle pPellieHre, M B COOTBETCTBYIONIEM KO/I€, TeCTaX U JIPYyTUX
TEXHUYECKUX 3JIEMEHTAX, TEM BBIIlE BEPOSITHOCTH TOTO, YTO OHU BBISIBAT MPOOJIEMBI.
OHU MOTYT yKa3aTh Ha PACXOK/ICHIS, HECOOTBETCTBUSI, HEBEPHbIE TIPEATIONOKEHUS U T1e-
JIBIIA pSJT APYTUX HEZIOCTATKOB, KOTOPbIE IIPOBOIMPYIOT CO3[IAHNE CHCTEM, HEe OTPAsKAIOIINX
PeaIbHOCTD: KHUKHbIE MHTEPHET-Mara3utbl, I/1e MOXKHO KYIIUTb OTPUIIATEIbHOE KOJIH-
4ecTBO KHUT, 110J1g BBOJA 11apoJieii, B KOTOPbIe MOXKHO BTUCHYTD [IPUJIMYHOIO pazMepa
COHET, ¥ KOH(UICHITUMAJIbHBIE YUETHBIE JaHHbBIE, KOTOPBIE MOKET TTPOCMOTPETD TIEPBHIiT
TTOTIABIINNCS 3JI0YMBITIIJICHHUK.

ITa KHUTa — OJ[HA U3 MOUX JIOOMMBIX. Bo-1IepBbIX, OHA OOBEUHSIET JBa MOUX JIHO-
OGUMBIX HAMPABJIEHUS: TPOrPAMMHYIO U HH(MOPMAIHOHHYT0 6€30TacHOCTh (KOTOPHIM
s YBJIEKAIOCh KaK JIOOUTENb) U TPEIMETHO-OPUEHTHPOBAHHOE MTPOEKTHPOBaHUE (B KO-
TOPOM I UMEIO KOoe-KakKylo kBaandukaiuio). Bo-BTopbiX, aT0 AeiicTBeHHOE IIPaKTH-
YeCcKoe PYKOBOACTBO. ITO HE MPOCTO TIPU3BIB BOCTIPUHUMATH OE30MaCHOCTh KaK YacTh
[IPOEKTUPOBaHU (UTO yiKe camo 110 cebe J0CTOMHAs 1eJib), HO U LeJIblil Psijl IPUMEPOB,
OXBAaTBIBAIONNX KaK aDXUTEKTYPHBIE BOITPOCHI, TAK U JIMCTUHTH C PEATHHBIM KOJIOM, YTO
MIpUIaeT KHUTE KOHKPETUKY.

Xorest 661 OTMETHTH HECKOJIBKO TPUMEPOB, KOTOPBIE MHE HOJIBIITE BCETO 3aTTOMHUIUC.
OH 6BLT OCBSIIEH TTOBEPXHOCTHOMY MPOEKTHPOBAHUIO U UILTIOCTPUPOBAT HCTIOIB30-
BaHWE CTAHAAPTHBIX TUIIOB BPOJIE TIEIBIX YUCEJ U CTPOK JIJIST TIPEICTABICHUS CIOKHBIX
OGU3HEC-KOHIIETIUH. JTO CO3/[aeT TaKue yTrPpo3bl OE30IIACHOCTH, KaK B3JIOM MapoJist (THII
Password, B OTJINYHME OT CTPOKH, CAM MOKET IIPOBEPUTD CBOIO JJINHY) WJIN 3aKa3 OTPU-
[[ATEJIBHOTO KOJMYecTBA KHUT (THI BookCount He JOTYCTUI OBl BBOJIA OTPUIATETBHBIX
3HAUEHMI, KaK 9TO IIPOU30LLIO ¢ int). S 3aHMMarOCh IPodecCuoHaNbHOI paspaboTKoil
mporpaMMHOTO obecriedennst 6opiie 30 JeT, HO BO BPEMsT YTE€HUsT 9TOTO Pasfiesia XOTel
BEPHYTHCSI B MPOTILIOE U TPECHYTH ¢ebsT MOJIOIOTO 110 TOJIOBE 9TON KHUTOM MJIU 1O Kpaii-
Hell Mepe OCTaBUTD €€ Ha CBOEM CTOJIE C 3ara/[ouyHoii ToMeTKOM: «[IpouTn MeHst» B cTrie
«Anucer B CtpaHe uyzecs.

Emte ogauM npumMepom Gblia TemMa o maoxoit o6paboTke ommuboK, 4TO ABISAETCS
HUCTOYHMKOM OIPOMHOTO YMCJIa MOTEHI[HAIBHBIX HapyIneHuii GesomacHoctu. Y 60J1b-
LIMHCTBA COBPEMEHHBIX 3bIKOB €CTb J[Ba IIyTH BBIIIOJHEHUS KO/A: OJUH, TJe Bce UleT
XOPOIIIO, ¥ IPYTO#, Ha KOTOPOM CJIy4alOTCs pasHble HeMPUATHOCTH. BTOpoil B 0CHOBHOM
CYIIECTBYET B «CEPOii» 30He U3 6JI0KOB catch u 06pabOTYMKOB UCKIIIOYEHWIT Wi pOOKUX
UHCTPYKIM-orpannyuTeseil. [I[porpammucraM cBoiiCTBEHHO MCKa)KeHUe BOCIPUSTHS,
KOTOpOe yHesKIaeT Hac B TOM, UTO Mbl 000 BCeM 1103a60TUINCH. Y HAC Jaske WHOT/A
XBaTaeT HAIJIOCTH OCTABJIATh KOMMEHTAPUU BPOJie // 3Toro HuKoraa He cayuntca. M Mol
OKa3blBaeMcsl He IIPaBbl CHOBA U CHOBA.

[Toxotinbii /I;k0 APMCTPOHT, TOTPSICATONTAI CUCTEMHBIN WHKEHEDP U CO3/IATEIb S3bIKa
Erlang, npuroBapuBaJi, 4To eIMHCTBEHHBIN HA/EKHBIN c110c00 06paboTaTh OMMOKY —
«103BOSUTD eii (cucreme. — Ilpumeu. agm.) ymactb!>. YXunpenus, Ha KOTOPbIE MbI
UIeM, JIUIIL OBl 9TOTO HE JOMYCTUTh, BKJIIOYAIOT HYJIeBble yKazarean (U3BECTHBIE KaK
«omrbKa Ha MIJLTHAP/» ) ¥ UX XUTPbIE UCKIIOYCHIST, BJIOKEHHbIC HHCTPYKINK if-else,
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JIOTHKY OJIOKOB switch Bhjia «II0Be3eT — He MOBE3€eT» U MPUBBIYKY A0BepsATh Hateil IDE
paboTy 10 reHepaluy 3araf04HOro MabJOHHOIO KOJa IJIsl MHTEPIIOJISIIIUU CTPOK U IIPO-
BEPKH PaBEHCTBA.

Bcem m3BecTHO, UTO MEJIKIE KOMITOHEHTHI JIerye TeCTUPOBATh, 4YeM KpyITHbIe. B Hux
Ha MOPSJ0K MeHbIlle MECT, T/l MOTYT TauThCs MPOrPAMMHBIE Jie(DEKThI, TOITOMY MX
IIPOIIe aHATU3UPOBAThH C TOUKK 3peHust 6ezonacHocTu. TeM He MeHee MbI TOJIBKO Ha-
YITHaeM 0CO3HaBaTh, YTO BJIeYET 32 COOOM BBIMOJHEHNUE COTEH M THICSY MEJIKHX KOM-
[HOHEHTOB (B MUKPOCEPBUCHOI MK OeccepBepHOil apXUTEKType), a HOBble 00J1acTH,
Takue Kak HabJI01aeMOCTh U IPOEKTIPOBaHMe Xaoca (chaos engineering), HauMHAIOT
pUBJIEKaTh K cebe BHUMaHUe M0J00HO TOMY, Kak 3To mporcxoauio ¢ DevOps u He-
MIPepPbIBHOM TOCTABKO.

A cunTaro 1aHHyI0 KHUTY Ba)KHOW COCTABJISTIONIEN 9TOTO JIBUKEHMST, COCPE0TOYEHHOM
Ha caMOM cep/lle IMKJIa pazpaboTKi — MOAEJIUPOBAHNUU IIPEAMETHON 00J1aCTH, KOTOPOE
npusepskeibl DDD HasblBalOT nepepabomxoii 3nanuil, i NCIIOIb3YIOIeld KOHIIEIIH
€0UN020 A3bIKA U 0ZPAHUYEHHBIX KOHMEKCMOG LIS BBIBOA 6E30TIaCHOCTH Ha TIEPBBIN TIaH
B IIPOTPaMMUPOBAHUHU, TECTUPOBAHUH, PAa3BEPThIBAHNU U 9KCILTyaTaiiuu. [IoBepXHOCTHOTO
MOJIEJIMPOBaHK U ayAnuTa 6e30IIaCHOCTH HOCMPAKMyM yKe HeJ0CTaTOUHO.

He Bce MbI criermmanucter o 6ezonacHocTi. Ho 6ce MokeM IOMHUTB O XOPOIIeM
MPeJIMETHO-OPUEHTUPOBAHHOM TTPOEKTUPOBAHUY U €T0 BO3/IEHCTBUY HA 3aIUIIIEHHOCTD
CUCTEM.

Jlsnuen Tepxopecm-Hopm, nauunaroujuti
cneyuanucm 6 cgepe 6esonacrnocmu,
uronv 2019 200a



Beeoenue

Hawm, kak pazpaboTyrkam, XOpotast apXuTeKTypa KaxKeTcst ecTecTBeHHON. Kaskabril u3
HAC TPOUX HACTAKIAJICS XOPOIIUM KOJIOM ellle /10 Hallero 3HakoMcTBa. Ham HpaBuTCs
KOJI, KOTOPBIIl apuIUpyeT CBOM HAMEPEHWsI, HATJISITHO BBIPAKAET MIEU CBOMX CO3/1a-
Tesell ¥ ¢ KOTOPBIM JIETKO ¥ yA00HO paboTaTh. MBI MO03peBaEM, 4TO BaM 9TO TOXKE
He uyk10. Hac o6beiMHA0T Takske nHTEpec K 6e30MacHOCTH W MOHUMAaHKUE TOT0, KakK
OHA BayKHA M HACKOJIBKO HEMPOCTO ee obecrneynTh. To, 4To HAII MUP TIEPEXO/IUT B TIH-
(bpoBoe TPOCTPaHCTBO, — ITO YYJECHO, OJJHAKO HEJOCTATOUHAST O€30MACHOCTD MOKET
ATOMY MTOMEIIIATh.

3a MpOIIe/Ie TO/bl Mbl BCTPETHIIMCH U MOPabOTaI CO MHOTUMHY JIIOABMU. Mbl 06-
CYJK/IJTH KOJI, TPOEKTUPOBAHMUE B TIETIOM 1 6€30MTaCHOCTD B YaCTHOCTH. MBICJIB O TOM, 4TO
BBICOKOKAYECTBEHHBIC METOIBI TPOrPAMMUPOBAHISI MOTYT YMEHBIMUTE YHCIIO ONMTHOOK,
CBSIBAaHHBIX ¢ GE30MACHOCTHIO, MOCTENIEHHO YKPEIJIAIACh B HAllleM co3HaHuu. Ecau 6ol
MPOrPAMMHUCTBI IMEJTH B CBOEM PACHOPSIKEHUH TaKy10 HAJICKHYIO OMOPY, HTO MOTJIO GbI
UMeTh OrPOMHBIN 3 dEKT U caelaTh Halll MUP YYyTOUYKY cTabuibHeil. [Tosxe aTa nmes
6bIJIa BOTIONICHA B TPUHITUTIC «6€30NACHOCTb HA YPOBGHE NPOEKMUPOBAHUS> W B TAHHON
KHUTE. MBI TPOBEPSAIIHN ATy UECIO HAa paboTOCTOCOOHOCTH HE3aBUCHUMO JIPYT OT JPyra
B Pas3IMYHBIX (hOpMax, GOMBITMHCTBO M3 KOTOPBIX OCTAIMCH OE3bIMSHHBIMU, BCTPEYAIIHCH
1 0OOMEHUBAIIVICH MBICIISIMU CO MHOTUMH JIIO/IbME. HEKOTOpBIE 13 9THX BCTPEY OCTABUIIN
3aMETHBIN CJIE/l ¥ 3aCTY KMBAIOT YIIOMITHAHYIS, XOTSI TIPU 9TOM MBI PUCKYEM HE YITOMSIHYTh
0 HEKOTOPBIX JIPYTUX BasKHBIX Gece/ax.

Cpeau Jiojieit, KOTOpBIE OKa3aJu Ha Hac caMoe GOJIbIIoE BIHsTHUE, GbIT IPUK IBaHC.
Ero uyen o npeametHo-opuenTrupoBanHoM mpoekTupoBanuu (Domain-Driven Design,
DDD) chopMupoBain TEPMUHOJIOTHIO AJIs 0OCYKIEHUST TOTO, KaK KO J0JKEH HAIIOJI-
HAThCs cMbicioM. B 2008 roxy nccienobatelib B obsactu GesonacHocTy [IKoH YunaHuep
u suTysuact DDD [lsn Bepr Ixoncon Hayanau paborarh Bmecte. Ipunimnsr DDD
MOCJYKUJIA OCHOBOH I UX AMCKYccuil o GesomacHocTu U koge. B 2009 roay onu
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[IPEJIOKUIIA BbIPAXKEHIE <«IPeOMemHO-0PUeHMUPOSanHds 6e30NaAcHOCMb>, KOTOPOEe
CTAJIO OJIHUM W3 TIEPBBIX MPEABECTHUKOB GE30MACHOCTH Ha YPOBHE MPOEKTUPOBAHUSL.
Bo Bpewms cBoero Boictynenust Ha koHpepenmu OWASP European B 2010 roxy oan
obuapyxuan, uro Ipaens Odrenans 13 OcCIo TOKE HSKCIEPUMEHTHPOBAI ¢ TIOXOKAMU
UIESIMHU, 9TO TTO3BOJIMIIO PACHIMPUTD TUCKYCCHIO. ITO, B CBOIO OUePE/lb, TPUBEIIO K Horee
rybOKOMY TIOHUMAHUIO CIIOCOO0B MUHUMI3UPOBATH TAKUE PUCKHU, KAK ATAKH BHEPCHYIST
u MeskcaitToBbiil ckpunTuHT (XSS). B 2011 roxy k komaHze npucoenHuInch /lanuesn
[eoran u /lannesn CaBaHo, YTO MOJIOKNIIO HAYAJIO0 AKTUBHOMY ITPUMEHEHHIO ATHX Uil Ha
npakTuke. Mbl pa3BUBAIN CBOU METOIUKHU, FICIIOb3YsI TPOEKTUPOBAHIE JJIsT YTy qIIeHUST
6€30IaCHOCTH, U VCTIBITBIBAJIN UX B PEATBHBIX KPYITHOMACIITAOHBIX crcTeMax. K Haremy
BOCTOPTY, OHU paboTajn Ha yAUBJICHIE X0opoto. Hampumep, Halll KIMEHT TallHO 3aKa3all
ayauT 6e30MacHOCTH s TIPOBEPKU OJTHOTO U3 HAIIKMX TIPOEKTOB, PE3YIbTATOM CTAJIO
O/ITHO-eIMHCTBEHHOE 3aMedyaHue, TOra KaK J[PYToil COMMOCTABUMBII TTPOEKT TTOJTYYNII
crircok n3 3000 3amevanmii!

[Momynsapusupyst CBOM MBICJIH C TTIOMOIIBIO TIPOEKTOB, CTaTEH B 6JI0TaX ¥ BBICTYTIIC-
HUIT Ha KOH(MEPEHIHSIX, MBI TPOIOJIKAIN PACTIPOCTPAHSATH UJICIO O TOM, YTO CO CIAOBIMU
MecTaMu B 6e30MacHOCTH MOJKHO GOPOTHCST Ha YPOBHE MPOEKTHpoBaHust. Tak mpoosrka-
JIOCh J10 TeX 1op, moka B 2015 roxy ¢ Jlpruesnom [leoraHom He CBSA3AIUCH TPEACTaBUTEH
nsnateabcTBa Manning u He npeIosKUIN 0OPMUTD BCe 9TO B BH/e KHUTH. Ha MOMeHT
HAIMCAHUS JAHHBIX CTPOK B 2019 To1y MBI pacCMOTPENH IOBOJIBHO MHOTO T€M, U KHUTA
cTaJIa TOJIIE U TIOJTHEe, YeM MBI O3Kuziaa. Ho MbI cTapasnch BKIIOYNUTD B Hee TOTBKO TOT
Marepuas, KOTOPBIH, 10 HAllleMy MHEHUIO, BaKeH JIist Ge30MacHoCTH. A Takke 1103a60-
THJIUCH O TOM, YTOOBI HATIMCAHHOE 3/1eCh He GBIJIO TPUBS3AHO K KAKUM-TO KOHKPETHBIM
sI3bIkaM WK peiiMBopkaM. HameeMcst, 4To HaIlmM ujien OKaskyTcsl YyHUBEPCATbHBIME 1 He
ycTaperoT B Oamskaiiiiee BpeMst. Mbl pajibl, 4TO BBl TIPUOOPEITH HK3EMILISIP 9TOM KHUTH,
U XOTHUM, 9TOOBI OHA TIOMOTJIa BaM C/IE/IaTh 3TOT YUYACCHBIHN 1IUMPOBOIT MUP Uy TOUKY JTyd-
1re, crabuibHee u Ge3olacHee.



Bbrazooaprnocmu

Hawm 651 x0Tesroch mobaaroaputh cOOOIIECTBO CHEIUATICTOB B chepe MPpOrpaMMHOTO
obecriedeHst, GbITH YACTHIO KOTOPOTO MBI UMeeM decTh. Criacu6o 3a Bee 06CyKIACHNS Ha
KOH(EPEHIHIX, 32 BCE CTaThy B 610raxX U 3a Bech HANMCAaHHbIH Ko, Bes Bac Harma mpo-
(eccronabHast JKU3Hb ObLTa ObI Ky/Ia CKyYHEe.

Mpbi 6b1 TaKsKe XOTENN MO0OJATOaPUTh TEX, KTO CIEAAT ATy KHUTY PEaJbHOCTHIO.
Cnacubo HammM teprensbiM pegaktopaM, Cuntun Keiin, Tonu Appruose u J[xkeH-
Hudep CTayr, KOTOPBIE CAENANN OTINYHBIE 3aMEYaHUS M0 COJAEPKUMOMY U CTHIIO.
Cnacu60 3amMeyaTeIbHOMY PeJakTopy TekcTa, Peiiuen Xen, koTopas oriniingoBaja Haiil
rpyO0biii HepoaHoi anruiickuii. M ciracu6o nmpousBoacTBeHHOMY 0TAeay Manning, Ko-
TOPBIN TOMOT MIPEBPATUTD HATITY PYKOIKCH B TOTOBOE Usjianue. [y6oKo Mpu3HaTEIbHBI
Ianueny Tepxopcr-Hoprty 3a mpezicioBre U OT3bIBBI, KOTOPBIE OH OCTABUJI B TIPOIIECCE
ero Hanucanus. Crnacu6o Toiiko Axxuuy, dpienny Odrenano, [Turepy Maruyccony,
Jxnvmvu Huscony, Jlyu Atentno n /[»kony T'aTpu 3a TeXHUUECKYTO 9KCIIEPTU3Y U OT-
3piBbI. Becem perenszentam: Anpuany Cuty, Asnexcanapy 3enrepy, Anapea bapucone,
Apnanzo T'abpuento Meiiepy, Kpucrodepy @unky, Jory Mopune, dasuny PaiiMon-
ny, dary Cnapaunry, Ipocy lleapunu, l'enpuxy l'epunry, Any ToitBeprcy, [Ixxepemu
Jlamxky, [Ixxumy Ampxetiny, /Ixxony Kacesuuy, /Ixxonarany [llepsu, /[zko3edy [Ipectony,
[Iserpo Maddu, Puuapay Borany, Pobepry Kusibru, Ctuy xMaHHy 1 30poIKai0
Makaiie — Bamm COBETBI TIOMOTJIN C/Ie/IaTh ATy KHUTY Jryuiine. Criacibo M3/aTebCeTBY,
KOTOPOE MOBEPHUIIO B HAC U B TeMY, KOTOPast 3IeCh OCBemaercss. Mbl Takske XoTeau Gbl
BBIPA3UTh IPU3HATEIBHOCT BCEM, KTO YYaCTBOBAJ B CO3/[AaHIH 9TOI KHUTHU, HO C KEM MBI
He obmanuch HanpsMyio. [lopasurenbHo, CKOJBKO BCETO TPeOYETCs LIS MOSIBICHUST Ha
CBET TaKOTO M3JIaHNUs, KaK 3TO.
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[Ipeske Becero st xouy MobBIarofaputh cBoio mobumyio skerny Dua u 3amMedaTeTbHbIX
coioBeil Kapaa u Aurona. Cacu6o 3a yaii u moaaep:kky. Boi cser Moeii skusHu. B 6ostee
mpoecCHoHATbHOM CMBICJIEe X0Tes Obl ckazaTh ciacu6o Kotey Axcy, KOTOPBIN Haydn
MeHs TIPOIPAMMUPOBAHUIO, IPUKY IBAHCY — 32 TO, YTO TIOKA3AJT MHE CTPOTOCTb ITPEJIMET-
HO-OPHEHTUPOBAHHOTO IPOEKTUPOBAHYS, 1 J[JKOHY Y miiauaepy, KOTOPbIii TOMOT OHSITh
CBSI3b MESK/LY XOPOIIUM MPOrpaMMHUPOBaHUeM 1 He3omacHocTbio. Criacn6o crienuaaucram
10 6e30IMACHOCTH, KOTOPBIE IOJIKHBI OCTABATHCSI aHOHUMHBIME. V1 HakoHeTt, criacubo Iyxy,
JKUBYIIIEMY B KOMITBIOTEDE.

Jan bepe /[concon

S1 GBI xOTEN OGIATOAPUTH CBOIO TIPEKPACHYIO sKeHy Afiny u mobumbix geteil Jlykaca
u Aiizeka. Criacu6o 3a Baly MOJIEPIKKY, JTIOOOBb U MOHUMAHIE B TTO/[YAC HATIPSIKEHHBIE
BpEMEHa HATMCAaHWs 9TON KHUTH. Bes Bac y MeHst 661 HUYEro He MoJIyYraoch — crnacubo
BaM. 51 Tarske GarogapeH BCeM, KTO 3a TIPOTITE/IIIE TO/bI UCTIBITHIBAJ MOV UIEH Ha TIPOY-
HOCTB: BAIllA BOMPOCHI, KOMMEHTAPUU ¥ WHTEPECHbBIE AUCKYCCHU GBI MO-HACTOAIIEMY
0JIE3HBI BO BpeMst pabOThI HA/l 3TON KHUTOM.

Jlanuen /leozan

Xouy 1106J1aroJapuTh CBOIO 3aMeYaTEIbHYIO KEeHY DJIMH ¥ MOUX HEHATJISIHBIX JeTeil
Ausuna u OyMBepa 3a UX TepIIEHKE, 0K g PaboTall JOIO3/HA HaJl 9TOI KHUTOM: cracn6o
3a Baru J0O0Bb U OAAEPKKY. 51 ObI Tak/Ke XOTe H0OaroJapuTh BCEX, ¢ KeM UMEJI BO3-
MOJKHOCTH PaboTaTh Ha IPOTSKEHUK CBOEI Kapbepbl (He Ha3biBalo MMeH, YTOObI HUKOTO
He 3a6biTh). Criacubo 3a BIOXHOBIIOMUE 06CYKAeHM, gedaThl 1 OOMEH 3HAHUSIMM.
Bce BbI BHEcan ¢Boii BKJa/l B hopMUpOBaHUe Uiel, BBIPAKEHHbBIX B 3TOM KHUTE.

Jlanuen Casano



O KHuee

B 910i1 kHure Tema 6€30I1aCHOCTH PACCMATPUBAETCS 110 HEOOBIYHBIM YIJIOM. BMecTo
HCHOJIb30BaHUSI KJIACCUYECKOTO TOJX0/a, KOT/la 6€301aCHOCTh HAXOAUTCS B IIEHTPE
BHUMAHUSI, MbI PEITIJIN C/IeIaTh OCHOBHOW T€MOii TIPOEKTHPOBAHKE TPOrPAMMHOTO 06e-
cnievenust. [lonavany 9To MOXKET IIPO3BYYaTh HEMHOTO CTPAHHO, HO €CJIU YUECTh, YTO
YSI3BUMOCTH 324aCTYIO BBI3BAHBI [IJIOXOH apXUTEKTYPOH, o6cyxkaeHre 6e30TacHOCTH
C TOUKW 3PEHNS IPOEKTHPOBAHNS HAMHOTO TIPHBJIeKaTesnbHee. UTo, ecir CynecTBeHHOTO
KOJINYECTBA YSI3BUMOCTEN MOKHO Ob1JI0 ObI M30€KATD, TIPUMEHSISI XOPOIINE METO/IBI ITPO-
EKTUPOBaHI U OOIIEIPUHSATHIE PEKOMEHIAINI? ITO KapAUHATBHO M3MEHIIO OBl HALITH
B3TJIsI/IBI Ha pa3zpaboTky 1O u mocayskuio OBl TOBOAOM JIJIsT BBIGOPA OTPEIeTeHHBIX
APXUTEKTYPHBIX PEIIEHUI.

Taxum 06pasom, rccrenoBanme Toro, Kak mpoekruposanue 11O cBs3amo ¢ Gesomac-
HOCTBIO, — TJIABHAS T1€JIb KHUTH. JTO 03HAYACT, UTO 371€Ch BBI HE HaliieTe 00CysKICHUS
TaKWX KJIACCUYIECKUX ACTIEKTOB (Ge30MacHOCTH, Kak mepemnosHenne 6ydepa, HemocTaTKn
Kpunrorpahudeckux xem-(GyHKIii uin BoIGOP MOAXOASAIIETO METO/IA Ay TeHTU(DIKAIIN.
Bmecto 5TOTO BBI y3HaeTe, TOUeMy HEKOTOPBIE aDXUTEKTYPHbIE PEITEHUS BAKHBI C TOUKH
3peHust GE30MACHOCTU U KaK C MX TOMOIIBIO MOJKHO CO3/[aBaTh IIPOrPaMMHOE 00ecTieueHne
¢ riryGOKOM 3alIUTON.

J1ns Koro ata KHura

KHura HancaHa B epBylo ouepes A1 paspaborunkos 1O, HO OHa MOKET IIOHPABUTh-
cs1 T06OMY UEJIOBEKY ¢ HHTEPECOM K TeMe (Ge30MacHOCTH. BakHO, 4TOOBI YnTaTE b OBLT
3HakoM ¢ C-110Z00HBIM CHHTaKCHCOM ¥ MMeJ 6a30Bble HABBIKM [IPOrPAMMUPOBAHUS HA
s3pikax Java nim C#. Bee nmpuMepsl 1 peKOMEHIAIK [IPEICTAaBIEHbI 3[1eCh TaK, YTOOBI
OBITD 0JIE3HBIMU HE3aBUCUMO OT YPOBHS BalllUX 3HAHUH, TIOCKOJIBKY OHUMATh, KAk
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nucaTh 6e301acHbII KO/, /1O0JI>KEH 110601 — oT MJa/JIIero pa3pa60TqI/1Ka J10 OIIBITHOTI'O
APXUTEKTOPA. HOSTOMy, €CJIN Bbl XOTHUTE YJIYUIIUTb CBOM HABBIKU IMTPOTPaMMHWPOBaHUA
B IIE€JIOM WJIN TIbITA€TECH C/leJIaTh NMEIOILYIOCA KOJOBYIO 63.3y 6e3OHaCH€e, 9Ta KHUT'a BaM
rmoMoskeT. Ee MOKHO MCITOJIb30BaTh TaKKe B Ka4ecTBe JIEKIITMOHHOI'O MaTepHraJjia B yHH-
BEPCUTETaAX WJIN /IJIsA YTCHUS B y‘-Ie6HI)IX rpyniax.

CTpyKTypa KHUMM

ITa KHUTA pas/iesieHa Ha Tpu yacTu u 14 ruas. [lepBble fBe YacTy 3aKaHUUBAIOTCST HEOOJIb-
[IUM OTCTYIJIEHUEM — UCTOPHEN 0 ehekTax 6e30MacHOCTH, KOTOPBIX MOKHO OBLIO ObI
u36exarh 3a CUET IPUMEHEHMS KOHIIEMIINN U3 9TOW KHUTU., DTH UCTOPUN OCHOBAHBI HA
peaNbHbIX CJIYYasiX, ¢ KOTOPBIMU MBI CTAJIKUBAJINCH B CBOEH paboTe, U CIIysKaT HeOOIbIIH-
MU TeMaTHIECKUMU Uccae[oBanusaMu. Kpome Toro, 3T0 yBIEKaTeIbHOE YTHBO.

B vactu [ BbI MO3HAKOMUTECH C KOHIETIIIUSAMU, KOTOPBIM TOCBSIIEHA 9TAa KHUATA, W y3HA-
eTe, MoYeMy MbI cuuTaeM uX 3(DMEKTUBHBIMIU JJIsI CO3/IaHMst GE30MACHOTO MTPOTPAMMHOTO
obecTieueHsI.

O [nasa 1. 31eCh IEMOHCTPUPYETCS, KaK MTPOECKTUPOBAHIE MOJKET CIIOCOOCTBOBATD He3-
omnacuoctu I1O 1 kak OHO MO3BOJISAET € JIETKOCTHIO CO3/IaBaTh 3AIUIIEHHbIE CUCTEMBI.
Ha saxycky npuBoguTCst IpUMeEp TOTO, Kak obectieuenne 6e30TmacHOCTH Ha YPOBHE
MIPOEKTUPOBAHS JAET BO3MOXKHOCTD MTPEIOTBPATUTH YIPO3bI HE30MACHOCTH.

Q [masa 2. Ito orcTynsenne o ToM, Kak mioxas apxutektypa [1O npusesna k cyiiecTBeH-
HBIM (DUHAHCOBBIM MOTEPsIM. B aTOM mprmepe 6e30macHocTH HUYTO ObI HE YTPOKAIIO,
ecJii OBl UCTIOJIb30BATIMCH KOHIIETIIIUH, TIPE/ICTaBIeHHbIe B yacTu 1.

Yactp 11 mocssniena ¢hyHaiaMeHTaJIbHBIM KOHIETIIUAM, COCTABISIONNM OCHOBY
6€30TacHOTO MTPOEKTHPOBAHNS. [TaBbl OPraHM30BAHDI TAKMM 06pa3oM, 4TOOLI BHAYATE
BBI TO3HAKOMUJINCH C TTOHSTUSMH, OIM3KIMHI K KOJTY, 4 3aTeM Yike Tepexoanin Ha 6omree
BBICOKME ypoBHU abcTpakinu. HekoTopble riiaBbl OCHOBAHbBI HA MPEIBIAYIINX, T09TOMY
WX JIydIlle YUTaTh 1Mo MopsiKy. KoHeuHo, BBl MOXKeTe BhIOPATh JIF0OOI MTOPSIIOK YTEHNUST
110 CBOEMY JKeJIaHMIO, HO €CJIU BCTPeTUTe KOHLEIINIO, KOTOPYIO He COBCEM IIOHUMAETe,
CTOWT BEPHYTHCS HA3a/l U TIOYUTATD TPEBIAYIINE TIaBbI.

Q [asa 3. 31ech BbI TO3HAKOMUTECH C OJIHUMU U3 BAKHEUITUX KOHIENIUI TIPEJIMETHO-
opreHTHpoBaHHOro npoektuposanusa (DDD), HeOOXOAMMBIMIE 151 IIOHUMAHUS MHO-
IUX UJIel, CBSI3AHHBIX ¢ OE30MACHBIM TIPOEKTUPOBAHUEM. MBIC/IU U HOHSITHSI, KOTOPbIE
BBI YCBOUTE, IPOUUTAB €€, AKTUBHO UCIIOJIb3YIOTCS 110 BCEl KHUTE, T03TOMY, €CJIN BbI
ioxo opueHtupyetech B DDD, coBeTyem Hauath ¢ 3TOi IaBblI.

Q I'7naBa 4. Jta rjaBa MO3HAKOMUT BAac ¢ HECKOJIbKUMU KOHCTPYKIUSAMMU ITPOTrpaMMU-
poBaHus, BaXKHBIMU JIJISA 6esonacHoctu. B neit PAaCCKa3bIBACTCS O IIPEUMYIIECTBAX
HEHU3MEHAEMOCTH 1 6I)ICTpOI‘O IIpEKpalleHnA pa6OTbI U IEMOHCTPUPYETCS GesonacHas
ITpOBEPKa KOPPEKTHOCTU /TaHHDIX.

Q Inasa 5. 31ech 06cy>1</1a10Tc;1 JAOMEHHbIEC ITPUMHUTHUBBI 1 TO, KaK OHN COCTaBJIAIOT
OCHOBY 6e3011aCHOTO Koma. Bur Y3Ha€eTe O IpenMyniecTBax 00BEKTOB OZHOPAa30BOTO
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YTEHUSI U O TOM, KaK IOMEHHBIE IPUMUTHUBBI CTAHOBATCST (DYHIAMEHTOM JJIsT CO3/IaH st
6€e30TIaCHbIX CYIHOCTEIL.

QO Tznasa 6. 31ech Mbl 00CY/IIM OCHOBBI CO3/IaHIsI OE30IIACHBIX CYI[HOCTEI: Kak 00e-
CHEYUTDb UX COTJIACOBAHHOCTb B MOMEHT CO3/[aHUs U MOJ/IePKUBATh B 11€JI0CTHOM
COCTOSTHMY Ha IIPOTSKeHNN KU3HEHHOTO UK.

Q [masa 7. [lponomkenne TeMbl cyntHOCTEH. Bbl ToO3HAKOMUTECH € PA3HBIMU MTOIXOIAMM
K MUHUMU3AIUY X CJIOKHOCTH.

Q I'yasa 8. 31ech BB yBUAKTE, KaK € TOMOIIIBIO KOHBelepa IOCTAaBKY MOKHO YJIYUIIUTD
U TPOBEPUTD HE30IIaCHOCTh IPOrpaMMHOTO0 obeciiedeHnst. Mbl Takke 00Cy UM HEKO-
TOPBIE TPYIHOCTH, BO3HUKAIOIINE TIPY aBTOMATU3AIIMN TECTUPOBAHUS 6€30TaCHOCTH.

O Tnasa 9. B 370ii riiaBe Bbl HAYYUTECH CHPABJISITHCS €O COOSIMU U OMIMOKAMU, HE Ha-
pytrast 6ezomacHocTb. Kpome Toro, Mbl HCcTeyeM HEKOTOPbIe TyTH 6OphOBT ¢ HETo-
JIAJIKAMU HA YPOBHE apXUTEKTYPDL.

Q TInasa 10. I'maBa onuchIBaeT, Kak MPUHIIATIBI TPOEKTUPOBAHUS, PACIIPOCTPAHEHHBIE
B 06JTAYHBIX OKPY/KEHUSAX, MOJKHO HCTIOIb30BATE /TSI TTOBBITIEHsT 6€30MaCHOCTH Jlaske
TEX CHCTEM, Ha KOTOPbIE OHU He ObLITM H3HAYAIHHO PACCUUTAHBL,

O Tnasa 11. Emte ogHo OTCTYTTIEH e, TIOCBSIIEHHOE TOMY, KaK CUCTEMA C CEPBUC-OPU-
€HTUPOBAHHON aPXUTEKTYPOIl BBIIILIA 3 CTPOSI, XOTsI KaXK/[bII OT/IEIBHBIN €€ CEPBUC
OB UCTIPaBeH. DTO PeaibHBIN IPUMEDP YHUKAIbHBIX TPOOJIEM ¢ GE301TaCHOCTDHIO, BO3-
HUKAOIIUX TIPY CO3MaHUK CHCTEMBI, COCTOsIIIEH 13 ApyTruX cucteM. OOCyKIEHIE 9THX
pobeM npozpokaercs B yactu 111,

B vactu III peub uzeT o npuMeHeHUN HA TPAKTUKE BCETO, YTO BbI U3YYMJIU B ITEPBBIX
IBYX 4yacTsax. Bbl y3HaeTe, Kak BBIIBUTH PACIPOCTPAaHEHHBIE TIPOOIEMbI 6E301MTaCHOCTH
U KaK WX MCTIPABUTh € MTOMOTIBIO KOHIIEMIIUIT 6E30TTacHOTO TIPOEKTHPOBAHUSI.

O TIasa 12. 31ech pacecMaTpUBaOTCs MAGIOHBI TPOEKTUPOBAHUS U KOHCTPYKIIUK B KOJIE,
KOTOPBIE YACTO BCTPEUAIOTCS B CTAPBIX ITPOEKTAX U OKA3BIBAIOTCS TPOOTIEMATHYHBIMU
C TOUKH 3penust GezonmacHocTr. Bol y3HaeTe, Kak MX HAXOJAUTH M UCTIPABIISATD.

Q I'saBa 13. B aT0li r1aBe Mbl PaCCMOTPUM TPYAHOCTH (MHOT/Ia HEOUEBU/IHDIC), TTPH-
CYIIIe MIKPOCEPBHUCHBIM apXUTEKTYPaM, ¥ IOKaKeM, KaK ¢ HUMH CIIPaBJISATHCS C 1C-
MOJIb30BaHMEM 6E30TTACHBIX APXUTEKTYPHBIX PEIICHUI.

Q Tuasa 14. 3xgech Mbl 06CY UM, II0OY4EMY BpeMsi OT BpeMeHH 6e3011aCHOCTU HYKHO
VIeTITh 0c0b0e BHUMaHIEe. MBI TakKe TTOACKAKEM, O KAKUX HATIPABJIEHUSAX CIETYET
M03a60TUTHCST TIPU CO3IAHIN HE30MACHBIX TPOTPAMMHBIX CHCTEM.

O kone

Komnenmmu, npesictaBienHble B KHUTE, He TPUBA3AHBI K KOHKPETHOMY SI3BIKY, HO BO BCEX
[pUMEPax Kojla B KAUeCTBe sI3bIKa IIPOrPAMMUPOBAHMUS Mbl PEIINJIN MCTIOJIb30BaTh Java —
OTYACTH TIOTOMY, YTO HTO OJIMH U3 CAMbIX PACIIPOCTPAHEHHBIX sA3bIKOB. Ellte oiHa npuynna
B TOM, 4TO €ro C-mog00HbI CHHTAKCHC 0JKEH OBITh TIOHITEH JIIOOMY PaspaboTUHKY.
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ITOT KO HYKEH JIJIsI TIPEJICTaBJIEHUS ONPe/IeJIEHHBIX KOHIIETINIA, a He JIJIsT CO3/IaHus
[IOJIHOCTBIO PaGOUYNX PUMEPOB. MBI HOIBITAINCH MAKCUMAIBLHO TPUOINUZUTD €10 K TOMY,
4TO BbI ObI HAIKMCAIN B PEAJBHBIX YCJIOBUSAX, HO B TO K€ BPEMsI BCeria N30aBJIslIiCh OT
JIOOBIX BJIEMEHTOB, KOTOPbIE MOTYT OTBJIEYb BaC OT 00y4YeHUs. DTO O3HAYAET, YTO ISt
SICHOCTH HEKOTOPBIE (DParMeHThl METOOB ¥ KJIACCOB OBLIN OIMYIIECHBI.

B 9T0Ii KHUTe IPUHATO UCIIOJIb30BATh TaK HasblBaeMbIi ameunviil pezucmp (snake
case) B UMeHax TeCTOBBIX METO/IOB (KaK B MeTojlax ¢ aHHoTanuaMu @Test u3 JUnit).
ITo caenano s ynobersa ureHus. Korga 1y co3anust TECTOB IIPUMEHSIETCS CTHIIb
BDD (behavior-driven development — paspaborka yepes HoBeseHuE), KaK Mbl JIHOOMM
JleJ1aTh, UMeHa TeCTOBBIX METO/IOB 3a4acTyIO MPEBPAIAOTCS B JIMHHbIE TpaMMaTnye-
CKM KOPPEKTHBIE TIPEJJIOKEHNST, KOTOPBbIE CMOTYT IIPOYUTATh HE TOJBKO PaspabOTUNKH.
[Tpu ucnosb3oBanuu eepoaioicvezo pezucmpa (camel case) CAMIIKOM JJMHHbIE NUMEHA
METOJ0B CTAHOBSATCS IIPAKTUYECKU HEpasOOPUYMBBIMU. 3MEUHBII PETUCTP PEIIAET Ty
npobaeMy. BepOmokuii perucTp sABIAETCS CTaHZAPTHBIM CTHIEM MMEHOBAaHKA B Java
¥ IPUMEHSIETCST B MMEHAX BCEX OCTAJIBHBIX METO/IOB M KJIACCOB.

ITa KHUTA CO/IEPKUT MHOKECTBO TIPUMEPOB UCXO/THOTO KOJIA KaK B BUJIEe TIPOHYMEPO-
BaHHBIX JINCTUHTOB, TAK 1 TIOCPEAN OOBIYHOTO TEKCTa. B 060MX CIydasix KO BBIIESETCSI
TaKWUM MOHOWMPUHHBIM LIPUGTOM, YTOOBL €r0 OBLIO JIerye 3aMeTUTb.

Bo MHOIMX cilyyasix OpUrMHAIbHbBIN UCXOAHBII KO/ ObLI nepedopMaTUpPOBaH: MbI 10-
GaBUJIM [IEPEHOCHI CTPOK ¥ U3MEHUJIM OTCTYIIbI, YTOOBI CIIOIb30BATh CBOGOIHOE MECTO
Ha crpanuiie. Kpome TOT0, U3 JIMCTUHIOB, OIKMCHIBAEMbBIX B TEKCTE, 3a4acTyI0 yOpaHbl
KOMMeHTapuu. MHoOTHe mpuMepbl Koja CHa0KeHbI aHHOTAIIUSIMHU, KOTOPBIE YKa3bIBAIOT
Ha Ba)KHbIE KOHIIETIITH Y.

Ko mpeictaBieHHBIX 371€Ch IPUMEPOB JOCTYIIEH JIJIs 3aTPy3KH Ha BeO-caiite Manning
110 a/ipecy https://www.manning.com/books/secure-by-design.

OT n3patenbCcTBa

Bamm 3amevyanus, npeiioKeHust, BOIPOCHI OTIIPABJISANTE TI0 ajipecy comp@piter.com (13-
naterbeTBO «I[InTep», KoMIbIOTEpHAST PE/IAKITHS).

Mbi GyzieM pajibl y3HaTh Ballie MHEHMe!

Ha Beb-caiiTe m3marebcTBa Www.piter.com BbI HaiijieTe moApobHy0 HHMOPMAIIUIO
0 HAIIUX KHUTaX.



O6 asmopax

[>H bepr [>KOHCOH [sHuen [deoraH [sHuen CaBaHo

[lou Bepr /Ixoncon, [lsauen leoran u [[aanen CaBano UMeIOT Ha TPOUX HECKOTIBKO
JECATUIETHI lesiTeIbHOCTH B cdepax GeszonacHocTu 1 pazpaboTku. OHu pazpaboTunku
10 IPU3BAHUIO U OHUMAIOT, YTO OE30IIACHOCTD 3a4aCTyi0 CUUTACTCS YEM-TO UYIKEPOI-
HbIM. OHU TaksKe BbIPabOTaIK IPHEMbI, KOTOPbIE IOMOraloT UM CO3JaBaTh Oe30IacHbIE
CUCTEMBI, JIeJiast TTPU 9TOM OCHOBHOM aKIIEHT Ha BHICOKOKAYECTBEHHOM TIPOEKTUPOBAHWH.
PaspaboTunkam Jierde mpuMEHsITh 9TOT IOAXO0/ B CBOel IoBceaHeBHOM pabore. Bee Tpu
aBTOPA SIBJISTIOTCST IPU3HAHHBIMU CITUKEPAMHU MEKLYHAPOIHOTO YPOBHS U YACTO MTOCETAIOT
KOH(EPEHINH, IOCBAIIEHHbIE BEICOKOKAYECTBEHHOM paspaboTke 1 Ge30IIaCHOCT.



O6 unmocmpauuu 1na 0010xcKe

OO6bI9HO 06/10KKa KHUTH 0 GE30IIaCHOCTH IIPOIPAMMHOIO 00€CIIeUeHMsI OTPaKAET TaKHe
SIBJIEHMsI, KaK CIJI, 3alllUTa, OPOHsI, 4TO-TO CBI3aHHOE ¢ BOEHHOI TeMaTuKoii. J{axe tep-
MUHOJIOTUS B 9TOM chepe HEMHOTO «00eBasi» 1 BKJIIOYAET TAKIE IOHATH, KaK 310YMblil-
JenHux n eexkmop amaxu. Ho sTa KHUTA MTOCBSITIIEHA CO3UIAHNIO, a He Pa3pyIIEeHUI0, OHA
YUUT CTPOUTD, & HE JIOMATh, [I09TOMY HEYAUBUTENHHO, YTO MbI BBIOpaIn 60jIee «<MUPHYIO»
WJLTIOCTPAITHAIO.

Ha o6moxke nsobpaskena Sultana, or Kaddin, ato B iepeBojie ¢ TYPEnKOTo 03HaYaeT
«KeHay. ITa MWILIIOCTPAIS TTO3AaNMCTBOBAHA M3 KOJJIEKIIUU KOCTIOMOB OCMaHCKOI
nmiepuu, omybankoBanHoil 1 ssaBaps 1802 roga Yusibsmom Musitepom ¢ Bona-crpur,
Jlonjon. 3arnaBHasi cTpaHUIlA U3IAHUS yTePsTHA, U HAUTU ee He yaeTcs 10 CUX IOP.
B orsaBieHuy KHUTH PUCYHKHU TTOATIMCAHBI KAK HA AaHTJIMIICKOM, TaK U Ha (PPAHITY3CKOM,
BO3JIe KaXK/[0r0 U3 HUX YKa3aHbl MIMEHa IBYX XYI0KHIUKOB, KOTOPbIE Hal HUM paboTaiu.
Omnu, HeCOMHEHHO, ObLIU ObI YAUBJIEHBI, 0OHAPYKUB CBOIO PaboTy Ha 00JI0KKEe KHUTH 110
rnporpammupoBanuio... 200 et crrycTsi.

Komnexiusa 6pl1a KyIleHa PeIaKTOPOM M3[aTeIbcTBa Manning Ha aHTUKBAPHOM
6siommnHoM poiHke B «Tapaxke» Ha 26-ii 3amagHoii yiauie Ha Manxarrene. IIpoaaser
ObLT aMepUKaHIIEM, IIPOKUBABIINM B AHKape, crojuie Typiym, U MoKynKa IPOU30IILIa,
KOIJIa OH y’Ke coOupasl ToBapbl B KOHIle pabouero aus. Y pegakTopa Manning He ObLIo
pu cebe 0CTAaTOYHON CYyMMbI HAJTMYHBIMU, @ Ha TIPE/JIOKEHNE 3allJIaTUTh KPEIUTHOM
KapToil WM 4eKOM OH IMOJIyYMJI BEXJIUBBIA 0TKa3. [Ipomaserr Bo3Bpamascs B AHKapy
TEM JKE BEUEPOM, M CUTYallis Kasaaach 6esHaneskHOH. Kak ke Bee momyumnocs? Creky
YAAJIOCh YTPSICTU € MOMOIIBIO CTAPOro A0O6POro YCTHOIO COTJIANIEHUs, CKPEILIEHHOTO
pykomnoskarueM. [Tpogasel MpocTo MPeAIoKIII OIJIATUTD TIOKYIIKY ¢ TIOMOIbI0 OaHKOB-
CKOTr0 IIePeBo/a, 1 BAOOABOK K KOJUIEKIIMN UJLIFOCTPALIMI PEIaKTOP IOMYYnjI OAaHKOBCKUE
PEKBU3UTHL. Mbl, KOHEUHO K€, Ha CJEAYIOMINIT IeHb MTePEeBeJN HY;KHYIO CYMMY | 110 Ceit
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JIeHb ocTaeMcst GJIarofapHbl U IOTPSICEHbI OKA3aHHBIM HaM J0BEpUEeM. JTO B JyXe JaBHO
[IPOILIEAIINX BPEMEH.

Pucynkn nz OcMaHCKON KOJUIEKIIMH, KaK U APyTHe WTIOCTPAIH, pa3MellleHHbIe Ha
HaIMX 00JI0KKAX, HOKA3bIBAIOT, HACKOJIbKO OOTaTo’ 1 pasHo0OpasHoii ObLIa TPaUIUOH-
nast ogexaa 200 jer Hazag. Onu HaroMuHaOT 06 aTMocdepe U30JIALNY U YIAJIeHHOCTH
TEX BPEMEH — U JIDOOTO [PYroro HCTOPUUECKOTO MEPUO/IA, 32 UCKITIOUEHIEM THITEPITO-
JBIKHOTO HacTostiero. Mojia ¢ TeX mop MOMEHSJIACH, a PErHOHAJILHOE MHOTOOOpasue
uctapusioch. Ceiiuac HePeIKO CJAOKHO Pa3IMUUTD JKUTEIei PasHbIX KOHTHHEHTOB. Eciu
CMOTPETH Ha 3TO € ONTUMU3MOM, MOKHO CKa3aTh, UTO B3AMEH KYJIbTYPHOTO 1 BU3YaJIbHOTO
MHOrooOpasus Mbl HOJIy4YrIn OoJiee PasHOOOPasHyIO JINYHYIO )KU3Hb. Vliu, Hanpumep,
YTO KyJIbTypPa U TEXHUKA CTaiu OOJIee TIeCTPHIMU 1 HHTEPECHBIML,

Mbr B uzatesbeTBe Manning peBO3HOCHM H300PETATETbHOCTD U MHUIIMATHBY KOM-
1bIoTepHOro 6usHeca. 1 4roObl HTO MOAYEPKHYTh, pasMelaeM Ha 00JI05KKaX HAIMX KHUAT
PHUCYHKU U3 9TOU KOJIJIEKIIUH, KOTOPbIE HATTOMUHAIT 0 HOraTOM MHOTOOOPa3uu JKU3HH,
napusiieii 200 sieT Ha3a/ B Pa3HbIX KOHIIAX CBETA.



Qacmov 1
Beeoenue

B niepBoii yacTyt Mbl 3a1a1MM KOHTEKCT KHUTH. Bbl y3Haere, Kak Mbl OAXOAUM K Oesomac-
noctu 11O, pazpaboTke 1 B3aUMOCBI3U MEKLY HUMI. MBbI IpOAHAII3UPYEM, TAE OOBIYHO
BO3HUKAIOT IIPOOJIEMBI 1 UTO € 9TUM MOJKHO CeJIaTh. DTH aClIeKTbl 1 IIPUMEPDI TOTO, YTO
MBI TOHUMAEM 10 HaLeKHBIM cOhTOM, OyAyT PaCCMOTPEHHI B r1ase 1.

[naBa 2, 3aksiountesibHast B 3TOM 4acTH, TIO3BOJIUT BaM CJI€JIaTh [T€PE/IBIIIKY — YUTATh
ee Oynet mpoiie. Mbl I03HAKOMUMCS ¢ HEKOTOPBIMU TEMaMU, O KOTOPbIX MOM/IET pedb
B CJIEYIOIIE YacTu, U c/iejlaeM 9TO Ha IIpUMepe KJIMeHTa, ¢ KOTOpbIM paboTain. MTak,
PaccMOTPUM I Hadajla, KAKIM 00pa3oM coYeTaroTes Ge30IacHOCTh U pa3paboTKa, 1 00-
cyznM 6a30BbIE UIEH, CTOSIINE 3a IpoeKTupoBanueM OGezomacuoro 110.



Ponv npoexmuposanus
8 6e30nacHoOCmu

B 3TOM rnaBse

O Be30nacHOCTb Kak HEOTLEM/IEMOE CBOWMCTBO CUCTEMDI.
O TpoekTrpoBaHue 1 ero posb B obecneveHnmn 6esonacHocTu.
O ToBbllLEHME 6E30MACHOCTM 3a CUET XOPOLLEN apXUTEKTYPbI.

O 3awwmTa ot artaku Billion Laughs.

I[Tpencrasbre cebe Hauamo paboThl Hajl THITHYHBIM ITPOIrPAMMHBIM TIPOEKTOM. BbI cobmpae-
Te KOMaH/Iy pa3paboTUYNKOB, TECTHPOBIIIKOB U CIIEUATUCTOB B TIPEIIMETHON 06IacTi
1 HaurHaeTe GOPMHUPOBATh KJIH0UYeBbie TpeboBaHu. IIPOKOHCYIbTUPOBABIINCH C 3aHHTE-
PECOBaHHBIMU JIMIIaM¥, HAOPOCAIN CIICOK Ba)KHBIX TTAPAMETPOB: TIPOU3BOUTETbHOCTD,
6€30MacHOCTh, COMTPOBOKIAEMOCTD 1 yA0OCTBO MpuMeHeHs. Kak 1 BO MHOTHX JIPYTHX
MIPOrPAMMHBIX TTPOEKTAX, KAUECTBO SIBJISIECTCS TIEPBBIM MTPUOPUTETOM, BPEMS BBIXO/Ia Ha
PBIHOK OYeHb 3HAUNMO 1 BaM HEOOXOMMO OCTaBATLCS B PAMKAX BLIIETEHHOTO OI0/KETA.
Bor perraete meficTBOBaTh Ha YIpeskaeHne u 100aBisieTe 3aaun Mo obectedeHuio Ges-
OIMACHOCTH B CTIMCOK 33/1a4, a HEKOTOPBIE WIEHBI Ballleil KOMaHIbI TOAOMPAIOT GHOTHOTEKN
6€e30TaCHOCTH, KOTOPbIE MOXKHO HCTIOIb30BATh B KOJie TpoekTa. [Tocsie Ha9arpHOTO TUIaH -
pOBaHNUs BBI HepeTech 3a PeaTH3aIiio 3a/1a4 1 OusHec-ynkimit. Komamma MoTnBrpoBana
Y BBIJIAET PE3YJIbTAT B XOPOIIIEM TeMTIE.

BoI monnMaete, 9TO BaM BCET/IA HY/KHO 3a60Mumscs 0 6e30nachocmu, Ho 9TO METIaeT
COCPEIOTOUNTHCS Ha IPYTUX 3a7a9aX. Kpome TOTo, BB BCe PABHO TpaTUTe OOIBIITYIO YaCTh
BpPEMEHU Ha KOJI, KOTOPBII He BBI3bIBAETCST HETIOCPEJCTBEHHO Yepe3 VIHTepHeT, moaTomMy
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6uboTeKH 17151 Be6-0€3011aCHOCTH, KOTOPbIE BbI IIAHKPOBAJIM 33/I€iiCTBOBATH, HE COBCEM
nozaxoaT. BMecte ¢ TeM 3agaun, OTHOCSIINECS K O€30IIaCHOCTH, IIOJIyYaiOT BCe MEHbILMIT
[IPUOPUTET, B OT/IYKeE OT GusHec-GYHKIMIA. B KOHIIE KOHIIOB, BpeMs OIKIMAET, U, €CJIH
BaM He yacTCsl PeaIi30BaTh T€ BOSMOKHOCTH, KOTOPBIE HY KHBI [10JIb30BaTeJIsIM, Oe3o1ac-
HOCTb CHCTEMBI He OyleT UMeTh HUKAKoro 3HaueHus. IIpubbiib npuHocaT 6usHec-(pyHK-
LMK, U HU OJIMH [10JIb30BaTe b He nobiarogaput Bac 3a gobassenne CSRF-tokeHoB! B hop-
My Bxozia. K Tomy ske MeHee TpUOpUTETHBIE 33/IaUl BCET/[a MOXKHO OTJIOKUTD Ha TIOTOM.

BaMm, kak paspaboTUnKy, OTBETCTBEHHOCTh 3a 0€30IaCHOCTh KasKeTcs: OpeMeHeM, OT
KOTOPOTO BbI IIpeAIouin Obl M30aBUThCs. Bbl cunTaeTe, YTo KOMIAHUI CTOUIIO Obl HAHATH
CIIELUAIUCTOB 10 GE30IIaCHOCTH U C/IeJIaTh UX HEOThEMJIEMO 4aCThI0 KOMaH/Ibl paspa-
60TKK. PaspaboTyrky clienuajiu3upyIoTcsa Ha HaMCAHUU XOPOLIEro KOJa, II0CTPOEHIH
MacIiTabupyeMbIX apXUTEKTYD ¥ UCIIOAb30BaHIK HEIIPEPbIBHOI JOCTABKH, a HE HA BOJI-
111€OHbIX 3aKIMHAHUIX, CIIOCOOHBIX 3AIUTUTD OT 3JI00HBIX XaKEPOB B YEPHBIX TOJICTOBKAX.
Bbl HUKOI/Ia He MOHUMAJIK TOH CKPBITHOCTH, KOTOPAs MOPOXkKAAeTCst Ge30I1aCHOCThIO,
U BCET/Ia OT/IaBaJIM MIPEANOUYTEHE CO3UAAHMIO repes pazpynieHneM. [IpoekT nomken
JIBUTAThCsI BIIEPE]T, TIOATOMY BBl COCPEJI0OTAUNBAETECh HA CAMBIX ITPUOPUTETHBIX 3a/[auax
U peasin3anuy HOBbIX BO3MOKHOCTEN.

CiycTs Kakoe-TO BpeMsl Ballle IporpaMMHoe o0eciiedeHiie roToBo K BbIycKy. byny-
1ee MpOeKTa MOXKET CJIOXKUTHCS T0-padHoMy. Harpumep, Bbl MOKeTe TIPOBECTH ay/IUT
6€e30MaCHOCTHU U mecm Ha npoHuKHoseHue?. ITOrosslil oTder NoKakeT HaJIudue JOBOJbHO
CepPbE3HBIX YA3BUMOCTEN, KOTOPbIE HEOOXOAMMO YCTPAHUTD [epPe]] PasBepThIBAHHEM KO/Ia
B IIPOMBIIIIJIEHHBIX YCJIOBUSIX. DTO 33/IePKMBAET BAC HA HECKOJIbKO HEJIeb WK Jaske
MECSIIIEB, YTO B UTOTE IPUBOJIUT K TIOTEPE 0X0/I0B. Eciin BaM He MOBe3eT, JIJIsT PeleH s
pobJIeM IPUAETCS TIEPEUChIBATh BCIO IPOrPaMMY C HYJIs, i B Pe3yJIbTaTe 3alHTEPECcO-
BaHHbIE CTOPOHBI PEIIAT 3aKPHITh BAIIl TPOEKT.

CyliecTByeT Takke BEPOSITHOCTb TOTO, YTO IIPOBEpPKa GE30IIaCHOCTH TaK U He Oyer
IIPOBEJIEHA U BBl Pa3BepHETE MPOrPaMMY B IIPOMBIIILIEHHO# cpejie. [lob3oBaresin HauHyT
paboTaTh C BalIUM CEPBICOM, U Bee OyIeT XOPOIIO JI0 TeX 110D, IOKA B OAUH IIPEKPACHDIIL
JIEHb BbI HE TIPOYUTAETE B HOBOCTSIX O TOM, YTO Balll CEPBUC B3JIOMAH U BCE JIAHHBIE YTEKJIU.
[Tosb3oBaTes M, IOBEPHE KOTOPHIX BBl 3aBOEBAJIN C TAKKM TPY/IOM, HAUHYT TTOKH/IATh Balll
cepBucC ObICTPEE, YeM KPBICHI — TOHY LM KOPaOib.

ITO rUIOTETHYECKAs CUTYaIlNsT, HO OHA He TaK YiK JlajieKa OT peaybHOCTH. Ha rmpoTsike-
HUM CBOell paboThl Mbl HEOAHOKPATHO Hab/01a M 110100H0e. BOT HECKOIBKO HHTEPECHBIX
aCIeKTOB U BOIIPOCOB.

O ITouemy 3amauu, CBA3aHHBIE ¢ GE30TTACHOCTDIO, BCET/IA TTOTYYIAIOT TOHMKEHHBIH TTPUO-
putet?
O Ilouemy pa3pabOTYMKOB B I[EJIOM MAJIO MHTEPECYeT Ge30MacHOCTD?

O CreruaaucTsl He YCTAIOT HATIOMUHATHL pa3paboTynkam 0 6e30IIacHOCTH, TaK 1oYe-
MY JKe He BCe €10 3aHUMAIOTCs ?

! Tloapobuee o CSRF-TOKeHax MOKHO y3HaTh Ha crpanuile https://ru.wikipedia.org/wiki/
MeskcaitToBasi_1ojjiesika_3ampoca.

Tectbr HA IIPOHUKHOBEHUE IIPOBOATCA IJIA BbIABJIEHUA ITOTEHIIUAJbHBIX JIbID B 6e301acHoCTU
CHCTEMBDI.
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a Hoquy PYKOBOAUTEJN HE ITOHUMAIOT, YTO UX KOMaH/la HYK/IA€TCA B CIICIIUAJINCTaX
110 6€3011aCHOCTH He MeHbIlIe, 4YeM B TeCTI/IpOBH_[I/IKaX?

ABTOpr KHUT 1 CIEITUAJIUCTDI ITaBHO TBEPJAT, YTO BbI JOJIKHBI Y/IE/IATH 6OJIBH_IG BHU-
MaHu:A 6630HaCHOCTI/I. HO, YBbI, MbI PETYJISIPDHO BUIMM HOBOCTH O B3JIOME Pa3HbIX CUCTEM.
Yro-TO 3/1€Cb ABHO HeE TaK.

BAXXHO

Y106bI 3(pheKTUBHO 1 Nerko co3aaBaTtb 6e3onacHoe nporpaMMHoe obecrieyeHne,
BaM, BO3MOXHO, NPUAETCA NMOMEHATb CBOM 06pa3 MbILWTIEHNSA.

Ho uro, ecaiu cyuiectByet aApyroii moaxos k 6esomacHoctu 110, nospossttonuii nusde-
JKaTh MHOTHX 11POOJIeM, KOTOpbIe Mbl HabJII0[aeM CeroiHs B Hallell orpaciun? Mbl cunra-
eM, 4To /151 9pPEKTUBHOM 1 JIErKOiT paspaboTKH Ge30MacHBIX TIPOrPaMM HeOOXOIiM 00pas
MBINIJIEHUST, KOTOPBIH BaM MOKET ObITh HE CBOHCTBEHEH U B KOTOPOM aKI[EHT JIEJTaeTCs
He Ha 6e30MaCHOCTH, a CKOpPee Ha TTPOEKTUPOBAHUL.

Bravase 9To MOXKeT 1TOKa3aThCsl HEJIOTUYHBIM, HO B 3TOU TJIaBe BBl y3HAETe, UTO MBI
MO/IPA3yMEBAEM TOJL NPOEKMUPOBAHUEM T TIOUEMY OHO OYEHb BasKHO JIJIst HE30MaCHOCTH.
Mpb1 06Cy MM HEKOTOPBIE HEAOCTATKY TPAUIIHOHHOTO Moxo/1a k 6esonacHoctu IT1O u 1mo-
Ka’KeM, KaK MX TIPEOIOJIETh Ha apXUTEKTYPHOM ypoBHE. MBI TaksKe TTPe/ICTaBUM HECKOTBKO
MPUMEPOB TOTO, KaK 9TH UEH TIPUMEHSIOTCS B PEATBHBIX YCIOBUSX, 4TOOBI BBI TIO3HAKO-
MUJILCHh C HEKOTOPBIMH KOHIIETIIIUSIME, O KOTOPBIX TIOW/IET PeUb B CIAENYIONINX TIaBax.

1.1. be30nacHOCTb Kak HeOTbeEMSIEMOE
CBOWCTBO CUCTEMbI

BesomacHoCTb ciieflyerT paccMaTpuBaTh Kak OJIMH U3 aclIEKTOB CHCTEMBI, a He KakK ove-
penmyio ee dhynknnio. OHAKO HEPEIKO BCTPEYAIOTCS CUTYAIINH, KOT/Ia 6€30TacHOCTD
onuchiBaeTcs B Buje Habopa hyHkimit. OTmume 9Toro MoAXo/Aa B TOM, 4TO, IAXKE eCJIH ITH
(DYHKIIMK TOMOTAIOT PENIUTh T€ MJIU MHbIE BOIPOCHI ¢ GE30MACHOCTHIO, 3TO HE O3HAYAET
obecrieuerne 6e30MaACHOCTH TIPOIYKTa B [eJIOM. ITOOBI 3TO MTPOUJLITIOCTPUPOBATD, HAUHEM
C MICTOPUYECKOTO puMepa. PacecMOTpuM 0/1HO 13 TIePBBIX orpabiieHii GaHka, 0 KOTOPBIX
HaM M3BECTHO, U TIOKAKEM, UTO TAKWE CPEICTBA OE30MACHOCTH, KaK BHICOKOKAYECTBEHHBIE
3aMKH, OECTIONIE3HBI, €CIIN Y IBepH caabble TeTan. B 5ToM npuMepe peain3oBaHHbIE 3a-
[IMTHBIE MEPBI He MIPEAOTBPATUIN OrpabiieHue, IT09ToMY TpeOOBaHMs K 6e30IIaCHOCTH
He OBLIN YIIOBJIETBOPEHDI.

1.1.1. Orpabnenue 6aHka Ost-Gétha, 1854 roa

Ha gsope 25 mast 1854 roza, Houb HE3a10JIT0 10 Orpab/ieH s IBEACKOro GaHKa Ost-Gotha.
Kampasn u 6piBummii pepmep o umenn Husibe CTpug u ero KoMIanboH, KysHer Jlapce
IKCTpEM, MoJIYa UAYT B HalpaBjaeHuu OaHka. BxoaHas aBepb GAaHKOBCKOIO OTAE/Ie-
HUS 3alepTa, HO KJIIOY BUCUT CHAPY’KU HA FBO3JI€ — MPOCTO HYXKHO 3HATH, TJI€ UCKATh.
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PykoBojicTBO GaHKa TakyKe TOTPATHIOCH Ha BBICOKOKAYECTBEHHbBIE 3AMKH JIJIST XPAHIITHIIA,
KOTOPBIE TIOUTH HEBO3MOKHO B3/I0MaTh. Ho Ky3Helry He COCTaBJIsIET TPy/Ia BBIPBATH ETIN
U OTKPBITH [IBEPb XPAHUJIUINA C IPYTOH CTOPOHBI. DTUM [BYM MPECTYIIHUKAM YAAJI0Ch
YHECTH BCe, 4TO XpaHusioch B barke, — 900 000 puxcaanepos (oduimaibHas MIBeACKas
BaJIfOTa TOTO BPeMeHM)'.

Ha mpoTskerny MHOTHX JIeT 9T0 OBLIO OJIHO U3 KPyTHEHUX orpabieHuii 3a BCIO
UCTOPUI0. AHAJIOTUUHYIO CYMMY Y/1aJI0Ch TOXUTHUTH ToJibKO B 1963 roy, Bo Bpems
orpabJieHus Moe3/1a Ha JKeJIe3HOI0POKHOM MocTy Bpaiiaroy-bpumx 8 Bykunremmupe,
Anrsust. B IlIBeruu rpabutesiv ocTaBuiIu mocje cebst OfHY KyIOpy HOMUHAJIOM B TPH
puKcaazepa’ u 3alKCKY € HEJIETTbIM PUGDMOBAHHBIM CTUXOM:

Vi lénsat haver Ost-Gétha Bank och m8ngen rik knés torde blivit pank. Vi Idmna
dock en tredaler kvar ty hundar pissar pd den som inget har.

(Mbi orpabunm 6ark Ost-Gétha, 1 MHOrme TOACTOCyMbl pa3opaTcs. OAHaKo Mbi
ocTaB/iIsieM rnocsie cebsi Tpy Aanepa, noToMy YTo Ha TeX, Y KOro 3a AyLLUOV HAYEro
HET, Mo4aTcs rchl.)

[ToMEMO TOTO YTO 9TO 3aHUMATEIbHOE UCTOPUYECKOE COOBITUE, JAaHHOE OrpadieHne
UHTEPECHO ellle U ¢ TOYKHU 3PeHusI Oe30IIaCHOCTH KaK B IIPABOBOM, TaK U B TEXHUYECKOM
cmbicste. TIpaBoBOM aCIIEKT COCTOUT B TOM, UTO OHO MTPUBEJIO K TPUHSITIIO HOBBIX 3aKOHOB,
IKTYIOIIMX OIPEAETEHHYIO CTelIeHb 3alllUIIeHHOCTH GaHKOB. DTH 3aKOHbI BBIHY K AN
(buHaHCOBBIE YupeskAeHUs oOpallaTh BHIMaHKe Ha Ge30MaCHOCTh U CJIeJOBATh HEKOTO-
PBIM pekoMeHzauaM. [lepBbiii us HUX, IPUHATHIH B 1855 To/1y, OBLI OZHUM U3 CAMBIX
PaHHKX IPUMEPOB perympoBanud B cdepe Gesonacaoct. C TEXHUYECKOI TOUKY 3PEHUST
rpabuTe/in BOCIOIb30BAINCH CIabbIMU MecTaMu OaHKa: IBepb OT/e/ieHus Oblila 3amepra,
HO KJIFOY TIJTOXO CHPSTaH, XPAaHUJIHUIIE UMEIO BEICOKOKAUYECTBEHHBIE 3AMKH, HO JIBEPHBIE
METJI MOKHO OBLITO BBIPBATh.

ITa UCTOPUS SABJISIETCS APKUM IPUMEPOM OpraHU3aluu Ge301IaCHOCTH B BUjie Habopa
BO3MOKHOCTEH — 3aMKOB U IIeTeJIb. 3aMKHU BbICOKOI'O KA4eCTBa JAaBaJIi OILYyIIeHNe 3all[i-
IIEHHOCTH, HO caMu 110 cebe He obecrednBai HUKaKoil 6ezonacHocti. XOpouero 3aMKa
HEZI0CTATOYHO, €CJIM KJII0Y BUCUT Ha TBO3/IE WU €CJIU JIBEPh B XPAHUJIMIIE 3aKPeIieHa Ha
c1abbIX netssax. BMecTto Toro 4tobnl paceMaTpuBaTh 6€301aCHOCTD Kak HAOOP OTAEIbHBIX
AJIEMEHTOB, JIyUllle OTHOCUTHCS K Hell KaK K HEOTHEMJIEMOMY CBOMCTBY CUCTEMBI.

Ecsin 6b1 PYyKOBOACTBO CUMTANO HE30MaCHOCTh HEOTHEMJIEMbIM CBOMCTBOM CBOETO
yupeKIeHUsI, OHO OBl 3a1a10Ch BOIIPocoM: «Kak He JaTh JII0AIM YHECTH JeHbIU 13 GaH-
ka?» VM orBeTOM ObLI OBl HE IIPOCTO 3aMOK — B YKCJIO Mep GE30MaCHOCTH BXOAMIN ObI
XpaHeHue KJI0Ya B JAPYTOM MECTE WJIHM TPOBEPKA HAJTMUYUA APYTUX COCOOOB B3jIOMa
JIBEPH B XpaHuIuiie. Biageabipl 6aHKa MOTJIH ObI TIPUIYMaTh YTO-TO HOBOE, HATIPUMEP
curHasusaio. OH MOTJIH ObI H300PECT MEXaHU3MBI TIPEOTBPAIleH s OTpabJeHni,
KOTOpBIE TIOABUJINCH YoKe B CJIEAYIOIIeM BeKe, HO He cTajii Obl I0JIaraThCsl Ha OIMH JIMIIb
JIBEPHOU 3aMOK.

ITy CyMMY CJIOKHO CPAaBHUBATH C COBPEMEHHBIMU JICHBTAMU, HO €€ KBUBAJICHT HAXO/UTCS
rae-To Mexay 5 u 10 MUJTHOHAMU OJITTAPOB.

2 Bce BEPHO, paHbllie CYIeCTBOBAJIN KYITIOPbI TAKOT'O HOMMWHAJIA.



34 Yactb I e BBegeHue

Tenepp naBaiite BepHeMcs u3 XIX Beka B COBpeMEHHBII MUP PaspabOTKHU IIPOrPaMM-
HOTO 06ECTIEUEHUsT ¥ TOCMOTPHUM, KaK 9TH PasHbIe TOAXO0/bI K 6E30TACHOCTH OTHOCSITCS
K BAIllIM TEKYIIUM TIPOoeKTaM. B ciemyoniem pasjiesie Mbl MOKaskeM, Kak TepecTarhb OT-
HOCUTHCS K 6E30MACHOCTH KaK K OTETBHOMY 3JIEMEHTY U HaYaTh PACCMATPUBATH €€ KakK
HEOTHEMIIEMOE CBOWCTBO CUCTEMBI.

1.1.2. 3SnemeHTbl 6€30NacHOCTM 1 6€30MacHOCTb B LIENIOM

[TporpamMmMHOe 0GecIIeYeH e 3a4acTyIO OMKMCHIBAETCS B BH/e HAGOpa BO3MOKHOCTEH, TO
€CTb TOTO, YTO MOKHO JIeJIaTh C TeM WJIM MHBIM ITpoyKToM. Hampumep: ato mpuioxenne,
HO3BOJIsIIONIEe OOMEHMBATLCST CIIMCKAMU [OKYIIOK; 3TO CAiiT, HA KOTOPbII MOXKHO 3arpy-
&Kath GoTorpadun, 4ToOBI APYTUE JIEOIM MOTJIM UX TIPOCMAaTPUBATh U KOMMEHTHPOBATH;
3TO TIporpaMMa JIJIsi CO3[aHus npe3eHTanuii. Takoro pojia onucaHue NpUMEHsIETCS
1 B (hOpMaTTbHBIX KOHTEKCTAX.

Bo MHOrUX METOIOJIOTHSIX OCHOBHOE BHUMAHMUE Y/IEJISIETCS TOMY, UTO IOJIKHA [I€IaTh
cucreMa, To ecTh QYHKIMOHAIBHOI ctopoHe. Rational Unified Process (RUP) no cux
[Op BO MHOTOM BJiusieT Ha pa3paboTky 11O u KoHieHTprpyeTcst Ha (DyHKIIMOHATBHOCTH
B BUJIE CUeHapues ucnoiv3osanus. JIpyrue cooOpakeHus:, Takue Kak BpeMsi OTBETa Uin
HeoOXO0IMMast eMKOCTD, TIOTIA/[AI0T B KATErOPHIO BTOPOCTEIIEHHBIX — JOTIOJHUTEIbHbIE
crenudukarn. B coobiectse agile momuHupyommM hopMaToM st OMUCAHUS TOTO,
4TO HYKHO OY/IET C/IeJIaTh B XO/Ie CJEYIONIEro CrpuHTa (MM ero aHaIora), siBJIsSeTCs
NONb308AMENLCKAS UCTOPUS TTPUMEPHO TAKOTO BUA: <51, TIOJIb30BATENb TAKOH-TO, XOUY
TaKyIO-TO BO3SMOKHOCTD, I{TO6I§I TIOJIYYUTDH TaKyIO-TO BBITOAY». YuuteiBasg Takoit AKIEHT
Ha BO3MOJKHOCTSIX (HA TOM, YTO CHCTEMA JIEJIAET ), HEYIMBUTEILHO, 4TO MOA0OHBIM 06pa3oM
32YaCTYIO OIKMCHIBAETCS M OE30MIACHOCTD: HaM HY’KHA CTPAaHUIA BXOJIa, HaM TpebyeTcst
MO/LYJIb /7t OOHAPY KEHWsI MOIIIEHHUYECTBA, Y HAC JI0JIKEH BECTUCH JKYPHAJL.

Crennanuctsl o Gezomacuoct Jixon Yunanmep u JIxkerc ['yctaBccoHn mpoBesn
HCCJIEI0OBAHUE TOTO, KaK JIIOM OMUCHIBAIOT U ONPeAessiioT GeonmacHocTb. OHu 0ToOpa-
JIN KPYITHBIE MHUIHATHBBI B chepe POorpaMMHOT0 obecriederust, (GuHAHCUPYEMble U3
6rosrera. OGHAPYKUIOCH, YTO B 78 % ciiydaeB 6e30MaCHOCTDH HAMPSIMYIO OTHOCHJIACH
K BO3MOKHOCTSIM'.

KoneuHo, HeKOTOPbIE 2JIeMEHTbI H€30TACHOCTH TIPUHOCST TI0JIb3Y, KAK BUANMYIO, TAK
" CKPBITYIO. B xauectse IIpuMepa BI/IIII/IMOIL/,I TTOJIB3BI MOKHO IIPUBECTU BBICOKOKAYECTBEH -
HBII MEXaHU3M ayTeHTU(hUKAINN, 0J1aroapsi KOTOPOMY KJIMEHThI MOTYT ObITh YBEPEHBI:
uxX ocTyn 1 obienwe samuiienbr’. Ho mpobiieMa 3aK/I04aeTest B TOM, 4TO PH OMCAHUN
6e30TmacHOCTH B BU/e HaGOpa BO3MOKHOCTEN MBI 3a4acTy1o 3a0bIBaeM O TraBHOM. /laBaiite
norpobyeMm repedpasrupoBaTh CBI3aHHYIO € H€30MACHOCTBIO TTOJIb30BATENBCKYIO HCTOPUIO
Tak, 9TOOBI HE30MACHOCTD CTATIA HEOMBEMIEMBIM CEOUCTBOM CUCTNEMbL.

' Wilander, J., Gustavsson J. Security Requirements — A Field Study of Current Practice //
http://johnwilander.se/research_publications/paper_sreis2005 wilander gustavsson.pdf.

2 IlBexackas cucreMa aytenTuduranuu BankID, ocHoBanHas Ha cepTUhUKaTAX, ABIAETCS IPH-
MEPOM TAaKOTO MEXaHM3Ma, KOTOPBI CTasl CTaH/apTOM Jie-(hakTo B PUHAHCOBBIX YUPEKICHUAX,
[IPaBUTEIBCTBEHHBIX OPraHU3aIUAX 1 MHOTUX OTPACJIAX TIPOMBIIIIEHHOCTH.
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I[Ipencrasbre cebe caiiT a1 xpaHeHus hororpaduil ¢ MEXaHU3MOM ayTeH TH(MUKALIUIL.
Ecom nornerraThest BTUCHYTH 9TOT MEXaHM3M B (hopMat (OyHKITMOHAIBHOI TT0JIb30BATETbCKOI
WCTOPUH, TTOJTYYUTCS HEYTO BPOJIE CiefIyrorero: « MHe, Kak IToJIb30BaTeo, Hy>KHa CTPAHHIIA
BXO/Ia, KOTOPAsI TO3BOJIUT MHE TTOJIYIHUTh IOCTYTI K CBOMM 3arpy:KeHHbIM (OTOTrpadusiMs.

HecmoTpst Ha TO 4TO 6€30MACHOCTD OMMCBIBACTCS KaK 603MONCHOCTD, OOTBITHHCTBO
3aMHTEPECOBAHHBIX JIMI[ 03a60UEHBI €10 6 yesom. Ecu peaqnsoBarh TOJBKO 9Ty (HyHK-
I[MOHATTBHOCTD, MOKHO JIOCTUYb TI€JIU, TOCTABJIEHHON B UCTOPHH CO CTPAHUIIEN BXOA.
O/tHaKO CyIIECTBOBAHIE CTPAHUIIBI BXO/Ia CaMo TI0 cebe He obecrieunBaet Toii 6e30macHo-
CTH, KOTOpas BaM Hy:kHa. TOT akT, 4To Ha cCaMOM JieJie HUKTO He XOUeT TaKOil CTPaHHUIIbI,
MOJKET ITOKA3aThCsl OYEBU/HBIM, HO IT0JIb30BATEIbCKUE NCTOPUH, OPUEHTHPOBAHHBIE HA
OT/IeJIbHBIE BO3MOKHOCTH, BCTPEYATINCh HAM MHOTO Pas.

[IpemcraBbTe, 4TO BBI BMECTE CO CBOEI KOMaHION co3naere crpanuily Bxozaa. [locie
ayTeHTU(GUKAIUY TT0Th30BATENb TIEPEHATIPABJISIETCS K CBOUM (DoTorpadusiM, B 4ucie
KOTOPBIX €CTh 04eHb-HemNoBKas-no3a.jpg. [10p30BaTe b MOKET MIETKHYTh Ha CCBITIKE, YTOOBI
3arpy3uTh M300paskeHue. Y CIOKHIM CUTYAIUIO U TIPEACTABKM, 4TO Y APYTOTO MOJIB30Ba-
TeJIsT eCTh MpsIMast CChlJIKa Ha Jlauuyio gororpaduio (puc. 1.1). Kak Bam aTo HpaBurcs?
Ber peanmsoBasn 3ajiyManHOe, TaK KaK y Bac €CTh CTPAHUIIA BXO/A C OTIMCAHHON (yHK-
IIUOHAIBHOCTBIO, HO YITYCTUJIM U3 BUY YTO-TO BJKHOE, HE TaK JIU?

Cmpanuya 6xoda

— MepeHocum Bac
— K Bawum
—> U300PAKEHUIM
Cnucok
usodpaxeHud
EEEE——— o
—— o Ccbinka
— 0AS 3a2pY3KU
—_— usodpaxeHus
L NJ
‘ BoizbiBarowas
HeAoBkocmb
homozepadgus

Oi! Ecau yzHamb/yzadamp
CCLIAKY, MO 3a2pY3KY
MOXHO BbinoaHamb de3 Bxoda

Puc. 1.1. CTpaHuLbl BXOAA Kak TaKOBOW HEAOCTaTOYHO
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OrJisapiBasich Hasajl, Mbl IIOHKMAeM, UTO 11€JIbI0 ObLIa He CTPaHUIIa BXOJa KaK TaKo-
Bast. Ilesib ObLi1a B TOM, 4TOOBI IIPOCMATPUBATh U 3aTrPysKaTh H300PasKeHUsT MOT TOJBKO MX
BJazesiert u Gosibine HUKTO. CTpaHWUIla BX0oAa HYKHA JIUIIb JIJIST TOTO, YTOOBI COOJIFOCTH
9TO IIPABUJIO. Y 10JIb30BATE/IsE He JOJKHO ObITh BO3MOMKHOCTH HOJYYUTh U300paskeHe
B 00X0/1 9TOI1 CTPaHMIIbL.

Temnepb cBoe KesaHe MOKHO HepedpasupoBaTh Tak: « MHe, KakK 110J1b30BaTeo, Hy K-
HO, 4TOOBI JOCTYII K MOUM HU300PaskeHUAM MOKHO OBLIO II0JIYYUTh Yepes CTPAHUILY BXOJa
1 4TOOBI 9TH U300PaKEHUS OCTABAINCHh KOH(DUIEHIIMaIbHBIMU>. Takas (GopMyJIHpOBKa
oTpakaeT Ty 03a60YEHHOCTh, KOTOPYIO 3aHHTEPECOBAHHbIE JINI[A M3HAYAIBHO BBIPAsKAIN
OTHOCUTEJIbHO CTPAHUIIBI BXOJIA.

Crpanuity Bxo/a Jiy4iie BooOlie He YIIOMUHATD: «S1, Kak 110J1b30BaTe b, XOuY, 4T00bI
JOCTYII KO BCEM MOMM 3arPy>KeHHBIM U300pakeHUsaAM ObLI 3allUIIeH ¢ TOMOIIBIO ayTeH-
TruUKAIMY 1 YTOObI M300paskKeHU OCTABAINCh KOH(MUACHIIUATbHBIMI» .

CMBbICJI JKeTaHKsT TT0JIb30BaTe st ObLI He B HAJIMYKMHU dJleMeHTa 6e30I1acHOCTH, a B YI0B-
JIETBOPEHUN OTIPEICJICHHOTO TPeOOBAHUSI — B IAHHOM CJIyYae KOHPUOeHUUAIbHOCTU
(ckpbiTom xpaHeHun). IIpu peanusanuu 9TOM UCTOPUU BasKHO OBLIO IIOHUMATD, YTO
U3MEHEHHsI KOa, OTHOCSILETOC TOMBKO K OLHOMY CIIOCO0y HOCTYIA K M300paKEHUsM,
HEeZ0CTaTOYHO. 3alUTUTh HEOOXOMMO 6¢e MYTH JOCTYIIA, IPOIYCTUTE BCETO OAMH —
u tpeGoBatue He OyaeT coOMI0AEHO.

YT00bI HOJYYUTh HACTOSIIYIO OE30ACHOCTh, HEOOXOAUMO TI€PECTaTh AyMaTh O Heil
Kak 0 Habope BO3MOKHOCTEH. Be30macHOCTh ciielyeT BOCIPUHUMATh Kak TpeboBaHMe,
oxBaTbIBaollee pasHble (PYHKINU.

1.1.3. Kateropun Tpe6oBaHuiA
K 6e3onacHocTu: CIA-T

MBI yke yroMuHaIu KOH(GUIEHIAIbHOCTD B KagecTBe aciekTa besomacHoctu. Ho 6ezomac-
HOCTb — 9TO He TOJIbKO COKPBITHE Belllell OT IOCTOPOHHUX IJ1a3. B 9Toil KHure peus moiiger
1 0 Apyrux acnekrax. [Jig Havaja nepeyrcjauM TEPMUHBI, OTHOCSIIMECS K BOIPOCaM
6€e3011aCHOCTH.

B kiaccuueckoil undopMannoHHoi 6e301acHOCTH 0ObIYHO BBIAEISIOT TPU OCHOB-
HBIX TpeOOBaHM:: KOH(DUAEHINAIBHOCTD, HEJOCTHOCTD U ZOCTYIHOCTL (confidentiality,
integrity, availability — CIA).

Q Konuguienyuarvrnocms. Yalie Bcero ynoMuHaeTcst Ipu 00CysKaeHUN 6e30MacHOCTH
U COCTOUT B TOM, YTOObI CKPBIBATh BEIIH, KOTOPbIE HE JOJKHBI ObITh IIyOJUYHBIMU.
Onnum U3 TpUMEPOB KOH(DUIEHITNATLHON NH(MOPMAIUHY SIBJISETCS Ballla MeIUIIH-
CKas Kapra.

a L[eﬂocmuocmb. OSHa’-IaeT, 4TO B CJIy4dasdX, Kor/a aTo BaKHO, HH(bOpMaL[HH He 0J/IPKHa
N3MEHATHCA NN U3MEHECHWA JOJIKHBI ITIPOBOAUTHCA OTTPEACTCHHBIMA OIIO6peHHbI-
MU CII0co6aMu. HpI/IMepOM IEJIOCTHOCTU ABJIACTCA IMMO/ICUET PE3YJTbTATOB T'OJIOCO-
BaHUA. Be30macHoOCTb B 9TOM KOHTEKCTe 00ecIIeunBaeT 3aluTy OT MaHI/IHyJIHLlI/IfI
C IroJ1I0CaMH.
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Q JAocmynuocms. O3nadaer, 4TO JaHHbIe AOJUKHBI OBITH BCET/a MO PYKOI U AOCTYII
K HUM JIOJIKEH IPEIOCTABIIATHCS CBOEBPEMEeHHO. [[osKapHbIM HY)KHO 3HATD, YTO
TOPUT, 1 9Ta UHGOPMAIISI UM HY)KHA He3aMe[JIUTeNbH0. Ecn OHl moayJar ee
C 3a/IEP/KKOM, MOJKET OKa3aThCsl CIUIIKOM T103/[HO, U TpeboBaHme K 6e30MacHOCTH
e OyIeT BBITIOTHEHO.

Jliis mo6oro (hparmenTa JaHHBIX MOTYT ObITh BAKHBI BCE TPU (hAaKTOPa, HO Yallle BCEro
UX HapyllleHre uMeeT pasHble ocaecTBsA. BozbMeM, K TpuMepy, MeINIIMHCKYIO KapTy.
Packpbitre uctopuu 6osiesHn (HapylieHre KOH(GUAEHIINATbHOCTI) BBI3OBET Y Bac pas-
IpakeHue Wi jaxke rHeB. EC B JAaHHBIX UMEIOTCST OMMUOKY (HapyIleHHe 1[eJT0CTHO-
CTH), TO MOJKET OBITH OMACHO TSI BAIIETO 3/I0POBbs. EC/IH ke BbI MOMAIN B HEOTIOXKKY,
a MeIUIIMHCKAs KapTa OTCYTCTBYeT (HapylieHue JOCTYIMHOCTH ), MTOCAEACTBUS MOTYT
OBITH CMEPTEJIbHBIMHL

Vv Bo3bMeM Bati GaHKOBCKHUE 3amicu. Eciii Bbl He MOXKeTe y3HATh CBOH GasaHc
(MOCTYIHOCTR) TP OTLJTaTe CYETOB, ATO pasapaxkaer. Ecau Gamanc ctan W3BeCTeH mo-
CcTOPOHHUM (KOH(DUAEHIINATBHOCTD ), 3TO TIOBOJ /I THeBa. Ho ecsin Bamm neHCHOHHBIE
HAKOIJIEHWS BHE3AITHO MUCIApUIINCh (11€JI0CTHOCTD), 3TO YKe KatacTpoda.

[Tozxke k aTUM TpeM GaKTOpaM MPHUCOETNHUICS elle OJWH: 0MCAeHUBAEMOCTND
(traceability, T) — 910 HEOOXOAUMOCTD 3HATD, KTO U KO/ IOIYYaI JOCTYII K JAHHBIM UM
nuaMenas ux. Ilocae HeKOTOPBIX CKaH/1a/M0B B (DUHAHCOBOM CEKTOPE U 3/[paBOOXPAHEHUN
3TO CTAJIO BYKHBIM BOTIPOCOM. TaKoTo pojia ayauT SIBJISIETCS CYIIECTBEHHOHN YacThIO TT0-
craHoBJieHUs1 EBpONEiicKoro cor3a, KoTopoe HazbiBaeTcst «OOIMUi perJiaMeHT 3aliThl
nepcoHanbHbIX gannbix» (General Data Protection Regulation, GDPR) u kotopoe Betry-
o B cuity B 2018 ropy. Hanpumep, corstacio GDPR obpaliieHus K JIMUHBIM JaHHBIM
JIOJKHBI OTCJEKUBATHCSA U COXPAHATHCS B TIOCTOSTHHOM JKypHaJe ayauta. Mol Oypem
UCITOJTh30BATh TEPMUHBI «KOH(MDUIEHITNATBHOCTDY, «I[€0OCTHOCTb», «IOCTYITHOCTb»
U <OTCIEKMBAEMOCTb» Ha CTPAHUIIAX ATOU KHUTH JJII YTOUHEHUS TOTO, KAKOTO Pojia
6€e30MacHOCTh Ha KOHY.

3abora 0 Bompocax (Ge30MmacHOCTH, a He 06 OT/IENHHBIX €€ 2JTEMEHTAX CYIECTBEHHO
TIOBBIIIACT KAYECTBO CUCTEMBI, HO TIPU HTOM CTaBUT Pa3pabOTUMKOB B HEITPOCTOE TTOJIOKE-
HUe: Kak 00ecrednTh 6e30MacHOCTD B TPOrPAMMHOM 0OECTIEYeHH I, KOTOPOE BbI TIHUIIIETE?
TapaHTUPOBATH OTCYTCTBUE KaKUX-JI1O0 OMmuOOK HempocTo. J[Jist 3Toro pazpaboTamKu
JOJIKHBI HETTPEPBIBHO 3a00TUTHCsE 0 GezonacHocTr. Ho ecTh U APyToii yTh — BHEAPUTH
6e30MacHOCTh B Balll PabOUHil TTPOTIECC U TPOIECC TPOEKTHPOBAHUSI.

1.2. YTO TAakoe NpoeKkTupoBaHue

Hanmcanue IIporpaMMHOTO obecIrieyeHnss — 31O AaJICKO HE TPpUBUAJIbHAA 3a/ava. Paspa-
60TYNK JOOJIKEH UMETDh HaBbIKM B IMNPOKOM CIIEKTPe HaHpaBJIEHI/HL/,I. Ot Bac JKAYT 3HAHWI
B Pa3HbIX ccbepax, HadnHas C A3bIKOB IPOTPaMMUPOBAHUA U AJITOPUTMOB 1 3aKaHUYMBasA
apXI/ITeKTypOI';I CHUCTEM N METOL0JIOTUAMU agile. It JAUNCHUTIIIMHBI ITIPOHU3BIBAIOT PAa3HbIC
obJiacTy 3HaHN 1 MOTYT 3aME€THO OTINYATbCA APYT OT APyTa, HO TIpU UX O6cy>KlIeHI/H/I
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[IOCTOSIHHO YIIOMUHAETCS OJIUH U TOT JK€ TEPMUH — <npoexmuposanues. Kakoe ke 3Ha-
YeHMe MBI BKJIA/IBIBAEM B 3TO CJIOBO?

MpbI curTaeM, YTO TEPMUH <IIPOCKTUPOBAHUE» B 11€JIOM HCIIOJB3YETCS TOBOJTHHO
cBOOOIHO M MOJKET 03HA4YaTh PasHble BEIIU B 3aBUCUMOCTH OT TOTO, C KEM 1 O YeM BbI
pasroBapuBaete. [1o HalleMy MHEHUIO, TPOEKTUPOBAHUE SIBJIICTCS YPE3BbIYATHO BaXKHON
KoHuenuueii B paspaborke I10. [I03TOMY BIIOJIHE JJOTMYHO HAYaTh € HAIIETO COOCTBEH-
HOTO OIpeJIeIEHUsI TPOEKTUPOBAHS, KOTOPOE OYIET IPUMEHSTHCS B JlaJbHEHIIEM.
Ero noHumaHue oMoKeT BaM OPUEHTHPOBATHCS B IPUBOAUMBIX 3/1€Ch 00CYKICHUSIX
1 KOHIICTIIIHSX.

[Tpu paspaborke ITO OCTOSHHO IPUXOAUTCS IIPUHUMATH PEIIEHMS O TOM, KaKOil KO/
HY’KHO HAITUCATb JIJIsT PEIICHUsT MMEIOTIIXCsT 3a/1a4. Bbl BBIOUpPaeTe CHHTAKCUC, KOHCTPYK-
IIUU ¥ JITOPUTMBI, CTPYKTYPHUPYETE CBOI KO/, ONIpe/iesisieTe HalPaBJIeHue BhITTOJHEHUSI.
Ecou ucnosbayercss 06beKTHO-OPUEHTUPOBAHHBIN TTOXOJI, HYKHO OY/IET PEIIUTD, KakK
JIOJIZKHA BBITJISZIETH Ballia 00beKTHAst MOJIeJIb M KaK CTAaHyT B3AaUMOJEHCTBOBATH MESK/LY
coboii ee asiemenTbl. Ecitu BbI iprMeHsieTe (DyHKITMOHATBHBIN CTUIIb IPOrPAMMUPOBAHNS,
TpebyeTcst ONpee/IuTh, KaKoe MOBEEHUE CJeAYET MepeaBaTh B Bujie (GYHKIMM, 1 103a-
GOTUTHCS O TOM, YTOOBI OHU ObLIM YHCTHIMU, 6e3 0604HbIX 2 derToB . Bee aTn pernenust
MO3KHO CUMTATD YACTHIO ITPOCKTUPOBAHNUA.

B xos1e Hanmcaust Kozia 60JIbII0e BHUMAHUE Y/IETSIETCST TOMY, Kak OyIeT Ipe/ICTaBIeHa
GusHec-10rnKa — (QYHKIMOHATBHOCTD, KOTOPas JeJIaeT MPOorpaMMHOE 0becIieueH e YHHU-
KaJIbHBIM. BbI X0pol1o nojymMaeTe Hajl TeM, Kak Peajnu3oBaTh 9Ty JIOTUKY U KaK C/IeJ1aTh
ee COIMPOBOXK/IEHNE TIPO3PAYHBIM U JIETKUM. EcJii Baiy 00sI3aHHOCTH KAK-TO CBSI3aHbI
C MOJIEJTMPOBAHKUEM MTPEIMETHON 00IaCTH, BBl TIOTPATUTE HEMAJIO BPEMEHH HA Pa3BUTHE
U ONTUMU3AINI0 CBOEH MOJIENH, a TaKKe Ha IIaHIPOBaHKE TOTO, KaK OHA J0JIKHA OBITh
BBIpakeHa B Koje. Jlaske ecii peannsyemast IOTHKa He CJIoKHee 0OBIYHOTO YCAOBHOTO
BBIPAKEHU, BaM BCe PABHO HY’KHO IIPUHUMATDL cO3HATebHOE pelieHue. Hanpumep,
BbI MOJKETE YUECTh TAKUE ACMEKTHI, KaK y000UUTAEMOCTb UM TIPOU3BOUTETHHOCTD,
U B 3aBUCUMOCTH OT CBOMX IPEANOYTEHUI BHIOPATh TO, KaK BbIpaskeHue OyAeT BHITJIs-
neTh B koJie. Onupasch Ha CBOM OIIBIT M 3HAHMS, Bbl CO3HATEJIbHO IIPUHUMAETE PELICHUS,
KOTOPBIE MTOAXOAAT 17151 coziaaemoro Bamu [1O. Takoe npunsiTHe penieHnii MOXKeT pac-
CMaTPHUBATHCS KaK YacTh IPOIecca MPOEKTUPOBAHMSI.

ITo Mepe pasBuUTHS CBOEiT KOIOBOI Oa3bl BbI pazbuBaeTe KO/ Ha TTAKEThI WJIH MOJIYJIH,
9TOGBI CJIETATh €r0 GOJIee MOHATHBIM M ITPOCTHIM B MCTIOJIb30BAHIK U TIOJTYYUTD ITPU ITOM
TaKHWe JKeJaHHbIEe CBOICTBA, KaK CIA’KEHHOCTD U cJaboe cBsi3biBaHue. Bbl MoKeTe TIpu-
MEHSITh TAaKWEe METOMKH 1 KOHIIETIIINH, KaK WHTeP(EIChI, TPUHITUIT THBEPCUH 3aBUCHUMO-
cTeil? 1 Heu3MEeHSIEMOCTD, OJTHOBPEMEHHO TIBITASICH HE HAPYIIUTH IIPUHITUIT TIOACTAHOBKU
Jluckos®. Moskere Takske morrpodoBaTh BEIHECTH 1 H30IMPOBATD YacTh (DYHKIIMOHATBHO-

YucToil Ha3bIBAIOT (1)}7HKI_[I/IIO7 KOTOpasd BCer/ia BO3BpallaeT O/IMH 1 TOT K€ pe3yJibTaT AJid 3a-
JIAHHOI'O apryMeHTa U He UMEET HUKAKUX 10OOYHBIX S(b(beKTOB.

2 Cwm.: Martin R. C. The Dependency Inversion Principle. — C++ Report 8 (1996, May).

3 Cwm.: Liskoo B. Keynote Address — Data Abstraction and Hierarchy. [{om. k Proceedings on Object-
Oriented Programming Systems, Languages and Applications (1987) 8 pamxax OOPSLA’87.
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CTH, YTOOBI CZIeIaTh ee HoJlee HarJIAAHON 1 yTOOb! ee GbLIO Jierde TeCTUPOBaTh. TakuM
00pasoM, Bbl IIUIIETE KO/ U BBIIIOAHAETE Pe(aKTOPUHT — IIEPEIIPOEKTUPOBAHKE, IIPHBO-
JAIIee K yIYYIIeHIIO BALIero IPIIOKEHUSL.

Ecam Banr xox Bsanmogpeiictsyer ¢ apyrum 11O (k npumepy, Bbl pazpabaTbiBaere
CepBUC B MUKPOCEPBUCHOI apXUTEKType), IPUAETCS MOLYMATh O TOM, KaK OIPEIEIUTD
ny6munbiii API cBoero cepBrica, 4ToObI OH CIaskeHHO paboTait, ObLI IIPOCTHIM B IIPUMe-
HEHUU ¥ MOJIJIEP/KUBAJT BeJleHne Bepcuil. BaM Takske ciieyer yeiuTh BHUMAHUE TOMY,
Kak 06eCIeYrTh €r0 YCTOUYMBOCTD U OT3BIBUUBOCTD IIPU B3AMMOJICHCTBUU C IPYTUMU
cepBUCaMK M KaK JOOUTHCS MPUEMIEMOro BpeMenn Oecriepeboiinoit paborsr. Ha 6osee
BBICOKOM YPOBHE, HAaBEPHOE, HY;KHO YUUTHIBATH TO, YTO CEPBUC JOJIKEH BIUCHIBATHCS
B 0O0IILYI0 apXUTEKTYPy crucTeMbl. Bee Te pasHooOpasHble pellieHust, KOTOPbIe BbI MIPH-
HUMaeTe, SIBJSIIOTCS YaCThIO OJHOTO IEJIOr0 — MPOIecca MIPOEKTUPOBAHUS Balllero mpo-
IPaMMHOT0 00€eCIIeYeHSL.

Bce Buibl 1eATEIbHOCTH, OIIMCAHHbIE PAHEe, OTHOCATCS K HAllMCAHUIO Koza. MBI cKa-
3aJI, YTO BCE OHU — YaCTh IIPOIIECCA IPOEKTUPOBAHISL, HO €CJIM HEMHOTO IIOyMaTh, KAKIE
U3 HUX CBSI3aHbI C IPOEKTUPOBAHNIEM, 2 KAKIe — HET?

Q Asssrores nu mianupoBanure API u ananms apXuTeKTypbl CUCTEMbI THTTUYHBIMUA TIPH-
MepaMu TPOEKTUPOBAHU ?

O MOoKHO Jil MOJIETTMPOBAHKE MTPEAMETHON 00JIACTH CUUTATH TPOECKTUPOBAHUEM ?

O OrHoCUTCH JIK K TPOEKTUPOBAHKIO BHIGOP MEJK/LY TE€M, UCII0JIb30BATH UJIN HET KJIIoUe-
Boe ¢JI0BO final B 0ObABICHUH TOJS 00BEKTA?

Ecam ctipocuts y siecsti 4eoBeK, Kakue BUJIbI 1eITeTbHOCTH, OTHOCSIIIENCS K pas-
pabotke I1O, curraroTcs IPOEKTUPOBAHUEM, BbI, CKOPEE BCET0, IIOJIYYUTe AECSTh PasHbIX
OTBETOB. B KauecTBe sIBHBIX MPUMEPOB MHOTHE, HABEPHOE, HA30BYT MOJIETMPOBAHUE
npeaMeTHol obnacTu, mnanuposanue API, npumenenune mabI0HOB IPOEKTHUPOBAHMUSI
u HopMHUpPOBaHIE APXUTEKTYPhI CUCTEMBI — OTYACTU IOTOMY, YTO 9TO (oJIee TpaAUIIM-
OHHBIH B3TJI/l HA TO, YTO TaKOe MpoeKTupoBanue. JIuirb HeMHOTHE CKaKYT, YTO K MTPO-
1eccy npoexrupoBanus [1O oTHOCATCS cepbe3Hble PA3MbIIIJIEHUST O TOM, KaK HAIIUCATh
BbIpasKeHue if nian mukaI for.

Tak 4To ke cunTaTh 4acThIO Mpoiiecca mpoekTupoBanusa? OTBET IPOCT: BCE, YTO UMEET
OTHOIIeHYE K pazpaboTke. CUCTEMY WK TIPOTPAMMHBINA KOMITOHEHT KaK Pe3yJIbTar Mpo-
EKTUPOBaHII MOKHO Ha3BaTh CTAOUJIBHBIM (TO €CTh DYHKUUOHUPYIOWUM, W ITO HE O3HA-
YaeT, YTO OH MTPEKPAIaeT Pa3BUBATHCS ) TOJBKO MOCJIE eT0 PEaIN3aliy U Pa3BEPTHIBAHUS
B peasibHbIX YCA0BUAX. VIHBIME CJIOBAMM, MOJEJU IIpeAMeTHOI obmactu, Mmoayu, API
1 mabJOHbI IIPOEKTUPOBAHUS TaK K€ BasKHbI B IIPOEKTUPOBAHUU, KaK U 00bABICHUS
oJieil 1 MeTOAOB, BhIpakeHus if u xeml-rabauipl. Bee 910 BausgeT Ha cTaOUIBHOCTh
UTOTOBOTO MPOJIYKTA.

Bce a1 acnekTsl pa3paboTKu UMEIOT Koe-uTo o0Inee: oHu TpeOyIOT CO3HATEIb-
HOTO IIPUHATHS pelneHuil. JIio6oil BUL AeATeNbHOCTH, CBI3aHHbII ¢ CO3HATENbHBIM
MPUHSATUEM PENIeHUI, SIBJISETCS YacThIo 1mpoliecca npoektupoanus [10. 1o, B cBoIO
ouepe/ib, 03HAYAET, YTO IIPOEKTUPOBAHNE UTPAET POJIb PYKOBOJISIIErO TTPUHIIUIIA,
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110 KOTOPOMY CO3/IA€TCS CUCTEMa, U IPUMEHATD €r0 MOXKHO Ha BCeX YPOBHSX, OT KoJa
110 APXUTEKTYPDL.

OBPATUTE BHUMAHMUE

MpOEKTUPOBaHME — 3TO PYKOBOASILLUMIA MPUHLMI, MO KOTOPOMY CO3AAETCs CUCTEMA,
U NPUMEHATH Er0 MOXHO Ha BCEX YPOBHSIX, OT KOZa 10 apXUTEKTYpbl. K HEMY OTHO-
cuTCs NI0BON BU AEATENBHOCTM, TPEBYIOLLMIA CO3HATENBHOMO MPUHSTUS PELLIEHN.

B arom pasjiesie Bbl y3HAJIN, KaK CJIEYET PACCMATPUBATD IIPOEKTUPOBAHKE TTPOTPAMM-
HOro obecIedenns 1 KaKoil CMBICJ MBI B HErO BKJIAAbIBaeM B 9TO Kuure. [lanpiue pedb
HOMZET O TPAAULMOHHOM 1oaxoze K 6ezonacHoctu IO 1 HEKOTOPBIX €0 HeJOCTaTKAX.

1.3. TpaanumnoHHbIM noaxoa K 6e3onacHoctym MO
N ero HeJoCTaTKu

Habuomas 3a Tem, uto npoucxoaut B cdepe pazpadborku I1O, Mbl 0CO3HANN, YTO MHO-
re MPUXOIAT K TAKOMY YMO3aKJII0UeHH0: 4TOObI H36€eKaTh YSI3BUMOCTER, Caeayer
[PUCBOUTD GE30IACHOCTH CaMblil BLICOKUI IPUOPUTET IIPU HAIIMCAHUU Koza. Bee, KTo
BOBJICUCH B 9TOT TPOIIECC, HOJIKHBI OBITh KaK CJIEAYET MOJATOTOBJIEHBI I UMETh OIIBIT
B o6Jtactu obecriedeHust 6e30MaCHOCTH IporpaMMHOTo obecrieuerust. JlaBaiite HazoBeM
9TO MHEHUE Mpadunuonivim nodxodom k bezonacHoctu 110, Kak mpasuiio, OH BKIHOYaeT
B cebs oTpe/ie/IeHHbIE 3a/1a4ll U JIeCTBHUSI, KOTOPbBIE JOJKHBI BHITIOJHIATH PaspaboTdm-
ku (puc. 1.2).

Padoyuil cnucok

d Bekimop amaxu

d Skenrotimbr HyaeBozo Oms

d Bed -ysazbumocmu
d OWASP

Puc. 1.2. TpagnumoHHo k 6e3onacHocTy MO noaxoasT Kak K KOHKPETHBIM BUAAM AeSTEbHOCTU
N KOHLEeNnuuam

Pa3paboTunku 10KHEL OBITH 3HAKOMBI ¢ MEKCAUTOBBIM CKPUIITHHTOM (Cross-site
scripting, XSS), umetsb pejcTaBieHue 00 yI3BUMOCTSIX B HU3KOYPOBHEBbIX IIPOTOKOJIAX
U 3HATh HAU3YCTh CIUCOK pUCKOB GesomactocT OW ASP!. TecTUPOBIIMKY JOJKHbI BJla-

' Cwm. ciicok prckos 6esonmacroctit OWASP (Open Web Application Security Project): https://
www.owasp.org/index.php/Category:OWASP_Top Ten_Project.
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neTh 6Ga30BBIMU METOJAMU IIPOBEPKY HA IIPOHMKHOBEHUE, a CIIIIMAIMCThI B IIPEAMETHOI
obsactu — yMeTh 00CysKAaTh COOTBETCTBYOIINE IPOOIEMbI U IIPUHUMATh PEIeHuUs OT-
HOCHUTEJIbHO Ge3011aCHOCTH IIPOIPAMMHOTO 00eCIIeYeH M.

HenocraTok aToT0 1M0IX0/1a 3aKII0YAETCST B TOM, YTO I10 Psily IPUYUH OH HE 1T03BO-
JIsIeT Jierko cosgasath 110, KoTopoe ObL10 Obl JOCTATOUHO OE30IIaCHBIM IS TOIO, YTOObI
BBIZIEPKATh CYPOBYIO PEAIbHOCTD IIPOMBIILJIEHHBIX OKpY KeHuii. Eciiu Obl OH ObLI yCIie-
HBIM, YSI3BUMOCTHU ObLIM Obl MEHee PACIiPOCTPAHEHHBIMU U HaM He IIPUXOAMUJIOCH Obl pa3
3a pa3oM CTaJIKUBAThCs ¢ OTPOMHBIME AbIpaMU B 6€3011aCHOCTH, BbI3BAHHBIMY OAHOI
U TOH e yA3BUMOCThI0. PaceMoTpuM noapodHee HEKOTOPbIe ¢1adble CTOPOHBI 9TOI0
[0/IX0/a, YTOObI JIyYIlle [IOHATh, IOYEeMY OH He JaeT jKeJaeMbIX Pe3yJIbTaToOB U [10YeMY
MBI CUUTAEM, UTO Y HETO eCTh oJlee yauHasd ajbTepHaTUBA.

[IpencTaBbTe, 4TO y BAC €CTh IIPOCTON AOMEHHbII 00BEKT, IPeACTABIAIOIUI 10J1b-
30BaTesis B TUIIMYHOM BeO-IIPUJIOKEHUM, U UMsI 9TOTO II0JIb30BaTe sl BBIBOAUTCS Ha
KaKOIi-TO cTpaHuiie. ITO JOBOJIBHO IIPOCTON 0OBEKT, COAEPKALIMIL TOJIBKO UAEHTUDM-
KaTop W MMsI TIoJib3oBatesist. Ho, HecMOTps Ha TaKoe yIpoliieHre, Halll OTIBIT TOKa3bIBa-
€T, uTO IOoL00HbIEe 06BEKTHI HEPEIKO MOMKHO BCTPETUTH B Kojle. Peanusanus nokasaHa
B jiuctunre 1.1.

JNuctuHr 1.1, MpocToit knacc User
public class User {

private final Long id;

private final String username;

public User(final Long id, final String username) {
this.id = id;
this.username = username;

} 4_\ MoteHunanbHas yassumoctb XSS

//

Ecimv B3rJIsiHYy Th Ha 9TO TIPE/ICTaBJIEHUE [TOJTb30BATE IS, MOKHO 3aMETUTh TTOTEHI[UATTh-
Hble pobeMsl ¢ 6e3011acHOCThI0. Hampumep, B KauecTBe UIMEHN M0JIb30BaTeJIs IIPHHIMA-
eTcs m000€e CTPOKOBOE 3HAUEHIE, YTO JeJIaeT BO3MOKHBIMY aTaku XSS. XSS-amarxa Bo3uu-
KaeT, KOr/a 3JI0yMbBIIIJIEHHUK UCIIOJIb3yeT BeO-TIPUIOKEHNE It OTIPABKU BPEJOHOCHOTO
KO/Ia JIPYTOMY I10JIb30BaTeN0. TOT KOJI, K IIPUMEPY, MOXKET UMETb BUJ KJIUEHTCKOTO
CKpUIITa Ha sA3bIKe JavaScript. Eciim Bo BpeMs perucTpaiuy B cepBUce 3JI0YMBITITICHHUK
BBE/IET B KAUYeCTBE MMEHU T10JIb30BATEJIA YTO-TO BPOJie <script>alert(42);</script>,
1037K€, KOTZa 9TO UM 0TOOpasUTCs Ha KaKoii-To BeG-cTpaHulle NPUIoKeHus, Opaysep
MOJKET 0TOOPA3UTh OKHO € UUCJIOM 421,

Y1006bI YCTPAaHUTH 9Ty YA3BUMOCTD € IIOMOIIBIO TPAAUIMOHHOTO IIOAX04a, MOKHO
I06ABUTD SIBHYIO IIPOBEPKY KOPPEKTHOCTU BXOAHBIX JAHHBIX, OPUEHTUPOBAHHYIO Ha (e3-
onacHoOCTh. IIpOBEpKy JAHHBIX, K IPUMEPY, MOKHO OBLIO OBl peanns3oBarth B Buae (UIbT-
POB, KOTOPBIE aHATM3UPYIOT AaHHbIE BCeX (GOPM B BeO-IIPUIOKEHUN U CIEIAT 3a TeM,

B pea]leOﬁ arake UCIOJTHSIeMbIH CKPpHUIIT, CKOpee BCEro, He OTrpaHnvnJICSA Obl IIPOCTBIM BbIBOJIOM
4Yucia, a caesiajl 6b1 4TO-TO GOJIEE Bpe[[HOB!
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4yTOOBI OHU HE COZEPIKAJIN HUKAKOTI'O Bp€/IOHOCHOT'O XSS-kona. Ho To ke camoe MOKHO
6b1710 OBl JeJIaThb IIPpSAMO B JIOMEHHOM KJiaCcCe. Ecnu BbI IIpeAIIoynTaeTe IMPpOBEPATD BBO/
B KJlacce User, IIOCMOTPUTE B IMCTUHIE 12, KaK 9TO MOJKET BbITVISAAETb.

JNnctunr 1.2. Knacc User ¢ npoBepkol KOPpeKTHOCTU BBOAA
import static com.example.xss.ValidationUtils.validateForXssS;
import static org.apache.commons.lang3.Validate.notNull;

public class User {
private final Long id;
private final String username;

public User(final Long id, final String username) {

notNull(id);
notNull(username); MpoBepseT, He paBHbI 1 napameTpbl null

this.id = notNull(id);
this.username = validateForXSS(username);

} MpoBepseT BBOA C NOMOLYbIO
(runoteTnyeckoii) BHeWH el
// 6ubnuoteku ValidationUtils

B sTOM JIMCTHHTE BUIHO, KAK MbI IOJIK/II0OYAEM TUIIOTETUYECKYIO OMbInoTeKy 6es-
OIACHOCTH, KOTOPAst MO3BOJISIET MPOBEPATH CTPOKK HA MPEAMET BO3MOKHBIX XSS-aTax.
Mbl Takke pemnan yOeauThCcss B TOM, YTO HU OJMH M3 IapaMeTPOB KOHCTPYKTOPa
He paBeH null, yToObI ¢eJaTh IPOBEPKY emle jay4diie. Takoil criocob obecriedenns Ges-
onacuoctr I1O MUPOKO pacipocTpaneH, OHAKO eMy CBOICTBEHHBI HECKOIBKO MPobJeMm,
BKJIIOYAs CIIEYIONINE,

O Pa3paboTyuKy MPpUXOAUTCS HATIPAMYIO 3aHUMATHCSA YSI3BUMOCTSIMU U B TO JK€ BPEMSI
COCPENIOTAYMBATHCS HA PelIeHUN GU3HeC-3a/1a4.

O Kasxapiit pa3paboTymK J0/UKEH OBITEH CIIEIMATHCTOM TI0 6E30TIACHOCTH,

O TIpexmonaraercs, 9TO YeMOBEK, TUITYIHN KO/, CTOCOOEH TIPETYCMOTPETH JIOOBIE
YSI3BUMOCTH, KOTOPBIE MOTYT BO3HUKHYTH ceifuac u B OyAyIIeM.

PasbepeM Kaxk/[blii U3 9TUX [TYHKTOB ¥ IIOCMOTPUM, YTO C HUMH He TaK.

1.3.1. Bbe3onacHocTb TpebyeT K cebe
OTAENIbHOr0 BHMMaHUS

[Tepsast ipobJieMa COCTOUT B TOM, UTO MbI OT/IEJIBHO OCTAHABJIMBAEMCS Ha GE30ACHOCTH.
Kora paspaboTunk MHIIET KOJI, ET0 OCHOBHOE BHUMaHUE BCET/la HAllPaBJIeHO Ha (hYHK-
[[MOHAJIBHOCTD, KOTOPYIO OH MBITAETCST peajin3oBath. Eciii emy nipuercst 3a60THThCS elie
1 0 6E30ITACHOCTH, 9TO MOKET OTBJIEUb €0 OT OCHOBHBIX 06st3aHHOCTEN. TIpH BO3HUKHO-
BEHMU TaKOTO KOH(IINKTa 6€30MaCHOCTh BCET/Ia OCTAETCS HA BTOPOM ILIaHe, DTOMY eCTh
HECKOJIbKO IIPUYKH, O KOTOPBIX MbI IOAPOOHO IOTOBOPUM B tozapaszaesie 1.4.2.
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1.3.2. Bce pomxkHbl 6bITb crieymanuctaMmm no 6e30nacHoOCTU

Caenytomas mpobyieMa CBsI3aHa € TEM, YTO KaK/IbIi paspaboTunK 0JKeH ObITh crierua-
JIMCTOM 10 GE30ITACHOCTH, OJTHAKO HE Y BCEX €CTh BO3SMOKHOCTD MJIH JKEJAHUE CTIeTIHaI-
3MPOBATBCS B ATON 06IACTH — 10 AHAJIOTHH C TEM, KaK HE BCE MOTYT ObITh CHIEMATNCTAMU
110 TTpou3BoUTeIbHOCTH JV M nim B3anmo/ielicTBIIO ¢ osib3oBaTessiMu. M ecam paspa-
GOTYNMKH HE OUYEHb XOPOIIO PazbuparTcst B 6e30IMaCHOCTH, IIPOrPAMMHOE 00ecIieueH e,
KOTOPOE OHU CO3/AI0T, OyIET OTPAKATH YPOBEHD MX 3HAHWIA M HABBIKOB,

Bosmoskno, B OyayiieM pazpaboTynkaM norpedyercst UMeTh TiyOoKue 3HaHUS B 00-
nactn Gesonacuoctn 1O, TOUHO TaK JKe Kak B HAIIW JTHA YMEHHE ITHCATh XOPOIIUE MO-
JLyJIbHBIE TECTHI sABJsIETCA Gostee nim Menee oOszareabubiM. Ho ceftuac cocrostnue nameii
OTPAC/IM TAKOBO, UTO TIO0OHbIE OKMIAHUA HECKOJIBKO HEPEATMCTUYHBI.

1.3.3. Hy»Ho 3HaTb 060 BCex ySa3BMMOCTSIX, AaXKe
O HEU3BECTHbIX B AAHHbIA MOMEHT

Jlaxe ecan Batie mporpaMMHoe obecriedeHne TnIeT KOMaHa CIeuaJucToB mo 6e3-
OTIACHOCTHU, BaM BCE PaBHO HYKHO CMUPUTBLCS € TEM, YTO CO3/[aHue KOHTPMEP BO3MOKHO
TOJIBKO JIJISI TeX YSI3BUMOCTEN, O KOTOPBIX BBI yiKe 3HaeTe. TeM He MeHee Bbl I0OJKHBI
ry6OKO MOHUMATh HE TOJBKO OTPOMHOE KOJIMYECTBO 3HAKOMBIX BaM BEKTOPOB aTak,
HO U YA3BUMOCTH, O KOTOPBIX HUKTO He 3HaeT. Bbl JI0JKHBI TOCTUYD HEITOCTUKUMOE,
Tak ckazaTb. Korja Bbl 0co3HaeTe 3Ty AWJIeMMY, BaM CTaHeT OYEeBUIHO, 4YTO OHA CO3/IaeT
JIOTIOJTHUTEIbHBIE TPYIHOCTH P Harucanuu Gezomacuoro I10.

[Toxxo, mpu KOTOPOM HGE30TIaCHOCTh UMEET HAWBBICIIHIA TPUOPUTET, CYIECTBYET
C He3alaMsITHBIX BDEMEH, 1 Mbl BCE €r0 UCIOJIb30Baiu. MHOT/Ia ero ipuMeHeHne ObLIO
YCIIEITHBIM, HO 3a4aCTYIO MBI UyBCTBOBAJIN, UTO YETO-TO HE XBATAET U JIOJIKEH CYIIECTBO-
BaTh APYIoM, JydInuii crocob co3ganus Ge30MacHbIX IPUIOKEHNIA. Mbl yOeKAeHbI, 9TO
IPOEKTUPOBAHUE CIIOCOOCTBYET YCHENTHOMY HAIIMCAHUIO MO-HACTOAIIEMY GE30MacHOTO
koza. U, cocpeloTOunBIINCH HA TPOEKTUPOBAHUH, BbI MOKeTe M30eKaTh MHOKECTBA He-
JIOCTATKOB, CBOMCTBEHHBIX MOJIXO/Y, KOTOPBIH MBI PACCMOTPEJIM B 9TOM PasjieJie.

1.4. (O6ecneyeHne 6€30nacHOCTU
33 CYET NPOEKTMPOBAHUS

Mt He CIIOPpUM C T€M, 4YTO 6630HaCHOCTb Ba’KHa 1 4TO BbI JJOJI)KHBI IIOMHUTDH O Heﬁ 1ipu
paspabotke ITO. OxHako cuMTaeM, YTO BMECTO UCIIOJb30BAHKUS TPAAUIMOHHOTO IO/~
X012 K obecrieueHiio 6e30MacHOCTH MOKHO OOPaTUTHCS K aJlbTepHAaTUBE, KOTOPast Jaetr
TaKKe JKe WM JIasKe JIydlline Pe3yabTaThl, eCIU TOBOPUTDH O TOM, Kak Oy/eT BhITJIANETh
roToBbIi poexT (puc. 1.3).

BwmecTto T0oro 4to6sl geath 6E301macHOCTb OHUM 13 BaKHEHIINX 9JIEMEHTOB paspa-
GOTKH, BEI MOJKETE COCPENOTOUNTLCS Ha IPOEKTUPOBAHUY, CTPEMSICH K CAMBIM BBICOKUM
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CTaH/lapTaM, KOTOPbI€ TOJIBKO BO3MOJKHBI. CMecTUB cBO€ BHUMaHUE B CTOPOHY IIPO-
CKTHUPOBaHUs, Bbl CMOJKETE JOCTUYb BBICOKOH CTEeIeH! 6630HaCHOCTI/I, 1 1Ip1 9TOM BaM
HE IIPpUAETCA ITOCTOAHHO O Helt AyMaTb.

X NPOEKTUPOBAHUE >

-<5(|saonACHOCTb —

Puc. 1.3. [lefias akLUEHT Ha NPOEKTUPOBAHMM, @ He Ha 6E30MAcHOCTH, Bbl MOXETE M36exaTb NpobieM,
NPUCYLNX TPAAMLIMOHHOMY MOAXOAY

1.4.1. [enaeM nonb3oBaTens n3HavasabHO 3allUULLEHHbIM

Bepnemcst k mprMepy ¢ KiaccoM User U3 TIPEJIbITYINET0 pasjiesia i TOCMOTPUM, KaK MOKHO
Ob110 OBI TIOLOUTH K €r0 pealnsaliii, COCPEA0TOUNBIINCH Ha IpoeKTrpoBarun. CHavyaa
BaM HY’KHO CIIPOCUTb Y CBOMX CIIEIMAIICTOB B IPEAMETHON 00J1aCTH 0 3HAYEHU N UMEHH
MTOJTh30BATEJISI B KOHTEKCTE TEKYIero npuioskenns (puc. 1.4).

OGCyuB 5TOT BOIIPOC, BbI IPUXOKTE K BHIBOLY O TOM, YTO UMSI [IOJIb30BATES JOJIK-
HO COJIEpKaTh TOJBKO CUMBOJIBI [A-Za-z0-9_-] U UMETh JJIUHY OT 4 10 40 CUMBOJIOB.
ITO POJUKTOBAHO TEM, YTO CUYMTAETCS HOPMAJbHBIM UMEHEM TI0JIb30BATEJIsI B CO3/Ia-
BaeMOM TIPUJIOKEHUH. Bbl MCKII0UaeTe CUMBOJIBI < U > HE IIOTOMY, YTO OHM MOTYT OBITh
yacThio XSS-ataku B cJydae, ecii UM TI0JIb30BaTelist BhiBoAUTCs B Opaysepe. Ckopee,
oTBevaeTe Ha BOIpoc: «Kak OJIZKHO BBITJISIZIETh UMST TIOJIb30BATESI B 9TOM KOHTEKCTE?»
B zaHHOM IIpuMepe BbI PEIIIIIN, YTO CUMBOJIBI < ¥ > He MOT'YT OBITh YaCThi0 KOPPEKTHOTO
UMEHU, TI09TOMY UCKJIIOUHIIN UX.

HeboibIioe ncesenoBaHie BMECTe €O CIIEHUAIMCTaMK B IIPeAMETHON 00J1aCTH TI03BO-
JINJIO BaM T1y0sKe MOHATH TEKYIUil KOHTEKCT U B Pe3yJibTate BhipaboTaTh 6oJjiee TOUHOe
oTIpeiesieHe UMEHU oJib3oBarelist. B mucturre 1.3 okaszan HOBbIH Kiacc User.



MaBa 1. Ponb NpoeKTUpoBaHusi B 6€30MacHOCT

R
o S5

I\

Puc. 1.4. O6cyxaeHne KOHLENUUI co CreumanncTaMmm B NpeaMeTHoi obnactv

JiuctuHr 1.3. Knacc User ¢ orpaHuyeHnsMm npeameTHoi obnactv

import static org.apache.commons.lang3.Validate.*;

public class User {
private static final int USERNAME_MINIMUM_LENGTH = 4;
private static final int USERNAME_MAXIMUM_LENGTH = 40;
private static final String USERNAME_VALID_CHARACTERS =
"[A-Za-z0-9_-]+";

private final Long id;
private final String username;

public User(final Long id, final String username) {
notNull(id);
notBlank(username);
final String trimmed = username.trim();
inclusiveBetween (USERNAME_MINIMUM_LENGTH,

USERNAME_MAXTMUM_LENGTH, (IpoBepKa KoppeKTHOCTH BEOR2
trimmed.length()); Ha Tane co3aHms
matchesPattern(trimmed, C MCMONb30BaHMEM

USERNAME_VALID_CHARACTERS,
"Allowed characters are: %s",
USERNAME_VALID CHARACTERS);

AOMEHHbIX NHBAPNaHTOB

this.id = id;
this.username = trimmed;

//

45
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Teneps, rsaa4 Ha Kiacce User, Bbl BUAUTE MHOXKECTBO JIOTMKHU, CBSA3AHHON ¢ UMEHEM
[OJIb30BATEsL. DTOT (HAKT, KAK U TO, UTO BaM HPHUIILIIOCH 0BOJIBHO MOAPOGHO 00CYKAATh
UM TIOJIB30BATEIsI CO CHEIUATUCTAMU B IPEAMETHON 061aCTH, ABJIAETCSA MTPU3HAKOM
TOTO, YTO MMsI TT0JIb30BATEIS OJKHO OBITh SIBHO MPEACTABIECHO B JOMEHHOW MOJIEJIH.
IT0 0TYACTH OOBSICHSAETCS BAKHOCTHIO TAHHOM KOHIIEIIIUHN, HO HE MEHEE BasKHO U TO, 4TO
M3BJIeYeHHE JIOTUKN COOTBETCTBYET IIPUHIIMITY BBICOKOH CJIA’KEHHOCTH.

[Tornmas aT0, BbI MOKETE BBIHECTH JIOTUKY B OTHEJIbHBIN KJacc Username, MHKAII-
CyJIMPYIOIIWIT BCe Baly 3HaHust 06 UMeHu mosb3oBaresiss. HoBblil Kiace obecriedrBaer
coGJTIOIEHYIE BCEX TIPABUJI TIPEIMETHON 00JIACTH Ha aTare Co3iaHust. DTOT HOBBIH OOBEKT
HA3BIBACTCA NPUMUMUBOM NpeOMemiotl 0baacmu (NI 0OMEHHbIM MPUMUIMUBOM, TIOIPOO-
Hee 0 HeM — B I7TaBe 5). B snctutre 1.4 mokaszano, Kak 6y/ieT BBITISAETD KIacc User mocie
BbIHECEeHUd KoJla B HOBBII KJ1acc Username.

JNnctunr 1.4. Knacc User ¢ 06beKTOM-3HaYeHMeM NpeaMeTHON obnactu

import static org.apache.commons.lang3.Validate.*;
06beKT-3HaueHue, CofepKaLLmil
public class Username { WHBAPUaHTbI NPefIMeTHOI 06nacTi
pr‘iVate static final int MINIMUM_LENGTH 4, 119 MeHV nonb3oBaTens
private static final int MAXIMUM_LENGTH = 40;
private static final String VALID_CHARACTERS = "[A-Za-z0-9_-]+";

private final String value;

public Username(final String value) {
notBlank(value);

final String trimmed = value.trim();
inclusiveBetween(MINIMUM_LENGTH,
MAXIMUM_LENGTH,
trimmed.length());
matchesPattern(trimmed,
VALID_CHARACTERS,
"Allowed characters are: %s", VALID_CHARACTERS);
this.value = trimmed;

}

public String value() {
return value;
¥

} Tenepb 06bekT User ncnonb3yer npumuTig
npeameTHoii o6nactu Username, 3Has,

uyTo nto6oe cywiecTByloLee UMA
nonb3oBatens ABAAETCA AONYCTUMbIM

public class User {
private final Long id;
private final Username username;

public User(final Long id, final Username username) {

this.id = notNull(id);
this.username = notNull(username);

//
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CocpeioTOunBIINCHh HA TPOEKTUPOBAHNU, BbI CMOTJIN BBISICHUTD JIOTIOJIHUTETbHBIE
MOAPOGHOCTH O TOJB30BATE/E U €0 UMEHH. DTO MO3BOJMJIO CO3/1aTh OoJiee TOUHYTO
MOJIeJIb IIpeaMeTHON obmactu. Bbl Takke cyMean 3aMeTUTh, YTO KOHIIEIIMK TEeKYIen
MOJIEJIN CTaJIA HACTOJIBKO BasKHBIMU, UTO MX CJIE0BAJIO BLIHECTH B OTJEIbHbIE OOBEKTHI.
B urore BbI craiuu riay6ike MOHUMATh CBOIO IIPEAMETHYIO 00JIacTh U B TO K€ BPeMsl 3a-
[IATUIINCH OT YSI3BUMOCTH XSS, KOTOPYIO MbI 00CYAWIN paHee: GOJIbIIE Hellb3s BBECTH
<script>alert(42);</script>, Tak Kak 3TO HEKOPPEKTHOE UM TTOAb30BaTessd. U BB
elle Jaxke He HayajId AyMaTh o OesonacHoctu! Eciu yaeauts aToMy BOIIPOCY KaKOe-TO
BHUMaHWE, OTPaHIICHISI, KACAIOIIHECs MMEHH MOJIb30BaTE IS, CKOPEe BCEro, MOKHO OyeT
c/leJIaTh elle sKecTde, Ho BO IJiaBe yria OyJeT ocTaBaThCs IPOEKTHPOBAaHUE.

OBPATUTE BHUMAHME
YeTKas cOCpeOTOYEHHOCTb Ha NMPOEKTUPOBAHMM MO3BONAET NucaTh bonee 6e3-

OMacHbIM KOA B CPaBHEHWM C TPAAULIMOHHBIM NOAX0AOM K 6e30MmacHOCTV npo-
rpaMMHOro obecneyeHus.

WTax, Mbl TO3HAKOMUJIUCH C HEJJOCTaTKaMU TPAJUIIMOHHOTO T10/IX0/1a M YBUIEJH, KaK
MPUMEHSTH TPOEKTHPOBaHHe st cozfanst besomacHoro [1O. HekoTopbie KOHIIETIU,
3aTPOHYTHIE B 9TOM pasjiesie, moApoOHO paccMOTpuM B riaBe 3. Tam GyIyT mpencTaBienst
OCHOBHBIE ITOHATHUSA TIPEJIMETHO-OPUEHTUPOBAHHOTO ITpoekTrpoBanus (Domain-Driven
Design), nmerorue oTHOIIIEHNE K JaHHON KHUTE. 3aTeM B TJIaBax 4 u 5 onuineM (yHzaa-
MEHTaJIbHbIe KOHCTPYKIUH POTPAMMUPOBAHNS, TIOMOTAIOIIHE T0OUTHCST GE30MACHOCTH.
Terepb MOCMOTPUM Ha TIPEMMYTIIECTBA OOecTiedeH st Ge30TTaCHOCTH Yepe3 MPOEKTHPOBAHIE
1 OOBSICHUM, TIOYEMY HTOT METO/I, 110 HAIlIEMY MHEHUIO, JIA€T JIYUIIIE PE3YIIbTATHI TI0 CPaBHe-
HUIO C TPAAUITMOHHBIM TTOJX0I0M K GE30MaCHOCTH TIPOTPAMMHOTO 06eCTIeUeHISI.

1.4.2. [lNpeumyliecTsa nogxona, OCHOBAHHOIO
Ha NPOEKTUPOBAHUMU

Ha npumepe mpoctoro knacca User ObLIO ITOKA3aHO, KAK IIPOEKTHUPOBAHIE MOKET [TOBbI-
cuTh 6E30I1aCHOCTD Ipoliecca Pa3pabOTKU. Mbl TaKsKe OTMETUJIN, 4TO, COCPEAOTOYNBIIICEH
Ha IIPOEKTHPOBAHUY, BbI MOKETE JOCTHYb YPOBHS 6E30IIaCHOCTHU IIPOIrPAMMHOTO oOecIie-
YeHUs], KOTOPBIN He YCTYTaeT TOMY, KOTOPBIN TI0JIydaeTcs PN TPAAUIIMOHHOM TIOIXO/IE,
a MHoT/Ia ¥ TTpeBocxouT ero. Ho Ha OCHOBaHUM YeTo MOKHO YTBEPKIATh, YTO 3TOT MOIXO]
JIydiie TPaguiiuOHHOTO?

MpbI cumTaeM, 4To, €CJIi OCHOBHOE BHUMAHIE MTPU Pa3paboTKe YAEISIeTCs IPOEKTHPO-
BaHMIO, 6E30IIACHOCTb MOJKET IIPEBPATUTHCS M3 HABSA3AHHOTO TPeOOBAHMUS B €CTECTBEHHBIN
aCIeKT 9TOro mpolecca. Mbl Takike yOeKIEHBI, UTO HTO TTO3BOJISIET He TOJIBKO IPEOI0JIETh
MHOTHE HEeJOCTATKU TPAAUIIMOHHOTO II0AX0a NI M30€KaTh UX, HO U IOJIYyYUTh OIIPee-
JienHble ipenMytiecTBa. OCHOBHBIE TPUYMHBI ATOTO 3aKJII0YAIOTCS B CJIEYIONIEM.

QO IIpoekruposanue I1O — riaBHoe, 4TO WHTEpPeCyeT PazpaboOTIMKOB, OHO JIEKUT
B OCHOBE UX YMEHHIiT. DTO TIO3BOJIIET JIETKO BHEJPHUTH KOHTIETIIN GE30TTACHOCTH Yepes3
MTPOEKTHPOBAHNE.
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O Ecau cocpeloTOYnThCSA Ha TPOEKTUPOBAHIY, BOTIPOCHI, OTHOCSIIHECS K OGU3HECY
u 6ezomacHocTH, OyIyT UMETh PaBHBIN TIPHOPUTET B IJIa3aX Kak paspabOTINKOB, TaK
U CIIEIUAIUCTOB B IPEAMETHON 0061acTH.

a BBI6I/IpaH II0AX0/LAIe KOHIEIIINN HpOGKTI/IpOBaHI/IH, CIICIINaJINCThI, HEC NMEIOITNEC
OTHOLIEHNs K 6€30I1aCHOCTH, MOI'YT IIUCATh Oe30IIaCHbII KO,

Q Ecau cocpesoTounThCs Ha IPEAMETHOM 06/1aCTH, MOKHO aBTOMAaTHYECKH YCTPAHUTD
MHOKeCTBO 1IpodJieM ¢ 6e3011aCHOCTBIO.

Hasaiite noapobHee 06cyanM 060CHOBAHUS, CTOSIIME 32 OTUMU IIPEUMYIIECTBAMMU.
B cieytotiieM pasjiesie Bbl y3HaETe, OUYEMY MbI CYUTAEM, UYTO Pa3paboTKa, OPUEHTUPO-
BaHHAs HA IIPOEKTUPOBAHUE, JIyUllle TPAAUITMOHHOTO TI0/IX0/1A.

MpOEKTUPOBAHNE — ECTECTBEHHBIV acnekT paspaboTku MO

Pa3paboTunKOB IPOrPaMMHOTO 0G€eCTIeUueHUsI ¢ IEPBBIX JTHEN yU4aT TOMY, YTO XOPOIIee
IIpoeKTUpOBaHue Kpaline BaxkHo. Co3/iaHue XOpoIo CIIPOEKTUPOBAHHOTO IPUJIOKEHNS,
KOTOPOE KaK CJIe/lyeT CIIPABJISIETCS C TIOCTaBIEHHBIMU TIepesi HUM 3a/1a4aMy, — ITOBO/T JITIsT
TOP/IOCTHU. DTO JIeJIaeT MPOEKTHPOBAaHNE eCTeCTBEHHBIM actieKToM cosfanus 110.

MHorrM pa3paboTauKaM CJIOKHO PasoOpaThCst BO BCEX JIETATSIX 3aMbICTIOBATHIX YSI3BH-
MOCTEH, TOATOMY OHU OTHOCAT ce6s1 K KaTeropuu mpodecCoHaIOB, KOTOPbIE He 3aHIMa-
iotcs 6esomnacHocThio. BesomacuocTs — 910 He ux mpeporatnBa. OHAKO GOMBITUMHCTBO
Pa3paboTUNKOB MOHUMAIOT W I[EHAT TPOEKTUPOBAHIE, U ECJIU C €T0 TIOMOTIBIO MOKHO 06e-
crieynTh 6e30MaACHOCTD, TO OKA3bIBAETCS, YTO co3/aBaTh GezonacHoe [1O MOKeT Kask/blil.

Eciit cocpefioTounThest Ha TIPOEKTHPOBAHNUHY, OE30MACHOCTD HAYMHAET 3a00TUTD BCEX
BOKPYT, & HE TOJBKO CIENUaNIUCTOB. JITaHHBIN MOAX0/ yCTPaHsIeT KOHMIUKT MesKILy Ous-
Hec-(YHKITUSME U BOIIPOcaMu GE30MTACHOCTH, TaK KaK OHU CJIUBAIOTCS B €IUHOE 1EJIOE.
ITO CHUIKAET KOTHUTHBHYIO HATPY3KY Ha Pa3pabOTUMKA U TTO3BOJISIET U30€KATh OJJHOTO
13 HEJIOCTATKOB TPAUIITMOHHOTO TOIXO/IA.

Bonpocbl 6u3Heca n 6esonacHoCTH
MonyyaroT OAMHAKOBBIN NPUOPUTET

O/tH HeOCTATOK, MPUCYIIUH TPAJAUIIMOHHOMY TIOJIXO/LY, COCTOUT B TOM, 4TO obecrieve-
HIte 6e30MACHOCTH B HEM CUNTAETCS OTAETLHBIM 3aHsATHeM. B pesybrate 6e30macHoCTh
HaynMHaeT KOH(MJIUKTOBATD C [PYTUMHU Ba)KHBIMU aCTIEKTaMM, KOTOPBIM BBI TTBITACTECH
YAETUTH BPEMsT, TAKUMHU Kak Or3Hec-(DyHKIIH, MACIITAOUPYEMOCTD, YI0OCTBO TECTHPO-
BAHMST, COTTPOBOKAAEMOCTD 1 T. 1. 3a]1a4H, OTHOCSTINECS K G€30TacHOCTH, T06ABISIOTCS
B OOIMI CIIMCOK 3ajlad U IIPUOPUTUIUPYIOTCS OTHOCUTEIHHO OCTalIbHON TpebyeMoi
(ynkmonasbHOCTH.

B mpottecce paccTaHOBKI TIPUOPUTETOB HUYTO He YKA3LIBAET Ha TO, UTO HE30TTACHOCTD
JIOJDKHA 3aHUMATh 0c000€ TOJIOKEHNe Cpein APYTHX 3ajad. HarmpoTus, 9acTo MOKHO
HAOMIOAATh 32 TeM, Kak Ge30MacHOCTb He MOIydYaeT JOJKHOTO BHUMAHUSL. ITOMY €CTh
HECKOJIBKO IIPUYNH.
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au paBpa6OT‘-II/IKI/I, n 6I/ISHBC-CH6HI/I3.]II/ICTI)I IIJIOXO [IOHUMAIOT 6€3011aCHOCTb.

O ITo nmpuyrHAM, PACCMOTPEHHBIM paHee, Pa3pabOTUNKU 3a4aCTYI0 CUUTAIOT, YTO Oe3-
OTIACHOCTb — 3TO HE UX JIeJI0.

O Maxe ecau BBl X0poIo pasbupaerech B chepe Ge30MacHOCTH, €0 0YeHb JIETKO TIpe-
HeOpeub B 110163y (QYHKIMOHAIBHBIX BO3SMOKHOCTEN, OTHOCSICH K HEll Tak, OyATo ee
MOKHO OTJIOKUTD Ha TOTOM.

Wnea peanusanyuy 6€30MaCHOCTH HE CPasy, a CILYCTA KaKOe-TO BPeMsI UMEeT OLUH
HIOAHC: 9Ta Ujies MOKET OKa3aThCsl HEPeaJTNCTUYHOM, ecii HeOOXO[UMbIE aCIeKThl (He3-
OIACHOCTH TTOTPEOYIOT (DyHIAMEHTATBHBIX U3MEHEHU T B aDXUTEKTYpe. DTO MOX0KE Ha TO,
[I0YEMY OTJIOKEHHOE BHEAPEHNE MACIITAOUPYEMOCTH MU OTKA3 OT XPaHEHU COCTOSHUST
00BIYHO ITPOXOAST € TPYAOM WJIM CTAHOBATCS HEBO3MOKHBIMUL.

CocpeloTOUNBIINCH Ha IIPOEKTUPOBAHUN U 3HAHUU [IPEAMETHOI obmactu (Kak B 1pe-
IBIAYILIEM IIPUMEpE C KIaccoM User), Bbl U30€Kall HECKOJIbKIX CUTYaIHil, B KOTOPBIX
6€e3011aCHOCTD TIPUXOAUTCA JAejaTh Oojiee IIPHOPUTETHON 110 CPABHEHMIO C APYIUMU 3a-
[TAHUPOBAHHBIMU 3aa4aMu. Terepb BaM He HY;KHO BBIOMPATh MEK/LY dJleMeHTaMu Oe3-
OIIaCHOCTH U OM3HEC-BO3MOKHOCTSIME. BbI 11pocTo peasayere GyHKIUN, OTHOCAIIUECS
K CBOEH IpeMeTHON 0061acTH.

Harmocse1ok oTMeTrM, 4To akIeHT Ha IPOEKTUPOBAHNH jejiaeT Oe30macHoCThb Ooee
JIOCTYITHOM He TOJIBKO JIJIST CIIEIUATIICTOB, HO ¥ JIJIsT OCTAJIbHBIX 3aNHTEPECOBAHHBIX CTO-
POH. ITO Pe3YJIbTAT TOIO, YTO BaM Jierde 00CY KAaTh CTOSIIME TIePel BaMK 3a1a41, BUIETh
MOJIB3Y, KOTOPYIO OHU ITPUHOCST, U PACCTABJISTH TPUOPUTETHI, €CJINA ITH 33]a91 OTHOCSATCS
K Balei 1peaMeTHol 061acTu, a He K OTAe/JIbHBIM YSA3BUMOCTSIM.

CneumanucTbl, He UMetoLLMe OTHOLLEHNS K 6e30nacHOCTH,
nawyT 6e3onacHbIi Koa 6e3 A0NOTHUTENbHbIX YCW'IMﬁ

Emte o1HO HHTEpECHOE IPEUMYLIECTBO MOAX0AA K OE€30IIaCHOCTH, OCHOBAHHOTO Ha IIPO-
eKTUPOBAHNHU, TAKOBO: MI0ObIE CIIEIUANNCTBI MOTYT IMCaTh GE30MacHblil Ko 6e3 10-
MOJTHUTETbHBIX YCUAWiA. U1 1eJ10 BOBCE He B TOM, YTO OHM aHAJIM3UPYIOT BEKTOPBI aTak
U Pa3MBIILJIAIOT HaJl TEM, KaK BPEAOHOCHBIE JAHHBIE MOTYT IIOBJIMATH Ha CUCTEMY, CKODEE,
nebe3onacHble KOHIEIIIUN IPOCTO HE II0IaAaloT B apXUTeKTypy. UToObI 9TO mpomI-
JIIOCTPUPOBATh, PACCMOTPUM KJ1acc Username U3 JUCTHHTA 1.4, MHBapUaHTBI KOTOPOTO
rapaHTHPyIOT, YTO IPUHUMATHCA OYAyT TOJIBKO KOPPEKTHBIE UMEHA II0JIb30BATE e,
O1paBaHHO JIM UCHOJIb30BAHKE STOTO CJA0KHOTO THIIA BMECTO OOBIYHOI CTPOKNM?

ITpu o61IeHNY CO ClIEUANNCTaMU B IPEAMETHON 001acTi OOJIBIINHCTBO Pa3paboT-
YHKOB OCO3HAIOT BAKHOCTD KaK MOKHO 00JIe€ TOYHOTO IPEeACTAaBIeHIA OM3HeC-KOHIIE-
1uii. VIMsl osib30BaTestss — 3TO He IPOCTO IPOM3BOJIbHAS MOCAEL0BATENBHOCTD JTI00BIX
CHMBOJIOB, 9TO YETKO OIIPEeAeTeHHOe MOHATHE ¢ KOHKPETHBIMYU 3HAYEHUEM U POJIHIO
B IIpeaMeTHOI obnactu. Ilpeacrasienne ero B BIe CTaHAAPTHOTO Kaacca String Oyzer
HE TOJIBKO ILIOXUM, HO U COBEPIIEHHO HEBEPHBIM MPOEKTHBIM peneHreM. M ImoHnMamme
9TOTO ABTOMATUYECKU TIOTAIKUBAET Pa3paboTYMKa K BHIOOPY TOUHBIX M KOPPEKTHBIX
pean3anuii He3aBUCUMO OT €T0 OIIbITa WJIN 3aMHTEPECOBAHHOCTH B 0€30II1aCHOCTH.
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Yrop Ha npeaMeTHYto 06n1acTb
NO3BOJISIET aBTOMATUYECKU M36EXaTh
Ablp B 6€30MacHOCTH

[Tpo6aembl ¢ 6€30MaCHOCTDIO TIPUHSATO CYUTATH CTPAITHBIMU W CJIOKHBIMU, HO €CJTH TT0-
CTaBUTD BO IJIABY yIJIa TPOEKTUPOBAHNE, CI0KHOCTD BHE3AITHO HCUE3aeT. ITO B OCHOBHOM
0OBSICHSIETCS TEM, UTO TPAHD MEK/TY OOBITHBIMHE TPOTPAMMHBIMHE Je(DEKTaAMI U OMINOKAMI
6€e30MaCHOCTH CTUPAETCS, €CIIH YACTISATH BHUMaHUE TIPEAMETHO 06/1acTH, a He BBIOO-
Py KOHTpMED.

Ecau B3rsisinyTh Ha Username B inctunre 1.4, To 0CHOBHOE Ha3HAYeHME MHBAPUAHTOB
COCTOUT He B 3alllUTe NMEHU 1T0JIb30BaTe sl OT BHEIPEHNS BPEIOHOCHOTO KO/1a, a CKopee
B Tlepeiaue JOMyCTUMOTO 3HAUEHUs UMEHU T0JIb30BaTe s, B pesysbrare 106011 Bpeo-
HOCHBII BBOJI, HE Y/IOBJIETBOPAIONINI 9TOMY OIIpe/IeJICHUIO, OTKJIOHAETCS, U UM 0JIb-
30BaTesIst CTAHOBUTCS GE30TacHbIM G1aro/lapsi BHUMAHUIO K IPEIMETHON 061acT, a He
[OTOMY, YTO MBI 103a00TUIIHICH O 0€30TTaCHOCTH. ITO YMEHBIAET PUCK BO3HUKHOBEHUS
ommboK Ge30MaCHOCTH B BallleM KOJIe U B HEKOTOPBIX CJYYasx MOKET 3al[UTUTh BAC OT
JIbIP B CTOPOHHUX ITPOAYKTAX.

1.4.3. CouyeTaHue pasHbIX NOAX0L0B

Kax ymoMuHamoch patee, ecJii K akIEHTY Ha TPOEKTUpOBaHue 106aBUTH GoJiee Tpaju-
[UOHHYIO U TleJIEHANPaBIeHHYI0 3a60Ty 0 6e30MaCHOCTH, KOJ[ CTaHeT ere GoJiee 3aiiu-
MIEHHBIM. JTO BAKHOE 3aMeYaHNe, TAK KaK MOBBIIIIEHHOE BHUMAHUE K TPOEKTUPOBAHUIO
XOTh M 06eCIieYrBaeT BEICOKYIO CTENEHb 3alllUIIEHHOCTH, HO HUKOTA He OXBaThIBAET
Bce TpebGoBaHUs K 6E30MaCHOCTH CHCTEMBI (M 9TO He TIeJTh JaHHOTO TToax01a). [Tpu cos-
nanuu [1O Bcerzia Hy>KHO POBECTH MTPOBEPKY HA IIPOHUKHOBEHME U AKTUBHBIN aHAJIN3
KOHKPETHBIX BEKTOPOB aTaku W ysi3BuMocTeii'. Jlaske eciim cocpeoTOYeHHOCTD Ha
peAMETHOI 06J1acTH cesrana mpumep ¢ Username 6€30IaCHBIM, BbI BCE PABHO JIOJIKHBI
BBITIOJTHUTH HAJIJTEKATIEE KOANPOBAHUE BBIBO/IA ITPU OTOOPAsKEHIH €T0 Ha BeG-CTpaHHuIIe.
Yensg ocHOBHOE BHUMAHME TPOEKTUPOBAHUIO U B TO JK€ BPeMs IPUMEHSS PAa3HOCTO-
POHHWIT TIOIX0/T K GE30TIACHOCTH, Bl MOJKETE CO3/IaBaTh MO-HACTOSIIEMY 3alllUIIIEHHbBIE
MIPOJLYKTHI.

MpbI paccMOTpesn IOBOJBHO OGIIUPHBIN MaTeprasl, HO HaM KasKeTcs, 4TO MPEXK/IE,
1eM O0BSICHSTD, KAK BCE ATO PEATH3YEeTCsl, HY5KHO MOHSITH 3auem. Bbl y3HAJM, 4TO TaKOe
MIPOEKTUPOBAHNE, U TO3HAKOMUJINCH ¢ (DYHIAMEHTAIbHBIMU IPUHIIUIIAMA, HA KOTOPbIX
3WKIETCS UJIesT O TOM, UTO TTOBBITIIEHHOE BHUMAHME K BOITPOCAM TMPOEKTUPOBAHUS MOYKET
crniocoberBoBath paspaborke Gezonacuoro 1O, Bel Takke yBupeau mpocToil mpumep
TOTO, Kak 310 paboraet. B cieaytommemM pasjiesie Mbl pacCMOTPUM UyTh HoJiee CIOKHbIN
cirydaii, KOTOPBIU elle pa3 MPOWLTIOCTPUPYET YJIydliieHrne 0e30MacHOCTH 3a CUET MPO-
E€KTUPOBAHUSI.

! HeKOTOpre 13 aCllIEKTOB, 3HAYUMbIX 1JId 6e3omacHoCTI HO, HO[[pO6HE€ pacCMaTpuUBarOTCA

B riase 14.
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1.5. Crpoku, XML n aTaka billion laughs

[Ipu MpOEKTUPOBAHUK MTPOrPAMMHOTO 0GECIIEYEHUST YACTO TIPUXOIUTCS IPUHUMATD Pe-
IeHre 0 TOM, Kak Oy/IyT TpeicTaBienbl fanibie. K coskanenuio, mpeanoyrenne o6baHO
OT/IaeTCS CIMIIKOM 0000IIEHHBIM THITaM JaHHbIX. Harpumep, npeacrasienue teiehoH-
HOTO HOMEpa B BUJI€ CTPOKH MOHAYATY MOKET [TOKa3aThCsT YAOOHBIM, HO ¢ TOUKH 3PEHUST
6€e30MacHOCTH 3TO KaTacTpoda, TaK KaK CTPOKA MOKET COAEPKATH TIOUTH JIFOObIE TaHHbIE,
a He TOJIBKO Te, KOTOPHIX MbI oykuziaeM. Ho paspaboTurku Bee paBHO MPENOUUTAIOT CTPO-
KU, U, KaK [TOKA3aHO B JIKLCTUHTE 1.5, 3a1[1Ta OT HEKOPPEKTHOTO BBOJIA 324aCTy10 0OeCIieun-
BaeTcd JIMIIb Ha YPOBHE UMeHU liepeMeHHoil. Mertoy register npunumaet tejaedOHHbIH
HOMEp, HO €T0 apIyMeHT UMeeT TUII String, TO eCTh 9TO MOXKET ObITh UTO YIOIHO!

JInctuHr 1.5. AprymeHT String, 3alUMLIEHHbIN NULLb Ha YPOBHE UMEHM

phoneNumber moxet conepxatb niobyio

public void register(String phoneNumber) { 4—‘
nocnef0BaTeNbHOCTb CUMBOJOB, TaK Kak 3T0 CTPOKa

EcTectBeHHO, 3TO HE TOMOXKET IPeZI0TBPATUTh HEKOPPEKTHBIN BBOI. Pelienne 3axiio-
4aeTcsl B UCTIOJIb30BAHUY CTPOTUX JIOMEHHBIX TUIIOB C MPaBUJIAMHE, KaK OBIIO MOKA3aHO
patee B ripumepe ¢ User u Username. Ho cTporue Tuiisl — 370 Jiniib H0Je1a.

Ecsin npoanasmsupoBaTh Username, MO3KHO 3aMETUTD, YTO JIOTHKA B KOHCTPYKTOPE CO-
JIEPKUAT TIPOBEPKU notBlank ¥ JTMHBI, KOTOPbIE BBITIOJHSIOTCS 10 TPUMEHEHUST PETYJISIP-
HOTO BBIPAKEHUST. DTO YPE3BBIYAIHO BAYKHO C TOUKHU 3PEHUsT OE30MIACHOCTH, U B IJIABE 4 MbI
00BSICHUM TOYEMY. A TOKA TPOCTO UMENTE B BU/LY, YTO TIPOBEPKHU JOJIKHBI BBITIOJHIATHCST
B TaKOM LIOPsI/IKe.

a Hpoeepxa Onumul. Haxoaurcs nm qymmHa BBoZia B 05KM/Ia€MOM JTHAITa30He ?

Q Jexcuueckas nposepxa codepaicumozo. COLep:KUT I BBOJ KOPPEKTHbBIE CUMBOJIBI
1 FIM€ET JIM OH TTOIXO/ISTIYT0 KOTHUPOBKY ?

Q Cumnmaxcuueckas nposepxa. llpasuabubiii 11 popmat y BBoga?

J10 cHX 1Op Mbl PAaCCMATPUBAJIH TOJIBKO IPOCTBIE IPOBEPKH KOPPEKTHOCTH, HO TO
BOBCE HE 03HAYAET, YTO MX HEJIb3sT IPUMEHSITD B 60JIee CJIOKHBIX CUTYaIHsIX. YTOOBI 9TO
MPOUJITIOCTPUPOBATD, PazbepeM MPUMeP, KOTOPHIH TIO3BOIUT BAM HAYYUTLHCST HE30TTacCHO
obpabatbiBath XML. Ha epBbIil B3I y HETO MAJIO OOIIETO ¢ MPEABIAYIIINME TIPIMe-
pam, HO BBI YBU/NTE, UTO Te JKe MTPUHITUTIB TO3BOJITIOT CBECTH CUHTAKCHIECKIH AHATIN3
K 06BIUHOIT TIPpOBEpKe BBOJA. 3aiiMeMcs ke 06paboTkoit XML,

1.5.1. XML

®opmar XML (Extensible Markup Language — paciiupseMpliii s3bIK pasMeTKH )
MOXO’K Ha CTPOKY B TOM CMBICJIE, YTO MOXKET TPEJACTABIATH MOYTH JI0O0TO Pojia IaH-
uple!. Biarogapsi 9ToMy €ro 4acTo MCIHOJB3YIOT JIJIsl TIPOMEKYTOUHOTO MTPEACTABICHNUST

U Tlompobroctu umute Ha caiite W3C: https://www.w3.org/XML/.
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JAHHBIX B XOJIe B3aUMOJIEHCTBYSI MEXKIY crcTeMaMt. K coskaseHuio, HeMHOTHe MTOHM-
MAIOT, YTO HOPMAJIN3AIMs [IPEICTABIEHUS TAHHBIX — JIaJeKO He eUHCTBEHHOE TIPU-
Menenne XML.

Ha camom gene XML — 310 nonHoneHnbii g36ik Ha ociose SGML (Standard
Generalized Markup Language — crangapTHblii 000011eHHbII SI3bIK Pa3MeTKH ). DTO O3Ha-
yaeT, 4T0 y XML MHOr0O BO3MOKHOCTE, HE MHTEPECYIOUIHNX OOJIBLUINHCTBO Pa3pabOTYNKOB.
Kak ciresicTre, mpuMeHeHue 9Toro hopMaTa MPUBHOCUT B IIPOTPAMMHOE 0becrieueHre
MHOZKECTBO PUCKOB GesomacHocTr. [TponsutocTpupyeM ato Ha nmpuMmepe araku Billion
Laughs, B koTopoi sKcIuTyatupyercst pacimpsieMoctb X M L-cyiHocTeii Ha aTare ciuHTa-
KCHYECKOTO aHaJIM3a. ITO IOCHYKUAT (DyHIaMEHTOM JIJIst M3y4eHust 6e301acHoii 06paboTKu
XML. Ho npes/ie, 4eM BJIaBaThCst B OAPOOHOCTH, HAIIOMHUM, KaK paboTaioT BHYTPEHHUE
XML-cymnocru.

1.5.2. KpaTtkuin 0630p BHYTpeHHUX XML-cyLHOCTEN

Buyrpennne XML-cyniHocTi — 9T0 BakHble KOHCTPYKIIUH, KOTOPBIE TTO3BOJISAIOT CO3-
nasatb B XML nipoctbie cokpaienusi. Onu onpesessiiores B cekiiur DTD (Document
Type Definition — onpesesieHne Tria TOKYMEHTA) U 3aMUCHIBAIOTCS B BU/E < ! CYWHOCTb
uma "3Havenne">. B smctunre 1.6 mokaszan npocToil npuMep CyIHOCTH, KOTOPad SBJILeTCS
COKpAIeHHBIM 0003HAYCHUEM JIaHHOM KHUTH.

JiuctuHr 1.6. Onpeaenexne CyWwHOCTU U UCMonb3oBaHue ee B XML

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<IDOCTYPE example [

<!ELEMENT example (#PCDATA)>

<IENTITY title "BesonacHocTb by design">

1>

<example>&title;</example>

Korza cuHTakcuyeckuil aHaIM3aTop CTAJIKUBAETCS C CYIIHOCTBIO title, OH pa3Bo-
paurBaeT COKpaIeHHOe 0003HAYEHHUE 1 TIO/ICTABJISIET BMECTO HETO 3HAUEHHE, YKa3aHHOE
B DTD. B pesyubrare noaydaercs: paspepHyThiil 6,00k XML 6e3 cokpamienuii. ITo 110-
KazaHo B smctunre 1.7.

Jiuctuur 1.7. XML nocne pa3BopaynBaHus CyLLHOCTU

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<!DOCTYPE example [

<!ELEMENT example (#PCDATA)>

<IENTITY title "Be3onacHocTb by design"> Bmecto cywHocTy title

1> noAcTaBnaet crpoky «besonacHoctb by design»

<

<example>Secure by Design</example> <«

B03MOKHOCTb Pa3BOpauMBaTh CYITHOCTH JOBOJBHO MOJIE3HAsS, HO, K COKATIECHUIO,
ee MOKHO MCIIOJIb30BaTh st atak. [locMoTpuM, Kak ee srcmryarupyer ataka Billion
Laughs.
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1.5.3. Artaka Billion Laughs

ITpocrora ataku Billion Laughs cpasauMa Tosbko ¢ ee apdexTuBHOCTHIO. OCHOBHOI
CMBICJI COCTOUT B 9KCILTyaTannu pacmupsieMmoctu XM L-cymnocTeil myTem cosja-
HUSI PEKYPCUBHOTO OMpeie/IeHns, KOTOPOe B pe3yJibTaTe pa3BOpaunBaHUs 3aHUMAET
OrpOMHBII 06beM mamMsATH. B mucrunre 1.8 mokasan npuMep araki, OCHOBAHHOMU Ha He-
6ospuiom 6s10ke XML, sanumaromem medee 1 Kéaiit. Biarogaps aToMy 0H IpOXoauT
GOJIBIIMHCTBO IPOBEPOK KOPPEKTHOCTH, KOTOPbIE aHAJIM3UPYIOT pa3Mep MK JJINHY.
Korza cunrakcuueckuii ananusatop 3arpyskaetr X M L-nmokyment, 1019 pa3BopaunBaeT-
¢S B JIECSTH 9K3eMILISIPOB 1018, KOTOPbIE 3aTEM PA3BOPAUMBAIOTCS B CTO 9K3EMILISIPOB
1017 u T. 1. B uTore moJsty4yaeTcss MUJITUAP CTPOK 1ol, KOTOPBIe 3aHUMAIOT HECKOJIBKO
rurabaiiT maMATH.

Jinctunr 1.8. PazsopaunBanve XML B munnuapa cTpok lol

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<IDOCTYPE 1lolz [

<!ELEMENT lolz (#PCDATA)>

<IENTITY 1lol "lol">

<IENTITY loll "&lol;&lol;&lol;&lol;&lol;&lol;&1l0l1;&lol;&lol;&1lol;">

<!ENTITY lol2 "&loll;&lol1l;&lol1;&lol1;&l011;&l011;&1011;&1011;&1011;&1011;">
<IENTITY lol3 "&lol2;&lol2;&l0l12;&l0l12;&1012;&1012;8&1012;&1012;&1012;&1012;">
<!ENTITY lol4 "&lol3;&lol3;&lol3;&l013;&l013;&l013;&1013;&1013;&1013;&1013;">
<!ENTITY lol5 "&lol4;&lol4;&l014;&1014;&1014;&1014;&1014;&1014;&1014;&1014;">
<!ENTITY lol6 "&lol5;&lol5;&lol5;&l015;&1015;&1015;&1015;&1015;&1015;&1015;">
<IENTITY lol7 "&lol6;&1016;&1016;&1016;8&1016;&1016;&1016;&1016;&1016;&l016;">
<!ENTITY lol8 "&lol7;&lol7;&l0ol7;&l0l17;&1017;&1017;8&1017;8&1017;8&1017;&1017;">
<IENTITY 1lol9 "&l0l8;&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;">

1> I

019 pa3BopauuBaeTca B AecaTb 3k3emnnApos lol8, KoTopbie 3aTem

<lolz>8&1019;</1lolz> paseop R poB 016, Kotop
pa3sBopauuBaloTca B cTo 3k3emnnaApos lol7 u . a.

OueBKIHO, YTO CYIHOCTH BEAyT cebsl He TaK, KaK Mbl OKHMIAJIH, HO caM (haKT, 4YTO OHU
SIBJISIIOTCSI 4ACThIO A3bika XML, nestaer 000l CHHTAaKCHYECKUI aHAIM3aTOP YSI3BUMbBIM
JIJISI TAKOTO POoJia aTak. Hallr oIIbIT oKas3bIBAET, 4TO JIyUIleil 3alUTOoii OT 9TOI IPoGaeMbl
SBJIIETCS] COUeTaHNe KOPPEKTHON KOH(MUTYPAIUY CUHTAKCUYECKOTO aHAIu3aTopa 1 Jie-
KCUYeCKO rnmpoBepku cojiepskumoro. /s navana ckongurypupyem XM L-ananuzaTop.

1.5.4. KoHdpurypaumsa XML-aHanuzaTtopa

Yro6bl 3aTPETUTh pa3BOpayMBaHIe CYNIHOCTEH, BaM HYKHO TOHSTD, KaKMe TTapaMeTphl
OTIPEJIEIAIOT UX MOBEJICHUE B MPOIECCE CHHTAKCUYECKOTO aHau3a. 1 6e3 monnmManus
BHYTPEHHETO YCTPOIICTBA aHAIN3ATOPA ATO CTAHOBUTCS HA YAMBJIEHUE HEIIPOCTOI 3a-
flaueii, Tak Kak Kask/Ablil aHaau3aTop BeneT cebst mo-coeMy. YToObl Kak CIefyeT B 9TOM
pazobpaThest, MOKHO 0OPATUTHCS K BHEITHUM pecypcam, TakuM kak OWASP.

B smuctunre 1.9 nmokasan npuMep KOHGUTYpalMU CUHTAKCUYECKOTO aHAJIN3aTO-
pa, koropas, cienys pexomenganuam OWASP, nbitaercs nsbexarb paciuiupeHus
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cymHocTedt!. 3/ech BoIOpaHbI JOBOJILHO arpeCcCUBHBIE TTAPDAMETPBI, TAK KaK TTOYTH BCe
CBA3aHHOE C CYHIHOCTSIMU OTKJIo4eHo. Harpumep, 3anper Ha ucnoJsib3oBanue doctype
JIECTBUTEJIBHO OCJIOXKHAET aTaky Ha CYIIHOCTH, HO B TO K€ BPeMs CKa3blBaeTCs Ha
obmem ymo6erse mpumenernst XML. B takux cutyarusix Bormpocsl 6e30MacHoCTH 3a4a-
CTYIO MTPOTUBOTIOCTABJISIIOTCST GU3HEC-TTOTPEOHOCTSIM, ¥ €CJTM TIPUHUMAETCSI PeleHne 06
ocabieHnu KOH(MUTYpAIu, HeOOXOIMMO MTOHUMATh, KAKUE PUCKU 9TOMY COMYTCTBYIOT.

Jinctunr 1.9. KoHdurypaums XML-aHanusaTtopa, pekoMeHayemasi npoektom OWASP
import static javax.xml.XMLConstants.FEATURE_SECURE_PROCESSING;

public final class XMLParser {

static final String DISALLOW_DOCTYPE =
"http://apache.org/xml/features/disallow-doctype-decl”;

static final String ALLOW EXT_GEN_ENTITIES =
"http://xml.org/sax/features/external-general-entities";

static final String ALLOW_EXT_PARAM_ENTITIES =
"http://xml.org/sax/features/external-parameter-entities”;

static final String ALLOW_EXTERNAL_DTD =
"http://apache.org/xml/features/nonvalidating/load-external-dtd";

public static Document parse(final InputStream input)
throws SAXException, IOException {
try {
final DocumentBuilderFactory factory =
DocumentBuilderFactory.newInstance();

KoH¢urypupyet aHanu3atop Ha ucnonb3oBanue 6e3onactoii 06pa6oTku XML OTKMI0YaeT pacLuMpenie

factory.setExpandEntityReferences(false); CYLLHOCTEN MO CCbinkam

factory.setFeature(FEATURE_SECURE_PROCESSING, true);
factory.setFeature(DISALLOW_DOCTYPE, true); 4—’ 3anpewaer DTD & XML
factory.setFeature(ALLOW_EXT_GEN_ENTITIES, false);

factory.setFeature(ALLOW_EXT_PARAM_ENTITIES, false); 3anpetuaeT BHewHue
factory.setFeature(ALLOW_EXTERNAL_DTD,false); CyLuHoCTH 06lyero BuAa
3anpeuwaer 3arpy3ky BHewHux DTD Sanpewaer BHelIHwe

napameTpuyeckune CylHOCTU

return factory.newDocumentBuilder().parse(input);
} catch(ParserConfigurationException e) {
throw new IllegalStateException("Configuration Error", e);
}

}
}

V3sMeHeHMe KOHDUTYPAITIH CHHTAKCHIECKOTO AaHATN3aTOPa — 3TO PEKOMEHIOBAHHBIT
IIOJIXO0/L, HO, 110 OLIYIIEHUAM, 9TO OueHb pruckoBanno. Harpumep, yro npousoiizer, ecau
M3MEHWTCST BHYTPEHHSS PEATI3AITIST AHATH3aTOPA FUTH BBI 3a0y/IeTe 0 KaKOM-TO apame-
Tpe? ITU onaceHust 000CHOBAHBI, TOITOMY PEKOMEH/IYETCST TPUMEHUTD JOTOTHUTEbHBII

o1t 6e30MaCHOCTH — MPOEKTUPOBAHIE.

! XML External Entity (XXE) Prevention Cheat Sheet // https://github.com/OWASP/Cheat-

SheetSeries/blob/master/cheatsheets.



naBa 1. Ponb npoekTpoBaHusi B 6e3onacHoCT 55

COBET

YTtobbl ONpeenuTb, JONYCKaeTCs N pacluMpeHne CylHoCTel, AobaBbTe B CBOM
npouecc c6opkn TECT C PeKypPCUBHBLIM onpeaeneHneM. Ecnun cylHocTb pa3Bo-
pauvBaeTcs U XML-AOKYMEHT NpUHUMAETCH, TECT AO/HKEH NPOBASIUTLCS, TaK Kak
CMHTaKCMYECKUI aHanM3aTop MOXET ObiTb YSI3BUM [N aTak pacluMpeHust.

1.5.5. PelweHune npobnemMbl 3a CHET NPOEKTUPOBaHMUS

Hawm xaxkercs, uTo npese, 4eM moaxoauTs K npobdaeme Billion Laughs ¢ Touku spenus
[IPOEKTUPOBAHUS, HEOOXOIMMO OTKA3AThCS OT MBICJIU, UTO TEPBONPUUYMHA KPOETCS B Me-
XaHU3Me PacIIupeHus: cynrHocTei. Jleso B ToM, 4TO 9Ta BO3MOKHOCTb COOTBETCTBYET
crienmukaiu XML u He sgBJsieTcs clie/ICTBUEM HEOCKOHAJIBHOM peasin3aiuy CuH-
TaKCUYECKOTo aHaim3aTopa. M3 aToro ciemyer, 4TO Mbl IMEEM JI€JI0 He CO CTPYKTYPHOI
npobaemoii popmara XML, a ckopee ¢ 1pobieMoil IPOBEPKU KOPPEKTHOCTH BBOJA Ha
CTOPOHE TI0JIydYaTe/Ist. ITO, B CBOIO OUEPe/ib, O3HAYAET, YTO BPeAoHOCHbII 60k XML, Ta-
kol kak koz Billion Laughs, nosmken oTKIOHATHCS IPUHUMAIOIIEN CUCTEMOH €liie 10 ero
aHaIM3a. 3BYYUT 3aMaHYMBO, HO TIPAKTUYHO JIM TAKOE pelieHre? Y BepeHHO OTBeYaeM: Jia.
BcnoMHuTE BTOPOI IYHKT B CIIUCKE, OTIPEIEIISIONIEM MOPSAIOK 3TAIOB TPOBEPKU, — BbI-
TTOJTHEHNE JIEKCUYecKoro aHaiau3a. Ha nepBeiil B3TJIs1/1 3TO MOXKET TTOKa3aThCs CJI0KHON
orepalfieil, Ho Ha CaMOM JieJie He TaK YK U CJI0KHO. ITO BCETO JIUIIIb MPOIIECC Mpeod-
Pa3oBaHUs TIOTOKA CUMBOJIOB B TIOCJIEI0BATEIbHOCTD TOKEHOB 0e3 aHaIi3a X 3HAUCHUST
U TIOPSIZIKA cJlefIoBaHusA (9TO 33/1a4a CHHTAKCHUYECKOTO AaHAJIN3ATOPA).

JlekcHuecKnil aHAIN3 COAEPKUMOTO MOKHO PEAM30BaTh MHOKECTBOM CIIOCOOOB.
B sucrunre 1.10 npusezen npumep anannza XML ¢ nomouipio SAX (Simple API for
XML — npoctoit API niss XML). Vcnosib3oBanue CHHTAKCUYECKOTO aHAIN3AaTOPA LIS
JIEKCHYECKOTO pazbopa MOKET TIOKA3aThCsI HEJIOTHYHBIM, OJIHAKO WHCTpyMeHT SAX BII0JI-
He JIJIS1 3TOTO MOJIXO/INT, TAK KaK MPpU 0OHAPY/KEHNH B TIOTOKE JIAHHBIX KAKOT0-JIH00 TOKEHA
OH reHepupyet coObITHe. 3aTeM 9TH COOBITHSI MOKHO 33/IeiCTBOBATH st pazbopa cojep-
KUMOTo (ecsin ObI HAC MHTEPECOBAJI CHHTAKCUIECKIIT aHAJII3 ) UJIH, KAK B IAHHOM CJIydae,
otkioHeHusT XML-0KyMeHTa ¢ CyIHOCTAME, YT0ObBI 3TOTO IOCTHYb, IPU OOHAPYKEH I
CYIIIHOCTHU MeTOX startEntity 13 K1acca ElementHandler HeMenI€eHHO TeHEPUPYET UC-
KJTIOYEHWE U IPEPhIBACT aHAJINS.

Jincturr 1.10. MNpocToit NekcMyeckmin aHanmusaTop Ans noucka XML-cylHocTen
import static org.apache.commons.lang3.Validate.notNull;

public class LexicalScanner {
private static final String LEXICAL_HANDLER =
"http://xml.org/sax/properties/lexical-handler";

public static boolean isValid(final InputStream data)
throws Exception {
notNull(data);
Co3paet aHanu3atop SAX
final SAXParser saxParser = SAXParserFactory
.newInstance().newSAXParser();
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final ElementHandler handler = new ElementHandler();

Perucrpupyet o6pa6otunk Co3paeT 06paboTUMK NeKCUYECKUX 3N1eMEHTOB
ANA NPOCNYLUNBAHNA NEKCUYeCKNX CobbITHiA AnA 06HapyXeHuA cylHocTel

saxParser.getXMLReader().setProperty(LEXICAL_HANDLER, handler);

try {
saxParser.parse(data, handler);
return true; Wwer cywroctn B XML

catch(IllegalArgumentException e) {
return false;

}

}

public static final class ElementHandler extends
org.xml.sax.ext.DefaultHandler2 {
@Override
public void startEntity(final String name) throws SAXException {
throw new IllegalArgumentException("Entities are illegal");<—w
T

}

MpepbiBaeT NoucK B cyyae HaXOMKAEHUA CYLYHO

PesysbraT cOOTBETCTBYET HAITUM OKUJAHUSIM, HO OCHOBHAS I[€JIb JIEKCHIECKOTO
aHAJTM3a COCTOUT HE TOJBKO B OTKJIOHEHUU CYNIHOCTENH. DTOT MPOIIECC TOJLKEH TapaHTH-
poBarh Takke, 4To B XM L-I0KyMeHTe ecTh Bce HeOOXOIUMbIE 9JIEMEHTBI, B IPOTUBHOM
cJlydae HeT HUKAKOTO CMBIC/IA TPOBOINTH €ro CHHTAKCHYeCKUi pazbop. UTobbI 3TO Mpo-
UJUTIOCTPUPOBATH, IPEJCTABBTE, UTO Y HAC €CTh 0OBEKT customer B popmare XML poBHO
¢ OJITHUM HOMePOM TesiehOHa, OJTHUM AJIPECOM BJIEKTPOHHOM MTOYTHI ¥ OJIHUM JIOMAITHUM
azpecoM (ymuerunr 1.11). TenedoHHBI HOMEP U JOMAIIHUHI aZipec — 9T0 00sA3aTesIbHbIe
AJIEMEHTBI, A AJIPEC JIEKTPOHHON MOUTHI — HeT. HaumHaTh CHHTAKCUYECKUIT aHATTU3 9TOTO
XML-10KyMeHTa UMEET CMBICJ TOJIBKO B CJIyYae, €CIM OH COJAEPIKUT BCe HEOOXOIUMbIE
ssieMeHTHI. JIFoObIe APyTHe CoueTaHUs 3JIEMEHTOB OY/IyT HEKOPPEKTHBIME C TOYKH 3PEHUST
6usHec-TpeOOBaHN, U JIEKCHYECKHIT aHATH3aTOP J0JIKEH UX OTKJIOHITh, ITO TIOX0KE Ha
TO, KaK MBI OTKJIOHSIJTH HEKOPPEKTHBII BBOJI B IpUMepe ¢ Username.

JNuctunr 1.11. Mpumep XML-6510Ka, KOTOPbIV NPeACTaBAseT 06bEKT customer

<customer>
<phone>212-111-2222</phone>
<email>jane.doe@example.com</email>
<address>
<street>Fifth Ave</street>
<city>New York</city>
<country>USA</country>
</address>
</customer>

YT006bI rapaHTUPOBATH HAJIMYUE B XML-noxymenTe Bcex HeOOXOIUMBIX 9JICMEHTOB,
HaM HYyKeH 6ouee pa3BuToil Kyacc ElementHandler. Ho mpex/e, YeM BaaBaThCs B TIO-
npobHOCTH, ciieryeT BCITOMHUTD, UTO JIEKCUYECKU aHAJN3 TTO3BOJISET Y3HATH TOJIBKO
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0 CYILIIeCTBOBAHUU 9JIEMEHTOB, HO He 00 UX 3HAYEHUH, IIOPSIIKEe PasMelleHus niu xyOJiu-
poBanuu. [ToaToMy BO3HMKAeT PUCK TOTO, YTO JIEKCUYECKYIO TPOBEPKY TTPOU/IET HEKOP-
pekTHblil XML-6710K customer (Hampumep, ¢ HECKOJBKMUMK HOMepaMy TejedoHa 1in
JIOMAITHUMU afipecamu ). V1 XoTs 3TO BBITJIAUT Kak /ie(heKT, TaKoe IMOBejIeHre B TOUHOCTU
COOTBETCTBYET HAIIUM OXUJAAHUAM. /€10 B TOM, UTO JIEKCUYECKIe TIPOBEPKU B COYETAHUU
¢ CeMaHTHYECKUMI HEMUHYEMO IIPEBPALIAIOTCS B CUHTAKCUYECKUI pa3bop, BO3Bpaliast
HAaC K TOMY, C 4YeTr0 Mbl HAYaJIH.

YuurbiBast 910, paccCMOTPUM OGHOBJIEHHYTO Bepcuio ElementHandler B jinctutre 1.12.
ITa peasnsalns IMEET HECKOIbKO HHTEPECHBIX MOMEHTOB, Ha KOTOPBIE CTOUT 00PATHTh
BHUMaHHe. [Ipesk/ie Bcero, Ipu KaskaoM cpadaTbiBaHUM MeTO/I startElement cBepsieTcst
¢ KOJUIEKIIME, B KOTOPOI XpaHsATCsS BCe 00s3aTelIbHble 9J1eMEHTbI. DTO BLITISALUT J0-
BOJIBHO TIPOCTO, HO 3/1€Ch €CTh OJINH HEOYEBU/IHBIN HIOAHC, KOTOPBIN JIETKO YIIYCTUTH U3
Buy. /17151 Tlekcrmueckoro aHam3a BasKHO JIUIIb CYTIECTBOBAHIE 9JIEMEHTOB, TOITOMY HaM
Hy’KeH MeXaHU3M, KOTOPbIII II03BOJIIET YOEUThCS B TOM, UTO BCE HEOOXOAUMbIE JIEMEH-
Tbl IpucyTCcTBYIOT B XML-0KyMenTe Kak MUHUMYM B OZIHOM aK3eMILtsape. s aToro
KasK/Iblil OOHAPY/KEHHBIN 9JIEMEHT yIalseTcs U3 yIIOMAHYTOM KoJuteKuuu. IIpuyem He-
BayKHO, SABJISIETCS JIM OTOT dJIEMEHT 00s13aTe/IbHbIM, — IJIABHOE, 4TO ero OoJiblie He Oyier
B KoJUTekK. Pazo0paB MOTOK HaHHBIX A0 KOHI[A, JEKCUYECKUN aHAIU3aToOp HOJIKEH
yOeauThCs B TOM, YTO BCe HEOOXOAMUMbIE 9JIeMEHThI ObLIM HaiileHbl, /I 9TOI0 B METO/E
endDocument OH MPOBEPSIET, ITyCTA JIN KOJITEKITHS.

JiucTmHr 1.12. O6paboTumk, NPOBEPSIOLLMIA HaNMYMe HEO6XOANMBIX SNEMEHTOB

import static org.apache.commons.lang3.Validate.isTrue;
import static org.apache.commons.lang3.Validate.notNull;

private static final class ElementHandler extends
org.xml.sax.ext.DefaultHandler2 {

private final Set<String> requiredElements = new HashSet<>();

public ElementHandler() {
requiredElements.add("customer");
requiredElements.add("phone");
requiredElements.add("address"); B 6
requiredElements.add("street"); (& HEODXOAUMbIE JNEMEHTDI
requiredElements.add("city");
requiredElements.add("country");

}

@Override
public void startElement(final String uri,
final String localName,
MepegopuT Ha3gaHue final String name,
3neMeHTa B HIKHWIi perucTp final Attributes attributes)
throws SAXException {

notNull(name); Ypanaer anemeHT U3 Konnexkunum
final String element = name.tolLowerCase(); A Ui,

. TONbKO €C/IN TOT CyLYeCTBYeT
requiredElements.remove(element); ylectey
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Y6expaerca B Tom,
YTO 3/1IEMEHTA HET B KONEeKLuM

isTrue(!requiredElements.contains(element));
} 4—‘

@Override
public void endDocument() throws SAXException {

isTrue(requiredElements.isEmpty());
} MpoBepser, 6binM 11 06HAPYKEHbI
Bce HeobxXoanMbIe INemMeHTbl

@Override
public void startEntity(final String name) throws SAXException {
throw new IllegalArgumentException("Entities are illegal");

}

BTopoii HI0aHC, 0 KOTOPOM CTOUT YIIOMSIHYTh, COCTOMUT B BbIGODE JIOepaibHOIl cTpa-
TErny MOUCKA, KOTOPask UTHOPHUPYET Jiro0ble Heobsi3aTesbHble s1eMeHThl. MOoKeT moka-
3aThCsI, YTO DTO MOTEHIMAIBbHBII AedekT, Tak kKak XML-6J10K customer He COOTBETCTBYET
TpebOBaHUSM aHAIM3aTOPA, OIHAKO ATO co3HaresbHoe perierre. CoracHo 3akony I[Tocrena
u mabsony npoexkruposanus Tolerant Reader, korma crcTeMbl B3BaUMOIEHCTBYIOT MEKLY
co60ii, peasalys npremMa JaHHbIX A0JKHA ObITh JUOEPAIbHOM, a Pealnsalisd UX OT-
[IPaBKU — KOHCEPBATUBHOII!. DTO 1m03BosgeT n3bekKaTh HEKOTOPHIX TPYAHOCTEN IIPH
WHTETPAIMHU CUCTEM, TAaK KaK IPUHUMAIONIAsT CTOPOHA UTHOPUPYET U3MEHEHUS B TOJISIX
JIAHHBIX. B urore, IpOUTHOPUPOBAB BCe HEoOs3aTeIbHbIE DJIEMEHTbI, Mbl CeJIa/Iu Jie-
KCUUYECKUIT aHAIN3 YCTOWYMBBIM K HE3HAYNTEIBHBIM U3MEHEHUSAM B IAHHBIX, TAKUX KaK
0OHOBJIEHUS JIOTIOJHUTEIHLHOTO ajieMeHTa B X M L-6J10Ke customer.

IT0, HECOMHEHHO, 3aTpyaHser BHeapenne XML-6so0ka Billion Laughs, Ho uto, eciu
cymHocTd HeoOxoaumbl? Caesaer i 9To JIeKCUUeCKuil anasms GecriosiesibiM? Vi, Mo-
JKeT, CYIIeCTBYeT TaKOH CIoco0 IPUHATHA CYIIHOCTEH, KOTOPBIN 3allUIIaeT OT aTak
pacupenus? JeiicTBUTEIbHO, TaKOl CrI0co0 eCTh, HO, 4UTOOBI Y3HATD, YTO OH COOOI TIpe-
CTaBJIseT, K IpobjieMe Hy KHO IIOJONTH ¢ IPYTOii CTOPOHBI.

1.5.6. TMpuMeHeHne onepauMoHHbIX OrpaHUYEHUIA

Jlexcuueckuil pazbop 1 KOH(GUTypaIist CHHTAKCHYECKOTO aHam3atopa GOPIOTCS ¢ aTa-
KaMU pacHIupeHus, cjieno oTkIoHAs XML-0JI0K1 ¢ CYIIHOCTSMU HE3aBUCUMO OT TOTO,
SIBJISTFOTCSI JT T€ BPEJOHOCHBIMU, Y 9TOTO TIO/IX0/Ia €CTh HEJIOCTATOK: OH PabOTaET TOJIHKO
B cUTyanusx, korga X ML-cynHocTr 3anperieHbl. Bo Bcex OCTaIbHBIX Caydasx Tpebyer-
cs1 ipyroe petenne. [Toaromy asaiite ere pa3 pacemorpum XML-6s0k Billion Laughs
U TIOMIBITAEMCST TIOHATD, T/Ie KPOETCS HACTOSIIAS OTTACHOCTD.

OCHOBHOE OTTaceHMe BbI3bIBAET PACIIUPEHHUE CYITHOCTEH, HO caMo 110 cebe OHO He Jiea-
€T CYIHOCTH OTIACHBIMU JIJIsT aHaJn3a. PeaibHast TIPobieMa 3aK/II09aeTCst B PACXO0BAHIH
GOJBIIOTO KOJMUYECTBA MAMSITH, JTO TOAPA3yMEBAET, YTO CaM CHHTAKCUYECKIIT aHAIN3
XML #e onacen — nmpobJieMy BbI3bIBAeT pazmep ntorosoro X ML-mokymenTa. B kauectse

I Cwm. RFC 760 ¢ 3axonom ITocrena o agpecy https://tools.ietf.org/html/rfc760 u mabaon

Tolerant Reader o axpecy https://martinfowler.com/bliki/TolerantReader.html.



naBa 1. Ponb npoekTpoBaHusi B 6e3onacHoCT 59

MIPAKTHYHOTO PEIIEHIST MBI MOKEM Pa3PEIINUTh PACHIMPEHUE CYITHOCTE, HO OTPAHUYHUTh
MPOIIECC CHHTAKCUYECKOTO pazbopa (HampuMep, UCIOMb3Ysl IUMUTHI WIH KBOTHI JIJISt
MaMSATH), 9TOOBI TPEIOTBPATUTE YPE3MEPHOE OTPEOIIEHIE PECYPCOB.

OpHaxo BHIOOP ITOTO MOAXO/A He 06ECeYnBACT aBTOMATHUYECKYIO 3AIIUTY OT HEXBATKU
pecypcoB. Jlaske eciiu O[iH TPOIECC CHHTAKCHYECKOTO aHam3a OyeT moTpebIsiTh TaMsTh
B paMKax JIOTyCTHUMOTO (Tak KaK MPU TPEBBIIICHUY JIUMUTOB OH GYIeT IPUHYAUTETHHO
3aBepllieH ), MapaJieTbHOe BBITIOJTHEHNE HECKOJIBKUX TAKHUX TIPOIECCOB MOKET BBI3BAThH
cutyaiuio, ananornynyio atake Billion Laughs. IlpeacraBbre, K ipuMepy, 4To IPOIECCHI
CHHTAKCHYECKOTO pazbopa paboTaioT mapajieSbHO ¥ KakK/Ibli 13 HUX TTOTPebIsieT Mak-
CHMAJTbHOE KOJTHYECTBO PECYPCOB. B aTOM cityuae cCOBOKYTHBIIT 0ObeM 3aHSITBIX PECYPCOB
GyJIeT IPSIMO TIPOTIOPIIHOHATBHBIM KOJMYECTBY TIPOIECCOB, YTO CYIECTBEHHO HATPY3HUT
cucremy. Ciie/IoBaTeIbHO, OT ATOTO MOCTPAAACT JI0HAT YACTh CHCTEMbI, KOTOPOW HYKHBI
Te JKe pecypchl (HapUMeD, IIEHTPATBHBIN ITPOIIECCOD UJIH TTAMATH ). 37IeCh HATIPAIITIBAETCST
apXUTEKTYPa, B KOTOPOI CUHTAKCUYECKUI aHAJIN3 MTPOBOINTCS U30JMPOBAHHO, TAK KaK
9TO CHIZKAET PUCK KacKaAHbIX c60eB. [ToapobHee 06 3TOM MBI TOTOBOPUM TIPH 06CYK/Ie-
Huu mabsona npoekruposanus Bulkhead («ITepembrukas) B riase 9.

BBezierue onepariioHHbIX OrPAHUYCHUI 1 B CAMOM JIeJie KAJKETCsT JKU3HECTTOCOOHBIM
pelleHneM, HO TIPUMEHEHNE JIEKCUIECKOTo pasbopa U H3MeHeHne KOHMDUTypamnnu CuH-
TaKCHYECKOTO aHAIN3ATOPA MO-TIPEKHEMY UMEIOT CMBIC. B ieficTBUTeIbHOCTH BHIGOD
apXUTEKTYPBI, B KOTOPOIT 3a/1e1iICTBOBAHBI BCE CTPATETUH, JIETIAET CUCTEMY €llle YCTOIuBee
K aTakaM PacIIpeHyis, 4TO TIOBOIUT HAC K CIIEAyIolei TeMe — 06ecTieueHu o riryboKoi
6€30MaCHOCTH.

1.5.7. O6ecneyeHune rnybokon 6e3onacHOCTH

BonbImiHCTBO pa3paboTINKOB MPEATOUTET GOPOTHCS ¢ ATAKOW PACITHUPEHHSI CYTITHOCTEH
3a cueT ofHOM Jumh KoHduryparmn. Camo 1o cebe aHHOoe peleHne He onbOYHO, HO
3TO MOOOHO COOPYKEHMIO 32a60pa BOKPYT I0OMa, B KOTOPOM /IBEPU He 3aKPhIBAIOTCS Ha
3amMoK. JlTom octaetcst B 6e30MacHOCTH /IO TEX TIOP, TTOKa KTO-TO He MTPOHUKHET Yepes 3a00p.
IT0 KpaiiHe HexkemaTeabHo. OUeBUAHOE PENIEHNE COCTOUT B TOM, YTOOBI 3aKPBITH IBEPD
Ha 3aMOK U, BO3MOJKHO, YCTAaHOBUTH BHYTPH CUTHATM3AITIIO. BoT uTO 03Havaer riay6okas
6e3omacHocTh. HeCKOIbKO CJI0EB 3alUThI CYIIECTBEHHO 3aTPY/IHSIOT YCIENTHYIO aTaKy,
JIaxke eCIT 3JI0YMBIITIEHHUKY YAACTCS OO0UTH OJIMH U3 HUX'.

Yro6bl HATIISITHEE TIPOMILTIOCTPUPOBATH PEATM3AINIO MPUHITUTIA TTyGoKOoiT Gesormac-
HOCTH, CPAaBHUM apXUTEKTYDY, HallpaBJeHHyI0 Ha samuTy o X ML-6;10ka Billion Laughs,
¢ tomoM. CKOH(MUTYPHPOBAB CHHTAKCUUECKHIT aHATN3ATOP, MBI BO3BEJIN BOKPYT I0Ma Ha-
NIe3KHOe oTpaskzieH e, MIHoTa, ecii BBl He MOKeTe OTKJIOHSTD BCE TUIIBI CYITHOCTEH, TaKast
3alUTa OKA3bIBAETCSI CAMIIKOM CYPOBOIL. B Taknx cUTyanusix gydiie He n36aBIsThCs OT
BCETO OTPAKIEHUS CPa3y, a MOTBITAThCS TOHATH, KAKOTO THUIIA CYITHOCTH HAM HY>KHBI.
BoaMoskHO, KOHMUTYPAIIUIO YAACTCS OCTAOUTD TaK, YTOOBI OHA OMYCKAIA TOIBKO CYITHO-
CTH OTIPe/Ie/IEHHBIX THIIOB (HATIPUMED, TOJTBKO BHYTPEHHIE). DTO HENIeIbHOE PETleHNE,
HO OHO TI03BOJISIET COXPAHUTH OTPAKIAEHUE BOKPYT [OMA.

U Defense in Depth // https://www.us-cert.gov/bsi/articles/knowledge/principles/defense-in-depth.
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Jlexcuueckuii pas6op rapanTupyer, 410 XML-10KyMeHT, KOTOPbIil IIOJy4YUT CUH-
TAKCUYECKUI aHATIM3ATOP, COMEPKUT HEOOXOAUMBIE BJIEMEHTBL. JTO MOXOKE HA TO, KaK
ecJiut ObI MBI TTYCKAJIU B JIOM TOJIBKO JIHOJIEH, Y KOTOPBIX €CTh K04, TakuM o6pasom, Habop
XML-610K0B, KOTOPbIE TPEGYIOT CHHTAKCHYECKOTO aHAIN3a, CYIECTBEHHO YMEHbBIIAETCS —
AHATM3UPOBATHCS OY/IYT TOJIBKO T M3 HUX, KOTOPBIE COOTBETCTBYIOT OGU3HEC-TPEGOBAHUSIM.
ITO OYECHD 3ATPY/IHSCT 3JI0YMBIIIIEHHYIO SKCIIYaTAIMIO aHAIM3aTOPa, BE/lb BEKTOP aTaku
terepb orpannuer X ML-6iokaMu, cofiepsKammmMu HeoOXoanMble ajieMeHTbl. Ho uTo Ha-
cyet cymntHocTei? UTo, ecai HaM HY>KHO MX TPUHUMATD?

[l 9TOrO M HYsKEH NOCJAeHUN CcJI0H 3a1uThl. Eciiu IPUMEHUTH K IIPOIecCcy CHH-
TAKCUYECKOTO aHaIn3a OlePallMOHHbIE OTPAHUYEHUST, MOKHO OCAAGUTH JIEKCUYEeCKUT
pasbop u nepegaTh CUHTAKCHMYECKOMY aHannzatopy XML ¢ cynHocTssMu — 9T0 H0106HO
OTKPBITHAIO OKHA HA BTOPOM aTake. OnepanoHHble OrPaHNYeHIST TAPAHTUPYIOT, YTO TIPO-
1[eCC CUHTAKCUYECKOT0 aHAJIN3a HUKOT/IA He 3aiiMeT CJIMIIIKOM MHOTO PeCypcoB — CJIOBHO
CTOPO>KEBOII TIeC B JoMe.

B 1iesioMm, nctosb3yst KOHGUTYPAITUN CHHTAKCUYECKOTO aHAJN3AaTOPa, JTEKCUIeCKUH
pasbop U onepalMoHHbIe OrPAaHIYEHMS, aTaKy PACITUPEHIS MOKHO CYIIECTBEHHO 3a-
TPyAHUTH. B 5T0M 1 3aKs0daeTcs obecredete 6e30mMacHOCTH Ha ATarie TPOEKTUPOBAHUS:
NpUMEHEHUe aPXUTEKTYPHBIX PeHIeHUH B KauecTBe OCHOBHOTO MHCTPYMEHTa U o6pasa
MBIIIEHUS JIJIST CO3/[aHusT GE30ITaCHOTO ITPOrPaMMHOTO obectieuerust. B ciemyroreii riase
MBI TIOAPOOHO PACCMOTPUM ITPUMEP 13 PEaTbHOMN KU3HHU, KOTOPbII MOKakKeT, KaK XPyTIKast
APXUTEKTyPa M HEJOCTATOYHOE TIOHUMAHHUE TPEAMETHOI 06IaCTH HAHECIM 3HAYUTETbHBII
(bMHAHCOBBIN YPOH KPYIIHOM I/100aIbHON KOMIIAHUU U KaK 9TOI0 MOYKHO ObLIO N30€KaTh
€ MOMOII[BIO TIPUHITUTIOB GE30TTaCHOTO MTPOEKTUPOBAHUSI.

Pe3tome

O DBesomacHOCTh JIydIlie PACCMATPIBATH KaK TPeOOBAHMST, KOTOPbIE HYKHO YIOBJIETBO-
pUTH, a He Kak Habop BO3MOKHOCTEHN, KOTOPbIe HYKHO PEaTn30BaTh.

O ObecmeunBath 6E30MACHOCTD, YA eif TIEPBOOYEPETHOE BHUMAHWE, HEMPAKTIIHO.
BmecTo aToro Jryudtiie HallTh METO/BI IPOEKTUPOBAHUSA, KOTOPbIE TIO3BOJISAIOT IPUHSThH
6oJiee GE30ACHBIE PEITEHUSI.

Q Jlio6oit BU IesTeNBHOCTH, TTOIPA3yMeBAIOINI CO3HATETBHOE TPUHSATIE PENTEHHi,
CTIeyeT CYMTATh YacThIo Tpoliecca mpoekTupoBanmst 110.

Q IIpoekTUpOBaHKE — 3TO PYKOBOSIIUI MTPUHIIATI, ONIPEAEIISIONINIT YCTPOICTBO crcTe-
MBI U CIOCOOBI €e MPUMEHEHVSI Ha BCEX YPOBHSX, OT KOZIA 10 apXUTEKTYPHL.

Q TpaguunoHHbIi 10AX01 K 6e301aCHOCTH IIPOrPaMMHOI0 obeciedeHus He BCeraa JaeT
XOPOIIUE PE3YJIbTATHL, IIOCKOJbKY TpebyeT, 4ToObI paspaboTUnK, 3aHNMAIOIIUICS
peasiuzaiueil OusHec-PyHKIHIA, CIEIUaIbHO AyMaJl 00 ys3BUMOCTSIX. B aTOM ciryuae
KasKIbIH pazpaboTUMK J0JKeH OBITh CHEagiucToM mo 6ezonacHocT. Ipu aToM
[IPEAIIOJIAraeTCsl, YTO YeJOBEK, UYL KO, CIIOCOOEH IIPeIBHUIeTh JI0OYIO II0TEH-
[UAJIbHYIO YSIBBUMOCTbD, KOTOPast MOKET BOSHUKHYTH ceiiyac Min B OyLyIieM.
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CMecTHuB cBOE BHUMaHUE B CTOPOHY IPOEKTUPOBaHUs, Bbl CMOJKETE JOCTUYD BBICOKOI
CTelleHn 6630HaCHOCTI/I, 1 1P 9TOM BaM He€ IMPUAETCA ITOCTOAHHO O Hel AyMaTb.

Jlenast akIeHT Ha IPOEKTUPOBAHUM, BbI MOJKETE CO3/1aBaTh Gosiee Ge30MmacHbIi KOJL
[0 CPABHEHWIO ¢ TPAAUIIHOHHBIM MOAX00M K 6€30MaCHOCTH TPOTPAMMHOTO 00e-
CTICYEHHSI.

JIroboii curTakcuyecknii anajmszatop XML ysa3BUM I aTak Ha CYLHIHOCTH, TaK KaK
CYIHOCTH SIBJISAIOTCA 4acThblo a3bika XML.

WcnonbzoBanne O6HII/IX TUTIOB [JIsI IPE/ICTaBJIEHNA KOHKPETHDIX JaHHbIX ITO3BOJIACT
MPOABUTHCA TOTEHIIMAJIbHBIM /IbIPpaM B 6e3011acHOCTH.

Boi6op KoH(pUTYpaIuy CHHTaKCHYeCKOTo aHan3aropa X ML TpebyeT OHUMAHUS €T0
BHYTpPEHHEN peayn3aInu.

Ob6ecnieuenne 6e30MACHOCTH Ha dTare MPOEKTHPOBAaHMUS CTOCOOCTBYET CO3IaHUI0
r1yOGOKOI, MHOTOCIOHOM 3alThL.



Anmpaxm:
anmu-<Iamuiem»

B aTo# rnaBe

O PWCKM CINLLKOM MOBEPXHOCTHOrO MOAEMPOBAHMSI.
O Kak BbIrnsauT rinybokoe MoaenmpoBaHue.
Q [JedekTbl 6€30MacHOCTM B BUAE HAPYLLEHHOW BU3HEC-LIENTIOCTHOCTM.

O YMeHbLUEHNE PUCKOB 3a CYET FJ'IY60KOFO MOAENNPOBaHUA.

ITO peanbHast HCTOPUS O TOM, KaK OTPHUIIATETbHbIE YHCIA MOTYT MPUBECTH K GOJIBITNM
dbunancosbiM motepsam. OHa ocHOBaHa Ha MpobeMe, BO3HUKINEH y HAIero KIUEHTa,
HaJI KOTOPOH MbI paboTaju, HO, YTOOBI MOAETUTHCS C BAMU MOAPOOGHOCTSMH, HAM TIPH-
[IJIOCh UCKA3UTh KOHTEKCT. B yacTHOCTH, Mbl U3MEHUJIH TIPOJYKT, KOTOPBII [IPOIaBasa
KOMIIAHUSA: YBEPSEM Bac, 9T0 ObLIM He KHUTH. VIHTEPECHO, 4TO CYIIECTBYIOT MOA0OHbIE
MIPUMEPBI, B KOTOPBIX KHUTH JIeHcTBUTENbHO urypupoBain. Kommnanus Amazon ctoJi-
KHYJIACh € IIOXO3Keil IporpaMMHoil omrbkoii oko/io 2000 roga’. OHaKO Mbl He 3HaeM BCIO
MTOTHOTOTHYIO TEX CITyJaes.

ITO UCTOPHSI TAKIKE O TOM, UTO Cepbe3Hast pobJieMa ¢ 6e30ITaCHOCTHIO CYIECTBOBAA
B [IPOMBIIIJIEHHON Cpejie Ha IPOTSKEHUH [0JITOTO BPEMEHH, He TIPUBJIeKas K cebe BHU-

! OJra curyanus onuceiBaercs B kuure: Adzic G. Humans vs Computers. — Neuri Consulting
Llp, 2017.
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MaHWs U He BbI3bIBast HUKAKIX HEUCIIPABHOCTEN — TI0 KpaliHeil Mepe He B TEXHMYECKOM
cmbiciie. Tem He MeHee 13-3a Hee IIPeANPUITHE Tepsijio AeHbru. Ha mpakTike Bo3MecTuTh
MOTEPH OKA3aTI0Ch HEBO3MOKHO, HO MOSKHO OBLIO PACKPBITH IMYHOCTU TEX, KTO HAKUJICST
Ha TOH 1pobJieme.

Haxkorerr, aTa ictopust 0 TOM, KaK MeKIyHAPOHAS TOPrOBask KOMIIAHUS CJIy4aiiHO
MTO3BOJTMJIA CBOMM KJTMEHTAM CAMOCTOSATEIbHO TOJyYaTh CKUAKN B CBOEM WHTEPHET-Ma-
rasmHe. MBI oKaskeM, Kak ee (GPMHAHCOBBIE TIOTEPH CTAH PE3yIbTATOM HOBEPXHOCTHOTO
MTPOEKTUPOBAHUS C HEAOCTATOUHBIM WJIM OTCYTCTBYIOITUM MOJIEJUPOBAHIEM, C YEM MBI
YacTo CTATKMBaeMcs'. A TaksKe MPOUJIIOCTPUPYEM 3HAYMMOCTD YETKOTO 1 CO3HATEILHOTO
MOJICTHPOBAHISI.

ITOT HHTEPHET-Mara3ul He TPEACTABIsIET cOO0H HUUEro 0cOOGEHHOTO — THTTMIHBIN
caiiT, Ha KOTOPOM KJINEHT MTOMEIaeT KHUTH B KOP3UHY, 0DOPMJIIEeT 3aKas3, TPOBOIUT
OILJIaTy KPEeAMTHOI KapTOil U 3aTeM II0JIy4YaeT ToBap uepes cayxk0y mocraBku (puc. 2.1).

AXo Tecmep nokynaem 2 «[amrema> CmardapmHas
d8e konuu «<Camrema» no 39 doArapo8 npouedypa
no 349 doanapoB odpadomku

OHAAUH-3aKa3a

OHnaiiH-marasuH —l

78 doArapoB 2 «[amrema»\ 2 «<[amaema>

JKoHOMMYEeckas
cuctema

«amrem» 37 15 Aocmabume:
78 doarapo8 2 «amremas

KypHan AocmynHo
Mnatex nebutopckomn 2
3200/KEHHOCTU HA 2 MeHbuie

\{/ AXo doAxeH
78 dorrapob | Axo | 78 doanapoB g KHUXHOMY MAazasuHy
78 doanapob,

L_\/\ noka He mpoﬁaew\
naamexx

Puc. 2.1. CraHaapTHasa cutyaums: ko nokynaeT Aea ak3emnnspa «amnerta»
no 39 4onNapoB Kaxabli

Cknap, OTtnpaBka

MC/VISA/...

-

EEEEEEEEEL
CTTITTT]

! Barom npumepe MozieJIMPOBaHKe 3aTPparkBaeTcst b BCKOJIb3b, Bosiee riybokoe o0cyKieHne
JTOU TEeMbI UIIUTE B TJIaBe 3.
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Maraszus oTKpbLICS yiKe JaBHO U [IPOJIoJiKaeT pasBuBarbes. Komianus npuriacuia
KOMaH/ly CIENUATNCTOB IO GE€30MACHOCTH JIJISI TIPOBEAEHS ayANTa U TECTUPOBAHUSL.
B yactHOCTH, OHM TIPOBEPSTIOT KOH(UTYPAITAIO CUCTEMBI B TTPOMBITIIJICHHOH cpejie U ee KO-
NOBYIO 6a3y. A TaksKe BBITIOJHSIOT TECTHI, MBITASICh MAHUITYTMPOBATH CUCTEMON CHAPYKU
B MOHUCKaX JbIp B Ge3onacHocTu. KomMaHa mosydmia yCTaHOBKY Paccie/[oBaTh BCe, 4TO
MOJKET [T0Ka3aThCA MOIO3PUTENbHBIM.

Ananus nokazas, uto nH(GpaCTpyKTypa JOBOJIbHO HajlexkHast. Besen 3a aTuM crierpa-
JIICTBHI B3SHUCH 38 OPAHAMAYIPDI U TIPOCKAHUPOBAIN OTKPBITHIE TIOPTHI OTIEPATTMOHHO
cucrembl. OHE HapaBuIn BeO-cepPBEPY BPEAOHOCHBIE TIAKETHI, HO HUKAKUX MPOOJIeM
3TO He BbI3BAJIO. V1 5T0 HEYIMBUTENBHO: B HAIIN JTHH TIPOGJIEMBI ¢ HE30TTACHOCTBIO PEIIKO
BO3HMKAIOT U3-3a JieheKkToB B nHbpacTpyKType. Bee yike 3HAIOT, 4TO 0OBEKTHI, KOTOPHIE
He JIOJIKHBI OBITh JIOCTYTIHBI BCEM TIOPSIT, HEOOXOAMMO H30JMPOBATh.

B a0 ke Bpems ipyrue YieHbl KOMaH/bl HCCJIS0BAIN IIPUIJIOKEHNE MHTEPHET-Mara3uta
C TEXHUYECKON TOYKW 3PEHWsI, MBITASCh HAWTH CTIOCOGBI 0GONTH MeXaHM3M ayTeHTH (-
karuu. OHU TPOBEPSIIIN, MOKHO JIM TIOXUTUTH OTKPBITHIN ceaHC KJINEHTa, MTPoOOBaN
«otpaBuTh» cookie. 1 caoBa GespesysibratHo. Ho 1 TyT Bee ObLIO 0KMIaeMO, Tak Kak Oe3-
OIMAaCHOCTH IOCTUTAIACH TIPABUIIBHON KOH(DUTYpalmeil BeO-cepBepa, a Co3/laresim Marasuta
SIBHO CBEPSJIACD C TOKYMEHTAIMEH, KOT/Ia KOHPUTYPUPOBAIU CBOE TIPUJIOKECHIE.

ITpopsbIB 1rpousoliest, Koraa o4t u3 yienos komanbl, /[xxo Tecrep, 3annrtepecoBasics
1osieM Konnyectso, B KOTOPOM KJIMEHT YKa3bIBA€T, CKOJILKO KHUT eMy HY:KHO, B (hopMme
3akasza. On ykasas B HeM (parmenT JavaScript-koza, uToObl y3HaTh, GyIET JIK TOT BBINOJ-
HeH. Ho Hruero He mpon3o1niio. 3aTeM MOMBITAJCS CIIPOBOIUPOBATH BHeApeHue SQL —
onsATh Gesycrentno'. Hakomer 13 a060IBITCTBA OH BBEJ -1 B Ka4eCTBE KOJMYECTBA
ak3eMIIpoB «amieras 110 1ene 39 ponnapos. To ects [[:xo Tecrep monbrtancs Kynurhb
onuH oTputiaTeabubiil «[ammers> — antu-«lammers.

K cBOEMY yAMBIEHHUTO, OH HE TOTYUIII coobenus 06 omubdkre. Mara3nui mpHHSLI 3a-
Ka3 ¥ BBITIOJTHILI MPOIEAYPy ero 06paboTku. /K0 yKazam KPeauTHYIO KapTy U MOy YT
HJIEKTPOHHOE TIUCHMO C MOATBEPIKACHUEM TOTO, YTO 3aKa3 Obl puHAT. « CTpaHHO», —
nogyman oH. CriesiaB 3aMeTKy B 3alIUCHON KHIKKe, [I5K0 poospku pabory. Ha cremy-
folIee yTpo B IBePb KaGMHeTa KOMaH bl 0€30IIaCHOCTH TIOCTYYaJIH, 1 BHYTPb HEYBEPEHHO
3arysHyJIa JKeHIHa.

«5 u3 Gyxranrepun, — TpeaCTaBUIACH OHA. — XOTesa CIIPOCUTH, HE 3HAETE JIU BbI
Koro-uuby b o umenu Jsxo Tectep?» U cpasy ke yrounmia: <5 mpocTo mocpaiinsaia
TYT, U KTO-TO MHE CKa3aJI, YTO Bbl MOKETE 3HATD>.

«/la, 9T0 HAlll TECTOBBII KJANEHT, — OTBETUJIa KoMaHja. — YTo ¢ HUM He Tak?»

JKenmuHa u3 6yxraatepun mpogaopKuia: < mpocMarpuBaia xKypHas 1e61UTopeKoi
3a/I0JIKEHHOCTH M 3aMETHUJIa, YTO CHUCTeMa CTeHePUPOBAJIA JIJIA 9TOTO KJIMEHTa BO3BPAT-
HyI0 HaKJIaHy1o B pasmepe 39 mosmapos. Ho korma Mbl cOOpaInch OTIPaBUTH O MOYTE
€ro KHUTY, 0OHAPYKUIACh CTPAHHAS BEIh: €T0 a/IPEC COBITAMAET C aJ[PECOM HTOTO OHCa.
Bor nnoyemy g HacTOpoOXKMIACH U HaYaJIa PACCIIPAIINBATDS .

Cucrema npITasach BoIIATUTD feHbru J3xo Tectepy. Hexoporo.

! Buenpenne SQL — 9T0 Korjia 3JI0yMbIIIEHHUK MBITAETCS OTIIPABUTH KOMaHIy Oa3e JaHHBIX

yepes npusokenne. Cm.: https://www.owasp.org/index.php/Top 10 _2013-A1-Injection.
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2.1.  KHWXHbIA MHTEPHET-Mara3uH
C HapyLleHneM 6n3Hec-LenoCTHOCTH

Crnemaem 1mar Ha3aJl ¥ IIOCMOTPHM, YTO Ke MTPOU301LI0. VIHTepHeT-Mara3ut IpUHI 3a-
ka3 ¢ —1 ax3emiusipom «['amiieras, u aTo, HecomuenHo, crpanto. Ho gaBaiite mogymaem
0 JIOTHYECKUX MOCJAEICTBUSIX, KOTOPbIE 3TO 3a 060l BICYET.

Ecau kro-To moKkymaeT KHUTY TO TieHe 39 10IapoB, cyMMa 3akasa Gy/ieT paBHa
39 mommapam, Mo3TOMY TIO JIOTHKE KJINEHT YIJIAUMBAeT 3Ty CYMMY MaraswHy. B Harem
cayudae /[sxko Tecrep kynui He Konuio «'amisiera», a oTpunaTebHYIO KOMHIO, TTO3TOMY
cyMMa 3akasa paBHa —39 postapos (puc. 2.2). OH J0JKeH yIIaTuTh Maraguny —39 1oJi-
JIAPOB — WJIM Mara3wH J0JoKeH BeliatuTh 39 nostapos emy. Ho marasun He nosmkeH
IUIATHTH JIEHBTH TakuM 06pasoM. Boamoskho, 310 J[k0 Tectep M0/KeH epeaTh Mara3uHy
kormio «[ammeras.

MuHyc 0duH

/\

OmpuuameAbHas cymma

Puc. 2.2. Cymma «K onnate» 3a oTpuuaTesbHyto KHUIY B KOp3uHe

C Touku 3peHust 6e30MaCHOCTH 910 Hapyuwenye. OMH U3 aCTIEKTOB HE30MACHOCTH OT-
HOCHUTCS K I[EJIOCTHOCTH JAHHBIX: 9TO O3HAYAET, UTO JAHHBIE He JTOJIKHBI MEHATHCS WU
reHePIPOBATHCS HECAHKITMOHUPOBAHHBIM 00pa3oM. Haiiie BCero 1esT0CTHOCTh PACCMATPH-
BaeTCs B TEXHUYECKOM KOHTEKCTE: MPEIOCTaBIeHNEe KOHTPOJBHBIX CYMM U KpUTITOrpachu-
YeCKUX MOIUCEH JIsT TADAHTHH TOTO, YTO JaHHBIE U3MEHSTIOTCS 110 TIpaBuiaM. B Hairem
cilydae pedub UjeT He O TEXHUUYECKHX, a 0 Ousnec-tpasusiax. CaaTh JeHbIM KIMEHTaM 32
AQHTUKHUTU — HE OYEHDb XOPOIIast OM3HeC-MOJIe b, Mbl IMEEM JIEJI0 ¢ HapyIieHneM Ou3-
HeC-I[eJTOCTHOCTH.

Hacroposkusiiich, koMaHaa 6€30TIaCHOCTH Hadala paccieioBanue, 4To6bl mo-
HSTh, UTO HA CAMOM JieJie poucxoauT. OKa3blBAeTCs, YTO CUCTEMA MHTEPHET-Mara3uHa
BBIUMCJISIET JIJIs 3aKka3a cymMmmy «K orate» B pazmepe —39 no1apos, 4To JOTUYHO,
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XOTh M CTPAHHO. JTa CyMMa ITOCJIeI0BATETHHO TIPOXONT Yepe3 HECKOJIbKO IPYTUX CHU-
crem (puc. 2.3).

-1 «<[[amrem>

' MHTepHeT-MaFaSMH1

-39

JKoHOMMYeckas
cuctema

-39 -39

KypHan
BunnnHr nebutopckoi
3200/MKEHHOCTU

PPPP227?
-------- 3adonxeHHOCMb TToxoxe,

Bee BbizAidum mak, Axo | -39 !e Mbl eMy 36D0AKAAU,

0ydmo Hukarol AYHWE 3ANAQMUMY
naamex Bsumameo

He HYXKHO L/

Puc. 2.3. VIHTepHeT-MarasuH LneT GUANUHIY U XXypHany AebUTOpCKON 3aA0/mKeHHOCTV —39 fonnapos

MHTepecHo B 9TOM UCTOPUHU TO, YTO B IIpobJieMe Oe3011aCHOCTH HeJlb3s Paso0dparhes 6e3
MMOHUMAaHUST KKIOH 13 33/1eiICTBOBAHHBIX B HEW CUCTEM, X B3AMMO/IEHCTBUS U PEAKIUN
Ha BHenrHue gakropbl. HauneMm ¢ AByX: cucTeMbl OMJLIMHTA 1 JKypHasa AeOUTOPCKON
3a/I0JKEHHOCTH.

Cucrema OuIMHTa ITpeHa3HaYeHa [ cOopa KIMEeHTCKUX IiaTexeil. Ecin kanent
MPEANOYNTAET TIATUTD KPEAUTHON KapToil n odopmiisieT 3aka3 Ha 347 10JIapoB, ATa
CyMMa CHUMAETCSI € €r0 KpeAUTHOI kapThl. Ho KimeHT MoKeT BHIOpaTh APyTie MEeTOAbI
OTLTATBL: cueT-PaKkTypy, HAKOMUTETbHBIN cueT-(aKkTypy WM TTOAapOYHbIe KapThl. Y He-
KOTOPBIX KJIUEHTOB TIPELyCMOTPEHBI Pa3HbIe METO/IbI OTIJIATHI JIJIST PA3HBIX CyMM. KpyTiibie
3aKa3bl MOTYT OTLIAYMBATHCS HATIPSIMYIO, a MEJIKHE — HAKATIMBATHCSI HA CUETY, KOTOPBII
BBICTABJISIETCSI B KOHIIE MECSIIIA.

Jlxo Tectep odopmisier 3akas Ha —39 J0JIAPOB, U ATa CyMMa TIEPelaeTcsl CUCTEMe
6usiHTa. B Heil ecTh MOy JIb 17t pabOThI ¢ KPEAMTHBIMY KapTaMU, KOTOPBIN He 3HAET
4TO JIeJIaTh ¢ OTpULATebHBIMKU cyMMaMu. C TOUKM 3peHus OMJIIMHTA OTPUIATe/IbHAs
CyMMa 03Ha4aeT, 4To K OTJIaTe HU4Yero MPUHUMaTh He Hy:KHO. [Iporeaypa miarexa mpo-
ITyCKAETCs.
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2.1.1. TpuHumMn paboTbl XypHana
AeOBUTOPCKON 3340/THKEHHOCTU

Temneps mepeiizieM K sKypHATY AeOUTOPCKON 3aI0JKEHHOCTH. ITOT JKYPHAI SIBJISICTCS
YaCThIO GYXTANTEPCKON CHCTEMBI U COAEPIKUT 3AMUCH O KIUEHTAX, KOTOPBIE OJIKHBI
KOMTAHWH JIeHBTH, 33/[0JKEHHOCTD CYIIEeCTBYET B MEPUO MEXKY MOKYTKOW KHUTH
U MOCTYIJIEHUEM OILIATBhl HA CUET KOMIAHUU. B jKypHase 1eO0UTOPCKOil 3a/10JIKEHHO-
CTH UMeeTcst baJlaHC KaxkI0ro KianenTta. Harnpumep, eciim KT0-T0 0(hOPMIISIET 3aKa3 HA
cymmy 347 posmapos 1 BeIOUpaeT omaary cueta-GhakTypsl, 347 101apoB IpubaBiseT-
ca k Gamancy kauenta. [Tosske, KOra KOMIIAHUS TOJTYYUT TIATEX, OalaHC B JKypHATE
cHpaceiBaetcst. VIHOTIa JTIOM TIEPEITaunBaIOT — HATIPUMEP, MBI MOTJIH Obl 3aILTaATUTh
350 mosmapos. B aToMm ciydae GajlaHC CTAHOBUTCST OTPUIATEIBHBIM, —3 J0JIIapa, YTO
O3HAYAET: KOMITAHUS JOJKHA TeHbTH KareHTy. C TOuKN 3penust 6anka 3a0KEHHOCTD
KOMITAHUU TIepeji KIUEeHTOM — BIIOJHE HOPMAJIbHOE sIBJIEHUE, IaXKe B 0JTOCPOTHON
nepcrektuBe. Ho st KHIKHOTO MHTEPHET-Mara3uia oHa JI0IyCTHMAa TOJIBKO KaK Bpe-
MeHHasl cuTyarus. Eciu aTo IpoMCcXoauT, Mara3uH OJKEH MOTBITATHCS KAaK MOXKHO
CKOpee BepHyTb 10T,

B 00BIYHON CUTYAINN JIJIsI BBITLIATHI 33I0JKEHHOCTH KJINEHTY KHUKHBIN HHTEp-
HEeT-MarasuH BHICHLIAET BO3BPATHYIO HAKJIAJHYI0. DTU HaKJIaHble 00pabaThIBAIOTCS
rpylmaMu — BOT 4TO UMeJia B BUAY OyXxrajirep, KOTAa ckaszana: « mpocMaTpuBajia
KypHas 1e6UTopCKoii 3a10 KeHHocTH...» Korna [lsko Tecrep caenan cBoit anmusaxas,
CcUCTeMa MHTEepPHEeT-Mara3uHa OTIPaBUJIA MJaTeX B pazmepe —39 M0Jy1apoB B JKypHAJ
ne6UTOPCKOT 3a10JIKEHHOCTH, TO €CTh CPa3y JKe BOSHUKJIA 33I0JKEHHOCTH KOMITAHUN
nepen JIxo. Crenyiotieii HOULIO cucTeMa 0OpabaTbiBaeT Ky pHAT, HAXOUT HEOTLTAueH-
HBIH TOJIT ¥ CO3/Ia€T BO3BPATHYIO HAKIAMHYIO, KOTOPAst 0JKHA OBITH OTTIpaBaeHa 5o
1tst cbpoca ero bananca B sKypHase. ITO (DaKTUUECKU 0O3HAYAET, YTO HAII TECTOBBII
KJUEHT ToJydaeT niatex (puc. 2.4). ITo Ta HaKJIajaHas, KOTOPYIO TTPOHUIIATENbHAS
COTPY/IHUIIA OYXTaJITEPUN MOCYUTATA TTO03PUTETBHOI W W3-32 KOTOPO#l y Hee BO3-
HUKJIH BOIIPOCHL

[TpoBepKHM MPOBOMUIUCH B PEATLHBIX YCIOBUSX, TIOITOMY OUYEBUIHO, UTO BBISBJICHHAS
Ipopexa CyMecTBYET B CUCTEME Ha TIPOTS;KEHUH HEKOTOPOTO BPEMEHW. DTOT KOHKPETHBIH
cJtydaii ObLI BBISIBJIEH TOJIBKO U3-3a MOJ03PUTENBHOTO ajipeca. Ho aHamornynbie cydan
MOTJIN BOBHUKATD U PAHBIIIE.

Hauanoce dbuHanCcoBOe paccienoBaHiie, IPU3BAHHOE OMPEIETUTh, HACKOJIBKO CEPbE3-
HOH 6blTa mpobreMa. DKCIIyaTal[MOHHAS KOMAH/A U CTIEI[HAIUCTBI TI0 6e30MacHOCTH
OObeINHIIIN YCUITUS JIJIS TEPEKPECTHON MTPOBEPKH BCEX CTEHEPUPOBAHHBIX BO3BPATHBIX
HakJTaHbIX. [lociie oTcenBaHus HAKIAHBIX /IS TIOCTABITMKOB U MMAPTHEPOB OCTAJINCH
TOJIBKO KJIMEHTCKHUE 3aIiCU. BOJBIIMHCTBO UX OBLIN KOPPEKTHBIMU U OOBSICHSIIUCD TI0-
BPEKICHUEM TOBApa WIH JIPYTUMU TIOHATHBIMY puyrHaMu. Ocraiach HeGObIIast YacTh,
OATOMY MpobJIeMa OKa3aIach He CIIUIITKOM CEPhe3HON — 0 KpaiiHei Mepe Tak Ka3aaoch

' Bouee riy6okoe obbsicHeHEe 1eGUTOPCKOT 3a/I0IKEHHOCTH BBIXOUT 32 PAMKHU 9TON KHUTH.
[Toxpo6rocTH unuTe Ha cTpanuile https://ru.wikipedia.org/wiki//lebutopckas_3amou-
KEHHOCTb.
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B ToT MOMeHT. TeMm He Meree caM hakT TOTo, 4T0 6e3BO3ME3/[HAsI OTIIPABKA JIEHET 0CTaBa-
JIaCh He3aMeYeHHOM, ObLT cTpaHHBIM. TeXHUUECKOe PACC/Ie[OBAHIE TPOJIOJIKIIN, YTOOBI
PACKPBITh BCE JIeTAIN IMPOUCXOSAIIET0 PN 3aKaze aHTHKHUTH. OKa3anoch, YTO B 3TOT
TIPOIIECC BOBJICUEHBI €IIe JIBE BayKHbIC CUCTEMBL: CKJIa/ ¥ OTIIPaBKa.

AabBaiime
BepHem
Haw dorz Ao

KypHan
nebutopckoi
3200/MKEHHOCTU

3adoAXeHHOCMb \*\O‘\La 20
i 4

—Apxo] ——34—J >\

L_/ ‘ P\*o

Puc. 2.4. XypHan ebUTOPCKON 3a40/MKEHHOCTY reHepUpyeT BO3BPATHYIO HaKMaaHYo
n cbpacbiBaeT banaHc

2.1.2. Kak cucrema CKIafCcKoro yyeta
OTCNEeXMBAET KHUMN B MarasuHe

Cucrema CKJIaJICKOTO yUeTa CJIEUT 3a TeM, CKOJIHKO AK3EMILISIPOB TOW UM MHOH KHUTH
B HAJIMYMKM Ha CKJIaje U JOCTYIHO s mpogaxu. s Hayasa MOKHO ObLIO Obl OIpe-
JIETTUTH KOJTMYECTBO TTYK KaskK/I0TO U3JAHWS HA CKIAJICKUX MOJIKaX, HO, K COKAJIEHUIO,
0Ka3aJioch, UTO BCE HE Tak MPpocTo. [IpeicTaBbre, K IPUMEPY, UTO y HAC HA CKJIAJIE €CTh
17 sx3emiisipoB «lamieras. KineHT Kynui Ba U3 HUX, HO UX ellle He B3N ¢ MOJKH
U He OTIIPABUJIN. TU KHUTU He JOJKHBI YIUTBIBATHCS, [IOCKOJIbKY OHU HEIOCTYITHBI JIJIs1
[IPOJIaJKH, K TOMY JKe MarasuH nmu OoJibliie He Biajeet. Ha ckiaze 10JKHO ocTaBaTbes 15,
a He 17 sxzemmsspoB «l'amieras.

Eie oHa rumoTeTHYECKast CUTYyaIyst COCTOMT B TOM, UTO TTOJIKA, TpeIHa3HAUYEHHAST
s poMana «Topgocts u npeaybexaenues, okasanach MycToil. Marasut yske KyIIvi
100 2K3eMTIIIAPOB y U3ATENbCTBA, HO TPY30BUK ¢ HUMU ellle He J[0eXaJl J0 CKJIaa.
ITOCKOJIBKY 9TH KHUIYM — COOCTBEHHOCTh MarasuHa, OHU IOCTYIIHBI [JIST IPOAAMKK U JTOJIK-
Hbl ObITh B Haumuuu. To ecTh Ha ckaage A0/kHO ObiTh 100 sx3eMiiapos «[oprocTu
u npeaybexaenns», a He 0. MokeT BOHUKHYTb U MHOI'O JPYTUX CTPAHHBIX CUTYALMIL.
Cucrema CKIIAJICKOTO yYeTa MMEET CJI0KHYTO JIOTHUKY.



naBa 2. AHTpaKT: aHTU-«amneT» 69

[Tpoxas Tpu sk3emIuIsipa «[amiera», HHTEPHET-Mara3ut OTIIPABUT COOOIICHUE
CHCTEME CKJIAJCKOTO yueTa, YTOOBl Ta YMEHbBINIa KOJTMIecTBO Konuil «amieTra»
¢ 15 1o 12. Ho uro, ecain Bmecto atoro /[xxo Tecrep kynut —1 kuury? KosuvectBo nme-
fouuxcs eautul «Camueras ObL10 paBHO 15 U 10/KHO yMeHbIIUThes Ha —1 — 10 16
(puc. 2.5). [Ipogasa oxmoro antu-«l'amaeray yBeJUIMBAET KOJIUIECTBO UMEIOTIIUXCS
AK3eMIIAPOB Ha 1!

Axo Tecmep —1 <[ amrem> HeodbidHas
nokynaem 39 doanapob “;0'45@3919“
—1 aK3eMnAdp 4 pua oMKU
«[amaema» OHAAQUH-3aKAa3a
3a 39 doanapoB
OnnariH-marasuH l
78 doanapoB -1 -1
OKoHOMUYeckas G Ornpaska
cucTema
/—56] BOAAapoN «Famrem» 15 16 2?
XKypHan
MnaTtex nebutopckoim
3340JKEHHOCTM
Ard Ao docmynHel

?? Imo 39 dorrapob
He naames | AX0 | 39 donrapob g (no3xe: Bo3bpamHas

\ HAKAQOHAS)
3 " L_/\
MC/VISA/...

= ]
" -
= -
= ]
- ]
= ]
- -
] *

Puc. 2.5. [1xo TecTep 3akasbiBaeT —1 «[amner»

2.1.3. OTnpaBka aHTUKHUI

CucreMa OTIPaBKU 3a00TUTCS O TOM, YTOOBI KJIMEHTHI MOJYYHIn cBou KHurn. Korza
UHTEPHET-Mara3uH TeHepUpPYyeT 3aKa3, CUCTeMa OTIPABKU MepeOupaeT ero mo3uinu
U COCTABJISIET CIUCOK, MO KOTOPOMY PabOTHUKU CKJIajia JOJKHBI YIIAKOBATh TOBAP.
ITO CIOKHASA CHCTEMA, KOTOPAS MBITAETCS MUHUMI3UPOBATE TPYI PaOOTHUKOB, TIO3BO-
JISISE UM, K TIPUMEPY, COOMpaTh KHUTH CPasy JJIs HECKOJIBKUX 3aKa30B. IIporiecc Xoporio
ONTUMU3UPOBAH.
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O,ZIHB.KO CHUCTEMa OTHHPaBKMW HE OYE€Hb XOPOIIO CIIPABJIACTCS C OTPUIIATE/IbHBIM
KoJIndecTBOM KHHUT. Takast MO3nIKsA B 3aKa3€ IMPUBOJAUT K UCKRIIIOYEHNTIO, KOTOPOE 3a-
IMUICBHIBAETCSI B CUCTEMHBII JKypHaJI BMECTE€ C MHOKECTBOM /IPYTUX COO6HI€HI/II‘/JI. K co-
JKaJIEHUIO, B 3TOT XypHaJ HUKTO HUKOI'Zla HE 3arJisA/IbIBACT. HOSI/IHI/IH 3aKa3a (baKTI/I‘-Ie-
CKH OTMEHAETCA.

2.1.4. CucreMbl BEPAT B OA4HY U TY e NOXb

CxuagpiBaeTcst mHTepecHast kaptuHa. C GUHAHCOBON TOUYKM 3peHUST MHPOPMAIIMOHHBIE
CHCTEMBI COTJIACOBAHBI Mexk 1y co60i. CricTeMbl OUJIIMHIA U IOCTABKK HE TAK BasKHbI, TAK
KaK OHU He MEHSIIOT CBoe cocTosiHue. Hac GoJiblie MHTEPeCcyoT cucTeMa CKJIaICKoro yJyera
U KypHAJ 1e0MTOPCKOI 3a/10JIKEHHOCTH.

a Cucrema CRJIQ/ICKOTO y4ueTa omunboYHO ImoJrara€eT, 4YTO UMECTCA 16 IK3EMILJISIPOB «I'am-
JIeTa», XOTA Ha CaMOM /IeJie UX 15.

a >KypHaJI I[€6I/ITOpCKOI71 3a/I0JIZKEHHOCTH o1mnb04YHO IIoJiaraetT, 4To Mara3dmi J0JIKE€H
KOMY-TO I€HbI'N.

C dbunHaHCOBOI TOUKU 3peHUs 9TU (PAKThl YPABHOBEIIUBAIOT APYT IPYyra: BMECTO
15 KHWT U HyJIeBOW 3a/I0JKCHHOCTH MarasuH 1mojy4aet 16 KHUT 1 0JIT, PaBHBIN IicHe
onnoii kauru. O6e cucTeMbl 3a0/TyKAAI0TCA, HO OHU BEPST OJHOI 1 TOM Ke JIKU. ITa UJI-
JII031sI HETIPOTUBOPEYNBA.

[TockoabKY CHCTEMBI COTIACOBAHBI, PETYJISIPHBIE OTYETHI HE MOKA3BIBAIOT HIKAKIX
pacxoxaenuii. Ha camom sieie HeKOTOpbIe M3 HUX T€HEPUPYIOTCS KAXKAYI0 HOUb, a IPY-
e, SBJSIONINECS YacThIo (DMHAHCOBOI OTYETHOCTH, — €3KEeKBapTaIbHO. V1 HU B 0JTHOM
13 HUX HET HECOOTBETCTBUI, TaK KaK B MH(MOPMAIMOHHBIX CUCTEMAX UX MOMPOCTY
He 6110, HecoOoTBETCTBUS CYIIECTBYIOT, HO TOJBKO B BU/IE HECOTIACOBAHHOCTH MEIK/TY
cucteMoi ckiazckoro yuera (16 kHUT) 1 aKTHUECKUM KOJTUYECTBOM KHUT Ha CKJIA-
ne (15). Ho aT1o MOKHO GBLIO 3aMETUTH TOJIBKO MOCJIE MHBEHTAPHU3AIIUH, KOTOPAst TTPO-
BOIUTCS B KOHIIE rozia. OHa Mopa3yMeBaeT PyYHOI IOICYeT ToBapa Ha CKJIa/e ¢ ocJe-
NYIOIIUM €T0 BBOJOM B GYXTaJNTEpPCKyIo cucteMy. TOIbKO 9TO TTO3BOIMIO ObI 3aMETHTh
HEIOCTAIOTYI0 KHUTY.

OpHAaKO B PacX0KJEHUSX, BBIABJIEHHBIX BO BPEMSI €5KETOTHON MHBEHTAPU3AIH, HET
HITYero crpantoro. Kuuru — aro usndeckrie 06beKThI, a Ha CKJIaJIe MHOTOE MOJKET CJTy-
yntbed. Hampumep, nocraBmuk moxet niepenath 133 kaurn Bmecto 134. MHoraa ciayya-
ercst 3ahUKCUPOBATh He BCe KOPOOKHU WU IOy CTUTD OIMHOKY mpu ojicyete. Kuury moryT
YPOHUTb, MOBPEAUTH U BHIOPOCUTD. ITO JOIKHO OBITH OTMEYEHO B CHCTEME, HO MHOTIA
JIIOJTA TOPOTISITCS ¥ 3a0bIBAIOT 9TO cziesiath. He uckimodeno n BoposetBo. DUHAHCOBbII
OTJIEJT OTHOCUT BCE 9TO K KATETOPHUU «IIOTEPSTHO HA CKJIAJIe», ¥ OINPE/eIEHHbII YPOBEHD
TaKUX TIOTEPh BIIOJHE OXKU/IAEM.

Co6CTBEHHO TOBOPST, €KETO/IHAST MHBEHTAPU3AITN, TPOBEICHHAsT HECKOJBKUMHU Me-
csIlaMU paHee, TIOKA3aJIa, YTO MOTEPU Ha CKJIa/le BO3pocyu. PYKOBOJCTBO PENIMIIO, UTO
NPUYUHO# ObLIA HEZIOCTATOYHAST MOTUBAIUS Y PAOOTHUKOB CKJIa/Ia: BO3BMOKHO, OHU CTAJIN
MeHee BHUMATEIbHBIMU U TOBPEMIIN GOJIbITE KHUT, 2 MOKET ObITh, KHUTH HAuaJIl BOPO-
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BaTh. B utore PYKOBOJZCTBO OTIIPAaBUJIO X Ha OlIHOlIHeBHbeI BbIeSlIHOfI CceMnHap C TpeHe-
POM 11O MOTUBaIlNN, 4TOOBL IIPUBECTU X IIEHHOCTU B COOTBETCTBUE C ATUKON KOMIIAHUH.
CK]IalICKI/Ie pa60'{1/1e OBLIN YAUBJIEHBI 1 HE OY€Hb-TO pa/ibl.

2.1.5. CamMopenbHas ckuaka

[Tpu naspHedIeM NCCIeI0BAHNN HECOTJIACOBAHHOCTEN BCE OKA3a/I0Ch XYsKe, YEM BBITJISI-
nesi0 cHavasa. PacxoskieHusl, BbISIBIEHHbIE Ha CKJIa/e, CYIeCTBEHHO IIPEBbICUIIN o01ee
KOJINYECTBO BO3BPATHBIX HakJaAHbIX. Ho 1 9T0 OBLI ellle He KOHell.

OcosHaB, 4T0 0OBIYHBIM OTYETAM JOBEPSITh HEJb3sl, KOMaHAa 0e30MaCHOCTH Havaja
raybokoe paccienoBanue. OKasaaoch, 4TO MOJIyUYeHHE BO3BPATHON HaKJIaAHOM OBLIO
He caMbIM PaclpoCTPaHEHHBIM cIocoOOM aKcIIyatanun aToro gedexra. HamHoro
6oJIbIIEl TOIYJIIPHOCTBIO MOJIb30BAINCH CAMOIEIbHBIE CKUAKK B BH/E 100aBICHUS OT-
pUIATEJIbHBIX KHUT TIepel 0(pOPMIIEHUEM 3aKa3a, YTO YMEHBIITAIO €0 UTOTOBYIO CYMMY
(puc. 2.6). OueBUIHO, UTO CAYXH 06 HTOH HEOOBIYHON BO3MOKHOCTH PA3JIeTENNCh 10
WHuTtepHeTy, Tak Kak €10 MoJb30BaJIOCh IOBOJbHO MHOTO KJTHEHTOB.

KHuzu Ymo-mo
odwell cmoumocimoro dopozoBamo.
246 doanapob A o0dabaro-ka 246 doanapoB
-1
\ A Ckudky \ \ 37 doanapoB

/
—\ i
A

246 ponnapos \ 207 ponnapos

/S

O O O [©

Puc. 2.6. CamogenbHble cknaku: nobaeb aHTU-«[amneT»

PaccrenoBanue mokasaso, 9To n3-3a 3TOH Ja3eHKN KOMIIAHUS TTOTEPSIa 3HAUNTETb-
HYIO cyMMYy JieHerT. [Ipuiiio Bpemst pemath, 4To ¢ 3TUM J1eJ1aTh.

MpbI BepHeMcst K TeXHUUYeCKOMY JieheKTy uyTh 11o3:ke. Ho 4To Hacyer Tex JieHer, KOTo-
pble KJIMEHTbI 3a10JIKa/Ii KOMIIAHUH, BblaBas cebe CKuaku? B KoHeYHOM cueTe pelieHue
00 9TOM IIpUHUMAET COBET AUPEeKTOPoB. ITocjie TIaTeIbHOTO aHAIM3a CUTYalK ObLIO
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PEIIEHO OCTaBUTh BCe Kak ecTh. [IpeciesoBanyie KJIMEHTOB, CPEIU KOTOPBIX MHOTO TI0-
CTOSTHHBIX, BBI3OBET Y HUX HEMPUSA3HDb K KOMIIAHUHU U TIPUHECET OOJIbIIe BPE/Ia, YeM eCiu
MPOCTO CMUPHUTBCS € MOTEPSIMH, 3AJATATh ABIPY W JIBUTATHCS BIIEPE/I,

HenpepbiHOE HapynieHne 6U3HeC-1IeT0CTHOCTH TTUIOCh MECSTIAME, HECMOTPS Ha TO
910 (hopMaTbHO Bee 610 B Topsijike. VI 0HO, CKOpee BCero, 0CTanoch Obl He3aMeUCHHBIM,
ecau Obl He JTIOGOIBITHASL COTPYAHUIA OYXTaJITepUu U TECTUPOBIIUK GE€30IIaCHOCTH, 3a-
MHTepecoBaBiuiicsa bustec-mporeccamu (IIpeaMeTHON 06/1aCThIO, OTHOCAIIEHCS K IIPO-
Jae KHUT). Mbl yOesK/IeHbI B TOM, YTO CETO/IHS M0 BCEMY MHUPY MOKHO HAITH MHOKECTBO
Mo06HBIX 1e(hEKTOB, KOTOPBIMU HEMPEPBIBHO MOIB3YIOTCS, HE BHI3bIBAs HUKAKUX MOJI0-
3pEHUIL.

2.2. [loBepxHOCTHOe MoAenMpoBaHue

OueBUAHO, YTO Y KOMIIAHUH, TEPSIOIIEH JeHbIU TakuM 00pa3oM, ecThb mpobaema ¢ Hes-
onacHoctbio. Ho ¢ yero Bce Haunmnaerca? I, uto BaskHee, Kak 9Toro usbexars? Hamm
HaOJTIOICHUST TOKA3hIBAIOT, YTO TAKOTO PO/ CUTYAIIUHU 3a4aCTYIO SBJISIOTCS PE3YJIbTATOM
rpoliecca MoJIETMPOBAHUS, KOTOPBIN TIPEKAEBPEMEHHO OCTAHABJIMBAETCS HA TIEPBOM
6oJiee MM MeHee ToAXoAsIeil Mogean. TakoMy mporeccy CBOMCTBEHHbI HEJOCTAaTOYHO
ryOOKUT aHAJIN3, HEKPUTHUYECKUH TTOIX0]T, OTCYTCTBUE MJIAHUPOBAHUS U OOCY KIECHUSI.
Mpbi OyzieM HasbIBaTh 9TOT CHEUMUIECKUN CTUIID 0BEPXHOCTHBIM MOOeauposaruem (4To
IIPOTUBOIIOJIOKHO TIyOOKOMY MOJEIUPOBAHUIO).

st madana crpocum cebsi: «M3-3a 4ero MokeT BO3HUKHYTh Takas npobsiema?»
OrisaipIBasiCh Ha3a/l, Mbl IIOHUMAEM, YTO KOJUYECTBO KHUT HeJlb3s OBLIO JeJaTh Heorpa-
HUYEHHBIM I1eJIbIM drcsiom. Ho moueMy sToT aciiekT GbII CIPOEKTHPOBAH TAaKUM 00pasoM?
Kax yrromunasocs B ti1aBe 1, npoekmupoganiue 0XBaTbIBAET BCE CO3HATEIbHBIE PETIEHMS,
KOTOPbIE IPUHUMAIOTCS IIPH paspaboTKe MPOrpaMMHOT0 obeciiedenns. B raHHoM ciyyae
B PaMKax IPOEKTUPOBAHUS ObLIO CO3BHATENBHO PEIIEHO, YTO KOJUYECTBO JOJKHO UMETh
BHJI HEOTPAHUYEHHOTO 1[eJIOT0 YHCJIa, TO PEIeHUE MOTJIO ObITh HE OYEHb ITPOIyMaHHbIM,
HO, KaK HU KPYTH, KTO-TO €T0 TIPUHSIIL.

PaccMoTpuM octasibHble KOHIEIINM, OTHOCAIIMECS K IIPOEKTUPOBAHUIO, — B 00J1a-
CTHU TIPOIA’KW KHUT WX JIOBOJBHO MHOTO. HekoTOpbIe N3 HUX BasKHBI, APYTHUC HE OYCHb.
B xojie IpoeKTHUpOBaHKs MbI BRIOMPAEM KOHIIEIIIMN, KOTOPbIe OYAyT UTPaTh IEHTPAJIb-
HYIO POJIib, HATIPUMEDP 3aKa3, MO3UINH 3aKa3a, KHUTY U KOJTMYeCTBO. YacTo MpuXoanTcs
HabJII0/1aTh, KaK MPK IIPOEKTUPOBAHUK OCHOBHOE BHUMAaHUE yzessieTcs Bompocy «Kax
ATO OTPa3UTh B KoJie?». B TakmX caydasix MPOEKTUPOBOYHBIE PEMIEHUS CBOAATCS K TIO-
HCKY crocoboB peanusarny KoHenuii. Korga Takoii criocob HaiigeH, paboTy MOKHO
CuMTaTh 3aBepIIeHHOit. M B 9TOM cirydae KpaTdailiinii iy Th 0T GU3HEC-KOHIEIHN K KOLY
JIOCTUTAETCST 32 CYET UCIIOJIb30BAHUS 3JIEMEHTAPHBIX TUTIOB SI3BIKA: T[EJTBIX YNCEJ, YHCeT
¢ TJTaBAroIIel 3ansaTol, OyJIeBbIX 3HAUEHUH 1 cTPOK (puc. 2.7)'.

! Ecsu GbITh TOYHBIMU, TO B Java CTPOKU HE SIBJISIIOTCS 3JIEMEHTAPHBIM TUIIOM, HO OHU HACTOJIBKO

(byHI[aMEHTaJIbeIe, 4YTO B JAHHOM KOHTEKCTE MX MOKHO CUHUTATb TAaKOBbIMU.
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TouHo! S moey
ucnoabsoBameb 3deco int.
TMpodAemMa pewteHa.
Hy pasBe s He morodeu?

O

0
ﬁ

Puc. 2.7. MNMoaxoa «kak 6bl MHe 3TO 3aKOAWUTL» Ha NpuMepe

ACIIEKTBI IIPeIMETHON 00JIaCTH IPEACTABJIEHBI [10-Pa3HOMY: OJHU SBHO, IPyTUe He-
siBHO. Hampumep, Harma Moieib UMeeT TaKylo KOHIIENINI0, KaK 3aKa3, a y 3aKas3a ecTh
Jlenexknast crouMocTb., OH TakyKe COAEPKUT MO3UINU, B KAJK/ION U3 KOTOPBIX YKa3aHbI
KHUTa U KOJIMYEeCTBO. Y KHUrA ecTh HazBanue, ISBN u mena. 3akas, mosuiusg 3akasa
U KHHUIa — 9TO A6Hbie KOHIEIIUU HAlllel IPeAMEeTHOM 061acTi. A KOJIMYECTBO, Ha3BaHuUe,
ISBN u 1iena SBISAIOTCS Hes8HbIMU KOHIIETIITUSIMA U TIPEICTaBIEHBI TIEJIBIMUA YUCIaMH,
CTPOKaMU 1 T. JI. VIHBIMU CJI0BaMU, KOJIMYECTBO — HTO 1EJI0€ YKCI0 Oe3 OrpaHryeHmii.
Ecan cMoTpeTh Ha Bely TakuM 00pa3oM, TO MOKET [T0KA3aThCsl CTPAHHBIM, YTO 3aKa3,
HO3UIUS 3aKa3a U KHUIa ObLIU II0APOOHO OIKUCAHBI, 8 KOJUYECTBO OCTANOCh OOBIYHBIM
1eJTbIM 9rcyioM. [loueMy Tak mosryuniocs?



74 Yactb I e BBegeHue

2.2.1. OTtkyaa 6epyTcs NOBEPXHOCTHbIE MOAENN

Hawm kaskeTcs1, 4T0 MHOTHE U3 9TUX OIUOOK CBOAATCS K TOMY, UTO TIPOTIECC MOJIETUPOBa-
HUs He OBLT 3aBepIeH Wi BoobIile He npoBoauics. IIpeacraBumM cebe pasroBOP MEKLY
pabOTHUKOM OT/IesTa PO Mo uMeHn Mapk drtosor u paspaborunkom 1o nmenu Kogn
POBIIUK, COCTOSIBIIMIACS HA PAHHUX CTAAUSX PAOOTHI HAJl IPOEKTOM. Y HUX MOYKET TIOJIY -
YUTBCS TIPUMEPHO TaKOU TUATIOT.

«U 3areM ThI MOsKelIb 106aBUTH KHUTH B 3aKa3», — FOBOPUT Mapk.

«A Kak MBI OTIICBIBaEM KHUTY?» — clipammBaeT Kozm.

«MpbI BBIBOIMM Ha3BaHUe U IIeHY», — OTBedaeT Mapk.

«Kaxoii MoskeT ObITh 11eHa? DTO BCera 1ejioe Yncio?» — He yuumaercs Kouu.

«Hy ner. Kaura mosket ctounts, Hanpumep, 19,5 nosuiapa 6e3 yuera HaIoros», — yrod-
HseT Mapk.

Komwu paccyskmaer: «B kauectBe arpuOyTOB KHUTA IMeeT HasBaHue U 1ieHy. Hassanue
6yner crpokoit. [lena GyeT BeIecTBEHHbIM, a HE TIETbIM YHCTOM> .

OCTOPOXHO
Hukoraa HU B KOEM Cyyae He NpefCTaBnsiiTe AeHbIMM B BUAE YMC/a C NiaBatoLlel
3anaTon! YTobbl y3HaTb MoyeMy, npoumTanTe Bpesky «[eHbrn u Tun double»
B rnase 12.

Kopu cripanmmBaet: «JTO BCe, YTO KacaeTcst KHUTH?»

«Hea, — orBeyaer Mapk, — takse BakHo ykazatb ISBN, 4TOOBI MbI MOIJIN Pas3ie/isiTh
KHUTU C TBEPAOI 1 MATKOI 00JI0KKOIT».

«Xopomo. Jlazbiine Mbl 106aBaseM KHUTY B 3aKa3, — rosoput Koau, — Hanpumep,
“Mobu Jux”, “Topmocts u npenybexaenue”, “Tamier”, ciosa “Mobu Jux”, “1984” u eme
pas “Mobu JTuk”?»

«Hy mouru. Mbl IpocTo ykasbiBaeM Tpu ak3eMILisipa “Mobu [nka”, u Hac He 3a00THUT,
B KaKOM TIOPSIZIKE OHU TTOKYTIAIOTCSI».

«Jlagro, — mymaer Komu, — 9T0 He BEIECTBEHHOE, a TIeJI0e YHUCTIO».

OCTOPOXHO

C nopo3peHneM 0THOCUTECH K MOAENMPOBaHMIO, KOTOPOE 3aKaHYMBAETCS C/I0BaMu
«3TO Lenoe 4yncno»!

ITosxke aTO O6cy>K,Z[6HI/Ie npeBpatuiaoch B Koj. Koan coznan kimace Book ¢ anI/I6yTaMI/I
title, isbn u price. B kiacce Order mosiBUjICsI HOBbI MeTO/1, addOrderLine (Book book,
int quantity). ITockompKy 3aKa3, MO3MIINS 3aKa3a M KHUTA NMEIOT STBHBIE TTPE/ICTaBIICHMS,
BCe OHM CTaHOBATCS Kiaccamu. CrcTemMa TUIIOB TapaHTUPYET, YTO OHU 6y11yT HUCII0JIb30-
BaTbhCA B MOAXOAAIINX yUacTKax Kojia. Ecau Tyaa, rae oskumaeTcs Book, mepeiatb 9To-TO
IPYyTOE, MOJIYUYUTCA omunOKa KOMITUJIAIIAN.

A BOT KOJINUECTBO HESIBHO IIPEJCTABJIEHO dJIeMeHTapHbIM TUIIOM int. [Ipumenenuve
3TOTO anI/I6yTa He KOHTPOJMPYETCST CUCTEMON TUTIOB MJIN KOMITUJISTOPOM. Bl MoskeTe
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cJly4yaiiHo IepesiaTh KaKkoe-TO JIPyroe LeJIoe YUCJI0, HallpuMep TeMIlepaTtypy Ha yJuIle,
U KOMITUJISITOP He BbIacT omOKy. Ha To, UT0 MbI OJKHIaeM MOJIYYUTH KOJUIECTBO, YKa-
3bIBaeT TOJIBKO UMS apryMeHTa quantity:

class Book {
String title;
String isbn;
double price;

class Order {
void addOrderLine(Book book, int quantity) {

OG6parure BHEMaHKE Ha TO, YTO BO BpeMsi pasroBopa Koy He 3a1a/1 HUKaKUX JIOTIOJIHI-
TebHBIX BOIpocos 06 ISBN ui 0 ToM, 4to coboii npeacrasiister Haspanue Knuru., OH cpa-
3y [IPUILIET K BBIBOLY, YTO 9TO OOBIUHBII TEKCT, U B KOJE 9TH aTPUOYThI IPEACTABIEHbI
tunoM String. Ho ISBN u, ckopee Bcero, HazBaHUE He MOTYT OBITH JIOOBIMHU CTPOKAMUL.

Ecau roBoputh 0 MostesnpoBannu, Koau Heb3st Ha3BaTh HekoMIieTeHTHbIM. OH 3a-
JTATT THTEPECHBIN BOTIPOC O CYIHOCTH TIEHBL: «JTO BCET/Ia TeJI0e YUCTI0?» — HO HE CTal
yruay6stbest. KpoMe Toro, OH COBEPIIEHHO YITCTHII U3 BULY HAMEK Ha TO, UTO [IeHA MOYKET
ObITH cJI0KHEe, Korga Mapk oTBeThII: «...0e3 ydera Hajioross>. Koy, 110 Beeil BUANMOCTH,
B MIEPBYIO 0Uepe/ib 3a00TUT TO, KaK 5TO OyJIeT PEACTABJICHO B KOJIE, a He Kak paboTaer.

Mpbi1 yBU/1€7TH, KAK TTOBEPXHOCTHOE MOJIEJTMPOBAHUE TTPUBOIUT K TOMY, YTO MHTEPECHbBIE
OU3HEC-KOHIIETIIIUN PEATU3YIOTCS B BUJIE TIPUMUTHBOB: [EJIBIX U BEIIECTBEHHDIX YHCEI,
CTPOK, OyJIeBbIX 3HAUEeHUI U T. 1. Kak MmokasbiBaer Halll OIBIT, TAKOTO POJa HESBHbBIE
TpeJICTaBJIeHNUS JOBOJIBHO IITUPOKO pacipocTpaneHbl. Ham yacTo BCTpeyaloTcs CUCTEMB,
B KOTOPBIX TTOYTH BCE MTPE/ICTABIEHO C MTOMOIIBIO CTPOK, TIeJIBIX U BENIECTBEHHBIX YNCE.
K coskasenuio, 370 nMeeT OTpuUIlaTENbHbIE TTOCJIE/ICTBUS.

2.2.2. OnacHOCTU, CBSI3aHHble C HESABHbIMW KOHLIENUUsMn

BoI yske 3HaeTe, 4To TpoOCTast BEh — MPEICTaBIEHHE KOTMIECTBA € TOMOIIBIO 0OBIYHO-
IO 1eJIOTO YUCJIa — MOYKET BbI3BAaTh Cepbe3Hbie POBIeMbl ¢ GE30MaCHOCThIO. ITOT THIL
He TIPelyCMaTPUBAET BaKHbIE OTPaHNYeHNsT. TOYHO TaK jKe MCII0Jb30BaHe HEOTPaHMYEeH-
HBIX CTPOK Jiuist HazBanust KHUTH U ISBN zraet cauikom GOJIBIION TPOCTOP ISt 3I0YTIO-
Tpebnennii. Ecim cucteme, KOTopast 0;KMUaeT MOIYIUTh TPABUIBHO OT(OPMATHPOBAHHBII
ko1 ISBN, nepenarb 4To-1m60 APyroe, MOKeT CIyYUThCSA YTO-TO CTPAHHOE.

OCTOPOXXHO

Jioboe uenoe uncno B AvanasoHe OT —2 MApA A0 2 MApA — 3TO MJoXoe npea-
CTaBnieHue ANns 60MbLIMHCTBA BELLEN.
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Homep kpeauTHoii KapThl 1 HOMEp coluajibHoro crpaxosanus (Social Security
number, SSN) — efre 1Ba pacmpocTpaHeHHBIX TPUMEPA TOTO, KAK HESTBHBIE KOHIETTITN
MOTyT OBITH MPEJCTABIEHBI B BUjie CTPOK. OUEBUIHO, MBI PUCKYEM TIOJIyUUTH [AHHBIE,
KOTOPBIE He SIBJISTIOTCS] KOPPEKTHBIM HOMEPOM KPeIUTHOI KapThl uiu SSN, 1 OHU MOTYT
Jlake UMETh HelpaBUJIbHBIN (hopmat. Ho eme Xyske TO, 9TO BBl MOKeTe HEMPABUIHHO
ux o6paborarn.

Howmepa kpeautHbix KapT 1 SSN UMEIOT CTPOTHe OTPAHUYEHUST OTHOCUTEIBHO TOTO,
KaK UX MOKHO TyOJIMKOBATh, 3aMMUCHIBATH B JKYPHAJ U T. [ ECJIM IPEACTaBUTH X B BUJE
CTPOK, CYIIIECTBYET PUCK TOTO, YTO OHU CJIYYANHO HMOMALYT B XKYPHAIBHYIO 3aMUCHh WU
Oy/IyT BBIBE/ICHBI Ha 9KpaH. [103ske BB YBUAUTE, KaK TPEACTABICHUE TAKUX CYITHOCTEH
€ TIOMOIITHIO IOMEHHBIX KJTACCOB MOKET MTPEIOTBPATUTh MO00HbIe omuOKu. Hampumep, Mbt
MOJKEM UCIIOJIb30BATh 0OBEKTHI OIHOPA30BOTO uTeHHst (06 HTOM peub TIOHAET B rase 5).

Ho BepHeMcst K HAIIUM KOHIETIIUSM, TIPEICTABJIECHHBIM B BH/IE TPIMUTHUBOB SI3bIKA.
Taxne mpecTaBIeHI MOTYT TIPUBECTH K CO3/IAHNIO OYE€HDb HETIPUTJIIIZHOTO Kojia. B3rs-
HUTe HA CJeMYIONIYIO CUTHATYPY MeTO/IA:

void addCust(String name, String phone, String fax, int creditStatus,
int vipLevel, String contact, String contactPhone, boolean partner)

¥ 3TOTO KO/Ia BCETO BOCEMb MapaMeTPOB, HO €CJIN BBI CJIYUIAHO TOMEHSIETe MeCTaMy
[1BA U3 HUX, KJIUEHT MOXKET MOJIYYUTh KPEAUTHBIN CTATyC WM YPOBEHD YCJIYT, KOTOPbIE
emy He 1osoxenbl. [Tockosbky mapameTpnl creditStatus u viplLevel uMeloT TUl int,
KOMIIIJIITOP He 3aMEeTHT, eCJIH BBl YKaKeTe MX B HEMIPAaBUJILHOM TIopsike. Takoro posa
OIUOKY MOTYT TIPUBECTH K BOSHUKHOBEHUIO HESIBHBIX JIEEKTOB, KOTOPBIE CJI0KHO BBISIBUTD,
HMHOT/IA yTposKaonx He3omacHocTr. BoceMb mapaMeTpoB — 3TO He Tako#l Yk ITHHHBIH
cnrcok. HaM BeTpeyanmceh CUTHATYPBI C IECATKAMU TTAPaMeTPOB, KaKIBIN 13 KOTOPBIX
GBI CTPOKOBBIM. ITa npodiieMa 0cOOGEHHO XapaKTepHa st KOHCTPYKTOPOB.

[ToBepxHOCTHOE MO/IE/IMPOBAHNE U HESBHbIE KOHIIEIIIUM, KOTOPOE OHO IIOOIIpPSIET,
CYIIECTBEHHO YBEIMIMBAIOT PUCK HATIMCAHUST HEKOPPEKTHOTO 1 HEHE30MACHOTO KOJIA.
AJIbTepHATUBOI ABJIsAIOTCS GoJlee MPOLYMaHHBIN, IIyOOKIiT TOAX0/ K MOAEIUPOBAHIIO
U UCTIOJTh30BAHIE SIBHBIX KOHTETIHiT. Termepb moCMOTPHM, KaK BHITJIsAETA GBI 9Ta UCTO-
pust, ecyiu ObI PaGOTHUKHU CO3HATEIBHO TBITATNCH PEATU30BATH TIIYOOKIE MOJIEJIH.

2.3. [nybokoe MoaenMpoBaHue

YT06bI IIOHATH, YTO TaKOE TIIyOOKOe MOAEIMPOBaHUE, HEOOXOAUMO CHaYaIa IPUHSATH TOT
(axr, 4To 1106251 MOJIEJIb, KOTOPYIO BbI CO3/IAETE, ABJISAETCS PE3yJIbTaToM Bbibopa. B moboit
NpeMETHOI 001aCTH €CTh HECUMCIEHHOE MHOKECTBO PA3HBIX MOTEHIIMAIBHBIX MOJETIEH.
B xoze nmpoexTrpoBanys Bbl BEIOMpaeTe HaOOp KOHIENINIL, Ha KOTOPBIX BbI OyeTe oc-
HOBBIBAaThLCS, U BKJIaJblBaeTe B HUX OIIPeNeIeHHOe 3Hauenne. Ec/ ncIoab3oBaTh Tep-
MUWHOJIOTHIO ITPEIMETHO-OPUEHTUPOBAHHOTO ITPOCKTUPOBAHMA, 3TOT KOHerTHbIﬁ BbI60p
cocTaBisteT domennyio modeas (I modens npeomemnoi 061acmu) — HyKHYIO BaM CYIIL-
HOCTb IIpeMeTHOI obmactu. Hama paGoTa B 06/1acTu 6€301aCHOCTH U IPOEKTUPOBAHUS
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BO MHOT'OM BJIOXHOBJICHA [1PE/IMETHO-OPUEHTUPOBAHHBIM I10/IX0/I0OM, KOTOPBII I100MIPSIET
rayGoKoe TTOHUMAMHNE W CTPOTOE MOJIETTMPOBATEe TTPeIMETHON obmacTu!.

[lenenamnpasiennble ycuiaus B chepe MOJEINPOBAHNSI 03HAYAIOT aKTUBHOE N3Y4YeHNE
peaMeTHO 0bacTi. Bbl I0JKHBI CTPEMUTHCS HE K Peayn3aliui KOHIETUH, a K UX
MOHUMAHUTO. ITO /lesaeT 00CyKAeHe MOeell HaMHOTO TIyO:Ke U 3a9acTyI0 TIPHBOIUT
K UTEPATUBHOMY IIPOIIECCY, COCTOSIIIIEMY 13 OOIEHUsT U HAMCaHUst Koja. B pesyibrare
yIAeTCs BBISIBUTH OOJIbIIE KOHIEMIUH, 63 ABHOTO TPEACTaBICHNS] KOTOPBIX HEJIb3sT
B ITOJTHOW Me€pe OXBATUTh BCE XapaKTEPUCTUKN BaIlel MOIEJIN.

2.3.1. Kak BO3HuMKaloT riybokune moaenu

Bepuemcs k auanory mexxay Koau Posiukom 1 Mapkom DTOJI0rOM U IIOCMOTPUM, Kak Obl
OH BBITJISIZIEN B KOHTEKCTE TIIyGOKOTO MOJIETPOBAHMSL,

«I 3arem TbI MOKellb J0OABUTh KHUTH B 3aKa3», — roBOpUT Mapk.

«A Kak MbI OITUChIBAEM KHUTY?» — cripanmBaeTt Koju.

«MpI BBIBOIUM Ha3BaHUE U IIEHY», — OTBedaeT Mapk.

«Kaxoit MoxeT ObITh 11eHa? ITO BCera 1ejioe Yucio?» — He yaumaercs Komm.

«Hy ner. Knura mosker crouts, Haripumep, 19,5 nosutapa 6e3 yuera Hajoros», — yrod-
HseT Mapk.

Komu paceysknaet: «B kauecTBe aTprOyTOB KHUTA UMeET HazBaHue U 1ieHy. [leHa cama
1o cebe BBITJISIIAT IOBOJIBHO HETPOCTO, BE/b Thl YIOMSIHYJI Hajoru. [1o3ske MHE HYKHO
Oyzer Kak ciemyer 00 aToM ToAyMath». U cipammsaet: «JTo Bee, 4TO KacaeTcsl KHUTH?»

«Hea, — orBewaer Mapx, — taxske BakHO yKazath [ISBN, 4TOOBI MbI MOTJIM Pa3/IesATh
KHUTY € TBEPAOIL 1 MATKOI 00JI0KKOIT».

«Xopotmo. Jlaibiire Mbl g00aBjsieM KHUTH B 3aKa3, — ropoput Koau, — Hampumep,
“Mobu [Tux”, “Topmocts 1 ipexydexaenne”, “Tamier”, cnosa “Mobu JIuk”, “1984” u eme
pas “Mobu JTux”?»

«Hy mourn. MblI IpocTo yKasbiBaeM TpH ak3eMIuisipa “Mobu [Inka”, u Hac He 3a00THT,
B KaKOM TIOPSI/IKE OHU TIOKYTAIOTCS >

«MOKHO i1 KynuTh nojosuny “Mobu Juka”?» — cnpammsaer Ko

«KoneuHo HeT, Kakast TIIyTIOCTB!»

«Tot yomsinya ciioBo “konuuecmso”, — rosoput Koau. — f xouy mnosrydiiie B HeM
paso6parbest. Uto Oyzer, ecau cHavasia 106aButh Tpu “Mobu Juka”, a satem yoparh UX
Bece? [osyunTest i y Hac HOJb 9K3eMILISIPoB “Mobu JInka”?»

«39-9-9, He coBceM. To eCTh KOJMUECTBO HOJIb — 3TO BOOOIIE He KOJIn4ecTBO. Mbl OBl
€ro TIPOCTO YAAJIUINY», — yTouHsieT Mapk.

«IToxoske, y 9TOTO KOJIM4YecTBa eCTh KaKe-To MpaBuia, — ropoput Koau. — Hackourb-
KO GOJIBIITUM OHO MOKeT ObITh? /IBa MUJLTMAP/Ia KHIT?>

ITOT TepMuUH npuayMast Ipuk IBaHc. OH Takxke Hanucasn kuury Domain-Driven Design:
Tackling Complexity in the Heart of Software (Addison-Wesley Professional, 2004). Ee crout
IIPOYNTATD, JKEJIATEIbHO HECKOJIBKO Pa3.
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«Xa-xa. Koneuno, ner. Eciit cepbesHo, T0, HACKOJIBKO 5T TOMHIO, TOTOK KHHT, KOTOPBII
IIPOXO/IUT YepPe3 Mara3iH, OTPAHUYEH 1 MbI He MOKEM ITPUHUMATH 3aKa3bl C KOJIITYECTBOM,
ripeBbIiaonumM 240 emHUIT.

«IToTok KHUT, IPOXOAATINI Yepe3 Mara3uH?»

«Ara, OHU ero Tak Ha3bIBAIOT. JTO TO, KAK 3aKa3bl, CJIeJIAHHbIE B MHTEPHET-MarasnHe,
o6pabaThiBaioTCs Ha CKJajie. Peub ujiet o pasMepax KopoOOoK, YITAaKOBOYHOM IeXe U Mpo-
yem. Bostee kpymHbIe 3aKas3bl 0JUKHBI 060pabaThIBaThCSA B ONTOBOM MoTOKe. Ho B mHTEp-
HeT-Mara3uHe OH HeJ[oCTyIeH», — oObsichsier Colt.

«Yto o3HauaeT obuee Koiuuecmeo B 3akaze? MosKelllb IPUBECTU IIPUMED?»

«3TO NPOCTO COBOKYIIHOE KOJMUeCTBO KHUT. Eciu y Tebs ecth Tpu “Tamiera”, yeThipe
skseMiLigpa “Topaoctu u npeaybexaerus” u oqud “Mobu [uk”, obliee KOJIMIeCTBO
pPaBHO BOCBMI», — oTBevaeT Mapk.

COBET

B xoae MozaenvpoBaHus He 3abyabTe 06CyanTb BEPXHUE Npeaesibl — 3TO BCeraa
MO3BOJISET MOSYYUTb MHTEPECHYO UHDOPMaLIMIO.

Kopu iesiaet 3aMeTKy O TOM, 4TO OT/IeJIbHOE KOJIMYECTBO He MOKET TIpeBbiaTh 240
1 TO K€ caMOe KacaeTcs 00Iero KoandecTsa B 3akase. [1o3/ke 9T CBeIeHNs BOILIOIA-
FOTCS B KOJIE:

class Book { .
BookTitle title; Y KHUru ecTb c06CTBEHHBII KNacc (ABHOE NpeAcTaBneHue)

ISBN isbn;
Money price;

Knacc Quantity npeaycmatpuBaet orpaHuyenns
OTHOCUTENbHO TOF0, HACKONIbKO MaNbiM UnK 6ONbLIMM
MOXeT 6bITb KonnuecTBo (6u3Hec-GakTop, NpeAcTaBNeHHbIIi B Kope)

}

class Quantity {

Quantity(int quantityOfBooks) {
isTrue(@ < quantityOfBooks, "Quantity must be positive");
isTrue(quantityOfBooks <= 240,
"Quantity must fit in through-store flow, which is limited to 240");

}

Puck Toro, uto KT0-TO nepepacr
HeKOppeKTHOe KoJIn4yeCTBo, OTCYTCTBYeT —
KOMMUAATOP 3TOr0 He N03BONUT

class Order {
void addOrderLine(Book book,
Quantity quantity) {

}

Quantity totalQuantity() {

}
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OBPATUTE BHUMAHME
Koa — 370 3akoanpoBaHHas vHdopMauus. OTcioaa v HasBaHue.

[Tosske MBI leTasbHee IPOAHAJN3UPYEM ATOT KOJ. B riaBe 4 paccMaTpuBalOTCs
KOHTPAKTHI, TaKNe Kak isTrue(® < quantityOfBooks... Kiacc Quantity — ato npumep
KOHIIEIIIH JJOMEHHOTO TPUMHUTHBA, KOTOPOH MOCBsIIieHa r1aBa 5. A B ritaBax 6 u 7 peub
UJIET O CO3/ITAaHUN TaKUX CYITHOCTEN, KaK Kiacc Order.

2.3.2. [lyCTb HessBHOE CTAHOBUTCS SIBHbIM

B xome rry60KOTO MOZIETUPOBAHIIST MOSKHO BBISIBUTD €1ile MHOTO MHTEPECHDBIX KOHIIETI-
]_II/Iﬁ — CJIMIKOM MHTEPECHBIX /IJIA TOTO, I{TO6bI OCTaBJIATh UX HeIBHBIMI. Kak IIpaBM.JIO,
MbI COBETYEM /1€JIaTh HEABHDBIC KOHIICTIINN ABHBIMHU. Ecau B Bameit NCTOPUU BCTPEYACTCA
TaKast HesTBHAS KOHIIETTINST, KaK «KOJMIECTBO», TOTPATHTE TTAPY MUHYT, YTOOBI 0OCYANTD
ee Try6ke. Eciti oHa KaKeTcst BaM JIOCTATOYHO HHTEPECHOM, clieiaiiTe ee IBHOM — OITH-
IMHTE KaK 9acTh CBOETO TIPOEKTHOTO pereHns. [1o3ke mpn HalmmcaHnn Koa KOJTNIeCTBO
mpuMeT GOpMy OTAENBHOTO Ki1acca u OyIeT CAeauTh 32 COOMOIEHEM COOCTBEHHBIX
orparndenuit. K ToMy ke MCmoTb30BaHme 9TOH KOHIIETINH C/IeJIaeT OCTATBHON Ko Gomree
BbIPA3UTEJIbHBIM.

YacTo MOXKHO BCTPETUTD TaKOE BO3PasKEHUE: eCJIN C/IeIaTh BCe 3TH KOHIIETIINN SIB-
HBIMH, TIOJTYYUTCS MHOTO KiTaccoB. Ho ciieryer oTMeTHTB, UTO KO B 9THX KIaccax Hy KeH
B JIOGOM cJIydae: Bce 3aCTyKMBAIOTIIE BHUMAHUsT OM3HEC-TTPABUIA TOJIKHBI OBITH BO-
TIJIOMIEHDBI B KOJZE, HAY€ KAa4Y€CTBO CUCTEMbI YXY/IITNUTCA. PeaJII/ISaL[I/IH SABHBIX KOHHGHHI/Iﬁ
B BH/Ie KJIACCOB BJIMsIET HA OPTAaHMW3ANNIO Ko/ia. Ecm mHTepecHass BaM KOHIIETIIINS Pa3-
6pocaHa Mo HECKOJIBKIM KJIACCaM, €€ CTOKHEe NCKATD'.

COBET
Mpy MogenpoBaHun [enaiiTe HesiBHble KOHLEMNUUM SIBHBIMU.

[ToBepXHOCTHOE MOJIETUPOBAHNE — HTO TMOTEPSTHHAS BO3MOKHOCTD Y3HATH YTO-TO
BaskHoe. Kak BbI yiKe BUIENM, 9TO TOXKE MOKET ObITh MOTEHI[UATBHBIM UCTOYHIKOM
ysa3BuMocTeii 6ezomacHocTi. YToObI BOCIOIB30BATHCS ATON BO3MOKHOCTBIO, CJIELyeT 3a-
JIaBaTh BOTIPOCHL: « YTO MMeeTCsT B BUY MO/ KOJIMUeCTBOM? BBIBAIOT JI pa3Hble BUJIBI KO-
smyectBa? CyIecTBYIOT JIM OTpaHUUYeHMs?» Bbl, cKopee Bcero, y3HaeTe, YTO KOJTHUECTBO
KHUT He MOKeT ObITh OTPUIATENbHBIM. BO3MOKHO, BaM Jake YAACTCS BbIICHUTD, YTO OHO
He ObIBAeT HYJIEBBIM, IIOTOMY YTO «MbI UCIIOJIb3YEM CJI0OBO “KOJUYECTBO” C YHCIOM TOJIBKO
[IPY HAJIMYKMY KHWT, B IIPOTHBHOM CJIydae CYMTAETCs, YTO KOJUUECTBA BOOOIIE HET».

Bompocsl 0 HUKHEM IIpefiesie MOIyT IPUBECTU K 00CY:KIeHII0 Bepxiero. Pasymuo i
[I03BOJIUTD H00aBIATH B 3aKa3 2 147 483 647 kuur? Y cblinas TaKOM BOIIPOC, CIEHAJIICT
B [IPEAMETHOI 061acTH MOKET 0OBICHUTD, KaK PaboTaeT JOTHCTHKA, KAK KHUTH TPY3ATCSI

' Maprun @aysep HAa3bIBAET 3TOT APXUTEKTYPHBII CTUIb MPAHIAKUUOHHIMU CKPUNMAMU

(transaction scripts); cm.: http://martinfowler.com/eaaCatalog/transactionScript.html.
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Ha mo/yIoHbl 1 T. 1. O6cysKaeHne yrayOuT Ballie MOHUMAHUE TIPOIECCOB U CIIe CHIIbHEE
CHUBUT PUCK BOSHUKHOBEHWSI IPOGIIEM ¢ GU3HEC-TIETIOCTHOCTHIO.

Takoii OXO/T K TIPOEKTUPOBAHHIO JIEJIAET PE3YIbTAT HAMHOTO (0JIee BBIPA3UTEIbHBIM,
YCTONUYMBBIM U MEHEE MOIBEPIKEHHBIM YA3BUMOCTAM Oe30macHocTH. B cienyionux riasax
MBI TIOMBITAEMCST OOBSICHUTD, KK 9TOTO OCTUYD U KaKUe MPUHITHITBI TIPOEKTUPOBAHUS
Mmo3BoOJISTIOT ahpekTHuBHEe Beero u3berarsb ysiapuMocteil. Haurem ¢ paccMoTpeHust HeKo-
TOPBIX KOHIETIHI MTPEMETHO-OPUEHTHPOBAHHOTO MTPOEKTUPOBAHYSI, TOKA3aBIINX ceOs1
HanboJIee TOIe3HBIMH.

Pe3ome

O HenosHoe, OTCYTCTBYIOIIEE WA TTOBEPXHOCTHOE MOJICTTMPOBAHIE TPUBOIUT K TTOSB-
JICHUIO TIPOEKTHOTO PeleHusI ¢ gedeKTaMu B 06acTi 6e30MacHOCTH.
O /ledexr 6e30macHOCTH B BH/le HAPYIIEHHOW OU3HEC-TIETOCTHOCTU MOKET CYIIECTBO-

BaTh B IIPOMBIIIJIEHHOI Cpe/le HA MPOTSIKEHUN JAJUTENbHOIO BPEMEHHU, BhI3bIBAS
(punancoBbIe IOTEPH.

(W CO3HaT€JIbHO€, IeseHarrpaB/JI€HHOE ITPOEKTUPOBaH e ITO3BOJIAET IMOJTYYUTD Ky/1a boJiee
HaZeKHOE peleHune.



Yacmo 11
Ocnosut

BTOpaH YacTh 3TOI KHUTU He TOJIBKO caMast JJINHHAadA, HO U cCaMasa BaKHasd. B neii BbI 110-
3HAaKOMUTECH C IPUHIUITaMU, UAEAMN 1 KOHIEIIIUAMMA, KOTOPbl€ COCTAaBJIAIOT OCHOBY
nmoaxona K 6830H3.CHOCTI/I, OPUEHTUPOBAHHOTO Ha IMTPOEKTUPOBaHWE ITPOTrPAMMHOIO obec-
IeyeHumsd.

Ms1 XoTe BKIIOUYNTH B 9Ty 4aCTb MHOTO T€M, U T€, KOTOPbIC ITOITAJIN B UTOTOBOE N3~
JlaHune, SABJIAIOTCA, IO HallleMy MHEHUWIO, CAMbIMU T10JIE3HBIMU. Buauajie MbI BOODPYKUM
BaC MHCTPYMEHTaMU N KOHIIETIIUAMU, KOTOPbIE CPa3y K€ MOKHO HadaTb MCITOJIb30BATh
B IIOBCE/IHEBHOI paspa60TKe. Haﬂbﬂle BbI o6peTeTe O6p3.3 MbIIJIEHM A, C IIOMOIIbIO KO-
TOPOTO 6e3011acHOCTb obeceunBaeTCs Ha YpOBHE NTPOEKTUPOBaHUA, — 3TO, HABEPHOE,
CaMbIii BasKHbIN Matepuali, KOTOprfI TTO3BOJIUT BaM Pa3BUTDH NJEH, IPEACTaBJCHHDBIE B ATON
KHHTE, 11, BOBMOYKHO, Bpr8.6OTaTb CcOOCTBEHHbBIE METO/IMKH 6e3011acHOro ITPOEKTUPOBAHUSI.
YcBous atu naen u YBUAEB CBA3b MEKY ITPOECKTUPOBAHUEM ITO u ero 6630H8.CHOCTI)IO,
BbI, BEPOSATHO, CMOJKETE YBU/IETH IIPOIIECC p33p8.6OTKI/I B COBEPHIECHHO HOBOM CBETE.



OcHosHble KOHUenuuu
NPeOMemHo-opUeHMuUpo8anHozo
NPOEKMUPOBAHUS

B 3TOM rnaBse

O CaMble BaxHble acnekTbl NpeaMETHO-OPUEHTUPOBAHHOMO MPOEKTUPOBAHMS C TOYKM
3peHus 6esonacHoOCTK.

O Mopaenu Kak CTporoe ynpolLeH1e npeaMeTHol obnacTtu.
O Ob6beKTbI-3HaYeHWs], CYLLHOCTM M arperaTbl.
O [1oMeHHble MOAENM KaK €IMHbIN A3bIK.

@) OrpaqueHHble KOHTEKCTbl U CEMaHTUYECKNE rPaHNLLbI.

3a ro/ipl, Ha MPOTKEHUK KOTOPBIX MbI 3aHUMaeMCst pa3pabOTKOM ITPOrpaMMHOro obectie-
YeHWs, Mbl HalllJIM MHOTO NCTOYHNUKOB B/IOXHOBCEHU I, B TOM YNCJIEe O6H_[I/IX JJId BCeX Hac.
OzHUM U3 BasKHENIINX CTAJIO npedMemo-opuenmuposanioe npoexmuposanue (Domain-
Driven Design, DDD).

DDD ycranaBiauBaeT 4yTh OoJiee BBICOKYIO MJIAHKY JJIsT PazpaboTKu OOJbIITH-
cTBa cucrteM. Ham BCTPEYa/JIOCh MHOTO IIPOEKTOB, T'/I€ TJIABHBIN pyKOBOIIHH_[I/Iﬁ TIPpUHITAIT
3BydYaJl Kak «IIPOCTO cjesail, 4To6bl 0HO paboTano». Korga HaXoAuim MporpaMMHYTO
omunbKy, peleHne cocTosio B JobaBaeHn HHCTPyKuu if. HecMoTps Ha TO 4TO
omMOKK PeAKO OBLIN MOPOKAEHBI UCKIIOYNUTEIbHO JOKAJIbHBIMU YYaCTKAMU KOJA,
B Ipo6JIeMbl HUKTO He BHUKAJ 1 cucTeMa Obla OCHOBAaHA Ha HEIOJIHOM U HeCoTrIaco-
BAHHOI MOJIEJIN.
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MpeaMeTHO-OpPUEHTMPOBaHHOE NPOEKTUPOBaHKE — 3TO NoaxoA K paspaboTke MO,
B KOTOPOM Mbl:

1) cocpefoTauvBaeMcst Ha OCHOBHOW NpeaMETHOM 061acTu;

2) uccneayeMm mMoaenu B TBOPYECKOM COTPYAHMYECTBE MEXAY TEMU, KTO UMEeT
OMbIT B NpeAMETHON 06n1acTu, U TeMu, KTo paspabatbiBaeT M0O;

3) pa3roBapuBaeM Ha eAMHOM S3blKe B paMKax YeTKO OrPaHNYEHHOro KOHTEKCTa.

Eric Evans, Domain-Driven Design Reference
(Dog Ear Publishing, 2014)

DDD yTBepskAaeT, 4TO MbI JIOJKHBI CTPEMUTBCS HE MTPOCTO K CO3aHuUI0 paboueii
CHCTEMBI, & K HACTOAIIEMY OHUMAHUIO TOTO, YTO Mbl Ha caMOM JieJie coznaeM. [Tomuep-
KHeM ¢J10BO «umo». DDD genaer ynop Ha Iiry0OKOM HOHUMAaHUH IIPEAMETHON o0racTu,
a He TOJIbKO camoro pereHusd. C Haimell TOUKM 3peHus, mnpesectb npuHiunos DDD
B TOM, UTO OHU 3aCTaBJIAIOT HAC BOIIJIOTUTD 3TO IOHUMaHUE B KOJIe, — B Pe3yJbTaTe KO/l
UCIIOJIB3YET TOT JKE SA3BIK, UTO U MPOGJIEMa, KOTOPYIO BBI peliraeTe. Mbl cUUTAaEM, YTO aK-
[[EHT Ha rIyOOKOM TIOHUMAHUH TIOMOTAET HaM COBEPIIIEHCTBOBATHCS KaK pa3paboTunKaM.
A TO, 4TO JTAHHBIN MOJXO/I CEPHE3HO BO3/IEHCTBYET Ha HE30MTACHOCTD, CTAIO OUEBHTHBIM
HaMHOTO I103XKe.

ITa TyIaBa MOCBSIIEHa JUITh HEKOTOPhIM acriektaM DDD. 9to orpomuast 1 MHOTO-
CTOPOHHSS TeMa, 0XBAaT KOTOPOI — OT HallMCcaHUs KoJia /10 CUCTEMHOM MHTerpalnu, ot
anasmza TpeboBanuii 10 TectupoBanust. OHA TECHO CBsI3aHA € IPYTUMU THOKUMU METOJIO-
giorusimMu 1 iporieccamu. O DDD nanmcano MHOTO KHUT M OTPOMHOE KOJIMYECTBO CTaTeH,
MOATOMY BCEOOBEMITIONIEE PACCMOTPEHHE HTOTO TIOJX0/Ia B PAMKAX OJIHOM T/1aBbl OBLIO GbI
HEBO3MOXHBIM. BMecTo aTOro MBI cocpeioTounMces Ha Tex acriektax DDD, koTtopeie, Kak
MOKA3bIBAET HAIIl OTIBIT, MOTYT YJIyUYIITUTH GE30IacHOCTD.

Ecau Be1 He3HakoMbl ¢ DDD, TO 311€Ch CMOKETe TOHATD 3TOT MOAXO/T, YTO IIPUTOTUTCS
BaM B CJIELYIONUX TJIaBaX. JTa TJIaBa TaKyKe MOKET CJIY;KUTh CIIPAaBOYHUKOM. 11o3ke Mbl
BOCTIONIB3yeMCsT pasibiMu acriektamu DDD st yeusmenust 6e30TTacHOCTH, TOATOMY BB
MOJKeTe 0OPAITATHCST K 9TOMY MATEPHAITY, €CITH HY/KHO OY/IET OCBEKUTH 3HAHMS 00 00HEKTaX-
3HAUEHMUSIX, arperatax, KapraX KOHTEKCTOB I Jito00ii apyroil kowmernmn DDD.

MbI peKOMeH/yeM BaM MO3HAKOMUTBCS € 9TON TeMOii modJmKe, Tak Kak OHa OXBa-
TBIBAET JIAJIEKO He TOJIBKO 6e30MacHOCTh. XOPOINM HadaioM Oy/IeT MUHU-KHUTa Domain-
Driven Design Quickly'. Jlinsa HaunHaomux mogoiiger takxke Patterns, Principles and
Practices of Domain-Driven Design (Wrox, 2015) Ckorra Musrerra. Ecain Bbr XoTHTE
ryb0KO U3YYHTh ITY TEMY, TOYUTANTE OCHOBOTIOIATAIONYI0 KHUTY JpHrKa JBaHCca
«IIpenmerHo-opuenTupoBantoe npoektupoBanne (DDD)»? — B Hell BbI HaligeTe uc-
YepIIbIBAIONNI MaTepHual.

Domain-Driven Design Quickly (InfoQ, 2006) mosHO 3arpysuth 6ecriatio B popmare PDF
1o cepike https://www.infoq.com/minibooks/domain-driven-design-quickly.

Jeanc 3. IlpenmerHo-opuenTrposanHoe npoektuposanue (DDD): cTpykTypusaims cioKHbIX
porpaMMHBIX cucteM. — M.: Busbsmc, 2011, — 448 c.
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Ecam BBI y2Ke B kakoli-To crenenu 3sakoMbl ¢ DDD, Bocosib3yiiTech aTol T1aBOI /17151
OCBE)KEeHUs CBOMX 3HaHuil. 11 maske ecsiu Bbl ONBITHBIN IIPEMETHO-OPUEHTUPOBAHHBLI
ITPOEKTHPOBIINK, BCE PABHO MMOYNTANTE ee, TaK KakK 3/[eCh 3aTPOHYTHI ACHEKTHI, KOTOPBIE
MBI XOTeJIU OBl AKIIEHTUPOBATh, — OHU OY/IyT UCIIOJIb30BATHCS B JAJIBHENIIEM JIJIST YCH-
sienus GesonacuocTn. Mimedite Takke B BU/LY, YTO HEKOTOPbIE Uer OYyT IPEACTABIEHbI
B HECKOJIBKO CKaTOM BH[IE M MOTYT MOKA3aThCsl HEMHOTO UCKasKeHHbIMU. Mbl He TIpe-
TEH/LyeM Ha TIOJTHOTY, & JIUIIb CTPEMUMCSI TIPEZIOCTABUTh BaM MaTepuall, KOToporo 6yaer
JOCTATOYHO JIUIST 0OCY K IEH S GE30TTaCHOCTH.

M5t paccMOTpuM doMerible MOOeaU, KOTOPBIE JIEKAT B OCHOBE CHCTEMHOTT pa3paboTKI
B ctusie DDD. J/lomMeHHbBIE MOJIE/IN 3aKIAIBIBAIOT HEJIBYCMBICJICHHBIH, CTPOTHI (DyHAAMEHT
ornucanus (PyHKINI CUCTEMBL. DTO TIPE/ICTABJISET OIIPEIE/ICHHBIN MHTEPEeC ¢ TOYKU 3PEHIS
6e3omacuocTr. OnuUChIBast 00SIBAHHOCTU CHCTEMBI, BBI 320/IHO TTOJIYYAETe OTIIUIHYIO BO3-
MO>KHOCTD OIIPE/IeJIUTD, YeM OHA He JIOJIKHA 3aHUMATbCA.

[Tpu MozempoBanny 1 peaausaluy Mojiesieil B Kojie 110J1e3H0 UMETD 110]] PYKOH Ka-
Krie-HUOY/Ib COCTABHbIE 9JIEMEHTBI. JJOMEHHBIE MOZIEIN OOBITHO OCHOBAHBI Ha 00bEKTaX-
3HAYEHUSX U CYITHOCTSX. Bojiee KpyITHbie CTPYKTYPBI, KaK IPABIIIO, TIPE/ICTABJICHDI B BUJIE
arperatoB. Vcroyib30BaHue 3TUX 9JEMEHTOB CJIEIAeT Ball KOJ O0OJiee CTPOTMM U MEHee
CKJIOHHBIM K TIOSIBJICHUIO YI3BUMOCTEH.

Ecam otoiiTu 0T 0T/eIBHOIM CHCTEMBI U PACCMOTPETH YPOBEHb MHTETparuu, To DDD
[IPEJIOCTABJISACT TaKUe MHCTPYMEHTDI, KaK OTPaHNYeHHbIe KOHTEKCTBI 1 KapThl KOHTEKCTOB.
C ux momornio BaM GyzieT Jerde 06eCceqnTh 6e30MacHOCTD M TECHYIO MHTETPATINIO MEXKITY
HECKOJbKUMU cucteMamu. [IpeMeTHO-0preHTHPOBAHHOE TPOEKTUPOBAHNE OCHOBAHO
Ha CTPOTHUX JIOMEHHBIX MOJIEJIIX, I09TOMY BHauaJie MBI IOKaKeM, KaK MX CO3/IaBaTh,
4TOOBI ¢ UX MTOMOIIBIO XOPOTIO HOHSTH 33/[a4y, KOTOPYIO MOXKHO PEITUTh MOCPEICTBOM
Bamero I1O.

3.1. Mopenu Kak cpeacrtea obecrneyeHus
6onee rnybokoro noHMMaHusl

CHauvasa 0ObSICHUM, UTO NPEACTABIIIOT OO0 MoJenH, Jexaiue B ocHose DDD. B
CUCTEMHO pa3paboTKe CJI0BO «M00eib» MOXKET 03HAYATh MHOTO Pa3HbIX Bellei: gua-
rpammbl 10Tok0B B UML, crioco6 xpanenus: urdopmaiun B Tabauiax 6asbl faHHbIX
u 1. 1. B DDD Mozesb onuchbiBaeT OCHOBHBIE OU3HEC-ACTIEKTBHI, ¢ KOTOPBIMHU BbI IMEETE
IIeJI0, B BUZIE OIIPEIETIEHHOr0 Habopa KOHIENIIIA. 3adeM HaM HyKHbI TAKHIE MOJE/IH 1 KaK
OHM JIOJIZKHBI BBITJISIIETD?

Bce Mbl 3HaeM, uTo maHaieu He cyuiectsyer, © DDD He uckmiouenue. Uto0sl He BBO-
IIATh HUKOTO B 3a0JIysK/IeHIe, BCera HeoOX0AUMO 0TMeYaTh Te CJIydau, KOrja MeTOIUKA
WJTA METOJOJIOTHUST He daem CYIIeCTBEHHBIX IPEUMYIIIECTB, TIPU 3TOM CJIEYET YKa3biBaTh
00CTOSATENBCTRA, JIJIST KOTOPBIX OHA W/IEATbHO MOAXOANT. EC/IN BbI MPOEKTUPYETE CETEBOIT
MapIIPyTU3aTOP WU CHCTEMY yIIpaBjieHus OarakoM, BHEIIHHE 0OCTOSTENbCTBA MOTYT
cUJIbHO pasuuthbes. B nepBom ciyyae DDD mao yeM moMoKeT, a BO BTOPDOM CMOKET
MIPUHECTU HEMATTYIO TIOJIB3Y.
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B npumepe ¢ ceTeBbIM MapIIpyTU3aTOPOM CaMOil BasKHON ABJISIETCS TeXHUYECKas
mpobieMa — IOCTHKEHNUE TOBOTBLHO BBICOKOTT TPOTTYCKHOM CITOCOOHOCTH BBO/Ia,/BBIBOJIA
7 TOBOJTBHO HU3KOH JTATEHTHOCTH, YTO BOBCE He TpocTast 3a7ada. Ecam BaM He yaacTes
C Hell CIPaBUTHCS, Y BAC MOJTYUYUTCS MPOMYKT, KOTOPBIM HUKTO HE 3aX0UeT MOKYIaTh.
CereBasg TpOM3BOAUTENBHOCTD — BAKHENIIAS XapaKTepUCTHKa Mapiipytu3atopa. DDD
MOJKET TOMOYb BaM € MOJICJIMPOBAHUEM Ouepesieil MakeToB U TabJInI MapIIpy TH3AIINH,
HO He € MPOIMYCKHON CIIOCOGHOCTHIO UJTH JIATEHTHOCTBIO.

JIJ1st cpaBHEHMS PACCMOTPHM MPUMED ¢ CHCTEMOIT YITPABIEHUST GATAKOM B a9POTIOPTY.
Ee Texanueckast peaymsaiiist Gy/eT HCIOJIb30BaTh Te jKe 0asbl JaHHbIX, OUepeIr coo0IIe-
HU#T 1 GpeiliMBOPKH rpadUecKOro MoIb30BaTEIbCKOTO HHTEPdEca, UTO 1 HOJIBITIHHCTBO
npyrux cucreMm. KoneuHo, Bce 3TO MPUBHOCUT HEMAIYIO CJIOXKHOCTD, HO, CKOP€ee BCETO,
ocHOBHas TipobsieMa Gy/ieT B pyrom. Baia cucrema I0JEKHA YMETh OMHMCHIBATE MTPOXO0-
JKJIeHre Garaka U3 MyHKTa PErUCTPAIMN B CAMOJIET 110 JICHTaM TPAHCIIOPTEPOB U MOTPY-
304YHBIX MatuH. Ecii 910 omucanye moTyInTest HEKOPPEKTHBIM, GATask MOKET OTI03/1aTh
Ha HY;KHBIN pefic W BBIJIETETh HE B TOM HAMPABJICHUH. JTO MOXKET Pa3ocaioBaTh mac-
CaKUPOB M HAHECTU KOMITAHUY PEIyTAIIMOHHbIN 1 (prHAHCOBBII yieps. UTo elie Xyxe,
HA KOHY BaKHBIE ACIIEKThI 6€30MacHOCTH. 110 OUeBUTHBIM TPUYUHAM Oarax JIOIMYyCKAeTC st
HA CAMOJIET TOJIBKO B TOM CJIydae, KOT/IA TaM YiKe HaXO[IUTCsT ero Baaseserl. Ecau Garax
yIKe 3aPETUCTPUPOBAH, & MACCAKIP HE SIBUJICS, CUCTEMA JIOJIKHA TT03a00TUTHCS O BHITPY3KE
COOTBETCTBYIONMNX YeMoiaHoB. Ecii ona paszpaboTaHa ¢ OniOKaMu, CyIeCTBYET PUCK
TOTO, UTO €€ MOKHO OY/IET 3aCTaBUTh TIOTPY3UTh YeMOJIaH Ha OIPEACTICHHbII peiic min
OCTaBUTH €0 Ha GOPTY, AKE €CJIU €T0 CJAEAYET BBITPY3UTh, — UHOT/IA 3TO MOKET UMETh
CepbE3HBIE MTOCIIE/ICTBUSI C TOUKU 3peHst GE30MaCHOCTH.

Ecain Bam He yactest mosryanThb riryboKoe U 4eTKoe IOHUMaHHUe TOTo, Kak 0OpabaThiBa-
ercst Garask, BbI cosanuTe aedexTHyio cucremy. Ho xyske Bcero To, 4To 9T0 MOXKET OBITh
BPE/IHO /U1 KOMIIAHUU U ITOTEHIIMAIbHO OIIACHO IS KJIMEeHTOB. MoJkeT 0HTH /10 TOTrO,
YTO CHCTEMA OKAKETCST COBEPIIEHHO GECTIOIE3HON U a9POTIOPT CKOPEE 3aKPOETCsI, UeM
MPUMET €€ B AKCILTyaTalnio. ITO He TUIOTeTUYECKUH ITpUMep: OTKpbITHE /leHBepcKoro
aspoIIopTa, KOTOPOE M0JKHO OBLIO cocTostThest B 1990-M, OTIIOKUIM HA TOJITOPA TO/A
13-32 U3BSIHOB B CUCTEME YIIPABJICHUS GAaTaskoM, 4TO MPUBEJIO K TSKETBIM (DUHAHCOBBIM
norepsiM'. B Takux cuTyarusax moHUMaHUE U MOJIETUPOBaHUe 00JacTH yIpaBacHus Oa-
TasKOM JIOJIKHO OBITH Balllell OCHOBHOM 3a/iadeil. A TpaTUTh BpeMsT Ha ONITUMUBATINIO TTyJTa
coeIMHeHNH B 6ase MaHHbBIX Oy/eT omubKoil. B taHHOM mpruMepe mpeaMeTHast 001acTh —
3TO KPUTHUUECKHU BaKHAS CJIOKHOCTD 3a/Ia4N.

DDD nposiBiser cebst jiydiie BCero, Korja cucreMa UMeeT Jeo ¢ IPeIMeTHO 06-
JIACTBIO, KOTOPYIO TPYZHO MOHATH. B TaKuX CUTyalnsgx caMbIMU HACYNITHBIMU 3a/la4aMU
SIBJISTIOTCS] HOHUMAHUE BCEH CIOKHOCTH MTPEMETHON 0bJacTi u ee MozieinpoBanue. Eciu
BbI He cyMeeTe YJIOBUTb BCeX TOHKOCTEH Pas/IMuHbIX TEXHUYECKUX aClIeKTOB, Ballla CUCTe-
Ma TIOJTyUHTCST He TaKOW MOJIE3HOM, Kak xoresoch Obl. Ho ecsint He cMoskeTe pasodpaThest
B CJIOKHOCTSIX MPEAMETHON 0GJIACTH, TO MOJYUIUTE CHCTEMY, KOTOPAs JI€JaeT HE TO, YTO
HY’KHO. B 9TOM cMbICIe ipeiMeTHast 001acTh 00IA/IaeT KPUMUUecku 6avCHOL CLONCHOCTLIO.

' JlenBep B aTOM He oiuHOK. Harpumep, 5-if tepmunai asporiopra Xurpoy B Jlonrdope (Anriimst)

HCIIBITbIBAJI IIOXOKUE HpO6HeMI)I.
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Kaxk roxaspIBaeT Halll OIIbIT, K 9TOil KATErOPHH OTHOCUTCS OOJIbUIMHCTBO GU3HEC-TIPIIIO-
sxenuil. [loHnMaHye IpeaMeTHO 00IaCTU U CO3MaHKe TIOAXOAIIIEN MOLEIN SABJISIOTCS
OCHOBOI JIJIs pelieHust 3a1a4 OU3HEC-JIOTMKU.

Bam MOKeT 1mokasarbes, 4To IpeaMeTHas 00JacTh — 9TO UTO-TO HETEXHUUYECKOE.
Ho 10 He Tak. IHOrAa KPUTHYECKN BakKHASA CJIOKHOCTh OTHOCUTCS K IIPEAMETHON 06-
JIACTH, a camMa 006J1acThb SBJIETCs: TeXxHu4eckoil. [IpezcraBbTe, 4TO BbI IHMIIETE ONTHMI-
supytomuii komnuiasgTop. OH 1peBpaiaeT UCXOJAHUKH B XOPOIIO ONTUMU3UPOBAHHbIN
MAITUHHBIN KOJI, KOTOPBIH MOKHO BBITTOJTHSTD, P 9TOM OH 33/I€HICTBYET JIOKAJIbHbBIE
ONITUMHUBAIINH, YCTPAHSIET «MEPTBBII» KOJI, PA3BOPAUYMBAET MOJABBIPAYKEHUS HA dTAIE
KOMITUJISTIIAY U T. 1. CJIOKHOCTD 3/1eCh COCTOUT HE B TIOBBITNEHUN TIPOU3BOAUTEILHOCTH
yreHus /3armcy (haiiyios, a B IPUMEHEHUU BCEX 9THX OITUMU3ALUI TaKKUM 00pasoM, 4TOObI
MOJTyYeHHAsT TIPOTPaMMa JieJiajia TO, YTO YKa3aHO B MCXOAHOM Kojie. OCHOBHBIE yCHJIHS
JIOJKHBI OBITH HAIIPABJICHDI HA CTPOTOE TIPEJICTaBJICHIE HCXOIHOTO KOJIA ¥ BBITIOJIHEHHUE
npeobpas3oBanuii Tak, 4ToOBI ONTUMU3UPOBAHHA IIPOIPAMMa HE MEHsLIa CBOEH CyTH.
3/1eChb KPUTUYECKH BasKHasl CJIOKHOCTh OTHOCUTCS K TIPEAMETHOI 00J1acTH, HO cama 00-
JIACTD SIBJSETCS TeXHUUECKO!

Tenepp nompobyem pasobpaThesl, KAKOe OTHOLIEHHWE 9TO UMeeT K 6e30IaCHOCTH.
Bam Oyzer HEIpoCTo MOLYYUTh BCe 3HAHMUA, HEOOXOAMMBIE /I TOrO, YTOOBI Ballla CICTe-
Ma BeJia cebs Kak CJIelyeT B JI0ObIX BO3MOMKHBIX CUTYAIUSAX. Y YUThIBAs BCE CTPAHHBIE
cJyyau, KOTOPble MOTYT BOSHUKHYTb, 9Ta 3ajaua OyAeT JOBOJBHO CIOKHOU Jake MpH
yCI0BHU PabOThI ¢ HOPMaIbHBIMU, Ge30IIacHBIMU JaHHbIMU. Ho Bce cTaHer ele cioxHee,
ec/IM BaM HY’KHO 06ecIieduTh YCTOMYUBOCTD K BPEAOHOCHBIM JAaHHbIM. KTO-TO MOsKeT
IOIIBITAThCS ATAKOBATH BAllly CUCTEMY, IIOCJIAB €l IPUUY/IIUBbBIIA BBOJ, YTOObI 3ACTABUTD
ee cJielaTh YTO-TO HEMpUsTHOE. U aske B 9TOM cilydae crcTeMa JIOJIKHA OTBETUTH KOP-
PEKTHBIM U 6e3011acHbIM cII0co60M. MBI yiKe BUIEIU 9TO Ha IIPUMEPE KHUKHOTO UHTep-
HeT-MarasuHa B IiaBe 2. Hukakas HopMaibHas OU3HEC-IIPOLEAYPa He MOKET IIPUBECTH
K 100aBJIEHUIO B KOP3UHY aHTUKHUTHU B KosindectBe —1. TeM He MeHee HeZI06pOCOBECTHBII
KJIMEHT MOJKET 9TO CJIeJIaTh, YT0ObI MAHUITYJIUPOBATH CUCTEMON (B JIaHHOM cirydae JiJist
YMEHbIIEHUST UTOTOBOM CTOMMOCTH 3aKa3a).

Kax mokasblBaeT Halll OIIBIT, 11 obeclieyeHns 6e3011aCHOCTU OCHOBHOE BHUMAHUe
He0OXOJUMO YAEIATh MOCTPOEHUIO JOMEHHBIX Mojeeil. ITo6ouHbIM a9 dEKTOM 9TOro
MOZIX0/a CTaHeT TO, YTO MOXKHO Oy/eT u3besKaTh MHOKECTBa MPObJIeM ¢ 6e30MacHOCTbHIO,
0CcOGEHHO TeX, KOTOphIe KacaioTes OusHec-1e0cTHOCTH. K ToMy ke JoMeHHble MOJIeIH
B OTIpe/IeJIEHHON CTETeHN 3al[UINAI0T Balll KO/ OT HEKOTOPHIX TEXHUYECKUX aTaK.

BaMm Hy’KHBI JJIOMEHHBIE MOJIEJIH, KOTOPBIE CIIOCOOCTBYIOT CTAOMIBHOM U He30acHOI
paspaborke. IhPerTUBHASL MOJEIb JOJKHA:

Q 6bITh HpOCTOfI, YTOOBI BBl MOIJIN COCPEAOTOUYUTDHCA Ha KIIIOYEBBIX MOMEHTAX;

Q OBITb CTPOrOM, YTOOBI CAYAKUTH OCHOBOM /15T HAITMCAHMS KOJA;

O obGecreunBath TIIyGOKOE IOHUMAHUE, YTOOBI CeJaTh CHCTEMY O-HACTOSIIEMY I10-
JIe3HOII;

O O6bITH JYYIIUM BEIGOPOM C IPArMATHYECKON TOUKH 3PEHHUS;

O 1penoCcTaBIsITh SI3bIK, KOTOPbIA MOKHO UCIIOJIB30BATh IIPU 00CYKAECHUN CUCTEMBL,
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DDD ne nanaries: 1moJie3HOCTb 3TOTO TIO/IX0/Ia 3aBUCUT OT KOHTeKcTa. CyIiecTByIoT
CUTYaIMH, B KOTOPBIX HE CTOUT Y/IEJATh OCHOBHOE BHUMAaHMe MOJIEJIMPOBAHUIO TIPe/-
MeTHOIT obactu. HarrpuMmep, ec/iv BbI IIHIeTe IporpaMMHOe 0OecIiedeHIe /ISl CETEBOTO
MapIIPyTU3aTOPa, CAMBIM BasKHBIM aCIIEKTOM /ISl Bac OyeT IIPOIYyCKHAs CIIOCOOHOCTh
BBOJIa/BbIBOZIA. B MTaHHOM cilyyae KpUTUYECKU BayKHAS CITOKHOCTD JIEKUT B TEXHUUYECKOH
mockoctr. Ho gaske 3j1ech He0OXOAMMO MOLYMAaTh O TOM, HE CO3/IaeT JIM HeJOCKOHATbHAS
JIOMEHHasT MOZIEJTb PUCKK 6E30TTaCHOCTH.

COBET

Kputnyecku BaxkHasi ClIOXKHOCTb CyLLECTBYET BCeraa. BaM Hy)XHO onpenenutb,
K YeMy OHa OTHOCUTCS: K TEXHUYECKUM acrekTaM Wiv K npeaMeTHON obnactu.

[To HameMy MHEHWIO, IJIABHBIM TIPEUMYIIECTBOM MOEJIUPOBAHUS TIPEIMETHON 06-
JIACTH SIBJISIETCSI TO, YTO OHO TroomipsieT Gosee raybokoe u3ydenue mpeamera, 6e3 KoTo-
poro e 06ofiTrch. OBIAIETh JKaPTOHOM OU3HEC-CIIEUATICTOB He TaK YK CJIOKHO, U BBI
MOZKETe UCII0JIb30BaTh TOT JKe SI3bIK JIJIsl COCTABJICHUST TIepeUuHs TpeOOBaHNUH, KOTOPBIN Ha
MEPBBI B3MJISA BHITJISAUT npusnao. Ho eciin HeT riryGOKOTO MOHUMaHS TaHHON 00J1a-
CTH, B HETO MOT'YT IPOHUKHYTb HeJI0Opa3yMeHNsl, HECOOTBETCTBUS U JIOTMYECKHe JTa3eHKu.
ITH U3BSTHBI He IAIYT BAM CO3/[aTh HAJIEKHYIO CUCTEMY, KOTOPas BeleT celOst IPaBUILHO
B HECTAH/IAPTHBIX CUTYAIMAX, & B XY/IIIEM CJIydyae CTaHyT IPUYUHON MOSABJICHUS YA3BU-
MocTeli B 6e3omacHocTu. Pabotast Hal JOMEHHO MOJIETBIO COBMECTHO CO CTIETHATICTAMI
B IIPEJMETHON 00JIaCTH, BBl MOKETE MHOTOMY HAYUUThCSI.

3.1.1. Mogenb — 3TO ynpoLleHHas Bepcus peasibHOCTU

Mogenp — 9TO yIPOIIEHHAS BEPCHsI PEATbHOCTH, U3 KOTOPOH yOpaHo Bce TO, UTO BaM
He HysKHO. HampimMep, KoT/ia BBI pernctTpupyeTe Harak B a9pOIopTy, CHCTEME He HYKHO
3HATH pa3Mep Baieil 00yBu. A BOT HHGMOPMAIHST O BECe YeMOIaHA MOKET ITPUTOIUTHCSI.
Yro6bl BaM GBLIO JIeTye MOHUMATD ¥ PEaTU30BbIBATH CUCTEMY, MOJIENb JIOJIKHA CO/IEPKATh
TOJIBKO Te CBEJCHUS, KOTOPbIE BAC MHTEPECYIOT, HATIPUMEp Bec Garaka, HO He pa3Mep
06yBU Taccakupa.

CretyeT MOHMMATD, YTO MOJIESIb — 9TO HE uarpamma. XOTs BO MHOTUX JIPYTUX KOH-
TEKCTaX MOJeb MOJKET 03HAYATH TUATPAMMY OTIPEIETIEHHOTO THTIA, KAK B CIyJae ¢ MOJie-
JISIMU OTHOIIIEHUH B TPOEKTUPOBaHUY 0a3 JAHHBIX WK AuarpaMmmamu kiaccos B UML.
ITU UArPaMMBI SBJISAIOTCS TIPEACTABICHUSIMU Mojiesiell, HO camu MOJIeJId OIUCBIBAIOT
VIIPOIIEHHOE TOHUMaHKe PeaJbHOCTH Ha KOHIIENTyaJlbHOM yPOBHE.

OBPATUTE BHUMAHMUE
Mogenb — 3T0 He Avarpamma, a onpeaeneHHblii Habop abcTpakumit.

B DDD Ttepmun «Moiesib» UCIOAB3yeTCS MIPUMEPHO B TOM JKe 3HAYE€HUH, YTO U B MO-
JeJTMPOBAHUM JKEJIE3HOJOPOKHOTO TpaHcnopTa. IIpu usrorosiennn Mozesieil moesunos
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OJTHUM aCIleKTaM PeajIbHOCTH yelisieTcst G0JIbIIoe BHIMAHMKE, a APYTHe COBEPIIEHHO HI'-
nopupyitores (puc. 3.1). Ilonumarne Toro, Kakue JeTaiun T0JKHbI ObITh peaTiCTUYHBIMMU,
a KaK#e MOKHO MCKAa3UTh, — KJTIOY K CO3/IAaHUIO KaK UTPYIIEYHBIX MOE3/I0B, TAK 1 MOJIesIei
IpeAMeTHONH 001acTh.

Puc. 3.1. Mogenb noesaa BbIrNaaUT Kak HacTOSILLMIA, NOAMMHHbIA noess

Ha puc. 3.1 usobpaskena mozespb noesga. OHa BBINISAUT KaK [0€3]] U JABUKETCS 110
peJibcaM, HO HACTOSIIIIUM [TO€3/[0M €€ Ha3BaTh Hesb3s1. MBI cuuTaeM ee MOJIEJIbIO, TaK Kak
OHa COXPaHsIET HEKOTOPbIe BayKHbIE aTPUOYThI, HTHOPUPYST OCTajdbHbIe. [lepeuncaum
napaMeTpsl, OGIIHE ISt UTPYIIEYHOTO M HACTOSIIETO MOE3/I0B.

Q I[sem. MBI cunTaeM, 4TO MOJIENIb OTIPE/IETIEHHOTO T0e3/1a I0JIKHA IMETh TOT JKe I[BeT,
YTO ¥ OPUTHHAIL

Q Omuocumenvivie pasmepvl. Mbl oxkuzaeM, 4To nponopin 6yayT cobmonenst. Ecan
B PEAJILHOCTH BBICOTA JIBEPEil B /[Ba pasa 60JIbIIle MUPUHBI, TO K€ COOTHOIIEHUE J0JTK-
HO GBITH U B MOJIEJIH.

O @opma. Mbl okumaeM, 4TO MOJIENTb MOE3/a U €€ IeTalu OyayT UMETh Ty 5Ke (Hopmy,
YTO W PeaybHBIN TTOe3/I.

Q Jsuscenue. Mbl 03KUaeM, 4TO MOJIE/Ib 110e3/1a OYIET ABUTaThC [0 PEJIbCaM TaKUM Ke
00pa3oM, Kak aTo JieJIaeT HACTOSIIUI I0€e3]1.

HaszoseM Takske HEKOTOpBIE aTPUOYTHI MOJIENN, TOUHOE BOCIPOU3BEICHUE KOTOPHIX
MBI CYMTAEM HEOOS3ATECIBHBIM.

a Mamepuwz. Huuero CTPalllHOT O, €CJIN MO/IEJIb C/le/TaHa U3 IIJTaCTUKa NJIN JKECTH, a OpU-
TMHaJI — U3 JIPYyTUX MaTE€PpUaJIOB.

Q Ab6comomnviii pasmep. Eciu HacTositme BaroHsl MeioT AnHy 30 METPOB, TO y MOJIEJH
OHH MOTYT OBITH HAMHOTO MEHBIITE, U TO HOPMATBHO.

Q Bec. Mozeib HAaMHOTO Jierde, 4To BIIOJIHE OKUaeMO.
Q Mexanusm mszu. Y MOIeIN HET IAPOBOTO ABUTATeIs, OHAa padOTaeT Ha SIeKTPIIECTBE.

a HBZU6p€/le08. Y Momenn PebChbl MOTYT n3rnbaThCcsa HAMHOTO CHJIbHEE, YEM B p€aJjib-
HOCTHU, 11 3TO AJOITYCTHUMO.
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YLII/IBI/ITGJIBHO, HO HaWTH pasdjniuns MEKAY UTPYHIEYHBIM N HACTOAIIUM ITOE3aM1
HaMHOTI'O Jierde, 4eM CXO/ICTBO. Tem He MeHee MBI y6e>1<11eHb1 B TOM, UYTO TaKasd MO/I€JIb
Ioe3/1a MMpaBuJibHasd. Eit aBHO YZaJI0Ch BO6paTI) B ce0s IJIaBHbIE aCIIeKThl TOI'O, YTO MbI
ITOHMMaEM II0/] IT0E€3/I0M.

]_IBeT, OTHOCHUTEJIbHbIE PadMeEPbI U JIBUIKEHNE — ITOTO /IOJIPKHO OBITh JOCTATOYHO, YTO-
Obl TIOHATD, YTO II€PpE HaMU TTOE3/L. ITO pn HeO6XOlII/IMbIX anI/I6yTaI €CJIN B MO/I€JIN OHHU
HE CO6]IIO,ZI€HI)I, Mbl HE CTaHEM IIPUTBOPATHCS U Ha3bIBATh €€ 110€3/10M. Ecm xe MozeIn
HE Y/1aCTCA Y/IOBJIETBOPUTD KaKME-TO Apyrue Tpe6OBaHI/I${7 MOJKEM I3TO ITPOUTHOPHPOBATD.

OBPATUTE BHUMAHMUE

Mogenb — 3TO YNpoLLeHHast BEPCUSI peasibHOCTW, KOTOPYHO Mbl BCE XK€ MOXEM
BOCMPUHUMATb Kak KOPPEKTHOE MpefCcTaB/ieHne peanbHON BELLN.

Ha aToM MBI 3aBepInaemM 9KCKypC B MUP UTPyHIEK. [TaBHast MBIC/Ib, KOTOPYIO CJEyeT
BBIHECTH M3 9TOTO TTyTENIECTBUSA, COCTOUT B TOM, YTO MOJIEJIb — 9TO YIPOIIEHHOE TPEI-
CTaBJIEHNE YEr0-TO PEANBHOT0. ITO OTHOCUTCA U K MOJEISAM, KOTOPBIE MbI HCIIOJIb3yeM
B CHCTEMHOM paspaboTtke. [Ipn MOAEIMPOBAHNY YeJOBEKAa MOKHO BBIGPATh HECKOJIBKO
aTpUOYTOB: UMSI, BO3PacT, pa3mMep 00yBU U HEOOs3aTeIbHOE HATMUNE JOMAIITHETO TTHTOM-
1a. Jto, beccropHo, Tpybast, HO Bee ke Mojesib (puc. 3.2).

Yenosek Moxxem
Vivs: umemb LomatuHee
i > XVUBOTHOE
BospacTt

Pasmep 0byBu

Puc. 3.2. MNoTeHuuanbHas Moaenb Ntoaen U AOMALIHUX XUBOTHbIX

Moziennb — 9T0 yIIpoIIeHue, HO OHa BCe JKe JIOJKHA OBITh J0CTATOYHO 0OIIEH IS TOTO,
4TOOBI OXBATHIBATH PA3JIMYHbIE HHTEPECHBIE /IS BAC BapUaIlii. B ipuMepe MbI I0TycKaeM
pasHble MeHa, BO3PACTBI M Pa3MePbl 00YBH, a TAK/KE HAJIMIHE WU OTCYTCTBHE JOMAIITHETO
JKUBOTHOTO. Bce 9To MOKeT NMpOosIBIATHCS B Moziesin. Mbl He pasindaeM Jojiell pasHOTO
pocra u He obpaliaeM BHUMaHMsI Ha 1X npudecky (puc. 3.3).

ITY MOJIETTb MOYKHO TIPEICTABUTH MHOKECTBOM PA3HBIX CIOCOOOB: NCTIOIb30BATH ISt
9TOTO OOBIYHBII TEKCT WU TIPOUILITIOCTPUPOBATD €€ € TIOMOIIBIO0 PA3HOTO POJa IUArPaMM
(narpumep, cpaBHuTe puc. 3.2 1 3.4). A ente mpuMeHUTb Ko/ (TICEBIOKO/T UJIA HACTOSIIITUN
SI3BIK TPOTPAMMUPOBAHI ). BaskHO TO, YTO HU OJIHO M3 ATHUX IIPE/CTABIEHUI He SIBJISETCS
Moziebio. B yacTHOCTH, 32 MOJIENTb YaCTO IIPHHUMAIOT IarPaMMBbl KJIACCOB, HO MOJIENTN KaK
TaKOBbIE HE TOKIECTBEHHBI CBOUM TIPECTaBIeHUsIM. Mo/IeJIb — 3TO KOHIIEITYaJIbHOE 110~
HIIMaHIe TOTO0, YTO BbI CUUTAETE CYIIECTBEHHBIM B IIPOIECCE MOIETUPOBAHNS, — B TAHHOM
CJTyJae aTo UMsl, BO3PACT, pa3Mep 06YBHU U TOMAIIHUET TTUTOMETI.

['1aBHOE TIperMyIIIeCcTBO TPUMEHEHUST MOJIeJiell B KaUeCTBe CUIIBHO YIIPOIIIEHHOM Bep-
CUU PeaTbHOCTHU B TOM, UTO TIPOCTHIE MOJIENIH JIerde ciesiaTh crporumi. I1osxke, koria BbI
Gy/ieTe co3/aBaTh U3 HUX MPOrPaMMHOE 0becTieueHne, 9To OYIeT BaKHO.
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@ Axo AXeliH
4 pd N
LLleAdoH
\

IR

Puc. 3.3. 1o, 34 roga, 9-i1 pasmep 06ysu, v ero nec LLenaoH; [xxeiiH, 28 neT, 6-i1 pasmep 06ysu,
6e3 AOMaLLIHEro XXMBOTHOIO

Yenosek JlomallHee XMBOTHOE
PK | ID yenoseka r—o—l— FK | ID Bnagensua

Z1VE

BospacTt

Pasmep obyBu

Puc. 3.4. Ta xe moaenb, HO B APYroM MpeacTaBieHnm

3.1.2. Mopgenn gomkHbl 6bITb CTPOrMMHK

JloMeHHasT MOJIesIb — 3TO He TPOCTO YTIPOIIEeHHAsI BEPCUs PealbHOCTH: HEOCTATOK Jie-
Tajiell KOMITIEHCUPYETCS JOMOJTHUTENBHON cTPOTOCThi0. CIIOBO «CTPOTOCTH» B IAHHOM
CJIydae MCHOJIb3yeTCsT B MATEMATHIeCKOM CMBICTIE M O3HAUAeT «TOUHOCTh»: KOHIICITHI,
anI/I6yTLI, OTHOIIEHMA 1 ITIOBE/ICHUE JOJIZKHDBI 6I)ITI) O/THO3HAYHbIMU.

Jltoi — OUYeHb CIIOKHBIE CYIIECTBA ¢ MHOKECTBOM aTpUOYTOB M OTHOIIEHUH. PermB
COCPENIOTOYNTHCST HA UMEHH, BO3pACTe, pasMepe 00YBU U JIOMAITHUX KUBOTHBIX, BBI T10-
TepsIII MHOTO JleTaseii. Ho BMecTo 3TOro mosryunim To9Hoe oIpe/iesieHre TOTo, YTO TIOHH-
MaeTe IO/l YeJTOBEKOM, U GIaro/iapst TaKOi TOYHOCTH MOJKETE TIPEACTABUTD ITY CYITHOCTh
B MPOrpaMMHOM Kojie. YTOOBI ONPEeIUTh, KAKUMH JETAISIMA MOKHO MTOKEPTBOBAThH
B YTO/Ly TOYHOCTH, HY;KHO MTPUJIOKUTD MHOTO yCUJIUii. V1 ecii BbI XOTUTE CIIEIATh 9TO KaK
CJIETy €T, TTPUAETCST OOPATUTHCST K JIIOJISIM € TIIYOOKUM MOHUMAHIEM TTPEIMETHON 00TaCTH.
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OBPATUTE BHUMAHMUE

Tex, KTO NO-HacTosILeMy pa3bupaeTcs B TOM UK MHOW TEME, Mbl 30BEM CrieLma-
NUCTaMmn B NpeaMeTHON obnactu.

Hanucanue nporpaMMHOro obeciiedeHus: mojapasyMeBaeT COTPYAHNYECTBO MEXKLY
rpodreccroHaIaMu JIByX Pa3HbIX TPOMUIIEit, KOTOPbIE AOJKHbBI IIPOJLYKTUBHO B3aMMOJIeii-
cTBOBaTh. Peub et o GusHec-crenuammcrax u pazpabordukax. Y Kakmaoi CTOPOHBI €CTh
0cobbie MOTPEOHOCTH, YIOBIETBOPEHHUE KOTOPBIX SIBJSIETCS 3aJI0TOM CO3/IaHUSI OTJINYHOTO
npoxaykTa. BusHec-crermaniucTamM HyKHO IMETb JIEJI0 ¢ TEPMUHOJIOTHET, K KOTOPOit OHI
[IPUBBIKJIN, & He ¢ KAKOW-TO TeXHIUIecKol abpakanabpoit. Eciin oHU He y3HAIOT cOOCTBEH-
HYIO IPEIMETHYI0 00JIACTh, 3TO Oy/IET 03HAYATD, UTO BBI UX TTO/[BEJIN.

Heckosbko TepMUHOB:
*  npedmemnas obracmo (0oMer) — Ta YACTh PEATBHOrO MIPA, B KOTOPOI 4TO-TO IPOUC-
XOAUT (Harmpumep, 06J1aCTh yIpaBJaeHust 6araskoMm);

e domennas modes» — OTHOUILTPOBAHHAS BEPCUST TPEAMETHOI 00I1aCTH, B KOTOPOIi KasK1ast
KOHIIETIIHST UMEET OTPE/IeJICHHOE 3HAYCHUE,

e K00 — 3aKOJMPOBaHHaA BEpCcUia JIOMEHHOM MO/I€JIN, HallMCaHHaA Ha A3bIKE IIPpOTrpaM-
MUPOBaHUA.

OpHoro Junib HaJIMYUs 3HAKOMBIX CJIOB B [10JIb30BAaTEILCKOM MHTepdeiice 1im 3aro-
JIOBKAX pacreyaTaHHbIX 0TYeTOB HeocTatouno. CruereMa 0JKHA BeCTH ceOst Tak, YTOOb!
OGU3HEC-CIEIUATNCTBI CYUTAIN ee JIOTHYHOM, COrJIaCOBAaHHON 1 OHATHOMU. [IJ1s1 3TOTO
JOMEHHAsT MOJIEJTb JIOJIKHA OBITh cTPOTOit. EC/i Mojiesib HecTpoTast U COAEPIKUT JABYCMBbIC-
JIEHHOCTH, Pa3JIMYHbIe YACTH CUCTEMBI MOTYT BeCTH ce0st TI0-PasHOMY.

Harmpumep, Ha 9KpaHe B IIyHKTE PETUCTPAIIMHI MOKET 3HAUUTHCS «KOJIUYECTBO YEMO-
JIAHOB», TIPU BBIXOJIE HA TIOCA/IKY — «KOJIMYECTBO Oaraxar, a Ha IJIaHIIeTaX MOrpy3du-
KOB — <IOKJaxka». CUTyalust MOKeT yCyryOuThCsl, CIi HEKOTOPbhIe U3 9TUX IIOHATHI
YUUTHIBAIOT PYYHYIO KJajb, a Apyrue — Het. Korga paboTHUKM asporopTa o6IanTcest
MESKLY COOOM, KasKIbIil M3 HUX JI0JI’KEH TOMHHTD, Ha KAKOI 9KpaH CMOTPUT ero cobece-
HUK W CJIEJYET JIU [IPU 9TOM [IPUOABJISITH/BBIUNTATH PYUHYIO KJIa b, VIHOT/Ia BOSHUKAIOT
HesiopasyMenust, 1 Oarask Tepsiercst. CucremMa moABOUT KOMIIAHUIO U BBITJISINT HEJIOTHY-
HO JIsKe JIJIsT CIIEITAIINCTOB B IIPEIMETHOM 00JIaCTH.

OCTOPOXHO

Mcnonb3oBaHWe ans onucaHus KoHUenumm noyT CUHOHMMOB 3a4acTyto ABISIETCA
NPU3HAKOM HECTDOFOVI mozenu.

Kondyssl MOTyT BO3HMKATh U TOT/IA, KOT/IAa MOJIETb COTJIACOBAHA C TOYKU 3PEHUSI
TEPMUHOJIOTUH, HO UMEET CJAUIIKOM MSTKHE OTpaHuuYeHus U oTHouleHus. Bo MHo-
TUX CJIYYasiX 9TO OKa3bIBAETCH PE3YJAbTATOM 33/[€ICTBOBAHMS CTAHAAPTHOU CUCTEMBI,
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MPUCTIOCOBIEHHON K IPeIMETHON 061acTH; Tak, K MPUMEPY, OOBIYHO TIPUMEHSIIOT MTPO-
nykrel ERP (enterprise resource planning — rraHupoBaHIe pecypCcoB TPEATPUSITIS ).

B 1940-x 1 1950-X rogax KOMITbIOTEPHI BIIEPBBIE CTAIN UCIIOIb30BaTh B KOMMEPUYECKIX
EJISAX: € UX TIOMOIIBIO TIJIAHUPOBAJIM TPUMEHEHUE YCTPOUCTB U ChIPbS Ha TPOU3BOJICTBE,
4T0 OBIJIO GOMBIITNM IIATOM BIIEPE]] IO CPABHEHUIO ¢ OYMasKHBIM JTOKYMEHTOOO0POTOM
U py4HbIMU 1ponenypamu. B 1980-x ropax niuanuposanue nompebuocmu 6 Mamepuaiax
(material requirements planning, MRP) 3BOJMIOIIMOHUPOBAIIO B NHAAHUPOBAHUE NPOU3-
sodcmeennvlix pecypcos (manufacturing resources planning, nrorza ynorpebasior co-
kparenne MRP II) u crano BkaovaTh B cebs1 (PUHAHCHI, IEPCOHAI, MAPKETHHT U JIPYTHE
Tak HasbiBaeMble pecypcbl. OTHAKO B UCXOMHOIT TIPEMETHON 00JIaCTH LISl IPOU3BOJICTBA
MIPOJIYKTOB MO-TIPEKHEMY UCIIOTH30BAINCH PECYPCHl U3 HAKIAMHON Ha MaTepHUaIbHbIE
cpencrsa. U, Tak Kak MpenpusiThs CYIIECTBYIOT pasHbie, 9Tu MRP uMmesn oueHb THOKY0
KOH(UTYpaIUIO.

B 1990-x rozmax aTu mpoIecchl 3BOJTIOIMOHNPoBain B cuctembl ERP 1 navanm npu-
MEHSTBCS 715 TTAHUPOBAHUST PAaOOTHI MENBIX MPEANPUATHIA, a UTOOLI OHU MOTJIH Jefi-
CTBOBATh Ha JIOOOM TPEANPUATHY B JIIOOOH OTPACTH, UX KOHMDUTYPAIUIO C/IeTaH elile
ru6ue. VX 9acTO OMMCHIBAIIH 1 TPOIABAIH KaK CMAHOapmmbie CUCEMbL, KOTOPBIE MOJKHO
HACTPOUTH 115t paboThI B 110601 npeameTHol obmacti. OHAKO OHY MPEICTABIIAIN CO-
60i1 Te JKe CUCTEMBI YIIPABJIECHUST MATEPUAIBHBIMU MOTOKaMU. DTO GU3HEC-HAIIPaBJIEHUE
VCIIENTHO MPOIaBAJIO TAKKe CHCTEMBI U1 060pabOTKH KaT00 KIMEHTOB, TOIUTEHCKAX
pacciieJloBaHu U IPYTUX COBEPIIEHHO pa3HbiX cdep nedrenbHocTu. K coxanenuio,
yCIIelNTHast TPo/iaka CUCTEMbI BOBCE He 03HAYasa, YTO OHA TPUHOCUIIA KaKYy0-TO TTOJTb3Y.
Ecsu BBI X0THTE CKOH(DUTYPUPOBATD CUCTEMY YTIPaBJICHUS MAaTePUAIBbHBIMU TTOTOKAMU
JUTSE TIPOBEIEHUS TIOJTUIIEUCKUX PACCIeOBAHUI, BAM TIOHAIO00STCS OUeHb HEOUEBUIHBIE
abCTpakIuy: MOJUIIEHCKOr0 MOJKHO TIPEJICTABUTD B BUJIE YCTPONCTBA, a 0TdeT 06 orpabiie-
HUW MOKHO CYMTATDh TPYION CBIPbsT, KOTOPast 00pabaThbiBaeTcst yCTPOUCTBOM (ITTOJIHITHEN )
B X0/I€ paccJie/loBaHusl.

Yto6bl BTUCHYTH OJ[HY TIPEAMETHY0 00JIaCTh B IPYTYIO, BAM HYKHO ObITh MEHee KOH-
KPETHBIMU ¥ TOYHBIMHU. Pe3yJIbTaTOM 3a4acTyio SIBJISIETCST 00TIast cucmema ynpasienus
obsexmami, B KOTOPOH Jo6as CynHocTh — 910 00beKT. [losb3oBarenbeknii unTepdeiic
[03BOJIsIET OOHOBJISITH aTpUOYTHI 0OBEKTOB, HO Takast 0000IIEHHAST MOJIEJIb HECeT B cebe
HE TaK YK MHOTO WH(OPMAITUI O TOM, 4TO 9TH 0OBEKTHI Ha CAMOM JIeJIe TIPEICTABJISIOT.
YacTo cymecTByeT BO3MOKHOCTD yKa3aTh J1000e coueTanre arpubyTOB U OTHOIIEHWIA.

Taxast HecTporast CHCTEMa, KOHEUHO JKe, CKJIOHHA K OIMIMOKaM, a, KaK Bbl BUIEJIU B TIPH-
Mepe ¢ KHUKHBIM UHTEPHET-Mara3uHoM, HeIoCTaTOYHasl CTPOTOCTh MOSKET BBI3BATH T10-
SIBJIEHUE JIBIP B GE301TaCHOCTH.

OBPATUTE BHUMAHMUE

Xopowasi cuctemMa 3aboTuUTCs 0 NOTPEBHOCTSIX Kak BM3HeC-CneumanmcToB, Tak
N paspaboTumkoB. OHa JO/KHA YAOBNETBOPSATb NpodeccroHanbHble HyXabl
obeunx 3Tux rpynn.

OueBU/IHO, UTO HAM CJIE/YET YAeAATh BHUMaHve OGustec-crenuannctam. OHU OJKHBI
paboTaTh B IPUBBIYHON jJist ce0s1 IPeIMETHON 06JIACTH, TOATOMY BaM HY’KHO BBIOPAThH
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TEPMHUHOJIOTHIO, KOTOPasi UM 3HaKOMa. Eciii He yiacTcst 3Toro Jo6UThCs, 9TO CTaHeT
6oabInoi omubKkoit. Takoii ke 6oJIbIIoI, Kak HECTIOCOOHOCTD YAOBJAETBOPUTD HYK/IbI
IPYTUX TPODHECCHOHATOB — Pa3pabOTUMKOB.

B koHeuHOM cueTe Halu 00SIBaHHOCTH, KaK Pa3pabOTUMKOB, CBOSITCS K HAITMCAHUIO
koza. M aTo MaTeMaTudecku CTPOruii KOl — OH TOBOPUT KOMITBIOTEPY, YTO JIEJIaTh B 3a-
BUCHMOCTH OT UMEIOIUXCA JJAHHBIX B COOTBETCTBUHU C HAITMCAHHBIMU HAMM [IPaBUJIAMMU.
Bot nouemy tpebyetcst ctporocts. U MOydnTh €e MOKHO JIHOO U3 PasTOBOPOB CO CIie-
[UATMCTAMY B TIPEIMETHON 06JacTH, MO0 3a CUET 3aMOJTHEHUST TPOOETOB € TTOMOIIHIO
000CHOBAHHDIX ITPEATIOIOKEHII.

Ecsin MbI ckaskeM, 4To y OOJIBITHHCTBA JIF0/Iei He 60JIbIle OHOTO JOMAIIHErO K-
BOTHOTO, 3TOTO OyeT HeocTaTouHO. PazgpaboTynK JOJIKHBI 3HATH, OTPAHUYEHO JIN
KOJIMYECTBO TTUTOMIIEB BCETO OJHUM. JTOT TOT acCIeKT Hallel mpodeccuu, KOTOPBIi
TpebyeT ompeieJIeHHOTO My KecTBa. BaM HYJKHO 3a/1aTh BOMPOCHL, YTOOBI CIe1aTh
MOJIEJIb CTPOrOi M 0iHO3HAaYHOI. Eciin BbI cripocuTe, MosKeT Jid GbITh OOJIbIIIE OHOIO
JIOMAlIHero KUBOTHOrO, B OTBET MosKeTe yciblmaTh: «O, Hy 9TO 04eHb pejikoe sBJie-
Hue». B pesyibrare Mokere b0 MO3BOJUTH YKA3bIBATD CIIUCOK JKUBOTHBIX, JTHOO
YIOBJIETBOPUTHCS TEM, UTO KUBOTHOE MOJKET OBITH BCErO OJHO. B mepBOoM ciydae
cucTeMa crnocobHa cTaTh CJAOKHEEe HEOOXOAUMOTO W PAHO WJIU MO3THO CTOJKHETCS
€ KaKMM-TO HEOOBIYHBIM coueTaHreM aTpruOyToB. Bo BTOPOM ciiydae BbI 3alIpeTUTE YKa-
3bIBaTh GOJIBINE OHOTO JOMAIITHETO MUTOMIIA U HECKOJIBKO MECSIEB CITYCTST OIYTUTE
Ha cebe Hero[0BaHUe KIUEHTOB (KOTOPBIE, BO3MOKHO, JOCTAICH BaM IIPU MOKYTIKE
JIPYTOii KOMIAHWUN ), Y KOTOPBIX UX JiBa U Oosibiie. UTo elie Xyke, GU3Hec-CreuaancThl
MOTYT C/IeJIaTh Bac KO3JIOM OTIYIIEHUS, JTYKABO 3adBUB: «Mbl jke TOBOPUJIH, YTO ITO
MOKET CAYIUTHCS», XOTSI BBI BCETO JIMIITh CAETATN PE3OHHOE MPEATOI0KEHUE, YTOODI
HE YCJIOKHATD CUCTEMY. Y Bac A0JKHA ObITh BOBMOKHOCTD IPUHUMATD PEIICHUS, YTO-
Obl IIPOJABUTATH Pa3PabOTKY.

YT06bI HE MOMACTD B 3Ty JIOBYIIKY, CJIEIYET aKTUBHO UHTEPECOBATHCS TEM, KAKOU
JIOJIKHA OBITH MOJIEND: «/lOJIKHBI JI MBI Pa3peniuTh 106aBICHIE HECKOIBKIX JOMAITHUX
JKUBOTHBIX WJIM JIy4Yllle OTPAHUYUTBCS OAHUM?»> PelieHue o ToM, cjellyeT Jiu yYUTbl-
BaTh MOTPEOHOCTH HEOOBIYHBIX KIUEHTOB, OTHOCUTCS K GU3HECY, a He K TEXHOJOTHSIM.
Eciv MHOKECTBEHHBIE IOMAIITHUE JKUBOTHBIE HE TIOJ/IEP;KUBAIOTCS Balllell CHCTEMO, UX
npugercs 06pabaTbiBaTh ¢ HOMOIIBIO OTAEIbHOM Py4HOii nponeaypsl. Ho 1 noagepskka
6OJIBIIOrO PA3HOOOPA3UA TOKE UMEET CBOIO TieHy. BosaMoskHOCTB paboTh ¢ Bee Hosee 06-
UMY MOJIEJISIMU BBITJISIIAT COOTa3HUTENILHO, HO PAHO WJIU MO3/IHO BCE BAIIHU CYITHOCTU
GY/IyT COEIMHEHBI MESK/LY COOO0IT OTHOIEHUSIMHU BHJIa «MHOTHE KO MHOTUM>». B osirocpoy-
HOM IlepcIieKTUBe 9TO He IIpUBeeT HU K yeMy Xopouiemy. [TocsenctBus ucnosnb3zoBanus
001I1el MOJIEITH CJIOKHO TIPEIBUJIETD U TIOHSITb.

[TpencraBbTe, UTO y Bac €CTh (DYHKIHSL, KOTOPASI TIO3BOJISIET KIIMEHTAM OOMEHUBATHCSI
JOMAITHUME KUBOTHBIMU. ECJIH [IPU 5TOM Y OIHOTO YeJIOBEKA MOKET OBITh HECKOIBKO
YeTBEPOHOTHUX, BaM MPUETCS MEPEOCMBICIUTD 3TY BO3MOKHOCTL. O3HavYaeT JIiM 3TO, YTO
KJIUEHTY A JIOCTAIOTCS BCE JKUBOTHBIE KJIeHTa B 11 Hao6opoT? Vu sKuBOTHBIE 0OMe-
HUBAIOTCS 10 ofiHOMY? Eciiit He 0TpasuTh B Mojiesin GU3Hec-06J1acTh, MOKHO TIOJIBECTH
GusHec-crenuanucToB. ECJiu ke co31aTh HEOCTATOUHO CTPOTYIO MOJIEJb, MOKHO MO/I-
BeCTH Pa3paboTINKOB.
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OBPATUTE BHUMAHMUE
Xopolias MoAenb [A0/KHa OTpaXaTk 6U3HeC-06/1acTb M NPU 3TOM 6bITb CTPOrOA.

Hanuuue CTpOFOl\/‘I MoAeNnn O3Ha4aeT, YTO B KOHEYHOM CYETE €€ MOXHO 6YLI,ET
B34Tb 3a OCHOBY AJ11 HanNUCaHWA KoAa.

[IpoekTupys mporpaMmMHoe odecIiedeHre, Bbl IPUHUMAETe IIOX0KUE PEIIeHUsT — CO3-
JlaeTe IPOCTOe IIpeICTaBIeHue CI0KHOIO ABIeHNs. PaccMoTpuM npuMep 00beKTHO-0OPH-
E€HTUPOBAHHOIO KO/, KOTOPBII 0OBIYHO UCIIO/IB3YIOT B IIKOAbHBIX y4eOHUKAX. ITO OYEHb
MOBEPXHOCTHOE OMUCAHNE YEIOBEKA, B KOTOPOM UTHOPHUPYETCSI MHOKECTBO aTPUOYTOB
¥ OTHOIIEHUIA:

class I?er‘son { . Mogenb KoHLenuuM NpeaMETHOI
private String name; | g6nactu «uenoBek», npeAcTaBneHHas B Koge

private int age;
private int shoeSize;
private Animal pet;
void growOlder() {
this.age++;

}
void swapPetWith(Person other) {

311ech HEeT OTPOMHOTO KOJIMYECTBA CBOWCTB U OTlepallnii, XapaKTePHBIX /IS YeJIOBEKA.
Mojess cBefieHa K 4eThIpeM aTprOyTaM, KOTOPhIEe BAYKHBI B KOHKPETHOM KOHTEKCTE. Y Hee
€CTh Ha3HAaYeHMEe — cdepa MOBeeHNs], KOTOPYIO BBl XOTUTE onucaTh. Ha mepBbIil B3I
OTKAa3 OT JIeTasell esaet cucreMy OefiHee, HO B3aMeH MBI ITOJTyYaeM KOe-4TO OU€Hb BaK-
HOE — BO3MOJKHOCTD OBITH TOUHBIMH.

Yenogex — CIOXKHOE CYIECTBO CO CJIOKHBIMU cBg3aMu. Ho B Hanreit Mozesn kiace
Person — 3TO HEYTO C UMEHEM, BO3PACTOM, PazMepoM 00YBH, JOMAIIHUM KIBOTHBIM
U CIIOCOOHOCTBIO CTAHOBUTRCS cTapiire, U Bece. TO TO, 4TO MbI HOHUMAEM IT0JT TEPMUHOM
«enogser>. Tepsist getanu, Mbl IPUOGPETAEM TOUHOCTD.

3.1.3. Mopgenu BbupatoT B cebst rnybokoe NoHMMaHue
npeaMeTHoM obnactu

Koneuno, mpepiaynuii mTpuMep MOAEJUPOBAHNS YeJIOBEKA MOJIYIUICS 0 CMENTHOTO
npocTeiM. Peasbrbie mpobieMbl HAMHOTO CJIOKHEe, Kak B ciydae ¢ 06paboTKoil Garaxka
B asponopty. YeTkoe moHumManue Toro, 4YTo UMEHHO OXBATbIBAET JOMEHHAsI MOJIEJIb, /1a-
eTCsT He TaK JIETKO, Kak MHOTHe MOTJI Obl moaymath, Ha camMoM jiesie 3HaHUst, KOTOPbIE
BaM HY’KHO OXBATUTD, JIaske TIy0sKe TeX, KOTOPBIMHU MOJIb3YIOTCS CIIEIUATUCTDI B TIPE/I-
MEeTHOI 06JIaCTH B TIOBCEIHEBHON paboTe, KOT/Ia PEIaioT oT/eJablbie 3a1aun. [Ipuunna
3TOTO B TOM, YTO MOHUMAHUS BaM JIOJZKHO GBITH JOCTATOYHO HE TIPOCTO JIJIST TOTO, YUTOGBI
paboTaTh B KOHKPETHO MPEIMETHOIN 061aCTH, HO JJIst CO3[IaHMsI KOMITBIOTEPHOIN CUCTEMBI.
CpaBHUM 3TO € €3/101 Ha BeJIOCHTIE]IE.
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BombiinHacTBO U3 HAC SBJSIOTCS CIIEMAINCTAMU TI0 €3ie Ha BEJIOCUTIE/IE B TOM CMBbIC-
Jie, 4TO MbI He 00[yMbIBaeM Kaxk10e cBoe ABrKeHwue!, B aToM Jierko yoeanThest, ecaiu mpo-
€XaThCs Ha BEJIOCUTIEIE B HETIPOCTBIX YCIOBUAX: TI0 HEPOBHOM IOPOTE, B BETPEHYTO MTOTOLY
1, BO3MOYKHO, J1axe ¢ OOJIBIINM [TAKETOM B OLHOIL pyke. D10 TpedyeT MactepcTsa. CpaBHu-
TE 9TO € TPYAHOCTAMHU, C KOTOPBIMU CTAJKUBAETCI PEOEHOK, KOTOPbIIl TOJBKO YUUTCS
KaTaThCs TI0 TJIAIKON TTOBEPXHOCTH B COJTHEUHBIN JIeTHUH feHb. C TaKMM MacTepPCTBOM
CPaBHUMbI 3HAHUS CIELMATUCTOB B IIPEMETHON 001acTi — OHM pa3OUpaioTcs: B CBOEH
cdepe negarenprocTu. Hampumep, crienuaiuct mo J0CTaBKe 3HAET, KAK BbICTPAUBATh
MapIIPYThI JIJIsT TPY30BBIX KOHTEIHEPOB /la’ke B CIOKHBIX YCJIOBUSIX, HAIPUMED, KOT/ia
KOHTeITHED 110 onbKe BHITPY3UIIN ¢ KopabJist 1 B OsinsKaiiinee BpeMst HIKAKUX MOPCKHUX
peiicoB B TOM e HallpaBjieHuu He npeasuantcs. Clenuaauct B IpeiMeTHOi obmacTu
c110co0€eH yIauTh JajKe KaBEeP3HbIE CUTYALUH, PACCMATPUBASI UX 110 OUEPEII.

K coxasieHuio, HalMcanue IIporpaMMHOIi cucTeMbl Tpebyer ele GoJiee ryOoKoro mo-
HuMaHus. Bbl He MosKeTe HaXOAUTHCS «Ha 00bEKTE», OIIEHUBA BO3HUKAIOIINE IPOOIEMbL
1 UMIIPOBUBKPYS, YTOOBI UX PELIUTh, — BCE 9TO HEJAOCTYIIHASI BaM POCKOIIb. BbI nuinere
[porpaMmy, KoTopas J0JzKHA BCe 9TO JesiaTh 6e3 Ballero npucyTcrsus. Bosee moaxo-
IAIIast aHAJIOTHA 31eCh CKopee He o0ydeHue pebeHKa e3jie Ha BeJOCHUIIe/le, a CO3JaHne
pobOTa-BETOCUTIEANCTA.

ITpu pazpaborke TakOTo Po6OTA TIOHUMAHHUE €3/[bl HAa BEJOCHIIE/E JOJIKHO OBITH
HaMHOTO TJIy0ske, yeM y OOJIBIIMHCTBA CIIEIUAIUCTOB, BKJIIOUast IIPOoheCcCuOHaNbHbIX
BEJIOKYPBEPOB WJIN TEX, KTO 3aHUMAETCST BEJIOCUTIEIHBIM MOTOKpoccoM. Hanpumep, kak
[MOBEPHYTH HAIIPABO, KOT/A BBI efieTe Ha Bejocutene? Iloaymaiite 06 3TOM HECKOIBKO
CEeKyHJI — BBI, HABEPHOE, JICIaTN 3TO ThICAUY pa3. BoabImmHCTBO TI0e OTBETUT HeE 3a-
JIYMBIBasiCh: «S1 TIOTSIHY 3a IIPaByIo pydKy pyJist». K coskaseHuIo, ns-3a meHTpobesKHoi
CHUJIbI BBI HAKJIOHUTECH BJIEBO U yIajiaete Ha achaibr?,

Ha camowm zmese BbI 10/ICO3HATEIBHO TOBOPAUYNBAETE PYJIb BJIEBO, UTO 3aCTABJISIET
Bac Ha MUT OTKJIOHUTbHCS BIPaBo. Yepe3 HECKOTBbKO MUIINCEKYH/T HAKJIOH TOCTUTHET
MOJIXOJISIIETO YTJIa, TIOCJIe Yero Bbl TIOBEPHETE PYJib BIIPABO U BBIIIOJHUTE MAaHEBP.
Haksion BIIpaBo JoJKeH ObITh POBHO TaKKM, YTOObI KOMIIEHCHPOBATh IIEHTPOOEKHYIO
CHJTY, OH TI03BOJIUT BBITTOJHUTH Ge30MacHblil 1 cTabuabHbIil oBopoT (puc. 3.5). Bor je-
JlaeTe 3TO, He 3a[yMBIBAsICh M He TIOHUMAas BCeX TOHKOCTEN KnHeMaTuku. Ecm xoTute
€o371aTh poOOTA-BEJOCUIIEANCTa — HTO TOT YPOBEHbD, HA KOTOPOM BbI JIOJIZKHBI BJIajIeTh
JTAaHHOU TEMOII.

Hcropus ¢ poboTOM HeceT Kak ILJIOXKe, TaK U XOpolire HoBOCTH. I1oxas HOBOCTD
3aKJII0YAETCS B TOM, YTO B TOJOBE y CHEIMANUCTa B IPEAMETHON 00J1aCTU HET FOTOBOIA,
Hacmosiujell Mojienn. Bbl He cMOKeTe TOJIYUYUTh Y HETO OTBEThI HA BCe CBOU BOTIPOCHI.

B apeiidycoBckoit Mogesu 1pruobpeTeH st HABbIKOB JIFOJIEH ¢ yMEHUSIME TAKOTO YPOBHS Ha3bl-
BAIOT 9KCcTIepTaMu U Mactepamu. Moskere mountars kuury A Five-Stage Model of the Mental
Activities Involved in Directed Skill Acquisition (University of California, Berkeley, 1980),
HanucanHyto 6patbsimu CrrioaproM u Xbiobeprom Jlpeiidycamu.

IlenTpobeskHbIE CUIIbL IEHICTBUTENBHO CYIIECTBYIOT, Iaske €CJU Ball yUYUTeNb 10 husmnke
roBopuii o6patHoe. Peub uzer o GUKTUBHOIL cuiie, KOTOpast HaGJIOAAETCs BO BPAIlAOIIeNcst
CHCTEME OTCYETa, TaKOI Kak moBopaurBamomuii Besocumnenuct. Lepbepr Cosmunreiin Harmcasn

3aMevartesIbHyI0 KHUTY 110 KnuHeMartuke o Haszsanuem Classical Mechanics (Addison-Wesley,
1951).
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Ho ectb u Xopolasa HOBOCTb: COBMECTHasA pa60Ta Ha/l MO/I€JIbIO CO CIIelIIhaIUCTaMM1
B HpelIMeTHOfI 06J1acTi MOKeT OBbITb BecesIOl U MOJIe3HON. JTOo IIpo1iecc moCTerneHHoro
nccjie/10BaHns pasHbIxX MOJIeJIeN C BbI60pOM TOM U3 HHUX, KOTOPasd MOJAXOANT JIA pEHNICHU S
NMCIONIMNXCA 3a1a4.

ToAbKO no cekpemy:
donvbuturemBo Benokypoepol
3M020 He 3HArM

O d-xal
4 .
CMaduAbHbIi

noBopom Bnpabo
@ MoBopaduBaem
Bnpabo

HaknoHsemes
Bnpabo
ToHkoe uckycembBo
npabozo noBopoma
Ha Berocunede

>

MoBopadubaem @
Brebo

Puc. 3.5. Ytob6bl co3patb poboTa-Benocuneamcta, Tpebyercs rnybokoe NoHMMaHue Toro,
KaK rMoBopayMBaTh HanpaBo

COBET

Jlyuwine Mopenu nonyvatoTcs nNpu B3aMMOAENCTBUM pa3paboTumMKoB U crieuma-
JUCTOB B NPeAMETHOM 06/1aCTM — 3TO NMOCTEMNEHHbI M MHOMOLLAroBbIi npoLecc.

3.1.4. Mopgenb He COo34atoT, a BblbupatoT

OnuH U3 pacpocTpaHEeHHBIX MU(DOB O MOETUPOBAHUN, KOTOPOTO MPUJIEPKUBAIOTCS
MHOTTIE, TIPEJTTONATAET CYIECTBOBAHIE B TOIOBE Y CTIEIMATINCTA B TPEIMETHON 06IacTI
ujeanbnoil Mozenu. Ito He tak. Cozanue MozeIu MOPa3yMeBaeT CO3HATEIbHbIN Bbl-
60p 113 MHOK€ECTBA BAPUAHTOB: MOJIEND TOJKHA COOTBETCTBOBATH BAITHM TTOTPEOHOCTSIM,
KOTOPBIC ONPEIEIIAIOT €€ Ha3HAUCHUE.
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OBPATUTE BHUMAHMUE

He cyliecTByeT KakoM-TO OJHOM HACTOSILLEN MOAENN, €CTb TOJIbKO BapUaHThI.
Bbl6UpaiTe TOT, KOTOPbIN NOAXOAUT ANS BalUMX LENen.

Jlronu, npaktuxytomme DDD, nHOr/1a NCTIO/IB3YIOT BBIPAsKEHNE <IUCTUIIIISIIAS MO-
nei>. CpaBHUM cebst Ha MUHYTY € IPOU3BOAMTENSIMU BUCKH. EC/ HEMHOTO YIIPOCTHUTB,
[IPOMBBOACTBO BUCKU HauMHAETCsI ¢ OOJIBIIOrO KOJIMYeCTBa (hepMEHTHPOBAHHOTO CYCIIa,
HENpUIroAHOro st uThsa. Cycio HarpesatoT U cobupaior ucrapenus'. HauaabHbiii po-
VKT, COJIEPSKAINIT alleTOH, BBITUBAOT. CpeiHsst 4acTh B OCHOBHOM COZIEPKUT aJIKOTOJIb
¥ HEMHOTO BOJIbI C HATypaJbHBIM NMPUBKYCcOoM. Ee octaBistior. B ocsieineit yact HeMHOTO
aJIKOT0JIs1 1 GOJIBIIOE KOJIMYECTBO BOJIbI, €€ IIPUBKYC He caMblil IpUATHbI. Ee Toxe BbI-
GpacskiBatoT. Bee, 4To ocTasoch, Mbl HazblBaeM BUCKHU. Baliie OTHOIIEHNE K 9TOMY HAIIUTKY
U PENOYTEHUS] MOTYT PAa3HUTHCS, HO OCHOBHas Mzest JOJKHA ObITh MOHATHA. B niporiecce
JACTUJUISIIIAI Mbl CO3HATEJIBHO COXPaHsIeM HEKOTOPbIE YaCTH M OTOPACHIBAEM T€, KOTOPbIE
HaM He Hy»KHbI. TOUHO TaK ke, IUCTHIIIMPYST MOJIE]Ib, BbI U30aBJISIETECH OT OAHUX aCIIeK-
TOB PeaIbHOCTH U OCTABJISIETE JIPYTHE.

BaskHo 311€Ch TO, UTO AUCTHILISIIIAIO MOSKHO TIPOBOAUTD TIO-PA3HOMY. Y HAC eCTh BBIOOP.
MpbI co3HaTeTbHO OCTABJISIEM CPE/IHIO0 YaCTh, TAK KAaK HAIIA 33j1a4a — MOJYIUTh KPETTKUHA
HaIMTOK €O CriennUIecKUM TPUBKYCOM. MbI TTbITaeMCS IUCTUILIIMPOBATH HEYTO, YTO
Oyxer npusaTHO yroTpebisth. Lleas onpeaenser ciocod AUCTUILISIINN.

OBPATUTE BHUMAHME
Mbl AMCTUAAMPYEM MOZAENb C ONpeAeneHHON LienbHo.

OiHAKO TIPOU3BOIUTEIH MOT ObI IPUHSITH PYTUE PEIIEHsI, €CJIH OBI TIEPel HUM CTOSI-
Jia uHast 3aja4a. Eciiu Obl OH XOTEJ MOJyYUTh alleTOH, MPOIECC BBITJISIIE ObI O-PYTOMY.
ITepsas yacTh OGblIa OBI COXpPaHEHA, a BCe OCTATbHOE BHIOGPOIIeHO. TOUHO TaK Ke BB MO-
JKeTe TUCTUJLINPOBATD U3 OMHON U TOH JKe PeasbHOCTH Pa3Hble MOJEIN B 3aBUCMOCTU
OT TOTO, JIJIST 4eTO COOUPAETECH X UCTIOJIH30BATh.

Harra Mojiesib, OTIUCHIBAIOIIAST YEJIOBEKA ¢ MMEHEM, BO3PACTOM, pa3MepoM 00yBHU
1 JOMallTHUM KUBOTHDBIM, — 3TO BCETO JINIIb OJINH N3 BapUaHTOB. [[pyraﬂ MOJeJIb MOKET
OTIMCBHIBATD Y€JIOBEKA 110 €0 JlaTe U MECTY POJKAEHUs, MeHaM mMarepu u otia. Hemnb3s
CKa3aTh, UTO OJIMH U3 ITUX TIOJIX0/I0B MpaBuibHee Apyroro (puc. 3.6). Ouu paszuble u 1MojI-
XOJISIT JIJIST PA3JIMUHBIX 1iesieid. EC/in BBl BeJleTe PeecTp YieHOB Kiyha COOaKOBOJIOB, TiepBast
Mojiesib Oyzet sisHoO syuiie. Ho eciu uccienyere, Kyjla SMUTPUPOBAJN PA3HbIE WICHBI
CeMbH, OTJIYHO OAOUIET BTOPOIl BADUAHT, a MEPBbIN OyaeT GECIOIe3HbIM.

B mportecce MoiesiupoBanust crapaiirech moo6parh pasHble MOJENH, KOTOPBIE BbI-
paskaoT Balry mpeaMeTHYIO 00acth. [lonpobyiiTe HAUTH TPU MOJENU U CPABHUTE,
HACKOJIBKO XOPOIIO OHU TOAXOIST i Bamiux 3aaad4. [louck sydiiero Bapuanra nuMmeer
60JIbIIIOE 3HAUEHME, TAK KaK 3TO MO3BOJISIET PACCYIKAATH O TIPEeAMETHON obmacTu ahdek-
TUBHO U HEIBYCMBICTIEHHO. V13 XOpOIiieit MOIeH MOIyIaeTCs SI3bIK.

! I/IcqeprIBalomee 1 TOYHOE OIlMCaHne JUCTUJLIAINN BUCKU BbIXO/IUT 3a PaMKU 9TOU KHUTH...

K COKaJIEeHUIO.
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Owmey Mame
Yenosek Yenosek
Moodeno
Nma nooxodum 0OAg... | data poxaeHus
Bospact MecTo poxaeHust
Pasmep 0byBu
..KAYOQ
Moxem codak060008
uMemo
00HO
, ...uccaedoBarus
JomaluHee ceMelHol’
XXNBOTHOE amuzpayuu
C—

Puc. 3.6. [IBe Moaenv yenoBeka, KOTOpble NOAXOAAT NSl Pa3HbIX 3ajay

3.1.5. Mogenb hopMupyeT eanHbIn A3bIK

WNuTepecHbIM aclieKTOM MOJIETTUPOBAHUS SIBJISIETCS] TO, UTO OHO (POPMUPYET SI3BIK, HA
KOTOPOM MbI paccysk/jaaeM o cucreme. /[y Hayasa HeoOXOAUMO OTMETUTh, YTO, KOT/Ia
CIIEI[UAJUCTBI B IPEAMETHON 00J1acTi 0OIIAIOTCS APYT € APYTOM, OHU TOBOPSIT Ha CBOEM
COOCTBEHHOM sI3BbIKE. DTO A3biK npeomemnoll oonacmu (M domennwiil 23vik). B anrio-
SI3BIYHOM CTpaHEe OH MOJKET 3BYYaTh Kak aHTuiickuii. Ho y Hero ecTb ejie 3aMeTHbBIE 0CO-
6ertoctu. ECTh JOBOJIbHO MHOTO CJIOB, KOTOPbIe HUKOTZIA B HeM He Oy/IyT UCIIOJIb30BaThCSI
(HaIpUMep, Bbl BPS/L JIM YCJIBILIUTE CJIOBO «KEPBEJb» IIPU 00CYKAEHUN OYXIaaTepPCKOro
nesa). VI Hao6opoT, CleluaaicTbl B IPeAMETHOI 001acTi yHOTPeOISIOT creluduiecKue
TEPMUHBI U MINOMBI, KOTOPbIE HE BCTPEUYATOTCST B PA3TOBOPHOM sI3bIKe (HATIPUMED, <aBU-
30»). CrienaaucTbl 00IAIOTCS Ha A3bIKE, KOTOPBIN 1103BOJIAeT HanagauTh a(pheKTuBHOE
B3aMMO/IEIICTBHE.

3ajymaiitech HA MUHYTY O TOM, Ha KaKOM SI3bIKE Pa3roBapwBaIOT CUCTEMHbBIE pa3pa-
6orunku. O6IAsACh APYT C APYIOM, MbI MOKEM JIETKO GPOCATHCST TEPMUHAMIE, KOTOPBIE JIJIs1
HAC 3ByYar JIOTUYHO, HO OY/IyT COBEPIIEHHO HEIIOHSATHBIMHE JIIOJSM, PAaOOTAIOIIUM B JAPYTUX
001acTsIX: HATIPUMEP, Mbl MOKEM CO3/aTh <«ITyJl COCJANHEHUN» WM CIeIaTh U3 Yero-To
«crparernio». Crenuannctsl B GUHAHCOBOI 00aCTH, JIOTHCTUKE MIU 3APAaBOOXPAHEHNN
TOYKE UMEIOT CBOM JKapTOH.

Ecim Bl paspabarbiBaeTe JOTHCTUIECKYIO CHCTEMY, KaKeTCs IOTUUHBIM B3SITh TEPMU-
HOJIOTUIO U3 JIOTUCTUKU U 3aKO/IMPOBATD €€ B BUJIE TPOIPAMMHO# CUCTEMbI. JTO TIPeKpac-
Hasl, HO, K COKAJIEHUIO, TIToXast ujiesl. SI3bIK, KOTOPBI NCTIOJIB3YIOT CHIEITUATIUCTDI B 9TOI
obJjacTu, He SBJgeTcsd JOIMYecKU HocjefoBaTesbHbIM. V1 BoBce He U3-3a TOro, UTO OHU
CO3HATEJILHO HEOPEsKHO 00palaloTcs co CBoei TepMutonorueil. Mbl, paspaboTuuKu, ToKe
gacTo aTuM rpetmm. TTocmyiaiite pasroBop ABYX JOOBIX OIBITHBIX IPOrPAMMHUCTOB, U BbI
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3aMETHUTE, YTO OHU YIOTPEOIIAIOT CTI0BA <00BEKM >, <IKIEMNIAP> U <KIACC> KAK CHHOHUMBI,
XOT$T 9TO HeBepHO. BbI 9T0 3HaeTe, TaK Kak MPH 3HAKOMCTBE ¢ 00BEKTHO-OPHUEHTHPOBAH-
HBIM TPOTrPAMMUPOBAHIEM MEKITY OOBEKTAMH U KJIACCAMK BCET/IA JIEJIACTCS YETKOE Pas-
nenenne. Ho cienuaiicTsl, pa3roBapuBarolie MexIy co6oil, MOTYT GBITh HeOPEKHBIMU,
[IOTOMY YTO OHU MOHUMAIOT JIPYT JPyTa ¥ 0OCYKICHIE B ACHCTBUTEIBHOCTH TIPOBOIUTCS
Ha 6oJiee BLICOKOM YPOBHE.

COBET
He nonpaensiitTe cneuuanucToB B NpeaMeTHON 061acTy, KOrAa OHW 0bLatoTCs
APYr ¢ ApyroM. VIM no3BoneHo 6biTb HEGPEXHBLIMU — 1 BaM TOXE, KOrZia Bbl pa3-
roBapyBaeTe CO CBOMMM KOJIeraMu.

B0 661 3aMeuaresnbHo, ecii Obl B X0/€ pazpaboTKU JIOTUCTHYECKONW CHCTEMBI BB
MOTJiu ¢(hOPMUPOBATH S3BIK, HA KOTOPOM MOKHO OBLIO GBI 06CYKIaTh CBOIO paboTy npu
[IOJIHOM B3aUMONOHUMAaHUU. VIMEHHO [IJIs1 9TOrO HYy’KHA MO/IeJib. Eciin BbI COBMECTHO €O
CIEIUATICTAMU B 00JIACTH JIOTHCTHKY PEIINTE, YTO «/J1eY0» O3HAYAET TPAHCIIOPTUPOBKY
13 OJIHOTO MeCTa B IPYTO€ C UCIIOJIb30BAHUEM OJIHOTO U TOTO JK€ TPAHCIIOPTHOTO CPEICTBA
U «3aBEPIIUTD [JIEY0» — 3HAYUT BHITPY3UTH TPY3 B MECTE HA3HAUEHHUSI, TO CMOXKeTe 00b-
SICHSATBCSI C TIOMOIIIbIO 3THX TepmutoB. Mpaza «Eciu gBa Tpanciopra 3aBepuiaioT riedo
B OJIHOM [JIOKE, OHU MOTYT BBIIIOJHUTH COBMECTHYIO TPAHCIIOPTUPOBKY HA CJIEAYIOEM
iedes» OyzIeT TOHATA HEIBYCMBICIEHHO, O1aro/lapsi 4eMy MOKHO PEATU30BaTh COOTBET-
CTBYIONTYIO (DYHKIIMOHATBHOCTD (puc. 3.7).

BusHec -cneyuarucmol TexHUYeCKUe CneyuaAucmpl
paszoBapubarom paszoBapuBarom
Mexkdy codoli MexKdy codoii
Ha& Ou3Hec ~XapzoHe HA IMEXHUYECKOM XKap2oHe

AX=B—>B—>B

Puc. 3.7. [loMeHHas Mozaenb GopMUpyeT 0BLUMI A3bIK

Ecom Bocmosb3oBaThest Tepmutosiorneit DDD, ipu 06Cy K IEHIN CHCTEMB MBI XOTHM
[IPEBPATHTH MOZIEJIb B e0Unblil s3blK. « EIMHBINY B JAaHHOM C/Tydae O3HAYaeT, YTo 9Ta TePMU-
HOJIOTHSI JIOJIZKHA YIOTPEOJIATCS BE3JIE, TIE BeAeTCs pasroBop o cucreme (puc. 3.8). OxHu
U T€ JKe TEPMUHbI JIOJKHBI TPUMEHSITCS B ITOJIb30BATEIbCKOM MHTepderice, TPaKTHIECKUX
PYKOBOJICTBAX, TPpeOOBAHUSIX (MJIU TTOJB30BATEIbCKUX UCTOPHSIX ), KoJe U Tabuuiax 6as3
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nanubix. [IpencraBbre, 4TO O/1HO U TO JKe 3HAYEHME Ha3bIBaeTC quantity B unrepdeiice
MOJIB30BATEJIST, amount — B IPAKTUYECKOM PYKOBOJICTBE, a B CTOJIONE Gazbl TAHHBIX UCTIOJIb-
3yeTcst HasBaHue Volume, — 3TO TONPOCTY HesiorudHo. [lesenanpasierHtoe yrorpebieHne
€IMHOTO SI3bIKA B PA3HBIX 0OJIACTSIX TIOMOTAET HAXOAUTH HEOHOZHAYHOCTH, KOTOPBIE TO37Ke
MOTYT IIPOSIBUTHCSI B BUJIE IPOTPAMMHBIX JIe(EKTOB HJIH JIBIP B GE30MACHOCTH.

Mpu opopmneHun OdopmneHuve 3akasa
3akasa Konm4ecTBo
TOBAPOB AOIKHO...

KonnyectBo
KoauvecmBo dorxHo

ucnoAbsoBamocs
noBcemecmHo

Class Order {
Quantity gty:

Tabnuua order
. cTonbeu, gty

! { |

Puc. 3.8. 310 eanHasi Moaenb: TepMUH quantity (KOMYeCTBO) UCMOSb3YETCS NMOBCEMECTHO

KomeuHo, cjie[lyeT OTMETUTD, YTO MOJIE/Ib, [IPeHA3HAUEHHAS [IJIs] IIOCTOSHHOTO XpaHe-
HUST, MOJKET HEMHOTO OTJIMYAThCS OT KOHIENTyalbHOU Mozes. Harpumep, Bam, BO3MO:K-
HO, IIPUJIETCS PA3/EIUTh KOHIEIUH 110 Pa3HbIM Tab/IrIaM 100 COeANHUTD TaOJIUIbI UK
CUHTETUYECKHE KJIFOUM, KOTOPbIE HE BXOST B KOHIETYAJbHYI0 MOZIEb. AHAJIOTUYHO Ha
aTalle peasnsalii KJIacChl B KOJe MOTYT HEMHOTO OTJINYAThCS OT TeX TEPMUHOB, KOTOPBIE
3a/IefiCTBYIOTCS B KOHIENTyalbHOI Mogenu. TeM He MeHee BbI OIIMChIBAeTe OAHY U TY 5Ke
nHGOPMALIMIO, TOITOMY IIPH UMEHOBAHMK CBOMX KOHCTPYKIUN (KI1accoB WK Tab/Iuil
6a3bl JAHHDIX ) JOJKHBI MAKCUMAJIbHO UCIOJIb30BATh €IMHbII S3bIK.

ITO HE 03HAUAET, YTO BBI TEMEPH JOJKHBI PEBHOCTHO CJIEIUTH 32 YHCTOTOM pedn.
JToMeHHast MOJIE/Ib — 9TO eAUHbII SI3BIK J1JIs1 00Cy K aeHNs cucTeMbl. CHEMauCThl B IIPe/-
METHOM 00/IaCTH MO-IIPEKHEMY MOTYT YHOTPeOIATD ABYCMbICTCHHbIE TOHATHS B OOLIEHIN
MesKILy OO0l — TOYHO TaK Ke, KaK PaspadoTYNKKU MOTYT IIPOSIBJIATh HEOPEKHOCTh, KOT/a
peub ujiet 06 0OBEKTaX 1 KJIaccax.

To4HOCTD €AMHOTO I3bIKa BasKHa TOIJIA, KOIZA BbI TOBOPUTE O CHCTEME. ITO 0OCOOEHHO
3HAUNMO MTPU OOIIEHUN MEKIY OM3HeC-CHeHaTucTaMy U pa3paboTunKaMu, KOT/Ia PUCK
HEJOINOHMMAHMI MAKCUMAIbHO BBICOKUIL. B TakMX CUTyalMsX BBl JOJKHbI HACTAMBATh
Ha UCITOJb30BaHUK €MHOTO SI3BIKA.

COBET

HacrauBaiiTe Ha NpUMEHEeHUN TEPMUHOB U3 JOMEHHOM MOZENMN B JHOOLIX AOKY-
MEHTax, KOTOpble ONMCbIBalOT TPeboBaHUs K cucteme. Ecnm Kakyio-To KOHLENLMIO
C/IOXHO BbIPa3UTb C MOMOLLbHO 3TOM TEPMUHOSIOTUM, €€, HaBepHOE, ByaeT CNOXHO
BOMJIOTUTb B NMPOrPaMMHOM 06ecrneyeHum.
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CTouT TaKKe OTMETHTh, YTO €AUHBIN A3BIK He 00s13aTeIbHO SABJISIETCA YHUBEPCAb-
ubiM. OH MOJKET He TOAUTHCS st 0OCYKIEHUs APYIUX cUCcTeM ([aske €CJIU 9TO APYrue
JIOTHUCTUYECKUE CHUCTeMBbI ). JIpyrue cucreMbl UMEIOT ApyTue HoTPeGHOCTH U e, Y HUX
Oy/LyT APyrUe MOJE/IN 1, CJIeJ0BATEIbHO, IPYTHe A3bIKU. SI3bIK KayK/I0i JOMEHHON Mozen
e/IMHBIN B paMKaX CBOEH MpeMeTHON 06/1aCTH, HO He 3a ee Mpe/ie/IaMuy.

KonTekcT sa3brka nMeet onpenesnernbie rpanuibl. B DDD ato naseiBaeTcs ozpari-
YEHHDIM KOHMEeKCmoM MojieJin. BHYTpU HETro Kask/blii TEDMUH, TPUMEHSIEMbIN B MOJIEJIH,
MMeeT Y4eTKO OlIpe/le/IeHHOe 3HaYeHKe, HO 3a €ro IpejesiaMi 9T 3HaYeHUsT MOTYT ObITh
COBepLIeHHO APYruMu. Mbl 10poOHO 00Cy UM OrpaHiYeHHbIe KOHTEKCTBI [103K€e B 9TON
ruase. [1yboKo moHMMas MOJIeIb ¥ ee HazHaueHKe, Bbl MOKeTe IIPUHUMATLCS 3a OoJiee
Mpu3eMJIeHHbIE acTieKThl. MoJIeTh HyKHO KaK-TO Peayii30BaTh, U B 9TOM HAM MMOMOTYT
CTaHJaPTHBIE COCTABHbIE 3JIEMEHTDI.

3.2. CocCTaBHble 31eMEeHTbl MoAenu

Y106bI 0TOOPA3UTH CBOIO MOJIENB B KOJIE, BAM MOHAIX00MTCS HaOOP COCTABHBIX SIEMEHTOB.
OHu IOTKHBT GBITH YETKO OTPE/IETIEHbI, TaK KaK HYKHBI JJIST YITOPSIIOUEHST ¥ CTPYKTYPH-
POBaHUS CJIOXKHBIX MoJesiell. TO (ppeiiMBOPK, KOTOPHII MO3BOJISIET BAM Y€TKO OTIETUTh
JIOTUKY TIPEAMETHON 0BJACTH OT OCTATBHOTO KOJIA M IOMOTAET CIIPABJISITHCS C TEXHUYE-
CKMMM acIieKTaM| Ipolecca.

B DDD cocTtaBHBIMU 3JIEMEHTaMU, KOTOPbIE TIPEJCTABJIAIOT I Hac 0COOBII MHTEpPEC,
SIBJISIFOTCS CYIIHOCTH, 00bEKThI-3HaueHust 1 arperathl (puc. 3.9). IHTepecyroT oHU HAC
MOTOMY, YTO, UCTIOJIb3YST UX OMPEIETCHHBIM 00Pa3oM, MOKHO 3aI05KUTH OCHOBY HGe3omac-
noctu [10.

Koperb azpezama Iparuya azpezama

MarasuH

el

\
Obdvekmbl~ %, e e .
3HAYEHUS et -

Puc. 3.9. dyHaamMeHTasbHblE COCTABHbIE 3/IEMEHTLI OMEHHOW MOAEN
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Eci BbI pasbeperech B 9TUX COCTaBHBIX dJIeMEHTaX, BaM Oy/IeT Jierde MOHATh KOH-
LENIUK, KOTOpPble 00CYKAAI0TCs Jajlee B KHUre. B 9TOM pasziesie Bbl y3HaeTe 3HaYeHue
KasK/I0TO M3 9TUX TEPMUHOB, UX XapaKTePHbIE YEPThI U TO, KaK OHU YIIOTPEOJIAIOTCS.

3.2.1. CywHoctn

Ka)K[[aH 4acTb JOMEHHOU MO O6ﬂa[[aeT OIIpeneIEHHbIMU XaPaKTEePUCTUKAMN 1 3HA-
YCHHEM. CYI.L[HOCTI/I — 9TO 3JIEMEHTbI MO/ICJ/IN, UMCIOIINEC OTUYET/IMBbIC cBoiictBa. BoT uto
JiejlaeT ux 0COOEHHBIMU.

Q V¥ cymHuocTu ecTh neHTU(MUKATOP, KOTOPBIH ee ONpeiesisieT U OTJANYAET OT JIPYTUX
CYITHOCTEH.

a 9ot I/II[EHTI/I(l)I/IKaTOp HE MEHAETCA Ha ITPOTAKEHNN BCETO JKU3HEHHOT'O IMUKJIa CYTIT-
HOCTHU.

O CymurHoCTh COAEPKUT APYyTHEe 0OBEKTHI, B TOM YHCJIE APYTHE CYIIHOCTH WU OOBEKThI-
3HAYCHMU:I.

O CymHocTh OTBEYaeT 3a KOOPAMHAIMIO ONepaluii ¢ NpUHaAJeKAIIUMU el 00 beK-
TaMU.

ITO O3HAYAET CIIE/YIoNIee: YTOOBI Y3HATD, COBIAIAIOT JIH J[BE CYIIHOCTH, HYKHO TPO-
BEPSITh UX WIeHTU(HUKATOPDI, a He aTpubyThl. VIMeHHO nuieHTu(GUKaTOp ONpeessieT
CYIIHOCTbD, KAaKUMU Obl HU ObLIH ee arpuOyThl. VIIeHTH(HUKATOP HUKOTA HE MEHSIETCSI.
Ha npoTsikeHnn ¢Boero sKH3HEHHOTO IIUKJIa CYIHOCTh MOKET BUAOU3MEHSITHCS U [TPH-
o6peTaTh MHOTO Pa3HbIX aTPHOYTOB U aCTIEKTOB MOBEICHUS, HO ee UACHTH(MUKATODP BCerya
OCTaeTCs MPESKHNM.

BosbMew, K ipuMepy, aBToMOOUIIb. B X0/1€ 9KCILTyaTalii MHOTHE €0 aTPUOYThI MO-
I'YT MEHITHCSL. Y HErO MOJKET MOSIBUTHCST HOBBIIA BJIaJIEJIEI], €T0 MOTYT MEPEKPACUTh, yCTa-
HOBHTDH HOBBIE 3ammyacTi. Ho 910 Bee Ta ske Marmuna. B ransoM ciydae uaeHTiuduKkatopom
ABTOMOOUJISI MOJKET CJIyKUTh YHUKAIbHbI MIeHTU(OUKALIMOHHBIA HOMED TPAHCIOPTHOTO
cpencrsa (vehicle identification number, VIN), kotopstit coctout u3 17 cUMBOJIOB U Ha-
3HAUACTCS €My [IPU M3TOTOBJICHUH.

WHorma uaeHTnhuKaTop CyMHOCTH YHUKAJICH B PAMKAX CHCTEMBI,  HHOT/[A €r0 YHU-
KaJIbHOCTh OTpaHUY€eHa OIpeeleHHON 00/1acThio. B HEKOTOPBIX ciyyasx upeHTHhuKa-
TOP CYIIHOCTH MOKeT ObITh YHUKAJbHBIM U aKTYaJbHBIM JIasKe 3a TIpe/leJIaMu TeKyIIeil
cucrembl. ETo Takske HCITIOJIb3YIOT JIJIsI TOTO, '-ITO6BI CChIJIATHCA Ha CYITHOCTb U3 APYTIUX
qacTein MOJIEJIN.

Ele oHa BaskHas yepra CyIHOCTH COCTOUT B TOM, U4TO OHA OTBEYAET 38 KOOPAUHA-
10 0OBEKTOB, KOTOPBIE el TPUHAIEKAT, — ITO [ETAETCS He TOMBKO 15T 00eCTIeueHust
CJIQKEHHOCTH, HO 1N I-ITO6I)I TOAJIEPKUBATH €€ BHYTPEHHNE NMHBAPUAHTDBI. CHOCO6HOCTB
TOYHO WICHTUDUIMPOBATH MHMOPMATIUIO U KOOPAUHUPOBATH/KOHTPOJIUPOBATH TTOBE/IC-
HHeEe O4€Hb Ba’KHa, €CJIN Bbl HE XOTUTE, ‘{TO6I:>I B KO/l 3aKpaJIiChb [[e(beKTI)I 6630H3.CHOCTI/I.
B ciieyronux riraBax Bbl YBUIUTE, YTO MIMEHHO 3Ta 0COOEHHOCTD JIETAET CYIITHOCTU BaK-
HBIM HHCTPYMEHTOM JIJIsT HallMCcaHus Ge3011acHOTo KOJIa.
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HenpepblBHOCTb MAEHTUMKaTOpa

WHora TOMEHHBIH 0OBEKT OIPe/IeISIeTCsT CBOUMU aTpubyTaMu, HO GbIBAET, YTO OHU CO
BpeMeHeM MEHSIOTCS, He BIUss Ha unenTrdukatop obbexra. Hampumep, mpesictaBieHe
KJIMEHTAa MOKHO OIPEAETUTh ¢ MOMOIIbIO0 €ro aTpubyTOB: MMEHH, BO3pacTa U ajpeca.
BoabmmHCTBO U3 HUX MOTYT U3MEHUTHCS HA MPOTSIKEHWHN CYIIECTBOBAHUS KJIUEHTA
B CUCTEME, HO 3TO IIO-IIPEXKHEMY TOT K€ KJIMEHT C TOI JKe HCTOPHUell 3aKa30B, IOITOMY ero
uaenTudUKaTop A0JIKEH ocTaBaThes HermaMeHHbIM (puc. 3.10). Ecain 6b1 cucrema cosza-
BaJIa HOBOTO KJIMEHTA TIPU KAK/OM U3MEHEHHUH JJOMAIITHETO ajIpeca, 3TO 0Ye€Hb OBICTPO
npuBesio Obl K Hepasbepuxe.

Ampudymbl MeHIrOmes,

Ko HO amo Bce mom Xe KnvieHT
venoBex
Nms: Cam SnepcoH / \ Uma: Cam InepcoH
BoapacT: 31 200 BospacT: 32 zoda
Anpec: ya. AoMeHHad, 2 Anpec: np. OdbekmHolll, 3

Mepee3n
B HOBbIV JOM

Bpewms

JleHb
poXxaeHus

MomeHT
perncTpauun

Puc. 3.10. JINYHOCTb K/IMEHTA OCTAETCS MPEXHEN, XOTS €ro aTpubyThl MEHSIOTCS

KimieHT onpeessiercst He CBOUME aTpHOyTaMI, a CKOPeE CBOEH JIMIHOCThIO (MIEHTH-
(puraTopoM), IOITOMY €TI0 CJIeyeT MOAEIMPOBATD B BU/E CYIIHOCTH. TakiuM 06pasoM, moka
KJIMEHT CYIIIECTBYET B CUCTEME, €r0 UIEHTU(UKATOP OCTAETCS COTJIACOBAHHBIM HE3ABUCUMO
OT TOTO, CKOJIbKO Pa3 Ha MPOTSKEHNU 9TOTO BPEMEHU MEHSIJIOCh €70 COCTOSTHUE.

Bo160p 1paBUIbHOIO MOAX0/4A K OIPeeeHI0 AeHTU(hUKATOPA CYIIHOCTH OYeHb Ba-
JKEH, U JIeJIaTh ero HysKHO TIaTelbHO. PesyibraTroM 00bIuHO siBasieTcst ID. DTo 03HAvaerT,
yto ID ompenenser npeHTHGUKATOP N YHUKATBHOCTD CYIHOCTH. VIHOT/Ia yHUKAIBHBIN
ID MOKHO creHepupoBaTh, a MHOT/IA €T0 MOJIYYaloT IPUMEHEHNeM KaKol-To (hyHKIIUH
K OIpefeseHHoMy Habopy arpuOyToB CymIHOCTU. Bo BTOpOM ciiydae BBl ZOJKHBL yOe-
JIUTBhCS B TOM, YTO HU OJUH U3 YKa3aHHBIX aTPUOYTOB HEe OYAET MEHSIThCS CO BPEMEHEM.
ITO MOKET OKa3aThCs HEIIPOCTOM 3ajiaueii, Tak KaK CJIOKHO IIPEABUAETD, KaKue aTpulbyThl
CIIOCOOHBI MBMEHUTHCST B OYYIIEM, JasKe €CIM B HACTOSIIIMI MOMEHT OHM KasKyTCsl 3a-
ukcupoBanabIME. [109TOMY B 11€710M B KauecTBe UCHTUMUKATOPA JIyUIIle UCTIOTh30BATh
CTeHepUpOBaHHbIE YHUKaAbHBIE [D.
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COBET

Ha npakTuke npeanoyTeHne cneayeT oTAaBaTb CreHepupoBaHHbIM ID, a He naeH-
TudukaTopaM Ha OCHOBE aTpubyTOB.

HeobxoammMo Takske CKasaTh, 4TO KoHIennus uaentudukaTopa B DDD — 10 He TO ke
camoe, YTO UJEHTUYHOCTh UJIN PABEHCTBO, KOTOPbIE IPUMEHSIOTCS BO MHOTUX SI3bIKaX
mporpaMMupoBanus. B Java, Hanpumep, paBeHCTBO 00BEKTOB [0 YMOJIYAHUIO He OT-
JINYAETCS OT PABEHCTBA SK3EMILIAPOB. Eciu SBHO He oIpeneanTbh COOCTBEHHBIA METO]
equals(), 1Ba aK3eMILIsIpa 00bEKTa, KOTOPBIN MIPECTAB/ISET OAHOTO ¥ TOTO K€ KINEHTa,
He OyayT pastbl. K Tomy ke npeHTndurarop He 3aBUCUT OT KOHKPETHOTO TIPECTaBICHIS
cymuocty. OHa 1 Ta Ke CYyIIHOCTh MOKET OBITh IPeCTaBIeHa SK3eMILIIPOM 00OBEKTa,
JSON-10KyMeHTOM WK IBOMYHBIMU JIAHHBIMU.

JlokanbHas, rnobanbHas v BHELWHSA YHUKAJIbHOCTb

Naenrtndukarop oObekra uMeeT GOJIbIIOE 3HAYEHUE, HO OH MOKET ObITh YHUKAJIbHBIM
HA Pas3HBIX YPOBHSIX. Bo3bMeM, K TIpUMEPY, CYIIHOCTD «kiuenms. Cucrema Moryia Obl uc-
M0JIb30BATDh UJICHTU(PUKATOP, YHUKATBHBIN HE TOJTBKO BHYTPHU Hee, HO U cHapy:ku. Takoit
UAeHTU(UKATOP HA3BIBACTCS BHEWHE YHUKATLHOIM. I PUMEPOM MOTYT CITYKUTH YIOCTO-
BEpEHMS TMYHOCTU MW HOMEPA, KOTOPbIe BO MHOTUX CTPaHaX IPUMEHSIOTCS /IS U/IeH-
tudukanuu rpaxaan. B Coequnennsix [ltaTax 910 HOMEp COIMUATBHOTO CTPAXOBAHUS.
OmHaxo ucnoJsib3oBanue NACHTUMIKATOPA, OTIPEIETIEHHOTO BHE CUCTEMBI, MOJKET UMETh
OTIpejieIEHHbIE HEIOCTATKU, KOTOPbIE, KaK BBl YBU/UTE B CJEAYIONIMX TJIaBaX, CIIOCOOHDI
YTPOsKaTh 6€30MaCHOCTH.

Hagephoe, 6oJiee pacipoCTpaHEHHBIMU SIBJISTIOTCST UAEHTU(DUKATOPBHI, YHUKAJIHLHOCTD
KOTOPBIX OTpaHUYeHA PAMKAMU CUCTEMBI WU TeKylIei Moaenn. X MOKHO Ha3bIBaTh
21006a1bHO YHUKAILHbIMU. B KauecTBe TpUMepa MOKHO TIPUBECTH YHUKAIbHBIH 1D, KOTO-
PBIii TeHEpUPYETCS CUCTEMOI TTPH co3/laHnu HOBoOro kinenTa (puc. 3.11). 3xech moryT
BO3HUKHYTH HHTEPECHbBIE TEXHUYECKIE HIOAHCHI, HA KOTOPBIX CTOUT OCTAHOBUTHCSI 0CO0O.
Eciu BbI MeeTe JieJ10 ¢ pacipe/ie/ieHHoi crucTeMoii 1 Baiu 1D 105K HbI ObITH He TOJbKO
VHUKATBHBIMH, HO U TTOCJIEIOBATEILHBIMU, TO C TEXHUIECKOM TOUKY 3PEHNS UX TeHepaIus
MOKET TOTPEOOBATH HEMAJIBIX YCUJIHIA.

JocTtaBka

®durHaHCb! Mpopaxu

KAueHm doAxeH dblimb
2A00aAbHO YHUKAABHBIM

Puc. 3.11. HekoTopble CyLHOCTM A0/MKHBI 6bITb F106abHO YHUKANbHBIMU
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WHorza omHM CYIMHOCTH HAXO/ATCST BHYTPU APYTUX. [l0CKOIBKY TaKMMU MHKAICY-
JINPOBAHHBIMU CYIITHOCTSIMU YITPABJISIET MX BJIAJIENEI], UX UIEHTU(HUKATOPBI MOTYT ObITh
YHUKAJIBHBIMU TOJIBKO B TIPEJIETIaX 9TOM CYIHOCTH, ¥ 9TOT0 OGBIYHO 0cTaTOuHO. Takue
UIeHTUOUKATOPBI HA3bIBAIOT JIOKAIbHbIMY HA YPOBHE BJajietoliel cymnoctu (puc. 3.12).
BepHemMcst k HamieMy TIpUMepY U MPEJCTABUM, YTO CUCTEMA YIIPABJISIET KINEHTAMH B PO3-
HUYHBIX MAara3uHax 1 KQK/IBII KINEHT OTHOCUTCS K OJTHOMY U TOJIBKO O/THOMY MarasuHy.
B Ttakom ciydae nneHTHOUKATOD AOCTATOUHO C/IEIaTh YHUKATBHBIM HA YDOBHE Marasu-
Ha, K KOTOPOMY OTHOCHUTCS KJIMeHT. Mo/iesiupoBaHiie JJOKATbHON YHIKATBHOCTH MOYKET
yrpocTuTh pyHKnuio reaepanun 1D. K Tomy ke 3TO TI03BOJISAET SIBHO TIEPETOKUTH BCIO
OTBETCTBEHHOCTD 32 yIIPaBJeHUE JaHHBIMU KJIUEHTAMH Ha CYIIHOCTh, B KOTOPOIl OHU
WHKATICYJIMPOBAHBL

MarasuH A MarasuH b

KAueHm doAXKeH 0bimb YHUKAABHBIM
monbko B npederax omdenbHo B3mozo MazasuHa

Puc. 3.12. HekoTopble CyLUHOCTM UMEIOT JIOKasIbHble MAEHTUDMKATOPSI

CyLUHOCTN AO/MKHbI 6bITb Y3Kocneunaan3anpoBaHHbIMU

ITpu MOIETMPOBAHUH CYIITHOCTH CTapaiiTech T0OABISITH TOJIBKO T€ aTPUOYTHI U ACTIEKTHI
MTOBE/ICHMS, KOTOPBIE BAJKHBI 715 €€ ONpeeIeHUS UM TIOMOTAIOT ee UAeHTU(DUITNPOBATD.
Bcee ocrasbHOE I0IKHO OBITH BBIHECEHO U3 CYIHOCTU B JPYTHE OOBEKTHI MOJIEIU, KOTOPbIE
3aTeM MOKHO CJIEJIATh €€ YaCThi0. DTO MOTYT ObITh KaK JAPYTHE CYIIHOCTH, TAK U OOHEKTHI-
3HauEHUSA, O KOTOPBIX MBI TIOTOBOPHM B CJIEIYIONIEM pas/ielie.

CyIHOCTH 3aHUMAIOTCS KOOPAMHAIIMEH ollepalnii, KOTOPbie MOTYT OTHOCUTBCS
HE TOJIbKO K HUM CaMUM, HO U K uX oObekram (puc. 3.13). ITo BaxKHO, IOTOMY UTO Y HAC
MOTYT ObITh MHBAPUAHTDI, OTHOCSIIIIUECST K ONPe/IeJIEHHOIT omteparuu. IIpu 5ToM CyIHOCTD
OTBEYAeT 3a YIIPaBJeHNE CBOUM BHYTPEHHUM COCTOSIHUEM W MHKATICYJIAIIMIO CBOETO TI0-
BEJICHUSI, [TOITOMY €il TaKIKe JOJIKHDI TIPUHAJIEKATD OTIEPAIIH JIJIsT pabOTHI € ee colep-
JKUMBIM. BbIHECeHHe OTepaliuii 3a pe/iesibl CYIIHOCTH ciestaio Obl ee caaboit (anemic)!.

' Fowler M. Anemic Domain Model, 2003 // http://www.martinfowler.com/bliki/Anemic-
DomainModel.html.
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o .. Mparuya MaccaxmpoB MOXHO
P . UHKANCYATUUU 006aBnsATb TONBKO
nocpeacTsoM MeToaa
board(BoardingPass)

Camonet

board(BoardingPass)

Mpamoii docmyn
K cnucky naccaxupol
J 3anpeweH

Maccaxup

e et

Puc. 3.13. CywHOCTN KOOPANHUPYIOT onepaumu

Bo Bpems mocagkm Ha caMoJIeT KasK bl TacCaKUP AOJKEH MPEIbIBUTD TTOCATOTHBIHN
TaJIOH, YTOOBI MOATBEPAUTD, YTO OH CAAUTCS HA IPABUJIbHBINA caMoJieT. ITO yIPoIlaeT
OTCJIEKUBAHNE HEJAOCTAIONMX IACCAKUPOB 1epes oTipaBkoil. Eciu Obl naccaxkupam
OBLIO TI03BOJIEHO CBOOOAHO XOAUTH U3 CAMOJIETa B CaMoJieT, PaOOTHUKAM asporopTra
[IPUXOIIOCH OBl TPOBEPSTH MOCANOUHBIE TAJIOHBI II0CJIE TOIO, KaK BCE YCALYTCS Ha CBOU
Mecrta. DTO 3aHUMaIo Obl HAMHOTO GOJIblle BpEMEHH U MOTJIO Obl BBI3BATH [TyTaHUILY,
ecin Obl IACCAKUPDI CEJIU HEe HA TOT CaMOJIET. Y YUThIBAs 9TO, KOHTPOJIb U KOOPAUHALIM
maccakMupoB BO BPeMS TTOCAZKU BBITJISAST BIIOJHE JOTHYHO. T0o ke caMoe OTHOCHUTCS
¥ K TPOTPAaMMHOI MOJIEJIN, KOTOPast OIICHIBAET ATOT IPOIIECC.

Ecm cmonmenpoBaTh camMmosieT B BUie CYITHOCTH CO CITUCKOM TTACCa)KUPOB, HAXO/IS-
IIUXCsI Ha ero OOPTY, TO Y APYIUX YacTell CUCTeMb He JI0JIKHO GbITh BO3MOMKHOCTH CBOOO/I-
HO H0GABJISATD JIFOJEH B 9TOT CIIMCOK, HHAaYe OYAET CAMIIKOM JIETKO 000 TH HHBAPUAHTHI.
[Taccaxup K0/KeH 100aBIATHCSI METOIOM board (BoardingPass) U3 CYIHOCTH «CaMOJIET>.
Taxum 06pasoM, CyIIHOCTb OyAeT KOHTPOJUPOBATH MMOCAKY MACCAKUPOB U MOIEPKUBATH
KOPPEKTHOE COCTOSTHHE. DTOT METO/I TO3BOJISIET TI0CA/IKY TOJIBKO B CIIydae, ecJid T0Cai0u-
HBII TAJIOH COOTBETCTBYET TEKYIIEMY pPeiicy.

CymutHoCcTH SBISIOTCS TJIABHBIM MEXaHU3MOM TIPe/ICTABJIEHUST KOHIENIUI B JOMEH-
HOU MOJIEIN, OHAKO He BCE acIeKThl MOJIEJIN OMPENESIIOTCS UX UAeHTUPUKATOPaMU.
Jlnst onipeniesieHnsT HEKOTOPBIX KOHIIENIIUH MPUMEHSIIOTCS UX 3HaYeHus. /[y1s Mmogennpo-
BaHM TAKUX KOHLEIIUI UCIIONb3YIOTCS 006€KMbl-3HAUCHUSL.

3.2.2. Ob6beKkTbl-3HayeHus

Kak BbI 3HaeTe 13 MIpeAbIAYLIETO pa3aeJa, CYIHOCTDb 3a4aCTyIO0 COCTOUT U3 APYTIUX 00b-
€KTOB MO/JeJIN. ATpI/I6yTI)I 1 aCIIEKTbI I10BeJeHA MOKHO BbIHECTHU U3 camoit CYIITHOCTHN
M1 IIOMECTUTDb UX B OT€/JIbHbIE 00BEKTBL. ITO MOTYT ObITH JApyrue CynmHoCTH, HO BO MHOT'X
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CIIyYasix [JIst 9TOrO IIPUMEHSIIOTCS 00beKThI-3HaueHns. KitoueBble XapaKTepuCTUKU TaKUX
00BEKTOB MEPEUYNC/IeHbI Jaiee:

ONIPEJENISIOTCS He NAeHTU(DUKATOPOM, & CBOMM 3HAYEHHEM;

HeN3MeHIeMbIE;

JIOJIKHBI COCTABJISATH 11EJI0OCTHYIO KOHIETINIO;

MOTYT CCBLIAThCS HA CYTIHOCTH;

SIBHO OIPEEJISIIOT U 00eceunBaioT coOM0AeHIE BaKHBIX OrPaHTYeHHUI;

0O0O0D0OO0OODO

MOTYT NCIIOJIb30BAaTbCs B Ka4€CTBE anI/I6yTOB B CYITHOCTAX U IPYTUX O6'beKTaX-3Ha-
YEHUAX;

O MOryT UMeTh KOPOTKOE BpeMsI JKI3HU.

Kaxk BbI YBUAWUTE B CACAYIOMIUX I'IaBaX, BO MHOTOM 6J1ar0/:[ap;1 9TUM CBOHCTBAM 00b-
€KTbI-3HAaUYE€HUA UTPAIOT BaAas)KHYIO POJIb IIPpU HallMUCaHUW KO/Ia, 6e3011aCHOCTD KOTOpPOro
obecIieyuBaeTcs Ha YPOBHE ITPOEKTUPOBaHUA.

OnpenensaTca CBOMM 3HaUYEHUEM

O0ObeKT-3HaYeHHE orpeaessgAeTCsa CBOUM 3HaUY€HUEM, a HE I/IlIeHTI/I(bI/IKaTOpOM, TO3TOMY
JBa obbeKTa OTHOTO TUIIA CYUTAIOTCA PaBHBIMU, €CJIN UX 3HAYCHNA COBIIAIalOT. Hac un-
TEepeCyeT TOJIbKO TO, ¥mo OHU coboii MpeACTaBJIAIOT, HO HE KeM UMEHHO OHU SABJISTIOTCS .
VYV 00beKTOB-3HaYeHUH HET I/I,ZIeHTI/I(bI/IKaTOpOB. ITO ToJTHA IIPOTUBOITOJIOJKHOCTb TOMY,
KaK MbI olipeiesisieM CYIHOCTH.

HpelICTaBbTe, YTO B Balllei ,ZIOMeHHOI‘/JI MoO/ZieJIM €CThb KOHIIEIIIHA JEHET. Bwr moskere
CMO/IEJINPDOBATh €€ B BU/IE 06’[)8KT3-3H3.‘-IEHI/IH, TaK KaK HE€ Pa3JnvdacTe pa3dHbl€ MOHETbDI
1 KYIIOPbI. JIo6b1e ABEC IIATUA0JIJIaPOBbIC KYITIOPbI UMEIOT OJIMHAKOBYIO IICHHOCTD. SZIBCI)
BaKeH HOMMHAaJI, a HE €TI0 q)HSI/ILIeCKOQ IpeacTaBJaeHUC.

OBPATUTE BHUMAHUE

To, KaK ONuCbIBaTb KOHLENUMIO — B BuAe 06bekTa-3HaveHns 6e3 naeHTudmka-
TOpa UK CYLLHOCTU C YHUKaNbHbIM MAEHTU(MOUKATOPOM, — 3aBUCUT OT KOHTEKCTa,
C KOTOpbIM Bbl UIMeeTE AeNO.

Eciu I MOzie/IMpyeTe TaKyIo TPEAMETHYI0 006JIaCTh, KaK IIEHTPAIbHBII GaHK, TO /ICHb-
I'l, BEPOSITHO, CTOUT MOJIEJIMPOBATD B BU/IE CYIITHOCTEH. /[e10 B TOM, YTO ¢ TOUKH 3PEHUS
[EHTPAIBHOTO GaHKa Kaykas MATU0IAPOBAsA KYTIOpa YHUKAIbHA, BEb OH HE TOJIBKO
UX TIeYaTaeT, HO ¥ CJEUT 32 UX 000POTOM ¥ B KOHEYHOM CYETe YHUUTOXKAET. Y KaKIoi
KYITIOPBI €CTh YHUKQJILHBIN CePUIHBII HOMEp, KOTOPBIH ee MAeHTU(MUITMPYET U T03BOJIIET
OTJINYUTH OT JII060# APyroit. OHa UCTIOIB3YETCs 10 TeX MOP, MoK ee He U3BIMYT 13 060-
pota, HarpuMep, YTOOBI 3aMEHUTH KyMIOPOH HOBOTO THIIA ¢ HOBBIM HECHTH(DHUKATOPOM.
C ToYKHM 3peHus IEHTPAIBHOTO GAHKA JEHBIU YHUKAIbHbI M IMEIOT SKU3HEHHBIH 1[HKI.

U eanc 9. llpenmerHo-opueHTupoBanHoe poektupoBanue (DDD): cTpyKTypU3aIus CJI0KHBIX

nporpaMMHubIX cucteM. — M.: Busbawmc, 2011. — C. 102.
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HeunsMeHsiemMble

[ToCKOIBKY OOBEKTHI HTOTO BU/A OTIPEIETSIOTCST CBOUMIE 3HAYEHSIMU, HEOOXOINMO TT0-
3aB60THUTHCST O TOM, YTOOBI 3HAYEHMST He MEHsUTNCE. B MpoTHBHOM ciry4ae aTo 6yayT yike
npyrue o6bekThl. [To 9Toil puunHe 00bEKTHI-3HAYEHHUSI IOJKHBI ObITh HEU3MEHSIEMbIMU.
Ecomi 661 BX MOKHO OBLIO H3MEHSTH, 9TO MOTJIO OBl HAPYIIUTH MHBAPUAHTHI IPYTUX 00b-
€KTOB, BHYTPU KOTOPBIX OHM HaxoATcs. HensmensaeMocThb 1103BOJISAET TakKe IepeiaBaTh
06BEKTBI B KAUECTBE apTYMEHTOB U JIEIACT BO3SMOKHBIMU PA3JIMYHBIEC TEXHUYECKUE OTI-
TUMHU3AIUH, TAKKE KaK MTOBTOPHOE UCIIOJIb30BaHE OOBEKTOB B CPEIaX ¢ OrPAHUICHHON
HaMATHIO U YIIPOIeHne paboThl ¢ HUMU B MHOTOMIOTOYHBIX CUCTEMAX.

LlenocTHas KoHUenuus

O6beKT-3HaYEHIE MOJKET COCTOSATH M3 OJIHOTO U HECKOJIBKUX aTpUOYTOB JIMOO0 APYTHX
AHAJOTHYHBIX 00beKTOB. OH Tak/Ke MOKET CChLIATHCSA HA CYNIHOCTH, HO HE MOKET UX
cozepkath. [IpuduHa 5TOTO B TOM, YTO 3HAYEHHUE CYITHOCTU MOKET MEHSATHCsL. Ecim Ob
00bEKT-3HAUEHIE HE CCBLJIAJICS HA CYITHOCTD, a COJEPIKAT €€, TO JI0oe ee M3MEHEHIe
MeHsJI0 Obl caM 00bEKT. A 9T0 HapyLIMJIO0 Obl €r0 HEU3MEHAEMOCTb.

[Tpu MozeTMpoBaHuN 0OBEKTa-3HAUEHHUS U OIIPEAEIEHUN TOTO, YTO OH JOJIKEH CO-
JIePsKaTh, BAKHO YOCAUTHCS B TOM, UTO OH MIPEACTABJISIET OO0 TETOCTHYIO KOHIIETIIHTO.
VHBIMU CJTOBAMH, 3TO JOJIZKHO ObITh eiHOe 3HaueHue!. To ecTh 00beKT-3HaYEHNE OJKEH
He TMPOCTO GBITh YI0OHBIM KOHTEHHEPOM JIJIsT aTPUOYTOB, CCHLIOK U APYTUX 0OHEKTOB,
HO 1 (hOPMUPOBATH YETKO OTIPEIETIEHHYIO KOHIIETIIINIO B IOMeHHOI Mozesin (puc. 3.14).
ITO KacaeTcs Jlaske TeX CIYYaeB, KOT/[a Mbl IMEEM JIEJIO BCero ¢ oftHuM atpubytoM. Koraa
Balll 0ObEKT-3HAYEHUE MOJICTTUPYETCS B BUJIE 1IEJIOCTHON KOHIIETIIMU, BMECTE C HUM TIepe-
JIaeTCsI ¥ IO CMBICI, U ITPU HTOM OH CTIOCOOEH MOIEPKUBATE CBOM OTPAHUICHHUSI.,

Ha puc. 3.14 M0OXHO BUIETH /IBa PA3HBIX TI0/IX0/IA K MOJIETUPOBAHUIO KJIUEHTA U €T0
atpubytos. Ciesa Bce arpubyThl CTPYIINUPOBAHBI BMECTE B OOBEKT MOJEJN 0] Ha-
3BaHueM CustomerInfo. CripaBa anI/I6yTbI CMOJIETUPOBAHbI TaK, 4TOOBI cCHOPMUPOBATDH
YEeTKO OIpe/ieJIeHHbIe KOHIIETIITNHI: YIUIA, TOYTOBBIN MHAEKC ¥ TOPOJL CTPYIITUPOBAHBI
B 00beKT-3HaUeHMeE ¢ MeHeM Address. Homep TesiedoHa 1 azipec aJIeKTPOHHOI MOUThI
MoMeleHbl B 00beKT-3HaueHe ContactInfo. A BO3pacT cTas OTAeNbHBIM 00BEKTOM-
3HAYEHUEM.

COBET

Bcerpa crapalitecb MofenvMpoBaTh 06BbEKTbI-3HAUYEHUs! TaK, YTOObl OHU chopMu-
poBanu LeNoCTHble KOHLENUMM.

Heobxoaumo moHUMaTh, 4T0 0OBEKT-3HAYEHIE — 9TO HE TIPOCTO CTPYKTYpaA JlaH-
HBIX, KOTOPast XpaHuT 3Hadennst. OH Takke MOKeT HHKATICYINPOBATH JTOTHKY (MHOTIA

U Cunningham W. The CHECKS Pattern Language of Information Integrity: 1. Whole Value,
1994 // http://c2.com/ppr/checks.html#1.
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HETPUBHUATBHYIO), CBSI3aHHYIO C KOHIENIUEN, KOTOPYIO Tipejcrasisier. Hanpumep,
y 00beKTa-3HAYEHUSI, TPEACTABIAIONIEr0 ToUKy Koopauuat GPS, MoxeT 6bITh METO,
KOTOPBII BBIYHCIISIET PACCTOSIHIE MEKY COOOU U IPYTON TOYKOI, HCTIOJB3Ys CJOKHBIE
pacueTnbr’.

Knuent

Aapec

BospacTt

[Mo4TOBbI MHAEKC
Fopop,

KoHTakTHasa
nHbopmaumsa

Anpec
3NIEKTPOHHOM NOYThI
lNoyToBbLIN

MHOEKC

NHdopmaumg
0 nokynarene

BospacTt
TenedoHHbIN HOMEpP

Anpec 3neKTPOHHOW MoYThI
[MoyTOBbI NHAEKC
Fopog,

Puc. 3.14. O6bekT-3HayYeHne fo/mKeH hopMMpoBaTh
YETKO onpeaesieHHy0 KOHLEeNLMo

OnpenensioT 1 cobMoaakoT BaXKHbIE OrpaHUYEHMS

[TpemcraBbTe, 9TO Y BaC €CTh 0OBEKT-3HAUEHNE Age C OJIHUM IIEJIBIM YUCJIOM BHYTPH
(puc. 3.15). B Java, k npumepy, 1eJioe 4UCJI0 0 YMOTYAHUIO HAXOAUTCS B AMANAa30He
o1 —231 o 231 — 1. Bpsa im Takoii [uana3oH MOKHO Ha3BaTh TUITMYHBIM JIJIST 4€JI0-
BEYECKOTO Bo3pacTa. [109ToMy, YTOOBI MPOSICHUTD OTPe/IeeHIe BO3PACTa, €T0 CIAETyeT
CMOJIEJTUPOBATH B BU/IE 00BEKTa-3HAYCHUST C TIOAXOAANINMI OIPAHUYEHUSIMU VJIH WHBA-
PHAHTaMH, KaK ITOKa3aHO HA PUCYHKE.

B xoze MozempoBaHus BBl MOKETE MTPUHTU K BBIBOIY O TOM, YTO BO3PACT YeJI0BEKA
JOJIKEH HAXOAUThCs B ripeziesiax Meskiy 0 1 150 rogamu?. BodmoskHO, Baliia mpeMeTHast
061acTh He JOTYCKAeT eTell, T0ATOMY MUHUMAJbHBINH BO3pacT MOKeT 6bITh 18 ser.
Kaxkoii 61 inana3on Bl HU BBIOPaK, OH OyeT HAMHOTO CTPOXKE, YEM MCTIOJIb3yeMbIii
B Java JIJis 1eJIbIX YHCeT.

! GPS (Global Positioning System — cucrema r106aJIbHOTO TTO3UIUOHUPOBAHUS) — 3TO CIIYT-
HUKOBas CUCTEMa HaBUTAIIUU JIJIA TOYHOI'O IMTOSUIIMOHUPOBaHUA Ha 36M]Ie.

2 Bospacr 150 jieT — 970 HEOOIIBINOIT TIEPerud, HO IO/ JKUBYT BCE J0JIBIIE U JI0JIbIIE, T0OITOMY
MO/IeJIb UIMEET CMBICJI C/IeJIaTh C 3allaCOM.
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Yenoeek
BospacrT:
Lenoe 4mcno

Yenosek

Bospacm Haxodumces 8 duanasore
[_251,% 251_ 1]

Bospact
0 < 3HayeHue < 150

BospacT siBnsietcs CobntofaeHve HBapuaHToB
npPMMNTUBOM AOOJDKHO obecneuymBaTbCa
6e3 NHBapnaHToB 006BbEKTOM-3HAYEHNEM

Puc. 3.15. O6bekThl-3HaueHns obecneumnBatoT cobnoaeHne cobCTBEHHbIX MHBapUaHTOB

OBPATUTE BHUMAHMUE

Takoro pofia VHBapuaHTbl AOMKHbI CO6I0AATLCA BHYTPU CaMOro obbekTa-3Ha-
YyeHms. VX He HYXHO BbIHOCWTb B ApYrne AOMEHHble 06beKTbl U CiyxebHble
MeTOZbl.

CrouT Tak:Ke OTMETUTb, YTO TUIIBI MHBAPUAHTOB, KOTOPbIE MbI 371€Ch 00CYKIAeM,
OTJINYAIOTCS OT TaK Ha3bIBAEMbBIX 1p0sepok Koppexmuocmu. OObIYHO OHU ITPOBOASTCS,
KOI/Ia [IeJIAeTCsl YTBEPsKAEHUE O TOM, YTO JOMEHHbIIT 0ObEKT IOAXOMNT /IS OIPeIeIeHHON
oTiepaIiy ¥ ¢ HIM MOKHO BBITIOJTHSITh KOHKpeTHOe /ieficTBue. [IprMepoM MOXKeT CaTy>KUTh
MIPOBEPKA TOTO, TOTOB JIM 3aKa3 K Mepejiade B CUCTEMY J0CTaBKU. /[J1s1 5TOr0, BO3MOKHO,
puzeTcst yOeanuThest B TOM, UTO 3aKa3 OIIaYeH U COJIEP:KUT HeoOX0ANMBIH aapec. Takoro
Pojia IIPOBEPKHU YaCTO OXBATHIBAIOT HECKOJIBKO JOMEHHBIX 0OEKTOB U B I1€JIOM BbIIIOJIHS-
I0TCSL Ha KaK MOYKHO OoJlee IIO3HUX dTarax!.

3.2.3. Arperartsbl

Korza BbI MeeTe 11e710 ¢ 06BEKTOM MOJIEITH C *KU3HEHHBIM TIUKJIOM, TAKIM KaK CYIIHOCTB,
HEOOXOMMO YOEIUTLCST B TOM, UTO €10 COCTOSTHUE OCTAETCST KOPPEKTHBIM Ha TIPOTSKEHUN
BCET0 CPOKA sKU3HU. [1JI51 3TOTO, BO3MOKHO, TPU/IETCS Peain30BaTh I0BOJBHO MHOTO JIOTH-
KU U UCTIOJIb30BATH KOJL /75T pabOTHI ¢ MEXaHU3MaMU GJIOKMPOBAHUSA, YTOOBI 0OECTIEUNTh
TTO/I/IEP>KKY KOHKYPEHTHBIX OTlepaIiiii 1 3aliCh U3MEHEHNH B TIOCTOSTHHOE XPaHUJINTIIE.
HesaBucumo ot TOro, coxpansercs CyIUHOCTb UM HeT, MO’KHO CKa3aTb, YTO U3MEHEHUe
COCTOSTHUSI TPOUCXO/IUT B PAMKAX TPAH3AKIINN>,

VYipasiieHre TpaH3aKIUSIMHU, KaK [PABIIO, BO3MOXKHO B X0/ie PabOThI € OTIAEIHHO
B34TOM cyliHocThio. Ho B peasbHOCTH Ballla loMeHHasl MOJIesIb, CKOpee BCero, He Takasl

' Cunningham W. The CHECKS Pattern Language of Information Integrity: 6. Deferred Valida-
tion, 1994 // http://c2.com/ppr/checks. html#6.

2 Peun HJIET O JIOTUYECKUX TPAH3aAKIUAX COCTOAHUSA, a HE O TPAH3aKIIUAX 6a3 JlaHHbIX.
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[POCTast U MEKAY PasJUUHBIMU €€ CYHIHOCTIMU 1 00beKTaMU-3HAYEHIAMMU CYIIECTBYET
MHOKECTBO CBsI3eil. ITO 03HAYAET, YTO COIJIACOBAHHOCTH, KOTOPYI0 HEOOXOAUMO MO/ -
JIePsKUBATh, OXBATBIBACT HECKOJIBKO JOMEHHBIX OOBEKTOB. B Takol cUTyaluu J0BOJBHO
OBICTPO BOZHUKAET BOMPOC: KAKMM 06Pa3OM YIIPABJISITh TPAH3AKIMSIME, B KOTOPBIX yua-
CTBYIOT MHOKECTBEHHbIE JIEMEHTBI MOIe/n? J[J1s1 9TOr0 U HYKHBI arperarbl.

Aepezam — 3TO KOHIIENITyaJbHAsI TPAHUIIA, C TIOMOIIHIO KOTOPOI MOXKHO CTPYIIITHPO-
BaTh OTJEJIbHbIE YACTU MOJENU. DTO AeNaeTCs s TOro, 4ToObl BO BpeMs U3MEHEeHMs
COCTOSIHHUSI C arperaToM MOKHO ObLIO paboTaTh KaK € €AMHbBIM II€JbIM, 9TO TPAHMUIIA,
BHYTPH KOTOPOU JIOJIZKHBI TPOU3BOAUTHCS TPAH3aKIUW. ['paHmIla, onpenessieMast arpe-
raToM, BbIOMpaeTcs He IIPOU3BOJIbHO WK TexHudecku. OHa TiareibHo GopMUpyeTcs Ha
0CHOBE TJIyGOKOIr0O OHUMAaHK MOJIEJIN.

[Ipu MozeupoBaHKK arperaTa HeoOXOAUMO CJIE0BATh CTPOTUM IIPABUIAM, YTOOBI OH
paboTasl Kak cJIelyeT ¥ BbIIOJIHSLI II0CTABJIEHHYIO TIepe]] HuM 3a1ady. Jaee repedncieHbl
[paBUIa, IPEJIOKEHHBIE DPUKOM JBaHCOM',

Q Y kaxkaoro arperarta ecTh rpaHUIA U KOPEHb.

Q Posb KOpHS UTpaeT 0jiHa KOHKPETHAs CYIIHOCTD, Pa3MellleHHasl BHYTPH arperara.

O KopeHb SgBJSETCS €AMHCTBEHHBIM YJIEHOM arperara, Ha KOTOPBI MOTYT CCBIJIATBCS
00OBEKTHI 3a TIpejiesIaMu TPaHuIbl. [1oaTomy:

® Y KOPHSI €CTh IIIOOATBHBIN HACHTUDUKATOP;
® KOpEHb YIPABJISIET JOCTYTIOM K 00bEKTaM BHYTPY TPAHUIIbL

® Bce CYIIHOCTH, KpOME KOPHS, UMEIOT JIOKAJIbHBIE UIEHTU(DUKATOPDI, KOTOPbIE MOTYT
GBbITh HEM3BECTHBI 32 MPE/IeJIAMU arperaTa;

® KOpeHb MOXKET IepeiaBaTh APYyIrum O6'beKTaM CCbIVIKM Ha BHYTPEHHUNE CYNTHOCTH,
HO 9TU CCBIJIKU MOTYT MCIIOJIb30OBATHCS JIUIIb BPEMEHHO, 1 X HEJIB3S Y/IEPIKNBATD;

® KOpPEHb MOJKET MepeiaBaTh APYTUM 00bEKTaM CCHIIKN Ha OOBEKTHI-3HAUCHUS.

a I/IHBapI/IaHTI)I MEXAY YJ€HaMU arperata BCEria CO6JIIO,ZI3.IOTC§I B paMKax Ka)KlIOfI
TPpaH3aKIINH.

d I/IHBapI/IaHTbI, OXBaTbIBAIOIIME HECKOJIBKO arperaToB, HE JalOT TapaHTUM COTJIaCOBaH-
HOCTHU B J11000H MOMEHT, HO B KOHEYHOM CYE€T€ OHU MOT'YT CTaTb COTJIaCOBaAHHBIMMH.

O OOBEeKTHI BHYTPHU arperata MOTyT COJIEP/KATh CChLIKU Ha JAPYTUE arPeraThbl.

ITO JI0BOJILHO OOIIUPHBINA HAOOP MPABUII, U BaM, HABEPHOE, CTOUT €IIle Pa3 110 HEMY
MPONTHCH ¥ TIOAYMATh 06 UX 3HAUECHUH U MOCJAEACTBUSX, KOTOPbIE KaKI0€e U3 HUX OyaeT
UMETD He TOJIBKO [Tl apXUTEKTYPbI Balllelt Mojiesid, HO U uid Koja. OfHaKo 3/1eCh eCTh
HECKOJIBKO MOMEHTOB, KOTOPbIE MbI ObI XOTEJIN ITPOSICHUT.

ArperaT — 3TO KOHIIETITyaJbHAd TPAHUIIA, U OH COJNEPKUT CYITHOCTb, KOTOPAs AB-
JISIeTCST eTo KOpHeM. B 11esioM Ha aTtare peannsanni KOpHeBas CyITHOCTh M caM arperar
ABJSIOTCSA OHUM U TeM ke 00beKToM. Bam, B0O3MOKHO, Oy/IeT JIerde 0 HUX pacCysKaaTh,
ecJiv Bl OyJieTe CYUTATD UX MJICH THIHBIMU.

U eanc 9. llpenmerHo-opueHTupoBanHoe poektupoBanue (DDD): cTpyKTypU3aIus CJI0KHBIX

nporpaMMHbIX cucteM. — M.: Busbawmc, 2011.
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Kopenv arperata — 5T0 eJMHCTBEHHAS €r0O YaCTh, KOTOPask BUJHA BHE €r0 IPaHMIL.
Kopenb yIpapisieT 10CTyIoM KO BCEMY, YTO HaXOAMTCS BHYTPH arperata. JTo Je/aeT
€ro ujeaabHbIM MECTOM JIJIsI Pa3MEIIeHHs BCeX MHBAPUAHTOB, OXBATBIBAIOIUX PasHble
06beKTHI BHYTpU Tpaull. Ero Hesibast 060HTH IPH YCJIOBUH, 4TO BbI COO/IIOAAETE IPABUIA
MOJIE/IMPOBAHUS arperaToB. DTO TaKkKe 03HAYAET, YTO KOPEHD SIBJISETCS eANHCTBEHHBIM
3JIEMEHTOM, K KOTOPOMY MOKHO 00paniaThes yepes penosumoputl (M. BPe3Ky). JTo elle
OJIMH c110c00 yIpaBJIeHUs JOCTYIIOM K arperary, KOTOPbIA rapaHTUPYeT, YTO CyHIHOCTH,
HaXOJSIINECS BHYTPU HETrO, HEe MOTYT OBITh HANPAMYIO MOAU(MUIINPOBAHDI BHEIIHUMU
obbeKTaMu.

PEMO3NTOPUN
Mbl He CTaHeM MoApPO6HO paccMaTpuBaTb PEMO3UTOPKM, HO Bbl MOXETE CUMTATh
UX TEXHOIOrMYECKWN HE3aBUCUMbIMU XPaHUMLLAMM ANst KOPHEl arperatoB. KopHu
MOXHO COXPaHsiTb B PENO3UTOPUM U MO3XKE M3BNEKaTb UX OTTyAa. PenosunTtopum
TaKkXKe No3BONAIOT YAansTb paHee COXpaHeHHble KOPHW, eCnn Ballia MOAESb 3TO
noaaepXvBaerT.

Arperarbl BMeCTe CO CBOMMHU TPAHUTIAMY U TIOJZIEPKKON COTJIACOBAHHOTO COCTOSTHUST
MOTYT ChITPaTh BaxKHY0 POJIb TIpK obeciedeHnr 6e30IIacHOCTH B BaleM Koje. Pacemo-
TPHUM IIPUMEP TOTO, KaK CMOJIEJTUPOBATH TPOCTOI arperar.

JleMOHCTpaIMOHHAS MOJE/b COCTOUT U3 KOMIIAHUK U ee pabOTHUKOB. MBI ciesiaem
KOMITAaHHIO CYIIHOCTBIO, IOTOMY YTO OHA J0JIZKHA OBITh IJI06aIbHO MAEHTH(MUIUPYEMOI.
Y Hee ecTbh Ha3BaHUeE, HO ATO BCETO JIUIIb 3HAYEHUE, TOITOMY TIPEJCTABUM €r0 B BUJIE
o0beKTa-3HaueHKs. B KOMIaHUK TPYAATCS PaGOTHUKK. Y KaXI0ro U3 HUX SIBHO €CTh
ueHTHdUKATOP, HOATOMY OH TOKEe OYIET CMOAEINPOBAH KaK CYIHOCTh, PaGOTHUK Bee-
r/1a IPUHALJIEKNUT K KOMIIAHUH, TI09TOMY OH OYJIeT ee I0YepHEl CYIHOCTBIO. Y KaxKI0ro
pabOTHUKA eCTh OIIPEe/le/IeHHAsT POJIb, HO 9TO TOKE 3HAUYEHE, [I09TOMY OHO OyJIeT Tpe/-
cTaBJieHo 00beKTOM-3HaueHeM. VTorosast Mojesib u3obpaskena Ha puc. 3.16.

O6cyaus npupoy paboTHUKA CO CHEIUATICTaMK B IIPEMETHOI 06J1acTH, BbI OCO3HA-
JIM, Y4TO €r0 He Hy/KHO JIeJIaTh UAeHTU(DUIINPYEMbIM 3a peaesaMu KoMnanun. O6beKT pa-
GOTHMKA MOKET UMETh JIOKAJIbHbII HieHTU(hUKATOD. BbI TakKe 3aMETHJIN, YTO HEKOTOPbIE
POJIM MOKHO HAa3HAYaTh TOJIBKO OT/EJbHO B3SAThIM paboTHIKaM. Hanpumep, y KOMITaHUH
MOKeT ObITh JIMIIb OJUH TeXHUUECKHil qupekTop. To jKe caMoe OTHOCUTCS KO MHOTHM
APYrUM poJisiM. UToObI OANEPKUBATE 9TH WHBAPUAHTHI, CYI[HOCTh KOMIAHUHU J0JIKHA
VIIPABJISATH TIPOLIECCOM PacCIIpe/ieJieHust poJieil Meskay paboTHukamu, V3 aToro caemyer,
YTO KOMITAHUIO U BCE ee JJouepHre 00bheKTh He0OXOAMMO CMOIEINPOBATh B BUIE arperara.
Kopsewm arperara Oyzer cama kKomratus. Pesysibrar nokasas Ha puc. 3.17.

ITO 03HAYAET, UTO HA KOMIIAHUIO MOKHO CCHLJIATHCS CHAPY KU, TAK KAK OHA SIBJISIETCSI
r106a/IbHO MAEHTU(MUIUPYEMOIi, OJJHAKO K PAOOTHUKY MOKHO OGPATUTHCS UCKJIFOYM-
TEJIbHO Uepe3 KOPEHD arperara, To eCTh 4epe3 caMmy KoMranuio. To jke caMoe OTHOCHUTCS
K HasHaYeHUIO poJieil paGOTHUKaM. DTO J€JIaeTCsl ¢ TIOMOIIbBI0 METO/IA, IIPHHAIJIEKAIIE-
ro komnanuu. [TockoIbKy Bce orepaiuy ¢ arperaToM KOHTPOJHUPYIOTCSI €r0 KOPHEM,
colJIfojieHe HHBAaPUAHTOB, CBA3AHHBIX ¢ PAOOTHUKAMMU, CTAHOBUTCS JOBOJBHO IIPO-
CTOU 3a/1ayeil.
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Komnanus

. N
Nma PaboTHMK
Ponb
Puc. 3.16. [lomeHHas Moaenb KoMnaHum
Koperb azpezama
Mpanuua azpezama
K KomnaHusa
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Puc. 3.17. KomnaHus, cMogenupoBaHHas B BUAe arperata
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B aTom paszesie Bbl TO3HAKOMUINCH C OCHOBAMU (DYHJIAMEHTAJIBHBIX COCTABHBIX
3JIEMEHTOB, KOTOPBIE NCTIOIB3YIOTCS /IS CO3/ITaHNs IOMeHHBIX Mojiesielt B DDD. Mur 3a-
TPOHYJIM JOBOJIbHO MHOIO MaTepuasa, U, YTOObI KaK CJIeAyeT YCBOUTh BCIO 3Ty UH(DOP-
MalIUIo, MOKET ITOTPeboBaThCs Kakoe-To BpeMsl. Jlaiblie pedsb 1moiiger 06 orpaHuyeHHbIX
KOHTEKCTaxX — elle O/IHON BaKHOH KoHIennuu 13 Mmupa DDD, koTopyio BbI TOJKHBI
YCBOUTD, TIPEKJE YeM ePEeXOAUTDh K OCTATbHBIM TJIaBaM 3TOU KHUTH.

3.3. OrpaHunyeHHble KOHTEKCThI

[Tabmon mpoexkTupoBanust «Ozpanuuennolii KOHMEKCM»> — TO elle OJ[Ha UHTepeCcHast
KOHIIETII[HsT, KOTOPast OIpeiesisieT 00JacTh PUMeHeH st JoMeHHOU Mozesin. OHa urpaer
BayKHYIO POJib He TosbKo B DDD, Ho u B cdepe 6e3onacnoctu. Mcnosb3osanne orpaHu-
YEHHBIX KOHTEKCTOB B KAYECTBE OCHOBBI /I aHAN3a TOMOTAET JIydiiie pazobpaThest
B 3aMBICJIOBATHIX aTaKkax. YToObI B 9TOM yOeAUThCsI, BAM HEOOXOAMMO KaK CJEAyeT
MOHUMATD HTY KOHIIEIIUIO, TTOATOMY CHavajga Mbl TIOTPY3UMCSI B CEMaHTUKY €JNHO-
TO SI3BIKA.

3.3.1. CeMaHTUKa egunHOro s3blka

B DDD edunoim cunraercst sI3bIK, Ha KOTOPOM PasroBapHBaiOT BCe U BCEr[a U KOTOPbIi
obecrieunBaeT sICHOCTb ¥ B3auMmorionumanue (puc. 3.18).

EduHbiii a3bik npucymcembyem
Bcez0a u Be3de, nomozas docmuub
gacHocmu u B3auMonoHUMaHuUS

O6cyxaeHus

Ucenonvsyemces 8

Cneumnanuct
PaszoBapuBaem
BolpaxeH 8

EnnHbIn a3bik

TpeboBaHus

Pa3zzoBapubaem

KomaHga

Uenonvsyemes 8 \ Mcnoabsyemes 8 \Menorbsyemes 6

TecTbl

Puc. 3.18. EauHbIN 3bIK NPUCYTCTBYET BCErAa W Be3Ae, CrocobCTBYS SICHOCTH
1 B3aMMOMNOHUMaHMIO
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[TocKkoJIbKY MBI TOBOPHM «BCE», «BCET/IA» U «BE3/IE», JIETKO MOlyMaTh, YTO PeUb UIET
00 YHUDUIIMPOBAHHOM SI3bIKE ¢ TEPMUHAMHE, OTEPAIUSIMHA W KOHIETIIHSIMI, KOTOPbHIE
0XBaTbIBAIOT BCIO Gu3HEC-006/1aCTh, HO 9TO COBEpIIeHHO He Tak. JII000i, KTO IblITajics
peain30BaTh TAKOIl A3bIK, 3HAET, YTO 9Ta 3aTesl BBUY CBOEl Upe3MepPHOil CJIOKHOCTH 00-
pedena Ha rpoBaJi. VI npuynHa aTOro 3aKJIi04aeTcst B ceManmuxe.

TepMuH WK KOHIIENIIUS MOXKET UMETh OJIHO U TO JKe Ha3BaHue B PA3HBIX Y4aCTSIX
[peAMeTHON 06JacTH, HO UX 3HAUEHM MOTYT PasHUThCs. BosbMeM, K IPUMEPY, CJIOBO
«maket». Eciii CripocuTh 0 €ro 3HAYeHUH KOT0-HUOYIb U3 OT/IesIa JOCTAaBKU, BaM CKaskKyT,
YTO 9TO YIAKOBKA, €CJIU JKe 006paTuThes ¢ TeM ke BorpocoM K MT-crnenmanucram, Bam
00OBSCHAT, UTO 9TO CIIOCOD JIOTHYECKON TPYNIUPOBKY (hailioB B KomoBo 6aze. TepMun
«TaKeT» MCIOb3yeTCsS M TYT U TaM, HO C Pa3HOil ceMaHTUKOI. [lombITKa BBIPA3UTH 3TO
B €IMHOM sI3bIKe BPsijl I OyJeT yAauHOM, TaK KaK /s 9TOr0 IPUIETCS CO3/aTh HOBBIN
TEPMUH, KOTOPBII BOUpaer B cebs 06a sHaueHus. OUeBUIHBIM PellleHneM 3/eCh OyaeT
yroTpebieHne AByX MapajieIbHbIX SI3IKOB BMECTO OJHOTO YHUMUIINPOBAHHOTO, 00-
JIaIafoIIero HeTOUHOU ceMaHTUKOU. Ternepb MOCMOTPUM, KaKoe OTHOIIEHNE K MOJIEISIM
1 OTPAHMYEHHBIM KOHTEKCTAaM UMEET eJIMHbBIN SI3bIK.

3.3.2. OTHOWeHUA Mexay A3blIKOM, MOAESbIO
N OrpaHUYEHHbIM KOHTEKCTOM

OTHOIEHUS MEKITY A3BIKOM, MOJIEJIBIO M OTPAHUYEHHBIM KOHTEKCTOM CTAHOBSITCS OYe-
BUZIHBIMI, €CJIA CMOTPETh Ha HUX C TOYKHU 3PeHus ceMauTHKI. Modeas — 5To abCTpakius
HpeAMETHON 061acTH, B KOTOPOii HAXOAATCS KOHIEIIMN, OTHOIIEHHSI M TEPMUHBI €IMHOTO
A3bIKA. ITO TECHO CBA3BIBAET A3BIK M MOJIEJb MEKLY OO0 — 1 He TOJBKO 3a CUET Tep-
MUHOB ¥ OTHOIIEHWH, HO U Ha YPOBHE CEMAHTUKW: KOHIIETIIIH, TPUHA/JIEKATIA MOJIETH,
JOJIKHA IMETD TO 7K€ 3HaYeHHe, YTO U B A3bIKE, M HA060POT.

MoJiesb 0CTaeTcsl COTIACOBAHHOM, €C/TM CEMAHTHKA €€ TEPMUHOB, OTIePaIuii 1 KOH-
neniuii e menstercss. OHaKo npu J0O0M U3MEHEHUN CEMAHTUKK MOJEIb HAPYLIAeTC s
M IrpaHuIla KOHTEKCTa CTAHOBUTCS OYEBMIHON. ITO OYEHD BasKHO IIOHUMATh, IOCKOJIbKY
MMEHHO 3/1eCh 3HAYEHUE TePMUHA MOKET U3MEHUTHCS JIUIIb MOTOMY, 9YTO OH MEPECeK
rPaHUILy. DTO O3HAYAET, YTO BCE, UYTO HAXOJUTCS BHYTPU KOHTEKCTA, COOTBETCTBYET Ce-
MaHTHKE MOJIEJIU, @ CHAPY/KU T€ K€ TePMUHBI MOTYT UMETh JPYTYIO CEMAaHTUKY. 3BYUUT
BIIOJIHE JIOTUYHO, HO HEMHOTO aOCTPAKTHO.

OBPATUTE BHUMAHME

[JaHHble, Nepecekarolne CeEMaHTUYECKYIO rpaHuLly, NPeacTaBAsoT 0Ccobblii UH-
Tepec C TOYKM 3peHnst 6e30MacHOCTM, TaK Kak B XOde 3TOro MpoLecca MOXeT
HESIBHO M3MEHUTBCS 3HAUYEHME TEPMUHA, YTO YPEBATO NOSBNIEHNEM YS3BUMOCTEN.

PaccmoTpum ipuMep, B KOTOPOM OTUIIIEM €IMHBIH SI3BIK, CO3/IaIUM MOJIETb 1 UCTIOJb-
3yeM ee JIJIs OTpefieJIeHNs CeMaHTUIeCKOU IPAHUIIBI KOHTEKCTA.
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3.3.3. OnpepeneHne orpaHNYeHHOro KOHTEKCTa

OrmpejiesieHre OrpaHNYEHHOTO KOHTEKCTA MOKHO HAYATh € aHAIM3a eMHOTO A3BIKA.
BosbMeM, K IpUMepY, CIEAYIONIUN THATOT MEK/IY Pa3paboTINKOM U CHEIHATHCTOM OT-
JieJ1a IOCTaBKH.

Paspabomuux: Ito xapakTepusyer 3aKas?

Cnevyuanucm: 3axa3 COJICPKUT MPOAYKTHI, TPOIaBaeMble U HEMTPOIaBaeMbIe.

Paspa6omuux: He coceM mOHATHO. YUTO Tl MMEEITb B BULY MOl HEMPOIABAEMbIMI
MTPOTyKTAMMU?

Cnevyuanucm: ITo TPOAYKTHI, KOTOPBIE TIPUJIATAIOTCS K MTPOJAAHHOMY TOBapy MpH OT-
IpaBKe TaKeTa Mo Ha3HAYEeHUIO.

Paspabomuux: O, TOHATHO. ITO IPOAYKTHI O€3 IeHbI?

Cneyuanucm: Her-net! LleHa ecTb y BceX IIPOYKTOB, HO Y T€X, KOTOPbIE He TPOIATOTCS,
OHa HyJIeBas, TIOATOMY OHU MPUJIATAIOTCS GECTIIIATHO.

Paspabomuux: XM-M, JTajiHo. 3ByUUT JIOTHUHO.

Ha sToMm aramne Bce elrie MHOTO HepasGEePUXH, HO MbI Y5KE MOYKEM BBIJICTUTh BayKHbIC
TEPMUHBI U BBIPA3UTh UX B BUJIe YePHOBOI Bepcuu jjoMeHHON Moziesin (puc. 3.19).

MecTo Ha3HaveHus

Omnpabumep
B KoMnAekime
Aocmynen npuazaemea T —p LieHa?
enpopasaemblii | Cimoumocmo?
s omnpabru > 3akas )
’ NPOAYKT BecnramHo?
UAU Hem .
Codepxum
MpopaBaemsiii
Belub Mpeomet APOAYKT
Llena ‘

Puc. 3.19. YepHoBasi AOMeHHasi MoZesb

O¥H U3 KJII0YEBBIX NPUHIUIIOB €AMHOTO A3bIKA COCTOUT B CTPEMJICHUU U30eKATh
HEOIpeIeIEeHHOCTEN, TaK KaK OHM CO3AI0T OOJIBIIYIO IIyTaHUIY ¥ HEJOIMOHUMaHUE,
ITO MOXKHO BUjIeTh Ha puc. 3.19, rzie y Mojiesin MHOTO JIBYCMbBICJIEHHBIX U TIOBTOPSTIONUXCSI
KoHIlenuil. BepHemcst K mpebIyIeMy Iuajaory u MOCMOTPHUM, KaK 9BOJIOIMOHUPYIOT
HAIIIW SI3BbIK U MOJIEJIb.

Paspabomuuix: 51 HeMHOTO 3amyTasics B TEPMUHOJIOTHN. MOJKET, COMIEMCST Ha MCIIOTb-
30BaHUM KaKUX-TO OOIUX TEPMUHOB?
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Cneuyuanucm: Koneuno. Y 1ebs1 yiKe €CTh 4TO-TO KOHKPETHOE Ha IIpUMeTe?

Paspabomuux: T1o Beeil BUMMOCTH, y HAC €CTh TOJBKO MPOAYKTHL. MoXKeT, epectaHem
[IPUMEHSITh TAKUE CJI0BA, KAK <IIPEJIMETBI», <BeIIN», <IIPOIABAEMbIE> U «HETIPOJABAEMbIE ?

Cneyuanucm: Xopoiro, 38yuut joruato. C 31oro MomeHTa Oy/1eM Ha3bIBaTh BCE 9TO
MTPOYKTAMU.

Paspabomuuk: «B xomniexmes v <npuiazaemcsis — 3T0 OTHO 1 TO JKe, BEPHO?»

Cneyuanucm: Jla, naBaii Torna ucIoIb30BaTh TOJIbKO «NPULA2ACMCS>.

Paspabomuux: U0 HacyeT MEHbI U CTOUMOCTH?

Cneyuanucm: Onano u 1o sxe. OcTaHOBUMCS HA TIEHE.

Paspabomuux: TloueMy HAC TOJEKHO 3a00TUTb, SIBJISIETCS TIPOJAYKT OECIIIATHBIM UJIH
Het?

Cneyuanucm: Tol ipas. [laBaii 6oJibIie He Oy/1eM HCTIOIH30BATD CIOBO «OeCnAAMHbLL.

B pesyzbrare mpoiiecca AUCTUILIANMN Y HAC TIOJYYUIHCH Ky/ia 6oJiee JaKOHWIHBIT
SI3BIK U OITUMU3UPOBAHHAS JIoMeHHas Mojiesib (puc. 3.20).

MecTo HasHaueHust MoxHo
—_—— NpUAOKUMb
OmnpaBumo
AocmyneHr N
s omnpabku ' 3akas ’% MpoaykT —I
S

UAU Hem

Llena

Puc. 3.20. OnTMMM3MpoBaHHas 1 He Takas U3bbIToYHast AOMEHHas Moaesb

Ho unorza AucTriiisiims mo3BoJisieT BbISIBUTD HEJIOCTAION[IE TEPMUHbI, KAK TOKA3aH0
nanee.

Paspabomuuk: 3akas MOKET COJEPKATh OIUH WUJIH HECKOJIBKO MTPOAYKTOB?

Cneuuanucm: Bepro. Ho muist 3akasa 6€3 MpOIyKTOB BPSIIL I MOHATOOUTCST TIAKET.

Paspabomuux: Ilaker?

Cneuuanucm: Ax, usBunu. [laketrom Mbl Ha3bIBaeM YIIAKOBKY, B KOTOPOIl OTIIPaBJIsI-
eTCs 3aKas3.

Paspabomuux: Xoporiio, 3Byunt jorudso. Ho 0TKy1a Mbl 3HaeM, CKOJIBKO MTPOYKTOB
HY>KHO OTTIPABUTD B TaKeTe?

Cneyuanucm: KomudecTBo eIITHAIL KA)K0TO TPOLYKTA YKA3aHO B 3aKase.

Paspabomuux: Ara, nonaTHo. [laBaii 1o6aBUM «KOJUYECTBO» U «IIAKET»> B HALI eINHbII
SI3BIK U MOJIEJTb.

IMocue aroit nopaborku (puc. 3.21) pazpaboTUUK U CIEIUATUCT BIIOJHE YBEPEHDI
B TOM, UTO y HUX 00Illee BUICHUE U TOHUMaHIEe 3aKa3a.

Ho HackobpKo TiybOKO MOENb MPOHWKAET B opranusanuio? Korma ata Mojieib
yoKe MepecTaeT COOTBETCTBOBATH Ou3Hecy? OTBETHI HAa ITH BOMPOCHI SABJISIOTCS KITTO-
4OM K OIpEeJeHII0 IPaHUIBl KOHTeKCTa, PaspaboTunk HauMHaeT paccrpanmubarh
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OKpPYJKalolnx, 1 IMOX0Ke, 4TO B OT/I€JI€ JIOCTaBKU IaPUT B3aNMMOIIOHMMaHHE. I‘IOy 06])3.-
TUBHIUCH K CIIENUAJIUCTY N3 (I)I/IHaHCOBOFO oTzaeJ1a, pa3pa60Tq1/IK BHE3allHO 06Hapy>1<1/IBaeT
HapyHaieHne Mo/ieJin.

MecTo MoxHo
Ha3Ha4YeHns
OmnpaBumep
nakem
ocmyneH
Aocmy 1 N | 1. N}
ors omnpabku | 3akas /%‘ MakeT Mponykt
UAU Hem —
Konunyectso Llena

Puc. 3.21. NTorosasi AJOMEHHasi Moaenb

Paspabomuux: Barasgnure, noxaiyiicra, Ha Hallly MOJIEJIb 3aKa3a.

Q@unancosoiti cneyuanucm: Koneuno. Moziesb BbITJISIIUT JTOTUYHO, HO BbI, IOXOKE,
YIIyCTUIIM MHOTO BayKHBIX KOHIICTIIIHIA.

Paspabomuux: Tpaspa? O6bsicHu, mosKajyicra.

Q@unarncosolii cheyuanucm: 31echb HeT MHPOPMAIIUH O II7IATEKE 1 CPOKE BBITTOJIHEHS
3aka3za. Elre g1 He BUIKY 3ape3epBUPOBAHHON CyMMBI.

Paspabomuux: Ara. Tloxosxe, MbI HCIIOJIb3yeM pasHble onpeesenus 3akasa. Criacu6o
3a TO, UTO y/IeJIUJI MHE BpeMS.

Kak Tos1bK0 HapymaeTcs ceMaHTHKA MOJIEJIH, CTAHOBUTCS OYEBHU/THON IPaHUIla KOHTEK-
cra. Onpeziesus, rjie MMEHHO BO3HUKAIOT IPOTUBOPEUNs, pa3paboTyrK 6hICTPO OCO3HAET,
4TO B 00J1aCTsIX (DUHAHCOB U JIOCTABKH 3aKa3 O3HAYAET PA3HBIE BEIIU. ITO TOBOPUT O TOM,
rzie MPOXOJUT IPAaHUIld KOHTEKCTa. Mbl MOKEM ITPOUJITIOCTPUPOBATD 3TO B BUJIE JIBYX
OT/IEJIbHBIX KOHTEKCTOB, B KaXK/IOM M3 KOTOPBIX IIPECTABJICHO TOHATHE 3aKa3a C PA3HBIM
cMbIcsioM (puc. 3.22).

ABa koHmekcma
hAocTaeka ¢ 00HOU KOHuenuuei, duHaHChbI
HO pa3Holl ceMaHmukol

3akas

[paruya 7
KOHmMeKcma

Puc. 3.22. [IBa KOHTEKCTa C OIHON KOHLEMNLIMEA, HO Pa3HOIN CEMAHTUKOM
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Ho urto, ecit HaM HYKHO B3aMMO/IEHCTBOBATD U MEPEIABATH 3aKA3bl MEK/Ly KOHTEKCTa-
mu? CyliecTBYIOT JIM IPYTHE TOXOKKE KOHIIETIIIUY C PA3HOM CEMAHTUKONW? JTO MOIBO/IAT
HAC K CJIeJIYIOIIeil TeMe — B3aUMOJIEHCTBUIO MEXK/y KOHTEKCTAMMU.

3.4. B3aunMopencTeue Mexay KOHTEKCTaMM

I'panuila KOHTEKCTa IIPeACTaBAseT MHTEPEC ¢ TOUKK 3peHust GesonacHocTh. Jasaiite
olyMaeM, Kak IIPOUCXOIUT B3aUMOJICHCTBHE MEXK/y KOHTeKcTaMu. Kor/a 1anHbie repe-
CEKaIOT IPAHUILY, OHU aBTOMATUYECKU IIPUHUMAIOT CEMAHTUKY €/IMHOTO I3bIKa U MOJICJIN
Jpyroro Koutekcra. M3 atoro cieayer, uto 6e3eiicTBIE B 9TOM MPOIECCe CO3/IAET PUCK
NOSABJEHU YA3BUMOCTEl. M XOTs 9T0 MOXKET 10Ka3aThCsl OUEBH/IHBIM, HO TIPOGJIEMbI
TAKOTO POJIa BCTPEYAIOTCA HA YAUBJIEHUE YACTO.

[To upoHuu CybOBI TIABHON TIPUYNHOI HTOrO MOKET GBITh MOTIBITKA CJIE/I0BATH TPUH-
ity DRY (Don’t repeat yourself — «He nosropstiicst» ). duapto Xaut u J[ssug Tomac
OIPE/IEIIAIOT HTOT MPUHIUIT CIIEYIONM 06pasoM:

Kaxxgasi yactb 3HaHUS AOMKHA UMETb €AMHCTBEHHOE, HENPOTUBOPEUYNBOE N aBTO-
PUTETHOE NpeAacTaB/iEHNE B PaMKaX CUCTEMBbI.

Hunt A., Thomas D. The Pragmatic Programmer (Addison-Wesley, 2003)

MHorue UHTEPIPETUPYIOT €ro Kak nsberanue CUHTAKCUYECKOro Ay0IupoBaHus,
KOTOPOE BO3HUKAET, HAIIPUMEDP, NP1 PYYHOM KOIIMPOBAHWY KO/, HO JAHHBIM TTPUHITUIT
OTHOCUTCS K ceMaHTHKe. I 9T0 Bo3Bpalaer Hac K e/[HHOMY SI3bIKY.

Emunbiii a3bik Tpebyer, 4ToObl ceMaHTHKa JOMEHHO Mozie/in Obljla HelBY CMbICIEHHON
B paMKax Bcero konTekcta. Ho eciim pykoBo/ICTBOBAThCS CUHTAKCUYECKON MHTEPIIPETAIIN -
eii npunnuna DRY, MeTozn oOMeHa JaHHBIMU MeK 1y KOHTEKCTaMU BHE3aIllHO [IPeBpalia-
€TCsl U3 CEMaHTUYECKOro BOITpoca B Texuudyeckuil. M a1o orpomuast ipobiiema, Bejib eciu
[IPUMEHSATH 00IIIe MOJEIH, YTOOBI MeHbIIIe 1yOIMPOBaTh KO/, 8 HEKOTOPbIe KOHIEIIHH
B HMX O3HAYAIOT PasHble BEIIH, 9TO JeJaeT BO3MOKHBIMIE JII00bIE, caMble Oe3yMHbIE IIPO-
GJ1eMbl, BKJII0Yas AbIPbl B 6e30macHOCTH. YT0ObI 9TO MPOUJLIIOCTPUPOBATH, BEPHEMCS
K IIPUMePY ¢ KOHTEKCTaMU OTAEJIOB JOCTaBKK U (DMHAHCOB, HO HA 9TOT Pas MOIpodyeM
YMEHBUINTh CUHTAKCUYECKOe AyOIMpOBaHLe 32 CUeT 0OMIel MOAEeIN.

3.4.1. Wcnonb3oBaHue O4HOU Moaenu
B IBYX KOHTEKCTaX

B o6uacTsix 1ocTaBKu ¥ (PMHAHCOB UCTIOIB3YIOTCS TAKKE KOHIICITIIN, KaK 3aKa3, TPOLYKT
u 1ieHa. J{oOBOJIBI B TOJIb3Y HAJIMUMsE OOIIEH MOJIEN U B CAMOM JIEJIE BBITJISAAT YOS UTE -
HO, TaK KaK 9TO yMeHbImaeT 1yoanposanue. Ho U1t 9TOro HYKHO 103alMCTBOBAThH €IIE
HECKOJIbKO KOHIleNuii u3 ¢hmHancoBoit obaactu (puc. 3.23).
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Cpok v
BbIMNOJIHEHUS €CTO
3akasa Ha3Ha4deHunsa Moxko
‘ NPUAOKUMb
Odpadomame do Omnpabumo
nakem
AocmyneH 1. No 1 1 No 4
oS omnpabku | 3akas /—9 MakeT | MpoaykT
Cymma KonunuecTso LieHa
c é_‘ MnarexHas
RISU nHdopmaumsa
3apesepBUpoBaHHas
cymma

Puc. 3.23. YHubuumpoBaHHas Moaesb 3akasa, pasfesnisieMast Mexay KOHTEKCTaMu A0CTaBKu U h1HaAHCOB

Ha niepBbiii B3TJIsi pUMeHeHre YHUDUIUPOBAHHOM MOJIEJIN 0Ka3a10Ch GOIbIINM
ycnexoMm. ETMHCTBEHHBIM BUMMBIM HEJIOCTATKOM SBJISIETCS TO, YTO MOJIENb TTOJYINIach
HACBIIIEHHOH, ¢ HECKOJBKUMU JUITHUMU KoHTlenuamMu. Ho naBaiiTe mocMOTPUM, U4TO
[IPOMB0IIJIET, KOT/Ia B KOHTEKCTE J0CTABKM IIOSIBUTCSI HOBOE OnaHec-TpeboBaHue.

Cnevyuanucm: YTo0bI yIPOCTUTH TAMOMKEHHbIE JeKIaPallii IJIs MeKLyHAPOIHOI 10~
CTaBKM, HAM HY>KHO YKa3aTh (PaKTUUECKYI0 CTOUMOCTD TTaKeTa.

Paspabomuux: Xopotio. Ho 4to B 5TOM ciiydae JeaTh ¢ IPUIaraéMbIMU TPOLYKTAMIL?

Cnevyuanucm: PaHpliie Mbl JIeJTajTi TPOAYKT OeCTIATHBIM, UCKYCCTBEHHO OOHYJISIST €T0
1[eHy, HO OOJIbIIIe TaK IOCTYIIATh HEJIb3SL.

Paspabomuux: Bepao. Mosxer, mpocto yoepeMm GUKTUBHYIO LEHY ?

Cnevyuanucm: Jla, CTOUMOCTD MaKeTa paBHA CyMMe BCEX IIeH, TaK YTO 3TO JTOJIKHO
cpaboTars.

Paspabomuux: V1 3aTeM BbIYTEM [IEHBI IPUJIATaeMbIX TOBAPOB U3 00IIeH CyMMBI, ITpa-
BUJILHO?

Cnevyuanucm: Her, B cueTe, KOTOPBIH BBICTABISAET (DUHAHCOBBIN OT/ICI, YKA3bIBACTCA
3ape3epBUPOBAHHAS CyMMa, I0ITOMY HAM He HY;KHO HUYETO BBIYUTATh.

Paspabomuux: 3syunt normyno. Torga s Oyay IPOCTO yAAIATh (DUKTUBHbIE LIEHbL.

Brecenue nsMeHeHuii He Tpebyer GOJBIIMX YCUJINIA, 1 BHauaje Bce paboTaeT Xopo-
1110, HO 4epe3 HEKOTOPOe BpeMs B oTAee (PMHAHCOB HAYMHAIOT HaOMI04aTh CTPAHHOE.
[To kaxoii-To TpUUNHE UHBAPUAHT <3APE3ePBUPOBAHHAS CYMMA = CYMMA BCEX UeH» MHOTIA
HapymraeTcs. Jra mpodieMa MOKeET II0KA3aThCsl HECYIECTBEHHOI, TaK KaK 9TO IIPOUC-
XOJIUT TOJIBKO TIPU o0aBieHnn GecrIaTHbIX TPoayKToB. Ho B pesyibrare 1o ee (akrty
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UHUIUUPYIOT OJHOMacITabHoe paccieoBanue. HapyieHre nHBapHaHTa SKBUBAJICHTHO
anbcudukayy 3akasa, v 9T0 cepbeaHas apipa B GezomacHocT!

PaccaieoBanue He BbISIBUJIO HUKAKUX YS3BUMOCTEH, HO TO, YTO IIPOCTOE U3MEHEHUE
MOJKET UMETb TaKKe IOCIe/ICTBUS, JOBOJIBHO HHTepecHO. [laibHel il aHaaus okasal,
4TO pPeaJbHON MEePBOMPUUNHON OBIIO CIOTH30BAHNE OJHOW MOJIEIN B JIBYX KOHIIETI-
TyaJIbHBIX IIPE/ICTABJICHUAX 3aKa3a. VIHBAapUAHT «3ape3epeuposannas CYymMma = cymma
6cex uens UMeeT CMBICJ TOJbKO B (pMHAHCOBOM KOHTeKcTe. Ho 1nmockosibky cyiecTByer
00111ast MOJIesTb, OT/IEJT IOCTAaBKK BBIHYK/ICH COOMIONATh 9TOT MHBAPUAHT, HECMOTPSI Ha
TO YTO B HTOM KOHTEKCTE OH GECCMBICIEHHBIN. JTO ABHast MPoOJIeMa, TaK Kak U3-3a Hee
KOHTEKCTBI HE MOTYT OBITh HE3aBUCUMBIMHU U BJIAJICTh COOCTBEHHBIMU MoziessiMi. Ho ecau
HE TIPUMEHSTH 00IIYI0 MOJIENb, TO KAK MBI Y3HAEM, KaKue KOHIEMIUU TpebyIoT 0coboTo
BHUMaHUS 1IPU B3aUMOJIECHCTBUU MEXK/y Pa3HbIMU KOHTEeKCTaMu? PelieHne cocTOUT
B CO3/IJaHUU KapTbl KOHTEKCTOB.

3.4.2. Co3gaHune KapTbl KOHTEKCTOB

Kapma xonmexcmog — 310 KOHIIENTyaIbHOE TIPEICTABJIEHIE TOTO, KAaK B3aMMO/IEICTBY-
0T pasHble KOHTEKCTBL. DTO MOKET OBITh [HArpaMMa, TEKCTOBOE OTIMCAHUE U TIPOCTO
B3aMMOITOHUMAHNE MEXK/IY KOMaHaaMu. B JI060M ciIydae KII04eBOil ee 0COOEHHOCTHIO
SIBJISIETCSI TO, YTO OHA TIOMOTAET OIPEAETUTDh KOHIENIIUN, KOTOPBIE TIEPECEKAIOT CEMaH-
TUYECKHE TPaHUIIbI.

HermpaBuibho coctaBienHast Kapra 3a4acTyio CTAHOBUTCS TPUYNHON HEIOTIOHITMA-
HUs, KOTOPOE MOKeT IPUBECTU K rpobiaemam ¢ OesonacHocTbio. Takum o6pasom, orpe-
JIeJINTH TPAHUIIBI KOHTEKCTA OY€Hb BAXKHO, HO 9TO IIPOIIE CKA3aTh, Y€M C/I€IaTh. ECIIH BbI
He 3HaeTe, ¢ Yero HayaTh, OTJIUYHBIM PellieHreM OyIeT BOCIOIb30BaThes 3akoHOM KoH-
Besil. B 1968 roxy Menr KonBseii omy6nkoBa HayuHy o paboty 1oj HazBaHueM How Do
Committees Invent?, riie BBIABUHYJI CJICTYTOTIUH TE3WC.

JNiobas opraHu3aums, KoTopas NPOeKTUPYeT cUCTeMy (B LUMPOKOM CMbICIIE),
CO34aCT MPOEKT, CTPYKTypa KOTOPOro SIBASIETCA KOMWEN CTPYKTYpbl CBA3El
opraHu3aumm.

Conway M. How Do Committees Invent? (Datamation, 1968)

W3 Hero ciefyeT, 4TO KOMMYHUKAIIMOHHbIE CTPYKTYPBI, CyIleCTBYIOI1E B OPraHn3a-
[[1H, YACTO OTPAYKAIOTCS B APXUTEKTYPE CUCTEMBL. JTO, TOXOKE, OTHOCUTCS U K CTIOCOOY
onpe/iesieHusI OrPaHMYEHHBIX KOHTEKCTOB. MHOTMM KOMaH/laM CBOWCTBEHHO OPTraHN30-
BBIBaTh CBOIO PaOOTY BOKPYT MOJICUCTEM, U OTPAHIMYEHHbBIE KOHTEKCTDHI 3a4aCTYIO CIIELYIOT
TOi1 5K sorrke. Takum 06pazoM, mporiece paszeseHus PabOTHUKOB 10 KOMaH/[aM SIBJISIeT-
€51 XOpolllel BO3MOKHOCTBIO OTIPE/IeIUTh OTpaHNYeHHble KOHTEKCTHI JIJIsI Balllei KapThl.

YT06bI TIOKA3aTh, KAK MOKET BBITJISIZIETD IPaUIecKoe PeICTaBIeHIe KAPThl KOHTEK-
CTOB, €llle Pa3 BEPHEMCS K OT/le/IaM JI0CTaBKU U (huHaHCOB. J[Jis1 Havama Oy/ieT moJie3Ho

' Cwm.: http://www.melconway.com/Home/Conways_Law.html.
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HAPHCOBATh MPOCTYIO OBIIYIO CXEMY B3aUMOJICHCTBUI BHYTPH CHCTEMBI TPU 06paboTKe
3akasa (puc. 3.24).

®
wnpaéfumo @ \Hoﬁbl&' 3aka3 @
nakem
Obpadomame 3apesepBupobamo
3aKa3

®durHaHchl

YBedomume 3aBepuume
00 omnpabre IMPAHCAKUUFO
3aKa3a

Puc. 3.24. B3anMogeicTaue Mexay otaenamu h1HaHCOB M OCTaBKU

BoT kak B3auMoieiicTBYIOT OT/IeJbl (DUHAHCOB U JIOCTABKU.

1. Otnesn hrHAHCOB MOTyYaeT HOBBIH 3aKas.

N

OOG1ag cyMMa 3aKasa pesepBUPYeTcs Ha cuere, KOTOPbIi YKasaH B IIaTexkHON HH(Op-
MaIu.

Orzen (hpHAHCOB TIepesiaeT 3aKa3 Ha 06pabOTKY B OT/IEJ JOCTaBKH.
Otaen noctaBku 0OpabaThbiBaeT 1 OTIPABJISIET 3aKa3.

Otnen noctaBKu yBeOMIISIET OT/Ie] (PUHAHCOB O HOBOM CTaTyCe 3aKa3a.

S

OTLIGJI (pI/IHaHCOB 3aBepHiacT ICHEKHYIO TPAHCAKIINIO.

ATy BIOK-CXEMY JIETKO TIPEBPATHTh B KAPTY KOHTEKCTOB, 13 KOTOPO CTAHOBUTCS SICHO,
YTO KOHTEKCT JIOCTABKYM BTOPUYEH IO OTHOIIEHUIO K KOHTEKCTY (dunaucoB (puc. 3.25).
ITO MOXKET Ka3aThCs OUEBUIHBIM, HO CAMO TIOHUMaHWe TOTO, YTO (PMHAHCOBBIH 3aKa3 He-
00x0MMO TIPeoGPa3oBaTh B 3aKa3 OT/E/a JOCTABKH, UMeeT OTPOMHOE 3HaueHue. JlaHHoe
OTHOIIIEHYE SIBHO YKA3bIBa€T Ha HEOOXOIMMOCTD YETKUX CBSI3€H 1 Ha TO, UTO JJIST YCITEI-
HOU paboThI KOMaH/IbI TOJIKHbBI B3AUMO/ICHCTBOBATb.

Bor yiKe TOKHBI IMETH KOHTIETITYaThHOE TIPEICTABIEHUE O TOM, TOYeMY BaKHBI OTPa-
HUYEHHbBIE KOHTEKCTHI M KaK CO3[AI0TCS UX KapThl, HO HaM €Ille TIPEACTOUT OOBSICHUTD, KaK
OHW OTHOCSITCSI K 0€30ITacCHOCTH. B cJIey omnx riaBax Bbl yBUANTE, KAaK OTPAaHUYEHHBIC KOH-
TEKCTHI TIOMOTAIOT aHATTM3UPOBATH KOJI Ha TIpeMeT ysa3BuMocTeil. Harprimep, B T1aBe 9 Mbl
pacemoTpuM 00paboTKy c6oeB, a B riiaBax 12 u 13 peup moiizer o paboTe o CTapbiM KOIOM.

B caeytoteii riraBe BbI TO3HAKOMHUTECH C KOHTIETIIIUSMU TIPOTPAMMUPOBAHMS, KOTO-
pble MO3BOJISIIOT YIIYUIIATH OE30MACHOCTD 32 CUET UCTOJIb30BAHUS UJIeil 13 9TOMN TJIaBbl
U U3 APyTux obmacteil. Bbr cMojKeTe MPUMEHSITh UX B OBCEAHEBHOI paboTe U HAyuInUTeCh
BBISIBJISITD YSI3BUMbIE YIACTKY B IMETOTIENCST KOOBOTT Gase.
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K.oHmekem OW\V\PagKM KoHmekem I#MHAHCOg

O0dHa
KoHuenuus,
HO pasHbie
KOHIMeKCcmbl

3akas el

B — BmopudHbiii
T — nepBuuHorii

Puc. 3.25. KOHTEeKCT OTnpaBKkn BTOPUYEH MO OTHOLLEHWIO K KOHTEKCTY (hMHAHCOB

Pe3tome

a

Cosganue 1oOMeHHBIX MOZEIE — XOpOoIIasd BO3MOKHOCTD IIPUOOPECTH IIIyOOKIe 3Ha-
HUS O IPeIMeTHO 061acTy.

I[OMGHHaH MOJeJIb JOJIKHA OBITH CTPOTUM N HE/IBYCMBICJICEHHBIM ITPEACTaBJICHUEM
HpeI[MeTHOﬁ 06J1aCTH 1 0XBaThIBaTh TOJBKO CaMble BasKHbBIE €€ aCIIEKTHL

[Ipu cozannm JOMEHHON MOJIEJIU MBI JIeJIaeM BBIOOP MEK/TY MHOXKECTBOM Pa3HbIX ee
BAapUAHTOB.

ZIOMGHHB}I MOI€EJIb (I)OpMI/IpyeT A3BIK JIJIA O6Cy>K]IEHI/IH CHUCTEMDBI.

CymHocTi, 00bEKThI-3HAYeHUS 1 arperaThl — IJIaBHbIE COCTABHbIE 9JIEMEHTHI Ballleil
JIOMEHHOU MOJIEJIN.

CyIHOCTD CONEPKUT UAEHTU(DUKATOP, KOTOPBIN OCTAETCS HEM3MEHHBIM Ha MPOTSIKE-
HUY e€ KU3HEHHOI'O IIUKJIA, U MOKET COCTOATh 13 APYIUX CYLUIHOCTEN WK 00bEKTOB-
3HAYCHUN.

VHHUKaJIBHOCTD CYIIHOCTH BCET/Ia OTPaHNYeHa KaKOH-TO 00JIaCThi0, KOTOPast 3aBUCHT
OT MOJIEJIN.

VY obbekTa-3HaueHUST HET WIEHTU(DUKATOPA, OH OMPEJEISIETCS] CBOMM 3HAYEHUEM.
OO06beKT-3HaYeHNE BCETa J0JKEH 0CTaBaThCs HeM3MEeHAeMbIM 1 (DOPMUPOBATH 11e-
JIOCTHYTO KOHIIETITIHIO.

Arperar — 3T0 KOHIIENITyaJ bHAsI TPAHUIIA, KOTOPast 00beIUHSIET PYTHe 00HEKTHI MO-
JIEJIV ¥ OTBEYAET 3a COOJIIO/IEHNE MHBAPUAHTOB MEXK/LY TUMU OOBEKTAMU.
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ay arperarta Bcerjga €CTb KOp€Hb, KOTOprfI B KO/I€ 0OBIYHO COBITa/Ia€T C CaMUM arpe-
raToM.

O Kopenb arperata nMeet TI06ATbHBIN HACHTHGHUKATOP, TaK KaK 9TO eIMHCTBEHHAS
YacTh arperara, Ha KOTOPYIO MOTYT CCBIJIATHCS IPYTHE 3TIEMEHTHI MOZIETIL.

Q EauHbI S3bIK UCIIONB3YETCS BCEMM YJIEHAMM KOMAH/IbI, BKJIIOYAs CIEIMaTUCTOB
B IIPeJIMETHON 001acTi. ITO 00eCIeunBaeT B3aMOITOHUMAaHHeE.

O /lomeHHas MO/ieIb OTPAaHNYEHA CEMAHTUKOH eIMHOTO SI3BbIKA.

O OrpaHuveHHBIM HA3BIBAIOT KOHTEKCT, B PAMKaX KOTOPOTO COBJIIOAETCS CEMAHTHKA
mozesin. JIioboe n3MeHeHrne CeMaHTUKU TIPUBOANUT K HAPYIIEHUIO MOJIEJIH, YTO T10-
3BOJISET OIPE/IeTUTh TPAHUILY KOHTEKCTA.

a OHpeI[e]IeHI/Ie TpaHHWIIbl KOHTEKCTAa MOKHO Ha4yaTb C IPUMEHEHNA 3aKOHA Komnges.

a [[aHHbIe, Iepecerarimne CEMaHTUYECKYIO I'paHUIly, IIPEACTaBJ/IAI0T 0COOBIi nHrepec
C TOYKHU 3pEHUA 6830HaCHOCTI/I, TaK KaK IIpU Ilepece4eHr N 3Ha4€HNE KOHIEIITNN MOKET
HEABHO NUBMEHMTbCA.



Konuenuuu
NPOZPAMMUDOBAHUS,
cnocobcmayrouue
besonacnocmu

B 3TOM rnaBse

QO Kak Heu3MeHSIeMOCTb peLlaeT npobnemMbl ¢ 6e30MacHOCTLIO.
Q Kak KOHTpaKThl C 6bICTPbIM MpeKpaLleHeM paboTbl AENA0T apXUTEKTYPY 6€30MacHON.

QO Bwuabl NPOBEPOK KOPPEKTHOCTM W MOPSAOK UX NMPOBEAEHMUS.

PaspaboTunkam MOCTOSTHHO HATOMUHAIOT O IPHOPUTETAX M KPAHUX CPOKax. PasimuHbre
IpsI3HBIE TPIOKU U 00XO/I TIPABUJI MHOT/IA CTAHOBSITCSI YaCThIO PEANBHOCTH, C KOTOPOil
npuxoauTcst Muputbest. Ho MoxkHO sin 6e3 aToro oboiitich? Ha caMoMm JieJie petiieHust
0 TOM, KaKOil CHHTAKCUC UCIIOJIb30BaTh, ¢ KAKMMHU aJITOPUTMAaMU paboTaTh U KaK Opra-
HU30BBIBATH IMTPOIECC BBITIOJIHEHW A, TPUHUMAETE Bbl CaMU. Ecan BoI [[eI>)ICTBI/ITeJIbHO
IIOHMMaeTe, YeM OJTHN KOHIENIUHN ITPOTPaMMUPOBAHWA JIyUIlle APYTUX, UX IIpUMEHEHNE
CTAHOBUTCSI BTOPO# HATYPOI U 3aHUMAET He GOJIbIIe BPEMEHH, YeM HATIMCAHUE TIJI0XO0T0
koza. To JKe caMoe OTHOCUTCS M K 6e30MaCHOCTU. 3JI0YMBIIIJIEHHIKOB He 3a00TSIT BAIITH
KpailHue CPOKH U TIPHOPUTETHI — CJIA00 BAIUIIEHHYIO CHCTEMY MOKHO B3JIOMATh He3a-
BUCHMO OT TOTO, TIOUEMY U B KAKIX 00CTOSITEILCTBAX OHA CO3/[ABAJIACH.

MbI Bee HeceM OTBETCTBEHHOCTb 3a MPOEKTUPOBAHIE HE30ACHOTO TIPOTPAMMHOTO 00e-
crieuerust. VI3 JaHHOU TJIaBbI BBl y3HAETE, IOUEMY JIJIsl 9TOTO HE TPEOYETCST OTIONHUTEb-
HOE BpeMs 110 CPaBHEHUIO ¢ Pa3paboTKON c1abo samuiienHoro ysaspumoro 110. B css3u
C 9TUM MBI Pa3JIeJIUJIM MaTePUaJl Ha TP YaCTH, e 00CYKIAIOTCS Pa3Hbie CTPATETHH
petiierust pobJieM ¢ 6e30IACHOCTBI0, KOTOPBIE BAM MOTYT BCTPETUTHCS B TIOBCEIHEBHOI
pabore (tabir. 4.1).
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Ta6nuua 4.1. MNpobnemHble 0611aCTH, 0 KOTOPbIX NOMAET peyb

Pazpen Mpo6nemHas obnacrb

4.1. Heusmensiemoctb HpO6]ICM])I, CBsA3aHHbIE C I[IEJIOCTHOCTBIO
N JOCTYITHOCTDBIO TaHHbIX

4.2. BeicTpoe mpekparienne paboThl [TpobieMbl, CBSI3aHHBIE C HEJIOITY CTUMBIM BBOJIOM
C UCIIOJIb30BaHNEM KOHTPAKTOB U COCTOSTHUEM
4.3. IIpoBepka KOPpeKTHOCTH [TpoGiemMbl, CBA3aHHbIE C TIPOBEPKON

KOPPEKTHOCTH BBOJla

Takum 06pasoM MbI TIONBITAEMCS M3MEHUTH Balll 0Opa3 MbIILJIEHUS, CHAOAUTH BaC
HOBBIM HaOOPOM MHCTPYMEHTOB U IaTh PEKOMEH/IAI[IH, KOTOPBIE BB CMOKETE TPUMEHSITh
B MOBCEHEBHONU pabore. Bbl Takske HaydMTeCh BBISIBJISTH clabble MECTa B YCTapEBIIeM
KOZIe U UCTIPABJIATH uX. HauneM ¢ IpuHIMIA HEM3MEHSEMOCTH U IIPUBEIEM IIPUME]P TOTO,
KaK OH IIOMOTaeT CIIPABJIATHCS ¢ OOHOBJICHUSAMU.

4.1. HeunsMeHaeMoCTb

[TpoekTUpyst 0OBEKT, BB JOJIKHBI ONMPEIETUTHCS ¢ T€M, KAKUM OH JOJIKEH OBbITh: 13-
MEHSIeMBbIM WJIN HeN3MeHsIeMbIM. B TIepBoM cirydae ero COCTOSTHME MOXKET MeHSAMbCsl,
a BO BTOPOM — Hem. DTO MOJKET TO0Ka3aThCsl HECYNeCTBEHHBIM, HO C TOYKW 3PEHUS
0e30IIaCHOCTH 3TOT acIleKT o4eHb BaskeH. HemsaMenaembre 00beKTbI MOKHO GE3011aCHO
pasesisaTh MeKIYy MOTOKAMU BBITTOJHEHNS, C UX TTOMOIIIBIO IaHHBIE MOKHO C/leJTaTh
BBICOKOJOCTYITHBIMM, UTO OYeHb 3HAYMMO JJIs 3allUThl cucTeMbl oT DoS-arak (denial
of service — «oTKa3 B 00CIy:KMBaHUN» ). A BOT U3MeHsAeMble 00bEKThI pACCYUMTaHbl HA
00HOBJIEHME, YTO MOKET IIPUBECTU K BHECEHUIO HECAHKIMOHUPOBAHHBIX M3MEHEHUIA.
[Toniepskka N3MEHSIEMOCTH 3a4aCTYIO IPUBHOCUTCS B CUCTEMY U3-3a TOTO, UTO €€ Tpe-
6yioT hpeliMBOPKH, WM TIOTOMY, YTO Ha MEPBBIN B3TJISA/ OHA JesiaeT Koz mpoiie. Ho
9TO OIACHBII TOAXOI, 32 KOTOPbIH, BO3MOKHO, IIPUAETC JOPOro 3araTiTh. IT0ObI 5TO
MIPOUJIMIOCTPUPOBATDL, PACCMOTPUM MPUMEP TOTO, KaK UCIOJIb30BaHNE U3MEHICMOCTH
B apXUTEKTYpe BeO-MarasuHa BbI3bIBaeT IPOOIEMBI ¢ HE30IIaCHOCTHIO, KOTOPbIE MOKHO
JIETKO PETIUTD 32 CIET HEU3MEHSIEMOCTH.

4.1.1. OB6bIKHOBEHHbIN Beb-MarasuH

[TpexncraBbTe cebe OOBIKHOBEHHBIN BeO-MarasuH, KINEHTBI KOTOPOTO ayTeHTU(hUIIPY-
I0TCST ¥ IOOABJISIOT TOBAPHI B KOP3WHY TIOKYIOK. Y KasKIOTO KJIHEHTA €CTh KPEIUTHDIH
PEUTHHT, OCHOBaHHBIN Ha MCTOPUU MOKYIIOK U 4ieHCKUX Oayrax. Huskuit KpeanTHbIil
PEUTHHT TIO3BOJISIET TIJIATUTD TOJTBKO € TIOMOTIBIO KPEIUTHOM KapThl, @ BBICOKUH B JI0TOJI-
HeHNe K 9TOMY ZIaeT BO3MOKHOCTb HCIIOJIB30BaTh cueT-(hakTypy. Berancienne KpeinTHOTO
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peiiTuHra TpeGyeT JOBOJIbHO 3HAYUTEIbHBIX PECYPCOB 1 IIPOBOAUTCS HEIIPEPBIBHO, YUTOOBI
caenaTh 00IIYyI0 HArPy3Ky Ha cucteMy 6oJiee paBHOMEPHOIA.

B 1enom cucrema pabortana HOpMaIbHO — [0 HeIaBHUX Hop. Bo Bpems mocienneii
PeKJIAMHO KaMITAHUK Ha CAlT Mara3uHa 3aX0/IUJI0 MHOTO Jito/iell. CrcreMa IJ10X0 CripaB-
JISIJIACh € HATPY3KOU, ¥ KJIIMEHTDHI JKaJIOBAJINCDH HA UCTECUeHNe BPEMEHU OKUIaHUS 3aKa3a,
6oJIbIITIE 3aEPKKI U HEJIOTMYHbIE BAPUAHTHI OILIaThl. Ilocieanss npobiemMa Kaszaiach
HeCyIECTBEHHOM, HO 3aTeM (PMHAHCOBBINA OT/eJ1 COOOIIIII O TOM, YTO Y MHOIMX KJIMEHTOB
C HU3KUM KPEUTHBIM PEUTUHTOM TOSBUIUCH HEOTIadeHHbIe cueta-(hakTypbl. Hauamoch
moJiHOMacITabHOe paccseioBanne — Ge30MaCHOCTh CUCTEMBI TIOZ yTpo30ii! TiaBHbIM
[10/[03PEBAEMbIM, €CTECTBEHHO, ObLJI KO/ /IS BBIYUCIEHUS KPEAUTHOIO PeliTHHTa, HO,
K BceoOleMy yIuBJIeHIIO, TpobJieMa oKasajaach Kyaa 6oJiee cepbe3Hoil — BHYTPEHHee
yCTpoiicTBO 00beKkTa Customer.

BHyTpeHHee ycTpoicTBo o6bekTa Customer

OO6bekT Customer, MOKa3aHHBIA B IMCTUHTE 4.1, UMeeT JiBe MHTEPECHbIE 0COOEHHOCTH.
[TepBas coctouT B TOM, YTO BCE T0JISI MHUITMATUZUPYIOTCS C TIOMOIIBIO METO/IOB-CETTe-
poB. I3 aTOr0 CJIeyeT, 4To IOC/Ie CO3AaHMs 00bEKTa €ro BHyTPEHHEE COCTOSHIE MOKHO
UBMEHATh. DTO MOKET CTaTh UCTOYHMKOM IIPOOJIEM, TaK KaK MbI HE MOKEM rapaHTHPO-
BaTh, YTO OOBEKT MHULIUAIU3UPOBAH IPAaBUIbHO. Elle 010 HaOMOAeHNe 3aK/II09aeTCsT
B TOM, UTO KQOKJIBIII METOJ] TIOMEUYEeH KII0YEBBIM CJI0BOM synchronized, KOTOpoe TOJIKHO
Mpe0TBPAIaTh KOHKYPEHTHOE U3MEHEHUeE TI0JIel, YTO, B CBOIO OUepe/ib, MOXKET ITPUBECTH
K KoH@auxmy nomoxog (3TO KOT/Ia TOTOKU BBIHYKCHBI OCTAHABINBATHCS W JKIATh, IIOKA
KaKOH-TO IPYTOil IOTOK HE CHUMET OJ[HY WJIM HECKOJIBKO OJIOKMPOBOK).

JNnctunr 4.1. Viamensembit knacc Customer

MuHUManbHbIN perTuHr,

No3BONAIOLLNIA ONNATY MO CYETY-GaKType YHuKanbHoe 3Hauexue

nA MBEHTUOUKALMY KNMeHTa
public class Customer { AnA aeHTHONKAL

private static final int MIN_INVOICE_SCORE = 500;
private Id id; <

private Name name;
. XpaHuT uma 1 pamunuio Knuexta
private Order order;

Conepikit rivate CreditScore creditScore
1iv 1 1 > o o
Bce TOBapbl, P ? CnyxebHblit 06beKT, KoTopbIi
oto6paxeHHble i i peit
psxopsvme public synchronized Id getId() { BbIUMCNACT TEKYLMA KpERUTHDII peATUHT
MOKyNoK return id;

}

public synchronized void setId(final Id id) {
this.id = id;
}

public synchronized Name getName() {
return name;

}
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public synchronized void setName(Name name) {
this.name = name;
}

public synchronized Order getOrder() {
this.order = OrderService.fetchLatestOrder(id);
return order;

}

public synchronized void setOrder(Order order) {
this.order = order;

}

public synchronized CreditScore getCreditScore() {
return creditScore;

}
public synchronized void setCreditScore(CreditScore creditScore){
this.creditScore = creditScore;
} Wnnumanusupyer none
CKpeAUTHbIM PEATUHIOM

public synchronized boolean isAcceptedForInvoicePayment() {
return creditScore.compute() >
MIN_INVOICE_SCORE;

Onpegenser, AOCTYNHA U KNUEHTY
} ) onnata no cyety-gakrype

[Toka 4TO HE COBCEM IMOHSITHO, KaK 3TH IIPOEKTHDIE PEIIEHUsI OTHOCATCS K Oe30rac-
HOCTH, HO BCE TIPOSICHUTCH, KOT/Ia MBI KJaccuduiupyem mpobieMbl Beb-MarazuHa Kak
HapyllleHre 1eJJOCTHOCTH WJIN JIOCTYITHOCTH JIaHHBIX.

Knaccudmkaumst npobnemM Kak HapyLUeHWe LiefloCTHOCTU
WK AOCTYMHOCTU

ITon UeoCcmHocmso danmnvix ImoApasyMeBa€eTCsA UX COrJiaCOBaHHOCTDb Ha MPOTAKEHNN
BCETo JKU3HEHHOTO IIMKJIa, aOCTﬂyT’IHOCTﬂb 0annvix — 9TO rapaHTUA TOTO, YTO UX MOJKHO
IOJIYYUTDH C CO6JIIOI[€HI/IGM OXUNJAaeMOTO YPOBHA IMPON3BOJANTEIBHOCTHU B cucreme!,
Oo6e KOHIENIUN ABJAIOTCA KIIOYOM K ITOHUMaHUIO TTPUYHNHDBI HpO6JIeM, BO3SHUKIIHNX
B BeO-MarasuHe. HaHpI/IMep7 HEBO3MOKXHOCTDb U3BJI€Yb JaHHbIE — 9TO HpO6JIeM8. C 10-
CTYITHOCTBIO, KOTOPasd 4aCTO CBOJ/IUTCA K TOMY, UTO KaKOM-TO KOJ MelllaeT TapaJjijiesib-
HOMY MJN KOHKYPEHTHOMY JIOCTYILY. AHaJIOTUYHO aHaJINU3 HpO6JIeM IIEeJIOCTHOCTH
cjeayeT HauuHaTb € KO/ia, IMTO3BOJIAIOMIETO BHOCUTD U3MEHEHU A. B tabu. 4.2 nokasa-
HbI HpO6JIeMbI B€6-MaFaSI/IHa, KJIB.CCI/I(bI/IHI/IpOBaHHbIe KaK HapyHmieHmne J0CTYyITHOCTH
1 EeJIOCTHOCTH.

U Cw.: Stoneburner G., Hayden C., Feringa A. Engineering Principles for Information Technology
Security (A Baseline for Achieving Security) // https://csrc.nist.gov/publications/detail /
sp/800-27 /rev-a/archive/2004-06-21.



naBa 4. KoHuenumn nporpaMMmMpoBaHmns, CrocobCcTBytoLne 6e30MacHOCTU 129

Ta6nuua 4.2. Knaccudmkaums npobneM, BO3HUKLLKX B Beb-MarasvHe

Mpo6nema KaTteropus BeposiTHasi npuunHa

ﬂ]lMTeJleOG OXUJlaHue 1 1ioxast I[OCTy[[HOCTb Y cucrembl HeT HaJAEeXHOTI'O MeXaHu3Ma
ITPOU3BOAUTEJIbHOCTDb CBOEBPEMEHHOTI'O MMOJIYY€HU JaHHBIX KJIUEHTA
Odopmienne 3aka3os He ycreBaeT | JloctynmHocts | CucteMe He yaeTcs MOJTYYUTb JIaHHbIe
3aBEPILIUTHCS BOBPEMsI JIsI CBOEBPEMEHHOI 00paboTKH 3aKa3a
Henornunbie BapUaHTbI OIJIaATbI HEHOCTHOCTB er]IVITHbIﬁ pef;lTVIHT N3MEHAECTCA

HECaHKIIMOHUPOBAHHbBIM O6p':130M

o1t KaTeroOpuun AaroT 06mee pejcTaBjIEeHNEe O TOM, KaKue y4acTKM Kjaacca Customer
3aCJIyKUBalOT ocoboro suumanus. Haunewm ¢ TOI'0, KaK HeABHOE 6JIOKI/IPOBaHI/Ie MOJKET
YXyaAluunTb JOCTYTIHOCTb.

HesiBHOe 610KMpOBaHue yxyAlaeT AOCTYNHOCTb

Bompoc 0 ToM, HY;KHO Ji 3alipelaTh KOHKYPEHTHBIN U MapaJieIbHbIN TOCTYII, 3a4a-
CTYIO CTAHOBUTCS KOMIIPOMUCCOM MEK/Y IIPOU3BOIUTETHHOCTHIO U COTJIACOBAHHOCTBIO.
Ecitu cocrostHue Beeryia I0JKHO OCTABAThCSA COTIACOBAHHBIM, 2 OGHOBJICHVSI YEPELYIOTCST
C OTIePAITHSIME YTEHHST, IMEET CMBICIT TTPUGETHYTH K MexaHuaMaM Giokuposanus. Ho ecm
JIAHHbIE TPEUMYIIECTBEHHO YUTAIOT, OJTOKMPOBAHUE MOKET TPUBECTH K UBJITUIITHIM KOH(-
JINKTAM MeJK/Iy IOTOKAMU BbITIOJIHeHYs. B KOH(IMKTAX, BbIBBAHHBIX KOHKYPEHTHBIM JI0-
CTYIOM, KaK MPABUJIO, Jierde pazodpaThCs, YeM B TeX, TPUUNHA KOTOPBIX — MapasiiebHbIi
nocryil. BosbMmeM, Kk npuMepy, MeTos synchronized us sucrtutra 4.1: B 11060 MOMEHT
€r0 MOJKET BBITIOJHITH TOJBKO OJUH MOTOK, TaK KaK JIs JOCTYTIa K HEMY HeOOXOAMMO
MOJIyYUTh OJIOKUPOBKY, BCTPOEHHYIO B €10 00beKT!. Bee ocTaibHble MOTOKH, TIBITAIOIINE-
€1 KOHKYPEHTHO 0OPATUTBCS K 9TOMY METO/Y, JOJIKHBI JK/IaTh, MOKa 9Ta GJIOKMPOBKa
He Oy/IeT CHsITa, YTO MOKET TIPUBECTH K KOHMIUKTAM.

Ncnomnp3oBanue KIOYEBOTO €J0Ba synchronized Ha ypoBHE MeTO/a TaKKe MOXKET
BBI3BATH KOH(MIUKTHI MEK/Ty OTOKaMU TIPH TTapaJlJIeIbHOM 0OpallleHur K IByM U HoJiee
MerogaM. OKasblBaeTCst, YTOOBI MOJYUUTH JOCTYTI KO BCEM METOjiaM, 00bEKTHI, MoMe-
YeHHBIE KaK synchronized, IOJUKHBI OTYYUTH OJHY U TY JKE€ BCTPOECHHYIO OIOKUPOBKY.
ITO 03HAYAET, UTO TOTOKHU, BHI3BIBAIOIINE 3TH METO/IbI MAPAIIIETBHO, HESIBHO GJIOKUPYIOT
JPYT ApyTa 1 moA00HbIe KOHMIUKTHI MHOT/IA CIOKHO OOHAPYIKUTD.

Eciin BepHyThCst K HallleMy BeG-MarasuHy U POaHAIM3MPOBATH COOTHOIIEHUE MEXKTY
OTIepaNUsIMK YTEHUS W 3aIUCH, OKaKETCs, 9TO YTeHNe JaHHBIX O KJIUEHTE TPOMCXOANUT
HAMHOTO Jalile, 4eM X 00HOBJIeHME. J[e10 B TOM, 4TO U3MEHEHUEM JaHHBIX B OCHOBHOM
3aHUMAETCST AJITOPUTM BBIYUCIIEHUST KPEIUTHOTO PEUTHHTA, & ONEPAIIUU YTEHUST BbITIOJ-
HSIIOTCS B PAMKaX MHOTOYMCJIEHHBIX KJIMEHTCKUX 3aIIPOCOB, B TOM YHUCJI€ CO CTOPOHBI
CUCTEMBI CO3/IaHUST OTUYETOB, IPUHAJIEKAIIEN OT/ey (DITHAHCOB. DTO YKA3bIBAET HA TO,
YTO MapajjieJbHOe U KOHKYPEHTHOE uTeHne Ge3onacHbl. Tak moueMy Obl M BOBCE He U3-
GaBuTHCS OT MexaHuaMa OjokupoBanns (synchronized)?

! Bosblie nHGOPMAIIUT MOKHO MOIYYUTDH U3 JOKYMEHTAIUH Java [0 BCTPOEHHbBIM OJIOKUPOBKAM
M CHHXPOHU3AINK 1o ceblike https://docs.oracle.com/javase/tutorial /essential /concurrency/
locksync.html.
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[TapasuieabHOE U KOHKYPEHTHOE YTEHHE, CKOPEE BCero, He30MacHbl, HO TP MUHUMU-
311 KOH(MJIUKTOB HeJb3sl UTHOPUPOBATD Ollepalluy 3alcu. Bmecto oTkasa ot Mexa-
HU3Ma GJIOKUPOBaHUSA HEOOXOAMMO MOYMaTh O APyroM pemntenuu. Hamprmep, MOKHO
HCITIOJIb30BATh MPOBUHYTHIE CPEICTBA GIOKHPOBAHUST HATTOA00ME ReadwWritelock, KOTO-
poe yuuThiBaeT mpeobaaganue oneparnuii urerust'. OHAKO MEXaHU3MBbI GIOKMPOBAHUS
YCIIOKHSIIOT KOJL ¥ TIOBBITIAIOT KOTHUTUBHYIO HATPY3KY Ha Pa3paboTurKoB. MBI perno-
YHUTAEM ITOTO U36ETaTh.

COBET

HeunsmeHsieMble 3HayeHMs MOXHO 6e3onacHo pa3aenaTtb MeXxay noTokaMu Bbl-
nonHeHus 6e3 NpUMEHEHUA 6ﬂOKMpOBOK, 4YTO NO3BOSISIET N3beXxKaThb KOHd)J'IVIKTOB.

Ectb 6oJiee IpocTast U yCIIENTHAst CTPATETHST, COCTOSIIIAST B UCTIOJIb30BAHUE METOJIMK
[TPOEKTUPOBAHUS, PACCUUTAHHDBIX HA APAJIIETbHBIN 1 KOHKYPEHTHBIHN JIOCTYII, TAKUX KaK
HEU3MEHSIEMOCTb. B JiucTutre 4.2 BBl yBUIMTE HEU3MEHSIEMYO BEPCHUIO KJracca Customer,
KOTOpasi He MO3BOJIsieT OOHOBJISATH COCTOsTHIE. DTO 0O3HAYAET, 4TO OOBEKTHI Customer
MOKHO O€30IIaCHO Pas/IesIsiTh MEKY OTOKaMu Oe3 TToMOIIH OJIOKUPOBOK. B pesyiibrate
OJTyYa€eTCsT BBICOKUE YPOBEHD JIOCTYITHOCTU € HEGOJIBIIIUM YUCIOM KOHMIUKTOB. VIHBIME
CJIOBaMH, TTOTOKU OOJIbIIIE HE GJIOKUPYIOTCSL.

JInctuHr 4.2. HensmeHseMblii knacc Customer

Hensmensemoe none, ogHO3HauHO uneumcl)uuupylomee KNnneHTa

import static org.apache.commons.lang3.Validate.notNull;

public final class Customer { Heusmensiemoe none, xpausiuiee
private final Id id; UMA U pamunnio KnueHTa
private final Name name;

private final CreditScore creditScore; HeusmensieMoe none, xpansee
3
name,

public Customer(final Id id, final Name SHAUEHWE KPERUTHOTO perTUHra

final CreditScore creditScore) {
this.id = notNull(id);
this.name = notNull(name);
this.creditScore = notNull(creditScore);

}

public Id id() {
return id;

}

Ha camom nesre ReadWriteLock — 270 1Be 6JIOKMPOBKM: OfiHA 17151 YTEHNUS, a APYTast 15 3aIUCH.
IlepBast MOKET YIEPKUBATHCS CPa3y HECKOJIBKUME MOTOKAMY BBIIOJHEHS, IOKA KAKOU-TO
JIPYTOii MOTOK He 3aIpOCUT GJIOKUPOBKY Ha 3aIKch. T0 ecTh napasieJbHbli 1 KOHKYPEHTHBII
JOCTYII K IAHHBIM TI03BOJIEH B CJIyYae, €CJIU OHU He U3MeHsI0Test. Bosibiite nudopManny MoKHO
Haiitu o cepiake https://docs.oracle.com/javase/8/docs/api/java/util /concurrent/locks/
ReadWriteLock.html.



naBa 4. KoHuenumn nporpaMMmMpoBaHmns, CrocobCcTBytoLne 6e30MacHOCTU 131

public Name name() {
return name;

}

public Order order() {
return OrderService.fetchLatestOrder(id);

}

public boolean isAcceptedForInvoicePayment() {
return creditScore.isAcceptedForInvoicePayment();

}

Ho nam Bce paBHO HY’KHA BO3MOKHOCTb PEIaKTUPOBATh JJlaHHbIe KireHTa. Kak atoro
JOOUTHCS, ec/ii Kiace Customer HeraMeHsieMblii? OKasblBaeTCs, I HOAAEPKKI U3MeHe-
HUI MOKHO 000UTHCH 6€3 M3MEHSIEMbIX CTPYKTYP AaHHbBIX. J[OCTaTOUHO JIUIITh OTAETUTh
YTeHKe OT 3aIMCH U BBITOJHATH OGHOBJIEHUS Yepe3 OTAeNbHbIe KaHaJbl. DTO MOKET
[I0KA3aThCs CJIMIIKOM CJIOMKHBIM, HO €CJId B Ballell cucreme HabsogaeTcs aucbaianc
MEJK/ly YTEHUEM U 3aMKIChIO, PE3yJIbTAaT MOXKET CTOUTbh MPUIOKEHHBIX ycunuii. O ToMm,
KaK peajii30BaTh 9TO Ha MPaKTUKE, pedb MOIAeT B TJ1aBe 7, Ijie Mbl OAPOOHO 00CyAnM
1mrabJI0H poeKTUpoBaHus « CHUMOK CYIIHOCTH».

Bbr yike 3Haere, 4TO HEM3MEHSIEMOCTD IIPEAOTBPAIaeT MPOOJEMbI € JOCTYITHOCTHIO
Ha yPOBHE MTPOEKTUPOBAHUS, HO YTO HACUECT HAPYIICHUS IIEJOCTHOCTH B HallieM BeO-
maraszune? [lomosker jin 3/1ech HenaMeHsieMocTh? Bo3amoskno. JlaBaliTe mocMoTpum,
KaK n3MeHgeMas apxuTekTypa Customer 1 CreditScore eaeT BEPOATHBIMU HpO6JIeMbI
C TIEJTOCTHOCTHIO.

M3MeHeHne KpeanTHOro penTuHra:
npobnemMa ¢ LenoCTHOCTbIO

[Tpeskie yeM HOrpysKaThCs B aHAIN3, BCIOMHUM, B YeM 3aKJ/iodaercs rnpobiema ¢ Kpe-
JUTHBIM pelTuHroMm. Kaxaomy KJIueHTy HazHadyaeTcs KPeJAUTHbINH PEUTUHT; eCJi OH
JIOCTATOYHO BBICOKUI, KJTMEHT MOKET BBITIOJHATD OIJIATY 10 cueTy-(haktype. Bo Bpemst
MOCJIE/IHEN PEKJIAMHON KaMITAaHUK CUCTEMA BBIILIA U3 CTPOsI, U (PUHAHCOBBIN OTIEJ CO-
OOIIMJI O TOM, YTO MHOKECTBO KJIMEHTOB ¢ HU3KUM PEHTUHIOM MMEIOT HEOILIayeHHbIe
cueta-hakTypsl. Hapyienue 1es10cTHOCTH IAaHHBIX MIPUBEJIO K U3BMEHEHNIO KPEIUTHOTO
PelTHHIa, KOTOPOE OTKPBLIO JOCTYII K AONOJHUTEIbHOMY clioco0y oriaThl. Ho Kak Takoe
BO3MOKHO? B3ryIssHYB Ha JIOTHKY yIIPaBJIeHUs] KPEAUTHBIM PEHTUHTOM B M3MEHSIEMOM
o0bekTe Customer (JIUCTUHT 4.3), MBI BUAMM CJIEAYyIOLIEe:

O To, Kak creditScore MHUIMATU3UPYETCS BHYTPU Customer, MO3BOJISET B JIOGON MO-
MEHT U3MEHWUTH KPEJAUTHBIN PEHTIHT;

Q ccpika Ha creditScore caydaifHO yTeksa n3 MeTo/a getCreditScore, YTO MTO3BOJMIIO
BHOCHUTb U3MEHEHU: 3a 1pejeaamu Customer;

U Metox setCreditScore He CO37aeT KONUIO APTYMEHTA, 4YTO IT03BOJIAET BHEAPUTD pa3-
JleJIs1eMYIO CCBLIIKY Ha creditScore.
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JIucTuHr 4.3. Jlorvika ynpaBneHns KPeAUTHLIM PEUTUHIOM B U3MEHsieMOM 0bbekTe Customer

public class Customer {
private static final int MIN_INVOICE_SCORE = 500;

private CreditScore creditScore; HoBoe 3HaueHve KpeauTHOrO

peiiTuHra moxet 6bITb

public synchronized void setCreditScore( BHEAPEHO B MIO6OH MOMENT

CreditScore creditScore) {

this.creditScore = creditScore; .
} Monto creditScore moxeT 6bITb
Ha3HayeHa pasgenaemas ccbiika

public synchronized CreditScore getCreditScore() {
return creditScore;
} BHyTpeHHAA ccbinka Ha KpeAUTHDII pefTUHT yTeKaeT

public synchronized boolean isAcceptedForInvoicePayment() {
return creditScore.compute() > MIN_INVOICE_SCORE;

}

O6cynnM Kaxka0e U3 9TuX HaGIoAeH I 1 oAyMaeM, KaKuM 00pasoM OHU IIPUBOIAT
K HApPYIIEHUIO 11eJIOCTHOCTH JJAHHDBIX.

[TepBoe, 4TO MOJKET BBI3BATH MPODJIEMY IIEJIOCTHOCTH, — 9TO sIBHOE U3MEHEHHE Kpe-
JTUTHOTO pef/’ITI/IHra myTeM MHUITATU3AI NN, ITosie creditScore B K1acce Customer UHUA-
UAJIM3UPYETCS € TIOMOIIBIO MeTo/Ia setCreditScore. ITO OBLIIO CJIeJIAHO CO3HATEJIBHO,
OJIHAKO TaKO Ccroco® MHUIUANN3ALUN [0/ [O3BOJIAET MEHATh KPEAUTHbIA PEeATHHT
KJIMeHTa B JII0OOM MOMEHT, TaK KaK He TapaHTHPYET, 4TO €r0 MOKHO 6bl36AMb MOLLKO
00un pas. ITo MOKET MOKA3ATHCSI TIPUEMJIEMbIM, IIOCKOJIbKY KJIUEHT, KaK 0KUIAeTCs,
OyeT BBIOJHATH TOJBKO YTEHUE JaHHBIX, HO H3MEHsIeMbII XapakTep Kjacca Customer
He TI03BOJISIET MPEOTBPATUTD CIYYaiHOE MCIIOTH30BAHUE TOTO METO/IA. DTO O3HAYAELT,
YTO BbI HE MOJKETe rapaHTUPOBATh 1IEJOCTHOCTh 0ObeKTa Customer.

Bropas npobiiema cBg3aHa ¢ M3MEHEHMEM KPEJUTHOIO PeHTHHTa 3a IIpeJeaMu
Customer. Ecnu B3rissHyTh Ha MeTO/ getCreditScore BHYyTpU Customer, MOXKHO 3a-
MEeTHUTh HellpelHaMePEHHYI0 yTeUKy BHYTPeHHero 1moJid creditScore. B pesymnbrare
CTAHOBUTCS BO3MOYKHBIM M3MEHEHME KPEJUTHOTO PeiTUHra 3a npejesaMu 00beKTa
Customer 6e3 TOJIyUYeHUsT OJIOKUPOBKU. DTO UPE3BBIUANIHO OMACHO, TaK Kak Customer
SABJISIETCS Pa3/esiseMbIM U3MEHSAEeMbIM 00BEKTOM U ero 0OHOBJIeHHEe 6e3 CHHXPOHU3a-
uu — 310 6omba 3aMenIeHHOTO AelicTBus (oxpoduee 06 atoMm — B rase 6). Ho ato
elle He caMoe CTpallHoe.

Kiace CreditScore ObLI CIPOEKTUPOBAH KaK M3MEHSIEMbIH, TI09TOMY MbI MOKEM
Bpyunylo uamenuts ID kinentTa, Bbi3BaB yHKIIMIO setCustomerId, Kak [10Ka3aHo B JIU-
cruHre 4.4, VI3 31010 CIiefryet, 9To 00beKTh Customer U CreditScore MOTYT HMETh Pa3HBIE
ID, a takoe HapylIeHue CBSA3U CIIOCOOHO IIPUBECTH K UCIIOJIb30BAHUIO HEIIPABUILHOIO
3HAUYEHUST KPEUTHOTO PelTUHTa B MeTo/le compute!

YT006bI MCIIPABUTH CUTYAIIMIO, MbI JOJKHBI MOAU(UIUPOBATh KjIacc CreditScore.
B smictunre 4.5 BBl BUAUTE €ro HewmsMeHseMylo Bepcuto. O6parure BHUMaHKeE Ha TO,
YTO Mbl y/Ia/INJIN KJlIoYeBoe CJI0BO synchronized u 3aBucumocts ot ID kinenta. [leso
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B TOM, 4TO OOJIbIe He HY/KHO T10Jy4aTh OJIOKMPOBKY IIPH TPOBEPKE KPEAUTHOTO Peii-
TUHTA, TaK KaK Telepb OH He MOXKET U3MEHHUTbCS MoCJIe Tepeadl B KOHCTPYKTOP.
IT0, B CBOIO 0Y€EPE/ib, 03HAYAELT, YTO 3aBUCUMOCTD OT OIPE/IEJIEHHOTO KJIMEHTa CTaHO-
BUTCS JIUIITHEH, TOITOMY apXUTEKTYPY MOKHO YIIPOCTUTD 3a CYET BHIHOCA BbIYUCJICH S
KPEMTHOTO PEiTHHTA 3 IIPe/iesibl 00beKTa. ITO MO3BOJISIET PA3IeIsITh PEHTHHT MEFKILY
IIOTOKAMH, IPUYEM HaM He YIPOKAIOT HECAHKIIMOHUPOBAHHbIE OOHOBJICHUS, KOH(DIUKTHI
u 6JI0KUPOBaHME.

Jiuctmur 4.4. Knacc CreditScore

public class CreditScore {
private Id id; Ha3Hauaer ID, koTopblit 0aHO3HaYHO

onpependAet, KAKOMY KNMEHTY
pUbliC synchr‘onized void setCustomer‘Id(Id 1d) { anIHaAHE)KMTerAMTHbIVIpeﬁTMHr

this.id = id; <
} N3Bnekaet ucropuio
public synchronized int compute() { LAATENEN ANA BLYHCACHHA
KpeAnTHOro peitTUHra

List<Record> history =
BillingService.fetchBillingHistory(id); W3BneKaer aaHHble

Membership membership = 0 noAnucke Ang BbIUNCNeHUA
MembershipService.fetchMembership(id); KPeAUTHOro peiiTuHra

return CreditScoreEngine.compute(id, history,
membership);

Pecypcoemkoe BbluncneHue
KpeauTHOro peifTuHra

JinctuHr 4.5. HensmenseMmblii knacc CreditScore

import static org.apache.commons.lang3.Validate.isTrue;

public class CreditScore {
private static final int MIN_INVOICE_SCORE = 500;
private final int score;

public CreditScore(final int computedCreditScore) {
isTrue(computedCreditScore > -1, "Credit score must be > -1");
this.score = computedCreditScore;

}

Mocne Ha3HaueHna peiATuHr 6onblue

public boolean isAcceptedForInvoicePayment() { HUIKOTA1a HE CMOKET USMEHUTbCA

return score > MIN_INVOICE_SCORE;
}

Tpetuit ciocob namMeHennst creditScore He TaKOW OYEBUAHDIN, KaK TPEIBIAYIIINE
7IBa, — OH CBs3aH ¢ MoinUKaIell Pa3easieMol CChIIKN Ha KPEUTHBIN peiTuHT. Ecom
B3TJITHYTH Ha METO] setCreditScore B M3MeHsIeMO# Bepcun 00bekTa Customer, MOKHO
3aMETUTD, YTO BHYTPEHHEMY TIOJIIO IPUCBAUBAETCS BHENTHSS M3MeHsIeMasi CChLJIKA Ha



134 Yactb IT e OcHOBbI

creditScore. ITO He CTPAIIHO, OKA JAHHYIO BHEIIHIO CCHLIKY HE UCIIO/Ib3YIOT HOBTOPHO
B IpyroM oGbekTe Customer. Ho ec/iu 910 IIpoM30iieT, BBIYUCASEMOE 3HAYCHIE KPELUT-
HOrO peifiTunra OymeT OAMHAKOBBIM /IS BCEX KJIUEHTOB, KOTOPhIE PA3AeIsaIOT CChLIKY.
ITO Cephe3HOe HAPYIIEHHE [EJTOCTHOCTH, KOTOPOEe OOBICHSIET HEJIOTUYIHbIE BaPHAHTHI
OILTIATHI B B€O-MarasnHe.

OnpeaenexHne NepBonpuUYmnHbI

Bce crieHapuin, KOTOpbIe Mbl HCCIIEA0BAIIH, MOTYT OOBSICHUTD MTPOOJIEMBI C IIETOCTHOCTHIO
JIAHHBIX B BeO-MarasuHe, HO KaKOM 13 HUX sIBJIIeTCS HacTosAmlel npuunHoii? Ha camom
JleJie 9TO HeBaXKHO. [JlaBHOE 371eCh TO, UTO, PENIUB UCII0JIb30BATh U3MEHSIeMbIe KJIaCChI
Customer u CreditScore, pa3pa60TqI/IKI/I CHUCTEMBI CleJIaJI CBOUM KO/ MeHee 6ezomac-
HBIM Cpa3y ¢ HECKOJIbKKUX Touek 3peHus. Ho eciu BoIOpaTh MOAXO0M, OPUEHTUPOBAH-
HBIIl Ha HEU3MEHSIEMOCTbD, TO TTOTPEOHOCTDh B OJIOKMPOBKAX M 3aIUTE OT CJAyYalHBIX
M3MeHEeHUN ncuesaer. Takoe MPOEKTHOE PelieHre caMo o cebe MOBBIIIAeT YPOBEHb
6e3011aCHOCTH.

Terepb BbI 3HaeTe, KAK HEU3MEHIEMOCTb II03BOJIET U30€KATh IIPOOJIEM € LEJTOCTHO-
CTBIO ¥ JIOCTYITHOCTBIO IAHHBIX. BO3MOKHO, BbI 3AMETHJIN, YTO B HEKOTOPBIX CJIydastX He-
KOPPEKTHbIE JJAHHbIE arPeCCUBHO GJIOKMPOBAJIKCH €llle 10 MoNajaHus B 00beKT. ITo elle
o/H 3 dGekTUBHBIN preM obecrieueHus GesonacHocTr. Terneps mepeieM K ObICTPOMY
IpEKpaIeHnio paboThI ¢ OMOIIIO KOHTPAKTOB.

4.2. bBbICTpoe npekpalleHne paboTsl
C UCNO/Ib30BaHMEM KOHTPaKTOB

Kak ynmommHasmoch B ryiaBe 1, OHUM U3 IPUHIINIIOB, KOTOPBIMU CJIEyeT PYKOBOJICTBO-
BaThCs IpU obecriedyeHnn 6e30MacHOCTH, ABJSIETCS 2aybuna. Jlaxe ecau He cpaboraer
OJIMH 3ANTUTHBIN MEXaHU3M HA PAHUIE CUCTEMbI, IPOHUKHOBEHNE MOTYT OCTAHOBUTD
npyrue. CyriecTByioT husndecKue CpeiCcTBa 3AITUThI, TAKIE KAK KaPThI OCTYIIA, KOTOPbIe
MOCETUTEIH TIPUMEHSIIOT TIPK BXOJIE B 3[[aHNe. DTO MOKET OBITh 3HAUOK ¢ (hoTorpaduei,
KOTOPBIH HEOOXOMUMO TTOCTOSTHHO HOCUTH. Kak MOKa3bIBaeT HATIl OTIBIT, TAKHE MEPHI, KaK
npedsapumenvivle YcroBUL T NPOCKMUPOBAHUE NO KOHMPAKMY, MOTYT CXOTHBIM 06pa3oM
crroco6eTBOBATH GE30TACHOCTH TIPOTPAMMHOTO obecriedeHust. B aToM paszesie mokaskem
parMaTiIHbIe METOMKN TIPOTPAMMUPOBAHIST, KOTOPBIE XOPOIIO cebst 3apEKOMEHI0BAIH,
U TIPUBEIEM MHOTOYMCJIEHHbIE TIPUMEDDI.

[IpeaBapuTeTbHbIE YCAOBUSI OBLIH YACTHIO TEOPETHUECKUX UCCITEMOBAHNN B 00IACTH
KOMITBIOTEPHBIX Hayk B KoHIle 1960-x romos. Oco6eHHo aKTUBHO UMW 3aHUMATICS COP
IHTOHK X0ap (BUHOBHBIN TaKKe B U300PETEHUN UCKIIOUEHUS HYJIEBOTO yKasaTesst)' .
TepmuH «dusaiin no xonmpaxmy» (design by contract) 6s11 npeaioxen B 1980-x rogax
Beprpannom MetiepoM, KOTOPBIH UCITOTB30BAT €70 B KAYECTBE OCHOBBI IsT 0O HEKTHOT

I Cwm. nayunyio pa6ory An Axiomatic Basis for Computer Programming B OKTSIOPbCKOM BBIITyCKe

syprasa Communications of the ACM 3a 1969 roz.



naBa 4. KoHuenumn nporpaMMmMpoBaHmns, CrocobCcTBytoLne 6e30MacHOCTU 135

OPUEHTUPOBAHHOCTH!. DT UJIEU, TOMUMO TOTO UTO TIPEJICTABISAIOT TEOPETUYECKUIT UHTE-
Pec, OKa3bIBAIOT HENOCPEACTBEHHOE MOJIOKUTEIbHOE BIUAHIE Ha GE3011aCHOCTb.

Vcnonb3oBanne peIBAPUTENBHBIX YCIOBUH U KOHTPAKTOB TIPY TJIAHUPOBAHUH ap-
XMTEKTYPHBIX PELIEHMIT TIOMOTaeT YeTKO OIPeAenTh, KaKie 00sI3aHHOCTH MMEeT TOT
WM MHOU KOMIIOHEHT. MHOTHe npobJieMbl ¢ 6e3011aCHOCThIO BO3HIKAIOT U3-3a TOI'O, YTO
pasHble YaCTHU CUCTEMBI OKUAIOT PYT OT JIPYTa BBITIOJTHEHNS KaKoi-To 3a71aun. B aTom
pasziesie Mbl IIOKasKeM, KaK IPUMEHSTh KOHTPAKTbI, [IPEBAPUTEIbHbIE YCI0BUS U ObICTPOE
npekpanierue paboThl, 4T0ObI U30€KaTh TAKMX CUTYaIMil Ha IPAKTUKE.

Kax paGoTaer IpoeKTHpoBaHKe 10 KOHTPAKTY U Y4TO MbI [0 9TUM IIoHuMaeM? J[Jis Ha-
yajia PaCCMOTPHM IIPUMEP, He CBA3aHHbII ¢ IIporpaMMHbIM obecniedenuem. IIpeacrasbre,
YTO Bbl HAHSJIM CAHTEXHKKA, YTOOBI TOT NOYMHUJI HEUCIIPABHBIN CJIMB B BAHHOU KOMHATE.
CaHTexXHUK MOKET IOTpeboBaTh, YTOOBI BbI OTKPBLIM €My ABEPU U IIEPEKPHLIN BOLY.
IT0 IpeaBapuTeIbHble YCA0BUSA (MU 1pedyciosis) KOHTpaKTa. EC/Ii uX He BbIIIOJHUTD,
MOTYT BOSHUKHYTH IIPpoOsieMbl. B T0 jke BpeMst MacTep o6elaeT, 4ro 1o 3aBepIIeHIH Pa-
6OTBI CJIMB B BAHHOI OyAeT AefCTBOBATh UCIIPABHO. ITO NOCTNYCA06UE KOHTPAKTA.

B npoekTrpoBaHnu KOHTPAKThI 00BEKTOB pabdoTaloT TakuM ke obpasom. Konmpaxm
olpezesieT MpeayCaoBus, HeoOX0UMbIE J1JisI KOPPEKTHOI paboThl MeTO/a, 1 IIOCT-
YCJIOBHS, OMUCHIBAOIINE, KaK U3MEHUTCST 00BEKT TI0C/Ie 3aBEPIICHIS METOIOM PAbOTHI.
B smctunre 4.6 mokasaH KJacc, BXOIAINNA B COCTAB BCIIOMOTATEIbHON CUCTEMBI JIJIST
pasBesienus Konek. KoHKpeTHBIH Kiace CatNamelList OMOTAeT OTCJIEKUBATD KJIUYKH,
KOTOPbIE MOKHO /IaBaTh HOBOPOSK/IEHHBIM KOTsITaM. Korsia 3aBol4MK TIPUyMbIBAET HO-
BYIO KJIMYKY, OH [TOMEIIAET ee B 0U€ePe/ib € MOMOIIbI0 00beKkTa queueCatName. Korga emy
HY’KHO Ha3BaTh KOTE€HKa, OH OepeTr CJIeAYIONYIO KINYKY B 04epe/ i ¢ IIOMOIIbIO METO/A
nextCatName u, ecii OHA MOAXO/JUT, YAAJIIAET €€ OTTyLa ¢ IIOMOIIbI0 dequeueCatName.
Mertoj size M03BOJIIET Y3HATD, CKOJIBKO KJIUYEK B CITUCKE.

JinctuHr 4.6. Knacc CatNamelist, oTcnexxuBatowmii NoaxoasLme KMyku Ans KoLek

public class CatNamelList {
private final List<String> catNames = new ArraylList<String>();

public void queueCatName(String name) {

Ciopa cneyet nepepfaBatb
catNames.add(name); B Ay pea
¥

TOJIbKO XOpoLuune KNNYku

Bo3Bpawyaet cnepyiowuyio Knuuky B ouepeau. Ho metop HyxHo

public String nextCatName() {
BbI3bIBaTh, TONIbKO €/ CleAyIoLLan KINYKa CyLiecTBYeT

return catNames.get(0);

¥ Ynanser cnegylowwyio KNMuKy,

public void dequeueCatName( ) { Hanpumep, eCin OHa yxe ucnonb3yerca

catNames.remove(9);
¥

Bo3Bpaluaet Konu4ecTBO KoLaublx Knuyex B ouepeam
public int size() {
return catNames.size();
}

U Tlompo6HocTn MoskHO Haiiti B Kiure Object-Oriented Software Construction (Prentice Hall, 1988).
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KoHTpakT TOro Kjacca COAEPKUT HECKOJIBKO IIPe/- ¥ IOCTYCI0B1ii (Tadu. 4.3).

Ta6nuua 4.3. KOHTpaKT AN OTCNEXMBAHUS KOLWAYbUX KIMYEK

Meton MpenycnoBue Tpebyer MocTtycnoBue o6becneunBaer
nextCatName Jlosken 4To-TO coziepKaTh Size He MEHSIETCS T10CJIe BbI30BA.

name rapaHTUPOBAHHO COJEPIKUT 3BYK S
dequeueCatName | [ToJkeH 4TO-TO COlEPKaTh size yMeHbIaeTcst Ha 1 mocsie Bbi3oBa
queueCatName | Kiuuka He pasHa null. size yBesimunBaetcst Ha 1 mocjie BbI3oBa

Kimuka oskHa cojiepaTh 3BYK S.
Kianuky He 105KHO OBITH B CIIICKE

Y Merona queueCatName eCTb HECKOJbKO CHeHI/ICbI/I‘{eCKI/IX HpEI[yCJIOBHfI. Komraups
KJIMYKa He MOKeT ObITh paBHa null, ¥ 9TO JIOTMYHO: OHA JOJIKHA MMETh KaKoe-TO 3Ha-
yeHue, nHaue dTa cucreMa He Oyzer Kak cieayer paborarb. Eciu BepuTh MIBEACKOMY
(hosbKIIOPY, XOpOoILas KOLIaybs KJIMYKa J0JKHA COMEePIKaTh 3BYK S (Tak KOIKa Oy/1er Ha
Hee pearupoBaTh) — 9TO TOXKe IpepycaoBue. YV HakoHel, 3aBOJUYUKHI He XOTAT, 4TOObI
KJIMYKH TIOBTOPSLIMCH, II09TOMY JaHHBIIH KOHTPaKT Tpebyer, 4yToObl B CIIUCKE He ObLIO
KJIMYEK, KOTOPbIe Mbl J00aBJIsIeM.

ITOT Ke KOHTPAKT MOKHO ObL0 OBl 3anucarh u 1no-apyromy. Hamnpumep, 3a oTcyT-
cTBUEM 1yOJIMKATOB MOT Obl CJIEMTh CaM CIIMCOK. B 9TOM cirydae mpej- U HoCTyCJI0BHS
6b11 661 chopmysmpoBanbl unaue (1abir. 4.4).

Ta6nuua 4.4. AnbTepHaTVBHBIN KOHTPAKT, KOTOPbI 6epeT Ha cebsi OTBETCTBEHHOCTb
3a npefoTBpalleHne Ay6nnkaTos

MeTton Mpepycnosue Tpebyer MocTtycnoBue Tpebyer
nextCatName Jlosken 4To-TO cozepKaTh size He MeHsIeTCs TI0CJIE BBI30BA.
name rapaHTUPOBAHHO COJEPKUT 3BYK S
dequeueCatName | JIoJKeH 4TO-TO COAEpPKATh size yMeHbIaeTcst Ha 1 mocie BbI3oBa
queueCatName Kimuka e pasna null. size yBesimunBaetcst Ha 1 mocjie BbI3oBa
Kimaka moskHa coepskaTh 3BYK S WJIN HE MEHSIETCSI, €CITH KJIMUKa YKe
B CIIUCKE

OG6parute BHUMAHHUE HA TO, YTO 3TOT KOHTPAKT OTHOCUTCS KO BCEMY KJIacCy, a He K OT-
JeqbHBIM ero Metojgam. Kourpakt tpebyer, 4Tobbl KIMUKa, NepefaBaeMas B METO/
queueCatName, cozepikajia 3BYK S, U B TO K€ BpEMs rapaHTUPYET, YTO OH 6y[[eT cozep-
JKaTbCS B KJIUUKE, B03BpamaeM0f/’1 MeTonOM nextCatName. 3z1ech TakKe omnpeaessIeTcs
OTBETCTBEHHOCTD KJiacca B 1iesioM. O0paTrTe BHUMAHIE HA TO, YTO KOHTPAKT OIMUCHIBAET
3allJTAaHUPOBAHHOE TIPOEKTHOE PellieHre. 3a/1a4a 10 MPeIOTBPAIEHUI0 TyOIUKATOB JI0-
s&uTest inbo Ha CatNamelist, 160 Ha BBI3BIBAIOILYO CTOPOHY. Hasmune KOHTpaKTa 4eTKO
OIIPEJIEJISIET, Ybsl 9TO OTBETCTBEHHOCTb.

Muorue npobJieMbl ¢ He30TACHOCTHIO BOSHUKAIOT B CUTYAIUSIX, KOT/[A BBI3BIBAIOIINI
KOMIIOHEHT CUCTeMBbI IIPe/III0JIaraeT, YTo 3a BhIITOJTHEeHHe KaKOW-TO 3a/1a4l OTBeYaeT Bbl-
3bIBaeMblif, a TOT, B CBOIO OY€Pe/lb, O5KU/IAeT, UTO 3TUM 3aHMMAeTCs BbI3bIBAIOIIASI CTOPO-
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Ha. SIBHOE MPOEKTUPOBAHIE TI0 KOHTPAKTY MO3BOJISIET N36EKATh MHOKECTBA TIOA0GHBIX
CUTYyallUii, KOTOPbIE IIPOBOLUPYIOT TOSIBJICHUE YSA3BUMOCTEI.

Ho 4o penatsb, ecyiu 1peycioBrs He BBITOJHAIOTCA? BepHeMmcs Kk IpuMepy ¢ caH-
TEXHUKOM, KOTOPOTO HAHAJM JJIS IIOYMHKHU CJIOMAHHOTO CJIMBA U KOTOPBII BBICTABUJI
HECKOJIBKO TpeboBaHmil (OTKPBITAs IBEPH, MepeKpbiTas Bojga). Eciu aBeph 0CTaBUTH
3aKPBITON, CAHTEXHUK HE CMOKET BOWTH, a €CJIU HE TIEPEKPBITH BOY, PabOTy HAYMHATH
HE CTOUT, MHAYEe MOTYT BO3HUKHYThH CEPhE3HbIE TTPOOIEMbL. B TaKMX CHUTYyaIusIX Jydiie
6vicmpo npexpamums paéomy (fail fast) — oCTAaHOBUTH BBITIOJHEHUE CPa3y, KaK TOIBKO
CTaHET SICHO, YTO MIPELYCJIOBH HE BBIIOIHAIOTC . DTO KpaifHe MOJIOKUTETHHO CKA3bIBa-
ercst Ha 6e30TaCHOCTH.

COBET

Pa60Ty C HEKOPPEKTHbIMN AaHHbIMU U Pa3BUTUE aHOMaJIbHbIX CVITyaLI,VIl\/'I HY>XHO
6bICTpO OCTaHaB/IMBaTb, MNOKa 3TO HE NMPUBESO K I'IpO6ﬂEMaM ¢ 6e30nacHoCTbIO.

YT006bI OT KOHTPAKTOB ObLjIa KaKasi-TO MOJIb3a, OMMCAHHBIE B HUX TPABUJIA JOJIKHDI
cobmmonarbes B Koje. S3pik nporpammuposanus Eiffel, paspaboranubiit Beprpanmgom
MeiiepoMm, nMeeT BCTPOEHHYIO TOJ/IEPKKY 3TOTO MexaHu3Ma. [IporpamMmmucT ykasbiBaeT
[IPEyCJIOBHSI, TOCTYCJIOBUST U MHBAPUAHTBI, & CPEJIA BHITIOJHEH S 3aHUMAETCS UX IPOBEP-
koit. Ho, TOCKOJIBKY BBI, CKOPEE BCETO, UCTIOJIb3YEeTe IPYTHE SI3BIKU TPOTPAMMUPOBAHUS,
BaM TIPUJIETCS CAMOCTOSITEJILHO BBITIOJIHSTD TAKHE TPOBEPKHU B CBOEM Kojie. PaccMoTpuM
HEKOTOPbIE U3 ITHX MOAXO0I0B K MPOrPaMMUPOBAHUIO U TIOKAKEM, KaK CO3/1aBath bosee
6esomacuoe I10.

4.2.1. TpoBepka NpeaycnoBMn Ans apryMeEHTOB MeTOAA

B koHTpakTe s Kiacca CatNameList ecTh HEKOTOPbIe OFPAaHUYEHUS, KacatoIUecst
KJIMYEK, TOMEIaeMbIX B OUepe/ib MeTO0M queueCatName: Bbl He MOXKeETE TI€pPeaTh
null, ¥ KJIMYKa H0JKHA CofepKaTh S. /i BhI3bIBAIONIAst CTOPOHA He COOII0aeT KOH-
TPaKT, CKOPee BCEro, YTO-TO PAHO WJIM MO3AHO HApymuTes. Eciu He pexycMoTpeTh
B peau3alii HUKaKuX MeXaHU3MOB COOJIOAECHUsI KOHTPAKTa, B 0Yepe/lb IIOMaLyT
KJIMYKY Ge3 3ByKa S ¥ HAMHOTO [037K€e BbI IIOJIyYUTE KOTAT, KOTOPBIX 30BYT J[PYIKOK,
Yapsm unn Tysuk. [list obecriedenus Ge301maCHOCTH MBI COBETYEM MIpeKpaiiaTh paboTy
GBICTPO ¥ OPraHU30BAHHO, HE MO3BOJISIS CHCTEME M037Ke BBITH U3 CTPOS HElIPeICKasy-
eMbIM 00Pa3OM.

[IpeycioBUs cJieyeT IpoBEPsITh B HAYa/Ie METO/IA, eIlle [0 BbITOJHEHUS KaKuX-Tn6o
JeHCTBUIL, 1 ecJi OHU He COOJIOIAI0TCS, PE3KO TIpeKpaliaTh paboty. HesbirosHeHue npes-
YCJIOBHIH TOBOPUT O TOM, YTO KJIACCHI IIPOTPAMMbI UCIIOJIb3YIOTCS He TaK, Kak ObLIO pe/-
yemoTpeHo. TIporpamMma 1orepsiia KOHTPOJIb 3a IPOMCXOAAIIMM, U CAMbIM (Ge30TIaCHbIM

! Jlyuuiee o6bsicHeHUE 3TOTO IPUHIUIIA JaeTcst B ctatbe: Shore J. Fail Fast, onybiukoBaHHOi

B ceHTAOPbCKOM /OKTAGPbeKkoM Bhiycke xypraia IEEE Software // https://martinfowler.com/
ieeeSoftware/fail Fast.pdf.
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Oy/IeT Kak MOJKHO OBICTpEe OCTAHOBUTHCS. B 9TOM HET HMYETO CJIOKHOTO — BB MOXKETE
peann3oBaTh 3TO CaMM C IIOMOIIBIO MHCTPYKIMK if, KOTOpad reHepupyeT IPpUMEPHO TaKoe
HCKJIIOYEeHME, KaK II0Ka3aHO B JINCTUHTE 4.7.

JINCTUHr 4.7. BbicTpoe npekpalleHne paboTbl B OTBET Ha HEBbIMOIHEHME MPEAYC/IOBUIA KOHTPAKTa

public void queueCatName(String name) { 370 fOMKHa 6bITb KoLAubs KMuKa, a He null
if (name == null)

) throw new NullPointerException(); 370 OMKHa 6bITb NOAXOAALLAA KOLAYBA KNNYKA
if (!name.matches(".*s.*"))

throw new IllegalArgumentException("Must contain s");
if (catNames.contains(name)) <
throw new IllegalArgumentException(“Already queued");

catNames.add(name);
} Ee He fomKHO 6bITb B 0uepean

ITOT KO/, BOBMOXKHO, HEMHOTO MHOTOCJIOBHBII, HO CO CBO€Ii 3ajlaueil CripaBJIsIeTcsl.
Ou ocTanaBIMBAETCS, €CTU KONIAUbs KJIUYKA OTCYTCTBYeT (null), He TIOAXOUT WU YiKe
HMeeTCs B CIMCKe. [IJI1 5TOro MpUMeHsIeTCs arpecCUBHOE IIpeKpalieHne paboThL.

B Java tipu niosrydenuu null tam, rie JOJKHO ObLIO ObITh YTO-TO APYIroe, FeHePUPYETCs
nckaoyenrie NullPointerException!.

Kax mokasbIBaeT Halll OTIBIT, ITOJIE3HO C/IeJIaTh 9TOT KO/ KOMITaKTHEH, NCII0Ib30BaB
caryReOHBIN Kitace Validate u3 ¢peiivBopka Apache Commons Lang? OH comepRut
HECKOJDbKO TOJIEe3HBIX BCIIOMOTATEIbHBIX METO/IOB, KOTOPBIE IeJal0T UMEHHO TO, UYTO
HaM HYKHO: TIPOBEPAIOT YCJIOBUE U, €CAU OHO He BBITTOTHACTCS, T€HEPUPYIOT TOIXO0/S-
1mee uckJodenue. B sucrtunre 4.8 mokazan KoJi, KOTOPBIT MOKHO TTOJYYUTh, TPUMEHUB
Validate.notNull, Validate.matchesPattern u Validate.isTrue.

JucTuHr 4.8. Vicnonb3osanue Validate ansa cobntoneHus npeaycnosuii

import org.apache.commons.lang3.Validate.*;

public void queueCatName(String name) { 370 A0MKHa 6bITb KOLWAYbA KAKYKa, a He null
notNull(name);

matchesPattern(name,".*s.*",

"Cat name must contain s"); 370 JOmKHa 6bITb
isTrue(!catNames.contains(name), HONXOOALIAA KOLIA4bA KAUKA

"Cat name already queued");
catNames.add(name); Ee He gomkHo ObITb B 0uepeau

Kimnacc validate COZIEPSKUT MHOTO JIPYTUX MOJIE3HBIX METO/I0B, BKJIIOYas exclusi-
veBetween 1 inclusiveBetween, KOTOPbIE IIPOBEPSIOT, HAXOAUTCS JIN 3HAYEHUE B JIOIIYCTHU-
MOM irarnazone. YToObl T03HAKOMUTHCS C MTPOYUMU BO3MOXKHOCTSIMU 3TOTO (PPENMBOPKA,

CoryiacHO IOKyMEHTAIIUH, 9TOT TUII UCKJIIOYEHUS] TEHEPUPYETCS, «KOT/Ia TIPUJIOKEHKE TIbITAETCSI
ucnosb3osath null Tam, rae Tpebyercst 06bekT». Cm.: http://docs.oracle.com/javase/8/docs/
api/java/lang /NullPointerException.html.

2 Cwm.: https://commons.apache.org/proper/commons-lang/javadocs/api-3.1/org/apache/
commons,/lang3/Validate.html.
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obpaTuTech K JOKYMEHTAIIMY — OH CYI[ECTBEHHO YIPOCTUT MPOBEPKY MPELYCIOBUI
B BallieM Kojie. Mbl UCIIOJIb3YEM €r0 B TOCTEAYIONUX TPUMEPax B ATOH KHUTE, YTOOBI
c/enath ux 6oJiee TAKOHMYHBIMIL.

OBPATUTE BHUMAHMUE

HeKoppeKTHbIe AaHHbIE HE HYXKHO MOBTOPSTH B UCKIOYeHMM. Takoe Ay6nnpoBaHve
MOXET 6bITb UpEBATO YSI3BMMOCTAMU. MoroBopuM 06 3ToM noapobHee B rnase 9.

B nposepke npenyciaoBuil HeT HUYETO CJIOKHOTO, HO IIPOAYyMbIBaHNEe KOHTPAKTOB
TpebyeT GOMBINX yeuinii. B Kakux ciydasix 3To onpasaanto? Haiil onbiT IOKa3biBaerT,
uTo GOPMYINPOBAHIE KOHTPAKTOB U MPOBEPKA TIPELYCTOBUN 1JIs1 TTyOIUYHBIX METO/IOB
olpeieJIeHHO OKYIIATCSA. ITO KacaeTcs IPOCTIX IPOBEPOK — Ha null, HA BXOX/IEHUE
B JIMATIA30H U TTO00HBIX. ECiin peub ueT o BHYTPEHHUX METO/IAX MAKeTa, TO 9TO CyObek-
TUBHBIN BOMPOC. JIJist GOMBIINX TTAKETOB ¥ aKTUBHO UCTIOJIb3YEMBIX KIACCOB TaKKE MPO-
BEpKHU, HaBEPHOE, UMEIOT CMBICJI, HO B CJIy4ae CO BCIIOMOTIaTeJbHbIM KJIaCCOM, KOTOPBII
MaJIO T/Ie TIPUMEHSIETCST, MbI ObI UX TIPOTYCTU/IM. UTO KacaeTcst IpUBaTHBIX METOJIOB, TO
[IPOBEPSATDH UX He CTOUT. Ecin Kace HyK/1aeTcsl BO BHYTPEHHUX KOHTPaKTaX, OH, CKOpee
BCEro, CJIUIIKOM Pa3poccsi U MMEET MHOTO JIMIIHUX 00SA3aHHOCTEH, TOITOMY €ro HYKHO
pa3buTh Ha YaCTH.

COBET

MpoBepsiiTe Npeaycnosust Ans BCex nybaMyHbIX METOAOB — MO KpalHeN Mepe
ybeauTtecb B TOM, YTO OHU He MNpuHMMatoT null B KayecTBe apryMeHToB.

Wrak, Mbl pa3oOpasich ¢ POBEPKOI apryMEHTOB, KOTOPBIE MEPEIAIOTCS METOIAM.
Tenepn nepeiiziemM K 1MoXoxkell TeMe — apryMeHTaM KOHCTPYKTOpOB. [loroBopum u ete
00 01O KOHILIENIINHY, KOTOPYIo Meiiep yIIOMHHAeT B CBOEI TEOPHH HAPSLY C IIPELYCIIO-
BUSIMU U TIOCTYCJIOBUSAME, — 00 ungapuanmax (3To acnekTbl 00beKTa, KOTOPbIe BCeria
JIOJKHBI OBITh UCTUHHBIMMK ). VI3HAUaIbHO HHBAPUAHTBI JI0JGKHBI COOTIONATHCS KOHCTPYK-
TOPOM BO BPeMsI CO3/IaHust 0OBEKTA.

4.2.2. CobnogeHne NHBAapUAHTOB B KOHCTPYKTOPaXx

Pabora ¢ aprymeHTaMu KOHCTPYKTOPOB 4y Th 60JIee CI0KHO, IO CPABHEHHIO ¢ APTYMEHTAMH
MeTo0B. OCHOBHAs 33/[a4a KOHCTPYKTOPA COCTOUT HE CTOJIBKO B 06paboTKe WITH M3MeHe-
HUU COCTOSTHUST 0OBEKTA, CKOJILKO B CO3MAHNI 00BEKTA B €r0 HAYAIBHOM COCTOSIHUU. JTO CO-
CTOSTHUE MOYKET OBITh CO3IAHO B OJJHON YaCTH MIPUIIOKEHUSI, 2 HCTIOJIB30BATHCS COBEPIIEHHO
B JIPYTOIi, TaK 4TO €ro HEKOPPEKTHOCTb MOXKET BbI3BATD I10siBJIeHHUE /1e(DEKTOB, KOTOPbIe
CJIOKHO OTCJIE/IUTH U KOTOPBIE MOTYT CO3/IaTh MOYBY JJIsT YA3BUMOCTEH B GE30IaCHOCTH.
YTo6BI 9TOTO HE JOMYCTHUTD, JIyUIle KaK MOJKHO OBICTPeE TTPEKPaTUTh paboTy.

B koHTpakTe KOHCTPYKTOPa MOJKET OBITh YKa3aHO, 4TO OJHO U3 MOJIEH ABJIsieTcst 00s1-
3aTEBHBIM, B 9TOM CJIy4ae JOCTATOYHO YOEIUTHCS B TOM, 4TO COOTBETCTBYIOIEE 3HAUCHIE
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He paBHO null. CIIOBO «06a3amenvibiil> MOKHO HHTEPIPETUPOBATH B TOM CMBICJIE, YTO
JaHHBIT 0OBEKT COMEPIKUT UHBAPUAHT, COTJIACHO KOTOPOMY TI0JIE BCET/Ia JT0JIKHO OBITh
PaBHO KAKOMY-TO OOBEKTY U eMy HeJb3st TpucBanBath null. Jlo6aBuB MPOBEPKY HA
3HayeHus null, Bb obecrieynBaeTe BBIOMHEHE NHBApUaHTa. IHBApUAHTHI MOTYT OBITH
HAMHOTO CJIOJKHEE, HO TopobHee 06 9TOM MBI TIOTOBOPHUM B TJiaBe 6, rjie pedsb moiiaer
0 3allUTe U3MEHIEMOI0 COCTOSHUSL.

B sucrunre 4.9 nokasan KOHCTPYKTOP kJjacca Cat. B KOHTpakTe rOBOPUTCS O TOM,
YTO TI0JIS Name W sex He JIOJIKHBI OBITh HEOTIPEIETCHHBIMU, TIOITOMY HY/KHO TPOBEPUTD,
He PaBHbBI JIM OHU null. Mbl Takxke IIpeycCMOTPEIN yKe 3HAKOMYIO TIPOBEPKY HAJTUUUS
3BYKa S B KOIIIAUbEll KJINYKE.

JinctuHr 4.9. CobntogeHne KOHTpaKTa Anst KOHCTpyKTopa

import org.apache.commons.lang3.Validate.*;
enum Sex {MALE, FEMALE;}
public class Cat {

private String name;
private final Sex sex;

06ecneunBaeT BbINONHEHNE MHBAPHAHTA
public Cat(String name, Sex sex) { |co6asaTenbHbim nonemname

notNull(name); K
matchesPattern(name, " .*s.*", OLIAYbY KINYKK JOIKHBI
COAepMaTh 3BYK S

"Cat name must contain s");

notNull(sex); 06
this.name = name; ecneynBaeT BbINONHEHUe MHBApUaHTa
this.sex = sex; C06A3aTeNbHbIM NoNeM Sex

ITOT KOHCTPYKTOP MOKHO CJIeJIaTh H0iee JTAKOHUYIHBIM 32 CUET OJ[HOM 13 0COOEHHO-
creil kiacca Validate. Metos notNull He TOJIBKO BBIIIOJIHSIET IIPOBEPKY, HO M BO3BpalaeT
[IpOBePeHHbII 00beKT. Birarogapst 5ToMy KOHCTPYKTOP Cat CTAHOBHUTCS €Ie KOPOUE, KaK
mokazano B uctunre 4.10.

JNInctuHr 4.10. CobntoaeHre KOHTpaKTa A/t KOHCTPYKTOpa, KpaTkasl Bepcusi

public Cat(String name, Sex sex) {
this.name = notNull(name); notNull Bo3BpalLaeT npoBepenHoe 3HaueHue

this.sex = notNull(sex); hesP
matchesPattern(name,".*s.*", matchesPattern He Bo3BpaLaet
"Cat name must contain s"); NpoBepeHHoe 3HaueHue

bBoapmmnacTBO MeTo10B Validate BO3BpallaloT IMPOBEPEHHOE 3HaYE€HWE, HO HEKOTO-
PpbI€ 3TOTO HE [1€JIaI0T. B ux uyucno Bxoaut MeTos IIPOBEPKU PETYJIAPHBIX Bpra)KEHI/Iﬁ
matchesPattern, ITO9TOMY OH HE MOJKET NCITI0JIb30BaTbCs B COKpaH_IEHHOI;'I (bopMe 1 1OJIKEH
HaXOJUTHCS B OT/I€IbHOM CTPOYKE. Ho IIPpA 3TOM MBI ITOJIy4aeM HYKHO€E TTOBE/I€HUE!: null
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naet NullPointerException, a HeKOppEKTHAs KOILIAYbsl KJIMYKA IIPUBOUT K UCKIIOYCHUIO
IllegalArgumentException.

Bol yike, HaBepHOe, 3aMEeTUJIN, UTO B KOJIE €CThb /[BA Y4aCcTKa, KOTOPbIE 3aHUMAaIOTCH
MpOBEPKOH 1o name. JTo Bonuioliee HapymeHue npuniuna DRY (Don’t repeat
yourself — «He moBropstiicsi» ), cOrTacHO KOTOPOMY OJIHA U Ta JKe WJIes TOJKHA ObITh pea-
JIM30BaHA TOJBKO OJMH pa3'. B riaBe 5 Mbl TIOKaxkeM Criocob pereHust mogoOHOTro poja
pobIIeM, KOTOPOMY OT/[aeM TIPEANOUYTEHHUE, OH 3aKJII0YACTCS B UCTIOJIB30BAHUN JOMEHHO20
NpUMUMUEA, KOTOPBII B IAHHOM CJIydae IIPUHUMAET BUJ KJ1acca CatName.

Terepb BbI 3HaeTe, Kak M03a60TUTHCS O TOM, YTOObI METOBI TPUHUMAIHU TIOIXO]IsI-
II[Fe APTYMEHTBI, ¥ BaM U3BECTHO, YTO 0OBEKTHI CO3/IAIOTCS € TIOMOIIBIO KOHCTPYKTOPOB,
KOTOPbIE 06eCIeYnBaIOT COOMIOICHIE COOTBETCTBYIONINX HHBAPUAHTOB. [IPUIILIO BpeMst
HEePelTH K [OoCJIe/IHEMY THUILY IIPOBEPOK, KOTOPbIE MBI COBETYeM IIPUMEHATH K KOHTPaK-
TaM, — pedb WJIET O TPELYCIOBUHU, COTTACHO KOTOPOMY OOBEKT JOJIKEH HAXOIUThCS
B KOPPEKTHOM COCTOSTHUMU.

4.2.3. TllpekpalieHne paboTbl Npn 06Hapy>XeHUn
HEKOPPEKTHOrO COCTOSIHUS

Wrak, Ham HeoOX0MMO M03a60TUTHCST O BBITIOJHEHUHN MTPELYCA0BUiL, KOTOPbIE TPeOYIOT,
4TOGbI OOBEKT HAXOMIICS B ONPEIEJIEHHOM COCTOsTHUI. Harpumep, eciim CrimcoK Kolia-
YbUX KJIMYEK IIYCT, HEJIOTUYHO UCKATh CJAEAYIONLYIO KJANYKY B OUepeu. ITO olepalius,
KOTOPasi He COOTBETCTBYET COCTOSHUIO CatNameList. Kak Bbl moMHuTe n3 tadi. 4.3,
JUISI ICTIOJIb30BaHKs nextCatName u dequeueCatName KOHTpaKT TpebyeT, 4T00Obl CIIMCOK
CatNameList 4TO-TO cozeprKallL.

OueBHIHBIM PelleHueM 3/1ech OyIeT IPUMEHNTH Validate JJIs IPOBEPKK TOTO, UYTO
CIIUCOK B catNames He IIyCTOIl. OHaKo BCIIOMOTaTeJbHBIN MeTO/[ Validate.isTrue
IJI0XO0 CIIpaBjgeTcd ¢ aTOU 3amaveil. Eciu nmpoBepka He Mpoii/ieHa, OH TeHepUupyerT
IllegalArgumentException, y Metosa nextCatName HET apryMeHTOB, IIO3TOMY /IJIS BbI-
3BIBAIOIEI CTOPOHBI 9TO UCKJII0OUeHHE OYIET BHITJSAETD CTPAaHHO. K cyacTbio, [71st TAKUX
CUTyaIuil mpeaycMoTpeH MeTo/i Validate.validState, HCTIOB30BAHHBIN METOOM
nextCatName B siuctunre 4.11.

JIncTuHr 4.11. MNpoBepka COCTOSIHUS MPU MOUCKE CNEAYIOLLEN KIMYKK

public String nextCatName() {

. | ) .
VaildStat:"g ) catNamiié;?Empty( )5 CnepytoLuyto KNUYKY MMEET CMbICH UCKATb
return catifames.ge ’ TONbKO B CNTyYae, eCN CUCOK He NYCToil

B mucrunre 4.12 nokazana okoH4yaresbHas Bepcus kiaacca CatNamelList ¢ mpeycioBus-
MU JIJIS1 3aIIUTBI OT HEMTPABUJIBHOTO TIpUMeHeHus. Eciiu mpruHnMaloTcs Jannble, KOTopble
CTIEIMAIBHO WJIU CJIYYATHO HAPYIIAIOT KOHTPAKT, paboTa HEMEJICHHO TIPEKPAIIacTCs.

U 9ror npunnmn 6611 chopmysposan Juau Xantom u Iaiisom Tomacom B ux kuure «IIpo-

rpamMmucT-iparmatuk. [IyTh oT nogmacrepbst k mactepys» (M.: Jlopu, 2009).
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JNnctunr 4.12, CatNamelist ¢ cobntogeHveM KoHTpakTa 3a cyeT 6bICTPOro npekpalieHns paboTbl
import org.apache.commons.lang3.Validate.*;

public class CatNamelList {
private final List<String> catNames = new ArraylList<String>();

public void queueCatName(String name) {4—, Beeraa RocTynen AnA Bui308a

notNull(name); <
matchesPattern(name,".*s.*",

"Cat name must contain s");
isTrue(!catNames.contains(name), Kowaubu Knuuku

"Cat name already queued"); NOMKHbI cofiepXaTh 3BYK S
catNames.add(name);
¥ B ouepenu He fomKHo 6bITh
NOBTOPAILLMXCA KNUYeK

| Kowaubu Knuukmn He fOMKHbI 6bITb paBHbI null

public String nextCatName() {

validState(!catNames.isEmpty());

return catNames.get(9);
} MoxeT Bbi3bIBaTbCA,

TONbKO €C/IN oYepenb He nycTas

public void dequeueCatName() {

validState(!catNames.isEmpty());

catNames.remove(0);

¥
public int size() { <—|

return catNames.size(); Bceraa poctyneH ana Bbi3oBa
¥

Kak BumguTe, KIacc yBeIMUnIICSA HA TISATh CTPOUEK KO/A, HO MTPU 3TOM CTaT HAMHOTO
6e3omacueil. HeKOppeKTHBIE apryMeHThl OTKJIOHSIOTCS HA PAHHUX CTAAUAX, U OOBEKT
HUKOT/IA HEe MOKET HaXOAUThCSI B HEMTPABUIBHOM COCTOSTHUN. OCHOBHbBIEC YCUIIHST OBLIH
HAIPaBJIEHbI HA TTPOEKTUPOBaHNE 1 (DOPMYINPOBAaHUE TIPUHATHIX PEITEHUI B BUJIC KOH-
tpakTa. Ho 310 paboTa, KOTOPYIO MPUXOJANUTCS BBITIOIHATH B JIIOOOM Ciydae.

Komntenus 6p1cTporo npekpaiienust paboTsl yaydiaet 6e30MacHocTb U He Tpebyer
MHOTO Kofta. OHa MOJKET MPUTOAUTHCS B GoTee MaCTITaOHOM MEXaHU3Me TIPOBEPKH KOP-
peKTHOCTH 1 GE30TTACHOCTH TAHHBIX. B cIeyionieM pasiene Mbl TOAPOOHO PACCMOTPIM
pasHble YPOBHU ITPOBEPKU KOPPEKTHOCTH.

4.3. [lpoBepkKa KOppPeKTHOCTH

Jlist mojiiepskatist Ge30MaCHOCTH CUCTEMbI OU€Hb BaXKHO TIPOBEPSITH KOPPEKTHOCTD JIaH-
ubix. IIpoekr OWASP nesaer akienT Ha npogepke 6600a (IIpOBEPKe JAHHBIX B MOMEHT,
KOT/Ia OHU ITOCTYIIAIOT B CUCTEMY)'. DTO 3BYUHUT IOBOJIBHO OUEBH/THO U JIOTUIHO, HO, K CO-
JKaJIEHNTO, BCe He Tak MPpocTo. Ko HeoGX0AMMO CTPYKTYPHPOBATH TAKUM 0OPa3oM, YTOODT

! OWASP — 270 riobajibHas HEKOMMEPUYECKask OPraHU3aIUsl, KOTOPAs MbITAETCS YIIYUIIUTh
6€3011aCHOCTH IPOrPAMMHOTO ObeceYeH .
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BBO/I ITPOBePsics Be3jie. Eliie o/iHa TPYTHOCTH COCTOUT B OTIPEIEJIEHNH TOTO, YTO MOKHO
CUMTATh KOPPEKTHBIMU JIAHHBIMH, TaK KaK 9TO 3aBUCHUT OT CUTYaITHH.

CrpaiBaTrh, SIBJSIETCS JI OT/IEJIBHOE 3HAUEHUE KOPPEKTHBIM, OECCMBICTIEHHO. SIBJISI-
ercst i 42 KOppeKTHbIM BBOJIoM? A —1 miu <script>install(keylogger)</script>?
Iro 3aBucuT oT cutyanuu. [Ipu 3akase kKHuT 42, cKopee Bcero, OyIeT A0IyCTUMBIM KOJIU-
4eCcTBOM, a —1 — HeT. A BOT ITPM U3MEPEHUH TeMIIepaTypbl — 1, HECOMHEHHO, UMEET CMBICJI.
B GoJIbIITMHCTBE CUTYAIUI CTPOKA CO CKPUIITOM HEAOMYCTHMA, HO OHA OTIPEIETIEHHO TI0/I-
XOIUT JJIs1 caiiTa ¢ OTYETAMHU O AbIpaX B 6e30IaCHOCTH.

IIposepra xoppexmuocmu MOKeT 03HA4aTh MHOTO pa3HbIX Belleil. KTo-To Moxer
cKkazaTh, 4T0 AV56734T — KOppeKTHBI HOMED 3aKa3a, MOCKOJbKY OH COOTBETCTBYET
¢opmaTy, KOTOPBIH UCTIOJNB3YeTCS B CUCTEME. A KTO-TO JAPYTOH MOKET BO3Pa3UTh, YTO
B CHCTEMeE HET 3aKasa ¢ TakuM HoMepoM. Ho paxe eciiu Ol Takoii HOMep ObLI, OH MOT ObI
0Ka3aThCs HEKOPPEKTHBIM, HAIPUMeEP, U3-3a TOTO, YTO B OIPe/ieJIEHHbIII MOMEHT He y/ia-
JI0ch O(hOPMUTD OTTIPABKY ATOTO 3aKaza. OUeBUIHO, YTO CYMIECTBYET MHOTO PAa3HBIX BUJIOB
MTPOBEPOK KOPPEKTHOCTH.

Bbi yike, HaBepHOE, 3HAKOMBI C TAKUM COBETOM 110 6€3011aCHOCTH, KaK <IIPOBEPSi
cBoli BBO/I». Ho, yunThIBas BCIO 3Ty IyTaHUILY C OTIPE/IeJIeHNEM KOPPEKTHOCTH, 3TOT CO-
BET CPOJHU «KOT/[a BOAUIND MallnHy, u3beraii aBapuii». IIochLI SIBHO MTPaBUJIbHBINA, HO
He 0YeHb KOHCTPYKTUBHBII.

Yro6b1 n306exKaTh HELOPa3yMEHHI, BOCIIOIb3yeMcs (hPeMBOPKOM, KOTOPBIIA IIBITAETCS
pazjiesinTh pazHbie BU/bI TpoBepoK. CIIMCOK, MOKAa3aHHbBIN jlajiee, COCTaBJIEH C YYETOM
PEKOMEHYeMOT0 TIOPSI/IKa BBITIOJHEHUS MPOBEPOK. BhICTphbIe omepalum, Takue Kak
[IpOBEpKa pasMepa BBO/IA, HAXO/SATCS B HaUaJle CIICKa, a 6oJiee pecypcoeMKIe, KOTOPBIE
TpebyioT obpamenna K Oase JaHHBIX, — OJIMKe K KOHIY. TakuMm o6pasoM, BBOI MOKET
ObITh OTKJIOHEH el1le /10 IIPOBEIEHMsI PECYPCOEMKUX U CJIOXKHBIX IPOBEPOK'. PekoMeHiyem
BBITIOJIHSTH CJIEYIONIE BUBI IIPOBEPOK, JKEJIATETHHO B TAKOM MOPSIIKE.

Q Ipoucxoxoenue. Bolin v JaHHbIE IEPEIAHbI JOBEPEHHBIM OTIIPABUTEIEM ?
Q Pasmep. He cauirkoM it OHU GOJIBIITHE?

Q Jlexcuueckoe codepacumoe. CoepRaT Jiu OHU TTOIXOJISIIIE CHMBOJIbI B IPABUILHON
KOJIMPOBKe?

Q Cunmaxcuc. CobiroseH i (hopmat?
Q Cemanmuka. SBASIOTCS iU TaHHbIE OCMBICTEHHBIMU ?

Kak yske yIOMHHAIOCH, TPOUCXOKIECHIE U PasMEP MOKHO MPOBEPUTH OBICTPO U HE
pacxoyyst MHOTO pecypcoB. [IpoBepKa JIEKCUIECKOTO COAEPKUMOTo TpedyeT aHain3a
JIAHHBIX, YTO 3aHUMaeT OOJIbIlle BpEMEHHU U CHJbHee HArpy:KaeT cuctemy. [IpoBepka
CHHTAKCHCA MOKET BBIPAKATHCS B CHHTAKCHUECKOM aHAJIN3€e, HTO HAOJTO 3aliMeT TIOTOK
BBITIOJIHEHUS ¥ U3PACXO/LyeT MHOTO ITPOIECCOPHOTO BpeMeHU. A TTpoBepKa TOTO, SIBJISET-
Cs1 JIM BBOJL OCMBICJIEHHBIM, TIOJipasyMeBaeT obpaiienne Kk 6ase MaHHbIX — 3TO TAXKeasa
omneparust. TakuM 06pazoM MbI MOKEM M36€KATh JTUITHUX PECYPCOEMKUX MTPOBEPOK.
[Tpoiizemcs IO KGKAOMY U3 9TUX BUJIOB TPOBEPOK U IIOCMOTPHM, KaKyIO POJIb OHU UTPAIOT
B ipoekTupoBaruu OesomnacHoro I10. HauneM ¢ IPOUCXOKIEHUS JAaHHBIX.

! Hackonbko nam MN3BECTHO, 9TOT CIITMCOK OBLT NPpEAJIOKCH ﬂ}KOHOM yI/UIaHIIepOM, HO TaK M HE

omy6IMKOBaH.
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4.3.1. lpoBepka NpoUCXOXAEHUA AaHHbIX

[Ipesxae ueM 06pabaTHIBATH JAHHBIE, BIIOJHE JIOTHYHO MTPOBEPUTD, OTKY/IA OHW TIPHIILIH.
Jlesio B TOM, UTO MHOTHIE ATAKU SIBJISTIOTCST ACUMMEMPUYHLIMU B TIOJIB3Y 3I0YMBITIJICHHN -
Ka. ITO 03HAYAET, YTO YCUJIHs, 3aTPAYNBAEMbIE IM Ha OTIIPABKY BPENOHOCHBIX TAHHBIX,
HAMHOTO MEHBIIE TeX, KOTOPbIe TPeOYIOTCs chucTeMe /it uX 06paboOTKU. ITOT TIPHHITHTT
JIEKUT B ocHOBe DoS-ataku: crcTeMa moJydaeT CTOMBKO GeCCMBICIEHHOTO BBOJIA, UTO
MePECTaeT BBITIOMHITH CBOW HEMOCPEACTBEHHbIE 0OS3aHHOCTH, TaK Kak BCE €€ PECYPCHI
YXOJAT Ha 06pabOTKY MOCTYMAIONINX TAHHbIX.

Bouibl110ii MOy ISIPHOCTBIO TI0JIb3yeTcst pacnpedenennas DoS-amaxa (distributed DoS,
DDoS), B xo11e KOTOpPOIi MHOXKECTBO BPEJOHOCHBIX KJINEHTOB, HAXOSIINXCA B PA3HbBIX
MeCTax, OTHOBPEMEHHO TIUTIOT CHCTEMe MHOTO coobimenil. KimeHTtaMu 4acTo BBICTYMAIOT
GOTHETBI, COCTOSIIIIE M3 KOMITBIOTEPOB, KOTOPBIE KTO-TO 3aPa3iil BUPYCOM ¢ (DYHKITHEH yia-
JIEHHOTO YTIPaBJIeHst. ITOT BUPYC Ge3MEHCTBYET, OKA HE MOIYYaeT COOOIIEHUE OT XO3SIHHA.
Taxve 60THETHI MOKHO KYITUTD UM aPEHIOBATH B 3JIAYHBIX yroKkax MuTteprera!.

K coskanenuto, mpoBepka IMPOUCXOKAECHNUS JaHHBIX CIIAcaeT He BCET/Ia, HO 9TO TIepBast
IPOCTas Mepa, HallpaBJIeHHAsT HAa CMeleHIe aCHMMETPUYHOCTH aTaK! B CBOIO TIOJTh3Y.
Ecom jaHHble IPUIIITN U3 OBEPEHHOTO UCTOYHNKA, PabOTY MOKHO MPOIOJIKATD, €CIH
HET — MBI UX OTKJIOH:EeM. /IJIsT 3TOTO0 CyIIecTBYET 1Ba OCHOBHBIX MEXaHM3Ma: MOKHO TIPO-
BepuTh IP-azpec, U3 KOTOPOro MOCTYNUII BBOJ, WK TI0TPeboBaTh Kiod goctyrna K API.
Haunewm c nposepknu [P-agpeca — aTo camblii TpocTo# BapuaHT.

lMposepka IP-agpeca

Camblii 0ueBHIHbIIL c110c00 yOEIUTHCA B KOPPEKTHOM IIPOMCXOKAECHUN JaHHBIX COCTOUT
B poBepke IP-azpeca, ¢ KOTOPOro OHM OBLIN OTIIPABJIEHbL. ITOT MOAXO IPUMEHAETCS
yiKe He Tak HIMPOKO, KaK IIPexke, BeAb B MIHTepHeTe Belu CTaHOBATCS Bee HoJiee B3au-
MOCBSI3aHHBIMU, HO BCE €I1le UMEET OTPe/IeJIEHHBIN CMBICI.

Ecin y Bac MUKpOCepBUCHAsSI aDXUTEKTYPa, HEKOTOPBIE M3 CEPBUCOB OYIYT HAX00UNb-
€5l Ha ee epanuye, TPUHNMAs BHEITHUN TPpauK, a IPYTHe — Pa3Meu,amoes 6HYympu v Tpu-
HUMATbh BbI3OBbI TOJIBKO OT JIPYTUX CEPBUCOB. BHYTPEHHNM cepBHCAaM MOKHO Pa3pelinTh
B3aMMOJIEMCTBOBATH TOJBKO ¢ TPAGUKOM B OIpe/iesieHHOM /inarna3one [P-ajapecos, npu-
HaJIJIEesKAINX PYTUX cepBucaMm. J{Jist TpAaHUYHBIX CEPBUCOB 9TO, HABEPHOE, HE TIOI0N/IET,
TaK KaK OHU, BO3MOKHO, JOJIKHBI ObITh JOCTYIIHBI 1151 JTIOOBIX KJIMEHTOB.

Ha nmpaxTuke Takoro pojia mpoBepKHU He BBITIOJIHSIOTCS BHYTPH MPUJIoskeHns. BmecTto
ATOTO JIOCTYTI OTPAHMYUBAETCS Ha YPOBHE ceTeBOl KoHurypamnuu. B dhuzndeckom 1mo-
MEIIeHUH 9TO [eJAeTCs ¢ IOMOLIbI0 MAPIIPYyTU3aTOPOB. B 06IauHbIX cepBrcax, TAKUX
kak Amazon Web Services (AWS), BbI MOKeTe €O3/aTh IPYIIILy G€30MACHOCTH, KOTOPast
MMO3BOJISIET IPUHUMATh BXO/dUi Tpaduk Toabko ¢ [P-agpecoB u3 onpepeneHHoro
IranasoHa uiu ciucka. Ecau Bama cucrema pabotaer BHYTpHM KOMIIaHUU (HAIpUMep,
B TOPrOBOM TOUKE), MOKETE IIPOBEPSTH IIPOUCXOKACHIE COOOLIEHNS, ONIPEIeIss, IIPH-
11710 JT OHO ¢ ajipeca n3 HekoToporo [P-nuamnazona. Hampumep, eciu k cepBepam /10J1K-
! Ecau BepuTh KypHasuctaM u 6orepam, ogun dac aperanl 6otrera B 1000 3apaskeHHBIX
YCTPOUCTB CTOUT OKOJIO 50 10JITapOB.
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HBI 00paliaThcs TOJAbKO PoS-TepMuHabl Ui 0(UCHbIE KOMIIBIOTEDDI, HAXOAIUECS
B KOPIIOPATUBHOI CETH, MOKETE OTPAHUYMTD JIOCTYI STUMHU uariazonamu. K coxanenuro,
B HAIlleM MUPE, B KOTOPOM BCE CTAHOBUTCSI B3AMMOCBSI3aHHBIM, TAKHE CUTYaIlUU BCTPe-
YaroTCsI BCE PEKe.

Taxxe umeiite B Bujy, uyto [P-puabrpel, dunbtper MAC-ajpecoB n anajorudaubie
cpejicTBa He jlatoT HUKaKol rapantun. MAC-azpec MOKHO U3MEHUTH B ONEPAITTMOHHON
cucrteme, a [P-azpeca — moiMeHUTh UM TI03AaMMCTBOBATh Y B3JIOMAaHHOTO YCTPOMCTBA.
TeMm He MeHee OHM 00eCIIeUnBAIOT ONPEACTIEHHYIO 3alITY HAYaIbHOIO YPOBHS.

Ncnonb3oBaHuWe kntoya goctyna K API

Ecau cucrema jo/mxkHa MpUHUMATH 3aITPOCHI U3 MHOKECTBA PA3HBIX MECT, BbI HE MOXKETE
posepaTh ux [P-agpeca. Hanpumep, eciiu Balliy KIMEHTbI MOTYT HAXOAUTHCS B JIIOOOM
yroske Murepuera, To Bce IP-afpeca oripaButesieil ciaepyer cuuTaTh A0MYCTUMbIMHU.
ITO OTHOCHUTCS K [OYTH JIIOOBIM IIyOJNYHBIM CEPBUCAM, KOTOPbIe B3aUMOIECTBYIOT
¢ nosib3oBaresisiMu. K cuactpio, JI0CTYIT K CUCTEME MOXKHO OTPAHUYUTD €I1le OJTHUM CII0-
coboM — sanpainusas xkuou docmyna. Takoil K04 MOKHO BbIIATh BCEM HOBEPEHHbBIM
kaueHTaM. Eciii KJIMeHTOM BBICTYIAET APYTast CUCTeMa, BblJlaua KJoua MOXKET MPOUC-
XO/IUTh BO BPeMsI ee pa3BepThiBaHusd. Eciu peub ujiet o npusioKeHusix, To K04 MOKHO
BCTpauBaTh B UX KoJI. Kitou MOXKHO Tak’kKe BbIIaBaTh KJIMEHTAM, KOTOPbIE MTO/IITUCHIBAIOT
KaKOT0-TO POjia 10Jib30BaTesbckoe coryainienne. CyTb 3/1eCh B TOM, UTO BJIA/IEJIEN] KITI0ua
JIOCTYTIA TIO/ITBEPSK/IAET, UTO eMY TI03BOJIEHO TIepelaBaTh JIAHHbIE BAlllell CUCTEME.
Bosbmem, k mpumepy, AWS. Y storo cepsuca ectb wHTepdeiic REST API, mos-
BOJISIIOIIMI YIIPABJIATh TAKMME PecypcaMu, Kak 00JIladHoe XpaHUIuIe TaHHbX S31.
[Tpu ornpaBke HTTP-3ampoca k atomy untepdeiicy Bbl gosskHbl ykazaTth B HTTP-
3aroJioBKe Authorization cBOI KJIIOY OCTYIIA, KaK MOKa3aHo B quctunre 4.13. Ecan
TAKOTO 3aTr0JI0BKA HET, 3a1poc oTKJIoHseTcss. Ho ofiHOrO Kirfoua IocTy1a HeJJoCTaTOuHO.
3JIOYMBIIIJIEHHUK TEOPETHYECKH MOKET €ro MePexXBaTUTh U BbIAATh cebst 3a Bac. UToObI
ATOTO He MTPOU3OIILIO, B 3aT0JI0BKe Authorization /JOJIKHA COMEPIKATHCS TAKKE MOJITHUCH
Ha OCHOBE 3aKpblM0o20 KAHUd, U3BECTHOTO TOJIBKO BaM U AW S, ¢ MOMOIIbI0 KOTOPOit OBLITO
HOJIIMCAHO colepkrMoe coobenns. AW S MosKeT olpesesuTh, KaKOi 3aKPbIThII KJII0Y
cJIe/lyeT UCTIOJIb30BaTh /71T TPOBEPKU TIOITNCH, TPOAHAIM3UPOBAB KJTTOU IOCTYIIA.

JinctuHr 4.13. BbizoB REST API AWS c nomolubio KtoYa JoCTyna v noanucu?

GET /photos/puppy.jpg HTTP/1.1
Host: johnsmith.s3.amazonaws.com
Date: Mon, 26 Mar 2007 19:37:58 +0000

Authorization: AWS AKIAIOSFODNN7EXAMPLE:frJIUN8DYpKDtOLCwo//yllgDzg=

B AaHHOM CJiy4ae H€O6XOZII/IMO TIPEeyCMOTPETH HEKOTOPBIEC BBIYNCJINTE/IbHBIE OIlepa-
NN Ha CTOPOHE cepBepa, TaK KaK BbI JTOJIYKHBI y6€lII/ITbCH B TOM, 4TO COO6H_[€HI/I€ nmeer

U Cw.: http://docs.aws.amazon.com/AmazonS3/latest/dev/RESTAuthentication.html.

2 ITOT HpUMEp B3AT U3 AOKyMeHTaIuu 110 aapecy https://docs.aws.amazon.com/AmazonS3,/
latest/dev/RESTAuthentication.html#RESTAuthenticationExamples.
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MPaBUIILHYIO MOAUCH. ITO TPEOYET HE TaK YK MHOTO PECYPCOB, HO €CTh PUCK, YTO KTO-TO
HOTIIET BaM GOJIBINOE KOJTMYECTBO IAHHBIX U 3aCTaBUT MX 06pabaThiBaTh. X0OPOIIo 371eCh
TO, YTO 3JIOYMBIIIIJIECHHUKY HY’KeH HACTOSIIMI KJII0Y I0CTyIa, KOTOPBIH BCerja MOKHO
Ha Kakoe-TO BpeMs 3aHeCTU B YyepHbIH criucok. HepoctaTok aToro noaxoja cocTouT
B TOM, 4TO BaM TIPUXOAUTCS TPOJEIBIBATH AOTIOJHUTEIbHYO paboTy. Ho, k cuacTbio,
06BIYHO ITOT MEXaHU3M JIOCTATOYHO PEATN30BATh BCETO OJIUH Pa3, K TOMY JKe€ eT0 MOJKET
npenoctapisith API-1unio3 wim ananorndublil mpoayKt. Eciin Bol cobupaetech mmicath ero
camu, He 3a6y/IbTe TIPOBEPUTH KOPPEKTHOCTH KJII0YA I0CTyA (JUTMHY, HAOOp CUMBOJIOB,
hopmat), 4To6bI OH He TIPEBPATUIICS B BEKTOP aTaKH.

TokeHbl focTyna

Kuttou roctyna — 2T0 pasHOBHIHOCTD TOKeHa JocTyla. HexoTopble IPOTOKOJIBI HAIOO-
6ue OAuth nosBossiior cepsepy ayTeHTH()UKAIMKM CTeHEPUPOBATh TOKEH, KOTOPbIi BIIO-
CJIE/ICTBUY MOKHO MICIIOJTB30BATD /TSI MOATBEPIKIEHNST aBTOPUBAINH U IOCTYTIA K APYTUM
pecypcam. Ob1iiee y 3TUX JABYX MEXAaHU3MOB TO, YTO OHU TPEOYIOT IIPEBAPUTENHHON ayTeH-
TUOUKATMY U UX HAINYKE JOKA3bIBACT NOAJIMHHOCTD OTIPABUTEIIS.

Yupasiienue 10CTyIIOM TIOCPEICTBOM ayTeHTU(hUKAIMH U aBTOPU3AIUN — JTO HEJbIii OT-
JIeJIBHBI MUP. 3HAKOMCTBO ¢ HUM MOKHO HayaTh ¢ OAuth (cm.: www.oauth.com).

[TpoBepuB npoucxoxaeHue JaHHBIX, Bbl MOXKETE ITOTPATUTH KaKoe-TO BPeMs Ha UX
06paboTKy, He mozBeprasich 0coboit omacHocTy. [l Havaa caenayer yoeauThes B TOM,
YTO Yy JAHHDBIX JIOIYCTUMBIH pasmep.

4.3.2. [poBepka pa3mMepa faHHbIX

Vmeer i cMBICIT TPUHUMATH 3aKa3, pasmep kotoporo pasen 1 T'6aiit? Hasephoe, Her.
Ecau BbI yske 3HaeTe, 4YTO MPOUCXOKIECHUE JAaHHBIX KOPPEKTHO, HY’KHO [TPOBEPUTH UX
pasMmep. B ujease ato ciemyer aesaTb Kak MOXKHO PaHblIIe.

Kakoii pasmep MOKHO CUMTATh PAa3yMHBLIM? JTO MOJHOCTBIO 3aBUCUT OT CUTYaIIUH.
Harpumep, aHHble, 3arpyskacMble Ha BUIEOCANT, MOTYT JIerko 3aHuMath or 100 Méaiit 1o
HECKOJIbKUX rUrabaiitT, u B 9TOM HeT Huuero HeoObraHoro. OiHako GU3Hec-PUIoKEHIE,
ocrosanoe Ha JSON mwim XML, npuHnMaer cooO1ieHns, pasMep KOTOPbIX, CKOPee BCero,
ucuucysercs kumobaiitamu. Kakoii pazmep pasymeH Jijist BalliuX JaHHbBIX?

Ecau nannbie npuxonsar no HTTP, Bbl MokeTe MpOBepUTH UX Pa3Mep 110 3ar0JIOBKY
Content-Length'. Ecaiut 3anuMaerech makeTHoOl 06paboTKO, MOJKETe TPOBEPUTH pasMep
(aiina.

[Ipu 06paboTKe JAHHBIX MOKHO MTPOBEPSATH HE TOJIBKO WX OOIIUI pasMep, HO U pas-
MePBbI UX OT/IEJBHBIX YACTE. 3JI0YMBIIIIIEHHUK MOXKET CIIPSATATh B 3aIIpOCE HOMEP 3aKasa
pasmepom 1 I'GaiiT. Bel MoskeTe 3a6BITH TPOBEPUTH PazMep 3arpoca, UK TOT PasMep

! Be6-cepBepbl 1 BeO-KOHTEHHEPDI, Takue Kak Tomcat, mojyiepsKIBaioT mapamMeTpbl KoHburypa-

IIIH, KOTOPBIE TIO3BOJISIOT OTPaHNYNTh pasMep POST-3ampocoB min 3aro/I0BKOB.
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MOZKeT GBITh B IPE/IeIaX HOPMBI, HO Ha CJIy4aii, ecii HOMEp 3aKa3a CIUIITKOM BEJTUK, y Bac
Gy/IeT 3alTUTHBIT MEXaHU3M.

Haneemcst, a1oT moaxo BHITISAAT 37paBo. C €ro moMOTIbIo BBl CMOXKETE 00ECTIeUnTh
JIOBOJILHO HAEKHYIO 3aIUTy 6e3 JOMOMHUTENbHBIX yeuuauii. Ecin Gynere npuMeHsITh
ATOT MPHUEM JIJIsI HOMepa 3aKa3a, TeJIe()OHHOTO HOMepPa, Ha3BaHUs YJIUIIbI, TOYTOBOTO
WHJIEKCA U T. [I., 3JI0YMBIIJICHHUKY Oy/eT HAMHOTO CJIOJKHEE HATH MEeCTO st BHEpe-
Hist GOJIBIINX JAHHBIX. Bala 3anira rapaHTUPYET, YTO HY OJIUH U3 3JIEMEHTOB JAHHBIX
HE MOJKET OBITh HEOOBIKHOBEHHO OOJBITIM.

Hanpumep, eciu BBl yripaBJisieTe KHUKHBIM HHTEPHET-Mara3imHOM, BaM MOKET IIPUITH
Habop daitnos wan HTTP-3a1pocos, CBI3aHHBIX ¢ 3aKa30M KaKUX-TO KHUT. ITH KHUTH,
CKOpee Bcero, uaAeHTuGUIUpPyoTcs aeBarusHaddbiM HomepoM ISBN (International
Standard Book Number — meskayHapoasblii cTaHIapTHBIL HOMEP KHUITH ) € JOIOJHUTE b
HOU KOoHTpOsTBHOM 1T poit. [Iposepka Becero daitia nan HTTP-3anpoca Ha pasymHocTh
pa3Mepa MMeeT CMBICJI, HO €CJIM BbI YK€ BBIICJIUIIN DJIEMEHT, KOTOPBIN JI0JIKeH 0003Ha-
yaTh ISBN, MoskeTe nmpoBepuTh €ro oT/iesibHO. B simctunre 4.14 okaszan kiace, KOTOPBIT
npegcrasisger Homep ISBN u nposepsier ero aimHy, uToObI IpeoTBpatuTh DoS-artaku.

JIncTuHr 4.14. Knacc ISBN, KOTOpbIi1 NPOBEPSIET, SBASETCS SIM HOMEP KHWUMU AOCTAaTOYHO KOPOTKUM

import org.apache.commons.lang3.Validate.*;

public class ISBN {

MpoBepsert, paBHa nu cTpoka null,
private final String isbn; POBEPAET, p P

W B (J1y4yae NonoXuTesibHOro 0TBeTa

public ISBN(final String isbn) { reHepupyer lllegalArgumentException

notNull(isbn);
inclusiveBetween(10, 10,isbn.length()); <
this.isbn = isbn;
} MpoBepAeT, COCTOUT 1 CTPOKA POBHO 13 AEBATU CUMBOJIOB,
} u reHepupyer lllegalArgumentException, ecnu Her.
HyHbl BONONHUTENbHbIE MPOBEPKH [innHHble cTpoKM 0T6PacbIBaOTCA Ha paHHeM Tane

(ux BbI HalleTe B yNyYLIEHHbIX
BepcuAX JaHHOTO KNacca B 3Toii rnase)

B HEKOTOPBIX CITy9Iasx MPOBePKa ITHHBI CTPOKU MOKET BHITJISIIETh nasmHeit. Ha Go-
Jlee TIO3THUX 3TAIlaX MBI 3aUaCTYIO IPOBEPSIEM COJIEPKUMOe U CTPYKTYPY AaHHBIX, HC-
OJIb3YST PEryJIsipHOE BhipakeHue (regular expression, win regexp). Regexp MOKeT nMeTh
CIIeTYIONIAHT BUJT:

U [a-z] — oaAMH CMMBOJI B IMAIIA30HE MEXKY a U Z;
O [A-Z]{4} — yeTbipe OYKBBI, KaK/Iast B AMalazoHe MKy A 1 Z;
Q [1-91* — uudpsl Mexkay 1 19 B m06OM KOJIMYECTBE.

Ecom cnenyronum tmarom Gyer mposepka popmarta Ha COOTBETCTBUE PETYJISPHOMY
BhIpaskeHuIo [8-91{20} (posHo 20 uudp ot 0 10 9), Kazamock Obl, 3aUeM OTAEIBHO IIPO-
BepPATH IUHY? J[BafllaTHIIITHCUMBOJIBHAST CTPOKA BCE PABHO Belb Oy/eT oTOpoIeHa,
He Tak au? CMBICJI TYT B TOM, YTO TIPOBEPKA JJTNHBI 3ATUINAET TTOICHCTEMY PETYJISIPHBIX
BbIpakeHni. YTo, ecJiM CTpOKa COCTOWT He U3 25, a u3 MuInapia cumBosioB? Ckopee
BCETO, MOJICHCTEMA PETYJISIPHBIX BbIPAKEHNI 3aTPY3UT 3TOT OTPOMHBIN BBOJ I HAYHET
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o6pabarbiBaTh, He TTOHUMAasT, YTO OH CIUIIKOM GOJIbIoi. [IpeBapuTeIbHasd TIPOBEPKa
JUTHHBI TIO3BOJISIET 06E30TTACUTH TIOCTEYIOTINE ITATIDI.

Y6eauBIIich B TOM, YTO BXOAHBIE JaHHBIE TIOAXO/AIIETO PasMepa, MOKHO HaKOHEI]
3arJIgHyTh BHYTPb. [Ipesk/ie Bcero Hy>KHO TIPOBEPUTD, COOTBETCTBYET JIM THIT COJICPIKUMOTO
TOMY, KOTOPBIH MBI O3KUIaeM. DTO, HAlIPUMEP, KAcaeTcsk CUMBOJIOB M KOJIMPOBKU, KOTOPbIE
HA3BIBAIOT JIEKCUUCCKUM COOCPHCUMBIM.

4.3.3. TlpoBepka NeKCM4eCKoro CoOAEp>XXMMoro AaHHbIX

VOenuBIIich B TOM, YTO JaHHbIE TIPUIILINA U3 JOBEPEHHOTO MCTOYHUKA ¥ HMEIOT PasyM-
HBII pa3Mep, BbI MOKETE PEMIUThCS Ha pasbop ux copep:xumoro. CKopee BCEro, paHO WK
MO3/THO IPUJIETCSI TIPOAHATU3UPOBATD JIAHHBIE, YUTOOBI H3BJIEYD U3 HIX MHTEPECYIOIIIE BaC
aJIEMEHTbI, HarpuMep, ecyivt ouu npuniu B popmare JSON uau XML. Ho arot niportiecc
TpebyeT MHOTO MPOIECCOPHOTO BPEMEHHU U TTAMSTH, TI09TOMY CHauaJla CJEyeT TIPOBECTH
JIOTIOJIHUTEJIbHBIE TIPOBEPKHU.

B xozie siekcnueckoro pasbopa JaHHbIX MbI TIPOBEPSIEM MX COIEPIKUMOE, HO HE CTPYKTY-
py. MbI yOekaeMcst B TOM, 4TO OHU COJEPIKAT MOAXOSIINE CUMBOJIBI U UMEIOT MTPABILIIb-
HYIO KOAUPOBKY. OGHAPYKUB UTO-TO TOJ03PUTEIHLHOE, MOKEM OTKJIOHUTD JIaHHBIE, JIaXKe
He HAYMHASA CUHTAKCUYECKUI aHAJIN3, KOTOPBIH CIOCOOEH BBIBECTH CEPBEPHI U3 CTPOSI.

Harnpumep, oxxugas nosydenns JaHHBIX ¢ OHUMU JIUIID IU(PaMu, MBI IPOBEpsIeM,
€CTb JIM B [IOTOKE YTO-TO Jipyroe. Ecin yaerca 4To-To HaliTH, jlejlaeM BLIBOJ: JJaHHbIE
GO MOBPESKAEHBI CIyUaitHO, TG0 HaMEPEHHO ¢(HOPMUPOBAHBI TaK, YTOOBI OOMaHYTh
cucremy. B sitoboM carydae ux Jiydiiie OTKJIOHUTh. AHAJIOTUYHO €CJIU MBI O5KUIAEM TTOJTY-
YeHus1 OOBIYHOTO TeKcTa B KopupoBke HTML, To poBepsieM, UMEET JIi OH MOAXO/ISIIIee
cojiepskumoe. B aToM carydae KaskAblii CUMBOJ < JI0JKEH ObITh 3aKOAMPOBAH Kak &1t;,
MO9TOMY MbI HE JIOJIKHBI BCTPETUTh HUKAKUX YIJIOBBIX cKoGoK. Hasmuue yrioBoii ckob-
KU JIOJDKHO HACTOPOKUTH. BO3MOXKHO, KTO-TO IIbITaeTCs TallHO BHEAPUTDL (hparMeHT
JavaScript? YUTo0sl He PUCKOBATh, TaHHbBIE OIISATH JK€ OTKJIOHSIIOTCS.

Jlexcrueckoe coepRUMOe OTIpe/leisieT TO, KaK JIaHHble TOJKHBI BBITJISIETD TIPH
GJIMsKaIIeM pacCMOTPEHIH, KOT/[a MbI 0OpaliiaeM BHUMAHUE Ha OT/IEJIbHDIE IETAJH, A HE
Ha GoJiee KPYIHbIE CTPYKTYPbL. BO MHOTUX MTPOCTBIX CIyYasix Jisl IIPOBEPKH JIEKCHYE-
CKOTO COJIEP’KUMOTO OTJIMYHO TIOAXO/IAT IPOCTHIE pery sipHble Boipakenus. Hampumep,
dopmar ISBN-10 a1t KHUT MOKET cozepskath ToJbKo 1udpsl 1 6ykBy X'. Eme B ISBN
MOTYT OBITh eUChI U TIPOOEIIBI, KOTOPbIE 0OJIErYaloT €ro BOCIPUSATHE, HO JJISl TPOCTOTHI
MBI UX TIPOUTHOpUPyeM. B sucrutre 4.15 mokaszana ycoBepIIeHCTBOBAHHAS BEPCUS YKe
3HAKOMOTO HaM KJiacca ISBN, KOTopasi Terepb 1poBepsert, coneps:kuT ju ISBN noaxozsi-
111e CUMBOJIBL.

! Ha camom nese y hopmata ISBN ectsb nBe pazroBuamnoctu: ISBN-10 1 ISBN-13. B atom pasmese
Mbl onmcbiBaeM gopmat ISBN-10, cocrostimii u3 geBsati 0ObIMHBIX UMD U OAHON KOHTPOJLHON
B koniie. ISBN-10 ucnosnbayercs ayist KHur, onybkoBanHbix 10 2007 roga, a ISBN-13 — s
60iee HOBBIX n3nanuii. Ml Bei6paan ISBN-10, motoMy 4To aTOT (hopMaT MHTEPECHEE C TEXHU-
YeCKOI TOYKHU 3PEHUSI.
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JNnctuHr 4.15. Knacc ISBN ¢ perynsipHbIM BblpaXXeHWeM Ans NPOBEPKN TEKCUYECKOTrO COAEPXKMMOro

import org.apache.commons.lang3.Validate.*;

public class ISBN {
private final String isbn;

public ISBN(final String isbn) {
. . MpoBepseT, umeeT N cTpoka
notNull(isbn); 10
inclusiveBetween(10, 10,isbn.length()); Okunaemyto Ay 10 CaMBONOB

isTrue(isbn.matches("[0-9X]*"));
this.isbn = isbn; MpoBepsert, Bce N1 CUMBOIbI
cooTBeTCTBYIOT hopmarty ISBN

Ecau BBl uMeete ze10 ¢ 60j1ee Ca0KHbBIMU BXOAHBIMU JaHHBIMU, TAKUMU Kak XML,
BO3MO’KHO, CTOUT BOCIIOJIb30BAThCS JIEKCUYECKUM aHAIU3ATOPOM MoMolIHee. Jlekcuueckuil
ananusamop pa3dbUBaeT MOCIe0BaTeIbHOCTH CUMBOJIOB Ha YaCTH, KOTOPbIE HAa3bIBAIOTCS
Jexcemamu uiv moxenamu. VIX MOXKXHO cUUTaTh 3JIeMEHTAPHBIMU COCTABHBIMU YACTSIMU
€O 3HAYEHUEM WJIU TTOCJIeI0BATENbHOCTSIMU CUMBOJIOB, KOTOPbIe (DOPMUPYIOT CUHTAKCH-
YEeCKYIO e[UHUITY. B TMCbMEeHHOM aHTJIMIICKOM SI3bIKE TOKEHAMU CUUTAIOTCS OT/IETbHbIE
cyoBa. B XML TOoKeHbI — 3TO TETU U TO, YTO HAXOUTCI MeKAy HuMu. B sinctunrax 4.16
u 4.17 nokazanbl XM L-10KyMeHT 1 €ro TOKEHHbL.

JIncTuHr 4.16. XML-10KyMeHT C MHdOpMaLMeNn 0 KHure

<book>
<title>Secure by Design</title>
<authors>
<author>Dan Bergh Johnsson</author>
<author>Daniel Deogun</author>
<author>Daniel Sawano</author>
</authors>
</book>

JIncTuHr 4.17. TokeHbl, coaepxxalumecs B XML-A0KyMeHTE, N0 OAHOMY B KaXXAoM CTpoyke

Ter — 370 TOKeH
<book> Mpo6enbHble CUMBOIbI, TaKMe KaK NepeBoj CTPOKN MeXay Teramu,
<titles He umelot 3HaueHua B XML 1 He ABNAIOTCA TOKEHaMU

S .
Kaxablit cumBON coepUMoro — ToKkeH

[ 2 T = o W )

B nexoTopeIx cutyanusx, Korjaa He HyKHaA Bes moth XML, ator dopmar MokHO
orpaHn4uTh. B riraBe 1 GbLT IpUBeEH MPUMEP TOTO, HACKOJIBKO OMACHO Pa3peIaTh,
uT00bI BO BBOZE Oblin XML-cymHocT. OTHOCHTEIBHO KOpoTKUil XM L-daiin, npen-
cTaBjaeHHbIN B auctunre 4.18, cocrout metnee uem u3 1000 cumbosioB. TeMm He MeHee
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OH pa3BOPpaYMnBa€TCA B MUJJIMAP/l CTPOK lol, 4To, CKOpee BCero, CJa0Ma€eT Halll 6eﬂHbeI
CUHTaKCUYECKUI aHaJ/In3aTop.

JINcTuHr 4.18. XML-10KYMEHT, KOTOpPbI pa3BopayvBaeTcs B MUINMapa cTpok lol

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<!IDOCTYPE lolz [

<!ELEMENT lolz (#PCDATA)>

<IENTITY lol "lol">

<!ENTITY loll "&lol;&lol;&lol;&lol;&lol;&lol;&lol;&lol;&lol;&lol;">

<IENTITY lol2 "&lol1l;&lol1;&lol1;&lol11;&l0l11;&1011;&1011;&1011;&1011;&1011;">
<!ENTITY lol3 "&lol2;&l012;&1l012;&1012;&1012;&1012;&1012;&1012;&1012;&1012;">
<IENTITY lol4 "&lol3;&1l013;&1013;&1013;&1013;&1013;&1013;&1013;&1013;&1013;">
<!ENTITY lol5 "&lol4;&lol4;&1014;&1014;&1014;&1014;&1014;&1014;8&1014;8&1014;">
<IENTITY lol6 "&lol5;&l015;&1015;&1015;&1015;&1015;&1015;&1015;&1015;&1015;">
<!ENTITY lol7 "&lol6;&1016;&1016;&1016;&1016;&1016;&1016;&1016;&1016;&1016;">
<IENTITY lol8 "&lol7;&lol7;&lol17;&l017;&1017;&1017;&1017;&1017;&1017;&1017;">
<!ENTITY lol9 "&l0l8;&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;">
1>

<lolz>&1019;</1olz

Camo co00ii pazymeeTcst, 4TO MIJLTAAP/L CTPOK 1ol — 9T0 U3/IeBaTEIbCTBO HAJl CHHTA-
KCHYECKUM aHaJIM3aTOPOM, KOTOPOTO HEJIB3s1 I0MYCTUTD, UTOOBI 9TOr0 M36€KaTh, MOKHO
3aIMpeTuTh NCTOJb30BaHne onpesneseHnii XM L-cymHocTel, He pactio3HaBast < |ENTITY
KaK JOMYCTUMYIO JiekceMy. Eciii Bac MHTEPECYOT MOAPOOHOCTH, MOKETE BEPHYTHCS
K pazmeny 1.5.

Ha npakrtuke pabora ¢ XML-1oKkyMeHTaMu dalile BCEr0 COCTOUT B UX CHHTAKCHYe-
CKOM aHaJTM3e, HallpaBJeHHOM Ha M3BJIeUeHne MHTepecy X Hac asueMeHToB. He ctout
MIPOBOMTDH aHATU3 [IBA’K/bl, CHaUasa MPOBEPss JEeKCUIeCKOe COePKIMOe, a 3aTeM
AHAIN3NPYST CHHTAKCHUC CTPYKTYPBL. BMecTo aToTo Jexcnyeckne TpoOBePKU MOKHO BBI-
MOJTHSTD B pAMKaX CHHTAKCHUYECKOTO aHasm3a. JIJIst 9TOro JIeKCHUeCKuii pasbop Jeiaercst
BO BpeMst 00paboTKM MOTOKAa — UMEHHO 9THM MbI 3aHUMaJIKCh B TJiaBe 1. YOeauBiuuch
B TOM, UTO JIAaHHBIE TIOJIYYEHBI OT IOBEPEHHOTO OTIPABUTEJIS, UIMEIOT TIOAXOASIINN pa3Mep
U COZIEP/KAT TOKEHBI HYKHBIX TUIIOB, MOKETE BBIJICJIUTH PECYPCHI st GoJiee TIyGOKOTo
UX UCCJICIOBAHUS — HAIIPUMEP, TIPOBECTH CUHTAKCUIECKUiT pa3bop, 4TOObI TPOBEPUTH,
HUMEIOT JIN OHU KOPPEKTHBIE JOPMAT U CTPYKTYPY.

4.3.4. T[lpoBepKa CMHTaKcuca AaHHbIX

Hannbie Hepeako npuxogsat B popmare XML nmn JSON, u, 4roObl UX [TOHSAT, CJIEAYET UX
[IPOaHAIM3UPOBaTh. B IipeblayiiieM paszesie Mbl OObSICHIIIN, KaK PACCMATPUBATD JaHHbIE
BOIM3Y — Ha JIEKCUYeCKOM ypoBHe. [Ipu IpoBepKe CHHTaKCcHca MOAHIMAEMCsI Ha YPOBEHb
BBIILIE, YTOOBI YBUAETH OOLIYIO KapTUHy Ipoucxomsaiiero. B XML Mbl 10/KHBL yOeAUTHCS
B TOM, YTO Y Ka/OI0 OTKPHIBAIOLIETO TEra €CTh 3aKPhIBAIOIINI 1 aTpUOyThl BHYTPU TETOB
UMeIOT IPaBUJIbHBIN (hopMaT.

Wnorpa s mpoBepKM CMHTAKCUCA JOCTATOYHO UCIIOJIb30BATh PETYJIsIDHbIE BbI-
paxenus. Ho, OTKPOBEHHO TOBOPSI, 9TOT TIOJIXO0JI HE BCET/Ia OKA3bIBAETCS MPOCTHIM: MbI
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HEOIHOKPATHO BU/IEJIH, KAK JIIOJIN CO3/IAI0T CJIOKHBIE PETYJIAPHbIC BBIPAKEHUS, KOTOPbIE
UHOT/Ia HEBO3MOKHO MOHTH, COBETYyeM BBIOUPATD HTOT IYTh TOJIBKO B ITPOCTHIX CJYYASIX.
Ecomm mpu B3TJIsI/Ie Ha PEryisipHOe BhIPAKEHWE Y BaC HAUMHAETCS TOJOBHAsT GOJTh, OY-
MaiiTe 0 BO3MOXKHOCTH O(DOPMIIEHUS ATOM JIOTUKYU B BUJIE KOJIA.

OnHUM W3 IPUMEPOB TTPOCTOI MPOBEPKH CUHTAKCcUcA ABJIsioTcss HoMepa [ISBN.
Kax yske yomunasocsk, ISBN cocrout us geBsaTu 00bIYHbBIX IU(P 1 OZHON KOHTPOJIBbHOIA.
KouTposbHoii tiudpoit Mmoxet 66Tk 10, Ha uro ykrassiBaeT Oyka X. Cunrakcuc ISBN
MOSKHO TTPOBEPUTD € TIOMOIIBIO PETYJISTPHOTO BBIPAKEHUS. JIJIsT TOTO HYKHO yOEAUTHCS
B TOM, YTO JIAaHHbBIE COOTBETCTBYIOT (hopMmaTy [0-9]{9}[08-9X]. Ecau npoBepka mporia
YCTIETTHO, 3HaYnT, hopmat cobmioneH. Eciui HeT, TO JaHHbBIE HY/KHO OTKITOHUTD.

Jlist GoJiee CIOKHBIX CTPYKTYD HaHHBIX, TAKKX Kak XML, HyKeH CUHTaKCHYeCKUii
aram3atop. Pazbop GOIBIINIX CIOKHBIX CTPYKTYP TPeOyeT 3HAUNTETHHBIX BBIYHCITI-
TeJbHBIX pecypcoB. Bor nouemy 1ipu DoS-atake Ha cucteMy B KayecTBe 11€JI YACTO Bbl-
OUPAIOT CUHTAKCUYECKUN aHAT3aTOoP. [1Jis €ro 3aliThl peaTnu3y0TCsl MHOTHE U3 TIAaroB,
OIIMCAHHBIX patee, BKJIOYasl IPOBEPKU IPOUCXOXK/IEHU, pa3Mepa JJaHHbIX U JIEKCUYeCKOTO
COJIEPKUMOTO.

MBI y2Ke YITOMUHATIH O TOM, 9TO B PAMKaX CHHTAKCHYECKOTO aHAIN3a HY>KHO TIPOBe-
PUTD, IPUIILIN JIN IaHHbIEe B TOJX0A41eM Bujie. [l 9TOro UCIoyib3yeM OJMH U3 CaMbIX
pacrpoCTpaHEHHBIX MEXaHU3MOB — KOHTPOJIbHYI0 cymmy. ISBN cayskut xopormmm
MPUMEPOM, TaK Kak TOCTeAHsIs, fecsTast udpa sBiaseTcss KOHTpoabHoi. He 6ymem
yryOIATHCS B JIETAIH TOTO, KAK BBIYUCJISIETCS. KOHTPOJIbHAS CYyMMa, OTMETUM JIUIIIb, YTO
aTa TIPoIeTypa BHITIOIHSIETCS] B PaMKax IIPOBEPKU CHHTaKcHca. B mernare 4.19 mokasa-
Ha ellle o/lHa Bepcus Kiacca ISBN, Ha aTOT pa3 ¢ CUHTAKCHUYECKOH TPoBepKoil (hopmara
1 KOHTPOJIBHOH U PBHI.

JinctuHr 4.19. NpoBepka NekcMYecKoro coaep)XnMMoro n cnHtakcuca ISBN

import org.apache.commons.lang3.Validate.*;

public class ISBN {
private final String isbn;

public ISBN(final String isbn) {
notNull(isbn); MpoBepsAeT KOPPEKTHOCTb

inclusiveBetween(10, 10,isbn.length()); BCeX (umBonoB B ISBN
isTrue(isbn.matches("[0-9X]*"));
isTrue(isbn.matches("[@-9]1{9}[0-9X]")); <« Tiposepser popuar

isTrue(checksumvalid(isbn));
this.isbn = isbn;
TpoBepsAeT KOHTPONbHYI0 Cymmy

private boolean checksumvValid(String isbn) { /.../ }

}

Ecau cuntakcuueckast CTpyKTypa JI0BOJIBHO TIPOCTast, BBITIOJHSTH CHAYAIA JIEKCH-
YECKYIO, a 3aTeM CUHTAKCUUECKYIO TPOBEPKY C MCIIOJb30BAHUEM MTOX0KUX PETYJISIPHBIX
BBIPaKEHU OBLIO ObI CTPaHHO. B TaKMX cUTyalusIX JaHHbIE IPOBEPKH YaCTO 0O bEANHSIOT,
Kak B sinctuHre 4.20.
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JinctuHr 4.20. NpoBepka NeKCMYECKOro COAEPXKMMOro 1 cnuHTakcmca ISBN B oamH 3Tan

import org.apache.commons.lang3.Validate.*;

public ISBN(final String isbn) {

notNull(isbn);
inclusiveBetween(10, 10,isbn.length()); ﬂechuecxag W CMHTakcieckaa
isTrue(isbn.matches("[0-9]{9}[0-9X]")); MPOBEPKA 0OBEANHAIOTCA

isTrue(checksumvalid(isbn)); <—|
this.isbn = isbn; MpoBepseT KOHTPONbHYIO CYMMY
}

Bam MoskeT mokaszarbes, 9To 3/1eCh He COOII0IEH TTOPSIOK BLITOTHEHUS TTPOBEPOK
KoppekTHOCTH. Ha camoM jiesie ieKCMYeCKUi M CHHTAKCUYEeCKU aHaJIN3 HaCTOJIbKO
TTOXOKH, UYTO MBI IIPOBO/INM WX C TTOMOTIBIO OTHOTO MeXaHu3Ma. MoskeTe CYUTaTh, 4TO
oHU 00beIMHEHDI WK TieperuieTatorest. OCHOBHOM TTOPSIIIOK IPOBEPKU KOPPEKTHOCTH CO-
6uojieH. Mtak, yOeMBIIUCH B TOM, YTO JJAHHBIE TIPABUJIBHO OT(GOPMATHPOBAHBI U UMEIOT
MTOAXO/ISIIINE COlEPKUMOE, Pa3Mep M IIPOUCXOKIAEHIE, Mbl MOKEM CPaBHUTH UX C yiKe
MMEIOIUMHUCH JAHHBIMU (€CJI 3TO UMeeT CMBICT).

4.3.5. [poBepka ceMaHTUKWN AaHHbIX

[TpoBepuB mpoucxosxaeHNe, pa3Mep, COAEPKUMOe U CTPYKTYPY, BBl HAUaJIH JTOBEPSITH
BXO/[HBIM JTaHHBIM HACTOJIBKO, YTO TOTOBBI UCIOJIb30BATh UX JIJIsI JasibHel el paboThl.
J10 9TOr0 MOMEHTa BbI YK€ MOTJIU BBITIOJIHSITH IPOBEPKH, KOTOPBIE CO3/IAI0T GOJIBIITYIO Ha-
rpy3Ky Ha rporieccop u TpebyioT MHOTO amstTi. Harpumep, morsm o6paboTtath 60J1b110e
XML-coobimenne, coracHo KOTOPOMY BaM CJIe/lyeT 06aBUTh B 3aKa3 MHOTO DJIEMEHTOB.
Ho patiee MbI paGoTasIit ¢ BBOZIOM B OTPBIBE OT OCTATBHOI crcTeMbl. U BIIOJTHE BEPOSTHO,
YTO BBI €IIle HU Pasy He 00paTIINCh K Oase JaHHBIX.

B npumepe ¢ kpyrabiM XM L-coobiieHneM BaM, BO3MOKHO, HEOOXOUMO PACIIUPUTh
3aKa3 3a cueT 0OABJEHUST MHOKECTBA MO3UIIUIL, HO BBI ellle He MPOBEPUIIU, CYIIECTBY-
10T JIM YKa3aHHbIE TOBAPBI, U YK TOYHO He 3HaeTe, eCTh JIM OHU B HAIMYUU. JTOT 3aKa3
BOOOIIE MOJKET HE CYIECTBOBATDH MU €r0 MOTJIM OTIIPABUTD PaHee, YTO JIEIAeT HEBO3-
MO>KHBIM €ro paciiupenue. Bpl Bcero Juiib IpoBEpUIn CUHTAKCHC.

Temeps mpuiio BpemMs ceMaHTUYECKOH TTPOBEPKU: MMEIOT JIM 3TH JaHHBIE CMBICJT
U COTJTACYTIOTCS JIM OHU € COCTOSTHUEM, B KOTOPOM HaXO/IUTCS OCTa/IbHAst cuctema? B xoze
CEMAHTUYECKOTO aHAM3a MBI TIPOBEPSEM TaKue Bellld, KaK CyIeCcTBOBAHME HOMepa TO-
Bapa B TPOAYKTOBOM KaTaJore W BO3MOKHOCTD JI0OABJICHUST B OTIMCAHHBIN 3aKa3 elle
o/lHOM 11o3ulK. Mbl cunTaeM, YTo caMbIM JIOTMYHBIM MECTOM LIS TAKUX OTPaHUYeHU
ABJISIETCS IOMEHHA MOJIEJIb.

[Tonck mo katasoTy MPOAYKTOB BAIlero JOMEHHOTO CEPBUCA MOKET BBIPAKATHCS
B ITPOBEPKe CYIIeCTBOBaHUS HOMepa ToBapa. Ecii ToBapa He cyIiecTByeT, TeHepupyeTcst
HCKJIIOYEHME U TIOTOK BBITIOJHEHUS ITpepbiBaeTcs. TOUHO Tak e, eCJIU KTO-TO IbITAeTCs
N0GABUTH TIO3UIINIO B yIKe 3aKPBITHIN 3aKa3 (KOTOPbI, BOZMOKHO, ObLI OIJIAUeH U OT-



naBa 4. KoHuenumn nporpaMMmMpoBaHmns, CrocobCcTBytoLne 6e30MacHOCTU 153

TpaBJieH), B Kyiacce Order 9TO TPOSIBUTCS B BUIe UCKJIIOUeHnsT I11egalStateException.
Ha camom fiesre Mbl yOEKIEHDI B TOM, 9TO IOMEHHAST MOJIETTh — HACTOJIBKO ECTECTBEHHOE
MECTO /I PasMellleHus 9TOi JIOTUKH, YTO JaxKe He CYUTaeM ee IIPOBEPKOil KOPPeKTHO-
CTU — JJIS1 HAaC 9TO 4aCTh CaMOil MOJIEeJIH.

O/HAaKO MBI COTJIACHBI € TEM, YTO CEMAaHTUYECKasd ITPOBEPKA 3aHUMAET 3aCTyKEHHOEe
MECTO B CITMCKE TIPOBEPOK KoppekTHOCTH. [IpoBepka Bcersia BBIMOTHSAETCSI OTHOCUTEIBLHO
4ero-To. Bl poBepsieTe, COOTBETCTBYIOT JIU IaHHbIE KAKUM-TO ITPAaBUJIaM U OTPaHUYCHU-
SIM, COCTABJISIIOLIMM JIOMEeHHYI0 Mojiesib. Mojiesib oTpaxkaeT TO, Kak Bbl CMOTPUTE Ha MUP.
Bror eMoienpoBai HoMepa 3aKa30B B OTIPEIESIEHHOM (hopMaTe 1 CIeTaN TakK, YTOObT 3aKa-
3bl CTAHOBWJIMCH HEZIOCTYITHBIMU JIJIsSI U3MEHEHM:I 1T0cJie OTIIpaBKU. 1Ipoiis Bce aTn aTanbl,
BbI MOK€eT€ ObITh YBEPEHBI B TOM, UTO JIAHHBIE COOTBETCTBYIOT MOJIEJIU, — 9TO IPOBEPEHO.

Ha sTom aTane MbI y:ke 3HaeM, YTO IaHHbIe TTOJyYEHbI OT JI0BEPEHHOTO OTIIPABUTES,
HUMEIOT Pa3yMHbBIN pazMmep, MOAXOAAUINE COAEPKUMOE U CTPYKTYPY U COOTBETCTBYIOT
OCTAIbHBIM JTaHHBIM. Temeph Mbl MOKeM Ge3 BCSIKOTO PHCKa 00ABUTH KHUTY B KOP3UHY,
IIPUHATD IJIATEX U [lepe/laTh 3aKa3 OT/eJly JOCTaBKU.

Ecnu kop orpakaet (hakT u cTereHb IPOBEPKH JIAHHbIX, 9TO CJIYKUT MOIITHOMN 3aIUTOMN
Ha ypoBHe IIpoekTupoBanus. IIpumepom ciaykut Kiacc ISBN, KOTOPBII Bbl BUIe/IN paHee.
IT10 HEOOJIBIIOI COCTABHON 3JIEMEHT, KOTOPBIN OPUEHTUPOBAH HA MTPEAMETHYIO 00JIaCTh
1, KaKk MbI 3HaeM, cojiepskut ISBN B ipaBusibHoM hopmare. B fonosrHUTEIbHOM TTPOBEPKE
9TOr0 HOMepa HeT HUKaKoi Hy:»k/bl. Kak 11okasbiBaeT Halll OIIBIT, IPOEKTUPOBAHNE TAKUX
COCTaBHBIX 3JIEMEHTOB (MBI HAa3bIBAEM X JOMEHHBIMH TPUMUTHBAMI NN TIPUMATHBAMU
PeIMETHON 00JTacTI) TBOPUT Uyjieca JJist 6e30IacHOCTH CUCTEeMbL. TIPHUIILIO BpeMst TI0-
IPOOHO OOCYANTD, KaK OHU Pa3padaTbiBAIOTCSI.

Pe3ome

d HGJIOCTHOCTIJ JAaHHbIX 3aKJIIOYaeTCA B 00eCIIeYeHNH UX COTJIACOBAHHOCTU U TOYHOCTH
Ha MMPOTAKEHUN BCEro JKU3HECHHOT'O ITUKJIA.

(W I[OCTyHHOCTb JaHHbIX — 9TO IrapaHTUA TOTO, YTO OHU MOT'YT OBITh TOJTy4Y€eHbI C 0K /1a-
€MbIM YPOBHEM ITPOU3BOAUTEJIbBHOCTU CUCTEMBI.

O HewusMmensieMble 3HAYEHNS MOKHO O€30TTaCHO PA3IENATH MEKITY MOTOKAMHU BBITIOJTHE-
HUS, HE MCTIO/b3Yst OJIOKMPOBKU: HET GIOKUPOBOK — HET KOH(MJIMKTOB.

Q [IpuHINI HEM3MEHAEMOCTH IIO3BOJIAET N30ekKaTh IPOOJIEM C JOCTYIIHOCTHIO JaHHbIX,
obecrieunBast MacIITabupyeMocTh 6e3 GJOKUPOBOK MEK/IY TOTOKAMUL.

Q IIpuHIKI HEN3MEHSEMOCTH PelaeT IIPOOIeMbI LEJIOCTHOCTH JAHHBIX 3a CUET 3aIpeTa
Ha UX U3MEHeHHe.

O KoHTpakTsl — 3T0 2D PEKTUBHEI crIocob ONpe/ie/IeHns YeTKUX 0Og3aHHOCTel 11
006BEKTOB I METOJIOB.

Q Jlyuiie ObICTPO IPEKPaTUTh paboOTy IPeACKasyeMbIM CIIOCOOOM, He PUCKYS CTOJIKHY Th-
cs ¢ HENpeABUAEHHbIMEI cO0SIMH. BhICTpO mpekpamaiite paboTy 3a C4ET IPOBEPKU
MPeIyCIOBUN B KAXKOM METO/IE.
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Q IIpoBepky KOPPEKTHOCTH MOKHO Pa3/leJIUTh Ha IIPOBEPKY ITPOMCXOK/ICHUS, pa3Mepa
JTAHHBIX, JIEKCHYECKOTO COIEPsKUMOTO, CHHTAKCHYeCKOro hopMaTa U CEMaHTUKU.

O YTo0bl MOATBEPAUTD IPOUCXOKIEHUE, MOKHO TPOBepuTh IP-aapeca nim norpebGosath
KJTIOY IOCTYTIAa. JTO TTOMoraeT 3amuTuThbest oT DDoS-ataxk.

O IIpoBeputTh pazmep JAHHBIX MOKHO KaK HA BXOJle B CUCTEMY, TaK U IIPU CO3/aHUU
00BEeKTA.

O I[IpoBepKy JIEKCUYECKOTO COJIEPKUMOTO MOKHO BBITIOJTHUTH C TOMOIIBIO TPOCTOTO
PeryJsipHOTO BbhIpakeHUsI (regexp).

Q /[ 0poBEPKU CUHTAKCHYECKOro opMaTa MOKET IIOTPe00BAThCA CUHTAKCHIEeCKUI
aHaJIM3aTopP, KOTOPBIN pacxoyer 6oJIblle POLeCCOPHOTO BPEMEHHU M ITaMSITH.

O CemanTHyecKas MpOBEPKa 3a4acTyIo mojipazymeBaet obparienne k 6ase TaHHBIX —
HaIpuMep, B IIOMCKeE dJIeMEeHTa ¢ olipeieieHHbIM [D.

Q IIpoBepkH, IPOBOAKMMbBIE Ha PAHHKX dTallaX, ABJISOTC 60Jiee DKOHOMHBIMU U CJIYKAT
3alIUTON IS TOCJIEAYIOIINX, O0Jiee PeCYPCOEMKIX IIPOBEPOK. Eciin paHHUe TPOBEPKU
MTPOBATNBAIOTCS, OCTATBHBIE ATATIBI MOKHO TTPOITYCTUTh.



[lomennwvie
NPUMUMUBDL

B 3TOM rnaBse

O Kak AOMEHHbIE NPUMUTUBbLI MOMOratoT NcaTb 6€30MacHbIN Koz,

QO bopbba C yTeYKaMu AaHHbLIX C MOMOLLbIO 06BLEKTOB OAHOPA30BOr0 YTEHMSI.
Q YnyylleHne CyLHOCTEN 3a CYET AOMEHHbIX MPUMUTUBOB.

@) I/I,qew, NM03anMMCTBOBaHHbIE U3 aHa/In3a NoOMeYeHHbIX AaHHbIX.

B riraBe 4 BbI TO3HAKOMUJINCDH € TAKMMHU MOTITHBIME TIPUHITUTTAMHA TTPOEKTHPOBAHIS, KaK
HEM3MEHSIEMOCTD, OBICTPOE TIpeKpatiente paboTsl 1 TpoBepKa KoppekTHoCcTH. OHI TI0-
MOTA0T HOPOTHCSI ¢ PA3ITIHBIMHE [TPOOJIEMaME ¢ GE30ITACHOCTDIO, BKIIFOUYAsT HEKOPPEKTHBII
BBOJI, HEZIOMYCTUMOE COCTOSIHIE U HAPYIIEHUE [eJOCTHOCTH JaHHbIX. O[HAKO TIprMe-
HEHHUE WX 0 OT/ENbHOCTH — Hea(h(hEeKTUBHBIN cmocob Hammcanusa 6e30MacHOro KO/a.
B Tabu. 5.1 nepeunciieHbl mpobieMHbIe 00JIaCTH, KOTOPBIE MBI PACCMOTPYM B 3TOI TJIaBe,
U KOHIIEIIIIHH, TO3BOJISAIONINE JOCTHYD GOJIee BBICOKOTO YPOBHS GE30MaCHOCTH.

Ta6nuua 5.1. MNpobnemMHble 0651aCTH, paccMaTpMBaEMbIe B 3TOMN rnaBe

Pazpen Mpo6nemHas obnacrtb

5.1. JloMeHHBIE TPIMHUTHBBI [Tpo6aeMbl GE30TIACHOCTH, BBI3BAHHDIE HETOUHBIM

W MHBapUaHTHI 1 HEOHO3HAYHBIM KOJIOM, KOTOPBII YpeBaT ommbKaMu

5.2. OGBEKTHI OIHOPA3OBOTO [Tpo6sieMbl 6€3011aCHOCTH, BHI3BAHHBIE YTEUKOI

YTEeHUA KOH(I)]/UIGH]H/I&]H)HI)IX JTAHHDBIX

5.3. Onnpasich Ha JOMEHHbIE [Tpo6ieMbl GE30MACHOCTH, BBI3BAHHDIE TIEPEYCI0KHEHHBIM KOIOM
TIPUMUTHUBBL
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ITa TIaBa TOCBSIIEHA CO3/IAaHUIO KOHIICIIIIUY BBICIIIETO MOPSIIKA, HA3BAHHON JOMEHHbIM
NPUMUMUGBOM, KOTOPAs COUETAET B cebe MPUHITUIIBI 6E30TTACHOCTH U OOBEKTHI 3HAYCHYIS,
SIBJIAISICH TIPU HTOM HAMMEHBIITUM COCTABHBIM 3JIEMEHTOM ITPEIMETHO# 061acTh. 3/1eCh BbI
HAy4UTeCh YIYUIIIaTh CBON KO/ 32 CYET MPOEKTHBIX PEIIEHHH, TOBBIIAIONINX 6e30MacHOCTh
Cpa3y Ha HECKOJIbKUX YPOBHAX, YTO IIPUJACT CUCTEME SICHOCTDb M IIOMOXKET Jiyyllle B Hell
OpPUEHTUPOBATLCA. Bl Takke y3HaeTe, Kak ¢ OMOIIIBIO IOMEHHBIX TPUMUTUBOB YIIPOCTUTD
CYITHOCTH W OPTAHU30BaTh OOHAPYIKEHNE HEMPEHAMEPEHHOH YTeUKN KOH(MDUICHI AT b-
HBIX JJaHHbIX. VITaK, II0roBOPUM O JOMEHHBIX IPUMUTHBAX U HHBApUAHTAX.

5.1. [loMeHHble NPUMUTUBbLI N MHBAPUAHTLI

OO6bEKTHI-3HAYEHNS B IIPEAMETHO-OPUEHTHPOBAHHOM IIPOEKTUPOBAHNN ABJISIOTCS He-
M3MEHAEMBIMI 1 (OPMUPYIOT IIEJOCTHYIO KOHIENINIO — 9TO UX KIIOYeBbIe CBOCTBA!.
Kax mokasbIBaeT HaIll OIIBIT, ECIH OOBEKT-3HAYEHIE HEMHOTO ONTHMU3NPOBATH C YIIOPOM
Ha 6e30TaCHOCTD, MOJTYYUTC TaK HA3BIBAEMBIT OOMEHHbLIL NPUMUTIUG.

Haan UNCITOJIb30BaTh TOMEHHbIC HpI/IMI/ITI/IBbI B KaUYeCTBE HAMMEHDBIIIETO COCTaBHOTO
9JIEMEHTA CBOEH TOMEHHON MOJENN, Bl CMOKETE MUCATh KOJ, B KOTOPOM BEPOSTHOCTD
BO3HUKHOBEHMS TIPo0OJIeM ¢ 6e30IaCHOCTHIO OyIeT HAMHOTO HUKE, 4eM OOBIYHO. ITO J0-
CTUTAETCS NCKITIOUNTETHHO O1aroapst ToMy, Kak Bbl ero npoektupyere. Ko mosyaurcs
TOYHBIM U 6e3 Kakoi-mbo Heonpenenrerroct. OH GyIeT copepKkaTh MeHbIIe 1e(heKTOB
U, KaK CJIe/ICTBHE, MEHbIINE ya3BuMocTell. Bam Oyzer serde ¢ Hum paboTarh, Tak Kak 10-
MEHHbBIE IPUMUTUBBI — 9TO MEHbIIIAas KOTHUTUBHAS HATPy3Ka Ha pa3paboTynukoB. B paib-
HefH.HeM B 9TOM p%ﬂeﬂe MBI TIOTIbITAEMCA O6’bHCHI/ITb, YTO TaKO€ IOMEHHbIC HpI/IMI/ITI/IBI)I, KaK
UX OIIPEJIE/IUTD U KaK CO3aBaTh C X IIOMOIIBI0 0e30IIacHOE IIPOTPaMMHOE 00€CIIEYeHIIE.

5.1.1. [loMeHHble NPUMUTUBbLI — HAaUMEHbLUNE
COCTaBHbI€ 3NIEMEHTHI

OObeKT-3HaYECHHIE MIPEACTABJIACT Ba)KHYIO KOHIIETIITNIO Barmen ]IOMCHHOﬁ MO/IEJIN. B 1Ipo-
Iecce MOIeINPOBaHMA BbI PEIITaeTe, KaKoi BU/I IIPUMET 00BbEKT-3HAYEHNE U KaK OH 6leET
HasbIBaThest. Ho ecom ot JaIbIIE 1 IOMBITAThCA OTIPEAE/INTD, YeM OH ABJISACTCA, A YEM
HET, MOJKHO ITOJIYYUTDH KYy/la 6omee I‘JIy6OKO€ TTOHUMaHMe dTOM KOHIICIIIINH. OHI/IpaHCb
Ha 9T 3HaHWA, BbI CMOJKETEC ZIO6aBI/ITb MHBAapWaAHTHI, CO6JIIOZI6HI/IG KOTOPBIX ITO3BOJINUT
CcYnTaTh OOBEKT-3HAYCHHE lIeI‘/JICTBI/ITGJH)HbIM. ZIEUIBHIG MOJKETE CZe/1aThb CO6]HOZI€HI/I€ ITUX
MHBApMaHTOB 00s13aTeIBHBIM 1 00ECIIEYUTh €r0 Ha sTale CO31aHMsd. B pesyabTaTe y Bac
TIOJIYYHUTCA HACTOJIBKO CTPOTOE OTIpesieJiecHrue O6'b€KTa-3Ha'—I€HI/I$I, 9TO CaMO €To CylecTBO-
BaHUE IOATBEPAUT €T0 ZICfICTBI/ITG]IBHOCTb. Ecmm on HelleflCTBI/ITGJIGH, €r0 He MOKeT OBbITh
B ITPUHIIMAIIE. Takoro poza 00BEKTHI-3HAYEH NS HAa3bIBAIOTCS JOMEHHBIMU ITPUMHUTUBAMMU.

! Hpe>1</:[e YEM IIEPEXO/IUTDH K JOMEHHDBIM IIPUMUTHUBAM, H€O6XOI[I/IMO KakK cjenyer paBO6paTbCH
B TOM, KaKyIO pOJIb 00bEKThI-3HAUEHUS UrpaloT B INIPEAMETHO-OPUEHTUPOBAHHOM HTPOEKTUPO-
Banuu. Eciii Bam HYKHO OCBEXUTDH CBOIO IIaMATh, BEDHUTECH K TJIaBe 3.
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OBPATUTE BHUMAHMUE
O6bekT-3HaueHve, 06/1aaatoLLMin HAaCTOMbKO TOYHBIM OMpeAENeHNEM, UYTO CaM
(baKT ero cyLleCcTBOBaHWUS! NOATBEPXKAAET €ro AeUCTBUTENbHOCTb, SIBASIETCS 10-
MEHHbIM MPUMUTUBOM.

JloMeHHDbIe TPUMUTHUBBI TOXOKHU HA OOBEKTHI-3HAUYEHUST B MTPEIMETHO-OPUEHTUPO-
BaHHOM MPOEKTUPOBAHUH. VX KJII0UYEBOE OTIINYKE B TOM, YTO OHU TPEOYIOT HATUYUS
UHBAPUAHTOB, COOJIOJIEHUE KOTOPBIX JIOJKHO 00€CIeunBaThCs Ha dTalle CO3/aHMUs.
OHU Takke UCKII0YAIOT UCTIOIB30BAHKE ITPOCTBIX IPUMUTUBOB WJIA CTAH/IAPTHBIX TUTIOB
(BKJIIOUad null) si3bIKa IPOrPAMMUPOBAHNA /I IPE/ICTABICHUS KOHIICIITUN TOMEHHOHN
mojiesid. CTOUT TaKKe OTMETHTD, YTO, HECMOTPSI HAa CBO€ Ha3BaHWe, OHU MOTYT ObITH
JIOBOJIBHO CJIOJKHBIME OOBEKTAMU, COIEPIKAIIUMU HETPUBHATIBHYIO JIOTUKY U IPYTHE J10-
MEHHBbIE IPUMUTHUBBI.

OBPATUTE BHUMAHME
B nOMeHHOI MOAENM HUYTO He JO/MKHO ObITb NPeACTaBeEHO MPYMUTUBAMMU UK
CTaHAAPTHbIMM TUMAMM A3bIKa NPorpaMMmMpoBaHmns. Kaxxaas KoHLUenuus AomKHa
6bITb CMOAENMpOBaHa B BUAE AOMEHHOIO MPUMUTUBA, YTOObI OHa COXpaHsina CBOM
CMbICN Npu Nepeaade 1 Morna obecneunTb cobntofeHne CBOUX MHBapPUaHTOB.

[IpescraBbTe, 4TO B Ballleil JOMEHHON MOJIeJIN CYIIeCTBYET KOHIIEIINST KOJIMYeCcTBa.
ITycTb 310 GyAET KOJTMYECTBO OMPENETEHHOTO TOBAPA, KOTOPBIN XOUET KYIUTh KJIUEHT
B paspabarbiBaeMoM Bamu BeO-Marasune. Camo 110 cebe 9T0 4KCII0, HO BMECTO MCIIOJIb-
30BaHUSA CTAH/IAPTHOTO IEJOUMCACHHOTO TUIIA MBI CO3/[3/IUM JIOMEHHBIN ITPUMUTHUB
Quantity. B xozxe ero oIpe/leJIeHN s Bbl 06LuaeTer CO CIlelaJIuCcTaMu B HpeaMeTHof/’l
00J1aCTH ¥ TIBITAETECH BBISICHUTD, YTO OHU CYUTAIOT KOPPEKTHBIM KoJindecTBOM. Bo Bpe-
MsT OOCYKIIEHUST OKa3bIBAETCSI, YTO KOPPEKTHOE KOJUYECTBO TIPECTABISIET COOOIT TIesioe
yucsio B guanaszone ot 1 10 200. OHo He MOKeT ObITh HYJIEBbIM, TaK KaK 3aKa3, B KOTOPOM
KJIMEHT X04YeT KyIUTb HOJIb €IUHUIL TOBAPA, He JIOJIKEH CYIIecTBOBaTh. OTpHIlaTebHbIe
3HAYCHUS TOKE HEIOTYCTUMBI, TOCKOJIBKY TOBAP HEJb3sI KYIUTD «BCIISAThY, 4 €T0 BO3BPAT
obpabaTbIBaeTcst OT/E/IbHO. 3akasbl, cofepskariue 6osbine 200 TOBAPOB, He TPUHUMAKOTCST
CHUCTEMON. JTO KpaliHe Pe/IKUH CJIydaii, ecii OH BO3HUKAET, K HEMY HY’KHO OTHECTHCD
¢ 0cOOBIM BHUMaHUEM: B TAKUX CUTYAIUSIX KJIUEHTHI CBSI3BIBAIOTCS HEIIOCPEICTBEHHO
C TOPrOBBIM IPEJICTABUTEIEM B 0OX0/I HHTEPHET-Mara3uHa.

Bbl nHKATnCyIMpyeTe BasKHBIE ACMIEKTHI TIOBEIEHNS JIOMEHHOTO IPUMUTHUBA, TAKHUE
Kak J006aBJIeHIEe U BbIUUTAHNE eJIMHUI] ToBapa. [I0CKOJIbKY JOMEHHDBI TPUMHUTUB
BJIaJIEET OMEPAIUSIMU [IPEIMETHON 00JIaCTU U YIPABJISIET UMU, CHUKAETCS BEPOSIT-
HOCTH BO3HUKHOBEHUSI IIPOTPAMMHbBIX ONMTHOOK, BBI3SBAHHBIX HEJOCTATOUHO ITyOOKUM
MOHUMAHUEM KOHIENINH, yYaCTBYIONIMX B ollepaiiui. YeM cuiibHee Takue oneparun
OT/JIaJIEHbI OT KOHI[EIIIIH, TeM MeHee MOAPOOHDBIX CBEJEHNI O HEHl MOKHO OXKU/IATh,
[I03TOMY BC€ OTEPAIIH MPEAMETHOM 00JIaCTH JIOTHYHO TIPOBOUTH BHYTPH CAMOTO JI0-
MeHHoro npumutusa. Ipusenem npumep. IIpeacTaBpre, 4TO BaM HYKHO 0OaBUTH [[BE
e/INHUIIBI TOBapa. Bl co3naere MeTo/[ add, HO B €T0 Pean3aiui JOJKHBI ObITh YUTEHDI
[IpaBuJIa IPEAMETHOI 00/1aCTH, KAaCAOIIUECs] KOJIUIEeCTBA, — MMOMHUTE, BBl UMEETE JIETI0
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He ¢ 0OBIYHBIMU LIEJIbIMU YucIaMu. Ecin PacIoyoKuTh MeTo/] add B KAaKOU-TO JPYTOii
YyacTH KOLOBOI 6a3bl, TaKOl Kak carykebOHbIIT Kiacc Functions, B HETO JIETKO MOTYT 3a-
KpacThcs HeoueBU/IHbIe /lepeKThl. EcTu BbI penmTe HeMHOTO U3MEHUTD TIOBEJIEHUE J10-
MEHHOI0 IIPUMUTHBA Quantity, To MOXKeTe 3a0bITb OOHOBUTD COOTBETCTBYIONIUIN METO/
B CJIy:KeOHOM KJacce. BeposiTHOCTD 9TOro BBICOKA, U €CJIM 9TO IIPOM30ILAEeT, y Bac I0-
SIBUTCS CJIOJKHO BbISIBJIIeMast OIINOKa, KOTOPask MOKET BbI3BATh CEPbe3HbIe IPOOJIEMBbI.
Korza BbI 3akoHunTE pa60TaTb HaJ{ IOMEHHBIM IIPUMUTUBOM Quantity, ero peaansanus
JOJIKHA BBITJISAAETh Tak (sucrtunr 5.1).

JIucTuHr 5.1, [JoMeHHbI npuMnTMB Quantity

import static org.apache.commons.lang3.Validate.inclusiveBetween;
import static org.apache.commons.lang3.Validate.notNull;

public final class Quantity {

. . . e104UCNeHHOe 3HaueHne
private final int value; 4—, U

public Quantity(final int value) { O6ecneuusaer cobniopenve
inclusiveBetween(1, 200, value); WHBAPHAHTOB HA 3Tane CO3AAHMA
this.value = value;

}

public int value() {
return value;

} MpenocTaBnser foMeHHble onepaumi,
public Quantity add(final Quantity addend) { uT06bl MHKNCYNUPOBATH NOBe/eHIe
notNull(addend);
return new Quantity(value + addend.value);

}

// equals() hashCode() n T. 4.

ITO TOYHAS U CTPOTAs peasn3aliysl KOHIIENIIMK KoJn4ecTBa. B nccaeoBannm antu-
«Tamsera» B riraBe 2 GBI IPUBEAEH PUMEDP TOTO, KAK MEJKasA HEONPeAeJeHHOCT
B CHCTEME MOKET 3aKOHUUTLCS TeM, UTO MOKYyTIATe I OYAyT aBaTh caMuM cebe CKUJIKH,
yKa3biBasd OTPUIATEJIbHOE KOJIMYECTBO TOBapa nepesl ohopmienreM 3akasa. Takoii g0-
MEHHBII TPUMUTHB, KaK ITPE/ICTaBJIEHHbIN paHee Quantity, NCKIIOUaeT BEPOSTHOCTH TOTO,
9TO HeOOPOCOBECTHDIN MOMH30BATENH YKAKET OTPUIIATENHHOE 3HAYEHUE U 3aCTABUT
cucTeMy BecTH cebst HelmpeycMOTPeHHBIM 00pasoM. Vcromb3oBaHUEe JOMEHHBIX TTPH-
MUTHBOB yCTPaHSIET YSI3BUMOCTbD, He TPeOyst IBHOTO pUMeHeHus: KoHTpMep. Kak 1mo-
KasblBaeT JaHHOe yIIpa)KHeHHe, KOJIMYecTBO — 3TO He IIPOCTO 1esioe yucsio. OHO J0JIKHO
OBITH CMOJIETUPOBAHO U PEATH30BAHO B BUJIE IOMEHHOTO TPUMUTHBA, YTOOBI COXPAHSITH
CBOIT CMBICJI TIPH TIepeiade u coOII0IaTh CBOM MHBAPUAHTHL.

Wrax, BbI MOJyquiu obiiee pecTaBiIeHe o JOMeHHOM TipuMuTuie. Teneps mo-
FOBOPHM O TOM, MTOYeMy HEOOXOAUMO OTPEEUTh 06JIaCTh, B paMKax KOTOPOil OH jieii-
CTBUTEJIEH.
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5.1.2. [paHuULbl KOHTEKCTa
onpeaensitoT CMbIC/

JloMeHHbIe IPUMUTHUBBL, KaK U 00bEKThI-3HAYEHUS, OIIPEAEIAIOTCS CBOUM COLEPKUMBIM,
a He uaeHTudUKaTOpoM. ITO O3HAYAET, YTO JBA JIOMEHHBIX IPUMUTHBA OJ[HOIO THUIIA
U C OINHAKOBBIM 3HAUYeHUEM B3anmMo3aMmeHsieMbl. OHU UeaTbHO MOAXOMIT JIJIsT TIPeJi-
CTaBJIEHUS CAMbIX PAa3HbIX KOHIICHIMI TIpeMeTHOI 06J1aCTH, KOTOPbIE HEJIb3s1 OTHECTH
K KaTeropusIM CyIIIHOCTEH nin arperatoB!. OfiMH M3 BaKHBIX aCIIEKTOB, KOTOPBII CJIE/IyeT
YUYUTBIBAThH TIPU MOJIETUPOBAHUY KOHIETIUH C TIOMOIIIO JOMEHHOTO TTPUMUTHBA, CO-
CTOUT B TOM, UTO OTIpejieJIeHre TTPUMUTUBA JIOJKHO B TOUHOCTH OTPA’KaTh CMBICT 3TON
KOHLIEIILIUU B KOHTEKCTe MeKyueti npeoMemuoil 001acmil.

[IpexcraBbTe, uTO BB pazpadaThiBaeTe CUCTEMY, KOTOPAs AaeT MOJAb30BATEIAM BO3-
MO’KHOCTD BbIOMPATh U CO3JaBaTh COOCTBEHHbIE afpeca SJIeKTPOHHOM 110uTh. 1101630~
BaTesIb MOXKET BbIOPaTh JIOKAJIbHYIO 4acThb azpeca (Ty, 4To cjieBa oT @) U MCII0JIb30BaTh
CO3JIaHHBIN aJIpec sk OTIPABKYU U TMOJyUYeHUs 3JEeKTPOHHBIX muceM. Ecinu BBecTu
jane.doe, GyzeT cchopmMupoBaH aapec jane.doe@example.com (eCJIU MPEATIOTIOKUTE, YTO
Balile JoMeHHoe uMsi example.com). B xojie Mojie/inpoBaHus Bbl IOHUMAETE, YTO ajiPec
3JIEKTPOHHOM TIOYTHI — ATO WUJIeaJIbHBIN IpUMep JoMeHHoTo puMuTuBa. OH onpeje-
JISIETCST CBOMM 3HAUEHWEM, W BBl MOXKETE MIPELyCMOTPETh OTIpe/ie/IeHHbIe OTPaHIU€EHNS,
Gy1aroapst KOTOPbIM MOKHO OBITh YBEDEHHBIMK B TOM, UTO OH JICHCTBUTEJIEH.

BHauasie, uTOGbI ONPEAEIUTh, UTO IPEACTABIAET c000il AeCTBUTENbHbII aipec
AJIEKTPOHHON MOYTHI, BBl MOYKETE CKJIOHATHCS K UCIOJb30BAHUIO O(PUIIMATBHOTO
onpenenerusa’. DopmanbHo 5T0 ObLIO OBl IPABUIBHBIM PEIIEHUEM ¢ TOYKU 3PEHUS CO-
orsercTBust TpeboBanuaM RFC, o1Hako B KOHTEKCTe TeKyleil mpeaMeTHoi obmacTu
JAHHOE OIIpejiesieHne MOKeT ObITh HeKoppeKTHBIM (prc. 5.1). BaMm, Kak uHKeHepy, 9TO
MOJKET IMOKa3aThCsl HEOKUJAaHHBIM., HO TOMHUTE, 4TO HAC MHTEPECYeT 3HAYeHUe KOH-
LENIUN B OIPeJeIeHHON peMeTHON 00/1aCTH, a He TO, KAKOW CMbICJ OHa MOrya Obl
UMETh B JIPYTOM KOHTEKCTE, TAKOM Kak ryio0anbHblil cranaapt. HanpumMep, B BalieMm
cJIydae B ajpecax 3JEKTPOHHOU MOUTHI MOTYT OBITh IMIPOMUCHBIE U CTPOUYHBIE OYKBHI,
[MO3TOMY BCE, UTO BBOJAUT MOJIb30BATENb, OYAET MEPEBOANUTHCS B HUKHUN perucTp. Bor
MOJKeTe TTOUTH ellfe JIAJbIIe U CKa3aTh, YTO IOMYCKAOTCS TOJTbKO aihaBUTHBIE CUMBO-
b1 ASCII, ipot 1 Toukn ([a-20-9.71). D10 ObLIO Obl OTKJIOHEHUEM OT TEXHUYECKOI
crien KA, HO B KOHTEKCTe JaHHON IIpeAMeTHON 001aCTH TaKoe PelleHIie MOKHO
CYUTATH BEPHBIMS,

Ecan Bam HYJKHO OCBEKUTDH CBOM 3HAHUS O CYHUTHOCTAX U arperatax B IpeJIMETHO-OPUEHTUPO-
BaHHOM ITPOEKTHUPOBAHNH, BEDHUTECH K IJIaBe 3.

OObsiCHEHNE ONIPEIENEHYST AIPECa SIEKTPOHHOM TTOUTHI BBIXOUT 38 PAMKHU 9TON KHUTH, HO
€ecJIu BBl XOTUTE y3HATh Gosiblie, Moskere nountath RFC 3696 (https://tools.ietf.org/html/
rfc3696).

3 Bo3MOKHO, BaM Oy/IeT UHTEPECHO Y3HaTh, uTo naxke RFC5321 He peKkOMeH/IyeT HCII0Ib30BaTh
ajipeca 3JIeKTPOHHOI MOYTHI, YyBCTBUTEJIbHBIC K PETUCTPY, XOTS B CaMOil crieluduKaimm pe-
THCTP YYUTBIBAETCS.
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bBreiBaer, uTo Ha3BaHUe KOHIIETIIIUH, KOTOPYIO BBI ITBITAETECH CMOJIETUPOBATD, UCIIOJIb-
3YeTcsT ¥ 3a MpejieJiaMu TEKYIIEro KOHTEKCTa, M 9TO BHEIIHEe OTIpejieJieHne HACTOJIBKO
pacIpocTpaHeHo, YTO €ro 3aMeHa B Balllell JOMEeHHOI Moesu IpuBesia Obl K IIyTaHUIIE.

TakuM MoHATHEM MOKET ObITh ajipec 3JI€KTpOHHOﬁ TI04ThI, HO, KaK MbI TOJIBKO 4YTO y3HaJIH,
MHOTZla UMECT CMBICJI IIEPEOITPE/ICJINTD €r0 B TEKYIIEM KOHTEKCTE.

OnpedeneHue
us RFC

Bawe
onpedeneHue

3NEKTPOHHOM 3NEKTPOHHON
noyThI nouyThI

BHeWHUU KoHMeKcm

Baw KoHmeKkem
Puc. 5.1. 3HayeHne TEPMMHA ONPeAENsIeETCS B paMKax 3aaHHOrO KOHTEKCTa

Emre osiHuM npuMepoM 4eTKo ornpejiesieHHoro nousatus ssisiercs ISBN. 9ot
dopmart onucan MexayHapoaHoil opranusanueil mo crangaprusanun (International
Organization for Standardization, ISO), u ero nepeonpezneneHne MOKET BbI3BATh Iy TaHH-

11y, HEIIPaBUJIbHOE TOJKOBAHKE U IIPOrpaMMHble omOKU. Takoro poja He3HAYMTeIbHbIE

OTJIMYM 9aCTO CTAHOBATCS IIPHYUHOM IIpo6IeM ¢ GE30IaCHOCTDIO, II0ITOMY UX CJIELYET
usberath, 0COOEHHO TIPH B3AUMOJICHCTBIY C IPYTUMU CHCTEMaMK HJIH IOMEHHBIMU KOH-
Tekctamu (puc. 5.2).

OO0HO 3HAaYeHuUe

-
.

JUCTILLTN
L 0

-
-
-’
RSP g

BHeWHUU KoHmMeKcm Baw KoHmMmeKcm

Puc. 5.2. icnonb3oBaHue TepMUHa, ONpeaesnieHHoro CHapy»w, 6e3 N3MeHeHusl ero 3HauyeHus

B GosbmmHCTBe cIyyaeB HEOOXOAUMOCTD B IIEPEOIPEAEIeHNN OOIEN3BECTHBIX 0~
HATUHN BbI3BaHA TE€M, YTO C MIOMOIIBIO OJTHOTO U TOTO K€ MOHSATUS OMUCHIBAIOTCS CPa3y



naea 5. [JoMeHHble MPUMUTUBLI 161

HECKOJIBKO BEIEH B TEKYIIEM KOHTEKCTE. B TAKMX CHTYaIMsAX MbITaiiTech MO0 PasieiuTh
HOHATHE Ha J[BE YaCTH, TUO0 MPUALYMATh COBEPIIEHHO HOBBIN TEPMUH, YHUKAIBHBIN 1151
TEKYIIEro KOHTEKCTa. ITO MO3BOJIUT N36EKATh HEBEPHBIX TOJIKOBAHMWIA, a TAKIKE C/IeTaeT
OUYEBUIHON IIPUYMHY IPUMEHEHUs OTIpe/leJIeHHbIX NHBAPUAHTOB BMECTO TEX, KOTOPbIE
OTHOCSTCS K TEPMUHY, OIIpe/ieJieHHoMY cHapysku. Eiile 0700 mpenMyIiecTBo BBeIeHus
HOBOTO TIOHATHS COCTOUT B TOM, UTO OPUTHHAIBHAS KOHIIETIIINS COXPAHIET CBOE YETKOE
oTIpeieJicHUE U OCTAETCS IOMEHHBIM TPUMUTUBOM. BbI TOJTHOCTBIO COXPAHWIN BO3MOK-
HOCTh MOJIETUPOBAHNUST Ba)KHBIX KOHIIEIIINI B CBOEH TIPEIMETHOI 00JIACTH, U TP 5TOM
MO/JIEJTh He TTOTePsijia B TOYHOCTH.

[TpescTaBbTe, UTO BBI pazpabarbiBaeTe MPOrpaMMHOE 0GecTieueH e st YITPaBICHMUSI
TOPTOBJIE KHUTaMU, KOTOpoe ucrosnab3yeT HoMepa ISBN g nnentudukamun. Yepes
KaKOe-TO BPEMsI BbI TIOHUMAETE, YTO HYKHO KaK-TO PaboTaTh ¢ KHUTaMH, KOTOPBIM eTIle
He ObL1 IpucBoed Homep ISBN. B kauecTBe 0{HOTO M3 pelleHmii MOKHO ObLIO ObI IIepe-
onpezenuth TepMut ISBN Tak, 4To6bI OH HE TOJIBKO MIPEACTABIIA HACTOSIINE HOMEPA,
HO U BKJIIOYAJ B cebst BHYTPEHHUE HIEHTU(DUKATOPDI, KOTOPBIE MOTJIN ObI, K TIPUMEPY,
UMETD «BOJIIIEOHBIN IIpedUKC»>, 9TOOBI UX MOKHO OBLIO OTINYKUTH OT peabHbIXx ISBN.
Ho uro6br n3bexarh Hepazbepuxu, KOTopas BO3HUKAET IIPU HePeolpeleleHun CTaH-
napra ISO, BbI Morii ObI BBECTH HOBOE IOHATHE BookId, KOTOPOE cojepsxkano Obl 1160
ISBN, 160 UnpublishedBookNumber (puc. 5.3). BookId — 9T0 00mmuil uaeHTH(GUKATOD

KHUTH, a UnpublishedBookNumber — uaeHTH(HUKATOP, KOTOPbIN Ha3HAYAETCS BHY-
TPU CUCTEMBL.

WpeHTndunkatop

‘\
|
\
\
i
ISBN |
H
!
/ KHUMN
/

BHyTpeHHWUI1
HOMEP KHUMN

ROTSSrLS

Baw KoHmeKkem

Puc. 5.3. BBeaeHne HOBbIX MOHATWII BMECTO NepeonpenesieHns CyLLEeCTBYOWMX

baarogaps BBezieHUIO IBYX HOBBIX TEPMUHOB, BookId u UnpublishedBookNumber,
BbI MOJKETE UCII0JIb30BaTh ToOUHOE 001en3BecTHoe onpenenerre ISBN u B To ke Bpemst
YIOBJIETBOPUTH GusHEC-TPeOOBAHMSI Balllell TPeIMETHON 00J1acTu.
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5.1.3. Co3paHue cobCcTBeHHOM BUbNNOTEKM
[NIOMEHHBIX MPUMUTUBOB

Urtak, Bbl pacuimpuiin Habop JOCTYITHBIX BaM KOHIIETIIMH 32 CYeT YHUBEPCATbHOCTH J10-
MEHHBIX TPUMUTHBOB. CTapaiiTech Kak MOKHO aKTUBHEe IIPUMEHSTh X B CBOEM KOJIe.
ITO HAMMEHBbIIIE COCTABHbIE 3JIeMEHTBI, (HOPMUPYIOIINE OCHOBY Ballleil JOMEHHOIT Mojie-
s, B ¢Bsi3u ¢ 9TMM 1109TH J1100ast KOHIIETIIHST, KOTOPYIO BbI MOJIEIUPYeTe, Oy/IeT OCHOBaHA
Ha OIHOM WJIM HECKOJIbKUX JIOMEHHBIX TIPUMHUTHBAX. B X0/e MoeMpoBaHus B BalieMm
PaCIOPSZKEHUU eCTh KOJUIEKIIMs] IPUMUTHBOB TIPEAMETHON 06J1aCTH, KOTOPYIO MOKHO
cuuTaTh 6ubiuomexoll. ITo He MPOCTO HAGOP OOLIMX CAYKEOHBIX KJIaCCOB U METOIOB,
a CKopee 4eTKO OIpe/IeIeHHOE eIMHOe MHOKECTBO IOMEHHbBIX KOHIEMIIHii. U1 1I0CKOIbKY
3TO JIOMEHHbIE IPUMUTUBbI, KX MOKHO O€3011aCHO Nepe/iaBaTh B Ka4eCTBe apryMeHTOB
B BallleM KoJie Kak 00bIYHbIe 0ObEKThI-3HAYCHUSI.

JloMeHHbIe TIPUMUTUBBI CHUKAIOT KOTHUTHBHYIO Harpy3Ky Ha pa3paboTU4UKOB, M0-
CKOJIbKY, MCTIOJIb3YsT UX, He HYKHO TOHUMATh, KaK OHK YCTPOEHBI. Bbl MoskeTe 6e301acHo
paboTarh ¢ HUMHU 1 ObITh YBEPEHHBIMU B TOM, YTO OHU BCET/Ia PEACTABJISIIOT KOPPEKTHBIE
3HAYEHMs U YeTKUe KoHIermmu. HexelicTBUTe IbHbINA JOMEHHBIN TIPUMUTHB HOTIPOCTY
He MOJKET CYIeCTBOBATh. DTO U30ABJISIET OT HEOOXOAMMOCTH OCTOSHHO [IEPENPOBEPSITH
JlaHHble, 4TOObI yOeUThCst B 6€30IIaCHOCTH UX TIpUMeHeH s, EcJii OHM OlpeieieHbl B Ba-
1ei npeaMeTHOI 061acTH, MOJKETe MM JIOBEPSITh U CBOOOIHO UX MCIIOJIb30BATh.

5.1.4. Bonee HagexHble API Ha ocHoBe 6ubnuoTekmn
AOMEHHbIX NPUMUTUBOB

Bbl Bcerga 10KHBI cTapaThCst 3a1eliCTBOBATD IOMEeHHbIEe TPUMUTUBEL B cBonx API.
Ecam Bce apryMeHTBI 1 BO3BpaliaeMble 3Ha4eHsT KOPPEKTHBI 110 OTTpe/IeJIeHITO, BBI TTOJTY-
YaeTe TPOBEPKY KOPPEKTHOCTU BBOJIA M BBIBOJA B KAKIOM METOJI€ CBOEH KOMOBOI Ha3b
6€e3 TOMOTHUTENBHBIX yeunil, TaKkoil TOIX0/T K TPOEKTUPOBAHUIO TIPEIMETHOI 061acTH
IIO3BOJIUT [IUCATh YPE3BbIYAiiHO yCTOMYMBLIN U Ha/IesKHBIH Ko/, B kauecTBe MOJI0KUTEIIb-
HOTO TT060YHOTO 3(hheKTa OTMETHM TO, YTO CYIIECTBEHHO YMEHbBIIAETCS KOJUIECTBO
YSI3BUMOCTEN B O€30IACHOCTH, BHI3BAHHBIX HEKOPPEKTHBIM BBOJIOM.

[ToroBopuM 06 3TOM MOAPOOHEE HA TPUMEPE KOHKPETHOTO Kojia. IIpecraBbTe, 4To
BaM MMOPYYEHO OTIPABUTD KYPHAJ ayJiNTa CUCTEMBI B IIEHTPAJIbHBIA PEIO3UTOPHIA.
JKypHaubl ayanuTa cofepKar KOHQUACHIIHATBHYI0 HH(DOPMAIIUIO, TI09TOMY UX HEOOXO-
JIIMO TIePe/IaBaTh Ha XPaHEHUE B CIEIMAIBHOE MECTO, TIe OHU OYAYT KaK CJeLyeT 3a-
MUTIEHBL. Eci oTIpaBuTh TaHHbIE HE T/, Y KOMITAHUH MOTYT BO3HUKHYTH CEPhEe3HbIE
mpobsembl. B Bamiem API MoskeT OBITH METOJI CJIEAYOIIETO BUIA, KOTOPBIA MTPUHIMAET
TeKYIUH JKYypPHAJ ayJUTa 1 OTTIPABJISIET €T0 B PETTO3UTOPHUN TI0 33/TAaHHOMY a/IPecy:

void sendAuditLogsToServerAt(java.net.InetAddress serverAddress);
HpO6JIeMa 3/1eCh B TOM, 4TO TaKasl CUTHATYypa MEeTO/a II03BOJIAET YKa3aTh B KauecTBe

MecTa HasHaueHws Ky pHasia J1o60it [P-axpec. Ecaiu niepest oTIpaBKO JKypHaJia He yaacT-
€S TPOBEPUTD TTOJIMHHOCTD aJIPeca, BbI MOKETE PACKPBITh KOH(MUICHIIUAIbHBIE JAHHbIE,
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OTIPaBUB UX B HeHe30MmacHoe MecTo. BMeCTo 3TOro MOKHO cO3/1aTh JOMEHHBIN TIPUMI-
TuB InternalAddress, KOTOPBIN YETKO OIIPE/IENISIET, YTO Takoe BHyTpeHHNit [P-anpec.
Ber MoskeTe 3a71eiicTBOBATh €T0 B KaUuecTBe TUIIA BXOJHOTO MapaMeTpa B CBOEM METOJIE.
[TpumennB aTOT TOAXO/ K MeTOMIY sendAuditLogsToServerAt, TOIYYUM CJEYIONIUI KOJT
(suctunr 5.2).

JIncTuHr 5.2, lMosblweHne HagexxHocT API ¢ NOMOLLbIO AOMEHHbLIX NMPUMUTUBOB

import static org.apache.commons.lang3.Validate.notNull;

void sendAuditLogsToServerAt(InternalAddress serverAddress) {
notNull(serverAddress);

OcraeTca ToNbKoO npoBepuThb,

He paBeH v BBog null
// Tony4nTb XypHanbl M OTMpaBUTb UX Ha cepBep

Wrak, BbI CIIPOEKTUPOBAI METO TAaKUM 06PasoM, 4TO €My HEBO3MOJKHO TIepeiaTh
HEKOPPEKTHBIH BBOA. UTOOBI yoenuTbest B ToM, uTo [P-anpec aBiisieTcss BHYTPEHHNM,
OCTAETCS TOJIBKO ITPOBEPUTDH, HEe paBeH JIv OH null.

5.1.5. Crapavitecb He aenaTb CBOK NpeaMeTHYI0 061acTb
Ny6/IMYHO AOCTYNHOM

[Tosbimmast HagexHocTh AP, KOTOPBIH CIIYKUT OKHOM B IPYTYIO TIPEAMETHYIO 06J1aCTh,
He CJIe/lyeT MPeI0CTABIISATh Yepe3 Hero JOCTYII K CBOMM JIOMEHHBIM MozieJisiM. B mpoTus-
HOM CJTy4ae Ballia JOMEHHAst MOJIETIb ABTOMATUYECKY CTAHOBUTCST YaCThIO MYOIMYHOTO
API'. M kak TOJIbKO €r0 HAYMHAIOT WCTIOJB30BATh APYTUE MPEAMETHbIEC 06IaCTH, BAITY
MOJIeJIb CTAHOBUTCS CJIOKHO U3MEHSTh U PA3BUBATh HE3ABUCUMO.

[Tpumepom my6anunoro API, koTopsiil paboTaet ¢ pa3HBIME MPEAMETHBIME 00J1a-
cramu, apisietcss REST API, noctymabiit st mpumenenust B VIHTepHETe ¢ TOMOTIBIO
kauerTckoro I10. Eciu oTKpBITH ZOCTYI K CBOeil mpeamerHoii obaactu yepes REST
API, To ns manpHeiero pa3BUTHS Ballleil JOMEHHOI MOJeTN TPOTpaMMHBIE KITHU-
EHTHI I0JKHBI OYIyT TOAIEPKUBATE BCe BHOCUMbIC BaMu uaMmeHenus. Eciau pabora
KOMITAHUM 3aBUCUT OT 9THX KJIMEHTOB, Bl HE CMOJKETE X UTHOPUPOBATD: HE OCTAHETCS
HUYETO JIPYTOT0, KPOME KaK CHHXPOHU3UPOBATH TIPOTIECC Pa3pabOTKH ¢ TIOTPEOUTEIAMH,
4TOOBI OHU YCIIEBAIM A THPOBATh cBoe Kianertckoe [10. UTo ete XysKe, ecim TakKux
noTpebuTeseil HeCKOJIbKO, BAM MPUIETCS HE TOJIBKO CHHXPOHU3UPOBATHCS C KasKIBIM
U3 HUX, HO U CUHXPOHU3UPOBATH UX MEKAY coO0il. ITa cuTyarus Jaieka ot ujaeasa,
U BBl CMOXKETE ee M36exkKaTh, eCIM He CTAHETe OTKPHIBATH MyOJINYHBIN OCTYT K CBOEH
MPEIMETHOI 06IaCTH.

BwmecTo atoro sryytiie B3sITh pa3Hble TIPEJCTABIECHUS /TS KAXKIOTO 13 BAIITIX TOMEHHBIX
06BEKTOB. ITO MOKHO CYUTATH CBOETO Pojia 00beKTOM mepeiaun nanubix (data transfer
object, DTO), KOTOPBIil UCHOIB3YETCS A1 B3AUMOAELHCTBI ¢ APYTUMHE IIPEAMETHBIMMU

B IIPEAMETHO-OPUEHTUPOBAHHOM IIPOEKTUPOBAHNUN TaKOI'O poia O6L[Ia§1 npeaMeTHada 0bacTh
Ha3bIBA€TCA Ppa3/ie/IAEMbIM SAPOM.



164 Yactb IT e OcHOBbI

obnactamu. Takue DTO MoryT colepskaTh MHBAPUAHTBI, HO OHU OYAYT OTIMYATHCS OT
OTpaHMYEHUH, IEHCTBYIONNX B Balllel JoMeHHOI Moziesin. Harpumep, oHl MOTYT OTpaHu-
YMBaTh KOMMYHUKAIIMOHHBII TPOTOKOI, onipezeneHtbiil B AP, TlepBoe, 4To HEOOXOANMO
caenarhb B takoM API-mertoze, — 910 1peobpasosarh DTO B cOOTBETCTBYOIIMI JOMEHHBII
HPUMUTUB (M1 IPUMUTUBBIL ), YTOOBI TaPaHTUPOBATH KOPPEKTHOCTD JAHHBIX. DTOT CJIOM
abCTpakIUy IIOMOTAaeT Pa3AeNuTh KOHIENUU BamuxX mybanunoro API u npeaMeTHoii
00J1aCTH, YTO IIO3BOJIUT PAa3BUBATh MX HE3ABMCUMO APYT OT APYTra.

B manHOM pasjesie paccMOTPEHO MHOI'O BaKHBIX 0COOEHHOCTEM, TPUCYIIIX JOMEHHBIM
npuMuTrBaM. [Ipexe yeMm ABUTATHCS JAJIbIIe, TIEPEYUCTUM KJII0YeBbie MOMEHTBHI.

(W I/IHBapI/IaHTbI B JOMEHHDbIX [TPUMUTHBaX IIPOBEPAIOTCS Ha 3Talle CO3/1aHN .
a CyH_IECTBOBaTB MOTYT TOJIBKO lIeI‘/JICTBI/ITeJIbeIQ JIOMEHHbIE TIDUMHWTUBBI.

Q Bwmecto MIPUMHUTHUBOB 1 CTaH/ITAPTHBIX THUITOB A3bIKAa ITPOrpaMMUPOBaHUA BCET/la CJie-
AYET UCIIOJIb30BaTh IOMEHHbIE IIDUMUTUBDI.

Q CwmbICST TOMEHHBIX IIPUMHUTHUBOB OIIPEAECACTCA B paMKax TeKymeﬁ HpelIMeTHOfI 006-
JIaCTH, /1asKe €CJIN 3a €€ IpeaejiaMu TEPMUH UMEET IPyToe 3HaAaYCHUE.

Q us Hanucanus 6e3011acHOTO Koza ClIefyeT 3a1eiicTBoBaTh COOCTBEHHYI0 OMOIMOTEKY
JIOMEHHBIX TPUMUTHUBOB.

Ha jaHHOM aTare Mbl yKe 3HaeM, 4TO TAKOE HEM3MEHSIEMOCTD, OBICTPOE TIPEKPAIIICHIE
paboTBI, TIPOBEPKA KOPPEKTHOCTH ¥ JIOMEHHBIE TIPUMUTHBbI 1 KAKUM 006Pa3soM KasK1ast U3
STUX KOHIEMIINH cI1oco6CTBYeT 00eciedeHnio Ge30MacHOCTH Ha YPOBHE IIPOEKTUPOBAHMSL.
B nporpammupoBaHum ecTh elie 0IHO MOHSTHE, KOTOPOE UTPAET BAXKHYIO POJb C TOUKH
3peHus 6e301acHOCTH, — 0OBEKTHI OAHOPa30BOro ureHust. O HUX MbI IIOTOBOPUM JaJiee.

5.2. 0Ob6bekTbl 04HOPA30BOro YTEHUS

OnHUM U3 PacTpOCTPAHEHHBIX UCTOUHUKOB TIPOOJIEM, CBA3AHHBIX € HE30MTAaCHOCTHIO MTPO-
TPaMMHOTO 006eCTIeUeH sI, IBIISIETCS yTeuka KOHMUAEHTNATLHBIX JaHHBIX. OHa MOKET
OBITH KaK HElPeHAMEPEHHO, BRIZBAHHOI pazpabOTUMKOM, TaK 1 YMBIILIEHHO CITPOBOITH-
poBaHHOIT. He3aBUCHMO OT IPUUMHBI 3TO# TTPOOIEMBI ¢ Hell MOKHO GOPOTHCSI € TIOMOIIIBIO
HECKOJIbKIX METOAUK IIPOEKTHPOBaHusL. ITocMoTpuM, Kak mabioH npoextuposanus «O0b-
€KT OJIHOPA30BOTI0 UTEHUS» [T03BOJISIET CHU3UTD BEPOSATHOCTD YTEYKN KOH(MUIEHIINATBHON
uropMaru. BoT Cricok KIoueBbIx 0cOOEHHOCTEH, TPUCYTINX ATUM 0OBEKTaM.

O UX OCHOBHOE Ha3HAYEHIE COCTOUT B COJEUCTBUN OOHAPYKEHIIO HEITPETHAMEPEHHOTO
WCIOJIb30BAHUS JJAHHBIX.

Onu npeacTaBiasior KoHduieHIMalbHble 3HaYeHUs U1 KOHIeIIIINH.

3a4acTyio OHU ABJISIOTCS IOMEHHBIMY TPUMUTHBAMU.

Vx 3HaueHMe MOKHO ITPOYUTATD OJIMH U TOJIBKO OJIUH Pas.

Onn mpeioTBpaIaoT cepuaTu3aIinio KOHOUACHITNATHHBIX JaHHbBIX.

O00D0OO0O

OHu mpegoTBPAIMAOT HACIe/[0BAHNE U PACIINpPEHNE.
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Obsexm 0010pasz06020 umenus, Kak TOHSTHO U3 HA3BAHUS, IPEHASHAYEH JIJIsT TOTO,
9TOGBI €0 MOJKHO GBITIO TPOYUTATH POBHO OfMH pa3. OGBIYHO OH MPeCTaBIIeT 3HAUEHUE
TJTH KOHTIETITINTO BATITEH MPeIMETHON 06TACTH, KOTOPBIE CAUTAIOTCS KOHPUOCHUUATLHDLMU,
HaIlpuMep HOMepa MacnopToB U KPEUTHBIX KapT i naposu. OCHOBHOe Ha3HaueHUe
00beKTA OJJHOPA30BOTO YTEHUS] — TIOMOTaTh OOHAPYKUBATH HEIIPEeHAMEPEHHOE HC-
10JIb30BAHUE JJAHHBIX, KOTOPBIE OH MHKAIICYJINPYET. 3a4acTyio OH UMeeT BU/L IOMEHHOTO
IPUMHUTHUBA, €r0 MOKHO IPUMEHATD TaKKe K CYHIHOCTAM U arperaraM. OcHOBHas CyTh
371eCh B TOM, 4TO TIOCJIE TOTO, KaK 0OBEKT GBI CO3/IaH, MHKATICYTUPOBAHHBIE UM JTAHHbIe
MOJKHO U3BJIE€Yb TOJIBKO OWH pa3. [T0TbITKA TTOBTOPHOTO U3BJIEUEHUS TIPUBETIET K OTTHOKE.
ITOT 00BEKT TAKIKE MPEAMPUHIMAET HEKOTOPBIE MEPBI TIPOTHB U3BJIEUEHUST KOH(DUIEH-
IMUAIbHBIX JAHHBIX B IIPOIECCE CePUATU3ALIN.

[Tpumep o6beKTa OHOPA3OBOTO UTEHUs MOKa3aH B auctunre 5.3. Kak Bugure, o
HasblBaeTcs SensitiveValue 1 cMOZA€EJMPOBAH B BU/lE€ JOMEHHOTO IIPUMUTHIBA, BCE NHBA-
PUAHTBI KOTOPOTO TPOBEPSIOTCS Ha aTare cosnanust. Kinacce onpesernen kak final, 9To6b1
[IPEIOTBPATUTD HACJIEN0BAHNE, a 3HAUEHIE 3aBePHYTO B AtomicReference!. Korza Bbi3bi-
BaeTCs METOJL IOCTYIIA value, BO3BpalaeTcss KOH(MUACHITHAIbHOE 3HAYeHNE, TIOCJIe YeTo
eMy npucBauBaetcs null. Ecim MeTo/] value yske BbI3bIBAJICS, €ro IIpeblLylee 3HaueHe
paBHO null, B pe3yJibTaTe 4e€Tr0o FeHePUPYETCs UCKII0YEHUE.

IToT 00BEKT TaKKe peaiusyer uHrepdeiic java.io.Externalizable u Bcerza re-
HEPUPYET UCKIIOUEHWE, YTOOLI MPEIOTBPATUTH HEMPEAHAMEPEHHYIO CEPUATU3ZATINIO.
B o6bstBenny 01T value yKa3aHo KIIOUEBOE CTOBO transient Ha cryvail, €CJm BMECTO
CTAHIAPTHBIX CPEICTB CEPUATU3ANNY Java UCIOIB3YETCsT KaKas-To OnbInoTeka, KOTopast
o0palaeTcst HEMOCPECTBEHHO K ITOJII0, HO TIPU 3TOM BCE PABHO YUUTHIBAET KJIIOUEBOE
CJI0BO transient. B kauecTse nocsenHeil Mepbl peaqn3oBat MeTo/| toString, 4To6HI ¢ €ro
TIOMOIIIBIO HEJTb3sT OBLITO TOJMYYUTh HACTOSAIIEE 3HAUCHHE.

JinctuHr 5.3. XpaHeHne KoHPUAeHUMaNbHbIX AaHHbIX B 06beKTe 04HOPa30BOro YTeHUs

import java.io.Externalizable;

import java.io.IOException;

import java.io.ObjectInput;

import java.io.ObjectOutput;

import java.util.concurrent.atomic.AtomicReference;

import static org.apache.commons.lang3.Validate.notNull;

. . L. [llenaeT Knacc oKoHYaTeNbHbIM, NpeAOTBpaLLas Hacnef0BaHue
public final class SensitiveValue

implements Externalizable { .
Peanusyer Externalizable

private transient final

AtomicReference<String> value; 4—, 0GbABAseT none Kak transient

public SensitiveValue(final String value) { MpoBepAet npasuna npeAMeTHO
. . < o6nactyv Bo Bpema co3faHNA
validate(value); <

this.value = new AtomicReference<>(value);

Ecymm BbI ¢ 5THM He 3HaKOMBI, moutuTe java.util.concurrent.atomic. AtomicReference B javadoc.
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HanomuHaHue o Tom, 4T0 3HaueHue

public String value() { MOXHO U3BNIEYb TONbKO O/IMIH pa3
return notNull(value.getAndSet(null),

"Sensitive value has already been consumed");

}
@verride toString He packpbiBaeT
public String toString() { 9 He packp

return "SensitiveValue{value=*****}"; KOHDUACHUMANbHOR 3HaeHue
}
@Override
public void writeExternal(final ObjectOutput out) {

deny(); <
} [eHepupyeT ucknioueHme,

yT06bI NPeAoTBPaTUTL

@verride cepuanngaﬂmo P
public void readExternal(final ObjectInput in) {

deny(); <
}

private static String validate(final String value) {
// Check domain-specific invariants
return notBlank(value).trim();

}

private static void deny() {
throw new UnsupportedOperationException(
"Not allowed on sensitive value");

YT0o06bI BbI JIyYlle TOHSIN MIPEUMYIIECTBA 3TOr0 Maba0Ha IPOEKTUPOBAHMS, pac-
CMOTPUM CHUTYaIMIO, B KOTOPOil 0OBEKT OHOPA30BOI0 YTEHUSI MOKET MPEAOTBPATUTh
Helpe/iHaMePEeHHOE PACKPBITHE KOH(MUIEHITNAbHBIX JaHHbBIX.

5.2.1. ObHapyxeHue HenpeaHaMepeHHOro
NCMNOb30BaHUSA AaHHbIX

[IpencraBbTe, 4TO BBI pazpabaThiBaeTe MPOCTON MEXAHNU3M BXOJ/Ia B CHCTEMY, B KOTOPOM
JI71ST Ay TeHTU(DUKAIIIN BBOJISITCS MMST TIOJIb30BATEST M TTAPOJTb. 3aTeM BBI3bIBAETCS IPYTON
MeXaHU3M, KOTOPBII OTBEYAET 3a TPOBEPKY NPEAOCTABIEHHON yUeTHOI nH(pOpMaIiu, —
cuctema ayrentudukanuu. [lonas B cucremy, mapoJib A0JKEH TPUMEHATbHCS UCKIIOUH-
TEJIBHO JIJIS Ay TeHTUMUKAIN 1 GOJIbIIE HI 1JIs1 4ero (puc. 5.4). ITO 03HAYAET, UTO TTapOJIb
HY>KHO M3BJI€Ub BCETO OJINH pa3 — IpH repeade ero cucreMe ayrenrudukarmu. [locie
3TOTO ero GOJIbIIe HET CMBICJIA HUT/IE XPAHUTb.

[Taponu — aTO TUNTMUHBINA TPUMeP KOHPUIEHITNATbHBIX TaHHBIX. [loh30BaTeIbCKIIT
MapoJIb HU B KOEM CJIydae He TOJIKEH OUYTUTHCA B KAKOM-TO JKypHAJIbHOM (afiie B Bujie
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06BIYHOTO TEKCTA, TJIE €T0 CMOXKET TIPOYUTATH KTO YTOAHO, UJIH B coobIeHnn 06 ommbKe
B Opaysepe MoJIb30BaTe s, UK Ha MHGOPMAIMOHHON MTaHEeM MOHUTOPHHT, T/ie OH Oy/IeT
BUJIEH MHKeHepaM 110 yIIPaBJIeHUIo olepaiusiMu. Ecjn cMozesnpoBaTh 1apoJb B BUje
JIOMEHHOTO MTPUMUTHBA 1 PEATH30BATH €T0 KaK 00BEKT O[HOPA30BOTO YTEHUSI, TOIYIUTCS

CTPaXOBOYHBINA MEXaHU3M, KOTOPBII IACT BaM 3HATh, €CJIN MAPOJIb HAUHET KAKUM-TO 00-
pa3oM yTeKarb. ITO IMPOUJLTIOCTPUPOBAHO B JTUCTUHTE 5.4,

Mapone

no cucrteme,
HO 1nCNonb3yeTca

‘l

\

H

:

H Maponb nepemelLaeTcs
i

:

‘\

*, BCEro oavH pas

Jlorunka
npegMeTHom
obnactu

CTPYKTYPHbIE

.= =~
. ~

3
Cuctema N
ayTeHTUdbMKaumm %
:

!

K

J

Puc. 5.4. XXv3HeHHbIN UMK 06bekTa 04HOPa30BOro YTEHMSI

JInctuHr 5.4. MNMaponb, NpeaAcTaBneHHbI B BUAE JOMEHHOIO NMPUMUTUBA
0/[IHOPa30BOro YTEHUS

import static org.apache.commons.lang3.Validate.validState;
public final class Password implements Externalizable {

private final char[] value;
private boolean consumed = false;

public Password(final char[] value) {

this.value = validate(value).clone(); <J BX0AHol MaccuB KnoHipyeTca
}

public synchronized char[] value() { MoToko6e30nacHblit MeToA AOCTYNA
validState(!consumed, "Password value has already been consumed");
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BHyTpeHHee final char[] returnValue = value.clone();

Arrays.fill(value, '@');
none > A
consumed = true; BHyTpeHHee none ctupaetca

KnoHupyetca
return returnValue;
} 3HaueHune nomeyaetca

Kak notpebneHHoe

@Override
public String toString() {
return "Password{value=*****}".

}

@Override

public void writeExternal(final ObjectOutput out) {
deny();

}

@Override
public void readExternal(final ObjectInput in) {
deny();

private static void deny() {
throw new UnsupportedOperationException(
"Serialization of passwords is not allowed");

}

private static char[] validate(final char[] value) {
// TpoBepsieM ANVHY, CUMBOJBI U T. A.
return value;

}

B aroii peanuzaruu, ecyivi TapoJib UCTIOIb3YeTCs HETIPEHAMEPEHHO, ITOIbITKA TTPOBEP-
KU YYETHBIX JAHHBIX C IIOMOIIbIO CUCTEMBI ayTeHTU(MHUKAIMN IPUBOIKT K BIBOLY CO00IIIe-
Hus 06 ommbKe Takoro cojgepskanus: Password value has already been consumed (3Hauenue
apoJist ke ObLIO UCII0/Ib30BaHO). HenpeaHaMepeHHOe TIPUMEHEHE MOKET, K TPUMEPY,
MIPOU30UTH B JKYPHATBHON 3aMCH WU CTATh PE3yJIbTATOM TeHepaIlu UCKIIOUECHNS,
B KOTOPOE CJIy4aiiHO IIOIIaZeT HapoJjib. TaKOro poja mporpaMMUCTCKUE OUIOKH, CKOPee
BCero, OYAyT BbIABJIEHbl HA PAHHUX dTanax OJarogapst IpoBajJeHHOMY TECTY B BallleM
KoHBeliepe foctaBkul. Eciiv jke 9TOTO He TIPOU30¥i/IeT, HEBOZMOKHOCTD BOWTH B CUCTEMY
OBICTPO OGHAPYIKUTCS B MPOMBIIIJIEHHON cpefie, ¥ 1o coobIeHn o 06 ombKe J0JKHO
OBITB JIOBOJIBHO JIETKO TIOHSITH, YTO MPOUCXO/IHT.

Eciiu usBiiekarb 3Ha4eHUE ¢ TIOMOIIBIO METO/[A 10CTYIIa value, 0ObEKT 0JHOPA30BOr0O
YTEHUs He NPeJOTBPATUT YTEUKY JAaHHBIX, HO OOJIErYNT ee BhIsABJIEHKE, €CJIU OHA MPO-
usoiizer. IIpuMeHsIsa PeKOMeHI0BAaHHbIE TTOAX0/bI K PaspadoTKe U MMes UCYEPIIbIBAIOIIIL
HabOP TECTOB, BbI ¢ OOJIBIION A0Jeil BEPOSTHOCTH CMOsKeTe U3beKaTh yTeyek B CBOeil
TTPOMBITIITIEHHOW Cpe/ie.

! EcJiu BBl He 3HAKOMBI ¢ HEITPEPBIBHOI IOCTABKOI 1 KOHBeNepaMu, He BOJTHYHTeCh — MO3HAKO-
MUTECh C HUMHU B CJIE/IYIOIIEN TJ1aBe.
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Moppo6Hee o knacce Password

OG6bekT Password, IIOKa3aHHbIN B JIUCTUHTE 5.4, TOXOK Ha 00BEKT SensitiveValue, KO-
TOPBIN BbI BUAeaU panee. Ho y HEro ectb HECKOJABKO 0COOEHHOCTEN, Ha KOTOPbIE CTOUT
06paTuTh BHUMAHUE. DTH 0COOEHHOCTH 00YCIOBICHBI TeM, Kak JVM yrpaBiser maMsThio.
[Tepeunciiim ux, 4T0ObI BbI MOTJIM HA HUX OPUEHTUPOBATHCS, HO HE CTaHEeM yrIyOJasThCst
B 110[POOHOCTH.

[Tosie value Ternepsb sIBJISIETCS MACCHBOM char, a He 3HAYeHHWeM THIa String. 9To BbI3BAHO
TEM, UTO MOCJIe NCTOIB30BAHUS €T0 HeOOX0ANMO OUHCTUTD. 110 9TOil ke mprdnHe mpouc-
XO/IUT KJIOHUPOBAHUE BXOJIHOTO MACCHBA — HTO FAPAHTUPYET, YTO BbI HE CMOYKETE HAPYIIUTh
paboTy JIOTMKKU OYUCTKHU, BBITOJTHAEMON KOIOM, KOTOPBIH BBI3BIBACTCS KOHCTPYKTOPOM
Password, 11 Ha060poT. ITocKoIbKY MBI G0JIbIIE He 3a/[eiicTBYeM AtomicReference, st OT-
CJIEKMBAHKA MTOTPEOIEHHOTO 3HAYEHKS TOTOKOOE30IIacHbIM 06pa3oM NprMeHsieTcs Oyien
(urar B codeTaHuN ¢ CHHXPOHU3UPOBAHHBIM METOIOM JIOCTYTIA.

[Ipu moTpebsieHnH 3HAYEHNUS ¢ MTOMOTIIBIO METO/IA IOCTYIA value BO3BPAIIAETCST KOS
BHYTPEHHET0 MaccuBa char, KOTOpbIii 3aTeM ouuiaercs. ONATh ke Kous IepeaHHoro
MacCUBa CO3/IaeTCsI ISt TOTO, YTOOBI KJTace Password MOT 00paboTarh KOH(MUICHIIHATbHbIE
JIAHHbBIE, HE 3aTPAruBast OCTAIbHON KOJI. BBI3bIBAIOIAs M IPUHUMAIOIIAS CTOPOHBI BHE 9TOTO
KJIACCA TOKE JOJUKHBI YAAIUTD JIFOObIE CCHLIKK HA TAPOJIb.

Bcee a10 crenano st Toro, 4To6bl OTPAaHUYUTD HOCTYII K KOH(DUAEHIIMAIbHBIM 3HAYEHHSIM
B mamsatu J VM. [lpn skesraHum aTi KOHIIETIIINY MOXKHO Pa3BUTh, HO HAM KaKeTCs, YTO JIaH-
HBIE IPUMEPBI AI0T A0BOJIBHO XOPOIINI Pe3yIbTaT MPU OTHOCHTEIBHO HEOOMBIINX YCHISIX
1 B paspaboTKe Ha Java 9TOT MOAXO0/ CJIeyeT CYMTATh PEKOMEH/IOBAHHbBIM.

5.2.2. TlpepoTBpalleHne yTeyek B Xoae pa3Butus
KOAoBOMN 6a3bl

Eme ogna cutyanus, B KOTOPOi MOKHO JIETKO JIOMYCTUTh HEIPEAHAMEPEHHYIO YTEUKY
JIaHHBIX, — OTO MEPENPOEKTUPOBAHIE U TIOBTOPHOE MOJIEIMpOBaHue Koaa. Mbl caMu
CTAJIKMBAEMCSI C 9TUM BPEMs OT BPEMEHH, 1 OJ1aT01apst NCIIOIb30BAHUIO 0OBEKTOB O[HO-
PA30BOTO YTEHUs HAM YAeTCsl BBIIBUTD YTEUKY U NPEJOTBPATUTD ee MoNaaHKe B IIpo-
MBIIIJIEHHYIO cpefy. PaceMoTpuM cirydaii, ¢ KOTOPBIM CTOJIKHYJIUCH B CBOeii paboTte, HO
M3MEHUM HEKOTOPBIE IETAIH, YTOOBI HUKOTO HE CKOMIPOMETHPOBATD.

[IpezncraBbTe, 4TO BBl pazpabarbiBaete BeG-IPUIOKEHNE, B KOTOPOM KOJIy YacTO Tpe-
Gyercst IOCTYI K CBEIEHUSIM O TEKYIIeM ay TeHTHMUIIMPOBAHHOM moJib3oBaTesie. HyskHas
nH(MOPMAIISI HAXOAUTCS B IOMEHHOM 00bekTe User. B Kakoii-TO MOMEHT pa3paboTunKu
PEIIAIOT IIOMECTUTD ITOT OOBEKT B BEO-Ceanc, YTOOI YIIPOCTUTD K HEMY JOCTYIL U IIPU-
MEHSITh €r0 B Ka4ecTBe Kalla. ITo pelieHne paboTaeT Tak, Kak ObLIo 3ayMaHo, 1 MPH-
HOCHT NPEMMYNIECTBa, KOTOPbIEe HaM HysKHbBI. [103Ke B pesy/IbTaTe MOSABIEHUS HOBBIX
OusHec-TpebGOBaHMIT MOAEIb JOMEHHOIO 00beKTa User U3MEHsIeTCs — K Hell 100aBIIsioT
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HoMep colaabHoro crpaxoBanus (Social Security number, SSN) (puc. 5.5). DtoT HOMED
peassyeTcs B Bu/e 00BEKTa OIHOPA30BOTO YTEHHUS SSN, TaK KaK OJIKEH UCITOTB30BATHCS
BCETO O/INH pas.

Monb3oBatenb N3MeHeHue ll‘lonbsoBaTenb
ModeAu
Ums Nma
JlorvH JlornH
BospacTt Bospact
SSN
Y noavsoBamens Hem Tenepb y norvsoBamens
KOHPUOEHUUAABHDIX ecmb KOHQUIEHUUAABHbIE
OAHHbIX OaHHble

Puc. 5.5. MoBTopHOe MoaenmpoBaHue obbekTa User, KoTopoe npuBoauT
K yTeuke KOHpUAeHUMANbHbIX AaHHbIX

B HOBOI1 IOMEHHOIT MOZIEIN YUTEeHbI HOBbIe TPeOOBaHMUsI, U BCE TECThI B Habope Tpo-
xomiar ycrerrHo. OHAKO B XOji€ TPUEMOYHOTO TECTUPOBAHUS B IIPOMEKYTOUHON Cpejie
BbI CJIy4ailHO 3aMedaeTe, YTo IIPU 3aBeplIeHnK paboThl IPHUI0KEHNE BCETIa BBIBOAUT
KaK1e-TO Pe3yJIbTaThl TPACCUPOBKU CTEKA, BK/II0Yas coobuenne 06 ommubke uga «He-
JIOTIYCTUMAST OTIepaItist ¢ KOH(MUAEHIINAIbHBIM 3HaYeHueM>. Viccie1oBaB 3TOT BBIBOJI,
BBl BUJIUTE, YTO JJAHHOE MCKITIOUYEeHNE BBI3BAHO TOMBITKON cepuann3oBaTh SSN. Uto-To
MIBITAETCST BBITIOJIHUTD CEPUATU3AINI0 KOH(MDUIEHIINATbHDIX JaHHBIX. Bbl B HeoyMeHnn
HAYMHAETE UCKATh MPUYUHY TAaKOro 1moBeseHust. CiycTst KaKoe-TO BPEMST BBISICHSIETCS,
YTO CepuaIM3alio MHUIIMUPYET UCIIOJIb3yeMblil BaMu BeO-cepsep Tomceat. [lesio B ToM,
YTO 10 YMOJIUAHMIO [IPK 3aBeplueHi paboThl MM Tepe3aiycke Tomceat coxpaHsieT Bce
aKTUBHbIE ceaHchl Ha aAuck!. Eciu moMecTuTs B ceanc kakue-1ub0 KoHGUAeHINATbHbIE
JAHHbBIE, HE BBIKJIIOYKB 9Ty (DYHKIIUIO, OHU MOTYT OKasaThcs B (aiiie u OyayT ZOCTYIIHbI
IUISE ITEHUsE JIFOOMY, Y KOTO €CTh JIOCTYII K AUCKY. DTO WACAJbHbII IPUMEP PACKPBITHSI
KOHMDUIEHIUAIBHOM nHGOpMaInu 6e3 SBHOTO Pa3peleHHsl.

[Toso6GHbIe yTEeYKN JAHHBIX B IIPOrPAMMHBIX CHCTEMaX BCTPEYAIOTCS HEPEAKO U OYTH
BCErja BOSHUKAIOT U3-3a HellpeIHaMePeHHO! omuOKy: pa3padoTunk b0 He IoLyMal
0 OCJIECTBUAX, 1100 BOOOIIE 0 HUX He 3HAJ (BO3MOKHO, IOTOMY, YTO KOJI, HaJ KOTOPhIM
OH paborajl, HaXOAMJICI JaJeKO OT TOTO MeCTa, Tjle CO3JaBaiCh KOH(MUAECHIIMAIbHBIE
nanHbie). Ecoin npy MpOeKTUPOBAHUN HUCIIOJIb30BaTh 0OBEKThI OJ[HOPA30BOTO UTEHHUS,
pazpaboTUMK CMOKET COCPEOTOUMTHCS Ha HACYIIHBIX 3ajlayax, He OeCoKosch 0 6e3-
OTIACHOCTH.

Mtak, BbI y3HaJIU, YTO IIPEJCTABJISIOT COOOI JOMEHHbIE IPUMHUTHUBbI U KaK MX PeaJiii-
30BaTh. Terepb MOCMOTPHUM, KaKyTO POJIb OHU UTPAIOT B OCTaJIbHOM Kojie. Hanpumep, kak
[IOMOTAIOT YJIYYIIATh 6€30IIaCHOCTH APYTUX KOMIIOHEHTOB, B YaCTHOCTH CYI[HOCTEIL.

! Tlogpo6HocTtr 06 9TOM HiMTe Ha cTpanuiie https://tomcat.apache.org/tomcat-8.5-doc/config/

manager.html#Persistence Across Restarts.
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5.3. Onwupaacb Ha AOMEHHble NPUMUTUBSI

Ecsu He ucnob3oBath JOMEHHbIE IIPUMUTHBBL, TO IIPOBEPKON KOPPEKTHOCTH, hopMaTH-
poBaHUEM, CPaBHEHUEM I MHOKECTBOM JIPYTHUX Bellel /I0JIKeH 3aHNMAaThCs OCTATbHON
ko. Cyugocmu TPECTABSIOT TOJATOCPOIHBIE OOBEKTHI ¢ U3BECTHRIMY MAEHTH(IKA-
TOPaMHM, TaKue KaK CTaTbi B HOBOCTHOH JIeHTe, HOMepa B OTeJie UJIM KOP3UHbBI TOKYIIOK
B unrtepHer-Topropie. OyHKINOHATBHOCT CUCTEMbBI 324ACTYIO CKOHI[EHTPUPOBAHA BO-
KPYT U3MEHEHUSI COCTOSHUST 3THX OOBEKTOB: HOMEpa GPOHUPYIOTCS, COMEPIKUMOE KOP3UHBI
[IOKYIIOK OIlJIaYMBaeTcs U T. JI. PaHo nin 10o3/{HO 1IOTOK BBIIIOJHEHUS OHIET 10 KoJa,
KOTOPBIH TIpeICTaBsAeT 3TU cylHocTh. Y ecsin Bce aHHBIE TepeialoTcsl B BUJle CTaH-
JAPTHBIX TUIIOB, TAKUX KaK int nian String, OTBETCTBEHHOCTD 3 UX IIPOBEPKY, CPABHEHIE,
(hopmarupoBaHue U IpoUeE JOKUTCS HA caMy CYITHOCTL. Ha ee kKoj OyneT BO3JI0KeHO
MHOTO O0SI3aHHOCTEI, ¥ OHA HE CMOJKET MOJHOCTHIO COCPEOTOUNUTHCS Ha U3MEHEHUSIX
COCTOSIHUA, KOTOpoe MozieupyeT. Vcrnonb3oBanue JOMEHHBIX IPUMUTHBOB [TO3BOJISET
6OPOTHCS ¢ ATOW TEH/IEHTIHEH 1 MPEIOTBPAIIATH YPE3MEPHOE YCTOKHEHUE CYITHOCTEH.

B mportecce pazpaboTKI KIACCHI CYNTHOCTEN HEOAHOKPATHO PEATU3YIOTCST, PACIITHPSI-
10TCst 1 u3MeHsttoTest. OHM JIETKO MOTYT TIPUTSITHBATH K cebe JIOMOTHUTETBHY IO (DyHKITHO-
HaJIbHOCTD, B Pe3yJIbTaTe Yero UX METO/bI IIPEBPAIAIOTC B IPYABI KOJA 110 HECKOJIBKO
COTEH CTPOYEK, ITOJIHBIE BJIOKEHHBIX OJI0KOB for 1 if. Mbl HEOHOKPATHO HAXOMJIN ysI3-
BIUMOCTHU B 6E30TIaCHOCTH, BHI3BAHHBIC JTOKATbHBIMU U3MEHEHUSMY, B KOTOPHIX He OBLIN
YUTEeHBI BCe yeroBust. [IpecTaBbre, 4To T/Ie-TO B TIIyOIHE TAKOTO METO/IA BBI 100aBIIsIeTe
K MHCTPYKIMK if BbIpaskeHue else. KakoBa BepOsSITHOCTB TOTO, UTO BbI 3a0yIeTe TPOBe-
pPUTH TO WM WHOE ycsoBue? Koria Ko/l CTAaHOBUTCS CJIOJKHEE, MOKHO YITYCTUTD U3 BUILY
Ba)kKHBIE JIETAIl — B YaCTHOCTHU, Pa3pabOTUNKU CKJIOHHBI 3a0bIBATH O TIPOBEPKE KOPPEKT-
HOCTH, 4TO BjiedeT 3a co00ii karacTpoudecKue mocjaeacTBus st 6esonacHocti. YTobst
cIeIaTh CYIHOCTH Ge30MmacHee, 4acTh UX KOJIA JIyUIlle BBIHECTH B GUOIMOTEKY TOMEHHBIX
IIPUMUTHUBOB.

ITocMoTprM, KaK, OIMPasiCh Ha IOMEHHBIE TPUMUTUBBI, MOKHO OCBOGOANUTD CYIITHOCTH
OT OTBETCTBEHHOCTH 32 BHITTOJHEHIE PA3HOOOPa3HBIX MTPOBEPOK KOPPEKTHOCTHU U B TO JKE
BPEMSI CJIEJIaTh 3TH MPOBEPKHU (0JIEe COTTIACOBAHHBIMIE, a KOJIOBYIO 0a3y B 1esioM — OoJiee
6€e301acHOI.

5.3.1. Pwuck 3arpoMoXaeHusi METOAOB CYLLHOCTEN

PaccMOTpuM TiprMep Ype3MEPHO 3arPOMOK/IEHHOI CYIITHOCTH 1 TTOMTPOOYEM YTy UIIITh €€
C IIOMOIIIBIO IOMEHHBIX IIPUMUTHUBOB. B suctuire 5.5 nokasau kiacc Order u3 KHUKHOTO
uHTepHeT-MarazuHa. [logoOHOTO pojia Mara3t Mbl yske Buesau B raBe 2. Cocrosinue
TPUJIOKEHUST MEHSIETCSI TPU JI0OABJICHUN KHUT B 3aKa3, a TAKJKe OTIaTe U OTIIPaBKe 3a-
ka30B. Kitacc Order oTBeuaeT 3a OTC/IesKUBaHKE 9TUX U3MEHEHN .

[Tpumep n3MeHeHMsT COCTOSTHIST MOKHO BUIETH B MeTo/ie addItem, KOTOPBIN 3aHNMaeTCst
nobasyieHrneM KHUTH B 3aKa3. OH COCTOUT BCETO U3 JIECSTH CTPOUYEK KO/Ia, HO YMYIPSIETCSI
obecrieunBaTh coOIOAEHIE MHOKeCTBa OusHec-1paBuiL. OIHAKO Yy HErO eCTh HEOUEBU/I-
ublit gedekr. ITompobyiite ero naiitu (caenarsb 510 GyIeT HEIPOCTO).
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JucTuHr 5.5. CywHocTb Order, koTopasi NPoAenbIBaeT MHOrO AeiCTBUIA B cBOeM MeToze addItem

import org.apache.commons.lang3.Validate;

class Order {
private BookRepository bookCatalog;
private ArraylList<Object> items;
private boolean paid = false;
Inventory inventory;

public void addItem(String isbn, int qty) {
if(this.paid == false) {

"E:::Eﬂ:;' notNull(isbn); MpoBepset ¢popmar ISBN
p isTrue(isbn.length() == 10);
N 3aKas isTrue(isbn.matches("[0-9X]1*")); MCnonbaVET IDOBEDeHHbI
Jlo6aBnser 8 3aKa3 isTrue(isbn.matches("[0-9]1{9}[0-9X]")); ISBN Yer npogep
Book book = bookCatalog.findByISBN(isbn); AN NOUCKa KHUU
OnpeAenenxoe if(inventory.avaliableBooks(isbn) >= qty)){
KONMHECTBO KHUr items.add(new OrderLine(book, qty)); Nposepser,
} AOCTaTOYHO NN
} KHUT B HAUYMm
¥
¥
class ShoppingFlow { 0O6pawwaerca K cywHoctu Order,
void handleOrderadd() { yT06bI OHa 06HOBMNACH

String isbnText = ...
int gty = Integer.parseInt(qtyText);

bbina v BbINONHeHa NpoBepKa KOPPeKTHOCTH?

order.addItem(isbn, qty);
L HyxHa nu oHa 3pecb?

}

B aTux mecaTu cTpokax Koja MeTofy addItem ymaeTcs IMPOBEPUTH apTyMEHTHI, CO-
CTOSHUE 3aKa3a U JJOCTYITHOCTDh KHUT, & TAaK:Ke U3MEHUTDb CIIMCOK 3aKa3aHHBIX TOBAPOB.
BoirnsimuT HazieskHO, He Tak Jin? Y4acTky, oTBevatolnre 3a mposepky ISBN, moBTopsitorcst
B Pa3HBIX MECTAaX KOJ[A MHTEPHET-Mara3uHa, O9TOMY X MOKHO CUMTATh CBOEOOPA3HBIM
UIMOMATHICCKIM 3JIEMEHTOM KOZOBOH Hasbl.

Ho uto mHacyer nedexra? OH Ha caMOM fiesie COCTOUT U3 JIBYX YacTeil. Bo-mepBbIx, Koj
He TpoBepsieT KOHTPosbHY0 cymmy ISBN. 910 Meskuil u, ckopee Bcero, 63001 THbIIT
HezioueT. Bo-BTOPBIX, 371eCh HET TPOBEPKU HA OTPUIATEIBHOE KOJIUYECTBO — 3TO Ta JKe
ommbKa, KOTOpast IpUBesa K OTPOMHBIM (DHHAHCOBBIM MOTEPSIM B MIPUMEPE U3 IJIABHI 2.
Ecsi BbI ee 3ameTuiin, OpaBoO 3a BHUMAaTEJbHOCTD. ECsin HeT, He TiepeskuBaiite. Takoro
poja ommOKK CIOKHO BBISIBUTH B MOJ00HO# KOA0BOH 6aze (B pealbHOCTH KO CJIE/IHLIT
TaKsKe 3a TeM, 4TOObI KOJIMYEeCTBO KHUT He IpeBbiano 240 — 910 ObLIO BBI3BAHO Orpa-
HUYCHUSMM B CUCTEMaX CKJIAJICKOTO y4eTa U JIOTUCTUKHU, KOTOPBIX B HAIIIEM JIUCTUHTE
HE MPelyCMOTPEHO).
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B nacrosimieit kKo0Boit 6aze uckaTh AeeKTHI elle CI0KHee, TaK KaK OHa JOJKHA
YUUTBIBATH G0JIbIe acrekToB. Hanpumep, nosskua o6pabaTbiBaTh OMMOKE, YeM MbI
npeHebpersiv B ipuMepe. B peasibHocTH MeTO addItem pu HEOOXOAUMOCTH TEHEPUPO-
BaJ1 ObI MCKJIIOYeHn ItemCannotBeAddedException n InvalidISBNException. OH Takke
cozepskai 61 iUk for st mpoBepku Hammurst ISBN B 3akase, 4ro6bl He TIOJYIUIOCH
HECKOJIBKO 9K3eMILISAPOB OrderlLine ¢ ogHuM u TeM xe HomepoMm ISBN. Ho aTo ere
He Bce. B peasibHOM KoJie OBLIO OBl MOJHO YCTapeBiel (hyHKIIMOHATBHOCTH, KOTOPas,
K IIPUMEPY, MOTJIA OCTAThCs OT MIPONIOTO/IHEN pekyaMHOol kamTanny (« Kyt Tpu kaurn
0 JoManrHeil Mebeu 1 II0JIyYd OJIHY IIOBapEHHYI0 KHUTY B IoAapok!»). HamnucanHbrii
B TO BpeMd KOJI YK€ He HCIIOJIb3yeTcs, HO Bee ele TpucyTcTByeT. To ke camoe 0THO-
CHUTCSI K POKIECTBEHCKON akiuu. B aToM Gapake MOTJIN 3aTEPSATHCS TAKKe ClIEHAPUH
1Tt 0c000 BasKHBIX KJIMEHTOB, KOTOPBIM Oblila MOJIOKEHA CKI/IKA Ha 9KCIIPECC-TOCTABKY
usi OecrijiaTHast J0OCTaBKa B HEKOTOPBIX CJIydasix. ITOT CIIUCOK MOKHO TIPOJIOJIKATD.
B TakoM KpyIHOM U TI€peyCI0KHEHHOM METO/Ie MOYKHO JIETKO 3a0bITh O MPOBEPKE Ha
BXOJK/IEHIE B NAIIa30H.

[IprunHa, 10 KOTOPOI /IeTagn MOKHO JIETKO YIYCTUTH Jake B IPOCTOM TIPUMepE,
Kpoetcd B PyHIaMEHTAIbHON CUXOJIOTUH. MBI, JIIOIM, XOPOIIO PACIIO3HAEM CXO/ICTBO
U TIOJICO3HATEJIBHO MbITaeMcs ero HallTu. BoT modyemy mnpoBepKa yJA0CTOBEPEHUN Y-
HOCTH TPeOyeT CIEUaIbHON MOAroTOBKH. Be3 Hee MbI TIPOCTO B3TJISTHEM HA Y€IOBEKA,
KOTOPBII CTOUT TIepe/l HAMU, U OZyMaeM: «Ara, [IBa IJ1asa, HOC TIOCPeInHe U OAG0POIOK
BHU3Y — BCE CXOAUTCSI». ITO JIUIIH OJ[HA U3 MHOKECTBA MO0OHBIX cuTyarit. Kypest moj-
FOTOBKH MOJIUIEHCKUX BKITIOUAIOT B ce6s1 0COObIE 3aHATHS, TOMOTAIOIHE ATOTO U30eKaTh.
YesoBeueckyto 4epTy, KOTOpas 3aCTaBJiseT HAC NCKATh CXO/ICTBO, TICUXOJIOTH HA3bIBAIOT
CKIOHHOCMBIO K NOOMEEPICOeH 1o, N ee CUCTEMATHIECKOe NCCAeI0BAHNE HAYAIOChH eTIle
B 1960-x romax!.

Ho kak aT0 0THOCUTCA K BOCIIPUATHIO HAMK Ko/1a? BoJibliiasg 4acTb NCXOMHBIX TEKCTOB,
KOTOpPBIE MBI YMTaeM, ITpaBuibHble. Hamr jieHnBbIil MO3T ymaeT: «Bce, 4To g Buzaes 10
CUX TIOP, BBITJISIAUT TPUINIHO» — U TTO/ICO3HATENBHO JieaeT BBIBO: «OcTaTbHON KO,
HaBEpHOE, TOKE B Mopsizike». [locsie aToro 6maroapst CKIOHHOCTH K TIOATBEPKICHUIO BB
Oyzere cyrTaTh KOPPEKTHBIM JIIOOOH KO/, KOTOPbII BBIMJISIIUT HOPMaJibHO. B pesyibraTe
MIPAKTUIECKU YTPATUTE BO3MOKHOCTH HAXOAUTH HETTOJHBIE WK JIe(heKTHBIE YIACTKU KOJIA.

Bbl, HaBepHOE, CTATKUBAJIICH U ¢ 0OpaTHBIM siBjieHreM. Korja HalijieHa nmporpamMM-
Hast OIMOKa, 3aKJIMHAHYE TEPSIET CUJTY ¥ BBl BAPYT HAYMHACTE BE3/IC BUCTH TPOOIEMBL.
ITO YeM-TO MOXOKE Ha TIOUCK IPUOOB B JIeCy — CHauvaja Bbl HUYETrO He 3aMedaere, HO
[OCJIe TIEPBOTO yeIiexa rPUObl HAUMHAIOT MEPEIUTHCS HAa KaKIOM miary. PaccMarpuBast
Goutbliie 06BEMBI KOJIA, JIFO/I CKJIOHHBI TIPOITYCKaTh TAKHUE TOHKUE JETalll, Kak IIPOBEpPKa
KOPPEKTHOCTH, @ €¢ OTCYTCTBUE MOJKET BBI3BATH CEPhE3HBIE MTPOOIEMBI ¢ HE30MACHOCTDHIO.
Hawm sBHO HY;KHO HaBeCTH TTOPSIZIOK B CBOUX CYITHOCTSIX.

CKJIOHHOCTb K MOATBEPKIECHUIO — HTO CKITOHHOCTD 3aMeYaTh TO, UTO TIOATBEPAKAAET yoke chop-
MHUpOBaBIIeeCa MHEHNE, N YACJIATH MECHBIIIC BHUMAHUS BEIlaM, KOTOPbIE HE OTBEYAIOT HAIIIM
OKUIAHUSM WU TIPEAPACCYIKAaM. DTOT TEPMUH OBLT TpeIoskeH [lutepom YOCOHOM B CTaThe
On the Failure to Eliminate Hypotheses in a Conceptual Task, ony6imkosantoii B 1960 roxy
B skyprase Quarterly Journal of Experimental Psychology.
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5.3.2. OnNTuMM3aums CyLLIHOCTEN

Bul yoke 3naeTe, Kakylo OIIaCHOCTD IIPEACTABJIAIOT 3arpoMOosieHHble cyliHocT. ITocMo-
TPUM, KaK MOKHO M36eKaTh aTHX MPOBIIeM, HCIOIb3YsI IOMEHHbIe TPUMUTHBHI. J[0-
MEHHBI IPUMUTHUB 110 CBOEH [TPUPOJIE COAEPKUT MHOTO BasKHBIX IIPOBEPOK. V1 cyHOCTD,
KOTOPOU GOJIbIIE He HYKHO BBITIOJHSITH 3TH IIPOBEPKU, MOKET COCPEIOTOUUTHCSI HA TOM,
JUISL 4ero oHa Jiydlle Bcero noaxoaut. HarmomnuMm pasuble ypoBHU IIPOBEPOK KOPPEKT-
HOCTH, KOTOpbIe MBI HCCJIe/[OBaIU B IJ1aBe 4.

Q [poucxosxoenue. Bolin Jiv JaHHbBIE EPEIAHbI IOBEPEHHBIM OTIIPABUTEIEM ?
Q Pasmep. He cauiikoM Jiit OHE GOJIBIITIE?

Q Jlexcuueckoe codepacumoe. ComepsKaT JIM OHU MOAXOISIIIE CUMBOJIBI B TIPABUILHOT
KOJINPOBKe?

Q Cunmaxcuc. Cobmonen au popmar?

Q Cemanmura. SIBIAIOTCS I JaHHBIE OCMBICJIEHHBIMU?

[Tocemii aTanm — ceManTUYeCKas MPoBepKa — OTPEETEHHO JI0JIKEH BBITTOJTHITHCS
B camux cyiiHocTaX. CyIHOCTb 3HAET COCTOSTHUE U UCTOPHUIO N3MEHEHNI IAHHBIX, YTO
MO3BOJFET el CyAUTH O TOM, UMEIOT JIU JIAaHHBIE CMBICT B 3TOT KOHKPETHBII MOMEHT.
Bce npenpiiymme stamsl — 3TO TPOBEPKH, KOTOPBIE CJIelyeT TPOBOANTH ellle /10 TOTr0, Kak
JIaHHbIE IIONIALYT B CYLHOCTbD.

Teneps npuMeHnUM JIOMEHHbIE TPUMUTUBBI Ha MTpaKTUKe. Panee MbI co3/1a/iu TIpU-
MUTHB Quantity (cM. iucTHHT 5.1), KOTOPBIM MOKHO YCITEITHO 3aMEHUTh MapaMeTp int
B addItem. Ham Takke nmoHazoOUTCS AOMEHHBIH TpUMUTHB /i 3amerbl ISBN Tumna
String. Ero cozmanue mokasauo B simctunre 5.6.

JINCTUHTr 5.6. [JoMeHHbI npumnTuB ISBN € norvkoii NnpoBepKy KOPPEKTHOCTH

import org.apache.commons.lang3.Validate.*;

public class ISBN {

private final String isbn; KoHCTpyKTOp CnequT 3a Tem, 4To6bi 06beKT Beera

cofiepxan fieilcTBuTe i Homep ISBN
public ISBN(final String isbn) { ACPIKaN ACUCTBUTEILHBI HoMep

notNull(isbn);
isTrue(isbn.length() == 10);
isTrue(isbn.matches("[0-9X]*"));
isTrue(isbn.matches("[0-9]1{9}[0-9X]"));
isTrue(checksumvalid(isbn)); 4—‘

3pecb Mbl He 3a6binu npoBepUTb KOHTPOJIbHYI0
CYyMMY — 3TO HYXXHO CAeNaTb TONIbKO B 0HOM MecTe

this.isbn = isbn;

}

private boolean checksumValid(String isbn) {
/7
}
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MBI co3/1aeM 3TOT KJTacC TOJIBLKO OJIMH Pas, MOATOMY HET PUCKA TOTO, 4TO CyMMa OyieT
HMHOT/IA [IPOBEPATHCH, & MHOT/A HEeT. ITOT KO COAEPKUT BCe IIPOBEPKU [IJIs1 pa3Mepa,
JIEKCUYECKOTO COIEPsKUMOTO I CHHTAKCHCA, T09TOMY UMU He HYKHO 3arpOMOXK/IATh KO/
CYIIHOCTHU, KOTOPasi UCII0JIb3YeT ISBN.

Temneps cyiHOCTH Order MOKHO OOHOBUTD Tak, YTOObI OHa paboTajia ¢ JOMEHHbIMU
npuMuTBaMu ISBN 1 Quantity. B HoBoIl Bepcun kiacca Order, mpe/icTaBJIeHHON B JIN-
cTuHre 5.7, BUIHBI yoryuiiernst. [Ipesk/ie BCero Ko CTajl KOMIAKTHEH, HO 9T0 00BSICHSIETCST
B OCHOBHOM T€M, YTO €r0 YacTh ObLJIa BhIHECEHA B PYroe MecTo. BakHO TO, 4TO OCTaB-
MTAHCS KO COCPEIOTOUEH Ha PENIeHNN KOHKPETHON 3a/1adil — BBITIOJTHEHUH JeHCTBU,
HEOOXOAMMBIX TIPH 100aBJICHUH B 3aKa3 HOBOTO TOBapa.

Jinctmur 5.7. Knacc Order ¢ ncnonb3oeaHvem Quantity

class Order {
public void addItem(ISBN isbn, Quantity qty) { 4—‘ ISBN 1 KONUYECTBO aKKypaTHO

Validate.notNull(isbn);
NaKoBaHb! 1 yKe NPOBepeHbl
Validate.notNull(qty); 4 yKe nposep

if(this.paid == false) { < MpoBepseT, He 3aKPbIT N 3aKa3, —
Book book = POBEPAET, P !
370 BCe eLLe BbINAAUT HeYKNIoxe,

0 ISBN bookcatalogue.findByISBN(isbn); 6 7
opmar if (inventory.avaliableBooks(isbn) Mbl lopaboTacm HajiSTiM B rage
yKe npoBepeH

.greaterOrEqualTo(qty)) {

addToItems(new OrderLine(book, qty)); Ha camom pene 370 Kop 03HavaeT:
} «eC/n KONUYeCTBO AOCTYMHbIX

} KHUT ¢ 3agaHHbIM ISBN
} 6onbLue unu pagHo qty...»

private void addToItems(OrderLine bookQuantity) {

<

Jlo6aBnAeT HOBYI0 NO3ULIMIO B 3aKa3
unu 0GHOBASAET CylLieCTBYHLLYIO,
eC/IM KHUra yxke fo6asneHa

items.add(new OrderLine(book, qty));

}

class ShoppingFlow {
void handleOrderAdd() {

String isbn = ...

int qty = ...

. Nio6oit koa, 06paLyaroLLmiica K CYLHOCTH,

order.addItem(new ISBN(isbn), [OMKeH yNaKoBaTh KaKJ0e 3HaueHue
new Quantity(qty)); B NpoBepeHHyo 06epTky
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Ha meton addItem He HY)KHO BO3JIaraTh OTBETCTBEHHOCTD 32 PAHHUE ITAITbI TIPO-
BEPKHU KOPPEKTHOCTU — OH BBITIOJHSET TOJBKO CAMBIN MTOCTAEMNHUN TIar, TpoBepss,
UMEIOT JIW JJAHHBIE CMBICI C CeMAHMUYECKOl TOUYKUA 3PEHUST B KOHKPETHBIIT MOMEHT.
Kak BuznTe, METOJ COLEP/KUT MEHBILE KOAA, YTO CHUKAET PUCK AOIYCTUTH OUIMOKY
B cayuae ero oOHOBJIEHUsI. KpoMe Toro, mpoBepKa BCeria BBIOJIHSIETCS TOMEHHBIMU
[IPUMUTHUBAMU, II09TOMY HE HYKHO BOJIHOBATBHCS O TOM, YTO MbI 3a0y/IeM IIPOBEPUThH
KOHTPOJIbHYI0 cymMMy ISBN mjm yGeanThest B TOM, 4TO KOJUYECTBO He SABJISETCS OTPU-
[[aTeJIbHBIM YNCJTIOM.

Kunenrckuil ko B ShoppingFlow (cM. JIMCTUHT 5.5) GoJiblile He MOXKET II0CJAaTh
ISBN 1 KommuecTBO B BU/Ie OOBIUHBIX TUIIOB String u int. JIlo6ad momsITKa ¢/1e1aTh 9To
3aBepUINTCs OIUOKOI KoMmuasaun. s BeisoBa Order.addItem Kox ZO/KEH CO34ATh
00bexThl ISBN 1 Quantity, u IIOCKOJIBKY MX KOHCTPYKTODBI BBINIOJHAIOT IPOBEPKY, HET
pHUCKa TOTO, YTO CYITHOCTH MOJYYUT HEJIeHCTBUTEIbHBIE JanHble. OTBETCTBEHHOCTD 32
MIPOBEPKY KOPPEKTHOCTH JIOKUTCS Ha BBI3BIBAIOIINN KO/,

[Tpo6JieMbl ¢ IPOBEPKON KOPPEKTHOCTU MOTYT BOSHUKHYTb, KOT/Ia BI3HIBAIOIIUI
KJIMEHT MBITAETCA CO3/IaTh 9K3eMILIAp ISBN uiau Quantity. B aTom ciydae KJIueHTCKUN
KO/ I0JIKEH BEPHYTH yIIpaBJieHne rpahuueckoMy nHTepdeiicy, 4ToObI MOTb30BaATEb MOT
ucipasuTh Beoz. O6parurte BHUMaHKE Ha Pas/e/eHre OTBeTCTBEHHOCTU: KINEeHTCKUI
KOJI CJICJIUT 32 TeM, YT0OBI TpOBepKa Obliia BBITIOJHEHA, HO 32 TO, KaK UMEHHO 3TO OyaeT
clleJIaHo, OTBEYAIOT JOMEHHbBIC TPUMUTHUBLI ISBN 1 Quantity.

Jlo cux op Mbl 06CysKaa1 apryMenTbl MeTo0B8. Ho Bee ckazanHoe BepHO 1 ISt ap-
TYMEHTOB KOHCTPYKTOPOB. Kpome TOT0, HallI OTIBIT MTOKA3bIBAET, UTO Te K€ UIeN TT0JIe3HO
IIPUMEHATDH K BO3BPAI[aeMbIM 3HAYCHUAM U ITOJIAM, KOTOPbIE XPAHUT CYIIHOCTD.

COBET

Mcronb3yiiTe AOMEHHbIE MPUMUTUBLI A5 apryMEHTOB (Kak B METOAAX, TaK U B KOH-
CTPYKTOpax), BO3BPALLAEMbIX 3HAUYEHUIA U NOSIEN BHYTPU CYLLHOCTEMN.

I[aJIee nepedncyeHbl HEKOTOPbIE M3 TJIaBHBIX IIPEUMYIIECTB IIPUMEHEHUA JJTOMEHHDBIX
TIPUMUTHUBOB B KOJI€ CYIITHOCTH.

Q Beood scezoa npoeepsemcs. Cucrema TUIIOB CJIEIUT 3a TEM, YTOOBI BBI SaﬂeﬁCTBOBaJII/I
JIOMEHHbIE TIPUMUTUBDbI.

Q Coenacosannas nposepra KOppeKmMHOCmu. Omna BCETr/la BBITIOTHACTCA B KOHCTPYKTOPE
JOMEHHOTO ITPUMHUTHBA.

O Kol cyupiocmu cmanosumcs menee 3azpomoicoenioim u 60jee choKycuposantvim.
OH He 10JI7KeH BBITIOJIHSTD TPOBEPKH Ha BXOJK/IE€HIE, KOHTPOJIUPOBATH (hOPMAT U T. [I.

Q Koo cywpocmu cmanosumcs 6onee yoobouumaemvim. OH COOTBETCTBYET SI3BIKY TTPEJI-
MeTHOH 00/1acTH.

STI/I IpeuMyIniecTsa MOKHO MMOJYUYUTH HE TOJBKO C MTOMOIIBIO JJOMEHHBIX ITPU-
MUTHUBOB. HO7 KaK ITOKa3bIBA€T Halll OIILIT, 9TOT IIOAXO/ Aa€T HaI/IJIy‘-I]_HI/Iﬁ pe3yJibTar,
0COGEHHO B CJydae ¢ apryMeHTaMU METOZOB, TaPaHTUPYsI, YTO BBOZ CYI[HOCTEH Kak
CJIely€eT TIPOBEPEH.
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5.3.3. Korga ncnonb3oBaTb AOMEHHbIE NPUMUTUBbI
B CYLLHOCTSX

Broinecenue mpoBepok KOPPEKTHOCTH B CYIIHOCTH € TOMOTIBIO IOMEHHBIX TPUMUTHBOB —
OueHb JlelCTBEeHHBIN MoAXx0/. HacTonbKo /1eficTBEHHBII, YTO HaM Jlaske CJIOJKHO HaWTH
[PUMEP TOTO, T/IE €€ He CEAYET MPUMEHITh. MosKeT ObITh, TOILKO B CJIy4ae, KOrjia BBOJ
[IPOBEPSITH HE HYKHO U JIOTYCKAIOTCS JII0ObIe JaHHBIE. BO3MOKHO, BpEMEHHbBIE PSIJIbI
C TIOKA3aTeSIMI TEMIIEPATYPBI ObLITH OBI ocTaTOYHO MpocThiMu? Ho maxke 31ech Heb3st
NpUHUMATH Temiieparypy Huke abeosmoraoro nyas (0 °K, uro coorserctyer —273 °C
nmn —460 °F)!. He tak-T0O MpocTo HallTH 33124y, B KOTOPOU YTO-TO SIBJISIETCS OOBIUHBIM
1[EJIBIM YMCJIOM WJIM HEeOTPAaHUYEHHON CTPOKOI.

MBI HHOT/IA CJIBIIITIM, Y4TO JIOMOJIHUTEbHAs 06epTKa (Kak ISBN BOKPYT String) cHU-
JKaeT IIPOU3BOUTEILHOCTD Ha ATalle BhIIIOJIHEHUS. B punine, aTo npas/a, HO BPS/L JIn
uMeeT 3HaYeHue Ha npakTrke. He 3abbiBaiite, mposepky ISBN Bce paBHO HYKHO BBITIOJ-
HATB (160 B KOHCTPYKTOPE ISBN, 00 Tie-To ellie), IT09TOMY OHa He 3aMejJIseT Balll
Ko/ J[omosTHUTE IbHBIE PECYPCHI 3aTPAYMBAIOTCS JIUIIH HA BbIJICJEHUE HOBOTO 00beKTa
1 yIIpaBJIeHNE eT0 MaMsIThHIO.

[Ipu MCTIOMB30BAHUK COBPEMEHHBIX COOPIITMKOB MYCOPa TAKOTO POJIa KPATKOCPOUHBIE
OOBEKTHI TOYTHU He BJIUSIFOT HA TPOU3BOIUTELHOCTD; BBIIEIEHUE TTAMSITH 3aHUMAET BCETO
OKOJIO JIECATH MAITUHHBIX MHCTPYKIINH, 2 3aTPaThl Ha 0CBOOOKIEHIE Yallle BCETO HyIe-
Bbie?. U1 Bce 310 MMeeT HecyIecTBeHHbIN addekT Ha hore obpaliieHunit Kk 6ase TaHHbIX UK
CeTeBbIX BBI30BOB. BimsgHMe HA TPOM3BONTETbHOCTD, YITIOMSHYTOE paHee, MCUNCISIeTCsT
HAHO- WJIM MUKPOCEKYH/IAMHU, TOT/[A KaK Ha 3a1poc K 6aze JaHHBIX YXOAAT MUJUTHCEKYH/IBL.
O BbizieIeHUE 0OBEKTOB CTOUT OECIIOKOUTHCST PA3BE UTO B 9KCTPEMATBHBIX CUTYAIIUSX,
TaKWX KaK aHaJIN3 OOMBINIX TAHHBIX, HO €CJIU BaM TPeOyeTcst epeMabiBaTh OTPOMHbIE
06bEMbI UKCEJT B TAMSATH WU [THCATH KO/ LIS yCTPOUCTBA ¢ OTPAHMYEHHBIMU PECYPCAMU,
BEPOSITHO, CYIITHOCTH He HY KHBI.

CTOUT OTMETUTD, YTO JOMEHHBIE TTPUMUTUBBI MOKHO TPUMEHSATD HE TOJIBKO BHYTPHU
CYIIHOCTEH, KOTOPBIE BBI co3aere ¢ HyJist. OOHAPY/KUB CYIIHOCTb B KOJIE, KOTOPbIil BbI
obCTysKIUBaeTe WM Pa3BUBAETE, MOJKETE PUCKHYTh U M3MEHUTH €€ CUTHATYPY € UCTIOIb-
30BaHMEM JJOMEHHBIX TPUMUTUBOB. Ecyi TOAX0/AIIEro MpUMUTHBA HET, TO, CKOPee Bce-
T0, TIPHUIILIO BPeMsI €0 co3/aTh (y Hac Oblaa KogoBast 6aza, KOTOPYIO MBI TiepepaboTaiu
€ TIOMOIIIBIO HTOTO MTPUEMa, BHOCS U3BMEHEHUS B KOJI TIOCTEIIEHHO, KOT/IA BBITIA/IaJIa TaKas
BO3MOKHOCTB). Yepes KaKoe-TO BpeMst Bailia GUOIMOTEKA JOMEHHBIX TPUMUTHBOB Pas-
pacrercs, a CyIHocTH ctanyT 6oJiee chokycupoBantbiMu. B riase 12 paceMoTpuM 10T
acrekT MoAPoGHEe U MOTOBOPUM O TOM, UTO JIEJATH € YCTAPEBAOIIIM KOIOM.

Teneps BbI 3HaeTe, 4TO JOMEHHBIE IIPUMUTUBDLI (DOPMUPYIOT NIPOYHLIN (pyHIaMEHT
I TasibHeineii pazpaboTKn — BO MHOTOM 32 CUET OCBOOOKIEHIS OCTATIBHOTO KOJIA

' AGCOJIIOTHBIN HYJIb — 3TO MUHUMAJbHO BO3MOJKHasl TEMIIEPATYPa, KOT/la HUYTO HE MO-
sKeT OBITh XOJOHEE U B BENIECTBE HE OCTAETCS HUKAKOi TernoBoii aneprun. Cwm.: https://
www.sciencedaily.com /terms/absolute zero.htm.

2 Tlompobree 06 atom — B ctathe: Goetz B. Urban Performance Legends, Revisited ot 27 centsiopst
2005 roma, pasmenieHHoi no aapecy http://www.ibm.com/developerworks/library /j-jtp09275,/.
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oT H€O6XOZII/IMOCTI/I ITPpOBEPATH KOPPEKTHOCTD. B 3aBeplieHune rjaaBbl paCCMOTPUM He-
KOTOpbIE UCCJIe/I0OBaHNA, UMEIOIINE OTHOIIECHUE K aToil TeMe. B KOMITbIOTEPHbBIX HayKaX
IIpoI1iecc TpaCCUPOBKU IMOTEHIINAJIBHO OITaCHOI'O BBO/la 1 obecrieyeHus ero KOPPEKTHOCTHU
(,ZIO onpeaeﬂeHHoﬁ CTEHGHI/I) J10 TOro, Kak OH 6leeT HCITOJIb30BaH, HA3bIBACTCA AHAIU3IOM
NOMEUEHHBIX OAHHDIX.

5.4. AHann3 noMeyeHHbIX AaHHbIX

AHaJn3 TIOMeUeHHBIX JaHHbIX (taint analysis) nmpumensiercst B 00acTut uccie[0BaHMi
6€e30MaCHOCTH JIJIsT OTTPE/IEJIEHISI TOTO, KaK MPEIOTBPATUTD UCIIOJIb30BAHKE BPEIOHOCHOTO
BBO/[a ITyTEM €T0 MAPKUPOBKH. BpeIOHOCHBIE TaHHbBIE MOTYT MIPEACTABISATH COGOU BCTPO-
€HHBIHN Ko Ha JavaScript, KOTOPBI yCTaHABJIUBAET KEUJIOTTEDP, UM COAEPKATh BHE -
perHbie SQL-KOMaH/IbI, KOTOPbIE TBITAIOTCS YHUUTOKUTH 0a3y JaHHBIX WA PACKPBITH
ee copepknmoe. JIo6oil BBOJL CUMTAETCS TIO03PUTEIBHBIM, [TOKA HE TOATBEPIKIECHO
obpaTHOE, JIJIs TOTO OH MPOBEPSIETCS ¢ TIOMOIIBI0 KAKOTO-TO MeXaHW3Ma. Eciiu Hermo/1-
TBEPIKIEHHbIE (BCE llle TIOMEUEHHBIE ) TaHHbBIE MCIOJIb3YIOTCS HEOE30MACHBIM CITOCOO0M
(HarpuMep, BBIBOJISITCS TTOJIb30BATEIIIO MJIU 3AIIUCHIBAIOTCS B 03y JaHHBIX ), 9TO MPU3HAK
MOTEHIINAJIBHON YSA3BUMOCTH, O KOTOPOH BBI IOJKHBI Y3HATH B XO/1€ aHAJIN3a TIOMEYEH-
HBIX JITAHHDIX.

WNuTepecHo, 9TO TaKOTO Pojla aHAIN3 MOKHO TIPOJIEJIBIBATD HA Talle BBITOJTHEHMS,
OTCJIeKUBast JIIOOOH BBOJI, TOCTYIAOIINN B CUCTEMY, Ha3HAUCHUEM eMY ZPsi3H020 Ouma
(taint bit). Eciu nonbiTarbes 3amcarh HOMeUEHHBINH BBOA B 0a3y JaHHbBIX WM 3ajeil-
CTBOBAaTh €r0 KaKUM-TO JPYTUM MOTEHIIMATBHO OMACHBIM CIIOCOOOM, CHCTEMA aHAIN32
MTOMEUYEHHBIX JJAHHBIX €T0 MePEeXBATUT U MPeCceYeT ero JadbHellee pacpocTpaHeHne
(puc. 5.6).

JTroboe cpeicTBO aHa M3 TOMEYEHHBIX JTAHHBIX HMeeT COOCTBEHHBIE TIPABIIIA, Kaca-
IONIeCs TOTO, YTO HYKHO TTPOBEPSITD, KOT/A TIPOUCXOIUT MEPEXBAT U KaK MPOUCXOIUT
ourcTka BBoja. HO OOJIBITMHCTBO U3 HUX UCTIOJIB3YIOT OJHY U TY K€ TEPMUHOJIOTHIO!,
K Heil oTHOCSTCS YeTbIpe TTOHSITHUS.

Q Ipasnvie ucmounuxu. To, OTKy/Ia B CUCTEMY MOXKET ITOCTYTIATD MO/I03PUTEIbHBIH BBOI.
ITO MOTYT OBITDH MOJIB30BaTENbCKUE UHTEPDENCHI, (DYHKIIMY UMIIOPTA TAHHBIX HJIN
MeXaHNU3Mbl MHTETPAIIUN ¢ BHEITHUMU CUCTEMaMHU.

Q OQuucmxa. HpOBepKa, I1ocJje KOTOpOI‘/JI AaHHbIE IIEPECTAIOT CYUTATbCA IMOJO3PUTEIIb-
HbIMMU.

Q Honumuxa pacnpocmpanenus.. OTPenesIsieT, HysKHO JIH IOMedYaTh pe3yibrar 00paboTKu
na 00beMHEHNS JAaHHbIX.

Q Ipsasuoui cmox. MecTa, B KOTOPBIX JIaHHbBIE HCIOJIB3YIOTCS HeGE30MaCHBIM CIIOCOOOM:
TIPU BBIBOJIE TIOJTh30BaTENIO, 3anucu B B/l u T. 1.

I Dra TepMUHOJIOrH ONMcaHa B Hay4yHOil pabore: Clause J., Li W., Orso A. Dytan: A Generic
Dynamic Taint Analysis Framework (2007), aBTopbl KOTOPOii — COTPYAHUKN TeXHOIOTHYECKOTO
nucruryTa [xopmkun (https://www.cc.gatech.edu/~orso/papers/clause.li.orso.ISSTA07.pdf).
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Puc. 5.6. [NoMeyeHHble JaHHble TOPMO3STCS, OUYULLEHHbIE — MPOMYCKAKTCA Aasiblue

CpencTBa aHAIM3a MOMEYEHHBIX IAHHBIX, KOTOPbIE PEATU3YIOT 9T KOHIIETIITNH, JI0JIK-
HBI B3aMMO/IeHICTBOBATH CO CPEIO BhINIoJIHeHMs. HarprumMep, peasnsanus i CUCTeM,
HAMUCAHHBIX HA Java, OyzeT B3anMojielicTBoBaTh ¢ JVM B X0/ie BbInoJIHeH s GaiiT-Ko/al,
OHa JI0TIOJIHSET MpeCTaBlIeHNne KaKI0T0 00bEKTa, HAXOSAIIETOCS B KyUe, TPS3ZHBIM
GaiiToM 1 pazmeriaercst Mesky Oaitt-xkogom u JVM, uToObl HETPEPBIBHO aHAIM3UPOBAThH
TIOMEUYEHHbBIE TaHHbIE.

B Java a5 onpeiesieHUs 2pA3HblX UCMOYHUKOS MOKHO yKa3aTh Ollpe/le/leHHble Me-
TOJIBI U3 cTaHAapTHOU Oubanorexu. Hampumep, ObI0 ObI TIOJIE3HO OTCIIEKUBATH BCE,
YTO TOCTYIAET B CUCTEMY Yepe3 InputStream.read, HO He Random.nextBytes. CpeacTBoO
aHa/IN3a yMeeT TakKe pa3jnyaTh pasHble MOTOKU BBojA. Hampumep, Mbl MOKeM TToMe-
TUTH InputStream.read, eciu 00beKT InputStream ABJIAETCS Pe3yJIbTaTOM BbIIIOJTHEHU A
Socket.getInputStream, nin IPOUTHOPUPOBATD €r0, €CJIN OH CO3JaH C IIOMOIIBIO hew
FileInputStream(...).

B kauectse nipumepa cMm.: Haldar V., Chandra D., Franz M. Dynamic Taint Propagation for Java
(https://www.acsac.org/2005/papers/45.pdf).
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Ouucmxa NpOUCXOJNT, KO/l JAHHbIE CYUTAIOTCS TPOBepeHHbIMU. OTHAKO CPE/CTBY
aHasmM3a 00 9TOM HUYETO He U3BECTHO, TAaK KaK OHO HE 3HAET MPABUII ITPEIMETHON 06J1acTu
[IPUJIOKEHUS U He MOXKeT YUTATh MbIC/IU [IporpaMMucta. BMecTo aToro oHo nosaraercs
Ha aBpUCTUYECKUe MeTo/ibl. Hanmpumep, eciu BBITIOTHSAETCS TPOBEPKA CTPOKHU HA CO-
OTBETCTBUE PETYIAPHOMY BBIPAKEHUIO C UCIIOJIb30BaHNEM String.matches, cpeacTBo
aHaJIM3a MOXKET MPEJIOJIOKUTD, YTO ITPOTPAMMHUCT BBIITOJHUI KaKyIO-TO Pa3yMHYIO
npoBepky. Ho, cTporo roBopst, HUKakoi yBepeHHOCTU B 3TOM HeT. [[Jis1 OUMCTKN CTPOK
06BIYHO UCTIOTB3YIOTCST PETYISIPHBIEC BHIPAKEHUS, [IJIsT OYMCTKH YUCET — OMEeparun
cpaBHeHus: (<, =, >) u T. 1. Ecau Koz He pearupyer, CpeicTBO aHAIN3A TOMEYEHHBIX
JQHHBIX CYMTAET, YTO MPOrPAMMHUCT TIPUHSIT YACTHII BBOJ, U cOPAchIBAET TPSI3HBIN OUT.
Eie oiun mpuMep — JaHHbBIE TIepeaioTcd B KauecTBe apryMeHTa KoHCTpyKTopa. Ecim
KOHCTPYKTOP He pearupyer, miaatdopMa BOCIPUHUMAET 3TO KaK IPU3HAK TOTO, UTO MPO-
IPAMMHECT CUUTAET CTPOKY HOPMAJIBHOIA, M OHA [IepecTaeT ObITh TOMEYEHHOI.

Tonumuxa pacnpocmpanenuss TOMEYEHHBIX JTAHHBIX OPEETSIET 00CTOSTELCTBA, B KO-
TOPBIX HYKHO U3MEHSITH IPSI3HBIH OuT. HamprMep, eciti COeMHSIIOTCS /IBE CTPOKH, OJTHA U3
KOTOPBIX TIOMEUYEHHAst, Pe3yJIbTaT TOKe GyIEeT MOMEYEHHBIM. Ero MOJKHO CYUTATh YHCTHIM,
TOJIBKO €CJIM YHUCThI 00€ cTpOKH. [Ipy U3BJIEUEHUN TIOACTPOKK PE3YJIbTaT OYIET YHCTHIM,
€CJIM UCXOIHAsE CTPOKA OblJIa YUCTOH, B TIPOTUBHOM CJIy4ae OHa Oy/eT TIOMeYeHHOI.

Haxkoner, epasmbiii cmox — 3TO TOTEHIINAIBHO OMACHBIN MeTo. B kauecTBe oueBU/I-
HOTO TIpUMePa MOKHO MTPUBECTU METO/T java.sql.Statement.execute. 3anuch B JTOKAJIb-
HbII (baiiy ¢ moMolibio FileWriter.write MoxxeT ObITh Oe301aCHOI, a MOKET TpebGOBaTh
nposepku. Ecim ipoBepka He Gblia POMIEHa, CPEACTBO aHAIN3a TOMEUEHHBIX JaHHBIX
repexBaThIBAET BBITIOJIHEHUE U TeHEpUPYeT SecurityException.

OBPATUTE BHUMAHUE
BbIMOMHEHWE NPUNOXEHUIA CO CPeACTBaMM aHanM3a NoMeYeHHbIX AaHHbIX BCe
elle HaxoaWUTCA B CTaAWUM aKTUBHbIX UCCNEAO0BAHUIA, U Mbl HE COBETYEM WCMOJb-
30BaTb 3TOT MOAXOA B peasibHbIX YCMOBUAX — CHUKEHUE NMPOU3BOAUTENIBHOCTU
C/MLLKOM BEJIMKO.

[l cpaBHEHUST TOCMOTPUM, KaKyIO POJIb aHATU3 TTOMEUYeHHBIX JJAHHBIX OTBOJUT
KOHCTPYKTOPY. OUeBUIHO, YTO OH SABJISAETCS IIEHTPAJbHBIM MECTOM JIJI BBIIIOJHEHUS
MPOBEPOK KOPPEKTHOCTH — CTPOKA, TlepefiaBaeMast B KOHCTPYKTOP, MOJKHA OBITH TTPO-
Bepena. VI3 aToro ciejlyer, 4To HalMcanue KOHCTPYKTOPA, He IIPOBEPSIOINIET0 CTPOKOBbIE
[apaMeTphl, JIeJIaeT AHAJII3 TOMEYEHHBIX JIAHHBIX OECITOIE3HBIM.

MHoT¥#e cOBpeMeHHbIE CHCTEMBI, CKOPEE BCETO, He YCTesTi Ob TpopaboTaTh U HECKOIb-
KUX CEKYH/]I, TIPEKIE YEM CPEICTBO aHAJIN3a CTeHEPUPOBAIO Obl UCKIIOUEHKE B TPSI3HOM
cToke. HaM 9acTo BCTPEYAIOTCST CHCTEMBI, B KOTOPBIX CTPOKA MOJKET MOMACTD B Ha3y
JAHHBIX MHOKECTBOM CMOCOO0B 6e3 KaKkoi-I160 TIPOBEPKH ¢ TIOMOIIBIO KOHCTPYKTOPa
WJIN PETYJISIPHBIX BhIpaxkeHuil. Korma aTo TPONCXOAUT, CUCTEMa aHAIN3a TIOMEYE€HHbIX
JaHHBIX JaeT 0 cebe 3HaTh. B T0 5ke BpeMst TTPUITOKEHISI, CITPOEKTUPOBAHHBIE ¢ TOMOTIILIO
JIOMEHHBIX TPUMUTHBOB, HaBepHOE, paboTasu bl 6e3 TpodIeM.

AHan3 TOMeYeHHBIX JaHHBIX (JOPMAJIbHO HUKAK He CBSI3aH C KOHIIETINeN TOMEeHHbBIX
[IPUMUTHUBOB, OTHAKO IIPUATHO, YTO ITHU JIBE U/I€U TAK XOPOIIO COBMECTUMBI MEXK/LY CO-
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60i1. AHa/IU3, TIPOU3BOIAILUIICS OZHOBPEMEHHO C BBIIIOJIHEHUEM, 3BYYUT 3aMaHYMBO, HO,
K CO’KAJICHUIO, He MeeT TTPAKTUYeCKOTO IPUMEHEHNS Ha JaHHBII MOMEHT. B To ke BpeMs
MMPOEKTUPOBAHNE CUCTEM C MCITOJb30BAHNEM JTOMEHHBIX TPUMHUTHUBOB AT MHOKECTBO
[IPEUMYLIECTB € TOUKU 3PeHKs Ge30I1aCHOCT.

Ira ryaBa ObLIa MocBIeHa (POPMUPOBAHUIO IIPOYHOI OCHOBDI IS TIPEACTABICHMS
npeaMerHoil obsactu. JloMeHHble TPUMUTUBBI — HaJesKHble 1 Oe3011aCHbIE COCTaBHbIE
9JIEMEHTBI, IIOBEPX KOTOPBIX MOKHO CO3/aBaTh OoJjiee KPYyIIHbIe CTPYKTYPbL. Bbl yBuje/m,
KaKyI0 HETIOCPE/ICTBEHHYIO M0JIb3Y MOTYT IMPUHECTH IOMEHHbIE TIPUMUTHBBI JIJIST CYTITHO-
creii. B caenyiorieil TiiaBe Mbl COCPEIOTOYNMCS Ha JAPYTUX TPYAHOCTSX B CO3IAHUU CYTIT-
HOCTEIA, TIOKaKeM, KaK OHH MOTYT CTAHOBUThCSI HeHGE30IIaCHBIMU U KaK € 9TUM OOPOTHCSL.

Pe3ome

Q /lomeHHbBIE TPUMHUTHBBI — 3TO HAMMEHBIITHE COCTABHBIE AJIEMEHTHI, (POPMUPYIOIIHE
OCHOBY JIOMEHHOH MOJIEJIN.

O Komnrmenuu B 1OMEHHON MOJIEJIN HE CJIEAYET MPEACTAB/IATH B BU/IE IPUMUTHBOB WJIH
CTaH/IAPTHBIX TUTIOB SI3BIKA.

Q Eciau TepMIH, KOTOPBII UCTIONB3YETCST B TOMEHHON MOJIENH, Y/Ke CYIIECTBYET 3a e
npefesiaMu ¥ IMeeT HEMHOTO JIPYToe 3HaYeHUe, BbI IOJZKHBI BBECTH HOBBIH TEPMUH
BMECTO TIepEOTIpe/IeIEHUsT CYTIECTBYIONIETO.

Q /loMeHHBIH TIPUMUTHB HEU3MEHSIEM U MOKET CYIIECTBOBATD, TOJBKO €CJIN IeCTBUTE-
JIEH B TEeKyIIel peaMeTHON 001acTu.

Q IIpu ucroab30BAHIE JOMEHHBIX IPUMUTHUBOB OCTATIBHON KOJI CYIIECTBEHHO YIIPOIIa-
€TCA U CTAaHOBUTCS Oe30I1acHee.

O Bl gosskHb genath csou API Gosiee HafeKHBIMU 3a CUeT IPUMEHEHUsT COOCTBEHHOM
OUOMNOTEKN JOMEHHBIX IIPUMUTHBOB.

O OObEKTHI OHOPA3OBOIO UTEHUS — TO YA0OHBII MEXaHU3M /IS [IPEICTaBIEHUS KOH-
umeHIINaIbHBIX TaHHBIX B BallleM KOJIE.

O 3nauenue 0ObeKTa OAHOPA30BOIO YTEHU MOKET ObITh U3BJICUEHO TOJBKO OLMH Pas.

O [a6I0H IPOEKTHPOBAHUA «O0BEKTHI OMHOPA30BOI0O YTEHII» MOKET IOMOUb B 6OpbOe
C YTEUKOH KOH(UAEHITNATBHBIX TAHHBIX.

O /loMeHHBIE TPUMHUTHBBI 0OECTIEYNBAIOT GE30MTACHOCTD TOTO K€ POJIA, KOTOPYIO MOKHO
OBLITO OBl MTOJIYYUTD 33 CUET AHAJN3A TOMEYEHHBIX JaHHBIX BO BPEMSI BBIIIOJTHEHUS
IIPOIPAMMBI.



Obecneuenue
UEOCHOCU COCMOSITHUS

B 3TOM rnaBse

QO YnpaBneHue U3MeHSIEMbIM COCTOSIHUEM C MOMOLLBIO CYLHOCTEN.
O 0Ob6ecneyeHre CornacoBaHHOCTM CYLLHOCTU B MOMEHT €€ Co3[aHus.

O 0ObecneyeHne LEeNoCTHOCTU CYLLHOCTH.

3MeHsieMO€e COCTOSIHUE — BaKHBI acnekT cucteMbl. COOCTBEHHO, UMEHHO pajgu U3-
MEHEHHST COCTOSIHUS M CO3/Ial0TCsI MHOTHE U3 HUX, KaK B CJIy4ae ¢ KHUKHBIM MHTEP-
HET-Mara3mHoM M3 TJIaBbl 2 CI/ICTEMa IBITAETCA OTCJICKUBATDb PAa3/JIMYHbIE U3MEHEHU A
COCTOSIHUST: TIOMEIIEHe KHUT B KOP3UHY MTOKYTIOK, OIIATy 3aKa3a, OTIPABKY KHUT TO-
Kymaresio. Eciau coctostHre He MEHSIeTCsT, HUYEro NHTEPECHOTO, CKOPEe BCETOo, He MPo-
I/ICXOI[I/IT1. C TeXHHqECKOﬁ TOYKU 3peHI/I${ n3MeHdgeMoe COCTOodHMEe MOKHO Hpe[[CTaBI/ITI)
MHOKECTBOM CII0COO0B. MBI PaCCMOTPUM HEKOTOPbIE M3 HUX 1 IIPOAEMOHCTPUPYEM IO/
XO0J1, KOTOPBIN CaM¥ IIPEATIOYNTAEM, — SIBHOE MOJEITNPOBAHIE U3MEHSIEMOTO COCTOSTHIS
B CTUJIC IPEIMETHO-OPUEHTUPOBAHHOT O HpOQKTI/IpOBaHHH C UCITOJIb30OBaHUEM Cy]l[HOCTefI,
OIMCAHHOE B TJIaBe 3.

U Jl1st HEKOTOPBIX A3BIKOB IporpaMmmuposanust, Hanpumep Haskell, akryanbia unrepecras Kon-
IETIIUsI, B COOTBETCTBUU C KOTOPOIl BECH KOJI COCTOUT JIUIIh U3 HEU3MEHSIEMBIX KOHCTPYKITUIL.
Onnako B 60JIBIIMHCTBE S3bIKOB, BKJI0oYas Java, C, C#, Ruby u Python, npumensiiorcst uame-
HsIEMble KOMITOHEHTBI, TAKHE KaK 0OBEKTBI C BHYTPEHHUM COCTOSTHIEM.
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[TockoJsibKy CyHIHOCTH COZIEP:KAT COCTOSIHUE, MTPECTABJISIONIEEe BAIly MPEAMETHYIO
06J1aCTh, OYEHb BayKHO, 4TOOBI Ha dTalle CO3/JaHus OHKM cOOM0MaI OU3HeC-TIPaByIIa.
CynraocTH, KOTOpbIe MOKHO CO3/I1aTh B HECOTJIACOBAHHOM COCTOSTHUU, MOTYT BBI3BATh
MOSIBJIEHUE CJIOKHO BBISIBJISIEMbBIX ITPOrPAaMMHBIX /IeheKTOB U ysi3BumocTeit. OiHaKo co-
GJi0/1eH1e BCeX OrPaHMYEHUI B MOMEHT CO3/IaHuUsI MOKET OKa3aThCsl HEIIPOCTOI 3a1adeii.
HackoJibko HEIpocToi, 3aBUCUT OT UX CTPOTOCTHU U CJI0KHOCTH. MBI 00CYIMM HECKOJIBKO
METO/MK, KOTOPbIE B OOJIBIIMHCTBE CIydaeB IOAXOIAT /st PaGOThI ¢ UBMEHSEMBIMU CO-
croguuamu. Haunem ¢ MeTOAMK U1 COOJIOEHNS IPOCTHIX OIPAHUYEHUI 1 3aKOHYUM
1raboHoM poekTrupoBarus «CTPOUTENb», CIIOCOOHBIM CIIPABUTHCS JakKe ¢ J0BOJbHO
CJIOKHBIMU CUTYAITUSIMU.

[TocJie cormacoBaHHOTO CO3/IJaHUS CYIIHOCTH JIOJIKHBI OCTABATbCS COTJIACOBAHHBI-
mu. [IpousmocTpupyeM pacrnpocTpaHeHHble JOBYIIKU, KOTOPbIE YTPOXKAIOT 11€JI0CT-
HOCTHU BalIUX CYI[HOCTEH, U TIOCOBETYEM, KaK JIydllle MTOJX0AUTh K MPOEKTUPOBAHUIO,
4yTOGBI CYHIHOCTH OCTaBauch B Oe3zomacHocT. HauHeMm ¢ pasHBIX cOCOOOB yIIpaB-
JIEHUST COCTOSTHUEM, YTOOBI BBl MOTJIM YBUETh, TIOUYEMY MbI TIPEAMOYUTaeM paboTaTh
C CYITHOCTSIMU.

6.1. YnpaBneHue COCTOAHUEM
C MOMOLLIbIO CYLLIHOCTEN

OcrmoBHast 3a1a4a GOJTBIINHCTBA CUCTEM COCTOUT B OTCJEKMBAHUN TOTO, KAK MEHSIIOTCS
pastbie Beru. Korja uemMo/iat Tpy3siT Ha O0PT caMoJieTa, OH, PABHO KaK U CAMOJIET, MEHSIET
cBoe cocrosuue. [Ipu aToM BHE3AITHO HAYMHAIOT JIE€HCTBOBATH HOBbIE IIPABUJIA, KOTOPBIX
e 66110 /10 morpy3ku. Yemozan 6oJIbIIe He MOJKET OBITH OTKPBIT, HO TEMEPh ero MOKHO
BBITPY3UTH; YBEJIUUINBAETCS 3aTrPY:KEHHOCTh CaMoJIeTa. JTO TO, YTO B KOMITBIOTEPHBIX
HayKax Ha3bIBAIOT UBMEHAEMBIM COCMOSHUEM. BBl TOJKHBI OTCIEKUBATh NU3MEHEHIST
COCTOSTHUSI CBOEH CHCTEMBI 1 CJIEIUTD 3a TeM, UTOOBI BCE OHU COOTBETCTBOBAJIH ITPABILIIAM.

Eciiu cucrema, KOTOpy1o BbI IIUIIETE, He YIIPABJISET U3MEHEHUSIMU KaK CJIEYET, Y BaC
PaHO WJIK MO3/IHO BOSHUKHYT MPOGJIEMbI ¢ 6e30TIaCHOCTBI0 — BO3MOYKHO, HE3HAYMTE b=
HbIe, a MOJKET ObITh, cepbestbie. CucTeMa yrpaBieHus 6araskoM B aspoIopTy JT0JKHA
OTCJIEKUBATh YeMOJIaHbl. Ec/ii yeMolaH He POCKAaHUPOBAH, OH He JO0JKEH TTOTAacTh Ha
60pT camoseTa, cucTeMa 06s13aHa 3TO MPeNOTBPaTHTh. OHA TaksKe TOIKHA 3HATDH, KOMY
MPUHAJIEKUT TOT MW WHOU Gara)k U HaXOIUTCSI JIM COOTBETCTBYOIIMI MACCAKUP HA
6opry. Eciiu naccasxkup He siBujicst, 6arask HeOOXOMMO BBITPY3UTh, MTHAUE 3TO YPEBATO
Cephe3HBIMU PUCKaMU GE301TACHOCTH.

Bce nmomxozipl K TIPOEKTHPOBAHIIO, PACCMATPUBAEMbIE B 9TOI IJIaBE, TTO/IPA3yMEBAIOT
MO/IeJTUPOBAHIE U3MEHEHUS B BU/E cyujnocmy (eCu MCIO0Ab30BaTh TEPMITHOJIOTHIO
DDD). Kax ommcbiBasioch B riase 3, B DDD cyHniHOCTb OnpeiessieTcst Kak HedaTo obJia-
Jafoliee yCTONIMBBIM HICHTI(UKATOPOM U COCTOSTHUEM, KOTOPOe MOJKET MEHSTHCS Ha
MPOTSIKEHUH €€ CYIECTBOBAHMSI. XOPOIIUM IIPUMEPOM 3TOTO SIBJISIETCST Harak B aspo-
opty. Ero MOKHO 3aperucTpupoBaTh, IPOCKAHUPOBATH, 3aTPY3UTh HA OOPT U BBITPY3UTDH
06paTHO, HO B HAIllEM TTOHUMAHUHU 9TO OJUH M TOT JK€ YeMOJ[aH, COCTOSTHIE KOTOPOTO
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Menstercs. CYIIHOCTH — IPeNOYTUTETBHOE CPE/ICTBO PEATU3AIII H3MEHSIEMOTO COCTOSI-
HUS, HO JlaBaliTe KPAaTKO MPOiieMcst 1o anbTepHaTuBaM (puc. 6.1).

CocmosHue,
Xparaujeecs
8 cookie dpaysepa

{
'—9.6 — Cookie

N3MeHeHus cocmosHus|  M3MeHeHuUs cocmosHus,
npoxodam yepes uHUYUUpyYeMble
BA u odpadambl - noAb3oBamerbckum
Baromes 8 Heli  API uHmeppeiicom
Mepedaemcs
cepBepy Mpedcmabaerue
no 3aBeputeHuu cywHocmMu
padomel

\)/ CoxpaHeHue

Cnocod,
XpaHumas Komopblil Mol
npouedypa npednodumaem
\_/ v

~———

Puc. 6.1. Pa3Hble cnocobbl peanusaumnm coCTosIHUS

[Tpu pazpaboTKe CUCTEMbI UBMEHEHUSI COCTOSTHUSA MOKHO OTCJIEKMBATH 1 0OpabaThi-
BaTh MHOKECTBOM Pa3HBIX CIIOCOOOB.

O Bbl MOKeTE XPaHUTh COCTOSTHUE BHYTPH cookie.

O Bor MmojkeTe BHOCUTDH U3MEHEHUS B 633y JAaHHDbIX HAIIPpSAMYIO C IIOMOIIbIO SQL nian
XPAHUMBIX TTPOTIETYP.

O Bl MOKETE UCII0JIB30BATH IPUIOKEHNE, KOTOPOE 3arpysKaeT COCTOSTHIE C CEPBEPA,
OOHOBJISIET €T0 U OTIPABJISIET OOPATHO.

Bce ot IIOAXO/Ibl BIIOJIHE PpE€aIN3yeMbl U O6]IaZ[aIOT Ppa3JIMYHbIMU ITPpENMYyIIECTBaA-
MMH. HO, K COKaJIEHNIO, BO MHOTUX CUCTEMaX IIPUMEHAECTCA NX 6ecn0p;1/10qHa51 CMECh.
ITO PUCKOBAHHO. Ecan orBeTcTBEHHOCTD 3a XpaHeHrue COCTOAHUA U yIIpaBJIEHNE €T0
N3MEHEHUAMUN PACCPEAOTOYECHDBI MEKY MHOKECTBOM Pa3HbIX KOMIIOHEHTOB, BOSHUKAET
OIIaCHOCTDb TOT'O, YTO 9T KOMIIOHEHTbI 6y,{1yT IIJIOXO COYETaTbCA APYT C IPYyTOM. Nwmenno
MEJIKHE JIOTUYECKUE TIPOTUBOPEYMS /1€J1al0T BO3SMOKHDIM I1OSAABJIEHUE /IbID B 6e3011acHO-
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ctu. [1o3TOMY MBI TIPEATIOYUTAEM TAKYIO aPXUTEKTYPY, B KOTOPOII JIETKO MTOHSATH, KaK1e
COCTOSTHUSI JIOMTYCTUMBI M KaKKe U3MEHEHUST BO3MOKHBI B KaXK/IOM U3 HUX.

Kax rokaspiBaeT Halll OIIbIT, YT0ObI 0OeCIIeYnTh He30IaCHOe YIIPABIEHIE COCTOSHIEM,
JIydiiie BCero CMOJIeJIMPOBaTh ero B Bujle cyniHocTel B ctusie DDD. B niporecce moemnn-
POBaHUsI HY;KHO BBIOpATh caMble BasKHble KOHIENII. BO3MOKHO, YTOObI JIydllle TIOHSITh
[paBuUJIa, IOJOUAYT YeMOIaH, peiic U IaccasKup, a MoKeT ObITh, CTOUT pacCMaTpPUBATh
ATY CUTYAIIMIO C TOYKH 3PEHUs PErUCTPAINH, TIOTPY3KH U JIIO/IEN, KOTOPbIE TIOHAINCH
Ha 6opT. B 1epBoM ciydyae GusHeC-IIPaBUIIO MOXKET 3ByYaTh Tak: « YeMOJaH J0/KeH Ha-
XOJIUTBCST HA TOM JK€ pelice, 4TO U MacCaKup, KOTOPBII €ro 3aperucTpupoBai». Bo BTopom
cJIy4ae MpaBujIo MOKHO repepa3upoBarth: «3arpyKaTh MOKHO TOJbKO 3aPErUCTPUPO-
BaHHbIE YeMOJIaHbl, IIPUHAJIEKAIINE TTaCCaKUPaM, HaXOAAIUMCs Ha 60pTy». B, Ha-
BEPHOE, COTJIACUTECH C TEM, UTO MEPBYIO (hpa3y MPOYUTATh Jierdye, TT0ITOMY OHa JIOJIKHA
Jledb B OCHOBY Baitieid Mojiesin. Ho, Kak BbI yske BUJIEJIU B IJIaBe 3, MHOT/IA CTOUT OTPATUTh
BPEMsI Ha MCCIeJOBaHNe APYTUX MOJEJIell, a MHOrIa MIMEeT CMBICII [IOJIy4lie pasodpaThest
B [IPEAMETHOM 00J1aCTH, KaK [I0Ka3aJl IPUMep B raBe 2.

OIHUM U3 TPEUMYIIECTB CYIIHOCTEN SIBJISIETCSI TO, YTO BCE, YTO MBI 3HAEM O COCTOSTHUH
U ITPOUCXOJISAIINX B HEM U3MEHEHUSIX, COCPEZIOTOUEHO B OZTHOM MecTe. M bl TaksKe IpeIo-
YUTAEM PEAIN30BbIBATH UBMEHSIEMOE COCTOSTHUE C TTIOMOIIBIO KJIacca, KOTOPBINA COEPIKUT
KaK JIaHHble, TaK U CBSI3aHHbIE C HUMW aCIIEKThI TT0BejieHus (B BUie MeTo/10B). JlanHbri
1oaxo/ 6yJeT HeOAHOKPATHO MIPOMJLIIOCTPUPOBAH He TOJIbKO B 9TOI, HO U B CJIEAYIONIel
rJiaBe, KOTOpasi MOCBSIIEHa YIIPOIEHUIO COCTOSTHUSI.

C1oco00B IIPOEKTUPOBAHUS CYIHOCTENH OECKOHEYHO MHOTO, MbI ITOAEJIMMCS IIPH-
eMaM# U METOJIMKaMU, KOTOPbIE TOMOTYT C/IeJIaTh BAITK aPXUTEKTYPY ¥ KOJI TOHSITHBIMHU
u GesonacHbIME. Jlajiee B 9TOM IJlaBe peub MOUAET O TOM, KaK CO3[aBaTh U IIOJeP/KUBATh
CYIHOCTH B COIJIACOBAHHOM COCTOSIHUM, KOTOPOE He HapyIluaeT OM3HeC-11eJI0CTHOCTD. st
Hayaa paccMOTpUM Ge30IIacHOe CO3[aHue CYIHOCTEN.

6.2. CornacoBaHHOCTb B MOMEHT CO3JaHuUS

CyturHocTb, HapyIawoias OM3HeC-TIPaBUIa, SBJIeTCs MPobaeMOoil 1711 Ge30TIaCHOCTH.
Oco6eHHO 9TO KacaeTest CYIHOCTEH B MOMEHT MX CO3/IaHUS, TI09TOMY HEOOXO0MMO, 4TOObI
MEXaHN3M CO3/IaHUs M3HAYAIBHO rapaHTUPOBAI UX COTJIACOBAHHOCTD, DTOT COBET MOKET
MOKA3aThCst OYEBHIHBIM, HO MHOT/IA €T0 BOCTIPUHUMAIOT Kak (POPMaTbHOCTD, U PE3YIIbTATHI
HTOTO MOTYT OBITH KATACTPODUIECKUMU.

OHaK 1B OIMH M3 HANIMX KOJLIEr paboTas ¢ KPyIHbIM aznatckum Oankom. OH Harmes
HECKOJIbKO YA3BUMOCTEN B GE30TTACHOCTH, HO BCe OHM OBLITN BOCTIPUHSITHI KAK MEJTKHE TeX-
HU4YeCcKre HeoueThl. TOMBKO MoCIe TOTo, KaK eMy yaloCh CO3aTh cueT Ge3 BIaiesblia,
K TIpo6JIeMe Hava M OTHOCUTBCS cephe3Ho. BaHKOBCKuit cuet 6e3 Baaaebia — 3To UTo-
TO HECJIBIXaHHOE, 1 caM (DaKT ero CYIECTBOBAHUS MOT CTOMTh Oanky sutensun. O mpo-
GaeMe TyT ke COOONMIN BBICIIEMY PYKOBOJCTBY, KOTOPOE HA3HAYMJIO €l HaWBBICIITHI
[IPUOPHTET.

CymHOCTD, HE COOTBETCTBYIONIAS TTPABUJIAM, TIPEACTABAAET COOON yrpody mius 6es-
OIMACHOCTH, ¥, KaK MOKa3bIBAET HAIIl OIBIT, 1 GOPBOBI ¢ HEll JiydIe BCEero HacTauBaTh
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Ha TOM, YTO BCe OOBEKThI CYIIHOCTEN JOJKHBI ObITh COIJIACOBAHBI HENOCPEOCEEHHO TIPU
cosianni. B aTOM pas/iesie Mbl TIOKasKeM OMTAaCHOCTh CaMOU PacipOCTPAHEHHOH OITHOKH —
KOHCTPYKTOpa 0e3 apryMeHTOB M PaCCMOTPUM HEKOTODbIE aJIbTEPHATUBHBIE PEIICHIS.
Kpome Toro, o6cymum pastble cIiocoObl CO34aHUsT CYI[HOCTH, OT CaMbIX IIPOCTHIX 10
MPOABUHYTHIX. Y CJIOKHEHUE OTPAHUYEHUH TPUBONT K YCIOKHEHUIO TTPOTIELYPhI CO3-
manus. Ecm Baimm orpanuyenys TpUBHAJIBHBIE, IIPOCTOI IIPOLEAYPHI OyaeT Z0CTaTOUHO.
MbI HauHEM C 9JIeMEHTAPHOIO CJIydas — UCII0JIb30BaHU KOHCTPYKTOPa 6€3 apryMeHTOB.
OH HaCTOJIBKO MTPOCTOH, YTO TPAKTUICCKH OeCToNe3HbI. B KOHIE OyIeT PoeMOHCTPH-
poBal mabaon npoektupoBanusa «CTpouTeNb», IpeAHasHaYeHHbII I IPUMEHEHNs
B CAMbIX CJIOKHBIX CUTYALUSIX.

CyIIHOCTH 3a4aCTyI0 MPEICTABISIOT HH(DOPMAIIIIO, KOTOPask XPAHUTCS U U3MEHSIETCSI
HA IIPOTSKEHNN JJIUTENIbHOTO BPEMEHH, II09TOMY UX HEPEAKO COXPAHAIOT B (a3y JaHHbIX.
Korza pensiiinonHas 6asa JaHHbIX 3a/I€fiCTBYETCS B COUETAaHUM ¢ 00bEKTHO-PEJISILIMOHHBIM
oro6pakenueM (object-relational mapper, ORM), Takum kak JPA uau Hibernate, Mmoxer
BO3HMKHYTD IIyTaHUIIa, KOTOPas IIPOBOLUPYET MOSABIEHNE IJIOXUX 1 HeOe30IIaCHbIX ap-
XUTEKTYPHBIX pelieHuil. Mbl IOrOBOPUM O TOM, KaK MCIIOJIb30BaTh Takue GpeiiMBOpPKH,
He HapyIas 6e30TacHOCTH.

BBozanbiil mpuMep 5TOM I1aBbl B3AT 13 001acTi (PUHAHCOB, HO 9Ta IpodIeMa pacipo-
cTpaHsercs 1 Ha apyrue cdepbl. CYIHOCTH, KOTOPbIE OKa3hIBAIOTCSI HECOIIACOBAHHBIMMU
HETOCPECTBEHHO MOCIE CO3aHUsl, BCTPEUYAIOTCS B KOJIE BCEBO3MOKHBIX TIPOCKTOB.
VY MHOIMX M3 HUX €CTh KOe-4To oluiee: co3fanne 00beKTOB ¢ MOMOIIBIO KOHCTPYKTOPA,
KOTODBII He IIPUHKMAET apryMeHTHL.

6.2.1. OnacHOCTb KOHCTPYKTOPOB, Y KOTOPbLIX HET
aprymMeHToB

[Tpocreiinimii criocob co3anms CyIHOCTH, HECOMHEHHO, 3aK/II0YaeTCs B UCIIOJIb30BAHIH
KOHCTPYKTOPa. YTO MOKeT OBbITh MPOIIE, YeM BbI30B KOHCTPYKTOpa 6e3 apryMeHTOB?
[TpoGsiema B TOM, 4TO TaKHe KOHCTPYKTOPBI PEAKO 06ECIIEUMBAIOT CO3aHUE TIOJTHOCTHIO
COIJIACOBAHHBIX U FOTOBBIX K IIPUMEHEHNIO0 0OBHEKTOB.

Ecomm nogymars, To KOHCTPYKTOP 6€3 apryMeHTOB — 9T0 HeuTo crpanHoe. OH obernaer
CO3/1aTh HE MPOCTO OOBEKT, @ TAKOH 0OBEKT, JIJIst KOTOPOTO He HYKHO YKa3bIBaTh HUKAKUX
aTpubyTos. Hamnpumep, eciu B3ITh aBTOMOOWIIb, Y HETO He OYAeT HU [[BETa, HU KOJIIYe-
CTBa ABEPEl, HU Jake Mapki. B kpaiiHeM ciydae, eciii Kakoii-1bo 13 aTix aTpubyToB
Bce ke OyJIeT 3a/1aH, oH Oy/IeT UMeTh 3HaUeHUe [0 YMOJIYaHII0, KOTOPOE JOJIKHO MOIXO0-
[IATh BCEM aBTOMOOWIISM IIPU UX co3gaHuu. Ha nmpakTuke KOHCTPYKTOPbI 6€3 apryMeHTOB
He BBITIOJIHSIOT CBOMX TIPSAMBIX 00s13aHHOCTEH — He CO3/Ial0T COIIACOBAHHBIXX 0OBEKTOB,
TOTOBBIX K MCIIOJIb30BAaHUIO.

Hawm uacTto BcTpevaioTcst CyIHoCTH, JJIs1 CO3/IaHUs KOTOPBIX MIPelyCMOTPEHA KaKasi-
TO JIOTOBOPEHHOCTD: CHAYaJjIa BHI3bIBAETCSI KOHCTPYKTOP G€3 apryMEeHTOB, a 3aTeM Pl
METO/I0B-CETTEPOB, KOTOPble HHUIIMATU3UPYIOT 00BEKT U MOATOTABJIUBAIOT €T0 K MPH-
MeneHuio. Ho B Koje HeT Huuero, yTo Obl rapaHTUPOBAIO COOMIOAEHNE DTOI JOTOBOPEH-
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HOCTH. I/I, K COXaJIEeHU1O, O Hell 4acTo 3a0bIBAIOT UJIN BBIIOJIHAIOT HEBEPHO, YTO IPUBOJAUT
K ITOABJICHNIO HECOTTTaCOBaHHBIX CyHlHOCTeﬁ.

OCTOPOXHO
EC/M CyLLIHOCTb MMEET KOHCTPYKTOp 6€3 apryMEeHTOB, 3TO, CKOpPEee BCEro, 03Ha4aeT,
YTO €€ UHMLMaN13aLmsa OCHOBaHa Ha ceTTepax. A 3TO CTAHOBMUTCA MOTEHLMATbHbIM
WCTOYHMKOM npobneM. MHMumManmsaLms Ha OCHOBE CETTEPOB MOXET OKa3aThCs
HEMOJIHOM, @ HEMOMHAsA VHULMANM3aLMs AeNaeT 06beKTbl HECOrNacoBaHHbIMM,

[TocMoTpuM, KaKOTro pojia KO HaM 4acTo Berpedaetcs. B sinctunre 6.1 Bbl BuguTe
Kj1acc Account ¢ HECKOJIbKUME aTpubyTamMu: y GAaHKOBCKOIO cyeTa A0JKHbI ObITh HOMED,
BJIAJIeJIEl] U TIPOIeHTHAs cTaBka. OH MOKET UMeTh HeoOSA3aTeIbHbIA KPEAUTHBIN JIUMUT,
KOTOPBIi1 II03BOJISIET BJIAAEJbILy cdeTa Oparh OIpeJeJIeHHYI0 CYMMY B JI0JIT, U PE3ePBHBIN
cueT (Y4acTo HAKOIUTEbHBIIT), ¢ KOTOPOTO IIPU HEOOXOAUMOCTU U3bIMAIOTCA CPEACTBA,
4yTOGBI OalaHC Ha OCHOBHOM CYETY He CTaJsl HyJIEBBIM WJIM OTPUIATEIbHBIM. B MeTome
AccountService.openAccount ITOKasaHO, KaK [JIAHUPYETCA UCIIOJIb30BaTh 3TOT KOH-
CTPYKTOpP 6e3 apryMeHToB. Bejies 3a KOHCTPYKTOPOM IIOC/IEA0BATEIbHO BbI3bIBAIOTCS
METO/bI-CETTEPDI, KOTOPbIE HAIOJHSIOT 00bEKT Account JJAHHBIMU.

JiuctuHr 6.1. Knacc Account ¢ KOHCTPYKTOPOM 6€3 apryMeHTOB U MHULMANM3aLmMei Ha OCHOBE CETTEPOB

public class Account {
private AccountNumber number;
private LegalPerson owner; ‘06ﬂ3a1'em,"|,|e
private Percentage interest;
private Money creditLimit;
private AccountNumber fallbackAccount;

public Account() {} Ecnu He yKa3aTb KOHCTPYKTOP B Java, T0 N0 ymonyaxuio
public AccountNumber gethumber() { NoABUTCA NY6NNYHBIA KOHCTPYKTOP 6€3 aprymeHToB
return number;

| Heobs3atenbHble

KnueHTbl 40mKHbI He 3a6bITh
BbI3BaTb 3TN MeTOfbI,
npexne 4em UCnonb3oBaTb 06beKT

}

public void setNumber(AccountNumber number) { <—
this.number = number;

}

public LegalPerson getOwner() {
return owner;

}

public void setOwner(LegalPerson owner) {
this.owner = owner; <

}
}

class AccountService {
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void openAccount( ) { HoBblit HecornacoBaHHbI 06bEKT HyXaaeTca
Account account= new Account ( ) ; B MHULMaNnU3aLmn CNOMoLLblo ceTTepoB

account.setNumber(number);
account.setOwner(accountowner);
account.setInterest(interest);

account.setCreditLimit(limit); <—| 3a8aHile Heo6A3aTENbHOTO NOAA

KnueHTcknin ko AonxeH ykasatb
Bce 6€3 UcknueHns obs3atenbHble Nons

ITOT IOAXO]I IO3BOJIIET BaM CO3/IaTh COBEPILEHHO IIYCTOI OOBEKT U II0CIIE 9TOIO 3aII0JI-
HUTh Hy:KHbIe 110/151. OIHAKO HeT HUKAKOM TapaHTHH, 4TO 00BEKT Account CMOKET COOJIIOCTH
Jaxe camble (hyHIaMeHTaIbHbIE U BasKHbIE OM3HEC-OrpaHnyenns. bosee Toro, aToT moaxos
HeHaJlexKeH, TaK KaK [IPU CO3JAHNU KaKI0r0 00beKTa MbI JOJKHbI 3aHOBO BBIIIOJIHITD BCE
mary. Eciu yc/oBus usMeHsTcsl, 0OHOBIEHNE KO IPEBPATUTCA B HACTOAIIUIL KOIIMAPp.
I[IpencraBbTe, K IIPUMEPY, UTO B PAMKaX MEKIYHAPOAHON MHUIIMATUBBI 110 GOpbOE ¢ KOp-
PYIIIHEN B 3aKOHOATEIbCTBE MHOTUX CTPaH MOSBUINCH 0COObIE (PMHAHCOBbIE MOIOMKEHHMST
LIS IOJINTHYECKUX JesTesieil. Harpumep, mpaBUTeIbCTBEHHbIE JOJKHOCTHBIE JIUIa GoJiee
CKJIOHHBI K KOPPYIIIIUH 1 B3SITOYHUYECTBY BBU/LY CBOETO BIMsTHUA. KasK/blii cueT 0KeH
nMeTh UHGOPMAIUIO O TOM, TPUHA/JIEKUT JIM OH TIOJINTUYECKOMY JIESTEIIO.

[TpezncraBbTe, 4TO BHI paboTaeTe ¢ KIaccoM Account U COIJIACHO HOBBIM TPeOOBaHUSIM
OH JIOJIKEH UMETh JIOMOJHUTEbHOE T10Jie boolean politicallyExposedPerson. Kpome
TOr0, ero HeOGXOAMMO 3a4aBaTh BPYYHYIO IIPU KasKAOM CO3JAHUU CYIIHOCTU. Teneps BbI
JOJIKHBI HATH B KOZIe Bee 0e3 NCK/II0YEeHU YIaCTKU ¢ KOHCTPYKTOPOM new Account ()
1 yOe[nThCS B TOM, YTO B HUX TaKsKe BbI3bIBaeTCsl setPoliticallyExposedPerson.

Komrmmisarop He coobmuT 06 ommbke, Kak B CJIydae, e/ Obl BbI JOOABUIN IIapaMeTP
B CIIMCOK apryMEeHTOB KOHCTPYKTOpa. OIMNOKY CMOKET BBISSBUTH XOPOIIO OTJIaKEHHBIN
HabOp TECTOB, HO HAIll OIIBIT ITOKA3bIBAET, YTO B KOJOBBIX 0a3aX ¢ KOHCTPYKTOPAMH,
Yy KOTOPBIX HET apPTyYMEHTOB, PEIKO MPEyCMOTPEHbI Takue TecThbl. K coxanenuto, npu
n06aBIEHNN KaxK[0r0 HOBOrO arpubyTa HEKOTOPbIe y4aCcTKU Kozja OyAyT IMPOILYIIEeHB,
[IPUYEM KasKIblii pas OHM MOIYT ObITh pasHbIMU. OOBIUHO CO BpEMEHEM TaKOI IIPoIece
IIPUBOAUT K MOJIyYeHUIO HECOTJIACOBAHHON KOI0BOI1 6asbl, B 0€301IaCHOCTU KOTOPOIi paHO
WJIY TIO3/THO BO3HUKAIOT JIBIPHI.

COBET
Hanuuue y CylHOCTM KOHCTPYKTOpa 6€3 apryMEHTOB — BEPHbIN MpK3HaK Toro,
YTO ee MHULMANN3aLMa OCHOBaHa Ha CeTTepax, a 3TO NOYTU HaBEePHSIKa BbI3OBET
npobnembi.

6.2.2. ®penmeopknm ORM 1 KOHCTPYKTOpbI 6€3 apryMeHTOB

Ecisiu BB ncmob3yere hpeiiMBOPK 0OHEKTHO-PENSIIHOHHOTO 0TOOPasKeHNUsT, TAKOT
kak JPA (Java Persistence API) wiu Hibernate, BaM MOKeT 1TOKa3aThCsi, YTO Bbl BbI-
HYSKI€HBI IPUMEHSTD IS CBOUX CYIIHOCTEH KOHCTPYKTOPBI €3 apryMeHTOB. Y Ipak-
HEHUS, TOCBSIIeHHbIe 9TUM (pefiMBOPKaM, BCETa HAUMHAIOTCS C CO3TAHU CYITHOCTH
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ATUM CTIOCOOOM, M BCE BBITJISAUT TakK, OYATO KO CJeLyeT mucath MMeHHO Tak. Ho ato
He coBceM BepHO. Eciiu Bbl paboTaere ¢ TakuM (HpeiiMBOPKOM, Y BAC €CTh IBE BO3MOJK-
HOCTH U36exKaTh PobJIeM ¢ 6e30MaCHOCThIO, XapaKTEePHBIX /I KOHCTPYKTOPOB 6e3
apryMeHToB: J1MO0 OTAETUTh JOMEHHYIO MOJe/b OT MOJEJIU XpaHeHusl, 1160 mo3abo-
TUTBCS O TOM, 4TOOBI (HPEHMBOPK XPaHEHHsI He MOT IaTh JIOCTYTI K HECOTJIAaCOBAHHbBIM
oObeKTaM.

[TepBblii BADHAHT COCTOUT B TOM, 4TOOBI OTMEKEBATHCSI OT MOJIE/IN XPAHEHHsI HA KOH-
HENTYaJIbHOM YPOBHE. Ec/i 9T0 c1es1aTh, MOJIE/Ib XPaHEHUsT JAaHHbIX OY/IeT HAXOAUThCSI
B OT/IEJIbHOM TIaKeTe BMECTe C IPYTUM HH(MPACTPYKTYPHBIM KOAOM. [Ipu usBiedernu sa-
nuceii u3 6asbl JaHHBIX (HPEMBOPK 3arpysKaeT uX B 00bEKThI MOJIEIN XPaHEHHUsI. 3aTeM
MbI UCITOJIb3YeM 9TH OOBEKTHI /ISt CO3/IaHMUSI IOMEHHBIX O0BEKTOB, KOTOPbIE BIIOCIIEICTBIN
OynyT obpabarbiBaTh 0OpalleHus K OusHec-jaoruke. Takum 0OpasoM BbI IIOJHOCTHIO
KOHTPOJIMPYeTe co3anue JTI00bIX TOMEHHbIX 00bEKTOB, a Bee aHHoTaiuu JPA ocraiorces
B OT/IEJIbHOM ITaKeTe BMECTE ¢ MOJIEJIbIO XPaHEH U JIaHHbIX.

COBET

OTaensiite AOMEHHYO MOAEb OT MOAENM XPaHEHUS! JaHHbBIX, YTOObI MOAYEPKHY T,
YTO 3TO ABa pasHbIX KOHTEKCTA, U caenaTbh oTobpaxeHue bonee YeTkuM.

Ecisin He 06ecIiednTh 9TO pasjndre U HAIPSIMYIO 0TOOPA3UTh TOMEHHbIE 00BEKTHI
¢ OMOTIBI0 (hpeiiMBOPKA /IS XPAHEHUST IAHHBIX, BaM [PU/IETCS UCIIOJIB30BATH TOT
¢peliMBOpK odeHb ocMOTpUTENbHO. [0 HallleMy OTBITY, TAKON CTHUJIb JOBOJIBHO TTUPOKO
pacrpocTpaHeH 1 MOKET ObITh GE30ITaceH, TI0ITOMY MbI XOTEJN ObI MOENUTHCST HECKOJIb-
KMMU [IPUEMaMHE, KOTOPBIE BaM TIOMOTYT.

DpeitMBOPKaM JIJIst XpaHEHUsI IaHHbBIX, TakuM Kak Hibernate u JPA, neficTBuTeinHO
HY’KHBI KOHCTPYKTOPBI 6€3 apryMeHTOB. J[eJi0 B TOM, 4TO 3TH (hPEiMBOPKHU JTOJIKHBI
co3/1aBaTh OOBEKTHI IPY U3BJIEUEHUH 3aicel u3 0a3bl JaHHBIX. J[JIsT 3TOT0 OHU TieJieHa-
[IPABJIEHHO CO3/IAIOT IIYCTOU 0OBEKT U HAMIOJIHSIOT €r0 HH(OPMAIIHE ¢ HCIOJIb30BAHUEM
pedaexcun. [10aTOMY UM M3HAYATBHO HYKEH KOHCTPYKTOP 6e3 aprymenToB. OpHaKo
OH HeobA3aTeIbHO 0JKEeH ObITh ybanunbiM — 1 Hibernate, u JPA moryT npexkpacto
paboTarh ¢ MPUBATHBIMU KOHCTPYKTOpaMu. BoJiee TOTo, [Jist BHEAPEHMSI TAHHDIX 3THM
(bpeiiMBOpKaM He HYKHBI METOJ[bI-CETTEPDBI — €CJIM YKa3aTh CTUJIb XPAHEHUsI B aHHO-
TAIUSAX PUBATHBIX M0JIEH, OHM MOTYT MPUMEHSTH PehIEKCUI0, HHUITHAIUZUPYS ITH
T0JIST HATIPSIMY 0.

COBET
Ecnv Bbl MCNONb3yeTe JIOMEHHYIO MOZENb Kak MOAESb XpaHEHWS IaHHbIX, CAeNau-
TE CBOM KOHCTPYKTOPbI 6€3 apryMeHTOB NMpUBaTHLIMU 1 A06ABNSNTE aHHOTaLMK
rnonem, Ytobbl UCKIOUYNTL PUCK CO3L4AHWUS UMW MPUMEHEHUSI HECOr/TAaCOBAHHbIX
JIOMEHHbIX 06BEKTOB.

Temnepb HOrOBOPUM O TOM, 9TO MOKHO CIeJIaTh B 9TOI cuTyanmu. Vs6eras KOHCTPYK-
Topa 6e3 apryMeHTOB, BBl MOKETE UCIIOAb30BATh KOHCTPYKTOP, KOTOPBIA MHAIMATA3UPYET
BCe 0043aTeIbHbIE ITOJIA.
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6.2.3. Bce obszaTenbHble Nonst B Ka4ecTBe apryMeHToB
KOHCTPYKTOpa

PaceMOTpUM MPOCTON BapuaHT perieHus npobyeM 6e30macHOCTH, BHI3BAHHBIX HECOTJIa-
COBaHHBIMU CYIHOCTSIMU: BMECTO KOHCTPYKTOpa 6e3 apryMeHTOB, KOTOPbII He IepeaeT
JIOCTATOYHO UH(MOPMAIIH JIJIST COTJIACOBAHHOTO CO3/[AHUsI, BOCIOJIb3YEMCST KOHCTPYKTO-
POM, KOTOPBIN IPUHUMAET Bce HeOOXOAUMbIE laHHbIe (puc. 6.2).

U OHA DOAXKHA

3UMHel
pe3uHoli

MHe HyXHa
MauuHa

5T

¢ Yemblpoms
dBepamu

00~

MawiuHa ewje He 2o0moBa k skenAyamayuu

. MawuHa
(cmoum Au HasblBamo ee MaumuHoU?)

zomoBa

MHe HYXXHA MawuHa ¢ dembipoms dBepsamu, 3uMHed pesuroli u cepozo ybema)

MawwuHa cpasy zomoBa k akenayamayuu

Puc. 6.2. Mbl He x0TUM, 4TOObI NOKynaTenb BUAEN HeAOAENAHHYIO MaLUVHY

Pacimmpnm CIUCcoK mapaMeTpoB KOHCTPYKTOPA Tak, 4TOOBI OH BRIIOYAT BCIO 005I-
3aTepbHyT0 MH(popManmio. Ha aTom atamne He HyKHBI TapaMeTPhI € JOTTOJTHUTETbHBIMI
cBefleHUsIME. Y 6e/TUTeCh B TOM, YTO CYITHOCTD CO3/A€TCS B MOJHOCTHIO COTITACOBAHHOM
cocrostunn. Heobst3arenbible TaHHbIE MOKHO YKa3aTh yiKe MOCJe CO3/aHNsT, BHI3bIBAs
OT/IeJIbHBIE METO/IBI.

B suctunre 6.2 mokazan pesyJibTat IPUMEHEHH 9TOTO TTO/IX0/1a K IIPe/IbILYIeMy IpH-
Mepy ¢ KaaccoM Account. KoHCTpyKTOpY HY:KHO Iepe/iaTh HOMEp cYeTa, CBe/IeHUs O BJia-
JIeJTbIle W MIPOIEHTHYIO CTaBKy — Bce aTo obst3aTesibHble aTpubyTh. J[0T0MHITENbHbIE
aTPUOYTHI JUIST KPEUTHOTO JIMMHUTA U PE3EPBHOTO CUETA HE BXOJSIT B CIIUCOK apTyMEHTOB
KOHCTPYKTOPA M YKa3bIBAIOTCS TI03KE TTyTEM BBI30Ba OT/IETHHBIX METO/IOB.
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JIUCTUHr 6.2. O6s13aTesnibHble aTpubyThl MPUHMMAIOTCS KOHCTPYKTOPOM, @ AOMOTHUTESIbHbIE — METOAAMMU

import org.apache.commons.lang3.Validate.*;
public class Account {

private AccountNumber number;

private LegalPerson owner; MpuHUMaeT Bce aprymeHTbl, Heobxoaumble
private Percentage interest; ANA C03aHNA NONHOCTbIO KOPPEKTHOT0 06beKTa
private Money creditLimit;

private AccountNumber fallbackAccount;
public Account(AccountNumber number,
LegalPerson owner,
Percentage interest) {
this.number = notNull(number);

this.owner = notNull(owner);
this.interest =

public AccountNumber number() {...
public LegalPerson owner() {... }
public void changeInterest(

notNull(interest);

}
protected Account() {} ‘—,

IpoBepseT, He nbiTaeTcA nu KTo-T0 Nepeaatb null

[ina GppeitmBopKa XpaHeHUA JaHHBIX MOXET
NOHaAo6UTLCA HeNYBNMYHDII KOHCTPYKTOP

MeToa AocTyna c MMeHeM, NlyyLue oTpaxKaloLum
NpeAMeTHYI0 061aCTb N0 CPABHEHNIO C TeM,

} 4—‘
KOTOpbIil HauMHaeTcA ¢ get

Percentage interest) { MpoLeHTHYI0 CTaBKY MOXHO M3MEHNUTD

T

notNull(interest); <«
this.interest = interest; Aame nocne coapannA cieta
} MpoueHTHan cTaBKa 0643aTenbHa
1 He MOXeT 6biTb paBHa null faxe npu M3meHeHUU

public Money creditlimit() {... }
public void changeCreditLimit(
!‘.’Ion(.ay.cr‘edltlelt) { Mertop, M3MeHAKLMIA KpeAUTHBIA NUMUT
notNull(creditLimit);

this.creditlLimit = creditLimit; W UMEIOLLUI WA, KOTOPOE NyHllie
} oTpaxaet npeAMeTHylo 06nacTb

public AccountNumber fallbackAccount() {
return fallbackAccount;

}

public void changeFallbackAccount(AccountNumber fallbackAccount) {
notNull(fallbackAccount);
this.fallbackAccount = Validate.notNull(fallbackAccount);

}

public void clearFallbackAccount() {
this.fallbackAccount = null;
)
¥

class AccountService {
void openAccount() {
AccountNumber number = ...

LegalPerson accountowner = ...
Homep cueTa, BnapeneL, ctaBka u aMMuT

Percentage interest = ...
Money limit = ... M3BNIEKAIOTCA U3 iPYTUX CePBUCOB

Account account =
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new Account(number,

accountowner, Her pucka 3a6bITb Kakmue-nu60
interest); < o06s3aTenbHble JaHHble

account.changeCreditLimit(limit); Heo6a3aTeNnbHoe none
accountRepostitory.registerNew(account); (BHe KOHCTPYKTOpa) yKa3blBaeTcA
} nyTem BbI30Ba OTAENbHOMO MeToAa

CIHUCOK apryMeHTOB KOHCTPYKTOPA COAEPIKUT TOTBKO 00sI3aTeIbHBIEC MOJIS, TOITOMY
MBI OKHJIAEM, UTO HU OJIHO M3 HUX HUKOT/A He OyeT paBHO null. B KOHCTPYKTOP MOKHO

]IO6aBI/ITb COOTBETCTBYIOIINE ITPOBEPKU.

COBET

MpoBepsiiTE apryMeHTbl CBOMX KOHCTPYKTOPOB Ha 3HadeHws null.

WcTopus npaBun UMeHOBaHUsA reTTepoB/ceTTepos B JavaBeans

B smctunre 6.2 MBI TIPUCBOWJIN CETTEPAM ¥ TETTEPAM MMEHA, KOTOPbBIE JIYIIIIe OTPaKAIOT
UX POJib B IpeAMeTHOI 06iacTu. Kak yIIOMUHATIOCH B IIPEABIIYIIEM PaA3Jelie, CYIeCTBY€eT
omMbOYHOE MHEHHE O TOM, YTO JIJIst KOPPEKTHOI paboThl GpeiiMBOPKOB XpaHEHHUsT TAHHBIX
TPeGYIOTCS TeTTEPBl M CETTEPBL. ITO He Tak. VIX MOKHO 3aMEHUTh aHHOTALUSIME TIOJIEH.
Takue dpeiimBopku, kak Hibernate u Spring Data JPA, npumensiror pediexcuto, 4To
IIO3BOJIAET UM HAXO/IUTh IPUBATHDBIE I10JIA. ITo sToi1 IIpUYMHE HaM HE HYKHbI Hy6]II/I‘{HI)Ie
METO/IbI, Ha3BaHHbIE KAKMM-TO OIPEAETEHHBIM 06PasoM.

Mb1 GBI TAKIKe XOTEJH PACCKa3aTh, OTKY/IA B3SJIMCD IIPABHJIA 00 IMEHOBAHHHU TeTTEPOB,/CeT-
tepoB. Onu 66111 paspaboransl B 1996 roy B pamkax crienmdukaimn JavaBeans'. OcHoBHast
ujiest TOro npoekTa Oblia B co3aanuu hpeiMBOPKa, KOTOPHIHA MO3BOJIILI ObI TTIOCTABIIUKAM
MPEMOCTABIATH TOTOBBIE KOMITOHEHTHI, M3BECTHBIE KakK beans. DT KOMIIOHEHTHI MOKHO
GBIJIO TOKYIIATH MO OT/AEMBHOCTH U COOUPATH BMECTE C TIOMOIIBIO rPaUIeCKIX CPEICTB.
OHaKo 9Ta KOHIIETIHS OKa3aIach HEYIAYHOM, U ee CIIeTnMUKAIINST IepecTaia PA3BUBATHCS
nocsie Boixozia Bepcun 1.01. Tem He Menee crpaHmbie MpaBuiia 00 UCIIOJIb30BAHUN B IMEHAX
npeduKCcoB set 1 get mouemy-To Bonwm B 00uxo/. Bosiee MHTEPECHO CTOPOHOM 9TOTO
(bpeiiMBOpKa ObLI MEXAHM3M B3aUMOJIEHCTBUS KOMIIOHEHTOB C TIOMOIIIBIO COOBITHIA, HO OH,
K COKaJIEHHIO, He TIPUoOPesI TAKOU MOITYISIPHOCTH.

Ecsu He cunrath 1paBus 06 UMEHOBAHUU CETTEPOB U TeTTEPOB, crenudukauio JavaBeans
MOKHO CUMTaTh MePTBOI. MBI He BUM 0CO00i1 10JIb3bI B COOJIIOIEHUY TIPABUIL, KOTOPbIE
yTPaTH/IM U3HAYAIbHOE HasHayeHne. Mbl IIPEeIIOYNTaeM HA3bIBATH METOBI B KOJIE B CO-
OTBETCTBHUH C TPAIUIIHOHHON OOBEKTHON HI€eld, COTJIACHO KOTOPOIT METOBI COOTHOCSITCSI
¢ IeHCTBUSAMU B TIPEAMETHON 00JIaCTH: HAIIPUMED, Y 00BEKTa MOKET ObITh METOJI JIJIst 00-
pabOTKU IPUHUMAEMBIX UM COOOIIEHI.

1

MubI TocTenTeHHO epexoanM OT IJIEMEHTAPHBIX O6'I)EKTOB, KOTOPBIC UMEIOT TOJBKO
obsa3aTebHbIE anI/I6yTbI, K 60JIe€ CITOKHBIM ycaoBusAM, BO3BMOKHO, C IOITOJIHUTE/IbHBIMI

Cw. http://download.oracle.com/otndocs/jcp/7224-javabeans-1.01-fr-spec-oth-JSpec/.
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atpubyTamu. [lepenaBarh Bce 9T0 KOHCTPYKTOPY B BUJIE apTYMEHTOB OyIeT HeyI06HO.
Bawm, HaBepHoe, y:ke IPUXOIUIOCH UMETb JIEJI0 C KOHCTPYKTOpaMu, coctostimumu 13 20 ma-
pamerpos!. Kpome TOro, KOHCTPYKTOPY CJI0KHO COOJIOAATD BBINOJHEHUE BCEX YCIOBUH,
KOTOPbIE PACTIPOCTPAHSIOTCS CPa3y Ha HECKOJIBKO aTpUOyTOB.

JIJ1st HaIeKHOTO CO3/IAHMST CAMBIX CJIOKHBIX CYTTHOCTEH TpeGyeTcst mabIoH TTPOeKTH-
poBanus «Ctpoutenb». Ho mpeskiie, 4eM ITO3HAKOMUTBCS C HIM, PACCMOTPUM ellle OINH
HHTEPECHBIN CTI0C006 CO3/aHus 0OBEKTOB € 00I3aTEIBHBIMIE ¥ IOTIOJTHUTETbHBIME TTOJIS-
MH, KOTOPbIiT TOMOTAET CETATH KOJ HA KITMEHTCKO# cTopoHe yaobountaeMbiM. Peub et
0 TeKy4ux nnrepdeiicax.

6.2.4. Co3paHue 06bEeKTOB C MCMOJSIb30BAHUEM
TEKYy4YMX MHTepdENCoB

Jl1s1 cO3IaHms CIOKHBIX CYLHIHOCTEN ¢ OOJIBIINM KOJIMYeCTBOM OrpaHideHuil TpebyeTcs
6oJiee MOIITHBIN WHCTPYMeEHT. YyThb T03:K€e MBI TIOTOBOPUM O TTA0JIOHE TPOEKTUPOBAHUS
«Crpouresib», Ho UTOGBI BaM GBIJIO JIETYe €r0 MOHSITh, PACCMOTPHUM CTHJIb TPOEKTUPOBAHUS,
KOTOPBIiT 06JIeT9aeT yTeHrne KINEHTCKOTO KO/Ia U TApAaHTHPYET €T0 KOPPEKTHOCTh. Peun
WJIET O TeKyueM mHTepdetice.

Hassanue storo ctus 6s110 npeanoxero B 2005 rogy Ipukom IsancoM u MapTiuHoM
DaysiepoM, XOTs CBOUME KOPHSME OH yXoauT B coobitectBo Smalltalk 1970-x rozos.
Texyuuil unmepeetic cO3MABAIICS JIJIST TOTO, YTOOBI KO MOKHO OBLJIO YUTATH, CIOBHO TEKCT
Ha eCTeCTBEHHOM $I3bIKe, M 329aCTYIO 3TO JOCTUTAETCS 3a CUeT CIETIEHUS MEeTOIOB.

Yro6bl IPOMJLITIOCTPUPOBATH STOT CTHJIb, IPUMEHHM €r0 Ha ITPAKTUKE U MOKaKeM, KaK
OH BJTUSIET Ha KOJI, HEOOXOAUMBIH JIJIs MOATOTOBKY cymiHOCTH. B muctunre 6.3 mokazan
KJacc Account, aJlallTUPOBAHHBIN /7S TIpe/locTaBieHnd Tekydero nnrepdeiica. Kon-
CTPYKTOP OCTAJICS MPEKHUM, HO 06paTUTe BHUMAHUE Ha METO/IbI LISt JIOTIOJHUTEIbHBIX
moJielt — KPeUTHOTO JINMUTA U Pe3epPBHOTO cyeTa. ITU METOBI BO3BPAIIAIOT CCHLIKY
Ha U3MEHEHHDIH 9K3eMIIISIP caMoTo 00hekTa. B AccountService.openAccount BUIHO,
KaK 9TO MO3BOJISIET KIMEHTCKOMY KOJIY BBI3BIBATH METOIBI O TEMOYKe, OIarofapst 4eMy
KOJI MOKHO YHTATh MOYTH KaK OOBIYHBII TEKCT.

JinctuHr 6.3. Knacc Account ¢ TeKy4uM nHTepdencom

public class Account {
private final AccountNumber number;
private final LegalPerson owner;
private Percentage interest;
private Money creditLimit;
private AccountNumber fallbackAccount;

public Account(AccountNumber number,
LegalPerson owner,

! Ecuu y Bac ectb 20 TapaMeTpoB, HEKOTOPbIE U3 HUX, BEPOSITHO, MOKHO OOBEUHUTD B KAKYIO-TO

HENIOCTHYTO KoHIenuio. Hanpumep, 1eHeKHYIO CyMMY 1 BalIOTy MOKHO IOMECTUTD B OOBEKT
Money. CM. o6¢cy K IeHNe TEeJTOCTHBIX KOHIIENIIUI B T1aBe 3.
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Percentage interest) { 3nech 663 U3MeHEHNTH

}

public Account withCreditLimit(Money creditLimit) {
this.creditLimit = creditLimit;

MeToap! with* return this;

BO3BpaLLAKT CCbUTKY ¥

Ha cam 06bekT, . .
4To No3BoNgeT public Account withFallbackAccount(AccountNumber fallbackAccount) {
this.fallbackAccount = fallbackAccount;
X CuennATb .
—>» return this;
}
}
class AccountService { ;
void openAccount() { HoBbiii 06bekT
Account account = new Account(number, CKpPeANTHBIM TMMUTOM
accountowner, 1 pe3epBHbIM CYETOM
interest)

.withCreditLimit(limit)
.withFallbackAccount(fallbackAccount);

[Tpu ncnob30BaHNY TEKyYNX WHTEP(DENCOB KO/, HECCOMHEHHO, BBITJIS/IUT HE TaK, KaK
MBI TIPUBBIKJIN: €70 yi00Hee unTaTh. HO y 9TOrO CTHIIST €CTh CBOM HeoCTaTKU. BaxkHee
BCETO TO, YTO OH HAPYIIAET OJIHY U3 PA3HOBUIHOCTEH MTPUHITUIIA PA3/IeIeHUST KOMAHTHBIX
sanpocos (command-query separation, CQS), coriacHo KOTOPOMY METO| I0JIKEeH OBITh
60 KoMaH10i, 1160 3ampocom’. OBBIYHO €ro HHTEPIPETUPYIOT TaK: KOMaH/Ia TOJKHA
U3MEHITh COCTOSIHUE, HITYEro He BO3BPAIIas, a 3aIPOC J0JI’KeH BO3BPAIIaTh OTBET, HUYETO
He uaMeHss. B mpuMepe tekyuero mHTepdeiica METOIB with* MEHSIOT COCTOSTHIIE, HO
He UCIIOJIb3YIOT Void B KauecTBe BO3BPAIIAEMOTO TUIIA. JDTO, BO3MOKHO, He CAMO€E CEPbe3-
HOE HAPYIIIeHe, HO €ro OIpe/eJIEHHO He CTOUT UTHOPUPOBATb.

Tekyuue unrepdeiicbl XOPOITH B CUTYAIUSIX, KOTJA BbI XOTUTE KOHKPETU3UPOBATDH
00BEKT BO BPEMSI €r0 CO3/IaHISI, AT 3a aroM (CHAYajia KPEJUTHBIN JIMMUT, 3aTEM pe-
3epBHbIi cuer). OIHAKO TTOCIE KaKIOTO Iara 00beKT OJKEH OCTaBaThCS COTJIACOBAH-
HbIM. Tekyunx uHTep(eiicoB Kak TAKOBBIX HEJOCTATOYHO JIJIs TOTO, YTOOBI 00ECTIEUNTh
cobJrroieHne CIOKHBIX orpanudeHuil. CaM 1o cebe aTOT MOAXO0/1 He TOAEePKUBACT
OTPaHWYEHUS, KOTOPBIE OXBATHIBAIOT CPa3y HECKOJbKO CBOWCTB, — HAIIPUMEP, €CIU
y 00beKTa J0JKEH ObITh MO0 KPEAUTHBIN JUMUT, TNOO Pe3epBHBIl cueT, HO He 006a
cpasy. B rakux curyanusax mbl 6yeM UCTIOB30BaTh TeKyune WHTephech B cove-
taunuu ¢ mabiornom «Crpoutenb». Ho cHavama paccMOTPUM, Kak MOTYT BBITJISIETH
CJIOKHBIE OTPAHIYEHUSI.

1 Ora koHuenwms npemaokena B kuure: Meyer B. Object-Oriented Software Construction (Pren-

tice Hall, 1988).
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UMuTaums Tekywmnx uHtepdeiicos

Ecuit y Bac MHOTO CETTEPOB, MOKETE MPUOJU3UTH UX K TEKYUHUM HHTEpdeiicam 1 cieraTh
TaK, 4TOOBI OHM BO3BpaIajn this:

class Person {
private String firstname;

public Person setFirstName(String firstname) {
this.firstname = firstname;
return this;

}

ITO NO3BOJISIET CLEIISATH CETTEPb TaK JKe, KaK 1 IIPH MCI0JIb30BAHNH TeKyuero nurepdeiica.
Y Bac MOKeT MOJyYUTbCST KOJL CJIe/lYIOIero BU/a:

Person p = new Person()
.setFirstName("Deve").setLastName("Loper")
.setProfession("Developer");

C TeXHUYECKOU TOYKU 3PEHUsSI 9TO OUEHb M0X0Ke Ha Tekyuue uHrepdeiicsl. OObeKT
B KAKOM-TO CMBICJIE BBICTYIIAET COOCTBEHHBIM «CTporTeIeM» (110pobHee 06 3TOM 1IabJIoHe
MPOEKTUPOBAHMS — B CJIyIONIeM paszesie). OfHAKO 9TOMY KOy HEJIOCTAET «TEeKyIeCTH» —
€ro He Tak yJA0OHO YUTaTh, & 9TO OJIHA U3 BAKHEHIIUX 1eiel, KOTOPbIe CTABATCS Hepe/]
TEeKy4YuMH nHTepdeiicamu.

6.2.5. CobntoaeHne CNoXKHbIX OrpaHUYEHN B KOaE

C105KHbIE OTpaHNYEHUS, HAKJIAbIBAEMBIE HA CYHIIHOCTH, MOTYT PacIpOCTPAHATHCS CPasy
Ha HECKOJbKO aTpubyToB. Ecomn oput aTpubyT nMeeT ompe/iesieHHoe 3HaYeHne, IPYTroi
KaknM-To 06pa3oM orpanndnBaercs. Vamenenne mepBoro arpubyTa BAUSET HA TO, KaK
OrpaHUYMBaETCsS BTOPOil. TaKoro pojia HeTPUBHAIBHBIE OTPAHIYCHHST 3a4aCTYO TTPUHI-
MaIoT (hOPMY UHBAPUAHMOG WA CBOUCTB, KOTOPBIE JIOJIKHBI OCTABATHCS HCTUHHBIMU HA
MPOTSKEHU M BCETO JKU3HEHHOTO 1UKIa 00bekTa. THBapUaHThl OJKHBI COOTIOAATHCS
¢ MOMEHTA CO3/ITaHUS U B XOJIe BCEX U3MEHEHU cOCTOSHUS 0ObeKTal.

B npumepe ¢ GaHKOBCKMM CYETOM €CTh JIBa HEOOA3ATENbHBIX aTpUOyTa: KPEAUTHBIN
JIUMUT ¥ pe3epBHBIH cuer. OGa OHU MOTYT OBITh YACTHIO CJIOKHOTO OrpaHuueHust. Pac-
CMOTPHM CUTYAIINIO, KOT/Ia y 00beKTa I0JKEH ObITh OJINH U3 9TUX aTpubyTOB, HO He 00a
cpasy (puc. 6.3).

By[[yql/l TIPUJICKHBIM ITPOTPAMMUCTOM, Bbl HUKOT/IAa HE TOJIZKHDI JOIMTYCKAaTh HaAPpYIIIECHUS
MHBApUaHTOB B O6'beKTe. Mpbr IIpearnoYnTacM CO6I/IpaTb BCe€ TaKne MHBApPUAaHTBI B OIIpe-
JIETIEHHOM METO/Ie, KOTOPBIH MOKHO BBI3BATH, €CIH HEOOXOMMMO YOETUTHCSA B TOM, UTO

' Brepsble nHBapuaHThI OblIK ommicansl B kKaure: Meyer B. Object-Oriented Software Construction.
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06BEKT HAXOAUTCS B COTTIACOBAHHOM COCTOSTHUH. B 4acTHOCTH, OH BBI3BIBACTCS B KOHIIE
JI060TO0 TyOIMYHOTO METO/IA TIEPe/l BO3BPAIIEHUEM YITPABJICHUST BHI3BIBAIOIIECH CTOPOHE.
B mctunre 6.4 ecth MeTo/1 checkInvariants, cojepskaiuii atu mpoBepku. OH CJIeIuT 3a
TeM, yTOObI OBLT 3a/1aH JINGO KPEAUTHBII JIMMUT, TMO0 PE3EPBHBIN CYET, HO HE TO U JAPYTOE
O/IHOBPEMEHHO. B ciryuae HEBBITIOJHEHUS 9TOTO yCcIoBUs Validate.validState renepu-
pyer IllegalStateException.

KpeauTHbiin
nmMnT Pe3epBHbI cueT
Q
3
< Cuyet Cuet
_ Mpu nepepacxode
MoXHo B3amp
l dervau 6 donz,
-100% M0 HOpMaAbHO Mpu Euwe
8 onpedereHHoix nepepacxode OAVH cueT
Cmon pamkax CHUMaem
deHbau C...

Y cdema JoAXKeH Obimb 00uH U3 MeXaHU3MOB 3augumbl om nepepackoda, Ho He oda cpasy
GONKeEH p

Puc. 6.3. 3awmTa 6aHKOBCKOr0 cHeTa C UCMOb30BaHNEM KPeaWTHOro MMUTa
WM pe3epBHOro cyeTa

JIncTuHr 6.4. MNMpoBepka CIOXHbIX OrpaHUYEHWii B OTAENbHOM MeToae

import static org.apache.commons.lang3.Validate.validState;

private void checkInvariants()

throws IllegalStateException { < Uckniouenne 06bABNATL He 0653aTeNbHO,

370 CieNaH0 ANA ACHOCTH
validState(fallbackAccount != null A A

~ e At 1o .
creditlimit = null); Pe3epBHblii CYeT unu KpeaUTHbIA NUMUT,

Ho He 06a cpa3y (A — 310 onepatop XOR B Java)

Her ny:x/bl BbI3bIBATDb 9TOT METO/] U3-32 IIPE/IeJIoB Account, Tak Kak, C TOUKH 3PEHUS
BHEITHET0 HaOM0aTesT, 0GBEKTHI ITOTO KIIACCaA BCET/A IOKHBI OBITH COTITACOBAHHBIML
Ho 3auem HaM MeTOI, KOTOPBIi MPOBEPSIET TO, YTO BCEra JA0JKHO ObITh HCTUHHBIM?
OO6paTuTe BHUMaHKME Ha MEJIKYIO JeTajlb B MPEIBIAYIIEM YTBEPKIACHII: HHBAPUAHTHI
BCeT/Ia IOJKHBI COOMONATHCST ¢ TOUKY 3PEHUST UMEHHO BHETITHETO KOJA.

[Tocsie Toro xak MeTO/ BepHeT ylIpaBJjeHue BbI3bIBAIOIIEH CTOPOHE, PACIIONIOKEHHOH
BHE 00bEKTa, BCe MHBAPHAHTHI I0JKHBI ObIThH BBITIOTHEHBL. OHAKO BO BpeMst pabOThI Me-
TOZIa MOTYT OBbITh YYaCTKHU, T/I¢ MHBAPUAHTHI HE BBITOJHSOTCS. Hanpumep, pu mnepexojie
OT KPEAUTHOIO JIMMUTA K PE3ePBHOMY CUETY MOJKET CyI[eCTBOBATb KOPOTKUII IIPOMESKYTOK
BPEMEHH, Ha TIPOTSKEHUH KOTOPOTO KPEANTHBIN JIUMUT Y3Ke y/lajieH, a pe3epBHBIN cUeT
efrfe He 3a71af. ITOT MOMEHT MPOUJLTIOCTPUPOBAH B JHCTHHTE 6.5: Mocse cOpachIBaHUS
creditLimit, Ho mepe yctaHoBKOI fallbackAccount 06BEKT Account He BBITIOJTHSIET CBOU
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WHBapHUaHTbI. I‘IOy ITOCKOJIbKY 06pa60TKa CIIIC HE 3aBepllIcHa, MTHBaAPWAaHTbl HE HapYIIC€HBI.
N METO/Ia BCE €II€ OCTACTCA BOSMOKHOCTDb UCHIPAaBUTh CUTYAIlUIO, IIPEK/IC YEM BEPHYTH
ylpaBJieHne BbISI)IBaIOHIeIL/'I CTOPOHE.

JInctuHr 6.5. MNepexoa OT KpeauTHOro NMMMMUTA K pe3epBHOMY CYETY

Mocne yaaneHua KpeauTHOro numMuTa
CYeT CTAaHOBUTCA BpeMeHHO HecorlacoBaHHbIM

public void changeToFallbackAccount(AccountNumber fallbackAccount) {
this.creditLimit = null;

this.fallbackAccount = fallbackAccount; 4—‘Pe3epBHbIVIC‘IeTyCTaHOBIIEH

} checkInvariants ( ) ; ﬂpogepKa MHBapUAHTOB W UHBAPUAHTDI ONATb BbINONHATCA

nepep Bo3BpaLleHnem
ynpaB/ieHUA BHeLLHeMy Koay

COBET

Ecnn y Bac eCTb CNOXHble OrpaHUYEHMs], Bbi3blBalTe B KOHLE KaXA0ro MeTtona
cobcTBeHHy0 Bepeumio checkInvariants.

Coyeranue MeTo/1a TPOBEPKU KOPPEKTHOCTH C TEKYUYUM MHTEP(hEicOM 1M03BOJISET
cesatb Ko HaMHOro 1poiie. OHAKO B HEKOTOPBIX CUTYAI[UIX 3TOTO HEJOCTATOYHO.
[naBHBIM cpencTBOM B 6opbbe ¢ 9T0ii mpobIeMoil IBasIeTCs MAaOIOH IPOEKTHPOBAHIMSL
«CTpouTteisb», 0 KOTOPOM pPeyb MOMET B CIEAYIONIEM pas/ieie.

6.2.6. CobnoaeHne CNoXHbIX OrpaHNUYeHNI
C nomoupbto wabnoHa «CTtpoutenb»

Bol yke 3Haere, 4TO 17151 CO3MaHUsT 0OBEKTA B COTIIACOBAHHOM COCTOSTHUY JIOCTATOYHO
106aBUTD BCe ero 06s13aTeIbHBIE TOJIST B KOHCTPYKTOP, & He0OsI3aTeIbHbIe MHUITHATI3H-
poBarsb ¢ 1omoltbio cerrepos. Ho eciim orpannyenns pacipocTpaHsioTcsl Ha HECKOJIbKO
HeoOSI3aTeIBHBIX ATPUOYTOB, HTO HE TOMOJKET.

Jasaiire etrie pas 06paTUMCS K TIPUMEDPY, B KOTOPOM Y GAHKOBCKOTO CYETA JI0JKEH ObITh
60 KPEUTHBIN JTMMUT, TMO0 PE3EPBHBII CUET, HO HE TO ¥ APYToe cpasy. Mbl GbI XOTesH
co3/taBaTh OOBEKT MOITAITHO, HO TaK, YTOOBI YAOBIETBOPUTD BCE OTPAHMYEHIS, TIPEXKIE
4eM K HeMy obpartutces apyroit ko, imenHo st 3anuMaetcs mabmoH « Ctpoutenbs .

OcHoBHast wjiest TOro MabIOHA COCTOUT B MHKATICYJISIIIUY CJIOJKHOT TTPOTIEYPhI CO3-
JAHUsT CYIIHOCTH BHYTPH APYroro oobekra — crpoutesiss. Ha puc. 6.4 mokasano, Kak aToT
IO/IXOJT TTO3BOJISIET CKPHITH TIPOU3BOCTBO aBTOMOGHUIISI /10 TEX TIOP, MOKA TOT He Gy/er
nosiHoCThIo ToToB. Kora cbopka 3aBepiaercs, aBTOMOOMIIb CTAHOBUTCS IOCTYITHBIM.

! MsHauanbHO 9TOT WabJIoH ObLI onucaH «6aHIol yeThipex» B coctaBe Jpuxa ['ammbl, Puuapaa

Xenma, Panbda [xoncona u [[xona Bancenzgeca B ux kuure «IlaTtepHbl 00beKTHO-OPHEHTH-
posanHoro npoexkrupoBatust> (CII6.: [Turep, 2020).
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OcHoBHast udest wadAoHa «Cmpoumenb>

1. FoBopum
npousBodumenro, ABmonpousBodumens | 2. Tlpocum 20mobyro Mauiury
Uezo Mbl OM HE20 XOMUM

Hem AodoBozo

cmekAa
C 3uMHel pe3uHoii \

mopamr{oﬁ ) \
Kpbiuel 9
u cadbydpepom < He x8amaem

KoAeca

FomoBas MauiuHa

4 xo4y Mauury

u Bocomu - (& o
UUAUHOPOBOIM | ABnomodune coduparom
dBuzamenem

3a 3aKpbimbimu dBepamu

BaMm He HYxHo Budemb MAWUHY HA NPOMEXYIMOUHBIX SMAanax,
Kozda oHa eute He 3aBepuieHa u He cozaacoBaHa

Puc. 6.4. [MpsiueM HeaoaenaHHyo MalMHY, MOKa OHa He ByaeT roTosa

Bepremcst k npuMepy ¢ 6aHKOBCKKMM CUETOM U IIOCMOTPUM, KaK 9TO BBIIJIAAUT B KOJE.
B smctunre 6.6 mokasan xox kanenta. CHavyasa MbI co3ziaeM 00beKT AccountBuilder,
[IPOJEJIbIBAEM C HUM KOe-KaKie MaHUILYJIuu (IIPOCKUM €ro co3ath BHyTpH cebs GaH-
KOBCKHUI1 CUET) |, YZIOBJETBOPUBIIHUCH PE3YIbTATOM, 3alpaniiBaeM y AccountBuilder
TOTOBBIN CYET.

JIncTuHr 6.6. O6bekT Account C KpeauTHLIM IMMUTOM, CO3AaBaeMbIli ¢ nomolublo AccountBuilder

Co3aem 6aHKOBCKMIi cueT
Bce 06a3aTenbHble aTpubyThl Nepenaiotca

void openAccount() { CTPOUTENIO KaK MOKHO paHbLLe
AccountBuilder accountBuilder =

new AccountBuilder(number,
accountOwner
interest);

? YKa3biBaem fONONHUTeNbHbIe aTpUGYThI
accountBuilder.withCreditLimit(1limit);

3pecb Mbl Mornu 6bl ykazaTb Apyrue
Heo6A3aTenbHble aTpubYTHI,
MOKa 00bEKT ellie He roToB

Account account = accountBuilder.build();

}

MocTpoeHue 3aBepLUeHO, Mbl IPOCUM PACKPBITH pe3ynbTar

Ecurit 661 HaM TIOHAI0OUJICS PE3EPBHBIIL cueT, Mbl ObI BbI3Ba withFallbackAccount
repeJ; 3aBepIieHrueM MOCTPOEHUsI. DTOT MIabJIOH TOKE XOPOIIIO CIIPABJSETCS CO CIOK-
HBIMU cjydasiMu. Bam TpocTo HYKHO MTPOBECTHU JOTOJTHUTEIbHBIE MAHUTTYJISIIUNA CO
CTpouTEIeM, KOH(DUIYPUPYS IPOAYKT IIE€Pe/] BhI30BOM build, 4T0ObI OJYYUTH KOHEUHBII
pesyJbrar. 3j1ech HeT He0OOXOAUMOCTH BO MHOKECTBE KOHCTPYKTOPOB UJIH TIEPETPYIKEH-
HBIX MeTOZ0B. KOz MOKHO cesaTh ele sjeranTHel, cHabauB 0ObeKT AccountBuilder
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TeKy4YrM uHTepdeiicom, 4ToOb MeTo/T withCreditlimit Bo3Bpallal CCHUIKY HA caM
CTPOUTEJIb:

void openAccount_fluent() {
Account account =

new AccountBuilder(number .
( " AccountBuilder ¢ 06s3aTenbHbIMU nonAMM

accountOwner,

interest)
.withCreditLimit(limit) CKOHOUrypupoBaH C KpeAUTHLIM NUMUTOM
.build();

Bbi3biBaet build ana co3panua Account

Camoe ci1okHO0e B 9TOM HabJjioHe [IPOEKTUPOBAHUA — PeaJIU3alUAd CTPOUTEJIA.
VY AccountBuilder goJskHa OBITH BO3MOKHOCTD MaHUIYJIMPOBATDH 06beKToM Account,
Jlake ecJIM TOT He COTJIacoBaH (XOTS UMEHHO 9TOr0 U3HAYATIBHO U CJIEyeT 1/136eraTb).
Ho nmomumTE: CTPONTEIIO HEIB3ST OCTABJIATH ITPOAYKT B HECOTJIACOBAHHOM COCTOSTHUH,
TaK Kak OH OOJIbllIe He CMOYKET pa60TaTI) C HUM U3BHE.

Krnaccuueckoe perrerune aToit HpO6]IeMI)I COCTOUT B pa3MelleHun 060MX KJIacCOB
(Account U ero CTPOUTEJIST) B OJTHOM MOJIYJIE C TTOCTEYIONINM MTPEJ0CTABIEHNEM JIBYX
nHrepdeiicoB Kk Account: o/IluH 6y,r_[eT BUJICH BHEIIHEMY KOJY, a C IPYTUM CMOKET pa60-
TaTh CTPOUTEJb. DTO JIA€T PE3YJIbTAT, HO PAHO WJIU MO3/IHO Bbl YCTAHETE MPO/IEJIBIBATH
BCE 9TU JICHCTBUSI.

B smictunre 6.7 mokaszaHo, Kak PENIATH ATy AUJIEMMY C TIOMOIIbIO BHYTPEHHUX KJIACCOB
Java. Knacc Builder pa3melrieH BHYTpHU Kjacca Account ¥ UMeeT JIOCTYIT K €0 BHYTPEH-
HUM MeXaHn3MaM, He HY’K/[asCh HU B KAKUX ClennasibHbIX MeTo/aX. [lockonbky Builder
SIBJISIETCSI CTATUYECKUM KJIACCOM, OH MOJKET CO3/IaTh HE3AaKOHUYEHHBIN 9K3eMILIISIP Account,
WCIIOJTh3YsI TIPUBATHBIN KOHCTPYKTOP, U pa6OTaTb C HUM, TIOKa BHEITHUI KJIUEHT He BbI-
30BeT MeTo/1 build, 4TOOBI IIOJIY4YUTh rOTOBBII 0OBEKT Account.

JnctuHr 6.7. CtponTenb 6aHKOBCKMX CHETOB, peasn30BaHHbIN B BUAE BHYTPEHHErO Kracca

import static org.apache.commons.lang3.Validate.notNull;
import static org.apache.commons.lang3.Validate.validState;

public class Account {
private final AccountNumber number;
private final LegalPerson owner;
private Percentage interest;
private Money creditlLimit;
private AccountNumber fallbackAccount;

private Account(AccountNumber number,
LegalPerson owner,
Percentage interest) {
this.number = notNull(number);
this.owner = notNull(owner);
this.interest = notNull(interest);

KoHcTpyKTOp NpMBaTHBIIA, TaK Kak OH
He NpefHa3HayeH ANA BbI30Ba CHapyXH
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private void checkInvariants() throws IllegalStateException {
validState(fallbackAccount != null

A creditLimit != null); . .
} Pe3epBHbIil CueT unu KpeauTHBINA
NUMUT, HO He 06a cpasy

public static class Builder {

private Account product; Knacc Builder ana noctpoexua 6aHkoBckoro cyeta

KoHcTpykTop ¢ 0643aTenbHbIMU
aTpubyTamu, CKOToporo
HauMHaeTCA NoCTpoeHme

public Builder(AccountNumber number,
LegalPerson owner,

Percentage interest) {

product = new Account(number, owner, interest);

Metoabi ana nob6aBnequs B 6aHKoBCKMii
YyeT Heo6A3aTeNbHbIX apryMeHToB

public Builder withCreditLimit(Money creditLimit) {

validState(product != null); <

Monaepxka product.creditLimit = creditLimit;
TeKyyero —p return this;

nHTepdeitca | }

public Builder withFallbackAccount(AccountNumber fallbackAccount) {
validState(product != null); <
product.fallbackAccount = fallbackAccount;
—» return this;

}

public Account build() { Mepen Bbinyckom 06bekTa
validState(product != null); |NPOBEPAET, COrNacoBaH i1 ToT
product.checkInvariants();
Account result = product;
product = null; <«

return result;
} Bo3Bpaluaer ccbinKy Ha TONbKO 4To

06beKT CTpOUTENA (AMOYHUUTOXKAETCS,
YT06bI €ro HeNb3A 6biN0 MCNONb30BaTh ABAXK/AbI

C03/1aHHDbIN 1 COrNacoBaHHblit 6aHKOBCKUIA cueT

Jlenast KOHCTPYKTOP Account NPUBATHBIM, MbI FapaHTUPYEM, UTO OAHKOBCKUI cueT
MOXKHO CO3/IaTh TOJIBKO C IIOMOIIBIO KJacca Builder 1 MeToza build. B nporiecce cospa-
HUs 00bEKT Account MOJKeT ObITh HECOTJIACOBAHHBIM, HO 9TO HOPMaJIbHO, TaK KaK JOCTYII
K HEMY MIMeeT TOJIbKO CTPONTENb, KOTOPBIN fesaeT 3To. OHaKO B MOMEHT BO3BpAIIeHMST
GaHKOBCKOTO CYeTa U3 CTPOUTEJISI BCE MHBAPUAHTBI JI0JIKHBI BBITOJTHATHCS.

Korna meton build() Bo3BpataeT Account BbI3bIBAIOIIEN CTOPOHE, CTPOUTEND JI0JIKEH
136aBUTBCSI OT CCHIIKU Ha KOHEUHBII pesy ibrar (Account). DTO JeIaeTcst ISt TOTo, YTOObI
TTOBTOPHBIH BBI30B build He BEpHYJ ellle OIHY CCHIIKY Ha TOT K€ dK3eMTIIIsIp Account.
3asepius paboTy, CTPOUTENIh CAMOYHUYTOXKAETCSA. TeopeTUYecKn ¢ TOUKK 3PeHKst 00b-
€KTHO-OPUEHTUPOBAHHOTO ITPOrPAMMUPOBAHNA KOHIIENIINA BHYTPEHHUX KJIACCOB HEMHOTO
CcTpaHHast, HO B 9TON KOHKPETHON CUTYaIlny OHA OKA3bIBAETCST JIOBOJTLHO MPAKTUYHOM.

COBET

CTpouTenb MOXHO CHATATb MHOrO3TarHbIM KOHCTPYKTOPOM. MMpy BO3BpaLLEHUM
CO3/aHHbIN 06BEKT AOMKEH ObITb COrNIACOBaHHbIM.
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B TakoMm Bujie miporiece mocTpoeHust 3aMeHsieT coO0H BBI30B KOHCTpYKTOpa. Ecau He-
MHOTO TiepedpasnpoBaTh, MOSKHO CKa3aTh, YTO CIOKHYIO POIEAYPY CO3MAHIS 00HEKTa
peasbHO 3aMEHUTHh MHOTO3TAITHBIM TIPOI[ECCOM TTIOCTPOEHMNS, & €CIIHM IPOIIEAYPa IPOCTas,
MOKHO OTPAaHUYUTHCST OJHUM BBI30BOM KOHCTpYKTOpa. O6paTnTe BHUMAaHUE Ha CXOJICTBO
MEKIY CJIOBaMU <KoHcmpyxkmop» (constructor) u «cmpoumeinv> (builder) — B anrmiickom
SI3bIKE OHHM 03HAYAIOT OJTHO ¥ TO JKE.

U306mMnmne KOHCTPYKTOPOB

Teopernyeckn cobmoenne HEKOTOPBIX CJIOKHBIX OTPAHUIEHNI MOKHO 06€ecIIeunTh C 1M0-
MOIIIBIO KOHCTPYKTOPOB. Y Bac MOKET ObITh KOHCTPYKTOP, KOTOPbIi IPUHUMAET B Ka4eCTBE
napamMeTpoB Bce 6e3 MCKIIOYEeHUST anI/I6yTbI, B TOM YMCJIE HEOOS3aTEIbHbIC, M 3aTEM TIPO-
BepsieT Bee orpaHmyenust. Ho 1711 9Toro npuimioch 6bI CMUPUTBCS ¢ TEM, YTO Ballll apry-
MEHTbBI MOTYT ObITh paBHBI NUll Mo Optional.empty(), a AesaTh 9TO HE PEKOMEH/TyeTCsl.
Kaxk BapmaT, MOKHO OBLTO OBI TIPEYCMOTPETH OTAECTBHBII KOHCTPYKTOP TSI KAsKIOTO I0-
IyCTUMOTO coueTanust apryMeHToB. Kiaccy Foo ¢ 06s13aTe/IbHBIMU TIOJISIMU A, B 1 C 1 OTHUM
JIOIIOJIHUTEILHBIM, D, TIOHA[00MINCh OBl 1B KOHCTpPYKTOpa: Foo(A,B,C) u Foo(A,B,C,D).
A B carydae ¢ IBYMS JONOJTHUTEIbHBIMU TIOJISIMU, D U E, KOHCTPYKTOPOB OBIIO ObI YeThIpE:
Foo(A,B,C), Foo(A,B,C,D), Foo(A,B,C,E) 1 Foo(A,B,C,D,E).

BHyTpu Bce 9T KOHCTPYKTOPbI BBI3bIBAJIM Obl OJIMH 1 TOT K€ KO/, YT0ObI n36eKaTh 1y06-
supoBanust. TeM He MeHee KOJUYECTBO KOHCTPYKTOPOB, OCTYIIHBIX CHAPYIKU, MOKET
GBICTPO BBIITH U3-T10JT KOHTPOJIA. [LJist Tpex mapaMeTpoB MoHago00maoch Obl BOCEMb KOH-
CTPYKTOPOB, 1ist cemu — cBbitire 100, a a7 aecssitu — Goapine 1000! Herbsst memath Koz
takuM rpomosakuM. [la6aon «Crpoutesb» obecrnednBaer Ty ke THOKOCTD, HO Aejaer
9TO Ky/la TAKOHUYHEIH.

6.2.7. ®penmBopkn ORM un CNOXHbIE OrpaHNYEHUS]

Nmed nesto ¢ TakMMU CJI0KHBIMU CYIITHOCTSIMU, KaK OIMCAHO paHee (C OrpaHUYeHUsIMY,
OXBaThIBAIOIUMHI PasHble aTPUOYTHI), BbI JOJLKHBI 1103a00TUTHCS 00 UX CBsI3H ¢ (Gasoil
nauubix. Takue dpeiimopkn ORM, kax JPA u Hibernate, mo3BoJisitor oTo6paskars 10-
MeHHbIe 0ObeKTbI HerocpeacTBeHHo Ha B/I.

Ecom Bamra npeamernas o6aacts HeGobiast U K 6ase JaHHBIX 0OPAIaeTest TOJIbKO
OJTHO TIPUJIO;KEHUE, KOTOPOE BbBI TIOJHOCTHIO KOHTPOJUPYeTe, MOKeTe cuuTath b/l yacTeio
cBOEH I0BepeHHoit obacTu. B TakoM ciryyae MOKHO UCXOAUTH U3 TOIO, YTO COAEPIKUMOE
6a3bl IAHHBIX COMVIACOBAHO C BAIIMMU OM3HEC-TIPABIJIAME M €10 MOKHO HE3011aCHO 3arpy-
JKaTh B IPUJIOKEHNE 6€3 TPOBEPKH KOPPEKTHOCTH. ITO MO3BOJISIET CIEIATH KO/ TIPOCTHIM,
HO TIPH 9TOM BbI IOJIKHBI 00€CIIEUUTh JKECTKII KOHTPOJIb 32 CBOUMME JaHHBIMHU,

Ecaiu npenmernast obsracth 6ojiee 00MUPHAS WU BBl HE MOJKETE TapaHTUPOBATD,
4TO KTO-TO APYroii He 0OpaTuTCs K Oase JaHHbIX, peKOMeHaIyeM cunTtath B/l oTaenpHoil
CHCTEMON W MIPOBEPSTH €€ COAEPRUMOe Ipu 3arpyske. Ecam Bbl HanpsiMyio orobpaska-
ere cBou goMennble cymunocty Ha B/l ¢ ucnoabszosannem ORM, MoryT BO3HUKHYTD
omnpejieJIeHHbIe HIOAHCHI. JTO BBITIOJTHUMO, HO COBETYyeM TTOUYUTATh O (hpeiiMBOpKax
XpaHeHUs JTaHHBIX.
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Ecym BB pa60TaeTe CO CJIOKHBIMU OIPAaHUYEHUSIMU, TO II0CJIE 3arPY3KU COAEPKUMOTO
B/ neo6xoxumo y6ea1/m)c;1 B BBITIOJIHEHUY MHBAPUAHTOB. VIMEHHO /17151 TOTO TIPEyCMO-
Tpen MeTogl checkInvariants. [locTtaTouno 1103a00TUTHC O TOM, YTOOBI OH BBI3bIBAJICS
IIpU 3arpyskKe. ITO MOYKHO CJleJIaTh C ITIOMOIIbIO aHHOTAIIUN @PostLoad, KaK IMOKa3aHO
B iucrunre 6.8. Ona paboraer xak B JPA, tak u 8 Hibernate.

JINCTUHr 6.8. MHTerpaumns NpoBEpKM MHBapWaHTOB C dpeiiMBopkoM ORM

BbinonHAeTca nocne 3arpysku
@PostLoad copiepXumoro 6azbl JaHHbIX
private void checkInvariants() throws IllegalStateException {
Validate.isTrue(fallbackAccount != null

A creditLimit != null);
reham ull); Pe3epBHbIN CYeT UM KpeAUTHBINA NUMUT,
HO He 06a cpa3y (A — 3o onepatop XOR B Java)

-

6.2.8. B Kakux cny4dasax ucnosnb30BaTb TOT
WU NHOW METOZA CO3AaHus

B aTom pasjesie MbI IOKa3aJ TPU Crocoba CO3/IaHusI CYIIHOCTEN B COTIACOBAHHOM CO-
CTOSTHUM: KOHCTPYKTOP € 00s13aTe/IbHBIMK aTPUOyTaMu, TeKyunil maTepdeiic u mabdioH
«Crpowurenby. Bee Tpu MMEOT OOIIYIO 11€JIb: FAPAHTUPOBATh COTJIACOBAHHOCTH 0OBEKTA
MOCJIE €TO CO3/IaHK 3a CUET OTKa3a 0T HeGE30MaCHOTO KOHCTPYKTOPA, KOTOPBIH He TIPH-
HUMAaeT apTyMEHTOB.

[Ta6m0on «CTpouTesb» MO3BOJsIET PasOUTh MPOLEAYPY CO3JAHUST HA MHOKECTBO
BBI3OBOB, OJTHAKO MbI PEKOMEH/IYEM C/IeJaTh KU3HEHHbII UK 00beKTa CTPOUTEJIS
KaK MOKHO KOpOYe — 3TO I'JITaBHOE OTPaHMYEeHUE BCEX TPEX MoAXoaoB. UTo cTout Ha
[IPAKTHKE 32 CJIOBAME «KaK MOKHO KOPOU€», 3aBUCUT OT CUTYALHH, HO B BeO-CHCTeMAX
COBETYEM 3aBeplIaTh CO3/IAHNE B TOM JKe 3a1TPOCe WJIH 110 BO3BPAIEHNN OTBETA KJIUEHTY.
Ecau nporniesiypa co3manusi HACTOJIBKO CJIOKHAS, UTO € KJIUEHTOM HYKHO B3aUMOJIEN -
CTBOBATh HECKOJILKO Pa3, JIyullle BBECTU OT/I€JIbHOEe MHUINAJIN3AINOHHOE COCTOSTHUE
BHYTPH CYITHOCTH.

[Tocsie co3lalmst COTIACOBAHHON CYIHOCTH HEOOXOAUMO 06ECTIeUnTh, YTOOBI €€ CO-
CTOSTHUE He U3MeHsI0Ch, Hestb3st IOy CTUTh HapyIIeHUST ee [eJIOCTHOCTH, MHaue ee Oe3-
OITACHOCTH OY/IET 3aBUCETH OT BBI3BIBAIOIIETO KOJIA.

6.3. LlenocTtHoCTb cywHoCTEN

CymurHocT, co3laHHble B COOTBETCTBUM CO BCeMU OU3HEC-TIPABUIIAMHU, — 3TO XOPOIIIO.
Ho Gyner ete Jryutiie, ecid OHY TIPOJOJIKAT cOOIOAATH 9TH TipaBuia. OHO 13 penmy-
IIECTB TIPOEKTUPOBAHUSI CYITHOCTEN B BUIe 00BEKTOB COCTOUT B TOM, YTO BCIO BAXKHYTO
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6U3HEC-JIOTHKY MOKHO WHKATICYJTUPOBATh PSIIOM ¢ aHHbIMU. Ha atom arare cienyer
[IPOCJIE/IUTD 32 TeM, YTOOBI ATH JIAHHBIE HE YTEKaIH K BAITMM KJIMEHTAM ¥ YTOOBI KJIHEH-
THI HE MOTJIN UX U3MEHATH B 00X0/1 GU3HEC-TTPABIIL. DTO TO, UTO CIEIUATUCTBI B 00JaCTU
nHGOPMAITMOHHON 6e301IaCHOCTH HA3BIBAIOT 3AIUTON yeaocmuocmu WHPOPMATIUU.

Ecjit jaHHbIe CYIHOCTH MOKHO U3MEHSITh Ge3 KOHTPOJIS C ee CTOPOHbI, Oy/IbTe yBe-
PEHBI B TOM, UTO PAHO WJIH MTO3/[HO MTPOU30UIET OMMUOKA UJIH TeJICHATIPABICHHAST aTaKa,
B pe3yJibTaTe KOTOPOil laHHble OY/IyT H3MEHEHbI B HapyllleHHe IpaBuil. B TakoM cirydae
TT0XAsT TIETOCTHOCTD CYITHOCTEN CTAaHOBUTCS yTPpo3oit GezomacrocTn. OCHOBHOM MPHEM,
06€eCTIeYBAIOTIN TIETOCTHOCTD CYITHOCTEMN, COCTOUT B TOM, YTOOBI HUKOT/IA He JeTaTh
HU3MEHSEeMOE COCTOSIHUE JIOCTYIIHBIM CHAPYKU.

OBPATUTE BHUMAHMUE
Ecnv faTh KIMEHTY AOCTYN K YEMY-TO, YTO MOXHO U3MEHWTb, Y HEro 6yaeT Bo3-

MOYXHOCTb MOAMGULIMPOBATb CYLLHOCTb B 06X0Z MPeayCMOTPEHHbIX B HEN orpa-
HUYEHMIA. ITOrO HYXHO M3beraTb.

B atom pa3aesie Mbl XOTHUM ITOAETNUTHCA HECKOJBKUMU IIJIOXUMU apPXUTEKTYPHbIMU
peaieHnsAMM, KOTOPbIE HE 3alllUIIAlOT I[IEJTOCTHOCTDb CYHIHOCTGI?I, 1 II0OKa3aTb, KaK MOYKHO
C 9TUM 60pOTI)C}1. PaCCMOTpI/IM HECKOJIbKO CJIy4a€B: I10JId C TETTEPaMU U CETTEpaMU, U3~
MeHgeMble 00BEKThI 1 KOJIJICKITUH.

6.3.1. [leTTepbl n ceTTepsl

BosbnHeTBO paspaboTUMKOB COTIACUINCH ObI ¢ T€M, YTO U3MEHsIeMoe MyOInyHoe
10JIe C IAHHBIME — 3TO IJI0Xast ujest, 00CysKIeHIe KOTOPOU SIBJISIETCS 4y Th JiK He Taly.
Ho, k HatieMy yAUBJIECHUIO, MHOTHE Pa3padOTUMKHU MPEAOCTABIISIIOT CBOOOHDII TOCTYI
K CBOMM IOJISIM 32 CYET HUYEM He OTPAHUYEHHBIX TeTTePOB U CeTTepoB. Bo3MoKHO,
€ 9CTETUYECKON TOUKY 3PEHUS TAKOH TTOAX0/] KaKeTCst OoJiee 9JIeTaHTHBIM, HO B TIJTaHE
6e30MacHOCTH OH HUYYTh He Jryutie. [IocMOTpYM, 4eM YpeBaTo UCTIOJIb30BAHIE FETTEPOB
1 CETTEPOB.

B nucrunre 6.9 arpulyT paid, mpuHAAIEKAINT 3aKa3y, IMEET BUJI TPUBATHOTO MOJIS.
Ho nM MOXKHO MaHUTIYTUPOBATH CHAPYIKH TaK, KaK €CJIi OBl OHO He GBIJIO 3alUIIEHHBIM,
MIOCKOJIbKY Y HEro eCTb HeOTpaHWYeHHbIe CeTTep U reTTep.

JInctuHr 6.9. Ecniv y nons ¢ AaHHbIMK eCTb CETTEP, OHO Ha CaMOM Jefie He 3aLlMLLEHO

class Order {
private CustomerID custid;
private List<OrderLine> orderitems;

private Addr billingaddr;
private Addr shippingaddr; 32174:)11::‘::;e::nu0c7 na private
private boolean paid; P ynap

private boolean shipped;
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public void setPaid(boolean paid) { | /aHHble MOXHO U3MEHSTS

this.paid = paid; MpoU3BO/bHO Yepe3 ceTTep
}

public boolean getPaid() {return paid; }
}

HeBo3MmoxHo, 3T0r0 He AONYCTUT KOMNUNATOP

Order order = ... 5 6
order.paid = true; ecnpo neMHoeHeﬁorpanuqeuuoeusmeneuue,
order.setPaid(true); KaK 1 B clyyae ¢ ny6anyHbIM nonem

JlaBaiiTe HEeMHOIO Hopa60TaeM HaJI 9TUM KOJ0M. Mbl XOTUM 3alIUTHUTD I10JIe paid OT
[IPOM3BOJILHBIX U3MeHeHU . [lelicTBUTEIbHO XOPOIIUM IIEPBBIM IHATOM ObLIO CIEIaTh ero
MPUBATHBIM, KaK I0Jie JaHHBIX boolean paid B kiacce Order. Ho 3aiura camoro mosg
He TTOMOJKET, eCJIN JJAHHbIE IOCTYITHBI JIJIsI TPOU3BOJIbHBIX MOAMMUKAIINI Yepe3 ceTTep.
WNuorma B cetTepax n reTTepax MpeaycMOTpeHa crelnraibHas JOTHKA, KOTOpast TO3BOJISIET
YJIYUYIINTH 6E30MIACHOCTD 3a CYET MHKAICYJIAINN moBegenns. Ho 3auacTyio OHM OTKPbI-
BalOT HEOTPAHWYEHHBI JOCTYTI K MTOJISIM JIAHHBIX.

OCTOPOXHO

3alWMLLAaTh NossA AaHHLIX C MOMOLLbIO MOAMdUKATOpa private U NpeaocTaBnsaTb
CeTTepbl — 3TO BCE PaBHO YTO KYMUTb [AOPOryt0 GPOHMPOBAHHYIO ABEPL U OCTa-
BUTb KJ/TIOY B 3aMKe.

Kakue acrniekTbl moBeieHust UMEEeT CMBIC MHKATICYIMpoBaTh? BepHemcs k mosrio paid.
Ctount 711 MO3BOJISATH HEOTPaHNYEHHOE N3MeHeHNe ero 3Hauenns? HaBepHoe, HeT. B aToM
cjiydae OHO MOJYKET M3MEHATHCA TOJIBKO ¢ false Ha true U TOJIBKO IIOCJIE TTOJNYUYEHUS
miatel. Het Takoro 6H3Hec-cueHapI/I${, B KOTOPOM IIPOUCXO/UTIO OBl IIPOTUBOIIOJIOKHOE
U3MeHeHue.

YT00BI CAETATD 3TO APXUTEKTYPHOE pelieHne 6outee Ge30MaACHBIM, MOKEM OrpaHUYUTh
TO, Kak U3MeHAI0TCA Aanuble. OueBUHBINA CI1OCOO JJOCTUYD TOTO 3aKII0YAETCS B UC-
[10JIb30BAaHUU BMeCTO setPaid MeTo/1a, IIpe/lHa3HaYeHHOTO CIIeI[1aJIbHO /IJId TOTO, 4TOOBI
TMMOMETUTD 3aKa3 KaK OTlJIaueHHbI:
class Order {

private boolean paid = false;
private boolean shipped;

M3HauanbHo 3aKa3bl He onylayeHbl

public void markPaid() { this.paid = true; }

public boolean isPaid() { return paid; } ApubyT paid moxer usmeHATb (A

TONbKO B OAHOM HanpasneHn —
cfalse Ha true

Termepb Mbl MOKEM OBITH YBEPEHBI B TOM, 4TO aTpUOYT paid OyaeT U3MEHATHCS HC-
KJIOUMTEBHO B COOTBETCTBUH ¢ OusHec-mpaBuiamMu. HeoOX0anMo OTMETHTb, YTO MHKAII-
CYJISITIUST COCTOUT B O0BETMHEHNH JAHHBIX ¥ MTPABUJ/UHTEPIIPETAIINH, KOTOPHIE K HITM
OTHOCATCS, @ He TOJIBKO B 3aIIpeTe MPSIMOTO JI0CTyIa K TIOJIIO.
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6.3.2. OTKas oT pa3aeneHus
N3MEHSeMbIX 0OBbEKTOB

CyLIHOCTh JOMIKHA KaKMM-TO 00pasoM pasieissTh CBOU AaHHble ¢ OKpy:keHueM. CyIi-
HOCTU Order B JtucTUHTEe 6.9 PAHO WM MTO3/ITHO TIPUIETCS MTPEJAOCTABUTD AJIPEC OTIIPABKHU.
Besonacuee Bcero aTo MOJKHO c/leIaTh pas/ieJieHreM JOMEHHBIX TPUMUTUBOB, TAK KaK OHU
HensMeHsieMbie (3T0 00BSICHSIJIOCH B TJIaBe 5).

Pasnesienne 06beKTa, KOTOPBI MOKHO U3MEHUTD, HECET B cebe PUCK TOTO, YTO CChLII-
Ka Ha Hero Oy/IeT UCIIOIb30BAHA [IJIsI U3MEHEHMSI COCTOSIHISL, KOTOPOE OH MPE/ICTABJISIET.
B smctutre 6.10 aTprbyT Person. name MpeACTaBICH HEU3MEHSIEMO CTPOKOH, a aTprOyT
Person.title mMeeT B/l U3MEHIEMOTO T0Jis THIA StringBuffer. HecMoTps Ha TO UTO
JUUIST TOCTYTIA K HUM TIPUMEHSIETCS TTOXO0KUN KOJl, MEK/y HUMU ecTh (hyHIaMeHTaTbHOe
passurie. [1pu ncnosib3oBaHIK HeM3MeHsIeMOT0 aTpubyTa name 0OBEKT Person COXpaHsIeT
CBOIO 11e10CTHOCTh. OJHAKO M3MeHsIeMblil arpulyT title MO3BOSET CIyYaiiHO H3MEHUTD
MpeJICTaBJIeHNE, C TIOMOIIbIO KOTOPOTO Person XpaHUT CBOE COCTOSHUE. DTO HApYyIIaeT
L[EJIOCTHOCTh 00BbeKTa Person.

JinctuHr 6.10. Knacc Person pasgensieT ABa 06bekTa: 0fiMH HEN3MEHSIEMbIN,
a [pyrovi M3MeHsIeMbIN

class Person {
private String name;
private StringBuffer title;

String name() {

return name;
} Bo3Bpaluaer ckonupoBaHHyio CCbINKY
Ha TOT XKe Hel3MeHsAeMblil 00beKT

Bo3Bpaluaet ckonupoBaHHYI0 CCbINKY
Ha TOT XXe U3MeHAEeMblIil 00beKT

StringBuffer title() { 4——w

return title;
b

}

String personalizedLetter(Person p) {
String greeting =
p.name()
.concat(", we'd like to make you an offer");
String salute =
p.title()
.append(", we'd like to make you an offer")
.toString();

Wcnonb3yet HeusmeHsemoe
none name AnA C034aHuA
HOBOT0 06beKTa

Moguduumpyet usmensemoe none title

VIMeHHO 110 IPUYUHE TOTO, YTO B TOJISIX JaHHBIX MOTYT OBITH MOAM(DUIIUPOBAHDI
u3MeHsieMble 00BEKTHI, PEKOMEH/IYEM HCII0Jb30BATh BMECTO HIX HEM3MEHSIEMbIE J[0-
MEeHHBIe TPUMUTHUBBI — He TOJIBKO /7SI TTOJIel, HO U JIJIsT apTyMEHTOB M BO3BpallaeMbIX
THUIIOB.
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OCTOPOXHO

WHorga roBopsT, 4uTo B Java 06bekTbl nepeaarTcs MO CCblIKe. ITO He Tak.
B Java Bce nepeaaeTcsi N0 3Ha4YeHWUO, MPOCTO 3HAYEHNE MOXKET ObITb HE TOSIbKO
aneMeHTapHbIM TUMNoM (boolean, int v T. n.), HO U CCbINKOW Ha 06beKT. Mpw Bbl-
30Be METO/ NOJTyYaeT KOMUIO CCbITKN Ha TOT e 06bekT. OTO BaXHOe oTnmume!
Bbl He MOXXETE N3MEHWTb BHELLHIOI CCbISIKY BHYTPU METOAA — €€ MOXHO TOJlb-
KO CKONMpoBaTb. TeM He MeHee 3Ta CCbl/Ika NO3BONSET U3MEHUTb 06bEKT, Ha
KOTOPbI yKa3blBaeT.

Mnoxas pa6orta c natamu

Vcriosb3oBanue npu MpOeKTUPOBAHIU U3MEHSIEMBIX 00bEKTOB, KOTOPBIE HE J0JIKHbI ObITh
TAKOBBIMH, MOKET [IOKA3aThCsI OUEBUHOI OMIMOKOIA, HO €€ 0Ty CKAIOT asKe CaMble YMHbIE
npoexruposiiuku API. Tlepsast Bepcust craniapTHON GUOINOTEKU Java colepKaia Kiaace
Date C CepbE3HBIM aPXUTEKTYPHBIM n3bsiHOM!. OH HMPECTABIIST KOHKPETHYIO /IaTy, TAKYIO
Kak 28 stBapst 1972 rona, 08:24 UTC. K coxkaseHuto, oH OblI U3MEHSIEMbIM: €CJIU Y Bac ObLIa
CCBIJIKA HA TaKO# 00EKT, BbI MOTJIU €I0 MOAU(DUIIUPOBATH C OMOIIBIO TAKUX CETTEPOB, KaK
setHour, setYear i T. /. ITO co31aBasio GoJbIIe TPOOIEMBI ISt TIOOBIX CYIIHOCTET, KOTO-
pbI€ HCIIOJIb30BAJIN ATy B KAYeCTBE OJIHOTO U3 CBOUX aTPUOYTOB. BbIIO MOMyIeHno MHOTO
ommnbOoK, B X0/ie KOTOPHIX 0OBEKT Date BO3BPAIIAJICS U3 CYHNIHOCTH U 3aT€M MOAUMUITIPO-
Basicsi cHapysku. HekoTopble 13 HUX [TPUBEJIH K MOSIBJIEHIIO YSI3BUMOCTEN.

ITO 0YEBUAHBIA aPXUTEKTYPHBIN U3bSH B KJaacce java.util.Date. /laTa mosskHa ObITh
00bEKTOM-3HAYEeHHEM, 3 O0BEKTHI-3HAYEHUST HE JIOJKHBI UBMEHSITHCSI, MHAYE B HUX HET
HUKAKOTO cMbIcsa. Mbl Be/lb He TOBOPUM: «IDTO CETO/HANIHSASA [1aTa, TOJbKO U3MEHEeH-
Has Ha 3aBTpalrHion>. CeroaHs — ofuH leHb, 3aBTpa — Apyroii?. K coxanenuio, kiacc
java.util.Date ObLI CIIPOEKTUPOBAH M3MEHIEMbIM, 1, HECMOTPS Ha TO YTO MHOTHE €T0
METO/IbI Y3Ke BbIBEJICHbI U3 UCIIOJIb30BAHUS, CeTTep setTime OCTAETCS AKTYaJIbHBIM.

Eciin KopoTKo, TO MBI HE PEKOMEH/TyeM HCI0JIb30BaTh java.util.Date. BmMecTo Hero Jyurie
[PUMEHSITh TAKYI0 COBPEMEHHYIO OMOINOTEKY, KaK [IAKeT java.time®,

Ecsmi ipu HanvcaHWM KOfia BBI 10 KaKOU-TO IPUYNHE BBIHYK/ICHBI pabOTaTh ¢ M3Me-
HAEMBIM 00BEKTOM, MOJKETE BOCTIONH30BATHCST OTHIM TTPUEMOM: TTEPel TEM KaK BEPHYTh
13 METO/Ia CCHITKY HA MHKATICYJTMPOBAHHBIN 00BEKT, KIOHUpPYiiTe ero. TakuM o6pasom
Balll UI3MEHAEMBIH 00BEKT He OyaeT MOAUMUITNPOBAH KeM-TO ApyruM. Eciu BHenTHMII
KOJI BOCTIOJIB3YETCSA CCBIIKON, KOTOPYIO BbI BEPHYJIM, OH U3MEHUT TOJBKO KOMUIO 00D-
eKTa, Ho He opuruHai. B muctunre 6.11 nmokasano, Kak aTOT IpUeM MOKHO IIPUMEHUTD

K java.util.Date.

1

2

3

Cwm.: http://web.mit.edu/java_v1.0.2/www/javadoc/java.util. Date.html.

Anmosus na neciio I Morgon Ar En Annan Dag Huxnaca Ctpémcreara (1992).

Cwm.: https://docs.oracle.com/javase/tutorial /datetime/index.html.
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JlucTuHr 6.11. Knacc Person, KOTopbIii BO3BpaLLaeT konuto birthdate

class Person {

private Date birthdate;

Date birthdate() { Bo3Bpalliaem Konuio
return birthdate.clone(); patt
)

B GosbiinHeTBe ciydaeB n30eKaTh pasjieieHnus U3MEHSIEMbIX 00bEKTOB He TaK YK
CJTOKHO, TIOCKOJIbKY MHOTHE COBPEMEHHbIE GUOIMOTEKY TPEAOCTABAAIOT XOPOIIHNE He-
nsMensieMbre Kaacchl. OHAKO €CTh OIHO MCKJIIOYEHNE, KOTOPOE 3a49aCTyI0 BBI3bIBAET
po6aeMbl, — KOJIJIEKIIUM.

6.3.3. ObecneyeHue LenoCTHOCTU KOMNEeKLUM

Jlazke ecyin KJ1ace XOPOIIO CIIPOEKTUPOBAH U He JIOMYCKAET YTeUKU M3MEHSIEMbIX 00bEKTOB,
CYIIECTBYET O/[Ha POGIeMHasT 00JIACTD — KOJIIEKIUH, TAKUE KaK CITMCKH M MHOJKECTBA.
Hanpumep, 06beKT Order B KHIZKHOM HHTEPHET-MarasiHe MOKET COJEP/KaTh CIICOK T10-
3UIMH 3aKa3a, KAKIBIN 2JIeMEHT KOTOPOTO OMMCHIBAET KYTIJIEHHYIO KHUTY M KOJIMYEeCTBO ee
9K3EMTILISIPOB. DTOT CITUCOK XPAHUTCS B BUJIE TIOJISI TAHHBIX List<OrderLine> orderItems.
Y Takux KOJIEKIUH eCTh HECKOTBKO HIOAHCOB, Ha KOTOPHIX MBI ObI XOTEJIN aKIIeHTHPOBATH
Ballle BHUMaHUe.

[l Havasa aTOT CIMCOK ABHO HE CTOUT JleJIaTh JIOCTYIHLIM cHapyxku. Ecau nose
orderItems Gy/jeT MyGIMYHBIM, KTO YTOAHO CMOKET TIOACTABUTH B HETO CBOil CITMCOK.
Henb3s Takxke MCOIb30BaTh CeTTEPhbl Bpojie void setOrderItems(List<OrderLine>
orderItems), KOTOpPbIE JEJAIOT TO JKe caMoe. BMecTo Toro 4roObl 3KCIOPTUPOBATH KOJI-
JIEKTIUIO HAPYIKY, TIO3BOJISISE KJIMEHTaM PaboTaTh CO CIIMCKOM, BaM HEOOXOIUMO HHKATICY-
JILPOBATDH TO, UTO IIPOUCXOLUT 6HYMPU CYLIHOCTU.

Hanpumep, 1ist 106aBJIeHNs 9IEMEHTOB B CITUCOK Y BAC JOJKEH OBITH METOA void
addorderItem(OrderLine orderItem). Eciii Hy/KHO y3HATH 00Iiee KOJUYECTBO TOBAPOB
B 3aKase, He CTOWT BO3BPAIllaTh KIUEHTY CIMCOK, YTOOBI OH CaM BBIYUCJIUI CYyMMY, — BbI-
YUCJIEHUs HY’KHO BBITIOJIHUTH BHYTPU MeTofia nrItems (). OOpasHO roBopsi, CyIIHOCTh
MOJIKHA TIPUTATHBATE K cebe (hyHKIIMOHATIBHOCTD U TOTJIONATh B ceOs1 BHIUMCIEHUSI.
ITO O BPEMEHEM CYIIECTBEHHO YIIYUIITUT COTIACOBAHHOCTH OM3HEC-TIPABUI U I[€JIOCT-
HOCTH JIaHHBIX. BO3MOKHO, BaM BOOOIIE He HYKHO GY/IET OTKPBIBATE OCTYII K CITHCKY,
TaK Kak BCe ollepalliyl C HUM Tellepb HaXOAATCS BHYTPU CYIITHOCTU.

Ecnu BHenneMy Koty A€iiCTBUTENHHO HEOOXOAUMO PaboTaTh CO CIIMCKOM 3aKa3aHHBIX
TOBApOB, 5TOT CIUCOK HYXHO KaK-TO IIPEJOCTaBUTb — HAIIPUMEDP, C [IOMOLILIO METO/A
List<OrderItem> orderItems(). Ho aTo Bo3BpaliaeT HaC K ysKe 3HAKOMOU mpobieme.
Crucok npezicTaBisieT cob6oil U3MeHsIeMbIi 00BEKT, 1 HUUTO HE MEIIAET KJIUEHTY T10JTy-
YUTh HA HETO CCHIJIKY M M3BMEHUTD €TO COAEPKUMOE, 0OaBUB HOBbIE TOBAPDI MU Y/IAJIUB
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y:ke uMetonecs. B suctunre 6.12 nmokazan metoj void addFreeShipping(Order), KoTO-
PBIii paboTaer co CIIMCKOM 3aKa3aHHbIX TOBAPOB HANPSAMYIO.

Jinctuir 6.12. HapyleHue uenocTHocTn npy paboTe co CnCKOM CHapyXw

void addFreeShipping(Order order) {
if(order.value().greaterThan(FREE_SHIPPING_LIMIT) {
List<OrderLine> orderlines = order.orderItems();
orderlines.add( <

new OrderLine(SHIPPING_VOUCHER, 1));

Hanpamyio go6aenset anemeHt
B CNUCoK 6e3 cornacus o6bekra Order

B aTom npumepe Metos orderItems BO3BpallaeT CCHUIKY Ha CIIMCOK, B KOTOPOM
XpaHATCS 3aKa3aHHble TOBAPbl. KJIIMEHT HAPAMYIO U3MEHSIET CIIUCOK, U 00beKT Order
He MOJKeT ITPOKOHTPOJIMPOBATh U3MeHeHns. Takne cUTyaluu BCTPeyarTCs J0BOJIbHO
YaCcTo, U ITO sIBHAsI IbIPa B GE30MaCHOCTHL.

YT06bI 06€30MACHTD 9TO APXUTEKTYPHOE PEIIeHIe, HY;KHO CJIeIaTh TakK, YTOObI JaH-
HBIE, BO3BPAIaeMble CYNIHOCTHIO, OBLIN HeU3MeHsaeMoi Komuelt. st moseil TanmbIX,
HMMEIOIUX 9JIeMeHTapHbIe TUIIBL, TO HETPYAHO. B mpeblayiieM npumepe MeTo; boolean
isPaid() Bo3Bpalai Komuio OyJieBa 3HAYEHNUST, XPAHUBIIIETOCS B TIoJie. [IpruHUMAOIast
CTOPOHA MOJKET JIEJIATh ¢ HUM BCE UTO YTOHO, HUKAK He Biusist Ha Order. UTOOBI 3a1iu-
TUTB List<OrderItem> orderItems (), Hy;KHO M03a00TUTHCS O TOM, YTOOBI BO3BPAIIAEMYTO
KOTINIO HEJIb3s1 OBLJIO UCIIOJIB30BaTh JIJIsi BHECEHMS M3MEHEHUI BO BHYTPEHHUI CITUCOK.
Crucok MOXKHO KJIOHMPOBATh TakK ke, KaK Mbl 9TO JieJlaiu ¢ Date, HO B ciIydae ¢ KOJLIEK-
[USAMY CTOUT BOCIIOJIb30BATHCS CIEIMATBHBIM TPUEMOM Ha OCHOBE MPOKCH-00BEKTA,
JLOCTYITHOI'O TOJIbKO JUJIS1 YTEHUS.

Jliist KITOHUPOBAHUST KOJUIEKITHET BMECTO MeTO/Ia clone 0OBIYHO IPUMEHSTIOT TaK Ha-
3bIBAEMbIE KOMUPYIOIIHE KOHCTPYKTOPBL Y KajKAOTO KJacca B OMOIMOTEKe KOJIIEKITHiT
Java ectb KOHCTPYKTOP, KOTOPBI MPUHUMAET B KauecTBe apryMeHTa APYTYO KOJIJIEKITITO
" cosfaet ee komuio. B uctumre 6.13 mokazano, kak 9To paboTaeT B CIydae ¢ METOJIOM
orderItems, KOTOPBII Bo3BpallaeT KOINIO CIIMCKA 3aKa3aHHbIX TOBApPOB.

JIncTUHr 6.13. Konupyowmin KOHCTPYKTOP AJ1st BO3BPALUEHUS KOMUM CNIMCKA 3aKa3aHHbIX MPOAyKTOB
class Order {
private List<OrderLine> orderitems;
public List<OrderLine> getOrderItems() {
return new ArraylList(orderitems);

) Boi3biBatoLueii CTOpOHe nepepaeTca Konua cnucka

Konnekuusa, XpaHALLaA BHyTpeHHee COCTOAHUEe

Kop, BeI3pIBatomuii orderItems, mMoydaeT KOMUIO KOJUIEKITHH, W BCE N3MEHEHMS
BHOCATCS B Hee, a He B CIIICOK BHYTpU Order. HenocraTok aTOro moaxoza B TOM, UTO BbI-
3BIBAIOTII KOJ[ TIO-TTPEKHEMY MOJKET paboTaTh CO CIIUCKOM U YMATh, 4TO OH MEHSET
COCTOSTHUE. ITO MOKET ITPUBECTH K IPOTPAMMHBIM OMIHOKAM, KOTOPbIE CJIOKHO BBISIBUTD.
Ho, xak y»e ymoMUHAIOCE, /715t PAGOTHI ¢ KOJJIEKIHUSIMU €CTh OJINH WHTEPECHBII TIPHEM.
B cayskebHOM Kitacce Collections COMEPIKUTCS MHOTO TIOJIE3HBIX CTATHUECKUX METO/IOB,
OJINH U3 KOTOPDIX:

static <T> List<T> unmodifiablelList(List<? extends T> list)
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Ero ncrionb3oBanme nponsumocTpupoBaHo B TUCTUHTE 6.14. ITOT MeTO/1 BO3BpaIaeT
IPOKCU-00BEKT, ZOCTYIIHBIN TOJIBKO AJIs YTEHUS U [IPeAHa3HAYeHHBIN /11 pabOThI ¢ OPH-
TMHAJIbHBIM CIIUCKOM. JI106as MOIIBITKA BBI3BATH U3 9TOr0 00bEKTa U3MEHAIONINI METO/
MIPUBEJIET K TeHepaIy NCKII0YeHus UnsupportedOperationExceptiont.

JINCTUHT 6.14. DKCNOPT HEU3MEHSIEMbIX KOMINEKUMI AN 3alUThl BHYTPEHHWX AaHHbIX

Bbi3biBatoLymil Kop nonyyaet HemsmeHAeMblil
class Order { NPOKCU-00bEKT ANA A0CTYNA K BHYTPEHHEMY CMIMCKY
private CustomerID custId;
private List<OrderLine> orderitems; |
public List<OrderLine> orderItems() { |
return new Collections.unmodifiableList(orderitems);

}
}

List<OrderItem> items = order.orderItems(); <

items.add(new OrderItem(SHIPPING_VOUCHER, 1)); 4—\ [1OMbITKa H3MEHMTD CIMCOK
BbI3bIBaeT UCKNIOYEHNe

XoTuM Bac mpejocTepeub: HECMOTPST HA TO UTO CITUCOK HeJb3s MOAUMUITUPOBATH
CHApY’KH, OH He MOXKET CUMTAThCsl HenaMeHsieMbiM. CITCOK orderitems MmMo-mpexHEMY
MOKHO M3MEHATh BHYTPH 00beKTa Order — HampuMep, Mbl MOIJIM Obl 100aBUTh B HETO
HOBBIU 9JIEMEHT. JTOT MTO/IXO/] TIO3BOJISIET 3AMPETUTD KIMEHTaM BHOCUTh U3MEHEHUs, HO
He JIeJIaeT CIICOK HeraMeHsgeMbIM. Kak Obl To HU ObLIO, CKOIIMPOBAB CIICOK TOBAPOB UK
BEPHYB HEM3MeHSIEMbII IIPOKCU-00BEKT, BbI 0OECIIEYIIN 1IeJIOCTHOCTD CIcKa. Ero He-
BO3MO’KHO MOJIU(PUIIMPOBATH CHAPY’KU, CIIYYaHHO UJIM HAMEPEHHO, U UMEHHO 9TOTO MbI
HNOOUBAINCH, KOTA J€JIaJIM I10J1€ JaHHBIX IIPUBATHBIM.

ITUM MBI 3ALIUTUIA COAEPKUMOE CIIUCKA, KOTOPBII COCTOUT U3 CCHLIOK Ha OOBEKTHL.
BHeIHmii Koz He MOKET yIaJuTh CYIIECTBYIONIIE CChLIKM WK J00aBUTh HOBbIE, Teneppb
HE0OX0AUMO YOeIUThCA B TOM, YTO HEBO3MOKHO M3MEHUTH 1 caMi 00beKThI. J[J1s1 9TOro
JIydllie BCEro C/IeJIaTh 3JIEMEHTHI CIIUCKA HEM3MEHSIeMbIMU, KaK OTIMCHIBAJIOCH PaHee
B 9TOM TJIaBe.

Mpo6bnema c U3SMEHSAEMbIMM 3/IEMEHTaMM CNMUCKa

MuTepHeT-Mara3mi METAUIHYECKIX M3/IETUH XPAHIIT [eHY KasK0TO TTPOIAHHOTO TOBAapa
B criucke. CaM 9TOT CIIUCOK HeJb3st ObLio MoauduupoBaTh cHapyxu. Ho ero asemen-
Tbl He ObLiu 3amuiieHbl. KieHnt Mor 106aButh B kKop3uny 100 Kr MeHOTO IPOBOA 110
9 mosmapos 3a 1 kr, cireyst cTanzapTHOl mporeaype. Ho 3aTeM oH MOT TTOMEHSTH TIeHY Ha
0,01 nomnapa sa 1 kr. Iles10CTHOCTD CIIMCKA HE TOMOKET, €CITH He 00ECTIeUUTD HEJTOCTHOCTD
€r0 2JIEMEHTOB.

! Kpaiine HeynauHOe TPOEKTHOE pPellleHNe — peaTn30BaTh nHTepdelic, HO TIPH 9TOM HE TPeJo-
CTaBUTDb PEATUIAINH [T BCEX €r0 METO/I0B. ITO (DUKTUBHBIN KO/, KOTOPBIH UIMUTHPYET IIPO-
BEPKY THUIIOB Ha 3TaIle KOMITUJIAIINN, HO BMECTO 3TOTO BBITIOJIHAET JJAHHYIO TIPOBEPKY BO BPEM:
BBITIOJTHEHUSI.
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COBET
Ecnv none AaHHbIX, B CYLLHOCTU, SIBNSIETCS KOMNEKUMen (CMMCKOM, MHOXECTBOM
UM Y4eM-To NoAobHbIM), CAenaiTe ee 3/1eMeHTbl HEM3MEHSIEMbIMUA U OTKPOWTE
K HEN AOCTYN TaK, YTobbl ee Henb3si 610 MOANMULMPOBaTL.

Ita ri1aBa Oblia MOCBsIIEeHa 0e30IIaCHOMY MIPEICTABICHII0 H3MEHSIEMOTO COCTOSTHIISI
€ TIOMOIIIBIO CYITHOCTEN. B yacTHOCTH, MbI TIOAPOGHO PACCMOTPENN BasKHbBIE ACTIEKTHI TOTO,
KaK CO3/1aBaTh CYIIHOCTH B COCTOSIHIM, KOTOPOE COOTBETCTBYET OU3HEC-OrPaHUUCHUSIM,
U KaK IIOAEPKUBATD UX LEJOCTHOCTD U COrIacOBAaHHOCTD. [I1abI0HbI IPOEKTUPOBAHNUSI,
€ KOTOPBIMU BbI 3/1eCh IO3HAKOMUJIUCD, liepedncietbl B Tabir. 6.1.

Ta6nuua 6.1. LLIabnoHbl MpoeKTMpoBaHns, UX HazHavyeHne 1 NpobneMbl, KOTOPbIE OHW peLLaloT

LWa6noH HasHaueHune AcnekT 6e3onacHocTn

Co3spanne ¢ ITOMOIIBIO KOHCTPYKTOPa CymHOCTY U3HAYAIBHO IlemocThocTs

€O BceMH 06513aTeIbHBIMU aTPUOyTaMu, | cOGITIONAIOT POCThIe

JIOTIOJTHUTEJIBHBIE ATPHOYTHI GusHeC-TpaBUIIa

YKa3bIBAIOTCSI C TIOMOIIIBIO METOZI0B

Co3spanue ¢ CHOIb30BAHIEM TEKy4Yero | YIpOIeHHbIH KINeHTCKII IlesmocThoCTD

nHTepdeiica KOJI JI7IsT CO3/TaHMS CYTITHOCTelH
C IIPOCThIMUN 6I/IBIIeC-HpaBI/IIIaMI/I

Cosanue ¢ IoMOIIbIO madaoHa CorracoBaHHOE CO3/laH1Ee IlesocTHOCTD

«Crpoureisb» IS CJIOSKHBIX OTPaHUYeHUI

[Ly6umiabie ToJIsT TOMTBKO [T W HKarcy s moBeaeHns, IlemoctroCTD

anI/I6yTOB, KOTOpbIE HE MOTYT a He JIaHHBIX KaK TAaKOBbIX

U3MEHATbCA

Orpannyenus /71 rerrepoB/cetrepos | bes orpanunuenuii ner IlesmocTHOCTD
MHKATICYISIINT

3anuTa KoIIeKInii 3a cueTt lapanTtns Toro, 4To TaHHbBIE [lesocTHOCTD,

HEU3MEHAECMOCTH HEJIb34 ITPOYUTATh NN KOII(I)I/I/IQIILII/I&III)IIOCT])
MU3MEHUTH 110 O1noOKe

B cienyronmeii riape 06CyAUM €Ile OMUH aCIIeKT CYIIHOCTEI: YTO [eJIaTh, eCIU KOJImde-
CTBO COCTOSTHUII WJIM MX CJIOJKHOCTD BBIXOIUT U3-110JI KOHTPOJIst. Bam Gy1yT mpeaioKeHbl
MTPOEKTHBIE PEIleHUs], KOTOPbIE MO3BOJIST 3AUTUTD CYITHOCTH JIa’Ke B TAKUX YCJIOBUSX.

Pe3ome

a IIJIH pa60TbI C U3BMEHAECMbBIMI COCTOAHUAMUN CTOUT NCITOJH30BATh CYIITHOCTU.

a CyH_IHOCTI/I JOJIKHDBI 6bITb COrJIaCOBaHHBIMHM B MOMEHT CO3JaHMA.

Q KoHCTPYKTOPHI, He TPUHUMATOTINE APTYMEHTBI, OTIACHBI.

acC IIOMOIIIbIO nrabsona «CTpOI/ITEJIb» MOJKHO CO3/laBaTb CYHIHOCTH CO CJIOKHBIMU

OTrpaHNY€HUAMMU.
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Bl 1oJsKHBL 06ecnednBaTh MeJ0CTHOCTD aTPUOYTOB MIPH JOCTYTIE K HUM.

HpI/IBaTHOG 110oJie JTaHHbIX C HEOTpPaHWUYE€HHBIMUA T€TTEPOM U CETTEPOM HUYEM HE 663-
omacHeil myGIMIHOTO OIS,

Bur JTOJIKHDBI H366FaTb pa3aesieHnA N3MEHAECMbIX O6'beKTOB " UCIIOJIb30BaThb BMECTO
HUX JOMEHHbIEC TIPUMUTHUBBI.

JlocTyn HY’KHO OTKPBIBATh He KO BCell KOJIEKI[NN, a K KAKOMY-TO ee TI0JIe3HOMY
CBOHCTBY.

Kosnekimm MOKHO 3aIUIIATh, IIPEJOCTABIISAS JOCTYIT K UX BEPCUSAM, HE TIO/IJIEsKAITIM
N3MEHEHUIO.

BbI 0JKHBI T03a00THTBCST O TOM, YTOOBI IAHHBIE B KOJIEKIIUH HEJTb3sT ObIIIO N3MEHSITh
CHApYKHU.



Ynpowenue
COCMOSAHUS

B 3TOM rnaBse

O YacTMYHO HeM3MEeHsIEMble CYLLHOCTM.
O XpaHeHue COCTOSAHMS CYLYHOCTM B OTAENbHOM O6beKTe.
O PaboTa CO CHUMKaMM CyLLIHOCTEMN.

O MopgenmpoBaHue U3MEHEHUI C MOMOLLBIO 3CTadeTbl CyLLHOCTEN.

Ecsit He 06paIaTbest ¢ MIBMEHSIEMbBIM COCTOSTHUEM KaK CJIE/LyeT, MOTYT BOSHUKHYTH IIPO-
6sembl. Haprmep, 6e301IacHOCTE caMoJieTa, BBITIETEBIIET0 ¢ GaraskoM Maccaxkupa, KoTo-
PBIil TaK U He TOAHSJICS Ha GOPT, HAXOAUTCS TIOA yTpo3oil. Ho ueM ciojkHee CTaHOBSITCS
CYIIHOCTH, TEM TPY/IHEE KOHTPOJUPOBATH UX COCTOSTHUE, 0COOEHHO ECJIH OHO MMEET MHO-
JKECTBO CIJIOKHBIX TIEPeX0/I0B. HaM HY KHBI MIAGJOHBI TPOCKTHPOBAHYST, KOTOPbIE TIOMOTYT
HAJIC’KHO CHU3UTH YPOBEHD CJI0KHOCTH.

B106aBOK K TOMY, UTO CJIOKHBIE U3MEHSIEMBIE COCTOSIHUSI CO3/IAI0T TIPOOJIEMBI, CYIII-
HOCTH TPY/THO BOILIOTUTD B Kozie. [leJ1o B TOM, YTO OHU ITPECTABIAIOT JIaHHbIE C JVIMHHBIM
MEPUOJIOM JKI3HH, HA TIPOTSKEHIH KOTOPOTO U3MeHstoTest. IIpo6iieMa BOSHUKAET, KOT/a
pasHble YYaCTKH KOJA TBITAIOTCS OJHOBPEMEHHO MOAUMDUITNPOBATH OJTHY U TY JKe CYIII-
HOCTB. C TEXHMYECKOHM TOYKU 3PEHUS ITO CBOAUTCS K IBYM [TOTOKAM BBIIIOJIHEHUS, KOTO-
pble OTHOBPEMEHHO BHOCSAT U3MEHEHMSI B OJIMH U TOT jKe 00beKT. METOANKH, ¢ TOMOIIBIO
KOTOPBIX KOHTPOJIMPYETCS CJI0KHOCTD TOTO IIPOIECCa, T0JKHBI CIIPABISATHCS C TAKUMU
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cuTyaruaMu. Mbl pacCMOTPHUM UX TI0APOOHEe, Pasielidsl OJHOIOTOYHbIE OKPYIKEHMS,
Takue Kak KoHTeitHepsl EJ B, 1 MHOrOMOTOYHbIE.

B sTo0ii TraBe GyayT paccMOTPEHBI YeThIpe mabJoHa TPOEKTUPOBAHUS, KOTOPbIE
MOT'YT CHU3UTD YPOBEHD CJI0KHOCTH. [1epBble /1Ba N3 HUX MOAXOMAT JIJisl OJTHOTIOTOUHbBIX
OKPY/KEHUIL: YaCTUYHO HEU3MEHSAEMbIE CYIHOCTH M 0ObEKTbI COCTOSTHMS. 3aTeM Mbl pac-
CMOTPUM CHUMKH CYIIHOCTE}, KOTOPBIE XOPOLIO PAOOTAIOT B MHOTOIIOTOYHBIX OKPYKEHHU-
sx. B KOHIle peub nmoiiieT o KpylnHoMacitabHoM InabjIoHe MpoeKTupoBanus «Jcradera
CYIIHOCTEI», TIPeTHA3HAYEHHOM JIJISI CHV)KEHUS] YPOBHS KOHIIENITYAJbHOM CJIOKHOCTH
B JIIOOBIX OKPY/KEHHUSIX — KaK OJHOTIOTOYHBIX, TAK U MHOTOTIOTOYHBIX.

OBPATUTE BHUMAHUE
Y cylHOCTEN eCTb OAMH KOBApHbIN HI0AHC — OKPY>XEHWE, B KOTOPOM OHU Ha-

xoasaTcs. OT Toro, 0AHOMOTOYHOE OHO U1 MHOrOMOTOYHOE, BO MHOrOM 3aBUCUT
cnocob mx peannsaumn.

[Tpu mepBOM 3HAKOMCTBE ¢ 0OBEKTHO-OPUEHTUPOBAHHBIM TIPOTPAMMUPOBAHIEM
CTY/ICHTBI YIaTCs PEATN30BBIBATH CYNIHOCTH B BU/IE OOBEKTOB C M3MEHIEMBIMU MOJISIMU
naHHbIX. B uctunre 7.1, K IpuMepy, BUIHO, Kak 0GHOBJISIETCS TI0JIe balance W Kak st
3alllUThl 9TOH ollepaluu IIpoBepseTcs, J0CTaTOYHO JIU CPECTB Ha CUeTy.

Jinctuur 7.1. YnpouweHHas peanunsaumst Metoaa withdraw B knacce Account

void withdraw(Money amount) { MpoBepsieT 6anauc
if(this.balance.moreThan(amount)) {

Money newBalance = this.balance.subtr‘act(amount);<—|BblqmmeTHOBblma"ch

this.balance = newBalance;
else { 06HOBRAET HanaHc

throw new InsufficientFundsException();
¥

OjiHaKO B MHOTOTIOTOYHOM OKPY/KEHUH TOT KoJ HebesomaceH. [IpeacraBbre, 4TO
y Hac ectb cueT Ha 100 mos1apoB, ¢ KOTOPOTO OJTHOBPEMEHHO CHUMAIOTCS JIBE CYMMBI:
75 nonmapos B Gankomate u 50 IOMTAPOB B PE3yTbTATE ABTOMATUYECKOTO TEHEKHOTO
nepesoza. [IpoBepka Gamarnca, BHITOTHAEMAsT B X0/I€ BTOPOH TPOTIEYPBI CHSTHSI CPEJICTB,
MOZKeT ITPOM30UTH /IO TOTO, KaK TIepBasi MPOLeypa YCIIeeT YMEHbIIUTb ero. Barisgaure Ha
TAKYIO [OCJE0BATETBHOCTD COOBITHIA.

1. IIpouemypa cusitus B 6ankomare rnposepsiet 6ananc (100 gosiapos > 75 gosiapos) —
BCE B MOPSIZIKE, TIPOIOJIKAEM.

2. IIporeaypa aBTOMATHYECKOTO JIEHEKHOTO Mepesoia nposepstet Gamanc (100 gora-
poB > 50 0s151apoB) — BCe B MOPSIJIKE, TTPOJIOJIKACM.

3. Ilponenypa cuarusa B GaHKOMAaTe BhIYucaseT HoBbii Gamanc: 100 gosmapos — 75 xoa-
JIapOB = 25 JI0JLTapOoB.

4. TIpouemypa custus B GaHkomMaTe 0OGHOBJIsET HasaHe — 25 0JI7IapoB.
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5. TIporiemypa aBTOMaTHYECKOIO JIEHEKHOTO TIepeBojia BBIUMCIeT HOBbIN GaaHc: 25 10J1-
napoB — 50 go/mapos = —25 0/1IapoB.

6. TIporemypa aBTOMaTUIECKOTO IEHEKHOTO TIePeBOIa OOHOBIISIET HaTamc: —25 NOITAPOB.

[TockosbKy 3TH IBA MOTOKA BBITIOJHSIOTCS He TIOCAEI0BATEIBHO OJUH 32 IPYTHM,
a OIHOBPEMEHHO, GbljIa MpoTTyIiieHa MpoBepka Oamarca. Bo BTopoil Tpansakimn GaraHe
[IPOBEPSIIICST IO 3aBEPIIEHUS TIEPBOiL, TAKUM 06Pa30M, 3TO HU HA UTO HE MOBJIMSIIO U HE
3aIUTUIIO OT MEPEPacxXo/ia CPE/ICTB.

ITO MpUMEp TaK Ha3bIBAEMOTO cocmosinus zonku (race condition). Curtyarust MOKeT
U YXYALIUTHCS: eCci COOBITUS TPOM30iayT B opsiake 1, 2, 3, 5, 4, 6, utorossiii 6amanc
okaxkeTcst HeBepHbIM — 50 rosumapoB. HecMOTpst Ha TO 9TO €O cUeTa ¢ HCXOAHBIM GasaH-
com 100 gosrapos 6110 cHATO 125 10J11apOB, Ha HEM MO-TIPEKHEMY OCTAIOTCS CPEACTBA
(MOKeTe TPOBEPUTD).

Y0066 PEMuTh 3Ty TPOGJIEMY, MBI JOJUKHBI MO0 CO3/IaTh 3alIUTHOE OKPYKEHUE,
KOTOpoe Gy/IeT rapaHTUPOBATh, UTO B JIIOOOH MOMEHT K CYITHOCTH 0OPAIAeTCs TOABKO
OJIMH IIOTOK, IMOO CIIPOEKTUPOBATH CYLIHOCTH TAKUM 00Pa3oM, YT0ObI OHM OBLIU CII0C00-
HBI KaK cJeyeT paboTaTh ¢ HECKOJBKIMHU KOHKYPEHTHBIME MOTOKaMH. OIHOMTOTOUHYTO
3alUTHYO CPEy MOKHO CO3/IaTh MHOKECTBOM PasHbIX c110c000B. OUH U3 CaMbIX MTPO-
CTBIX COCTOUT B TOM, YTOOBI BBITTOJTHSTH KaKIbII KJIMEHTCKUN 3alIPOC U 3aTeM 3arpysKaTh
00OBEKT CYITHOCTH B OT/IEJBHOM TIOTOKE. TakiuM 00pa3oM BbI TAPDAHTUPYETE, UTO € KK IbIM
AK3EMILIIPOM CYIITHOCTH PABOTAET TONBKO OJIUH MOTOK. ECJIH 5Ke ¢ CyIHOCTHIO (JIAHHBIMMU )
paboTaloT cpasy JiBa IIOTOKA, TO /[BA €€ IK3EMILIAIPA U3MEHSTIOTCST OTHOBPEMEHHO KaK Iblii
B CBOEM TIOTOKe. B TakoM ciryuae perrerre KOH(GINKTOB JIOKUTCS HA CUCTEMY TPAH3AKIINT
6asbl JJAHHBIX.

Emie oaun noaxoz 3akiodaercs B UCHOJIb3oBaHUN (ppeiiMmBopka HanogoOue Enterprise
JavaBeans, E]B, koTopbiii 6epeT Ha cebst MK 3arPY3KH /COXPaHeHKs CYIIHOCTH. B aToM
carydae UMEHHO (bPeiiMBOPK CJIE/IUT 32 TeM, YTOOBI B JIIOOONH MOMEHT K CYI[HOCTH MOT 00-
paIaThCst TOJABKO OJIMH MOTOK, U B TO JK€ BPEMsI MUHUMU3UPYeT Tpahuk k Haze JaHHbIX.
Paznensgembrii 9K3eMIISIp UM HET, 3aBUCUT OT KoHuTyparnu. HaBepHoe, cambrii coBpe-
MEHHBIH CII0c00 CO3aHMsT OJJHOTIOTOYHOTO OKPYSKEHUST — 3TO 3a/1eiiCTBOBAHIIE CHCTEMBI
akTopos, Harpumep Akka. B Akka cyrmiHOCTh MOKET HAXOAUTHCSI BHYTPU aKTOPA, KOTOPBIIA
rapaHTUPYET, YTO TPAHIAKIIMOHHBIE TOTOKKM OY/IyT 00pamaThes K Hell 110 0HOMY.

MHOromoTouHbIE OKPYKEHUST 0OBIYHO UCIIOIB3YIOTCS, KOT/IA 9K3EMILISIPBI CYITHOCTENH
XPaHAT B pas3/iesisieMoM Kaliie, TakoM kak Memcached, uro6br usbeskars B3anMoeiicTBus
¢ 6asoii mamubix. Korga moTok xouer 0o6paTUThCs K CYIIHOCTH, OH CHaYaja UIIET ee
B KaIe. B aToM citydae cyIHOCTH J0JKHBI ObITh CIIPOEKTHPOBAHBI TAK, YTOOBI KOPPEKTHO
paboTaTh JaxkKe ¢ HECKOJIBKMMHU KOHKYPEHTHBIMU MOTOKaMU. TpaiiinOHHbII (IpeBHIT
U YCTOUYUBBIN K OMTHOKAM) CI0CO0 IOOUTHCST 9TOTO COCTOUT B I0OABJIEHUH B KOJ[ CEMa-
(hOpOoB, KOTOPBIE CUHXPOHUBUPYIOT TIOTOKK MESKLY cO00it. B Java camast HUSKOypOBHEBast
peasisaliysl 9TOro MO/X0/a IIPe/ICTaBIeHa KJIIOUEBBIM CJIOBOM synchronized.

Bawm j1ocTymHO MHOTO IPYTHUX BapHAHTOB 1 (GPEHMBOPKOB, HO B JIIOGOM CJIydae rapaH-
TUPOBaTh KOPPEKTHOE TIOBeeHne Gy ieT HermpocTo. [Iist Hadaua ypocTHM U3MEHsIEMbIE
COCTOSTHUS B OTHOTIOTOYHOM OKPY’KEHHM 32 CYeT IIPUMEHEHMS YaCTUIHO HEN3MEHSIeMbIX
CYITHOCTEH.
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7.1. YaCTM4HO HeunsMeHs emble
CYLLHOCTM

Ecau panmble nmoazaloTces U3MeHeHMIo, BCeria eCTb PUCK TOr0, YTO KaKOH-TO y4acToK
KOJla X U3MeHUT. VI MHOT/Ia 9T M3MEHEHUST MOTYT OBITh HeKeJaTeIbHBIMU: HATIPUMED,
B KOJ[ 3aKPajiach OMMOKA UM KTO-TO OOHAPY/KUJI YSI3SBUMOCTD U Hayasl ataky. Ecim oT-
JIETIbHDIE USMEHACMbLE KOMNOHEHMbL HeHGE30TIACHBI, UMEET CMBICIT YMEHBIITUTh KOJTUYECTBO
TAaKMX KOMIIOHEHTOB. Halir orbIT okaspIBaeT, 4yTo la’ke B CUTYaIlugX, KOTrJla U3MEHEHU
VHUIMHAPYIOT CAMU CYITHOCTH, ITOJI€3HO B3IJIAHYTh Ha OT/AEJIbHbIE UX YAaCTU U CIIPOCUTH
cebst: «JloMKHa T MEHATHCS 9Ta KOHKPETHAS YaCTh?»

Bepuemcs x kmaccy Order 1 Ha 9TOT pa3 00paTnM BHUMAaHWE HA aTPUOYT C WIEHTH-
(uraropom kimeHra, custid. ID KIMEHTOB He JOJKHBI MEHSITHCST: ObLIIO ObI CTPAHHO,
ecsi Gbl KOP3KMHA MOKYNOK ¢ KHUTaMH, COOPaHHBIMU OJIHUM MOKYTIATEJeM, BAPYT CTaja
npuHaexarh Apyromy. Cam Gakt cymecTBOBaHUS TaKOH BO3MOKHOCTH CO3/IaeT T10-
TEHIATbHBIE TTPOGIeMBbI ¢ GesomacHoCcThio. [IpeicTaBbTe, UTO 3aKa3 yiKe OTIadeH, HO
erie He OTIIpaBJeH. Ecim B 3TOT MOMEHT 3/I0yMBIIIJIEHHUK cyMeeT u3MeHnnTsb I D kimenTa,
CBSI3aHHBIN C 9TUM 3aKa30M, OH (DAaKTUIECKU TTOXUTUT KYTIJICHHBIE TOBAPBI. ITOTO HETh3s
JIOIIyCKaTh.

Yt0o661 9pHEKTUBHO TIPEAOTBPATUTH TU MPOOJAEMbI Ha dTalle POEKTUPOBAHUS,
CYIHOCTH MOKHO C/IE/IaTh YaCTHYHO HEM3MEHSAeMBIMU. JIJst aTOTO yOEuTeCh B TOM, 4TO
ID xymenTa Ha3HayaeTcs TOJLKO OJIMH Pa3 U I10CJIe 9TOr0 ero HeBO3MOXKHO U3MEHUTD.
[TpuMmep npuBesieH B iuctuHre 7.2, rie B aTpubyTe custid Kiracca Order HCIIOJIB3YIOTCS
MOIUGpUKATOPHI private final. DTO BBIHYK/IAET HAC MHUITMATU3UPOBATH TT0JIe custid
B KOHCTPYKTOPE U IOCJIe 3TOTO He JlaeT ero u3MeHsATh. IIpu kak/1oM BbI30BE MeTO/I
getCustid Bo3Bpalaer oJHy U TY JKe CChLIKY, KOTOpast yKa3biBaeT Ha 00beKT CustomerID.
B arom smcTutre CustomerID SIBJASETCS TOMEHHBIM IPUMUTHBOM U JIOJIKEH OBITH HEU3-
MEHSIEMbBIM.

Jinctunir 7.2. Knacc Order ¢ HensMeHsieMbIM MaeHTU(HOMKATOPOM KneHTa

class Order {

private final CustomerID custid; < TapaHTupyer, uto nocne co3anus obbekTa

Order(CustomerID custid) {
Validate.notNull(custid); Order 510 none Henb3A 6yAeT U3MEHUTL

this.custid = custid;
} Komnunatop cneput 3a Tem, 4to6bl 0KOHYaTeNbHOE
public CustomerID getCustid() { nose MHNLMANM3UPOBaNocb B KOHCTPYKTOpe

return custid;
’ lapaHTUpyerT, uTo reTTep Bceraa Bo3BpaLlaet

¥ oauH u 1ot e ID nokynatena

}

class SomeOtherPartOfFlow {
void processPayment(Order order) {
registerDebt(order.getCustid(), order.value());
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Ecau mpucmoTpeThest kK 9TOMY KOy, CTAHOBUTCS OUYEBUIHO, YTO METO/ getCustid
He MHKAIICYJINPYeT HUYero MHTEPECHOTO U YTO €ro MOKHO 3aMEHUTH IIPSAMBIM JOCTYIIOM
K 1oJo. B ymuctunre 7.3 nokasano, Kak cesaTh 9T0 6e3011acHo. CchlIKy B T10J1€ IAHHBIX
N3MEHUTDb HeJIb3d, U 00OBEKT CustomerID, Ha KOToprf/’I OHa yKa3bIBaeT, TOKe HEM3MEH -
embiil. Eciim MeTon processPayment HamrpamMyio O6paTI/ITCH K 110JI10 order.custid, on
HE CMOJKET c/IeJIaTh C HUM HUYEro OIracHoro.

JNnctunr 7.3. 3awwmTa atpubyTa custid B knacce Order Ha 3Tane koMnMnauum

Order order =
order.custid = new CustomerID(...); .
He ckomnunupyetca, none custid okoHyaTenbHoe

WHrepecHast 0cOGEHHOCTD ITOTO KOJIa 3aKJII0YAETCS B TOM, YTO MBI BOCTIOJIB30BAICH
HOMOIIIBIO KOMITHJIITOPA, YTOOBI 06€CIeYnTh 1EJ0CTHOCTD TIOJIS IAHHBIX custid. JIo6bie
HOTIBITKA U3MEHUTD 9TOT aTpUOYT OY/IyT MPpeceyeHbl Ha aTare KOMITHIISIINHI 1 He TTOMajly T
B Cpe/y BBbIITOJTHEHUSI.

COBET

Korga y Bac ectb anMGYTbI, KOTOpbl€ HE AO/MKHblI U3MEHATBLCH, caenaire CyLl-
HOCTU YaCTU4YHO HEU3MEHAEMbIMU, yT06bI M36EXKaTh HapyLleHusa LeNOCTHOCTH.

Brr yoke 3HaeTE, UTO 1MOJIST TAHHBIX MOKHO 3AITUTUTD € TOMOIIBIO NHKATICYJISIINH, KaK
MOKa3aHo B paszeste 6.3, mubo caemaB nxX YaCTHIHO HensMensseMbiMu. Temeps o6paTnmcst
K MeHee OUeBHTHOMY aclleKTy CYIIHOCTEH: X JOMyCTIMOe TIOBE/IEHIe MOKET MEHSIThHCS
B 3aBHCUMOCTH OT TOTO, B KAKOM COCTOSTHUN OHHM HAXOJATCS.

7.2. Ob6bEKTbl COCTOSAHUS CYLLHOCTEN

PabotTy ¢ CyHIHOCTSIMU YCJIOKHSIET TOT (HAaKT, 4TO HEKOTOPbIE HEUCTBUSI HETOITYCTUMBI
B orpefieIeHHbIX cocTostnusax. Ha puc. 7.1 mokasansl BapuaHThl CEMEHHOTO TIOJIOKEHUS:
HE JKEeHAT,/He 3aMY’KeM U JKeHAT/3aMysKeM. BOJIbIINHCTBO U3 HAC COTJIACUIIUCH OBI € TEM,
YTO XOMUTh HA CBUAHIS, He COCTOS B Opake, — 3TO HomycTuMoe mosepenve. OmQHako
mocJte CBaOBI CBUIAHUS CEMYET MPEKPATHTD, ECH TOTBKO PEYD HE MIET O CYTIPYTE.
KoneuHo, sKeHaTBIH YeT0BEK BCET/Ia MOKET Pa3BECTHCh M CHOBA CTaTh HESKEHATBIM, B 3TOM
cJrydae y Hero BHOBB TIOSBUTCS BO3MOKHOCTD XO/IUTh Ha CBU/IAHUS W TIOBTOPHO >KEHNUTh-
ca/BouiiiTr 3amy:k. Ho keHnThOA HEBO3MOKHA, €CITH YEJOBEK YiKe HAXOIUTCS B Opake.
TouHo Tak ’ke X0JIOCTOH YesI0OBEK He MOXKET Pa3BeCTHUCD.

Koneuno, 1o rpybast Mojesnb. OHa He YIUTHIBAET MOJUTAMUIO WK CIyYau, KOT/a
Jlake HezaMysKHUe/HesKeHaTble JIIOAN He MOTYT XOAUTh Ha CBUIAHMS, HAIPUMED, eCJIn
OHU 0OPYYEHDI UJIN HAXOSTCSA B CEPHE3HBIX OTHOIIEHUAX. TeM He MeHee 9TO XOPOTTHil
[IPUMeEp TOTO, YTO C CYIIHOCTAMM He BCET/la MOSKHO TPOU3BOAMTD T€ UJI MHbIE e CTBUS.
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Hauano

CBadvda

He xeHat/
He 3aMyXeM

CBudarue

Pa3600

B amom cemMeliHom
cmamyce cBudarus
He donyckaromces

Puc. 7.1. CywHOCT JO/MKHbI BECTU cebsl B COOTBETCTBUM
CO CBOWM COCTOSIHVEM

7.2.1. CobnioaeHne npasun
O COCTOSIHUW CYLLHOCTM

Bepremcs kK mporpaMMHOMY 06€CTIeYeHII0 — OHO JIOJKHO OBITH CIIPOEKTHPOBAHO Tak,
4T0OBI TIOO0OHBIE TPaBIIa COOMIONANNCH /IS CYIIHOCTEH, THAYe MOTYT BOSHUKHYTh
pobIeMbI ¢ GE30TTACHOCTBIO: HATPUMED, KHIKHBIIT MarasuH MOKET OTITPABJISATH HEOTIIA-
yeHHBIH ToBap. U 9T0 He Takas yx peakas cutyaiud. Hermomnora, HEeKOPPEKTHOCTD WU
[IOJIHOE OTCYTCTBUE MEXaHU3Ma yIIPaBJICHUS COCTOSHUEM CYIIHOCTUA BCTPEYAETCS TIOUTH
B 10601 K0Z0BOI1 6ase 3HAYNTEIHHOIO PasMepa.

[IpruwrHa BO3HUKHOBEHUsT IPOGJIEM ¢ 6E30TTaCHOCTBIO COCTOUT B TOM, UTO 3a4aCTyIO
[PaBUJIa U3MEHEHUsSI COCTOSTHISI OTCYTCTBYIOT OO OHU HESIBHDBIE U PACILIbIBUATHIE,
Bo MHOTUX cyyasx BUJHO, UYTO B OTHOIIEHWH ITPOEKTUPOBAHNS HE MPEAIPUHUMAIOCH
TeJTEHATIPABIEHHBIX YCUITHIA, & TIPABIJIA BO3HUKAIN B KOZIOBOI Ga3e TOCTETIEHHO 1, CKOpee
BCEro, HeCUCTeMaTUYeCKH.

OCTOPOXXHO
BblIckasbiBaHUs BPOAE «3TO Xe MPOCTO if» — NMpK3HaK TOro, YTo Bbl HAXOAMTECH Ha
OMacHOM NyT, KOTOPbIN BEAET K CYLHOCTSIM C HECOT/IaCOBaHHbIMM COCTOSIHUSIMU.
ByabTe BHUMaTEbHbI BO BPEMSI COBELLAHMI MO NIaHMPOBAHMIO MOJb30BaTENIbCKMX
UCTOPWI UM MPOEKTUPOBAHUIO PELLEHUIA.

B Kko/ie 910 3auacTyto BbIpaskaeTcst 1ub0 B BUJE TIPABUJI, BCTPAMBAEMBIX B CJIYKeOHbIE
METO/IbI, OO B BUJE YCJIOBHBIX BhIpaKeHUI B MeTozax cyuiHocTel. B mucrutre 7.4
MMoKa3aH MepBbIil BapuaHT. EcTh Takoe mpaBmiio: ecanm pykoBoauTesb (boss) xxeHat/
3aMysKkeM, Gecelibl, KOTOpble y Hero (Hee) ciydyaroTcs BO BHepabouee BpeMsl, He JI0JIAKHbI
npespaniatbes B cuganusa. CoboeHeM 9TOro IpaBujia 3aHUMAeTCst MeTo]] afterwork
B KJj1acce Work, a He KJjiacc Person.
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JIUcTUHr 7.4. 3a cobntogeHne npaBusia COCTOSIHUS OTBEYAET CIYXKeBHbIN MeToa

public class Person {

private final boolean married;

public Person(boolean married) {
this.married = married;

¥

public boolean isMarried() {
return married;
. . He BbI3bIBaeTCA, eCnu XeHat/3amyxem

public void date(Person datee) {}

}

public class Work {
private Person boss;
private Person employee;

void afterwork() {
i{: F(n,/ggzg'q?;;g:r)iﬁ;?;)nc{mm Ha cenpanne Metop ob6ecneunBaer cobniofieHne
Boss L:,Ia‘te(employee) h npaBuna AnA COCTOAHMA CYLHOCTH
. E}

} else { <«
logger.warn("bad egg");
}

| 06 5T0m uacto 3a6biBatoT

Ecim B3rsistHYTH Ha KOJL e1iie pa3, MOKHO 3aMeTHUTh HeuTo cTpaHHoe. Hemormyctumoctsb
cBUIaHMii B 6pake — obiee mpausio. OHAKO B TaHHOW KOZOBON Gase MbI pealn30Ban
€ero Tak, 6y/ITO OHO TIPUMEHSIETCS UIMEHHO K ClleHapuio afterwork. 9To GbiI0 ObI JTyutiie
omnucaTb B BUJIe IPaBUJIa O TOM, KOT/la MOKHO XOJIMTh Ha CBUIaHus1. B Hatem ciyyae ero
6b110 OBI JIOTHYHEH Pa3MECTUTh BHYTPH MeTO/Ia date Kiacca Person.

B peasibHBIX IIpOEKTAX HaM peryJIipHO BCTPeYyaloTCs CYyIHOCTH, KOTOPbIE NUMEIOT BUJL
06BIYHBIX cmpykmyp (KJACCOB ¢ IPUBATHBIMU TOJISIMU JIAHHBIX, CETTEPaMK U TeTTepa-
Mu). B Takux cirydastx mpaBuiia MOBEIEHUsI CYITHOCTH JOJIKHDBI COOTIOIATHCS HA YPOBHE
caryskeOHbIX MeTo/10B. Ho 110 Mepe pasBuTHs Koa cOOMIOICHNE 9TUX [TPABII CTAHOBUTCS
HecoTTacoBaHHBIM. HekoTopbie 13 HUX cOOMIOAIOTCS He BCEMI KOMITOHEHTaMHU CHCTe-
MbI. K ToMy ske ciiokHO pa3sobparhest B TOM, KaKue TIPaBuJIa IeHCTBYIOT B TOW MJIM MHON
curyaru. J[Jist 57010 HeOOXOAUMO TPOAHATUZUPOBATH BCE YUACTKHU KOJIA, B KOTOPBIX UC-
TTOJTh3YETCS CYNITHOCTD, U HAWTH YCJIOBHBIE BBIPASKEHMS, TPEIOTBpaIiaone HapyIeHne
1paBuJL. Eciim KOPOTKO, TO 9TOT ITOXO0/1 He UMEET IPAKTUYHDBIX MEXaHU3MOB OTCJIeKUBA-
HUS TOTO, KaKKe MPaBuJia IPUMEHSIOTCS K CYIIHOCTH.

TpyaHoctu ayura uayT pyka o6 pyKy ¢ TPYAHOCTSIMU TeCTUPOBaHUs. [Ipe/icTaBbTe,
YTO BBl XOTUTE HATMCATH MOLYJbHBIN TECT, KOTOPBIU TO3BOJISAET YOCAUTHCSI B TOM, UTO
PYKOBOIUTEIIO, COCTOSITIIEMY B Gpake, HEb3st XOAUTH Ha cBuianust. [[yist atoro Heo6xo-
JIUMO TIPOBEPUTD YCJIOBHOE BhIpakeHue B MeTojie afterwork, TO eCTh CO3/1aTh MAKETbI
JIIOOBIX €T0 3aBUCHMOCTEH, TAKMX KaK COe[MHEH e ¢ 0a30i JaHHbBIX. A ellle TPeI0CTABUTh
TECTOBBIE ITAaHHBIE, BKJIIOUYast 0OBEKTHI boss 1 employee (MOCJEHINA — 9TO MOAYMHEHHAS,
€ KOTOPOH MOT OBI BCTPEYaThCs PYKOBOAUTEND ). HaKkoHer, BbI TOJKHBI YOEIUTHCST B TOM,
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4TO MeToJ afterwork AeHCTBUTEIBHO COOBIAET O HEYMECTHBIX OTHOIIEHUSIX, IOITOMY
HY’KHO CO3/1aTh MakeT (hpefiMBOpKa /sl BeJeHUs sKyPHAJa M [IOUCKATh B *KYPHAJIbHBIX
3aIKCAX CTPOKY bad egg. M et B KAKOM-TO JIPYTOM MeCTe KOJOBOM Gasbl €CTh METOZ
coffeeBreak, BaM IIPUAETCS IIPOJIEJIATh TO K€ CAMOE U JIJIsE HEro, 4T0OBI PYKOBOIMTEb
He IIOLIe]I HY ¢ KeM Ha CBUAAHIE BO BPEMsI KOPOTKOI'O IIEPEPBIBA. DTO HE CaMbIi IIPOCTOI
€110¢c00 IIPOBEPKU TIPABIJIA «PYKOBOANUTED, COCTOSMINI B OGpake, He JOLKEH XOAUTh Ha
CBUIAHUA».

B0 661 syulie, ecyiu ObI COOMOIEHNEM TPABUII O COCTOSTHUN 3aHUMAJINCh METO/IBI
camoii cymroctu. Ho aske aTOT MOAXO0A MOKET TPUBECTH K OMACHBIM HECOTTACOBAH-
nocTam. B muctunre 7.5 mokasana elne ogHa Bepcus KoJa [T CBUAAHUN. 3/1eCh, Tpesk/e
4eM II03BOJINTH PYKOBOAMTEJIO CXOJMTH Ha CBUAAHUE, KJIAacC Person IpoBepsieT ero (ee)
cemeitnoe nmoJjioxkenue (o6paTnTe BHUMaHNE Ha MHCTPYKIUIO if B MeTo/1€e date).

JincturHr 7.5. MNpasuna o COCTOSIHUM CyLHOCTM COBMIOAAlOTCS Ha YPOBHE ee METOA0B

public class Person {
private boolean married;

public Person(boolean married) {
this.married = married;

}

public boolean isMarried() {
return married;

} MeTop cywHocTu o6ecneynsaet

cobniofieHne npasuna o ee COCTOAHNM

public void date(Person datee) {
if (!isMarried()) { <
dinnerAndDrinks();

} else { = ‘

ITa NpoBepKa MOXeT 0Ka3aTb(A
ropasio HIKe No Koy

logger.warn("bad egg");
06 31oM yacto 3a6biBatoT

}
}

private void dinnerAndDrinks() {}

}

public class Work {
Person boss = new Person(true);
Person employee = new Person(false);

void afterwork() {
// pykoBoAMTENb XO4YeT MOWUTM Ha CBuAaHue
boss.date(employee);

ITOT MOAXOJT — SIBHO 11T B BEPHOM HarpasiieHuu. 110 kpaiiteit Mepe, OusHec-mpaBuia
Terepb HaXO/SATCSI BHYTPH KJiacca Person. [Ipurmnamenue Ha cBUlaHe MOXKET CITYYUTHCS
Kak BHE PabOTBHI, TAaK 1 BO BPEMST KOPOTKOTO TTEPEPHIBA, HO MTPOBEPKY BCET/IA BBITOTHSIET
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OJIMH U TOT K€ KO/. ITO CHUKAET PUCK HECOTJIACOBAHHOCTHU, KOTOPAs MOXKET IIPUBECTH
K JIbIpaM B 6E30TIaCHOCTH.

K coxkasenuio, yrpasjeHue COCTOSHUEM I10-IIPEKHEMY SBJIAETCA HESBHBIM WJIN 110
MEHBIIIEH Mepe 3amyTaHHbIM. MBI 4acToO BUANM, KaK MHCTPYKIMHU if pasbpachiBaioT mo
KOJIy TIIyGOKO BHYTPU METOJOB CYITHOCTH. B X0/le aHa/IM3a UCTOPUY U3MEHEHUH KOjia
06BIYHO OKA3BIBACTCS, UTO WX JOOABIISIIN OJIHY 32 APYTOH st 06pabOTKM KaKUX-TO 0CO-
6bIx carydaeB. VIHOT/Ia COBOKYITHOCT BCEX ATUX TPABUI OKA3BIBACTCS JIOTHYECKH HE CO-
[JIACOBAHHON MOJIEJIBIO.

COBET
Ecnun BaM BCTpeTUNACh CyLIHOCTb C MHOXECTBOM MPEAOXPAHSIIOLLMX YCNIOBHbIX Bbl-

paXXeHui1, NonpobyiiTe HapUCOBaTb AMArpaMMy COCTOSAHUM U NMPUCBOUTBL KaXKAOMY
COCTOSIHWIO OMpeaesieHHOe UMs.

O4YeBUIHO, YTO peaNnu3alrsd COCTOSHIS B BUJIEC YCIOBHBIX BRIPAKEHUH, PAa3MEIIEHHBIX
B CJIy’KeOHBIX METO/IAX MJIU METO/IAX CYIIIHOCTU, — 3TO HE JIydlllee apXUTEKTYPHOE Pellie-
uue. Ho siBiisieTcst Jin OHO TIPOGJIEMHBIM € TOUKHU 3peHus Gesonacuoctu? Jla, siBisiercst.
To, 4TO CYIMIHOCTH AT BO3SMOKHOCTD HCIIOJIB30BATh METOJI, KOTOPbIl HE I0JKEH ObITh
JIOCTYITHBIM B 3TOM COCTOSTHUH, MO>KET TTOCJIY>KUTh OTITIPABHON TOUKOM /17151 OpraHu3anun
aTaky, 9KCILTyaTupyroiieil aty ommbKy. Hanpumep, eciiv B yKe OILUIAUYEHHBIN 3aKa3 110
ormbKe TO3BOJIEHO J00ABJISITH HOBBIE TIO3UIUH, 3JI0YMBIIIJIEHHUK MOKET BOCIIOJIb30BATh-
CS1 9THUM JIJIsI TIOJTyYEeHUsT OECILTATHBIX TOBAPOB.

BepHeMcst K KHUKHOMY MHTEPHET-Mara3uHy. [lepe/t oTIpaBKoil 3aKkasa BaM HEOOXO/IU-
MO YOEIUThCST B TOM, UTO 34 HETO 3aIiatuiin. B jmcrunre 7.6 okasaHo, Kak Obl BBITJISIIEA
TaKast JIOTHKA, eCJi Obl OHA Pa3MeIanach B CJIy:KkeOHOM MeTojie processOrderShipment
3a mpezesiaMu Kjacca Order.

JIncTuHr 7.6. busHec-npaBuio, cobntoaeHne KoToporo obecrneunBaeTcs Ciy>kebHbIM METOA0M

class Order {
final public CustomerID custid;
Order(CustomerID custid) {
Validate.notNull(custid);
this.custid = custid;

}

class SomeOtherPartOfFlow { Mpoueaypa oTnpaBKy 3aKasa
void processOrderShipment(Order order) { 3alLyLLieHa YCTI0BHBIM BbipaXeHuem
if(order.getPaid()) {

warehouse.prepareShipment(order.custid, order.getOrderitems());
} else {

} . 3necb AOMKHO ObITb Kakoe-HUOYAb
. onoseLLeHue 06 owmbke
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B processOrderShipment ecTh ojiHa HeGOIbIIAS HHCTPYKIHS if, KOTOpast He JlaeT
OTIIPABUTD HEOILJIAaYeHHbIE TOBAPDI, M OHA HAXOJAUTCS B KAKOM-TO JIPYroM kJjacce. Jlerko
[PEICTABUTD, YTO TI0 Mepe 100aBICHNsT BCE HOBOTO M HOBOTO KOJ[a 9Ta TpoBepKa Gy/er
MPOTIYIIEHa WIIN HapylieHa. Eciiu mepes oTipaBKoi 3akasa He yOEUTLCS B TOM, YTO OH
OIlJIau€eH, Balll KJIMEHTBI II0JyyYar JladeliKy, KOTopas [103BOJIUT UM He IJIATUTDb 32 3a-
KazaHHble TOBapbl. U ecsin 0 Hell y3HAIOT, BbI MOKETE IIOHECTU cepbe3Hble (PHHAHCOBBIE
norepu, HabJII0/[ast 32 BHE3AMHBIM TTOTOKOM HEOTIAYEHHBIX TOBAPOB, OTIIPABJISIEMbIX CO
ckiana. Ecau ponyctuth 06paboTKy COCTOSTHUS CYIIHOCTH, MOKHO U B CAMOM JIeJie
COB/IaTh JIBIPY B 6E30TACHOCTH.

A3apTHble urpbl B UHTEepHeTe U fierkue AeHbru

CaifTbl ¢ a3apPTHBIMU UTPAMU YACTO YCTPAUBAIOT AKI[UH, TIPEJI/Iarast IOCETUTENSIM OOHYCHbBIE
Gaswibl uin GecriaTHbie napTui. MHOTHE MBITAITCS IIPEBPATUTD X B HACTOSIIIIUE JICHBTH,
KOTOPBIE MOKHO ObLIO BbIBeCTHU. [[J1s1 3TOr0 OHU OepyT CBOM OaJLIbl, HEMHOTO UTPAIOT C Tiepe-
MEHHBIM YCIIEXOM, 3aTeM J00aBJILIOT ellle HEMHOTO OaJIOB B HA/IEK]IE, YTO CUCTEMA PAHO
WJIY TIO3/{HO HE CMOYKET OTJIMUMTh HACTOSIIME IeHbI' 0T OOHYCOB. MHOTHE a3apTHbIE CAIThI
[OHECJIM TAKUM 06Pa30M peasibHble (PMHAHCOBBIE TIOTEPH.

Jlyudiie Bcero ¢ TaKNMU aTaKaMU CIIPABJISIOTCS CAliThI, T7ie TaHHbIe CUTYAIlN! CIEeITHATbHO
MOIEJTMPOBAINCH B BUAE HaOOpa CyNIHOCTEN, KOTOPBIE JIOTUYHO M CAAKEHHO OXBATBIBAIOT
COOTBETCTBYIOIINE TipaBua. MOKHO JIM MCIOJIb30BaTh GoHyCcHbe 6asiibl B urpe? Mosk-
HO JIK MX BBIBECTH, U €CJIM 13, TO B KAKOM KoJinuecTBe? BoHycHbIe Galibl — 9TO He IPOCTO
JIeHEKHAA CYMMA, a CJI0OKHAA CYITHOCTD C MHOXKECTBOM COCTOSTHUI.

7.2.2. Peanusaumsa coCTOSHUSA CYLWHOCTU B BUAE
oTAeNbHOro obbekTa

MpbI peKoMeHyeM TPOEKTHPOBATh U PEATM30BbIBATh COCTOSTHUE CYNTHOCTU B BUJIE OT-
JIEJIBHOTO KJTacca. ITO MO3BOJISIET 33€HCTBOBATh OOBEKT COCTOSTHUSI B KAUECTBE Jlee-
TMPOBAHHOTO BCIIOMOTATEIbHOTO 00beKTa cynHocTH. JIIo6oe obpallieHIe K CYIHOCTH
CHavaJIa IPOXO/IUT MPOBEPKY € MCHOJIb30BAaHUEM 3TOTO OOBEKTA.

Beprewmcs x mpuMepy ¢ ceMeHHBIM TToJIoKeHneM. B muctunre 7.7 moka3aHo, Kak
BBITJISIIUT BCIIOMOTATeIbHBIN 00bheKT MaritalStatus. OH WHKAIICYJIUPYET IIPpaBuUJIa,
OTHOCSIIIHECS K CEMEHHOMY TIOJIOKEHNI0, HO He Gosiee Toro. Hampumep, B MeToe date
obparieHne K ppeiiMBOPKY Validate momMoraer cOOTIOCTY MPABUIIO O HEAOMYCTHMOCTH
CBUJIAHUT JIJTST JKEHATOTO MYKUMHBIL

ITH BCIIOMOTaTe/IbHbIe OOBEKThI UMEIOT JIAKOHUYHBIN Ko, [IpuMep ¢ ceMeiHbIM 110~
JIOKEHUEM TIPEJICTABIIIET COOO0M UYTh JIM HE MPOCTEHIITYI0 U3 BO3SMOKHBIX AMarpaMMy
coctoguuil. OHAa HEMHOTO YCJOKHUTCS, €CJU MPEAYCMOTPETD TO/IEPKKY COCTOSHUIM
«KUBOU/MEPTBBIIT» TryTeM H00aBJICHUS TPUBATHON OYJIeBOH MepeMeHHOiT alive, KOTOpast
M3HAYAIBLHO paBHA true. Korzia yenoBek ymMupaer, eii mpucBanBaeTcs false, U Ocjie 3TOro
3HaUYEHUE MO married TepseT BCIKUN CMBICT.
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JiucTuHr 7.7. BcnoMoraTenbHbIl 06bekT MaritalStatus, nHkancynmpytowmin npasuna
0 CEMENHOM MONOXEHUN

import static org.apache.commons.lang3.Validate.validState;

public class MaritalStatus {

. . 113HauyanbHO HUKTO U3 Hac He cocTouT B bpake
private boolean married = false;

| HeBaxHo, c Kem BCTpeyaeTca Yenosek

public void date() { <«
validState(!married, <

, Not appropriate to date when married"); YTo6bi XOLUTS Ha CBUAAHIA

UNK KEHUTbCA/BBIATI 3aMyXX,
Bbl A0/KHbI He COCTOATD B Gpake

public void marry() {
validState(!married); <«
married = true;

}

public void divorce() {
validState(married);
married = false;

Pa3Bog B0O3MOXeH, TONbKO eC/u Bbl )KeHaTbI/3aMy)KEM

Hajmmuune JTOTUKKM «KMBOI/MEPTBBIN» B CaMOil CYI[HOCTH, BEPOSITHO, IIPUBEJIO Obl
K MOSIBJIEHUIO HECKOJIBKMX MHCTPYKIIMI if, KOTOpbIe caenain Obl Ko MeHee yA00HbIM
JUIS YTE€HUs] U TeCTHPOBAHUSI M CO BPEeMEHEM NPHUBEJH K ocjabjieHnio 6e301acHOCTH.
B kauecTBe asbTePHATHBBI TY K€ JIOTMKY MOKHO JOOABUTh BO BCIIOMOraTe/IbHbII Klace
MaritalStatus, B 9TOM CJIydae KOJ [o-TpeskHeMy ObLIo Obl JIErko o6eayskuBath. IIpsamoe
CJIEICTBIE JITAKOHMYHOCTH BCIIOMOTATEIbHOIO 00beKTa — yI0OCTBO €ro TECTUPOBAHMSL.
B smicrunre 7.8 mokasaHbl HECKOJIBKO BO3BMOKHBIX TECTOB, KOTOPbIE TIPOBEPSIIOT COOJII0-
JieHue TpaBu 00beKTOM MaritalStatus.

Jinctuur 7.8. HekoTopble TecToBble cnyyamn ans MaritalStatus

public class MaritalStatusTest {
@Test
public void should_allow_dating_when_unmarried() {
MaritalStatus maritalStatus = new MaritalStatus();
maritalStatus.date();
¥

@Test(expected = IllegalStateException.class)

public void should_not_allow_dating_when_married() {
MaritalStatus maritalStatus = new MaritalStatus();
maritalStatus.marry();
maritalStatus.date();

}

@Test
public void should_allow_dating_after_divorces() {
MaritalStatus maritalStatus = new MaritalStatus();
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maritalStatus.marry();
maritalStatus.divorce();
maritalStatus.date();

O6patTuTe BHUMaHKE Ha TO, KaK JIEFKO YMTaTh 9TOT KOA. TecToBbIil cayyaii should_
allow_dating_after_divorces ABHO TOBOPUT O TOM, UTO B CJIy4ae SKEHUTHOBI 1 rnocJjeny-
IOIIET0 Pa3Boia Bbl CHOBA MOKETE XOIUTh Ha CBUAAHUA. DTOMY CIIOCOOCTBYET TOT (haKT,
YTO KJTACChI Ha3BaHBI COOGPA3HO ¢ KOHIIEMIUSIMHE, CYIIECTBYIONMMU B IPEAMETHOH 06-
JIACTH, TAKUMU KaK «CeMeiHoe 1oJ0KeHne» — MaritalStatus.

COBET

MNMopbepute yaayHoe uMsa A4ns BCMOMOraTeNbHOMO Kiacca CBOEro COCTOSHMS.
MaritalStatus BbIrnssAMT HaMHOro MOHSITHee, YeM PersonStateHelper. Xopolwwne
MMEHa NOMOraroT XOPOLUO MbIC/UTD.

Tenepb 10cMOTPUM, KaK 9TO IIPEACTaBICHUE COCTOSIHUSA MOXKHO BILUIECTU B CYLTHOCTD.
B suctutre 7.9 Mbl IO3BOJISIEM CYIITHOCTH Person CBEPSTHCSI ¢ BCIIOMOTATEIbHBIM 00b-
eKTOM MaritalStatus B HaUaJIe KasKa0ro MyOJUIHOTO METO/IA, YTOOBI OIIPEEISITD 0TIy~
CTUMOCTH COOTBETCTBYIOIIETO BbI30BA.

JucTuHr 7.9. Knacc Person, onvpatolmiicst Ha knacc MaritalStatus

public class Person {

private MaritalStatus maritalStatus =
new MaritalStatus();

public void date(Person datee) { IE]posepﬂeT, MOXHO /I XOAUT Ha CBUAAHNSA.
maritalStatus.date(); OV HeNb3A, FeHepPUpYeT UCKNIoYeHue

buydrinks();
offerCompliments();
¥ MpoBepseT, cocTouT NN B Gpake Yenosek,
. . . 1 MeHAET ero ceMeilHoe NoNoMxeHue
public void divorce() { Ha «He XeHaT/He 3amyxem»

maritalStatus.divorce();

Boraecenne y1ipaBJi€eHUA COCTOSHUEM B OT[[GJIBHBIﬁ 00BEKT A€JIa€T KO/JI CYIIIHOCTHU Ha-
MHOTO OoJ1ee HaJE€KHbIM 1 yCTOﬁ'—IHBbIM K MEJIKMM HapyHI€HUAM 6I/IBH6C-H6]IOCTHOCTI/I -
HalpuMep, Korjaa moKymnaTeIb n3beraeT OIJIaThI 3aKa30B nepea nx OTHpaBKOﬁ. OT[[e]IbeIe
0OBEKTHI COCTOAHUIN PEKOMEHAYETCA NCTTOIB30BaTDh, KOT/Ia Y BaC €CThb I10 MeHbIIei Mepe
ABa COCTOAHUA C PAa3HBIMHU TIpaBUJIaMU U TIEPEXO/IbI MEKY HUMU HE COBCEM TPUBUATBHBIC.
MBI, HaBEpHOE, HE CTa/In OBl TIPUMEHATDH 3TOT MOAXOM JIJIA IIPEACTABICHNUA COCTOAHNUA
JIAMITOYKM (BKJIIO'—IeHa/BbIKJHO‘IeHa, Tepexo/ Bcerga BO3MOKEH U MEHAET COCTOAHME Ha
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potuBonooxkuoe). Ho mis obbIxX ciydyaes IMOCA0KHee COBETYeM 3a1eiiCTBOBATD OT-
JeJIBHBII OOBEKT COCTOSTHUSL.

Kak y:ke ymoMHUHAIOCh, IPEACTABICHIE CYITHOCTH B BUIE U3MEHIEMOTO 00bEKTa
X0PpoIo paboTaeT B OJHOTIOTOYHBIX OKPY:KeHus1x. Ho ecjin TOTOKOB MHOTO, BaM MPH-
JIETCSL aKTUBHO MCII0JIb30BaTh B KO/ KJII0YeBOe CJI0BO synchronized, 4To0Obl OHU HE 110-
BpeIMIN Balle cocTosgHne. K cosKanennio, aTo BhI3bIBAET APyrue mpobjieMbl, TaKue KaKk
orpaHuYeHre eMKOCTH U IIOTeHIIMaIbHOE B3auMHOoe G10KupoBanue. [lanee pacCMOTPUM
JPYTOM MOAXOJL K TIPOEKTUPOBAHUIO, KOTOPBII XOPOIIIO MPOSIBIISIET ce0s B MHOIOIMOTOUHBIX
OKPY KEHUSIX.

7.3.  CHMMKM CyLLHOCTEMN

[TepeiizieM K MHOTOIIOTOYHBIM OKPY/KEHUSIM, B KOTOPBIX K 9K3EMILJISIPY CYIIHOCTH MOTYT
00Gpamarhcst cpasy HECKOJIbKO MOTOKOB. B BHICOKOTIPOU3BOUTEILHOM PEIEHNUH, T/I€ Bpe-
MsI OTBeTa MUIPaeT KJIIOYEBYIO POJib, CJelyeT nuaberaTh 3aipocos K 6ase gaHubix. OObIYHO
9TO KaCaeTCs TOProBJid IIEHHbBIMN 6yMaFaMI/I, IIOTOKOBOTI'O BelllaHUd, MHOT'OIIOJIb30OBaTEJ/Ib-
CKHX UTPOBBIX HpI/IJIO)KeHI/Iﬁ n B€6-CaI>,ITOB C BBICOKOH CTEIEHbBIO OT3BIBUMBOCTI. B aTHX
CUTYyalUAX BPEMsI, KOTOPOE YXOAUT Ha M3BjedeHne nudopMauy u3 6asbl JaHHBIX, CIE-
JIaJI0 6BI HEBO3MOJKXHBIM BO3BpalleHNE 6bICprIX orBeToB. BMecTo aToro CYHIIHOCTHU CTOUT
KaK MOJKHO Yallle XpaHUTh B TAMSITH, UCIIOJIb3YsI, K TIPUMEPY, Pa3AeIsieMbIi KaIIl, TAKON
kak Memcached. Bce moToku, KOTOpbIM HYKHO paboTaTh ¢ CYIIHOCTBIO, GEPYT JaHHbBIE
U3 K9llla, B PE3yJIbTAaTe Yero MpeCTaBIeHIe CYIHOCTU Pa3AessieTCsl MEK/LY TIOTOKaMHU.
STO ITO3BOJIAET MUHUMU3UPOBATH BPEMSA OT3bIBa N ITOBBICUTH EMKOCTD, HO Tpe6yeT 10~
MOJTHUTEJIBHBIX YCUJIAN ITPU TPOEKTUPOBAHUH CYIITHOCTEI: OHU JOJKHBI BeCTH cebsl Kak
CJIelyeT B OKPY/KEHUH ¢ MHOKECTBOM IIOTOKOB.

YT0o6bl pENTUTh 3Ty 3a/a4y, MOKHO J00aBUTh B KOJ MHOKECTBO KJIIOYEBBIX CIIOB
synchronized, HO 9TO MPUBEJIO Obl K TOMY, 4TO MHOIUM [IOTOKaM IPHUILIOCH ObI 5KAaTh
IPYT Ipyra, U KapJUHATIHHO YMEHBITUIO OBl EMKOCTH CUCTEMBL. UTO ellfe XysKe, 9TO
MOTJIO Obl BBI3BATh 63AUMHOE OIOKUPOBAHUE, KOT/A IBA TOTOKA JKIyT APYT APyra Heorpa-
HUYEHHOE KOJIMYeCcTBO BpeMeHu. Ho Mbl MOJKEM pPeliuTh JaHHYIO IPOOJIeEMY € IIOMOIIbIO
APYTOTO 11abJI0Ha TIPOEKTUPOBAHUS, IPEACTABUB CYITHOCTH B BUIIE CHUMKOS.

7.3.1. CywHocTn, npeacras/ieHHble
Hen3MeHsieMbIMN 06beKTaMun

CymHOCTh He 00513aTe/IbHO TIPEICTABISATh B KOJIE B BUJIE U3MEHSIEMOTO KJtacca. Bmecto
ATOTO MOKHO CO3/IaTh €e CHUMKHU, KOTOPBIE MO3BOJISIT IPOCMATPUBATD €€ M BBIIIOJIHSTh
¢ Hell kakue-To neiicTBust. [Iporie Bcero onmcarp aTo ¢ TOMOIIBIO MeTa(ophI.
[TpencraBbre, UTO y BaC €CTh CTapbIil IPYT, C KOTOPBIM BbI JABHO HE BUJIENCD. BbI 5KuU-
BeTe B Pa3HbIX TOPOJIAX, HO MO/IEPKUBAETE CBSI3b C TIOMOIIBIO caiita it oomena hoTo-
rpacdusamu. Bol perysigpHo mpocMaTpuBaeTe hoTtorpadun, c/ielaHHble IPYTOM, U CIEINTE
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3a U3MeHEeHUsIMU B ero sKu3Hu. OH MOXKeT MOMEHSITh TIPUYECKY WJIH [lepeeXaTb B HOBbIIT
JIOM, ¥ OH, €CTECTBEHHO, B3POCJIEeT UJIH CTapeeT, Kak 060t yenroBek. HecmoTpst Ha
M3MEHEHUST BCEX 9TUX aTpUOYTOB JIMYHOCTD BAIlleTo JAPYyra ocTaeTcs mpeskHeil. Bor Ha-
GurioTaeTe 32 PA3HBIMU COOBITHSIMU B €T0 JKU3HU ¥ MOJIEP/KIUBAETE CBSI3b, HO HIKOT/IA
He BcTpeyaeTech JudHo (puc. 7.2).

®opmupoBarue CmpaHudka ¢ pomozpadpusmu YenoBexk,
CHUMKA CYWwHOCMU 8 Instagram (odbexkmbi-3HadeHus)  Komopozo Bol Hukozda

He Budeau Bxubyro

Y

[
o

Budume

MOAbKO

dpomozpacpuu i
Bot _A_

Ho Boi Bce pabro BocnpuHumaeme ezo/ee kak xubozo yeroBeka (cyusHocmp)

J

Puc. 7.2. MoTok doTorpadui, hopMUPYIOLLMX NMPEACTABIEHNE O XUBOM YEIOBEKE, AAXE €C Bbl
HUKOrAa He BCTPEYannCh JIMYHO

Ho uto nacuer dpororpaduii? Moskuo jiu ux Hazsarb Banum apyrom? Koneuno,
HeT. DTO JWIIb CHUMKH Barero apyra. Kaxmas gororpadus nzobpaskaer ero B omnpe-
neneHubrit MoMeHT BpemeHu. DoTorpahuio MOKHO CKOMUPOBATH U BHIGPOCUTD, U BaC
He BOJTHYET, KOIIUS 9TO WIN OPUTHHAJM. Banr Ipyr mo-mpexHemMy KUBET CBOEH KU3HbIO
B JIAJIEKOM TOPO/IE.

Crumiu cywpocmetl paboTAOT TI0 TOMY JKe PUHIHITY. B HHTepHET-Mara3uHe 3aKa3bl
CO3/IAI0TCsI, KOTJIA KIMEeHThl YTO-TO IMOKynaioT. Kask/plil 3aKa3 uMeeT CylileCcTBEHHOe
BPEMsI JKU3HU U U3MEHSIETCS TT0 MEPE TOTO, KaK KJIUEHT J0OABJISET B HETO TOBAPHI, BbI-
6upaet crmocob oraTe! u T. . TEOPETHYECKH COCTOSTHIE MOKHO XPAHUTh B 6a3e TaHHbIX.
Ho korza ko1 XoueT ero moJiyduThb, BBl CO3/Ia€Te €r0 CHUMOK 1 O(DOPMIISIETe €T0 B BUJIE
KJacca OrderSnapshot — HEM3BMEHSEMOTO TIPE/ICTABICHUS COOTBETCTBYIONIECH CYITHOCTH.
Ito nokazano B auctunre 7.10. JlaHHbIN KOJI TPEIOCTABIISIET CHUMOK TOTO, KAK BBITJISIJIUT
3aKa3 B MOMEHT, KOT/IA BbI €r0 3aIpallIBaeTe.

Jlazke eco CyIIHOCTD 3aKa3a BCe ellle CYIIEeCTBYET Ha KOHIENTYaJIbHOM YPOBHE, OHA
He BBIPasKAeTCs B BUJIe M3MEHSIEeMOro KJjlacca B Kojie. BMecTo aToro kiace OrderSnapshot
[IPEOCTABJISIET HYKHYIO BaM WH(MOPMAIIUIO O CYIIHOCTH, YTOOBI BBI, K IPUMEPY, MOTJIH
BU3yaJM3NPOBATh ee B TpadmueckoM mHTEpdelice MHTEpHeT-Mara3uHa. Vies, geskanias
B OCHOBE KOHIIEMIIUI CHIMKOB, COCTOUT B TOM, YTO JIOMEHHbII CEPBUC UIET K 6aze TaHHBIX,
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3axBaTuB ¢ coboii poToarapar, U Bossparaercsa o6paTHo ¢ pororpadueii, Ha KOTOPOi
3arevaTyieH 3aKa3 B OIpelleJIeHHbIII MOMEHT BpeMeHU. OrderSnapshot — aTo He TIPOCTO
TPUBHATbHBI OGBEKT /IS CO3/IAHUS OTUETOB: KaK U KJIACCHYECKass CYIHOCTh, OH COJIEp-
JKUT HHTEPECHYIO JIOTUKY TIpeIMeTHOH obmactu. Hampumep, oH crmoco6eH BBIYMCTUTE
ob11iee KOTMYECTBO TOBAPOB B 3aKa3¢ W MPOCIEAUTD 32 TEM, YTOOBI OHO COOTBETCTBOBAJIO
[IATIA30HY, IOy CTUMOMY JIJIsT OTTIPABKU.

Jinctunr 7.10. Knacc OrderSnapshot

import static org.apache.commons.lang3.Validate.*;

public class OrderSnapshot { H ord
public final OrderID orderid; € cyLyHocTb Draer
public final CustomerID custid; Kak TakoBad, a ¢ CHUMOK
private final List<OrderItem> orderItemList;

public OrderSnapshot(OrderID orderid;
CustomerID custid,
List<OrderItem> orderItemList) {
this.orderid = notNull(orderid);
this.custid = notNull(custid);
this.orderItemList =
Collections Cnmcok ItemList cpasy xe

-unmodifiablelist( ) XPaHUTCA Heu3MeHAeMbIM
notNull(orderItemList)); <«—

checkBusinessRuleInvariants();

}

public List<OrderItem> orderItems() {
return orderItemList; —

} CHumoK CYLLLHOCTU COAEPXKUT CNI0XKHYI0

public int nrItems ( ) { 6M3HEC-HOWIK)! ANA 0TCNeXnBaHNA COCTOAHNA

}

private void checkBusinessRuleInvariants() {
validState(nrItems() <= 38, "Too large for ordinary shipping");

} } HeT HMKaKux MmeTof0B AN1A M3MEHEHUA COCTOAHUA

public class OrderService {
public OrderSnapshot findOrder(OrderID orderid) ...
public List<OrderSnapshot> findOrdersByCustomer(CustomerID custid) ...

Ho uto macuer camoii cymrocTr? MoXKeT I OHa CyIEeCTBOBATh €3 M3MEHSIEeMOT0
kyacca? MoskeT, HO Ha KOHIIETITYaThbHOM YPOBHE — TOUHO TaK ke, KaK Balll IPYT 13 APY-
TOTO TOPO/IA, KOTOPOTO BbI HUKOT/IA HE BUJIEJIN BKUBYIO. BBl He B3aMoieficTBYeTe C CyIIl-
HOCTBIO HAIIPSIMYTO, & TOJIBKO MTOJIydaeTe CHIMKI ee COCTOSTHIS. EMMHCTBEHHBIM MECTOM,
T7le 3aKa3 MPECTaBIeH B BU/IE U3MEHIEMOTO COCTOSTHUSA, SIBISIETCST Ha3a TAHHBIX: pedb
HJIET O CTPOKE B Tabuiuile Orders 1 COOTBETCTBYIONINX CTPOKAX B Tabsuiie OrderLines.
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7.3.2. WN3MeHeHusa COCTOAHUSA
MNCXOZIHOM CYLLHOCTW

MpI mokazaniu, Kak U3MeHsIeMyI0 CyIITHOCTb MOKHO MPEJICTaBUTH C TOMOIIBIO HeU3MeHsIe-
MbIX cHUMKOB. Ho ecii 910 HacTosIIast CyIHOCTD, OHA A0JIKHA OBITH CII0OCOOHA UBMEHSTh
cBoe cocTosHne. Kak e 3T0oro JI0CTHYb, ECJIN ee MPeJICTaBIeHe Hen3MeHsieMoe?

Hawm nysxen Kakoii-To MEXaHU3M /i MOAM(MUKAIIMY CYIITHOCTYU (TO eCTh €€ BHYTPEeH-
HUX JaHHBIX ). [[JI 5TOro MOKHO IIPEAOCTABUTH JOMEHHBII CEPBIC, KOTOPOMY BBl Oyere
ciarb obHoBenus. B muerunre 7.11 nokasano, 4To y JOMEHHOTo cepBrca OrderService
[MOABUJICS HOBBI MeTo/; addOrderItem, oTBevaloniuii 3a 0OHOBJICHIE CYLIHOCTHU.

JNinctuHr 7.11. OrderService c MeTogamm ans 06HOBNEHMS 3aKa3a B 6a3e AaHHbIX
class OrderService {

lpoBepset, moxHO nn
Ao6aBuTb 3a1aHHOe
KONMYeCTBO

public void addOrderItem(OrderID orderid,
ProductID pid, Quantity qty) {

//... <

N 1] 4] BHocn 8 6asy aaHHbix HoBYI0 HGopMaLMi0

Metoj1 addOrderItem IpoOBEPsIET YCAOBHUS, 4TOOBI YOEAUTHCS B JIOTYCTUMOCTH H3Me-
HEHUST, 1 OGHOBJISIET BHY TPEHHIUE IAHHBIE ¢ TOMOIIBIO 60 SQL-KOMaH/, OTIPABJISEMBIX
HerocpeactBerHo B/I, mbo ncmonb3yeMoro ppeiiMBopKa XpaHeH s JaHHbIX. DTOT MO/~
X0J1 obecredynBaeT BBICOKYIO JIOCTYITHOCTD, TaK KakK Bbl nzberaere GIOKUPOBAHUS MPH
YTEHUH, KOTOPOE, IPEAITONOKUTENBHO, IIPOUCXOINT HAMHOTO Yallle, YeM 3aIuch (TO eCTh
u3MeHeHne qanubix ). Oneparnun 3anucH, s KOTOPBIX MOXKET TToTpebGoBaThest HI0KM-
pOBaHUeE, OT/ESAIOTCS OT YTEHUST, UTO TIO3BOJISIET N36EKATh TIPobIeM ¢ HEe30MaCHOCTHIO,
CBSI3AHHBIX C HEJIOCTYITHOCTBIO JIAHHBIX.

Henocratok aToro moaxo/a B TOM, UTO OH IPOTUBOPEYUT HEKOTOPBIM MPUHITUIIAM
00BEKTHOI OPUEHTHPOBAHHOCTH, OCOOEHHO PEKOMEH Al Pa3Melarh JaHHbIe
U COTYTCTBYIOIIEE MOBEACHIE KaK MOKHO GJIVIKE APYT K APYTY, KEJATETHHO B OJTHOM
KJacce. 3/1eCh MbI PA3JICIUIIN CYIHOCTh HA YaCTH, TOMECTUB OTIEPAI[H YTCHUST B 00'b-
eKT-3HaYeHUe OJJHOTO KJAcca, a ONepaluy 3aIlTUCU — B JOMEHHBII CEPBUC APYTrOro
KJacca. ApXUTEKTYpa 3a4acTyio Tpebyer KoMIpoMucca. B Takux ciaydasx BBICOKasT
NOCTYITHOCTh MOJKET OKa3aThCsl HACTOJIBKO BasKHOI, UTO PN Hee CTOUT TI0KePTBOBATS,
HAMpUMep, OTIPE/ICTCHHBIMY TIPUHITUTAMU 00bEKTHO-OPUEHTHPOBAHHOTO TIPOTPAMMH-
POBaHMSI.

Jra uest He Takas CTPAHHAsI, KaK MOKHO TTO[yMaTh. AHAJIOTUYHBII 1TOJIXO/] TIPUMe-
HSICTCS U B JIPYTUX CUTYAIHSIX, HHOT/IA B HeMHOTO WHOM Bujie. [11aboH mpoekTupoBatus
«Pazjiesnienrie 0TBETCTBEHHOCTH MEXKIYy KoMaHaaMu u 3anpocamu» (Command Query
Responsibility Segregation, CQRS) u npuHLIuI eAnHOro ucToYHKUKa 3anucu (Single
Writer Principle), npemnoxennsie I'perom SIarom u MaprtunoMm TOMIICOHOM COOTBET-
CTBEHHO, UMEIOT MTOX0KIe XapaKTePUCTHKU.

CHHMMKU CYIIHOCTEI TTOIEP;KUBAIOT HE TOJBKO JOCTYITHOCTD, HO U T1€JIOCTHOCTb.
[TockosbKYy CHUMOK HeM3MEHsIEM, COCTOSTHUE MPECTABICHIS B IPUHITUIIE HE MOXKET
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OKa3aTbCs HEKOPPEKTHDBIM. OO6brynas CYHUITHOCTBb C METO/IaMH, KOTOPbI€ N3MECHSIOT €€ CO-
CTOsIHHE, IIOJIBEPIKEHA omunbKaM TaKoro poaa, a CHUMKH — HET. KOHGLIHO, JJIA UISMEHEHMA
BHYTPEHHUX /TaHHDbIX IPEIyCMOTPEH KO/, KOTOprﬁ TOKe CII0COOEH UMEeTh lIe(bEKTbI, HO
10 KpaﬁHeﬁ MeEpe CHUMOK, KOTOprfI HCITOJIb3YETCA JIJIA MTPEACTaBJACHUS COCTOAHWA CYTIL-
HOCTH, MEHATHCA HE MOJKET.

Kak 6a3bl faHHbIX 6/I0KMPYIOT CYLHOCTH

B HekoTOpbIX cUTyanusax NpOU3BOAUTEIBHOCTD OlIEPaIii UTeHUS (C TOYKU 3DEHUS BpeMe-
HU OTBETa ¥ eMKOCTH ) UTPAET BAXKHYIO PoJib. Hanpumep, B KHUIKHOM UHTEPHET-Mara3uHe
MOTYT ObITh TI€PUOJbI IIMKOBON HArPy3KHU, KOTAa HOJIbIIIOE KOJIMYECTBO MOKYyIaTe el
uietT, 4to Obl mouuTaTh (CKaxeM, HakaHyHe PoxaectBa). Kaxabplii U3 HUX XO4eT Kak
MOZKHO OBICTpEE TIOJYYUTh OTBET C ONIUCAHUEM KHUTH, €€ [IeHOU 1 nH(opMaiueii o ToMm,
CKOJIBKO €€ KOIHii ecTh B Han4uu. Ecaim Ka bl 3a1poc co3aaeT 6JI0KUPOBKY I 9Te-
HUS$1/3aMUCH COOTBETCTBYIOIIEH CTPOKU B Gase JIAaHHBIX, KATAJIOI TOBAPOB BCKOPE 1epe-
CTaHeT OTBeYaTh. Bpsil Jiu OKyNaTe/siM OHPaBUTCst coobienune Haropobue: «V3Bunure,
HO B JJaHHbII MOMeHT onncanue “Iamiiera” HEOCTYIIHO, TaK KaK €r0 MPOCMAaTPUBAET
kTO-TO AApyroil. [loxasnyiicra, MooK/aUTe, ITOKA 3TOT MOKYHaTe b He 3aKOHUUT, U 3aTeM
nonpobyiite CHOBa».

[Ipu pabore ¢ cymHOCTHIO, Xpausiieiics B 6aze aHHbIX, GJIOKUPOBAHUE COOTBETCTBY-
101I[ell CTPOKU B TabuiuIle BrioJiHe HOpMaibHO. KOHKPETHDII THIT OJIOKUPOBKH 1 TO, KaK
¢ Heii paboTath, 3aBUCHT OT (HPEHMBOPKA XPAHEHUs TAHHBIX, CUCTEeMbI yipaBiaeHus B/l
u KoHUryparuu TabJauil, HO B yCTaHOBKe OJIOKUPOBKY JJIsl YTEHsI/3aUCH TPU U3BJIe-
YEHUU U3MEHIEMON CYNIHOCTH HET HUYero HeoObraHoro. TakuM 06pa3oM Gasa JaHHbIX
rapaHTUpyerT, YTO HUKAKOH JIPYroil KIMEeHT He U3BMEHUT Ty K€ CYITHOCTb B TOT e IIPO-
MEKYTOK BPEMEHH.

Ecim CYHNITHOCTHU BBIHYK/IAIOT HAC CO3/IaBaTh TAKOTO PO/ia OTPaHNYCHUA, OHN ABHO TIJIOXO
CMO/IEJIMPOBAHbI JIJI51 yC]IOBHfI, B KOTOPDBIX O/IHY M TY K€ CYITHOCTHb OTHOBPEMEHHO MOJKECT
TIpocMaTpuBaTh MHOKECTBO KJIMCHTOB. Mubr BEpHEMCA K ATOM curyanunm 4yThb IIO3%KE, HO
CHadaJia TOCMOTPUM, UYTO HpOI/I3OI>'I[[CT, CCJIN CUCTEMa NCIBITBIBACT BBICOKYIO HArpy3Ky, HO
Ka)KZ[BIIL/'I KJIMEHT 3aHTEPECOBaH TOJIBKO B Ol[HOIL/'I KOHKpCTHOﬁ CYUIHOCTH.

Eciiu BepHYTHCSI K KHUKHOMY UHTEPHET-Mara3uHy, TO MOJIEJIMPOBAHKE 3aKa30B B BU/E
CYILIHOCTE MOJKET IOKa3aThCsA Xopoleil ujeeid. Becb cMbICJ TaKOW CyNTHOCTU 3aKJIIO-
YAETCS B OTCJEKUBAHUU JIIOOBIX U3MEHEHUIT COCTOSIHMSI IPU 0OABJIEHIY KHUT, & TAKIKE
[pu OIJIaTe, YIIAKOBKE U JoCcTaBKe 3akaza. Kax/blil 3aKa3 XpaHUTCS B HECKOJIbKUX
tabauiax 6a3bl JaHHBIX: Orders, OrderLines 1, BOSMOYKHO, KAKUX-TO APYTUX. 3/1€Ch
He JIOJDKHO BO3HUKHYTHh HUKAKUX 11POGJIEM Jlake B Cilydae BHICOKON HArpy3Ku, BEPHO?
K crpokam u crosnibiam 3akasa B 9THX Tabsuiax 6yaeT oopaniaThCs TOJIbKO TOKYTIaTeb,
KOTOpPBI ero oopmu. Ciie0BaTeNbHO, JBa PA3HbIX KJIMEHTA HUKOT/IA He 3a0J0KUPYIOT
JIpYT AIpyTa.

B reopun 5T0 3By4nT XOPOIIIO, HO HA ITPAKTUKE BCe HEMHOTO cJiokiee. [Ipobiiema B ToM, 4T
MHOTHE CHCTEMbI yIIpaBJIeHust 6a3aMu JaHHbIX He OJIOKHPYIOT CTPOKHU 110 OTAETbHOCTH —
JUIst TOBbIIEHUsT A GMEKTUBHOCTH OHU MTPUMEHSIIOT GJIOKHPOBKU K TPYIIaM CTPOK. ITO
MOKA3aH0 Ha CJIEIYIONel arnarpaMme. BMecTo ool cTpoku GI0KUPYETCst 1 3arpyKaeTcst
11eJ1ast CTpaHuIa MaMaTH (M Bce CTPOKH, KOTOPBIE B HEel HaX0osATCs)!
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dAuc Bod

OOHa u ma Xe cmparuua
onokupyemces OAs Beex

Umo X,
npudemcs
nodoxXoame..,

Q
%
3azpyska 3anucu Boda

OAOKupyemes, noka SAuc
OAOKUpYem cmparuuy

MHe npabBda
HY>KHA MOABKO
MOS 3anuce

g

CmpaHuua namamu,
3azpy>KeHHast
0As 00cAyKuBarus IAuc

B uyeadx agppexkmubrocimu
Beidaem/ S rokupyem
UEAYHO CIMPAHUUY NAMSIMU

Baokupyemes,
NOKA 3azpyxaemcs
0AS DAuc

CmpaHuya namamu i
¢ 3anucIMu /L ——
0AS dAuc u Boda

BitoknpoBanme cTpaHHIBI IPHBOIUT K TOMY, 4TO OJIOKUPYIOTCSI CPas3y HECKOJIBKO CTPOK.

BaokupoBanue Ha ypOBHE CTPAHMUIL BBINOJHACTCS /I MOBbIICHUS 3(hdeKkTuBHOCTH
YTEHUsI/3AIUCH, YTO OYE€Hb BAKHO JIJIs CUCTEM ylIpaBJjeHus Oazamu gaHHbIX. Bo Bpems
TPAH3aKIMHU CUCTEMA CYUTBIBACT C IMCKA TIEJIYIO CTPAHUILY M 3arPy’KaeT ee B aMsaTh. T paHs-
aKIMg BHOCUT KaKUe-TO UBMEHEHUS B JIAHHBIE, COCPIKAIIMECs Ha 3TO cTpanuiie. B xone
(bukcanuy U3MEHEHUN BCsi CTPAHUIIA 3AMTUCHIBAETCST OOPATHO HA AUCK. ITO 3(h(DEKTUBHBII
c11oco6 paboThl ¢ BBOZOM,/BbIBOZOM. HO uTO, eciiu Kakoi-To Apyroil KIMEeHT 3aX04eT Mo-
paborarh ¢ JJAaHHBIMU, KOTOPbIE HAXOATCS Ha TOl ke cTpanuie? Kakum o6pazom cucrema
rapaHTUPYeT, YTO KJIUEHTBI He MIePe3anuinyT U3MEHEHUS IpYT ipyra?

Cawmblii mpocToil (M TPUMUTHUBHBIN) TIOAXO COCTOUT B OJOKUPOBAHUU IEJI0# CTpaH-
1[I, TIOKa ¢ Heil KTo-To paboraer. Ecin KakKuMM-TO APYTUM KJIMEHTAM HYKHbI [aHHbIE,
HaXOoJsAMIKecs Ha 3a6JI0KUPOBAHHON CTPAHUIlE, OHYM OCTAHABJIUBAIOTCS U JKAYT, TOKA
NePBBIil KJIMEHT He 3adUKCUPYeT CBOM M3MeHeHus. Toraa u ToIbKO TOr/Ia y CJIeIyIONIero
KJIMEHTA MOSIBJISETCS BO3MOXKHOCTD 3arpy3UTh CTPAHUILY U BBIIIOJHUTb CBOU OMEPAIIH.
ITO YNPOIIEHHOEe OIUCAHNE — MBI HE MOKEM 3/IeCh BJIABATHCS BO BCE HIOAHCHI CUCTEM
yrpasienust 6a3aMu JaHHbBIX, HO BaM JOJKHA OBITH MOHSATHA OCHOBHAs uzesi. Orpuia-
TEJIbHBIM [OCJIE[CTBUEM SIBJISIETCSI TO, YTO OJIMH MOKYIIATElb, 0OPAIIAIONIUICS K CBOEMY
3aKa3y, BJIOKHPYET He TOJIBKO COOCTBEHHYIO CTPOKY B 6a3e TaHHbIX, HO U COCE/IHIE CTPOKH.
Ecii B 9TOT MOMEHT Ha CAllT 3aii/IyT IPyTHe TOKYIATEIN, UM IPUIETCS OM0KAATD CHATUS
6JIOKUPOBKU. JTO CO3/IAET CUTYAIUIO, KOT/IA KJIMEHTBI BBIHYKIIEHDI JKAATh JAPYT APYTa, 4TO
YBEJIMYUBAET BPEMST OTBETOB M CHIKAET eMKOCTD. JTO MJI0X0. JloCTyITHOCTD Baliiei cucTeMbl
HAXOJITCS TIOJ] yTPO30H, a 3TO yIKe BOIPOC Oe30MaCHOCTH.
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Peanuzarnus cymiHocteil ¢ MOMOIIbIO CHUMKOB I03BOJISIET C/IEJIaTh UX COBMECTUMBIMU
€ MHOTOTIOTOYHBIM OKPYKEHUEM 1 U30€5KaTh HEMPHUSTHOCTEH, KOTOPBIE MOTYT BO3HUKHYTh
[IPY aKTUBHOM MIPUMEHEHUH B KoJie MojinduKaTopa synchronized. 3To Takke nsbasiiser
HAC OT KOH(JIMKTOB M BCEX TOTEHIMAIBHBIX TPOOJIEM, CBOUCTBEHHBIX GJOKHPOBAHMIO,
MOCKOJIbKY CHHXPOHU3AIHS TPAH3AKINA JIOKUTCS HA Ga3y TaHHbIX.

7.3.3. Koraa ctouT ncnonb3oBaTb CHUMKMU

Konrenmust cymuocT, y KOTOPOil HeT CBOET0 KJIacca, HECOMHEHHO, MTPOTHBOPEUNT
CTAaHIAPTHBIM METOANKAaM 0OBEKTHO-OPUEHTUPOBAHHOTO MPOTPAMMUPOBAHUSA 1 MOKET
1oKasartbcs HesloruuHol. /1y Tex, kro mbicaut kareropusgsmu OOTI, pazmerienne orpe-
JIeJICHUST IAaHHBIX CYIHOCTU B OJHOM MECTE, a MEXaHU3MOB OOHOBJIEHUS TeX JKE JIaH-
HBIX — B JIPYTOM JIOJIZKHO BBI3BIBATH AnCKOMMbOPT. TeM He MerHee CyIecTBYIOT CUTYAIN
C JKECTKUMU TPeOOBAHUAME K €MKOCTH U A0CTYITHOCTH (OY/ib TO BBICOKOHATPY/KEHHbBIE
BeO-caiiThl Mian OOJBHUIA, TIEPCOHAJT KOTOPOU JOJIKEH UMEeTh MTHOBEHHBIN JOCTYII
K MCTOPUH HOJIE3HN TATINEHTOB), B KOTOPBIX, KAK HAM KaXKeTCsI, CHUMKH CYTTHOCTEH 3a-
CJTY’KUBAIOT BHUMAHWSI.

Ecsu roBoputh 0 6€3011aCHOCTH, TO €llle OJIHO UHTEPECHOE MPEUMYIIECTBO UCIIOb-
30BaHUsI CHUMKOB TIPOSIBJISIETCST B CUTYAIVSIX, KOT/IA [IJIsT YTE€HUS] ¥ U3MEHEHUST IAHHBIX
HY’KHBI pasHble npuBuierin. Eciu Bam TpebyeTcst ToJIbKO 0TOOPasUTh COCTOSTHIE JAHHBIX
(HampuMep, KOT/a MoIb30BaTeNh TIPOCMATPUBAET KOP3UHY ), TOCTATOUHO OYIET METOA,
KOTOPBI UX u3BjekaeT. TOUHO TaK jKe BaM TOHAOOUTCST COOTBETCTBYOIIUN METO/T JIJIsT
U3MEHEHU JIAHHBIX (HAITPUMED, KOT/Ia B KOP3UHY 1106aBIisteTcst ToBap). B knaccuueckom
OOII y cymHocTy ecTh METO/IBI /LISt OIEPKKU KaK 4TeHust, Tak u 3amcu. Ho B xoze
0TOOpaKEHUST TAHHBIX KIMEHTCKUH KO/ MIMEET JOCTYT ¥ K METOJaM JIJisl UX 3aITHCH.
BosuunkaeT He06XOAUMOCTD B KAKOM-TO JIPYTOM MeXaHW3Me Ge30TacHOCTH, KOTOPBIi
KOHTPOJIUPYET U3MEHEHUsT, BHOCHMBIE B CYI[HOCTD, 1 IPECEKAET MX B CUTYAIHSIX, KOT/IA
TpebyeTcst TONbKO YTEHNE,

Korzia BbI ucmosyib3yere CHUMKHU CYITHOCTH, KJIMEHTCKUN KOJI, KOTOPOMY HYZKHO YTO-TO
[IPOYMTATD, OJIYYAET JJOCTYII TOJIBKO K HEM3MEHSIEMOMY CHUMKY U HE MOJKET BBI3bIBATD
U3MEHSIONIIE METObL. TOMBKO KIUEHTHI, KOTOPHIM Pa3pelieHO BHOCUTH U3MEHEHVS,
CMOTYT 06paIarhest K JOMEHHOMY CEPBUCY, TTPEAHAZHAYCHHOMY JIJIsT OOHOBJIECHUS CYTII-
HocTu. TakuM 00pa3oM aTOT MIabJI0H MTPOEKTUPOBAHUS 00ECIIEUNBAET TAKIKE I[EJOCT-
HOCTh JJaHHBIX B HEKOTOPBIX PACPOCTPAHEHHBIX clieHapusaX. [[0aTOMY B OKPY’KEeHUH,
B KOTOPOM PasHble MOTOKK 0OPAIAIOTCs K OJJHON U TOH e CYIHOCTH (BOBMOJKHO, /IaskKe
OIHOBPEMEHHO), CHUMKH SIBJSTIOTCS 9 (HEKTUBHBIM CITOCOO0M 00€eCTIeIeH s BBICOKOH
JIOCTYITHOCTU U T{€JIOCTHOCTH.

VTak, MbI U3YUIJIH [[BA APXUTEKTYPHBIX PEIIEHs, OJIHO U3 KOTOPBIX XOPOIIO paboTaeT
B O/IHONOTOYHBIX OKPY’KEHUSIX, & JIPYroe — B MHOTOTMOTOYHBIX. OIHAKO YPOBEHD CJIOXK-
HOCTH MOJKET HOBBICUTBCS TI0 €1Ile OIHON TPUUYKHE: KOT/IA Y CYIHOCTH €CTh MHOTO Pa3HbIX
cocrosiamit. PaboTaTth H0iee 4eM ¢ TECSTHIO COCTOSTHUSIMU MOKET OBITH HEYIOOHO, HO 3a-
YACTYIO CYIIECTBYET BOBMOKHOCTD IPUMEHUTD aJIbTEPHATUBHDIN MOJX0/] — IIPEJCTABUTD
CJIOJKHBIE COCTOSTHUST B BUJIE TIEMTOYKH CYIITHOCTEN.
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7.4. 3ctadeTa CywHOCTEN

Mmuorne cymuocTin 067a1ai0T HeGOMBITIM KOTMIECTBOM OTEMBHBIX COCTOSTHUN, B KO-
TOPBIX OBOJBHO JTeTKO pazobparhest. Hampumep, ceMeiiHoe TOM0KeHNEe B OTHOM 13
MPEebIIYIIUX IPUMEPOB UMEET BCErO HECKOJBKO COCTOSIHUI U MEPEXON0B MEKIY
uumu (puc. 7.3).

B zopcmke cocmosHui 8 sHakomoli odaacmu MOXKHO pasodpambcs

XKenat/
3aMyXeMm

PasBepeH (-a)

Hauano

Bpooseu/BooBa

He xeHat/
HE 3aMyXeM

Puc. 7.3. [paXkaaHCKUIA CTaTyC: HE XXEHaT, XXeHaT, pa3BefeH, BAOBEL, MepTB

JluarpaMmy cOCTOSTHUE TAaKOTO pa3Mepa JIETKO TTOHATh. Ee GbITI0 ObI IeTKO U pean3o-
BaTh € MOMOIIILIO OTETHHOTO 00HEKTA COCTOSTHISL, PACCMOTPEHHOTO B paszere 7.2.

MHoraa aparpaMMa COCTOSSHUI CyHNIHOCTH CTAHOBUTCS HACTOILKO GOJIBITION, 4TO paso-
Gparbest B Heil He Tak ipocTo. OHa MOJKET ObITh CIIPOEKTUPOBAHA TAKMM 00Pa3oM H3Ha-
YaJIbHO, HO Yallle BCETO 9TO Pe3yJIbTaT JJIMHHON uctopun nudmenenuii. Koria usmenenus
TOJIBKO BHOCUJIUCH, UX, CKOPEE BCETO, CUUTAIIN MEJTKUMU UCTTPABIECHUSAMHU, HO C TEYCHUEM
BPEMEHU OHU HAKATUIMBAJIMCH 1 TIPUBEJU K MOSIBJICHUIO MHOKECTBA COCTOSAHMIA. Briosrie
MOJKHO cebe MPe/ICTaBUTh, YTO N3HAYATHHO 3aKa3bl B KHIKHOM MHTEPHET-Mara3nHe nMe-
JIVL IBA COCTOSTHUST: <NOAyUen> N <omnpasiens. Ho 4epes Kakoe-To BpeMsl UX AuarpaMma
MOTJIa IPUHATD TaKou BUA (puc. 7.4).

Paszo6parbest Bo BeceX BO3BMOKHBIX COCTOSIHUSX U [IePeX0/iax TaKoM CyHIHOCTU ObIBaeT
HEIPOCTO, JIasKe eCJIU UMETh TIepe/l TIa3aMy UX uarpaMmy. Peasusaiiust aTux cocTosHui
B KOJIE C TapAaHTHEH TOTO, YTO B KAXKOM U3 HUX COOJIIONAIOTCS pa3Hble TpaBuia, Gyaer
HACTOSIIIM KotMapoM. Ecim Takas cymHocTh mpectaBisieT coboit OTAeqbHBIN KTace,
ee KO/l CTAaHOBUTCS HACTOJIBKO CJIOKHBIM, 9TO B HETO MOTYT 3aKPACThCST HECOOTBETCTBUS,
KOTOpBIE CJIOKHO BBIABUTH. EC/M iuarpaMMa COCTOSTHUI Balllero 3akasa moxosxa Ha
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MOKA3aHHYTO Ha PUC. 7.4, BbI TOJIKHBI YTO-TO TIPEANPUHATE. BaM Heo6X0mMo pa3buTs ee
Ha yactu. C 4ThI0 COCTOSTHUAMU MOKHO CIIPABUTLCA. lecaTb COCTOSTHUI — 9TO ellle Tep-
Mo, Ho sKoHMmpoBars 15 COCTOSTHUSIMU TIOTIPOCTY CJAUIITKOM PUCKOBaHHO. V1 iMeHHO
B TaKUX CJIy4asiX Mbl PEKOMEH/IyeM IIPUMEHATD CIIeIJIEHUE CYITHOCTEH.

OdopmneH,
HO He ornnayeH

B npouecce
odopmneHus

Hauvano

MoTtepsiH

OWwnBOoYHbLIN

OTnpaBneH

JocTtaeneH
KoHeuHble
OnnayeH COCMOSHUS
OTkas
B npouecce
BO3BpaLLeHust
OdopmneH,
HO niaTex
OTK/TIOHEH
BoaepalieH
KomneHcupoBaH

Puc. 7.4. 3aKka3 MOXET HaXOAUTLCS BO MHOXECTBE pasHbIX COCTOﬂHVII‘/lI, KaX[0€ U3 KOTOPbIX

WUMEET CBOU NpaBWUia N OrpaHU4YeHnA

OcHoBHasT uziest acmagemnl CyuHocmeii 3aKT0YAETCS B TOM, YTOOBI PA3OUTD KU3HEH-
HBIHM IIMKJI CYIHOCTU Ha (Has3bl, KaXKAYI0 U3 KOTOPDIX JOJUKHA [IPEICTaBIATh OT/e/IbHAs
cymnocTb. Korga asa 3aBepiiiaercs, CyIHOCTD HCYE3a€T U €€ MECTO 3aHUMaeT Apyras —
Kak B actadere. Barsinure, K npuMepy, Ha puc. 7.5, Tjie *KU3Hb YeJI0BEKa IIPOUIIIIIOCTPH-
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PpoOBaHa /IByMsI cnocobamMu: cHavajla B BU/E OlIHOfI CYIITHOCTH, KOTOpasdA IMPOXO/UT Y€pe3
MHOKECTBO COCTOHHI/II';I, a 3aTeM B BH/€ IIEITIOYKN CyHlHOCTefI.

O0Ha cywHocmb,
npoxodawias Yepes
MHO20 gpa3/cocmosHuil

Llenouka u3 HeckoAbkux
cywgHocmel. TTo OKOHYAHUU
00HOU gpasbl HavuHaemces

PoxdeHue

dpyeas. Tpu amom

Poxderue nogbrsemcs Hobas cywHocmb

BoAbwe

) He pederox,

yemynaem Mecmo

AememBo

FoHocmo
PedeHok
YXe He roHowA,

yemynaem mecmo

3perocmp

Cmapocmo FOHowa Bonbwie
He Bapocasiit,
CMepmo yemynaem
B3pocabli Mecmo

O

YMmep

Cmapuk

Puc. 7.5. XXn3Hb yenoBeka, NpeAcTaBieHHas AByMs criocobamu: B BUZE eVHON CyLHOCTH
1 KaK Lienoyka CyLHoCTe

B steBoit wacTu puc. 7.5 MBI BUANM KU3HD Y€JI0BEKA, TPEICTABIEHHYTO B BU/IE €IMHOMN
CYUIHOCTH: Y€JIOBEK POKIAETCH ¥ Ha IIPOTSKEHUN HECKOJIbKUX JIET OCTAETCS PEOEHKOM;
3aTeM HauWHAETCS MePuo IOHOCTHU, TTOCTe KOTOPOTO YeJ0BEK CTAHOBUTCS B3POCIBIM
€O BCEMU BBITEKAIOIINMHU TIOCJIEACTBUSIME; IAJIbIIE UAYT CTapeHne U cMepTh. UesoBeka
MOKHO CYUTATh OJTHOU M TOH Ke CYNIHOCTHIO, KOTOpast MPOXO/IUT Yepe3 e/ ytoline co-
CTOSTHUS: POKJIEHNE, IETCTBO, IOHOCTD, 3PEJIOCTH, CTAPOCTH U CMEPTh.

B npaBoii wactu nsobpaskeHus MOKa3aHa Ta JKe KU3Hb, HO B BUE LEMOYKH CYII[-
HocTeill. PeGeHok poskaaercs u pacrer. OQHaMK bl OH MCYE32€T, a er0 MECTO 3aHUMaeT
IOHOTIIA, TPUHUMAs acTadeTHYIO Manouky. HeckoabKo JeT cimycTs BMeCTO I0HOIIHN
MOSIBJISIETCST B3POCJIBIN Y€JIOBEK, KOTOPBIN PAHO WJIU MTO3/IHO YCTYIIAeT JOPOTY CTapu-
Ky, 2 TOT B KOHEUHOM CUeTe YMUPAET. DTy CUTYAIMIO MOXKHO CYUTATh YEPeJ0BAHUEM
Pa3HBIX IIEPCOHAKEN.

Mol 1okasajim iBa pasHbIX B3IJIAa Ha OHO U TO ske. O6a 9TH IpeACcTaBIeH s OHA-
KOBO BEPHDI, OHU YAEJISIIOT BHUMAHUE PA3HBIM aCIIeKTaM U TOASATCS 7151 PAa3HBIX CUTYaITUM.
MHorga ObIBaET MOJE3HO CMECTHUTD aKI[EHT ¢ OJJHOTO MOJX0/a Ha JAPYroit — Hampumep,
KOT/Ia Y Bac €CTh CYIIHOCTb C MHOJKECTBOM COCTOSTHIH. Kak moka3pIBaeT Halll OITBIT, TAKOE
CMEIIEHUE MOKET CITYKUTh 3(OEKTUBHBIM CIIOCOO0M PabOThI ¢ CYIITHOCTSMHU, COCTOSTHUST
KOTOPBIX BBIXOMAT M3-TIO/T KOHTPOJSA. Upe3aMepHO pa3pocIiasics ArnarpaMMa COCTOSTHUN
pasbuBaeTcs Ha (pasbl, Kaxk/Iast U3 KOTOPBIX MOJEJIMPYETCS B BUJIE OTAEIbHON CYIIHOCTH,
3aTeM TIOJIy4eHHbIe CYIHOCTH (hOopMUPYIOT acTadeTHYIO 1enouky. Kaxk/as cynHocTb
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B IIENIOYKE 3aHUMAETCS YIPABJEHUEM HECKOJIBKUME COCTOSHUSIMM, YTO MO3BOJISIET BaM
IIOHU3UTD YPOBEHDb CJIOKHOCTU 1 I/I36e>KaTb JIMIIHUX PUCKOB.

AP dexTuBHOCTD ScTadETHI CYHIHOCTEN 00bIACHIETCS BO3MOKHOCTBIO PasbueHus 00-
IIEr0 KM3HEHHOTO IMKJIA CYITHOCTH Ha (hasbl, KOTOPBIE MOAEIMPYIOTCS TTOCAEI0BATENBHO.
Yro6bl 9T Kak caeayeT paboTasio, Helb3s J0IyCKaTh BO3BPAILEHUS K y3Ke IIPOHIeHHON
daze. Jlanmyio ueio MOXKXHO IIPUMEHSTD, JIaKe eCJId BO3BPAIeHUs IPOUCXO/IAT, HO IIPU
ATOM TEPAIOTCS MPOCTOTA U GOMBIIASA YACTh IPEUMYIIECTB, KOTOPbIE aeT 9Ta abCTPaKIIUA.
Jlasbie Mbl BEpHEMCS K yCTpalIaionlell [uarpaMMe COCTOSTHU 3aKas3a B KHUKHOM Mara-
3MHE U IIOKaKeM, KaK [IPEBPATUTD ee B (oJIee IIOHSATHYIO ENOYKY CyIIHOCTE.

7.4.1. Pa3buenune amMarpaMmbl COCTOSIHUM
Ha (as3bl

Ente pa3 paccMoTpuM upe3mMepHO CI0KHYIO CYITHOCTb, IPE/ICTABIEHHYIO Ha puc. 7.4,
U TIOTIBITAEMCST CMOJIETTUPOBAThH €€ B BUjle acTadeTsl cyiHocreil. Miure Mecta, r/ie ojiHa
IPyIIIia COCTOSTHUH MePeX0ouT B IpyTyio. JKemaTebHo, 4UT06bI y Bac He ObLIIO BO3MOKHO-
CTU BEPHYTHCS K TIEPBON TPYTITIE ITOCJ]e TOTO, Kak Bl ee mokuHyJn. Ha puc. 7.6 mokasan
OJIVH 13 BAPUAHTOB pa3/ieJIeHNsT COCTOSTHUT.

Kax Busure, ciioxHast guarpaMmmMa MHTEPHET-3aKa3a MOKET COCTOSITh U3 JABYX (has: 10
u nocJte omiatel. HazoBeM niepByIo (hasy npedsapumenvivim 3aKasoM, a BTOPYIO — OKOH-
yamenvivim. ITN Gasbl CIeyeT CIPOEKTUPOBATH B BUJIE OTEJIbHBIX CyTITHOCTeH. B Harrelt
acradere yyacTBYIOT ABa OeryHa: nepBblii HaunHaer 3aber (IpeaBapUTEebHBIN 3aKas),
a BTOPOU, TPUHSB acTaeTHYIO TAJI0UKY Y 1epBoro, (ununimpyer (OKOHUATENbHBIH 3a-
ka3). OKoOHUATeTHbHBIN 3aKa3 SBJASETCA PE3YJIbTATOM OIJIATHI TPEIBAPUTEIHLHOTO.

COBET
Koraa npuMeHsieTe 3Ty cTpaTeruio, ULMTE MecTa, rae Hemb3s BEPHYTLCS Hasag,
YTOObl BaM HMKOrAa He MpUXOAWMIOCh 3aHOBO CO3AaBaTb OAHY M3 MpeablayLmnX
CyLLHOCTel. XenaTenbHo Takxke, YTO6bl Y KaXXAOM CYLHOCTU B Lemnoyke 6blio
TOJIbKO OZJHO KOHEYHOE COCTOsIHWE, KOTOPOE YCTYMaeT A0pory HOBOMY — crefy-
toleMy beryHy B acTaderTe.

Ecuu ere pas B3TJSTHYTh Ha AHArPpaMMy COCTOSTHUI, n300pakeHHY0 Ha puc. 7.6,
MOJKHO 3aMETHUTh €Ille OTHO MECTO, KOTOPOE COOTBETCTBYET HTUM TPeGOBAHUSIM, — KO-
r7la MoJy4yaTesb OTKAa3bIBAeTCS OT OCTABJIECHHOIO NTakeTa. Paguuiia B TOM, 4TO He Bce
JIOCTaBJICHHBIE 3aKa3bl MPUBOASAT K OTKa3y, a JIUIIb HEKOTOpbie. TeM He MeHee 3To
XOpOIIee MEeCTO JJIs PasbueHus JuarpaMMbl coCTosHI. TToMHITE, YTO OTKIOHEHHBIN
3aKa3 MosABJSETCS He aBTOMAaTHYECKH, a TOJBKO 110CJIe TOTO, KaK 110JydyaTesb OT HEro
OTKa3bIBaETCH.

B pesyibrate npeobpasoBanmii osryuaeM 6oJiee mpocTyio koHburyparmo. Kak mo-
KazaHo Ha puc. 7.7, y Hac GOJIbIIE HET eAUHON CYNTHOCTH ¢ OTPOMHBIM KOJIMYECTBOM
COCTOSIHUM. BMecTo 9TOT0 MBI IMeEM JIeJ10 € TPeMS JI0BOJILHO IIPOCTBIMU CYHIHOCTSIMU.



naea 7. YnpouieHne CoCTosiHUS

OWwnboYHbIN

v

OtnpaeneH
30ecb Mbl nepexodum
u3 00Hol epynnel
cocmosHuii 8 dpyeyro
OnnayeH
OdopmneH,
HO He onnayeH
OdopMneH,
HO nnaTex
OTKJIOHEH
B npouecce
opopmneHnsa
[MpensaputencHblie
S 3akasbl, KOTopble
Hauano He bl onnayeHbl
——

MoTepsH

OkoH4YaTesNbHble 3aKasdbl,
TO €CTb OrJla4eHHble
1 OTMNpPaBJ/iEHHbIE

JocTtaBneH

BosspalueH

KomneHcnposaH)

OTkas

B npouecce
BO3BPALLEHMS]
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3akasbl, OT KOTOPbIX
«0TKa3anncb»
npv oocTaeke

Puc. 7.6. 3aka3 B KHWKHOM MarasvHe Ha NPOTSXKEHUM CBOEr0 XXM3HEHHOrO LMK/a NpoXoanuT

yepes pasHble tasbl

Y xaxkmoil u3 Tpex cymiHoctel (peBapuTeIbHbIN 3aKa3, OKOHUYATEIbHBIN 3aKa3 U OT-
KJIOHEHHBII 3aKa3) €CTh YETBhIPE UJIM MATh BO3MOKHBIX COCTOSIHUH, TOTOMY UX OyJeT
TTOBOJILHO MTPOCTO PEATTU30BATD MO OTAETLHOCTH. VICTIONMB3Y ST PEABIIYTILYIO0 MOAETH 06H-
€KTOB COCTOSTHUH, BbI CMOKeTe GE30ITacHO PEain30BaTh BCE TPH CYIHOCTH.

Kpatko obcyaum repexojibl — mepeaady acTadeTHO MalouKu MEKIY CYITHOCTSIMU
B IeTTouKe. Koria mpeiBapuTeIbHbIHN 3aKa3 0(hOPMIIEH U OIJIAUEH, OH TIEPEXO/IUT B CBOE
KOHEYHOE COCTOSIHUE «OIlIayeH». B 9TOT MOMEHT B CBOEM HAa4aJIbHOM COCTOSIHUM «OILIa-
YeH» BO3HUKACT OKOHYATEJbHBIN 3aKka3. dcTadeTHas 1MajodKa epexojuT oT IIpe/Ba-
PUTEIBHOTO 3aKa3a, KOTOPBIN OCTUT CBOEH 11eJI1, K OKOHYATEJIbHOMY, KOTOPBIA TOJIBKO
HauMHAET CBOH 3a0er. AHAJIOTHUYHASI CUTYAIUsT TIPOUCXOJUT, KOT/IA CYIHOCTD <FOHOIIIA»
MEPEXOINT B COCTOSTHITE «HOJIBITE HE TOHOIIAY, B PE3YIIbTATE YeTO BO3HUKAET CYITHOCTD
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«BSDOCJIblﬁ yesoBek». M TouHO Tak JK€, KaK B3POCJIbIC JIIO/IU HE MOTYT BEPHYTBHCA B II€PU-
O/1 IOHOIIIeCTBa, OKOHYATEJIbHbBIN 3aKa3 HEJIb3sI TiepeBecTr B COCTOAHUE, TTPEAIIECTBYIOIIEe
Ha4Ya/JIbHOMY «OIlJTa4€H».

OKOHYaTEeNbHbIN
3aka3s

MoTepsiH

OLwmnbOoYHbIA

OTtnpasneH

OnnayeH JocTtaBneH

\ OTKJIOHEHHbI

Mpepsaputens- 3akas
HbIlA 3aKa3 [MopoxaaeT, Ecnun oTKNoHEH —_
npu OoCTaBkKe,
nopoxaaet

B npouecce
BO3BpaLLEeHUd

OdopmneH,
HO He onnayeH

Odopmnen;,
HO nmnaTex
OTKJIOHEH

BosspalueH

B npouecce
odopmneHms

Hauano KomneHcunposaH

PuUc. 7.7. 3aKa3 B KHKHOM MarasuHe, UMELLIMIA BUA LIEMOYKM U3 TPEX CyLIHOCTEN

[Tepexos OT OKOHYATETBLHOTO 3aKa3a (OMJIaYeHHOTO W OTIPABJEHHOTO TTOKYyTIaTe-
JII0) K OTKJIOHEHHOMY ITPOMCXOIUT TOUHO TAK JK€, HO C OJIHUM HEOOIBIIIUM OTIHIUEM.
Kora okonyarebHblil 3aKa3 JOCTUTAET CBOEIO KOHEYHOTO COCTOSIHUS «/[OCTaBJICH», 9TO
He BCer/la TPUBOJIUT K BOSHUKHOBEHUIO ciemytoleil cymuoctn. OTKIOHEHHBIN 3aKa3
BO3MOJKEH TOJILKO B CJIydae, eCJii OT OKOHYATEJbHOTO 3aKa3a OTKA3AJINCD TIPU JI0CTaBKe
(HammpuMep, HUKTO He 3aX0TeJI 32 HeTO PACTTUChIBATLCSA WX HE YAAIOCh HAUTH YKa3aHHBIN



[naBa 7. YnpolieHne CoCTosIHMS 237

azpec). Ho B 6ombIMHCTBE CIyYaeB 0CTaBKa OKOHYATELHOTO 3aKa3a He TIPUBOJUT K €ro
OTKJIOHEHUIO.

ITO apXUTEKTYPHOE PEIIEHNE CYIECTBEHHO YIIPOIaeT HAMMCAHKUE KOJIA, /IeIasi €ro
ycroitunsee k ommbkaM. Ecain quarpaMma cocTOsSTHUN OOJIbIlas U CJIOKHAsT — HAlo-
nobue TOH, 4To mokazaHa Ha PUC. 7.4, OUEHDb CIOKHO FapaHTUPOBATH OTCYTCTBUE He-
OOBIYHBIX, CKPBITHIX Ty TeH BBINOJTHEHUST, KOTOPBIE BELYT K HAPYIICHUIO OU3HEC-TIPaBUIL.
Ho, nmes Tpu CyIHOCTH TOTIPOIIE C YeTHIPbMST NN TSTHIO COCTOSTHUAMU JIJIST KayK/10H,
Kak Ha puc. 7.7, BBl MOXKeTe JIETKO YOEAUTHCS B TOM, 4TO KOJ BefieT cebst Kak CJeiyer.
Bbl kapaMHaIbHO CHUIKAETE PUCK BO3HUKHOBEeHUA yA3BuMocTeil. Ternepb BepHeMcs
B TEOPETUYECKYIO TIJIOCKOCTDb M MOJyMaeM, KOTr/la 3TOT MOAXO0/ CJIelyeT TPUMEHITD,
a Korjia — Her.

7.4.2. Korpa ctouTt popMnpoBaTb
acTadeTy CyLIHOCTEN

Y106bI pacCMaTPUBAEMBII TIOJIXOJL TPUHEC KAKYIO-TO MT0JIB3Y, IOJIKHBI BHIITOJHSITHCS TPU
YCJIOBUSL:

0 y CYMHOCTH CIUITKOM MHOTO COCTOSTHMI;
0 HEeBO3MOKHOCTH BO3BPAllEHUS B OJ[HY U3 IPEABIAYIINX (as;

O mpocThie mepexobl OT OAHOM (hasbl K APYTOi ¢ HEOOIBITUM KOJTNIECTBOM HATIPaBJIIe-
HUH ((KeTaTeslbHO C OJTHUM ).

Ecau xonmmdecTBO cocTOsSTHUI B Ballleil CyIIIHOCTU HAXOAUTCS B Pa3yMHBIX TIpe/lesax,
HeT HUKAKOTO CMbICJIA TIOBBINIATH YPOBEHD CJA0KHOCTHU 32 CUET CO3/IAHMST HOBBIX CYIITHO-
cTell ¢ pa3HBIMU Ha3BaHWSIMU. Eciin y Bac MeHbIIIe JIeCSITU COCTOSTHUI, MbI HE COBETYeM
(hopMHUPOBATh M3 CYITHOCTH IIEMOYKY. TOUHO TaK jKe He PEKOMEH/IyeTcst pasOuBaTh CyIIl-
HOCTb Ha JIBE YacCTH, eCIi U3 boJiee Mo3Heil (hasbl MOKHO BEPHYThCA B oJjlee PaHHIOIO.
Boiroga ot cuemnenus cyuHocTeil 00ycaIoBIeHa TeM, YTO IIOC/Ie 3aBepUIeHns] pabOThI
¢ CYLIHOCTBIO BbI 00JIblIle HUKOIZIA K Hell He BO3BpallaeTech. B KOHTEKCTe HaIIero Ipu-
Mepa ¢ 3aKazaMU 9TO MPOVCXO/INT, KOT/Ia TTpeIBAPUTETHHBIN 3aKa3 (Bce ellle Ha CTaun
odopMmIIeHNs) onyaunBaeTcsl. B pe3yabTaTe BOSHUKAET OKOHYATEJbHBIN 3aKa3, KOTOPBIN
HEBO3MOJKHO OTISATH CEJIaTh MIPEABAPUTETHHBIM.

BoaMoxxHOCTD BO3BpaTa K OAHON M3 MPEIBIAYIINX CYITHOCTE — 3TO TO JKEe caMoe,
Kak ecau Obl ofuH OeryH nepegan sctadeTHyIo Mal0dKy TOMY, KTO yKe OeKall 10 HETo.
Bl yTpaurBaere mpocToii mopsizoK nepeaadn sctadeTHoil MajJoyKu OT OAHOro OeryHa
K JPYTOMY BILIOTb 10 OKOHYaHUs 3a0era. BMeCTo 9TOro mojyyaercst CBOEro pojia opu-
€HTUPOBAHHBIN rpad), r7ie MOKHO BOCCTAHABJINBATH CYITHOCTHU U3 IpyTux ¢as. Mcuesaer
BCS TIPOCTOTA 3CTA(ETHI.

Ecnu mepexon oT ofHOM CYIIHOCTU K APYTOM MOKET MPOUCXOAUTD MHOKECTBOM
Pa3HBIX MyTeH, BBI JOJKHBI TOAYMATh O TOM, IEPEBENIMBAIOT JIM IIPEUMYIIEeCTBA 3TOTO
MO/IX0/1a 3aTPaThl HA €ro BorjoleHne. Ecan cynHOCTh MOXKET BOSHUKHYTH TOJHKO
B OIIpeJIeJIEHHON TOYKE, 9TO JIaeT HaM HEKYIO PocToTy. Eciin Takux Touek HeCKOJIbKO,
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nogymaiite 06 usaMeHeHu Moziesin. BoaMoskHO, 1Uist (hasbl yaacTest MPeyCMOTPETh KO-
HeuHoe cocTosinne? Eciu HeT, To, BO3MOXKHO, jiBe (hasbl ciielyeT 0ObeJUHUTD B OJ[HY.

Haxomnertr, y Bac MOXKeT MOJYYUTHCS OTPOMHAS [uarpaMMa COCTOSTHUM, TIepexXo/Ibl
B KOTOPO#1 HATIOMUHAIOT 3aIlyTAHHBIN KJIyOOK Mpstski. J{aske He IbITaiiTech ee yupocTuTh
C TIOMOII[BIO 3cTaeT CYIHOCTEN, BCe YCUIIUS TI0 TIPOEKTUPOBAHUIO GYIYT TIIETHBIMHU.
[Tyranuna HuKya He A€HETCS, Taske eCIU BBIJIEPHYTh HECKOJILKO HUTOK. PekoMenyem
BMECTO 3TOTO CIIPOEKTHPOBATH MOJIENIb 3aHOBO. BCTpeThTech Co CrienaancTaMu B Ipeji-
METHOH 00s1acTi 1 00CyIUTE CIIEAYIOIINE BOITPOCHL.

Q B yem Hacrosias IpuYrMHa TOTO, YTO MOJIEJIb TIOJIYYUTACH CITOKHOMN ?

(W I[eflCTBI/ITeJIbHO JIN OTIpaBJlaHHa BCA 9Ta CJIOJKHOCTD?

Q Jlexar Jiu B OCHOBE KasKJIOTO CJI0KHOTO apXUTEKTYPHOTO PellieH st peaibHble GU3Hec-
TpeboBaHua?

a OHpaBlIbIBaIOT JIN 3TN 6I/ISHEC-TPG6OB3HI/IH 3aTpaThbl, BbI3BaHHbIE TaKoi CJIOKHOCTDBIO,
1, BOBMOKHO, HEJOCTATOUYHYIO 3alllUIIIEHHOCTb CHUCTEMBI?

B nammoii rraBe paccMOTPEHBI HECKOJMBKO CIOCOO0B YIPOIIEHHS aPXUTEKTYPBI.
B 1abi1. 7.1 npuBeneHbl KpaTKWii lepedeHb OCHOBHON HAMTPABJIEHHOCTH KasKA0T0 MOAX0/Aa
U BOIIPOCHI GE30TACHOCTH, Ha KOTOPBIE OH PACCUNUTAH.

Tabnuua 7.1. ApXMTEKTYPHbIE PELLIEHNS, PACCMOTPEHHbIE B 3TOI INaBe: Ha3HayeHne
1 BOMPOCHI 6E30MAcHOCTH

PeweHune HasHaueHue AcnekT
6e3onmacHoCTH

Yactruno Hensmensiemasi | biiokupyer ajemMenTsl cyiHocTu, Kotopsie u Tak | IlesoctHocTh

CYIIHOCTh He JI0JKHBI MEHSThCS

OOBEKT COCTOSTHIS ITomoraer MOHSTb, KaKHe COCTOSTHUST MOKET ITesocTHOCTD

CYITHOCTH NMETDb CYIIHOCTDb

CHUMOK CYIIHOCTH ObecriedrBaeT BBICOKYIO EMKOCTh H KOPOTKOE JloctynHocTs,
BpeMst 0TBeTa, uzberast GIOKUPOBAHNUS [eJIOCTHOCTb

Acradera cynHoCTENR VYportaer paboTy ¢ KPYMHBIMU U CIOKHBIMI ITesiocTHOCTD

JAnarpaMMaMin COCTOSTHUI

[TepBoe apXUTEKTYpHOE pellleHre, KOTOPOE MBI PACCMOTPENH, 3aKJII0YAIOCh B MU-
HUMM3AIIN KOJMYECTBA COCTABHBIX 3JIEMEHTORB. J[JIs1 3TOTO CYIIHOCTH 1O BOBMOKHOCTH
JleJIaeTCsl YacTUYHO HersMeHsseMoi. Coreayronuii moaxoq — 0ObeKT COCTOSIHUSA — Ha-
[IpaBJieH Ha MHKATICYJISIITUIO TIEPEXOI0B MESKIY COCTOSTHUSIMU OT/IETIBHO B3SITOH CYIIHOCTH
1 XOpoIIo cebsl IIOKA3bIBAET B OJHOIIOTOUHBIX OKPYKeHUAX. EC/I MOTOKOB MHOTO, JIsT
MpeoTBPANEHUST KOH(PIUKTOB CYITHOCTD UMEET CMBICJI TIPEJICTABUTH B BUJIE CHUMKOB.
Haxoner, ec/in CyIHOCTb CI0KHAsE U BKJIIOYaeT B ce0s1 MHOKECTBO COCTOSIHUM, B Kaye-
CTBe aJbTEPHATUBHOTO TO/IX0/Ia €€ MOYKHO CMOJIEJTUPOBATh KaK AcTadeTy CyIIHOCTENH,
4YTO TIO3BOJISIET YMEHBIIUTD KOJUYECTBO COCTOSHUIN, KOTOPbIE TIPUXOJAUTCS YIUTHIBATD
O/IHOBPEMEHHO.
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Pe3tome

a CyIJ_IHOCTI/I MOJKHO CITPOEKTHUPOBATh Tak, 4yTOOBI OHY OBLIN YaCTUYHO HEU3MEHSAEMBIMMU.

O Koz a1 paboThI ¢ COCTOSTHUSIMU JIerde TeCTHUPOBATh 1 paspabaThiBaTh, €CJIM BHIHECTU
€ro B OT/IeJIbHBIN OOBEKT.

O MHOrOMoOTOYHbIE OKPYIKEHUST BBICOKOH eMKOCTH TPEOYIOT TIATEIBHOTO TIPOCKTHPO-
BaHMS.

O Mexanusmbl 6J0KUpOBaHUs B 6a3e HaHHBIX MOTYT OTPAHUYHTE JOCTYITHOCTH CYIIl-
HOCTell.

Q CHUMKHU CYIIHOCTEN 1103BOJISIOT BOCCTAHOBUTH BBICOKYIO ZIOCTYIIHOCTH B MHOTOIIO-
TOYHBIX OKPYKEHUSIX.

Q OScradeta cymrHocTeN (KOTIA Y/I0BIETBOPEHME YCAOBUI OIHON CYIITHOCTH TIOPOSK/AeT
APYTYIO) — 3TO aJIbTePHATUBHBIN MOXO07 K MOJECJIUPOBAHUIO CYIITHOCTUA C MHOKECTBOM
COCTOSTHUI.



Ponwv npouecca docmasku
Kooa 6 be3onacnocmu

B 3TOM rnaBse

O MoaynbHble TeCTbl, OPUEHTUPOBAHHbLIE Ha 6E30MacHOCTb.
MNepekntovaTenn hyHKUMOHANIBHOCTU C TOUKM 3peHust 6e30nacHOCT.
HanucaHvne aBToMaTU3NpOBaHHbIX TECTOB 6€30MacHOCTH.

o
O
O ToyeMy BaXxkHbl TECTbI JOCTYMHOCTY.
o

Kak HekoppeKkTHasi KOHdUrypaLuus NpUBOAUT K NpobriemMam 6e30MmacHOCTy.

BOJIBIIMHCTBO TIPOrPAMMKCTOB COTJIACHBI € TEM, YTO TECTUPOBAHUE TOJIKHO OBITH He-
OThEMJIEMOIT YaCThIO MpoIlecca pazpaboOTKU. ITO MO3BOJSAET U30€KATh PUCKOB, CBSI3aH-
HBIX € UCHPaBJIeHUeM ONMOOK yiKe Moc/e HalMcaHust Koja. Takue MeTOI0N0INH, KaK
paspaboTka yepes tectuposanue (test-driven development, TDD) u paspaGoTka uepes
nosegenue (behavior-driven development, BDD), caenanu pakTuyeckum CTaHIapTOM
HO/XO0]T, B KOTOPOM [TPY MHTErPAIMK KaKI0T0 U3MEHEHWsI BBIIOIHSIIOTCS ThICSYU TECTOB.
Ho 110 kKaKkoii-To npuyrHe 9TO 3a4aCTYI0 OTHOCUTCS TOJBKO K TECTAM, HE CBSI3aHHBIM
¢ 6e301acHOCTHIO (BO3MOKHO, IIOTOMY, YTO JIJIsi MHOTUX JII0/Ieii 6€3011aCHOCTh HAXOAUTCS
Ha BTOpoM Iiane). Ham 910 kaxercst HeJiorndHbiM. TecTbl Ge301acHOCTH HUYeM He OT-
JIMYAIOTCST OT OOBIYHBIX, U UX CJIEAYET BBIOJIHATH TAK JKe YacTo. ITO He O3HAYAET, YTO
BaM Hy’KHO IIPOBOIMTH TECTUPOBaHKE Ha IIPOHUKHOBEHHE IPH Kayk10i (prKcaim Koja'.

! TecTupoBaHue CUCTEMBI I BbISIBICHUS TIOTCHIIMATBHBIX CJIa0bIX MECT B 6E30MaCHOCTH,
cm.: https://www.owasp.org/index.php/Web_Application_Penetration_Testing.
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3nech Tpebyercst apyToit 06pas MbIuIeHst. Mepbl 6e30MacHOCTH T0JKHBI €CTECTBEHHBIM
06pa3oM HHTErPUPOBATHCS B TIPOTIECC IOCTABKU KOJIA 1 TIPUMEHSATHCS KAyK/IBIH pa3, Kora
BHOCHTCS KaKOe-TO M3MeHeHNe, — MMEHHO 3TO MBI ¥ PACCMOTPHUM B JIAHHON TJIaBe.

Kaskzpiit paszen B 9T0it riiaBe GoJiee WM MeHee HE3aBUCUMBIN, HO BCe OHU MPOHMU-
3aHbl OIHOU OOIIEll TEMOI: KaK HHTEIPUPOBATH PAa3HBIE TECTBI HE30MACHOCTU B TIPOIECC
JIOCTABKM Kozia. B oTsinyme oT TeM, KOTOpble MBI PACCMATPUBAJIHN MIPEKIE, 3/16Ch MOXKET
BO3HUKHYTH HEOOXOMMOCTD B TEJCHAPABICHHOM TJIAHUPOBAHUN Mep GE30MacHOCTH.
Ho, 3annumasich 9TUM B MOBCEIHEBHOM paboTe, BHI CMOKETE TIONYYHUTh TIPECTABICHUE
0 TOM, HACKOJIBKO 6e30TacHo Baire mporpaMmmioe obecredenie. [Ipeskiie 4em morpyKRaThest
B JleTajii, BCIIOMHUM, YTO TaKoe IIPollecc JOCTaBKU KOJa.

8.1. Wcnonb3oBaHne KOHBeKeEpa
[NOCTaBKM KoAa

IIpouecc (nm konsetiep) docmasku Koda — 3TO ABTOMATU3UPOBAHHbIIT MEXAHU3M Pas3Bep-
THIBAHMSI TPOTPAMMHOTO OOeCTIedeH st B TIPOMBITILIEHHO# (MM KaKOH-TO APyTroit) cpere’.
ITO MOJKET MOKA3ATHCS YEeM-TO CJIOKHBIM, HO Ha CaMOM fiesie Bce Haoboport. [Ipescrasbre,
YTO y Bac ecTh CJAEAYIOMNI POIecC TOCTABKH.

Yo6enurnes, uto Bee daitnbl Obiin coxpanensl B Git.

2. CobpaTb NpuioKeHrne U3 IJIaBHON BETBU.
3. BbIIOJHUTD BCE MOJLYJIbHbBIE TECTBI U yOEUTHCS B TOM, YTO OHU YCITEITHO MTPO/IEHBI.
4. BBIIIOJHUTD BCe IPUKJIALHbIE TECTI U YOEAUTHCS B TOM, UTO OHU YCIIEIIHO IIPOM-

JIeHBI.

5. BbIoJHNUTH Bee HHTErPAIIMOHHbBIE TECTHI M YOEAUTHCSI B TOM, YTO OHM YCIIELTHO MTPOii-
JIEHBL.

BritostHUTh BCce cucTeMHbIE TECTHI U y6e[[I/ITbCE[ B TOM, 9YTO OHU YCIIETITHO HpOﬁI[eHbI.

BBIMTOJIHUTE BCE TECTBI TOCTYMHOCTH U YOEIUTHCSI B TOM, YTO OHM YCIIEIITHO MPOii-
JI€HBI.

8. Pa3BepHyTb B IIPOMBINIIEHHOI cpe/ie (€U BCe TIPEAbIAYIIIe ITAIbl 3aBEPIIUIUCH
YCIIEIIHO).

ITepBbie Ba Tama HATPABIEHBI HA TO, YUTOOBI BKIIOYUTD Be (haiiibl B cCOOPKY ¥ rapaH-
THPOBATH, YTO KO/l KOMITHJINPYETCST. DTAIIBI ¢ 3-TO 1O 7-11 TPOBEPSIIOT Pa3Hble KAYeCTBEH-
HbBIE ACTIEKTHI, a Ha MOCJeIHEM dTalle MPONCXOUT Pa3BePThIBAHNE B ITPOMBINIJIEHHON
cpeie (ecu Bce MpebILyIire 3aBepIInInch yerenrto). HesaBucumo ot Toro, Kak BbITIOJ-
HAETCH TOT MPOIECC, BpYYHYIO UM aBTOMATUYECKH, €T0 IJIaBHAd 3a/1aua COCTOUT B TOM,
4TOOBI TIPEOTBPATUTH TMOMAAHNE TIPOTPAMMHBIX 1e(EKTOB B Pa3BEPHYTYIO CHCTEMY.

U Cwm.: Humble J., Farley D. Continuous Delivery: Reliable Software Releases Through Build, Test
and Deployment Automation. Addison-Wesley, 2010.
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Ecii BBI pelmiTe ncmob30BaTh cepsep cOOPKH, y BAC MOJYYNTCS aBTOMATU3UPOBAHHBII
BapHuaHT 3TOTO MpoIlecca — KOHBelep JocTaBku koza (puc. 8.1).

MopaynbHble ~JCucremHbie ~ TecTbl ~.J PasBep-
TEeCThbl TEeCTbl OOCTYMHOCTN TbiBaHMEe

Cbopka

MpuknagHble
TecThl

VIHTerpaumon-
Hbl€ TECThI

Puc. 8.1. MNMpumep koHBelepa AOCTaBKM

Kaxk mokasano ma pucynke, MOIyJIbHbI€, IPUKJIAHbIE U UHTEPAIIMOHHbBIE TECTHI
BBITIOJTHSIOTCS TIAPAJLIETBHO, & OCTAJIBHBIE 9TAIIBI — [10CJIE[0BATETHHO. ABTOMATU3AIIMS
3TOTO TIpoTlecca HeobsI3aTebHa, HO TTO3BOJSIET YIPOCTUTD MEPEXO/] MEKIY PasHBIMU
sTanmaMu. Beiro 6bI HHTEPECHO 06CYINUTD, KaK JIydIlie BCETO €€ Pealn30BaTh, HO HAC
B IIEPBYIO OU€EPE/lb UHTEPECYIOT IIPUYNHBI, [T0 KOTOPBIM JIAHHBII IIPOIECC HYXKHO aBTO-
MaTHU3UPOBATh.

Wcnonp3oBanie KoHBeliepa JOCTABKU rapaHTUPYET COTIACOBAHHOE BBIMOJHEHNE
[IPOIlecca — HUKTO He MOJKET I[eJIEHANPABJIEHHO IIPOITYCTUTh KAKON-TO TAIl UK OUTH
B 00XO0/1 TIPOIIELYPhI Pa3BEPThIBAHNS KOJA B TIPOMBIIIIJIEHHO MJIM KaKO-TO APYTOM cpejie.
ITO MO3BOJISIET TAPDAHTUPOBATH HEPEPBIBHYO MPOBEPKY OE30MACHOCTH B XOJI€ pa3pa-
60Tku. Brimouenue B KOHBeliep TecToB 6€30MaCHOCTH JIACT BaM MTHOBEHHYIO 06PaTHYIO
CBSI3b U TIOHUMAHIE TOTO, HACKOJIbKO Gesotmacto Batie [10. ITo KapIMHATLHO yIydIaeT
KauecTBO KOJIa, TOATOMY MOCMOTPHM, KaK 00ecrednTh GE30MaCHOCTh HA YPOBHE MPOEK-
TUPOBAHMSI C IOMOII[BIO MOJIYJIbHBIX TECTOB.

8.2. be3onacHoe nNpoeKkTnpoBaHue
C UCMNOJIb30BaHMEM MOAY/bHbIX TECTOB

[Tpu obecriedernn GE30MACHOCTY HA YPOBHE MPOEKTUPOBAHUS € TIOMOII[BIO MOJIYJIbHBIX
TECTOB HY’KHO CMOTPETb Ha Bell[M HEMHOTO He Tak, Kak Mbl IpuBbIKIM. TDD nomoraer
COCPENOTOUNTHCST HA DYHKUUOHALLHOCU KOJIA, 8 He Ha TOM, Yer0 OH He 00LCeH JIeJIaTh.
ITO XOpoliiast, HO, K COKaJIeHUIO, TIOJIOBUHYATAst cTpaTerus. Eciiu 3a60TUTHCST TOJIBKO
0 TOM, KaK¥e JACHCTBYS TOJKEH BBITIOMHSITE KOJI, MOXKHO JIETKO 3a0bITh, YTO CJIaObIM Me-
cTOM B 6E30MAaCHOCTH 3a4aCTy0 OKa3bIBaeTCs He3alJIAHUPOBAHHOE MIOBE/ICHHE,
[TpescraBbTe, YTO BBI OXKUJAETE TIOJYIUTH B Ka4ecTBe BBOJA TeJe(hOHHBIN HOMED.
Ho ecain o peannsoBaH B BU/IE CTPOKH, €rO OMpe/eJaeHne 6yaeT HaMHOTO TUpe, YeM
ompezesieHue tejeoHHOro HoMepa. B pesysibrate Bbl OyjeTe aBTOMATUYECKH TPUHIMATh
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JI060H CTPOKOBBIN BBOJI. DTO c1aboe MecTo B He30TaCHOCTH, KOTOPOE JIETTAeT BOSMOKHO
aTaky Ha OCHOBe BHeApeHust. Takmm 06pa3oM, BO3HUKAET HEOOXOMNMOCTD B albTepHa-
TUBHOU CTPATeruyl TECTUPOBAHUS, KOTOPAsl OXBATHIBAET He TOJIBKO TO, UYTO KO [OJIKeH
JleJIaTh, HO ¥ TO, UTO OH JIeJIaTh He JIOJIKEH.

Tt IpoBepKN 0GBHEKTOB PEKOMEH/IYEM HCTTOTb30BATH YETHIPE PA3HBIX BUIA TECTOB
(tabu. 8.1). Tak BBl CMOXKeTe OBITh YBEPEHDL: KOJI I€UCTBUTEJNHHO JIEJAET TO, YTO BaM
HY>KHO, a HEJKeJIaTeIbHOE TTOBe/IeHNEe UCKII0UEHO.

Tabnuua 8.1. Buabl TeCToB 1 X HazHayeHue

Bupa TectoB HasHaueHune
ITpoBepka 06BIYHOTrO Cucrema J10JKHA TIPUHAMATH BBOJL, KOTOPBIN SIBHO COOTBETCTBYET
BBOJIA GusHec-TpaBUIaM, U Balll KO/ I0JIKEH KOPPEKTHO 0OpabaTbiBaTh

HOpMaJIbeIﬁ BBO/L

ITposepka BBOjIA TIpUHUMATBCSE IOJIKEH TOJIBKO BBOJL ¢ KOPPEKTHOI CTPYKTYPOi.

Ha BXOK/IeHue B Auana3on | [[puMepbl CBOUCTB, KOTOPbIE IIPU 9TOM [IPOBEPSIOTCS, — JINHA,
pasMep 1 KOJIMYECTBO. DTO TAKIKE MOTYT ObITh CJIOKHBIE HHBAPHAHTHI
u GusHec-1paBuia

ITpoBepka O6paboTKa HEKOPPEKTHOTO BBO/A HE J0JIKHA HAPYIIATh paboTy
Ha HEeJIOIyCTUMBII BBOAL | cucTeMsl. ITycTbie cTpyKTYpbI JaHHbIX, null 1 cTpaHHbIe CHMBOJIBI YacTO
CUUTAIOTCS HEKOPPEKTHBIM BBOIOM

ITposepka skcTpemasibHbix | O6paboTKa HKCTPEMATBHOTO BBOA HE JI0JIKHA HAPYIIATh PaboTy
cyJyaeB cucrembl. Takoil BBOJI, HATIPHMEP, MOKET IIPEACTABIATH COO0iT CTPOKY
¢ 40 MJIH CUMBOJIOB

YT0o6bl BBI TOJIYYUJIN TIPEACTABIEHIE O TOM, KaK MPUMEHSTh 9TH TECThI, pasbepeM
puMep, B KOTOPOM KOH(bUIeHI[HaIbHast uHbopMarust 00 uctopuu GOJIE3HU MAI[EeHTa
OTIIPABJISIETCSI TI0 AJIEKTPOHHON mouTe. [IpoekTupoBanne U TeCTUPOBAHUE TAKOTO J10-
MEHHOTO TPUMHUTUBA MOTYT ITOKa3aThCsI TPUBUATBHBIMU, OTHAKO JIOTHKA 1 METO/IbI, KO-
TOPBIE IPU ITOM 33/I€HCTBYIOTCS, yHUBEPCAJIBHBI U IIPUMEHIMBI K JIFOOBIM CO3/[aBAEMBIM
00bEKTaM.

[TpeacraBbre cebe GOTBHUILY CO CJOKHOIN KOMITBIOTEPU3UPOBAHHON CUCTEMON yue-
Ta. JTa BAKHEUIIAs cucTeMa BKIoYaeT B cebst Bce, OT MEJUIUHCKUX rPauKOB 10
PEIenTOoB ¥ PEHTTEHOBCKUX CHUMKOB, M €Ke/[HEBHO MPOJIETBIBAET THICSYN TPAH3AK-
1uil. Bpaun 1 MeZCcecTpPhl HCIONb3YIOT €€ B MOBCEHEBHON paboTe, B TOM YHCJIE MIPH
obcysKkaeHnn KoHpuaeHnaabHoi nHdopManuu o manrentax. ObiieHne NpoXoAuT 10
HIEKTPOHHON TOUTE, ¥ YTOOBI 06ECTICUYNTh COXPAHHOCTD JMYHBIX JAHHBIX MAIlMEHTOB,
OUY€Hb BayKHO HE JIOIMYCTUTH UX OTCHIIKN Ha AJIEKTPOHHBIE a/[peca 3a MpejieJiaMu JOMeHa
GOJILHUIIBIL.

EcrecrBenHoii crparerueii 6yzer cKOHGUIYPUPOBATh CEPBEPDI HIEKTPOHHON TTOUTHI
TaK, YToObI OHV MPUHUMAIHN TOJBKO ajpeca, HaXOAsIecs B HyKHOM goMere. Ho uto,
ecJIM BO BPEMs TIePexo/ia Ha HOBYIO BEPCUIO 9Ta KOH(MUTYPAISA U3MEHUTCS Mau Oyer
yTpaueHa? B aTom cirydae BbI, cCaM¥ TOTO He 3Hasl, HAYHETe IPUHIMATD JIeKTPOHHBIE
[UChMa € HEAOMYCTUMBIMK aJ[pecaMi — TaKas JAbIpa B 0€30TACHOCTH MOKET HUMETh
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KaTacTpodraeckue mociaeacTsust. bosee pa3yMHBIM perieHneM 6yeT COBMECTHTH KOH(D-
rypaluio cepBepa 3J1eKTPOHHOM HOYTBI ¢ MEXaHU3MOM OTKJIOHEHNS HEKOPPEKTHBIX a/[pe-
COB Ha YPOBHE CUCTEMBL. ITO MO3BOJIUT 00ECIIEUNTH TIYOOKYI0 6E30MACHOCTD, UTO C/IE/IaeT
CHCTEMY YCTOMYMBEE K aTaKaM, MOCKOJIBKY 3JI0YMBIIICHHUKY TPUAETCS 0OXOANTD CPa3y
HECKOJIbKO 3aMUTHBIX Mexanu3MoB'. Ho /1711 9T0ro Bam HeOOX0IMMO MOHMMATh TIPaBUIIA
paBoTHI C JMEKTPOHHBIMU A/[PECAMU BHYTPH GOTHHUIIBI.

8.2.1. TloHuMaHwue npaBun
npeaMeTHOM 06nacTu

B ruaBe 1 BbI y3Hauu, 4T0 OOLIEHKE CO CIIEIUANINCTAMK IIOMOraeT ry0sKe IOHATD 1Ipe/l-
MeTHYI0 001acTh. To e camoe oTHOCUTCS U K Goabauile. OKa3bIiBaeTcs, IIpaBUIa pa-
6OTBI C ajipecaMy 2JIEKTPOHHOI [TOYTHI B 9TOM KOHTEKCTE COBCEM He TaKKe, KaK MOXKHO
ObL10 OBl 03KU/IATD.

Crenuduranus aapecos saeKTpoHHOM moutsl, RFC 5322, paspemniaet 10BOJIbHO
HIMPOKKIT HaGOP CUMBOJIOB, KOTOPBIE MOTYT COJEpPKaThCs B JoiycTumoM azapece?. K co-
JKaJIEHUIO, 9TO OIpeleJIeHNe HeJb3sl MCII0JIb30BaTh B YCIOBUAX OOJBHUIIBI, TAK KaK He-
CKOJIBKO YCTapPEBIIMX CUCTEM OTPAHUYMBAIOT HAGOP JOCTYIHBIX CUMBOJIOB 11 9TO HYKHO
YYHUTBIBATh. B pesy/brare CrenuantucTsl B IIPEAMETHON 00IaCTH PELINIM, YTO B KOPPEKT-
HOM II0YTOBOM aPECe MOTYT COAEPKAThCsI TOJABKO OYKBBL, 1 pbl 1 Touky. Ob1mas 1imHa
orpaHuyeHa 77 CMMBOJIAMM, a IOMEHHBIM MUMeHeM JI0JIKHO ObIThb hospital.com. B gomnoJime-
HUE K 9TOMY CYIIECTBYET ellle HeCKOJIbKO TpeOOBaHMIA.

@Dopmar mo4TOBOTO ajpeca A0JKEH UMETh BU LOKALbHASL-4ACmb@domer.
JlmHa ToKaThHOM YacTH He TOJKHA TTPEBBIATh 64 CMMBOJIOB.
[Togmomenst He TOMTYCKAIOTCA.

MunnmanbHas IJiHA TTIOYTOBOTO a/ipeca COCTaBJISIET 15 cuMBOIOB.

MaxkcumabHas JUINHA ITOYTOBOTO aZipeca — 77 CUMBOJIOB.

O00O0O0OD

JlokasibHAsT 4acTh MOKET COJIEPKATh TOJBKO aj(aBUTHBIE CUMBOJIBI (2 — 7), (-
pet (0-9) u oty TOUKY.
O B Hauasie U KOHIIE JIOKAJIbHON YaCTH He MOKeT ObITh TOUKH.

Buauasie, yuutbiast cBobozHoe ompeziesierrie B RFC 5322, y Bac MOKeT BOSHUKHYTH
co06JIa3H TPEJICTABUTD A[[PEC AJEKTPOHHON T0UThI B Bujie String. Ho tpeboBanusi, 06-
YCJIOBJIEHHBIE TIPABUJIAME IPEAMETHON 00JIaCTH, TOBOPSIT O TOM, YTO JIYUIIE CO3aTh
JOMEHHbII IpuMUTHB EmailAddress. UtoObl rapaHTUPOBATH COOJIIOIEHIE TIPABUI IIPE]I-
METHOU 06JIaCTH, IPU POEKTUPOBAHUU MOKHO OTTAJIKUBATHCS OT MOJLYJIbHBIX TECTOB.
[TporecTrpyem HOpMaJIbHOE TTOBE/ICHUE.

IoapoGHee o T1y60KOiT Ge30MACHOCTH U ITyOOKMX MepaX 3all[UThl MOKHO Y3HATD, TIePEeiist 110
cepuike https://us-cert.cisa.gov/bsi/articles/knowledge/principles/defense-in-depth.

Jloxyment RFC ¢ onmcanuem opmaTa coobiienuii 8 Inteprere goctyren no aapecy https://
www.ietf.org/rfc/rfc5322.txt.
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8.2.2. [lpoBepka HOpManbLHOro NoBeaeHus

[Tpu TecTpoBaHUM HOPMAJIBLHOTO MTOBEIEHUS CJIE/IyeT COCPEIOTOUUTLCS Ha BBOJIE, KOTO-
PbIil IBHO OTBEYaeT mpaBuiaM mpeamMerHoi obactu. JIjist EmailAddress 910 03Hauaer,
YTO BBOJ TOJKEH UMETD A0TycTuMyto aanny (ot 15 10 77 cuMBoJI0B), hospital.com B Ka-
4eCcTBE IOMEHA ¥ JIOKAJIBHYIO YaCTh, COCTOSIIIYIO HCKIIIOUUTETBHO 13 OYKB (a — z), udp
u He GoJiee YeM O[HO# TouKU. TakuM 06pa3oM Mbl MOKEeM OBITh YBEPEHBI B TOM, UTO IIPH
MOJIyYEeHUN 00blUH020 BBOJIA HAIlIA Peain3alius cpaboTaeT KaK CIIe/yerT.

B nmuctunre 8.1 mokasan npuMmep TOro, Kak IPpOBEPUTH HOPMAJIbHOE TTOBEeHUE
EmailAddress. Tect BomosHsieTcs ¢ momotnbio J Unit 5, mipotiecce mOCTpoeHnst TOBOJBHO
WHTEPECHBIN B TOM CMBICJIE, YTO B HEM UCIIOJIb3yeTCd TIOTOK BXOIHBIX 3HAUEHUN (KOP-
PEKTHBIX ITOYTOBBIX a/[PECOB), IPUBI3AHHBIX K TECTOBOMY CJIY4alO C OTJOKEHHBIM BbI-
[OJIHEHUEM — [MHAMUYecKoMy TecTy'. /[uHaMuvecKuil TeCTOBbIN Crydail OTIMIAeTCs OT
0OBIYHOTO TEM, YTO OH OIIPEJIEJISIETCST HE BO BPEMsI KOMITUJISIIIM, & HA STAIl€e BBIIOJTHEHUSI,
ITO JeJIaeT BOBMOKHBIM TMHAMUYECKOE CO3/[aHME TECTOBBIX CITYYaeB B 3aBUCUMOCTH OT
BBE/IEHHBIX TTAPAMETPOB, KaK MPOUCXOAUT B CJeylonieM Juctunre. Kpome Toro, mapa-
METPU3NPOBAHHOE TOCTPOEHUE TECTOB 3a4ACTYIO IIPEATIOUTUTETHHO B CUTYAIUAX, KOT/IA
HY’KHO TIOATBEPAUTH KaKOe-TO MPEANOJI0KEHNE, TAK KAK BbI MOJKETE JIETKO 100aBIISTh
U YJIAJISATh BXOJIHbIE 3HAUYEHNUS, HE MEHSS JIOTUKY TecTa.

COBET

Mpu co3aaHNUM TECTOB, KOTOPbIE AO/MKHbI MOATBEPAUTL KAKOE-TO MPEAMNONOXKEHNE
(HanpuMmep, HopMasibHOE MOBEAEHWE), UCMOMb3YITE NapaMeTpU3NpPOBaHHOE Mo-
CTpoeHMe, ITO MO3BOSUT BaM BHEAPATb Pa3HbIE 3HAYEHMS B OIMH U TOT Xe TECT.

JNuctunr 8.1. TecT, npoBepsatoLmii HopManbHoe noBeaeHne EmailAddress

import static org.junit.jupiter.api.Assertions.assertDoesNotThrow;
import static org.junit.jupiter.api.DynamicTest.dynamicTest;

class EmailAddressTest { C03/1aeT NOTOK BXOAHbIX 3HAYEHUIA
@TestFactory
Stream<DynamicTest> should_be_a_valid_address() { BxopHble 3HaueHns, ABHO
return Stream.of( < OTBeYyaloLLue npasunam
"jane@hospital.com”, npeameTHoli obnactu
"jane@l@hospital.com", .
w3 . " Co3paeT gUHaMUYECKMii
jane.doe@hospital.com") | 4 .
; TeCTOBbIN CTyvail
.map(input -> 15 BbITONHEHIS
dynamicTest("Accepted: " + input, BO BPEMA BLINONHE
() -> assertDoesNotThrow( <
() -> new EmailAddress(input))));
¥ YTBepeHue 0 TOM, UT0 BBOA He reHepupyet
} UCKNIoYeHue npu co3aaHun o6bekta EmailAddress

U JlokymenTarus 1y JUnit 5 goctynra o agpecy http://junit.org/junit5/docs/current/user-
guide/.
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Hanmuaue aToro Tecta o3BoJIsIeT BaM HaYaTh IIPOeKTHPOBaHue oObeKTa EmailAddress.
CoracHo IpaBIJIaM MPEMETHOM 061aCTH B IOKATBHO YacTH JOMYCKAIOTCS TOIBKO ajl-
(aBUTHBIE CUMBOJIBI, ITUMPBI U TOYKA. ITO HEMHOTO YCJIOKHSET 33/1a4y, HO B TUCTUHTE 8.2
MOKA3aHO PEIIeHIe, B KOTOPOM 9TO TpeHGOBAHUE PEATH30BAHO C TOMOIIIBIO PETYIISIPHOTO
BbIpasKeHUs (regexp). B kauecTBe TOMEHHOTO MMEHH JIOJIKHO UCTIOJIb30BaThCs hospital.com,
YTO HE TI03BOJISIET TIPUHUMATD JII0ObIE APYTHE TIOMEHBI.

OmHako TeCTHPOBaHKWE HOPMAJIBHOIO MOBEIEHUs] — HTO JIUITh OJUH IIaT Ha IIyTU
cozzanust GezomacHoro o6bekTa EmailAddress. Bam rakske HysKHO M03aGOTHTBCS O TOM,
9To6bI ajipeca, GIM3KHE K CeMAaHTHYECKUM IPaHUTaM, 00pabaThIBAIICH TaK, KAK MbI TOTO
oxxuzaeM. Harpumep, oTKyna Mbl 3HAeM, YTO OTKJIOHSTIOTCS ajipeca JTHHHee 77 CUMBO-
JIOB WJTH aJIPec He MOJKET HAYMHATBCST ¢ TOUKU? ITO TIOBOJ[ CO3/[aTh HOBBIN HAOOP TECTOB,
KOTOPBIiA Gy/IET TPOBEPSITH TPAHUYHOE TIOBE/ICHHE.

JiucTuHr 8.2. O6bekT EmailAddress, cooTBETCTBYIOLMI KPUTEPUSIM HOPMAJTBHOTO NOBEAEHWSI

import static org.apache.commons.lang3.Validate.matchesPattern;

public final class EmailAddress {

public final String value; llepeBoauT KOA B HIKHMII perncTp
1 nepefiaeT ero Moaynio
public EmailAddress(final String value) { perynapHbIX BbIpaxeHuii

matchesPattern(value.toLowerCase(),
"~A[a-z0-9]+\\.?[a-z0-9]+@\\bhospital.com$", <
"Illegal email address");
this.value = value.tolLowerCase();

PerynapHoe Bbipa)keHue, rapaHTUpyloLLee, uTo
NOKanbHas YacTb COREPXKMT TONbKO GyKBbI, LU pbI
} I'Ipucsausae'r BBOJ Moo, 1 He 6onbLue 0JHOI TOUKN, U ABHO Tpe6y|ou|ee,

} """ eC/IM OH COOTBETCTBYET PerynaApHOMY BbIpaXeHMI0 4T06bl loMeHHoe UMA Gbino hospital.com

8.2.3. T[lpoBepkKa rpaHU4YHOro rnoBeaeHus

B ritaBe 3 MbI 00CY3K 1A, HACKOJIBKO BXKHO TOHIMAHUE CEMAaHTHUECKUX TPAHUI] KOHTEK-
CTa 1 TOTO, KaK IPU UX MepecedyeHnn JJaHHbIe MOTYT aBTOMAaTHYeCKU MEHSITh CBON CMBICIT.
CeMaHTHUYECKOII IPAHUIIE IOMEHHOTO 00EKTA 3aYACTYIO CIYKUT COUETAHIE MTPOCTHIX
CTPYKTYPHBIX IIPABUJI, TAKUX KAK JUIMHA, pa3sMep WU KOJIUYECTBO, U CJIOKHBIX IIPABUII
mpeaMeTHON obaact. Bo3bMeM, K TIpuMepy, KOP3UHY TOKYIIOK Ha BeG-CTpaHHUIE, CMO-
NeTNPOBAHHYIO B BUIE CYITHOCTH. [ToKa 3aKa3 me oopMIIeH, TOTyCKaeTesT To0aBere
OIIpeesIEHHOIO KOJIMYeCTBa TOBApOB U U3MeHeHue cogep:kuMoro kopsunbl. Ho nocie
9TOTO 3aKa3 CTAHOBUTCS HEM3MEHSIEMBIM U OOHOBIEHMS 3atperieibl. V3-3a mepexosa
MEXKAY COCTOSHMAMMU 3aKa3 llepecekaeT CeMaHTUYeCKYIO FPAHUIly, TaK KaK OTKPBITLII
1 0(bOPMJIEHHBIH 3aKa3bl UMEIOT PASHBIN CMBICJ. ITO HEOOXOAMMO TIPOTECTUPOBATD, TI0-
TOMY YTO BOKPYT 3THX IPAHUI] YACTO BO3HUKAIOT ITPOOJIEMBI € GE30MACHOCTDIO.
Bepremcst k EmailAddress u GosbHUIIE. BbI OJDKHBI yOEIUTHCS B TOM, UTO apXUTEK-
Typa /IeiCTBUTEJHbHO COOTBETCTBYET I'PAHUYHBIM YCJIOBUSIM, OTTMCAHHBIM B ITPaBUJIaX
mpeameTHON obmactu. K c4acThbio, TeCTHpOBaHUE MOKHO HEMHOTO YITPOCTUTD, TOCKOJIBKY
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9THU TIPaBUJIA HE TPEOYIOT BBIMOJIHEHUS CAOKHBIX TEPEXO0B MEKIY COCTOSTHUSIMU, KaK
B IPUMepe ¢ KOP3UHON TIOKYTOK. Bee TpeGoBaHust ABISIOTCS CTPYKTYPHBIMHU, BKITIOYAst
OTpaHUYEHUS JJIMHBI U JIOIYCTUMbIE CUMBOJIbL. JTO JI0BOJIBHO JIETKO [IPOTECTUPOBATD.
B Tabu1. 8.2 mepeunciieHbl paHUYHBIE YCJIOBUS, KOTOPBIE HEOOXOANMO TIPOBEPUT.

Ta6nuua 8.2. [paHUYHbIE YCIOBUSI, TpebytoLme NpoBepku

MpuHumaTh

OTKJIOHATb

* Azpeca umHOI poBHO 15 CHMBOJIOB. * Anpeca 1HOI 14 cIMBOJIOB.

* Ajzipeca, 4bsi JIOKAJIbHAsS YACTh COCTOUT * Azpeca, 4bs JIOKaJbHASI 4aCTh COCTOUT U3 65 cuM-
13 64 CUMBOJIOB.

e Azipeca JUIMHOI POBHO 77 CUMBOJIOB * Anpeca, 4bs JJOKATbHAS YaCTh COMEPKUT HEJOMY-

BOJIOB.

CTUMbIE CUMBOJIBI.
* Ajipeca ¢ HECKOJILKMMU CUMBOJIaMu @.

e Anpeca, ueil jomen otaruaercs ot hospital.com.

* Ajipeca ¢ MOJJIOMEHOM.

* Ajzipeca, 4bsi JIOKAJIbHAS YACTh HAUMHAETCS C TOUKH.

* Ajzipeca, 4bsi JIOKaJIbHAs YaCTh 3aKaHUYNBACTCS
TOYKOM.

» Azpeca ¢ 6osiee 4eM OJHOM TOYKOIL B JIOKAIbHOIL
qacTu

Hasnyme aToro cnmcka 1mo3BoJUT BaM IPUCTYIIUTD K IIPOEKTUPOBAHUIO MOJYJIbHBIX
TECTOB, KOTOPbIE MTPOBEPSAIOT IPAHNYHOE TTOBEJCHNE B KaX/J0OM KOHKPETHOM cJiydae.
B smucrunre 8.3 mokasaH mpuMep TOTo, Kak 9TO MOYKHO peaan3oBarh ¢ momMoiibio JUnit 5.
[Tepssrii Tect, should_be_accepted, mpoBepsieT, TPUHUMAETCS JIM AIPEC, €CJAU OH BXOIUT
B IoMeH hospital.com u numeet anuny ot 15 10 77 cumBoJioB. Bropoii Tect, should_be_
rejected, HEMHOTO JIJIMHHEE U MTOCBSIIEH OTKJIOHEHUIO BBO/IA BBIXO/ISIIETO 3a TIPEIeIbl
JOTYCTUMOTO JiHanasona (HarmpuMep, OH MOXKET OBITh CIUIKOM KOPOTKUM, CUIIKOM
JUIMHHBIM, CO/IEPKaTh HEJIOMYCTUMbIE CUMBOJIBI MJIM UMETD He TO IOMEHHOE MMS).

JInctuHr 8.3. TecTbl, NPoBEPsiOLLME aapeca Ha BbINOSHEHUE MPaHUYHBIX YCII0BUIA

import static org.apache.commons.lang3.StringUtils.repeat;

import static org.junit.Assert.assertEquals;

import static org.junit.jupiter.api.Assertions.assertDoesNotThrow;

import static org.junit.jupiter.api.Assertions.assertThrows;

import static org.junit.jupiter.api.DynamicTest.dynamicTest;

class EmailAddressTest { JlomKeH npuHATL
@TestFactory 15-cumBoNbHbIN appec

Stream<DynamicTest> should_be_accepted() {

return Stream.of(

"aa@hospital.com", Ronxen "PMHﬂTvb
repeat("X", 64) + "@hospital.com") 77-cumBONbHbIN afpec
.map(input -> dynamicTest("Accepted: " + input,

() -> assertDoesNotThrow(() -> new EmailAddress(input))));
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[lonxeH OTKNOHUTb

@TestFactory 14-cumBonbHbIi appec

Stream<DynamicTest> should_be_rejected() {
return Stream.of(

[lomxeH OTKNOHUTb
78-cumBONbHbIil agpec

"a@hospital.com”, < [lonxeH 0TKNOHUTD
JlomkeH OTKNOHNTD repeat("X", 64) + "@something.com", 65-CMBOMIbHYI0
MHOMXeCTBEHHbIE repeat("X", 65) + "@hospital.com”, TIOKanbHYI0 YacTb
CUMBOMIbI @ "address_with_invalid_char@hospital.com", [lOMmKeH OTKNOHHTD

"jane@doe@hospital.com”,

[JlonxeH 0TKNOHUTDL . J ane. doe@hospita].. -se”, . :Zﬁiﬁﬂi?r:cm
HeKoppeXTHBl "ja'ne . doe@Sl'deomaln .hospital.com",
".jane@hospital.com", JlonxeH 0TKNOHUTb NOAAOMEHBI
Aomen "jane.@hospital.com",
FT—— "Jane.a.doe@hospital.com") [lomkeH OTKNOHUTb noxam:uylo yactb,
ROKaTsHyko aCTb .map(input -> 3aKaHuMBaloLLYIOCA TOUKOI
’ JlomxeH 0TKNOHUTL
HaunHarowytoca MHOXECTBEHHbIE TOUKH
CTOYKN
dynamicTest("Rejected: " + input, YTB(-'!.p)KAEHI/Ie 0 TOM, 4TO KOHTPaKTbI
() -> assertThrows( EmailAddress oTknonsiot BBOA
IllegalArgumentException.class,
() -> new EmailAddress(input))));
}
}

BeimomHerme aTOoTO TEcTa MOKa3bIBAeT, YTO peasn3anusi EmailAddress mosyuniach
CIMIIKOM c1aboii. Perymngaproe Boipaskerue ~[az@9]\+\.?[az09]\+@\bhospital.com$
SIBJISIETCS. HEMHOTO YITPOIIEHHbBIM, HE OTPAHUYUBAS IJIUHY JIOKAJIBHOM 4acTh 1 06IIyIO
JUIMHY ajipeca.

B sucrunre 8.4 nokazana oOHOBJIeHHAsT Bepcusi EmailAddress, B KOTOPOU mepen
[IPUMEHEHUEM PEryJispHOro BBIPAKEHUS OT/EJNbHO IpoBepsieTcd JumnHa. Kak Bbl yxke
3HaeTe U3 IJIaBbl 4, epes 06paboTKO BBOA BCeTa HEOOXOAMMO BBITIOJIHSITD JTIEKCH-
YecKui pazbop. DTO MOKHO CAEIATH TPSIMO B PETYJISIPHOM BBIPAKEHUU € TOMOTI[HIO
ITOJIOKUTEJIBbHON ollepeskalolieil IpoBepKU, HO Mbl CO3HATEJIbHO MPOILYCTUIN 3TOT
mar, Tak Kak IpoBepKa JJIMHBI TapaHTUPYyeT 6e30macHoCTh pasbopa He3aBUCUMO
OT TOTO, KaKue CUMBOJIBI cojiepskarcst Bo BBoge!. OHAKO B CUTYAIUSIX MOCTIOKHEE
CUHTAKCUYECKUN aHAIU3aTOP HEOOXOAMMO 3AlUINATh 33 CYET TIPEABAPUTEIHLHOTO
JIEKCHYECKOTO pa3bopa.

[Tocsie moGaBIeHs OTIEIBHOI TPOBEPKH JVIMHbBI HAIIIA PEATM3AINS U B CAMOM JIeJie
BBITJISIUT HajexkHo. K coxkaennio, Ha 9ToM GOJIBITMHCTBO pa3paboTYNKOB MpeKpalia-
10T 3aHUMATBCST TECTUPOBAHNEM, TaK KaK pe3ysbTaT KaxkeTcst mpuemsieMbiM. Ho ¢ Touxn
3pentst Ge30MacHOCTH ITOTO HEOCTATOUHO.

Heob6xomnmMo yOenTLCST B TOM, 4TO BPEIOHOCHBIH BBOJL HE MOKET HAPYIIUTH MEXAHU3M
poBepku koppekTHocTH. Hanpumep, mozesb EmailAddress CHIIbHO 3aBUCUT OT TOT'O, KaK
WHTEPIIPETUPYIOTCS PeryJIspHble BhIPaXKeHUsA. ITO HOPMAIBHO, HO 4TO, €CJIM B MOJLyJie

TToapoGHee o TONIOKUTETLHBIX ONEPEKAIONIUX TPOBEPKAX MOJKHO IIOYUTATD Ha cTpanuile http://
www.regular-expressions.info/lookaround.html.
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regexp ectb csaboe MecTo, KOTOPOe TIPUBOAUT K c6010 1pu paszbope OIpeIeIeHHOTO BBO/IA,
WJIN Ha o6pa60TKy OIIpe/leJIEHHOTO BBO/A Tpe6yeTCH Ype3BBIYAHO MHOTO BPEMEHU ?
W36aBienue oT TAKOro pona Hpo6JIeM SIBJISIETCS TEJIBIO TIOCTeTHUX IBYX PA3HOBUAHOCTEH
TEeCTOB — IIPOBEPKU HEKOPPEKTHOTO U 3KCTPeMasibHOTO BBOZIA. [locMOTpUM, Kak BBITION-
HUTb UX 1718 00beKTa EmailAddress.

Nuctunr 8.4. EmailAddress ¢ oTaenbHOM NpoBepkoin AnvHbI

import static org.apache.commons.lang3.Validate.inclusiveBetween;
import static org.apache.commons.lang3.Validate.isTrue;
import static org.apache.commons.lang3.Validate.matchesPattern;

public final class EmailAddress {

public final String value; CnewT 3a Tem, uTo6bl BBOA UMeEN

nUHY ot 15 A0 77 cumBONOB
public EmailAddress(final String value) { AnHy A

inclusiveBetween(15, 77, value.length(), +—
"address length must be between 15 and 77 chars");

isTrue(value.indexOf("@") < 65, <*——

. " Cneput 3a Tem, 4T06bI NOKaNbHaA
local part must be at most 64 chars");

4acTb ObiNa He ANMHHee 64 CUMBONOB

matchesPattern(value.tolLowerCase(),
"Ala-z0-9]+\\.?[a-z0-9]+@\\bhospital.com$",
"Illegal email address");

this.value = value.tolLowerCase();

8.2.4. TecTupoBaHMe C UCNONb30BaHNEM
HeJonyCTMMOro BBOAa

[Tpeskiie 4eM MPOEKTUPOBATH TECThI ¢ HEAOMYCTUMBIM BBOIOM, HEOOXOMMO TIOHSITh, 4TO
oH c000ii ipeacTaBsiet. B riesioM Jir060it BBOI, He OTBEYAOIIIE IPaBUIAM TIPEIMETHOM
06J1aCTH, MOKHO CYUTATE Hedonycmumvim. Ho ¢ Toukn 3peHust 6e30macHOCTH HaC TaKiKe
HHTepecyeT IIPoBepKa BBOJIA, KOTOPLI MOKET IIPUHECTU KaKON-TO BpeJ — cpa3y WJu
BriocJsie/icTBUU. Takoe Bo3zieficTBIEe Ha MHOTHE CUCTEMbI II0YeMY-TO OKa3bIBAIOT 3HAUCHUS
null, MyCThIe CTPOKU U HEOOBIYHBIEC CUMBOJIBI.

B siuctunre 8.5 MponIIOCTPUPOBAH MIPOIECC TECTUPOBAHUS EmailAddress ¢ HCIIOJIb-
30BaHMEM HEAOMYCTUMOTO BBO/Ia. BBOJI IpesicTaBIisteT coboii uepey aapecos ¢ HeoObId-
HBIMU CUMBOJIaMU, 3HAUeHUSIMU null 1 IaHHBIMU, KOTOPbIE HA NIEPBBII B3IJIS] KasKyTCs
KOPPeKTHbIMU. Takoro poja TeCTUpoBaHue MOBbIIIAET BEPOATHOCTD TOTO, UTO Ballla
MOJIeJTb IEHCTBUTENHHO Oy/IET YCTOWYMBA K TIPOCTHIM aTaKaM ¢ BHEIPEHUEM, KOTOPBIE
MOJTB3YIOTCST CTAOBIMIT MECTAMH B JIOTHKE ITPOBEPKU KOPPEKTHOCTH.
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JInctuur 8.5. TectuposaHve HegonyCcTMMOro BBOAa

import static org.junit.Assert.assertEquals;
import static org.junit.jupiter.api.Assertions.assertThrows;
import static org.junit.jupiter.api.DynamicTest.dynamicTest;

class EmailAddressTest {

@TestFactory

Stream<DynamicTest> should_reject_invalid_input() {
return Stream.of(

null,
"null",

"o,
"t
"\n",
"john.doe\n@hospital.com",
" @hospital.com”,
"%20@hospital.com",
"john.d%20e@hospital.com",
"john. .doe@hospital.com",

"example@ hospital . c o m",
"=0@$* %5 <! ->. AN\ ()&H\"",
"c@£ $o§|[J=+} Qe®tpuroernt ~Ba , Ve ',
.map(input ->
dynamicTest("Rejected:
() -> assertThrows(
RuntimeException.class,

+ input,

"nil", Heponyctumbiii BBOA, HanpaBneHHbIil Ha HapyLLeHune
NOTVKM NPOBePKN B KOHCTpYKTOpe EmailAddress

Heponyctumbiii BBOA,
Hanpas/eHHblil

Ha HapyLUeHe NOTMKK
npoBepku

B KOHcTpyKTOpe EmailAddress

YTBepxaeHue 0 ToM,

uTO BBOJ, OTKNOHSAETCA
KOHTpaKTamu

B KOHcTpyKTOpe EmailAddress

() -> new EmailAddress(input))));

ITocJie BBIMOJIHEHKSI IPAHUYHBIX TECTOB BCE BBIMVIAIENIO TaK, OyATo 00beKT EmailAddress
CITPOEKTUPOBAH JI0BOJIbHO X0po1io. OIHAKO TeCTUPOBAHNE C UCITOJIb30BAHNEM HE/IOTTYCTH-
MOT'0 BBO/Ia TI0KA3aJI0, YTO 3HaueHKe null IPUBOANUT K cOO0 pealrsalui B MOMEHT Bbl-
30Ba value.length(). B smctunre 8.6 npeacrasiena obHoBIeHHAs Bepcusi EmailAddress,
B KOTOPOIT null 1iejieHanpaBIeHHO OTKIOHSIETCS KOHTPAKTOM notNull.

Jinctunr 8.6. O6HoBneHHas Bepcns EmailAddress, koTopas oTknoHseT Beoa null

import
import
import
import

public

static
static
static
static

org.apache.commons.lang3.Validate.inclusiveBetween;

org.apache.commons.lang3.Validate.isTrue;

org.apache.commons.lang3.Validate.matchesPattern;

org.apache.commons.lang3.Validate.notNull;

final class EmailAddress {

public final String value;

public EmailAddress(final String value) {
notNull(value, "Input cannot be null");

OrpaHuuuTeny Ha ciyyaii Beoga null
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inclusiveBetween(15, 77, value.length(),
"address length must be between 15 and 77 chars");

isTrue(value.indexOf("@") < 65,
"local part must be at most 64 chars");

matchesPattern(value.tolLowerCase(),
"~r[a-z0-9]+\\.?[a-z0-9]+@\\bhospital.com$",
"Illegal email address");

this.value = value.tolLowerCase();

TecTupoBaHMe C UCNoJIb30BaHUEM BBOAA, YLIEP6 OT KOTOPOro
NposiBASIETCS He Cpa3y

TecTupoBaHue ¢ MPUMEHEHUEM BBOJIA, KOTOPBII He CPady HAHOCUT BPEJ, TIPEJICTABIISAET OCO-
GBIl MHTEPEC € TOYKH 3peHHst GE30MACHOCTH, SIBJSISICH (DYHIAMEHTOM JIJIsT ATaK BHEAPEHNUS
BTOPOTO Topsizikal.

B raaBe 3 Mb1 06cyskgam 0ToOpaskeHne KOHTEKCTA U TO, KaK JaHHbIe MEHSIIOT CBOI
CMBICJI TIPU TlepeceueHnn ceMaHTH4eckoil rpanunbl. Iloxoxeil Tornkoit MoKHO PyKO-
BOJICTBOBATbCS M B IIOIBITKAX IMOHSATH, KOTJIA M HA KAKUX Y4aCTKaX CUCTEMbl MOTYT BO3-
HUKHYTDH TPOGJIEMBI H3-32 OTIPEIETEHHOTO BBOJA. JTO CBSI3AHO C TEM, UTO cJaabble MeCcTa,
KOTOPBIE TIBITAETCS 3a/[eICTBOBATD 3JIOYMBIIIJIEHHNK, MOTYT BO3HUKATh HE TOJIBKO Ha
aTare IpreMa, HO U TIPHU IaJIbHEeTIIeM NCIT0Ib30BaHNy BBoa. Hampumep, B Xoze anammsa
TOrO, Kak EmailAddress UCIIO/Ib3yeTCs B IOMeHe GOJNbHUIIbI, MOKET OOHAPYKUTHCS, 4TO
ot nepegaercs B SQL-3anpocax u BHIBOAUTCS Ha BeO-cTpanuiie. M X0oTst 3T0 He OCHOB-
Hast 3aj1a4a oobekta EmailAddress, Hasnane Takoi HHMOOPMAINH [OJIKHO MOATOJKHYTH
Bac k mpoBepke Ha ataku SQL-BHenpeHUs M MeKCATOBOTO CKPpUTITUHTA (Cross-site
scripting, XSS).

B caenyronem npumepe koga o0bekT EmailAddress Tectupyior ¢ BHeaperuem 10 SQL-
BBIPAKEHUIT, 4TOOBI yOEUTHCS B TOM, YTO OH OTKJIOHSIET Takoii BBoj. KoHeuHo, cymiecTByer
MHOTO APYTHUX crnoco6os SQL-BHeApeH s, KOTOPbIE MOKHO GbLIO GBI TPOTECTUPOBATD, HO
HTOT TIPUMED IACT BaM 0OIIlee MIPE/ICTABIEHIE O TOM, KaK YBEPEHHO MOATBEPAHTH, 4TO 00b-
ekT EmailAddress He IOJBEPsKeH MOLOOHOTO Pojia arakaM (BMECTO TOTO YTOObI BPYUHYIO
[EPEYNCIISATh CTPOKU JIJIs BHEAPEHUST, X MOKHO OBLIO OBl AUHAMUYECKU 3arPY3UTDH U3
SQL-ciioBapsi, KOTOPBIiT COAEPKUT THICSYN BAPHAHTOB)?.

TToxpobHoCcTH 006 aTakax 3TOro THIIA MOKHO Haiitu B gokiazne Second-Order Code Injection
Attacks or NCC Group, gocrynsom no aapecy https://www.nccgroup.com/uk /our-research/
second-order-code-injection-attacks/.

[IpUMEPOM UHCTPYMEHTA, KOTOPBII MOKET B 9TOM IOMOYb, SIBJISIETCST OTKPBITHIA 1poekT Wiuzz
(Web fuzzer): https://github.com /xmendez/wfuzz.
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MpoBepka TOro, OTK/OHSIOTCS I BHeApsieMble SQL-BblpaXkeHus!

import static org.junit.Assert.assertEquals;
import static org.junit.jupiter.api.Assertions.assertThrows;
import static org.junit.jupiter.api.DynamicTest.dynamicTest;

class EmailAddressTest {
@TestFactory
Stream<DynamicTest> should_reject_SQL() {
return Stream.of(
"'or%20select *",

"admin'--",

N % ) (8"

;%2@0":/’29 = Npumep BHeapAembIX SQL-BbIpaxeHHii,
%200r%20°x’="x", KoTopble 06bIYHO MMNOPTUPYIOT U3 CNOBaps

"\"%200r%20\"x\"=\"x",
"')%200r%20("'x"'="x",
"® or 1=1",
"' or 0=0 --",
"\" or 8=0 --")
.map(input ->
dynamicTest("Rejected:
() -> assertThrows(
RuntimeException.class,
() -> new EmailAddress(input))));

YTBepMaeHNe 0 TOM, 4TO BBOA,
OTK/OHAETCA KOHTpaKTaMu
B KOHcTpyKTOpe EmailAddress

+ input,

OBPATUTE BHUMAHME

TectTupoBaHue Ha XSS-BHeApeHME MOXHO MPOBECTU aHANOMMYHO C MCMOSb30-
BaHMEM C/lOBapen, cofepxallinx pasHblii CMHTakcuc <script>, u cumBona
«MeHblue» (<)L

BoinosineHne TecToB ¢ HEKOPPEKTHBIM BBOJIOM TTOKA3bIBAET COCTOSITENbHOCTD JIOTHKH,
poBepstroIeil KOppeKTHOCTD. Ho, 4TOOBI rapaHTUPOBATh €€ 6E30MACHOCTD, HEOOXOIUMO

MIPOTECTIPOBATD TAK’Ke AKCTPEMAIBHBIIN BBOI.

8.2.5. TecTupoBaHMe 3KCTpeMasibHOro BBOAA

TecTupoBaHUe HKCTPEMAJIBHOTO BBOJIA COCTOUT B BBISIBJICHUN CIA0BIX MECT B apXUTEK-
Type, KOTOpbIe 06YCTOBIMBAIOT HAPYIIeHHe pabOThI WIIH HETPEICKA3yeMOe TOBEICHIE
NPUIOKEHMsT TpyU 06pabOTKe IKCTPEMATbHBIX 3HadeHwit. Hampumep, BHepeHne BBOjA

1

Evasion_Cheat_Sheet.

CM. BO3MOJKHbBIE BApUAHTBI Ha cTpaHuIe https://www.owasp.org/index.php/XSS_Filter
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OTPOMHOTO PazMepa MOXKET yXy/IIIaTh TPOU3BOAUTENbHOCTD, BbI3BIBATH YTEUKH TTAMSITH
U IpyTHe HeKeJaTesIbHbIe Tocae/icTBUsL. B muctunre 8.7 mmokaszan mpoiiecc TeCTUPOBAHUST
EmailAddress ¢ nmomouiblo JasaM6abl Supplier u BBogom ot 10 000 1o 40 000 000 mun
CUMBOJIOB. DTO SIBHO HapyIIaeT [IpaBujia IpeAMEeTHON 06JIacT, HO 3/1eCh OHM HAC He WH-
TepecyioT, Mbl CKOpee XOTHM IIOCMOTPETh Ha TO, KaK BejaeT cebs JIOTMKa IIPOBEPKU KOP-
PEKTHOCTH Ipu paszbope TaKoro BBoza. B ujeane BBOA H0JKEH ObITh OTKJIOHEH, HO TIPU
KCIIOJIb30BAHUY HEJOCKOHABHOTO IPOBEPOYHOIO AJIFOPUTMA MOT'YT BOBHUKHYTh PA3HOTO
poja Ge3yMHBIE CUTYAIHH.

JucTuHr 8.7. Mposepka EmailAddress ¢ noMoLLbto 3KCTpeMasibHbIX 3HaUEeHU

import static org.apache.commons.lang3.StringUtils.repeat;
import static org.junit.Assert.assertEquals;

import static org.junit.jupiter.api.Assertions.assertThrows;
import static org.junit.jupiter.api.DynamicTest.dynamicTest;

class EmailAddressTest {
@TestFactory

Stream<DynamicTest> should_reject_extreme_input() { :%%pgggi;;?::zla
return Stream.<Supplier<String>>of(
[eHepupyer cTpoky 8 :i :ZPZ:EE..;.’ 12223%; < [eHepupyer cTpoky
¢10000 cumsonos P ’ } ¢1000 000 cumsonos

() -> repeat("X", 1000000), <
() -> repeat("X", 10000000), I
reuepmpyeTcrpoxy’_> . eHepupyeT CTPoKy
() -> repeat("X", 20000000), €20 000 000 cumBonos
¢ 10000 000 cumBonoB () -> repeat("X", 40000000))
.map(input -> TeHepupyeT cTpoky
dynamicTest("Rejecting extreme input", | ¢40000000cumsonos
() -> assertThrows(

RuntimeException.class,
() -> new EmailAddress(input.get()))));

YTBEpAeHNe 0 TOM, YTO BBOJ OTK/OHAETCA
KOHTpaKkTamu B KoHcTpykTope EmailAddress

Kaxk rokasbIBaeT BbITIOJIHEHUE TECTOB € 9KCTPEMAJIbHBIM BBOZIOM, MOJIENb EmailAddress
paboraer Kak ciaeayer. Boa s PekTUBHO OTKIOHSETCS, HO Bce MOIJIO Obl ObITh MHAYe.
B riaBe 4 MbI TOBOPHIIN O HOPSIZIKE TPOBEPOK KOPPEKTHOCTH M O TOM, YTO JIMHY BBOJA
HEOOXOMMO ITPOBEPSITH JI0 CUHTAKCHIECKOTo pazbopa cogepskumoro. Jincrunr 8.7 — npu-
Mep TOTO, HACKOJIbKO 9TO BasKHO.

[IpoBepka AJMHBI MOKET MOKA3AThCS U3JIUIIHE, HO 6e3 Hee 9KCTpeMalbHbIi BBOJ
YXYIIaeT TPOU3BOAUTEILHOCTD HACTOIBKO, YTO MPUJIOKEHUE TIOYTH TIPEKpPaIaeT
paborarb. J[eso B TOM, 4TO B cJydae HEeyJauHOI'O CONOCTABJIEHUS BbIPAXKEHUSI MO-
IYJIb Tegexp MepexoauT K CUMBOJIY, HAXOAAIEMYCS TIepe/l MOTEeHIINaJbHON MCKOMOI
[IOJICTPOKOI, M HAuMHAET Bee cHavasia. Eciiu BBOZ OOJIBIIOM, 9TO IPUBOAUT K KATACTPO-
(pUYeCKOMY CHUIKEHHMIO IPOU3BOAUTEIHbHOCTA U3-32 OIPOMHOIO KOJIMYECTBa Ollepa-
1uit Bo3Bpatal.

U TlomgpobHocTri MOJKHO HallTH Ha ctpanwuiie http://www.regular-expressions.info/catastrophic.html.
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OCTOPOXHO
[nuvHy BBOAA BCeraa HeobxoamMmMo NpoBepsTb 40 Nepeaayn AaHHbIX MOAYIO pe-
TYNAPHbIX BbIPAXXEHUIA. B NPOTUBHOM Criyyae 13-3a HeadheKTUBHBIX onepawuii
BO3BpaTa MOryT BO3HUKHYTb cabble MecTa B 6€30MacHOCTM MPUIOXKEHMS.

Ha sTom Mbl 3aBepiiaem o6cyskiaeHre npumMepa ¢ EmailAddress U TOro, Kak HysKHO
MBICJIUTH TPU IPOEKTUPOBAHNH GE30TACHBIX MOJIYIBHBIX TeCTOB. HO 9TO BCETO JIUIIb OIHH
U3 9TarnoB obecrnederns Ge30MaCHOCTH Ha yPOBHE MPoeKTHpoBanust. Elie ofuH moaxo 3a-
KJIIOYAETCST B TOM, YTOODI B CUCTEME OCTABAJIUCD TOJIBKO T€ (DYHKITUH, KOTOPbIE BbI XOTUTE
BU/IETH B IIPOMBINLICHHOI cpezie. V1 9TO MOABOAUT HAC K cyieyloliell TeMe — K IIPOBEpKe
nepeksroyaTesieil GyHKIIMOHAIbHOCTH.

8.3. [lpoBepka nepekntoyaTenen
(PYHKLUMOHANBHOCTU

HenpepblBHYIO 10CTaBKY 1 pa3BepThIBAHKE BCE YaLle IPUYKUCISIOT K PEKOMEHI0BAHHbIM
MeTomKaM pazpaboTKU MporpaMMHOro obecriedenus. Baarogaps aToMy mmpokoe pac-
HpocTpaHeHue IIpy pa3paboTKe CUCTEM MOJTYYIIN TIepeKIoYaTe I (PyHKIIMOHAIbHOCTH.
Ilepexmouenue ynkuuonarbHOCmMu — 5T0 METOAMKA, KOTOPas IMO3BOJISET Pa3padoTInKaM
CO3/1aBaTh U PAa3BEPTHIBATH HOBbIE BO3MOKHOCTU B BBICOKOM TEMIIE, GE30IIACHO U KOHTPO-
JIUPyeMO. DTO TOJIE3HBII MHCTPYMEHT, HO TIPU YPE3MEPHOM UCITOJIb30BAHUU OH MOJKET
OBICTPO CTATh CIOKHBIM. B 3aBUCUMOCTH OT TOTO, Kakue (hyHKIIMU BBI TTEPEKTIOYAETE,
omnOKY B MeXaHU3Me [EPEKIIOYEHI MOTYT IIPUBECTU He TOJbKO K HEIPaBUIbHOMY
OU3HEC-[I0BEEHUIO, HO U K Cepbe3HbIM 1IpobeMaM ¢ 6€3011aCHOCTHIO (Bl CAMU 9TO
BCKOpPE YBUJINTE).

[Tpu vcnob30BaHuK HepekodYareseil (byHKIMOHAIbHOCTH HEOOX0AUMO IIOHUMATh,
YTO OHM BJIMSIOT Ha MOBEIEHUE BaIIero pUIoKeHns. [loBeieHme, Kak 1 BCe Mpoyee, HysK-
HO IIPOBEPATD C IIOMOIILIO ABTOMATU3MPOBAHHBIX TECTOB. DTO 03HAYAET, YTO BbI JOJKHI
MPOBEPUTH HE TOJIBKO KO (DYHKIIMM B CBOEM TIPUJIOKEHUH, HO M CAMM TTEPEKTIOUaTEH.
[Ipesk/e ueM nepexoaruTh K TOMY, KaK 9TO J€JIaeTCs, PACCMOTPUM IIPUMEp, KOTOPbIii Ha-
[JISITHO TIOKA3BIBAET, TIOUEMY TaKast TIPOBEPKA BaXKHa.

8.3.1. OnacHOCTb NI0OX0 CNPOEKTUPOBAHHbIX
nepekaoyaTenen

BoT ucTopust 0 KOMaH/ie OIbITHBIX Pa3pabOTYMKOB 1 [eYaIbHOM IIPOUCIIECTBUU C TIepe-
KJItoYaTesIsIMU (hyHKIIMOHAIBHOCTH, KOTOPOE PUBEJIO K PACKPHITUIO KOH(DUIEHIITATBHBIX
HaHHbIX B y6ammaroM APIL 9toro MoxkHO 0bLI0 ObI 36€KaTh, €Cii OBl PA3PadOTYNKK

! HVcropust ocHOBaHA Ha PeasibHbIX COOBITHsIX. UTOOBI e MOKHO ObLIO OMYOJINKOBATD B 3TOM

KHUTI'€, HEKOTOPbIE JIeTaJIN ObLI U3MEHEHBI.
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IPEYCMOTPEIM aBTOMATU3NPOBAHHDIE TECTDI /IJIS1 IIPOBEPKHU Tlepektoyatreseil. Ecan Bam
He3HaKoMa KOHIelnd IepekJiiodaTeseil QyHKIMOHAIbHOCTH, He BOJIHYHTeCh — Ipex/ie
yeM MBI TIepeijieM K JaabHEHIIeMy MaTepuay 9TOr0 pasjiesia, y Bac OyIeT BO3MOKHOCTh
C Hell TO3HAKOMUTHCS.

YiteHbl KOMaH/ bl PabOTAIN COBMECTHO HA IPOTSIKEHUU KAKOTO-TO BPEMEHH, KaK CJie-
JIyeT IIPUTEPIIUCE APYT K APYTY U BbiAaBanu pabouee I10 Boicokumu Temnamu. B komare
HCII0JIb30BAJIOCh MHOTO PAa3HbIX METO/IUK, [103AaUMCTBOBAHHbIX U3 HEIIPEPBIBHOM /J0CTaB-
KM, a KoJ| ucajics ¢ mpumerenneM TDD (test-driven development — paspaGorka uepes
TecTUPOBaHue). B 0moMHEHNE K 5TOMY OHU CO3/1ajii OOITUPHBIN KOHBEHED 10CTaBKH,
KOTOPBIH CJIE/THIT 32 TeM, YTOOBI JI0 TPOMBIIIJIEHHON CPEIbI IOXO/IIIN TOJBKO TPABUIIBHO
pabotarotiyie GhyHKIHH.

Komama paborasia Haji psiIoM HOBBIX BO3MOKHOCTEH. Ha 0/{HOM 13 MepBbIX M1aros,
KaK 9TO ¥ HUX TIOBEJIOCh, CIICIHATMCTHI IOOABUIIN TIEPEKITI0YATETb PYHKIIMOHATLHOCTH,
KOTOPDLi1 1I03BOJINJI BKJIIOYATh U BBIKJIOYATh HOBbIE (PYHKIMU. ITOT lIepeKaioyaTesib
HCTIOJT30BAJICS TIPU BBITIOJHEHUH JIOKAJTBHBIX TECTOB Ha KOMITBIOTEPE Pa3paboTIIKOB
u Cl-cepBepe, a Takxke IPU TTPOBEPKE PAa3BEPHYTOTO HK3EMILISIPA CUCTEMBI B TECTOBOM
cpese. HoBas pyHKIIMOHAIBHOCTD MpefOCTaBIsAIach yepes nybanunbiii API, u B 3a-
BEPIIEHHOM BHU/IE Y Hee JIOJKHBI ObLITN OBITH TIOAXO/ANIIE MEXaHU3MbI ay TeHTH(DUKATIUT
U aBTOPU3AIIH, YTOOBI TOCTYT K HOBBIM KOHEYHBIM TouKaM APT nmesnu Tosbko ompeie-
JIEHHbIE TTOJTb30BaTe . ABTOPHU3AINS TOJIKHA OBLITA OCHOBBIBATHCS Ha HOBBIX TIPABUIIAX
JOCTYyIa, KOTOpbIe paspabaThIBaIKCh APYTOA KOMAaH/ION U elle He OBIIN Pa3BEPHYTHL
Ho n71s1 IpoBepKU OCTANBbHBIX aCIEKTOB OU3HEC-TIOBEEHUsSI 9TU MTpaBujia He TpeboBa-
JIUCh. DTO TIO3BOJIUIIO KOMAH/IE TIPOJIOJIKATD JAEATEbHOCTD, OKA APYTUe PpazpaboTynku
3aBepllaji CBOIO YacTh CUCTEMBI. B mpoMbIiieHHON KOH(MUTYpaAIlUK TIePeKII0YaTeh
JUIST €IMle He TOTOBBIX BO3MOYKHOCTEH OBLIT BHIKJIIOYEH, YTOOBI OHU HE CTAJU OCTYTTHBIMU
B my6maroM APIL. O noiken GbIT 0CTaBATHCS BBIKIIOUEHHBIM /[0 TEX TTOP, TOKa He 0-
JIEJIAIOT HOBYIO (DYHKIIMOHATIBHOCTD ¥ He OY/yT MPOIICHBI BCE TPUEMOUYHBIE TECTHI.

Ha xakoM-To0 arare pa3pabOTKI MEPEKI0YaTe/ b B IPOMbIIIIEHHON KOH(BUTYpariuu
CIIy4YaitHO BRJIIOYMIIN. DTO MPOU3OILIO U3-3a OMIMOKH, JOMYIEHHON OJHUM U3 4JIEHOB
KOMAaH/IbI IPU CJAUAHUN KAaKUX-TO U3MEHEHU B KoHbUTypannonubix daitirax. Koau-
4YeCTBO IlepekJovaresiei, HCIoJb3yeMbIX B IPUJIOKEHUH, TOCTEIIEHHO YBEJINYNBAJIOCD,
a X KOH(UTYpaIUs cTaja J0BOJLHO caoxkuoi. HailTi Maso3zaMeTHy1o OmmubKy ObLI0
HEIPOCTO, a TO OJIHA U3 TEX OMIMOOK, KOTOPYIO MOT JOIYCTUTD JIF0OO0iT 13 pazpabOTUMKOB.
B pesysibrare HOBast GyHKIIMOHATIBHOCTH CTajia 0CTynHOU B mybiuunom AP, Ho Ge3
KakuX-1n60 MEXaHU3MOB aBTOPHU3AIINH, TAK KaK UX ellle He PEan30BaIl. ITO OTKPHIBAJIO
JIOCTYT K HOBBIM KOHEYHBIM TOYKaM MPAKTUYECKN KOMY yrojHo. K cuacTpio, KomaHzia
OBICTPO OGHAPYIKIIIA ¥ UCTIPABUIIA OMTHOKY B KOHMDUTYPAIMH, TOKA HUKTO HE YCITEJa BOC-
110J1b30BATbCS HOBBIMU BO3MOKHOCTSIMU B IIPOMBIIIJIEHHOM cpejie.

Ecom 661 myGIMUHO OCTYITHBIE KOHEUHbBIE TOUKN 0OHAPY KU HE0OPOIKEIATE b, KOM-
naHur Mor Obl ObITH HAHECEH CYLIeCTBEHHbIH yuieps. 11 XoTs 9Ta mcTopust 3aKOHUMIACh
XOPOIIIO, MBI BCE PABHO MOKEM CJIEJIATh UHTEPECHOE HAOIO/IEHIE: HUKTO He TIPOBEPSLI,
paboTasa Jin KOH(pUTYpaIus nepekoyaTeseil Tak, Kak Obi1o 3aymMano. Ecau 6b1 KoMaH-
Jla BBIIIOJTHAJIA aBTOMATUYECKYIO IIPOBEPKY MOBEIECHUS KasK/[0T0 IIePeKJIodaTelis, 3TOro
MIPOUCIIIECTBYS YAATOCH ObI 136€KaTh.
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MBI XOTETN MOIETUTCS ¢ BAMHU 9TOH MCTOPUEH, 4TOOBI IPUBECTH PEATTbHBII TIPIMEp
TOTO, KaK IepeKsioyaTen HYHKIMOHAIBHOCTY MOTYT BbI3bIBATDh JJOBOJILHO CEPbE3HbIE
npobJIEMBI, €CJIU UX He Pean30BaTh Kak caeayeT. Ternepb Mbl TOTOBBI K PACCMOTPEHUIO
HpoIiecca MPOBEPKH MeperTodaresiei (hyHKIIMOHATBHOCTH ¢ TOYKU 3PEHIst H€30TTaCHOCTH.

8.3.2. [lepekntoyeHne HyHKUNOHANTBHOCTH
KaK MHCTPYMEHT pa3paboTku

[TosHoeHHOE MCC/IeloBaHME TEMBI ITepeKJIoUeHusT (PYHKIIMOHATbHOCTU BBIXOUT 32
paMKH 3TOi KHUrK. YToObI IIOHSITh, 3a4eM U KaK BbI I0JKHBI TECTHPOBATD MIepeKIoyare-
JIV, HAYNHATD JIy4llle, KaK HaM KasKeTcsl, ¢ KPaTKOTO 3HAKOMCTBA € 3TOi TeMoi. Ecin Bb
ysKe 3HAKOMBI C ITepeKTioYaTesiMu (hyHKITMOHAIbHOCTH, MOKETE BOCTIOIB30BATLCS 9TUM
pasaesoM AT OCBEKEHUS MTaMsITH.

[To mpuHIMIy paboThl epekroYaren (GyHKIMOHAIBHOCTH MOJ0OHBI 3JIeKTpUYe-
cKoMy BbIKTouaTes 0. OHM MO3BOJISTIOT BaM BKJIIOYATH M BBIKJTIOUATh OTIPE/IeIeHHbBIE BO3-
MOKHOCTH CBOETO IIPOrPAMMHOI0 00€CIIeYeHNs — 9TO MOX0KEe Ha TO, KaK Mbl BKJII0OYaeM
WA BBIKJIToUaeM cBeT (puc. 8.2). [loMmnMo BKITIOUEHNS U BBHIKTIOUEHUST BO3MOKHOCTEN,
TepeKJIoYaTe; M MOTYT MCII0JIB30BAThCS TaKKe JIJIST MEePeKII0YEHNST MeX/y Pa3HbIMU
(DYHKIMSIMU, YTO MTO3BOJISIET BEIOMPATh PasHble MOJIEJIH TIOBEICHUS.

byHkyus
epekarodamenb
Nenonvsylime nepekarovamenu
2Aa BrAroueHus/ BolkAroueHus PyrKuus 1
PYHKUUR U NepeKAHOUeHUS
MeXKY HUMU
[Tepekarodyamenb dyHkyus 2

Puc. 8.2. MNepeknioyatenu GyHKLMOHANBHOCTX MO3BONSIOT BKKOYATH/BbIK/OYATh BO3MOXXHOCTK
NN NepPEKNoYaTbCa Mexay HUMU

Pa6OTaH Ha/l HOBbBIMU (l)yHKL[I/I}E[MI/I7 BbI MOJKETE BKJJIIOYAaTb W BBIK/IIOYAThb MX, KOI'/la
HYXHO BBITIOJTHUTD TECTHI NI PA3BEPHYTDH IMIPUJIOKECHNE B TECTOBOM cpene. ITO JLacT
ITOJIHBIN AOCTYII K HOBBIM BO3MOJKHOCTSIM, ITOKA BbI X pa3pa6aTbIBaeTe, 1 B TO K€ BpeM:A
TIO3BOJIACT BBIKJJIIOYUTD UJIN J€AKTUBUPOBATD 9TY (l)yHKHI/IOHaJIbHOCTb, Korga ImMpuaoxKe-
HHE Pa3BEPTBIBACTCA B CpeJi€ 3aKTIOYNUTEIbHOTO TECTUPOBAHUA NJIN B TIPOMBITIIJICHHBIX
YC/IOBUSIX. CHOCO6HOCTB BKJIIOYATb 1M BBIKJ/IIOYATb OTAEJIbHBIE (byHK]_[I/II/I JIa€T BaM TTOJTHBIN
KOHTPOJIb Ha/[ TEM, KOTTa UMEHHO OHU CTaHYT JOCTYITHBIMU KOHECYHDBIM ITOJIb30BATECJIAM.
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Y ucnosib30BaHus TeperIiodaTesieil (hyHKIMOHATBHOCTH €CTh E1Ile 0/[Ha 0COOEHHOCTD:
OHU TMO3BOJISIOT Pa3pabaThiBaTh BOSMOKHOCTH B TJIABHOI BETKE CHCTEMBI KOHTPOJIS
BepCHii, a He B OT/ETBHOI 0JATOBPEMEHHON BeTKe. MHOTHE CUMTAIOT 9TO HEOOXOUMBIM
YCJIOBHEM ITPUMEHEHUS JIydIINX ACIIEKTOB HEIPEPBIBHOI MHTETPAIIUHU 1, KAK CJIEJICTBUE,
HEeIIPEPBIBHOIT IOCTABKHU (3TO ellle O/[HA TPUYHHA, TOUeMY TIepeKJIioYaTesu OyHKIIMOHATb-
HOCTH CTAHOBSITCSI Bee GoJiee MOTYISIPHBIME Y Pa3paboTUHKOB).

Cy1iecTByeT HECKOJIBKO BU/IOB TIepekJiouaresieil (pyHKImoHaspHoCcTH. HexoTopbie m3
HUX VCTIOJIB3YIOTCS [T TIEPEKTIoUeH st (DYHKITNET, KOTOPBIE BCE EITe HAXOATCS B pa3paboT-
Ke, & JIPYTHe — /7T BKITIOUEHVIS 1 BBIKJIIOYEHHST BO3SMOYKHOCTEH B ITPOMBITIIEHHBIX YCJIOBISIX
B 3aBUCHMOCTH OT TIADAMETPOB CPEJIbI BBITIOITHEHNST, TAKUX KAaK BPeMsI, JIaTa UJIH OTIpeie-
JIEHHBIE CBOIICTBA TEKYIIIETO TT0JIb30BaTE s Peaim30BbIBATh TIEPEKJIIOUATENN TOKE MOKHO
no-pasHomy. Camast TIpocTast PoTIe/ypa COCTOUT B UBMEHEHUH KOJIA TAKUM 0OPa3oM, YTOObI
OH cozepsKall UJIM He COIepsKall OlpeleIeHHbIe YacTH KoAoBoi 6aspl (iuctuHr 8.8).

JInctuHr 8.8. CaMmblii an1eMeHTapHbIN BUA NepekioyeHnst hyHKLMOHANIbHOCTU NyTeM U3MEHeHWs Koaa
void usingOldImplementation() {

doSomething(); ‘J BKMH0YaeT TekyLuylo (CTapyto) peanusauuio
calloldFunctionality();

//callNewFunctionality();
doSomethingElse(); 4_| OTKMI0YaeT HOBYIO peanusauuio

}
void usingNewImplementation() {

doSomething();
//callOldFunctionality();
callNewFunctionality();
doSomethingElse(); <_| Bxnioyaet HOBYI0 peanu3avuio

OTKAIOYaeT CTapylo peanusauuio

Kax BuanTe, 9TOT KO MEPEKITOUAETCS MEXKIY CTapOil M HOBOH (hyHKITMOHATBHO-
ctbio. Crapble QYHKIMU BBI3BIBAIOTCS € TIOMOIIBIO MeTo/ia callOldFunctionality.
Korzsa oHM BKJITOUEHBI, BAM HYKHO BBIKJIIOYUTD HOBYIO (DYHKITMOHAJIBHOCTD, 3aKOM-
MEHTHPOBaB MeTo/i callNewFunctionality. Ecsin ske BbI XOTHTE MCIIOJIB30BATH HOBBIE
(byHKIM, 3TY MPOTEAYPY CJAEAYET TIOBTOPUTH, HO HA0OOPOT: 3aKOMMEHTHUPOBATH METO]
callOldFunctionality u BeI3BaTh callNewFunctionality, Kak 9TO /ies1aeTcs B JIUCTUHTE
c usingNewImplementation.

BoJiee cTOKHBIM MepeKITiouaTesieM MOKHO YIIPABJIATD, K TPUMEPY, € TIOMOIIBIO KOH(pU-
Typaruu, KoTopas IpefioCTaBJIsIeTCs MPH 3alycKe Tpuioxerus. [Ipumep npusesex B -
ctunre 8.9, T71e BBITIOTHeHNe (QYHKITHI 3aBUCUT OT CHCTEMHOTO CBOHCTBA feature. enabled.
Ecsm Bam HYsKHBI 60Jiee IMHAMIUYECKHUE TIEPEKIF0UATENN, YITPABIEHIE UMU MOKHO PEasIi-
30BaTh Ha JTAIIE BBITIOJTHEHNS B BI/E KAKOTO-TO MEXAHNU3MA aJIMUHUCTPUPOBAHILS !,

Ecmiu Bac WHTEPECYET IEPERIIOYECHNE Ha 3Tall€ BbIIIOJIHEHWA, [1JId 3TOTO €CTh HECKOJIbKO
TTOITYJIAPHDBIX ITIPOEKTOB C OTKPBLITHIM NCXO/ITHBIM KO/IOM, Ha KOTOPbI€ CTOUT B3TJIAHYTb.
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JNucTuHr 8.9. MNepekstoyeHne hyHKLUMOHANBHOCTU Yepes KOH(MIrypaLumio — NpoCcTol npuMep
void branchByConfigurationProperty() {

final String isEnabled = System.getProperty("feature.enabled", "false");
if (Boolean.valueOf(isEnabled)) {

doSomething(); Ecnn cuctemoe caoiictBo feature.enabled
} paBHo true, BbinonHaetca doSomething
else {

doSomethingElse();

HesaBucumo ot TOro, Kakoro pojia 1nepekJodaTean Bbl HCIOJIb3yeTe NN Ha KaKUX
MeXaHM3MaX OCHOBAHO MepeKIIoYeHre, HeOOXOINMO TIOHUMATD, UTO 9TO MEHSET MOBe-
JleHre IpuioxkeHns. [locie I3MeHeHNsT COCTOSTHNS TIepeKToYaTessI CICTeMa HaulHaeT
Bectr cebst mo-pyromy. TIprMeHeHne 3Toro mojxo/a Mo3BOJISAET CO3/[aBaTh B HEH ailb-
TepPHATUBHbIE [Ty TH BBITIOJHEHSI, KOTOPBIE, KaK U JIOObIE IPyTrie, He0OXOAMMO MPOBEPSITH
C TIOMOTITBIO KaK MOKHO OOJIBIIETO KOJMYECTBA aBTOMATU3UPOBAHHBIX TeCTOB. IT0CKOMbKY
nepekoYeHne GyHKIMOHAIBHOCTH MOXKET UMETh OTPUIATEIbHbIC TTOCAEACTBUS s
6€30TTacHOCTH, €r0 HeOOXOANMO [eTaTh MPABUIbHO. VITak, MBI pacCMOTPETH OCHOBBI
nepekJoyareseil GyHKIMOHAIBbHOCTH. Ternepb TOrOBOPUM O TOM, KaK MOSKHO ITPOBEPUTD
WX € TOMOIIBI0 aBTOMATU3MPOBAHHBIX TECTOB.

8.3.3. YkpouleHue nepeknoyaTenen

[Tepektouaresn GyHKIMOHAJBHOCTH HEMIUHYEMO YCJIOKHSAT Ball Koa. YeMm OoJibiie
nepekJoyareseil Bbl 100aBIsieTe B MPUIOKEHNE, TEM CJI0KHEE OHO CTAHOBUTCS, OCO-
GEHHO eCJIU MepeKIoYaTen 3aBUCAT ApyT oT aApyra. CrapaiiTech MUHUMU3UPOBATh
KOJIMYECTBO MEPEKIT0YATENeH, KOTOPbIe MPUMEHSIOTCS B JTI0O0N OTAEABHO B3SATHIN
MOMEHT. EcJii 5T0 HEBO3MOKHO, OCTACTCS TOJTBKO HAYYUTHCS CIIPABJISATHCA € TOTIOJTHU-
TeJTBHBIMH CJIOKHOCTSIMU.

BMmecTe €o CJI0KHOCTBIO TIOBBINIAETCS M BEPOSTHOCTD JAOMYCTUTD omnbKy. Eciu roso-
PHUTH 0 GE30MACHOCTH, TO JaKe TPOCTast OIMUOKA MOKET UMETh CePhE3HbIE TTOCIEACTRIS.
Hanpumep, OTKpbITHE ZOCTYIIA K HEIOAeNAHHO (DyHKIIMOHANIBHOCTU B yOinunom AP
C110CcOOHO BbI3BATh pasHOoOpasHble MPoOIeMbl ¢ 6€301aACHOCTDIO, HAYUMHAA C [IPSMbIX
(brHAHCOBBIX MTOTEPD M 3aKAHYMBAST YTEUKON KOHMDUICHITNATHHBIX JAHHBIX.

COBET

[lns kaXkaoro co3gaBaeMoro nepektoyaTenst Ao/MKEH BbiTb NPeayCMOTPEH TECT,
KOTOPbI NpoBepSiET, paboTaeT M TOT TaK, KaK 3a4yMaHo.

PaspabaTbiBast aBTOMaTH3UPOBAHHBIE TECThI, KOTOPBIE MTPOBEPSIOT PAbOTy KasKI0TO
nepexJodaTesis, 1 100aBJIsds UX B KOHBelep I0CTaBKU, Bbl cTpaxyere cebst OT Helpe/-
BUJIEHHOTO 1TOBe/ieHus. [10CKOIbKY TeCThI BBITTOTHSAIOTCS aBTOMATHYECKU U TP KAKION
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c6OpKe, OHU TaKyKe TI03BOJIAIOT IIPOBOUTH PEFPECCHOHHOE TeCTUPOBaHME I Oy Ay IIHMX
U3MEHEHUH, MPeOXPaHsIst OT CIyJYallHbIX omuboK. B Havase 9TOro pasjesa Mbl pac-
CMaTpUBAJIN CUTYaAINIO, B KOTOPOU ciusHUeE /1e(heKTHOTO KO/la MPUBEJIO K TOMY, 4TO
HEKOTOpbIe KoHeuHble Toukr APT crasu mybinaabMu. DTO MOKHO GBIITIO ObI TIPEA0TBPa-
TUTDb, €CJIN 6BI paSpa6OT‘H/IKI/I TPEAYyCMOTPEIN aBTOMATU3NPOBAaHHDBIE TECTHI, KOTOPbIE
He gaj Obl BKIIOYUTD HOBYIO (DYHKIIMOHAIBHOCTD B IIPOMBIIILIEHHbIX YCIOBHSIX.

Bcerna crapaiitech cienaTh TeCTUPOBaHUE TepekoUaTeseil (hyHKIIMOHAJbHOCTH
aBTOMATUYECKUM, a He PYyIHBIM. ABTOMAaTU3NPOBAHHBIE TECThI — 3TO CAMBIN HAESKHBIN
U IIpeICKa3yeMblil ciiocob NPoBEPKU KOPPEKTHOCTH HE TOJbKO IepeKiodarenei, Ho
4 ]HO6BIX APYTUX aCIIEKTOB ITOBE/ICHUA KOIA. B HEKOTOPDIX UCKITIOYUTEJIbHBIX CUTYalIAX
aBTOMAaTHU3AIIMsI TECTUPOBAHMS OKa3bIBAETCs CIMIIKOM 3aTPATHOM, ¥ TOTA HEOOXOAMMO
TECTUPOBATh BPyUYHYt0. [Ipu pydHOil MpoBepKe 06sI3aTeIbHO peau3yiiTe ee B BUE OT-
JIeJIHOTO dTamna B KOHBelepe qocTaBku. Tak Bbl He 3a0y/iere IIPOBECTU TeCTUPOBaHUE,
MIPEsKJIE YeM TTOITBEPIKAATh TOTOBHOCTD KO/IA K Pa3BEPTHIBAHUIO B TIPOMBITIIIICHHOM cpefe,
ITOCKOJIbKY 9Tall KOHBelepa HeJb3sl CIIyYailHO MPOITYCTHUTh.

B ta6u. 8.3 npuBeseHbl HECKOJBKO IIPUMEPOB TOTO, KAK MOKHO IIPOBEPUTH KOP-
PEKTHOCTDb Pa3HbBIX BUI0B HepeKJIIO‘IaTe]IefI (byHKHI/IOHaJIbHOCTI/I. BTO JINIITb OCHOBHBIC
PEKOMEH/IAIlNH, ¥ TTPOBEPKA 3a4acTyI0 OKAa3bIBAeTCs He TaKOU 1mpocToil. Tem He MeHee
3TO JIOJIKHO JIaTh BaM OOIIee MPEJICTABIEHNE O TOM, KaK ITPOBEPUTH TIEPEKTIOUATED C TI0-
MOIIHI0 aBTOMATU3NPOBAHHOTO TECTA.

Ta6nuua 8.3. MpuMepbl pasHbIX METOA0B NPOBEPKM MepektoyaTenelt hyHKUMOHaNBHOCTY

Tun nepexnrovyarens TUNUYHbIA MeToA NPOBEPKU

Y nanenue [Tpu ycnermnom ynanennu API nosken:
byHKIIMOHATBHOCTH * BosBpanarh ommoky 404 B HTTP-Bbi30BE;

u3 y6manoro API * OTKJIOHATH/UTHOPUPOBATH TTOCTYTIAIONINE COOOIIEHNUST;

¢ He IPUHUMATh COeINHEHUA C COKETOM

3ameHa cylecTByoniein TTombITKa BBIIIOJIHUTH HOBOE JICHICTBUE.

yHKIIMOHATBHOCTH HoBoe 110BejieHne He I0JIKHO TIPOSIBJISITHCS, €CIH OHO

He TOTOBO (3TO MOKHO ITPOBEPUTD 10 BO3BPAIIAEMbBIM
JIAHHBIM, HECYTIIECTBYIOIIUM JIEMEHTAM [10JIb30BATEBCKOTO
unrepdeiica 1 T. 11.)

Hosag ayrentuduxanms,/ B cucremy Hesb3s BOITH € TTOMOIIBIO HOBOH (DYHKITMOHATBHOCTH,

aBTOPHU3AINS VUETHOMN 3aMICH WM TIPaB 0CTyma. PaboTaTh MOIKEH TOIBKO CTAPBIi
crocob

Msmenenmne nosegenns Korza Brmouena dyskist A, bynkims B #e posmkaa GbITh

BBITIOJTHAEMOTT /IOCTYITHOMN, M HA00OPOT, eciu BKII0YeHa (hyHKIMs B

B nucrunre 8.10 nmokasan npumep 4yTh GoJiee pealCTUIHOrO Kaacca OrderService,
KOTOPBI TI03BOJISIET Pa3MeEIaTh 3aKa3bl. ITOT KJIAcC OBLT JIOTIOJHEH HOBOW BO3MOKHO-
CTBIO OTIPABKHU JAHHBIX O Pa3MEIEHHOM 3aKa3e CUCTEME aHain3a pabounx MpoTeccoB
(business intelligence, BI). 9Ta BO3MOKHOCTD BKJIIOUYAETCST U BBIKJIIOYAETCS ¢ TOMOIIBIO
ToggleService — rUIOTETHYECKON GUOIMOTEKH JIJIsI YITPABJICHHSI TEPEKTIOUaTe/ISIMU (DY HK-
nroHasbHOCTHU. [Ipn KaskaoM BBITIOTHEHUU MeTo/ia placeOrder 00BeKT OrderService
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HpOBEpPSIET TEKYIMIA PEsKIM 3aKasa (HOBBIA MJIM CTapblil) U BefeT ce0sl COOTBETCTBYIOIIM
06pazoM.

JNuctunr 8.10. OrderService ¢ HOBOM BO3MOXXHOCTbIO, Pa3MeLLEeHHOI B nepekoyaTene
import static org.apache.commons.lang3.Validate.notNull;
public class OrderService {
/] ... K .
oraa BKMIOYEH CTapblii pexum,

public void placeOrder(final Order order) { 06pa6aTbIBaeT(ﬂvT0]'le0CaM33Ka3:
notNull(order); HUKaKOil SONONHUTENbHOI

06paboTKu He npoucxoauT

if (OrderMode.OLD.equals(toggleService.orderMode())) {
orderBackend.process(order); <

else if (OrderMode.NEW.equals(toggleService.orderMode())) {
orderBackend.process(order);

biBackend.record(order);
} [DlaHHble 0 3aKa3e nepepalotca cucreme Bl,

else { €C/IN BKNTIOYEH HOBbIU peXXum

throw new IllegalStateException("No supported order mode");
}

}

public class ToggleService { Ncnonb3yetca o6bekTom OrderService ana nposepkm Toro,

. KaKoi pexum 3aKasa ceilyac BKNYeH
public enum OrderMode { P

oLD("old"),

NEW("new");

private final String key;

OrderMode(final String key) {
this.key = key;

}

public String key() {
return key;
}

¥
private OrderMode orderMode = OLD;
public OrderMode orderMode() {

return orderMode;
}

public void setOrderMode(final OrderMode orderMode) {
this.orderMode = notNull(orderMode);
¥
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[Tpumep Hammcanus TeCTOB /U 9TOTO HepeKIoyaTess npuse/eH B uctunre 8.11.
MpbI He TecTUpPyeM TTOBe/leHNE UCXOAHON (hyHKIIMOHATLHOCTH, COCTOSIIIEN B Pa3MeIleHII
3aKasa 1 oTipaske Janublx cucreme BI. Hamu tecTsl 1poBepsioT, MHUIIMUPYIOTCS JIN
[IpaBUJIbHBIE ACTIEKTHI MOBEICHUS B 3aBUCUMOCTH OT COCTOSHUSA Tepekiouatess. Eciaun
3aKas MMeeT PeXUM OLD, OH JOJUKEH ObITh OTIpaBJeH Ha 06paboTKy, HO cucteMe Bl
HUYero 1epeiaBath He HyKHO. Ecim ncnosb3yercs pexxuM 3aka3a NEW, TO B IOTIOJTHEHNE
K 06paboTKe IaHHBIE O HEM JIOJIKHBI OBITH OTIpaBJieHbl cucteme BI. [yt mpoBepKu B3au-
MOJIEHCTBUS MEXK/LY MMOAJEP>KUBAIOIIUMY cepBUcaMy (CePBEPHBIM KOJIOM cucTeMbl Bl
U 3aKa3a) 3a1efcTBYIOTCST MOK-00beKThl (mocks). Eciiu Bbl BliepBble CTAJKUBAETECH
¢ TIpUMEHEHNEM MOK-00bEKTOB B TeCTax, He BOJHYITeCh. B 9TOM IpuMepe OHHU TIPOCTO
MTO3BOJISIIOT IPOBEPUTD, BBITIOTHAIOTCS JIM BLI3OBBI K TIO/IEPKUBAIONTIM CEPBUCAM.

JNucrunr 8.11. lMNposepka nepekntovatens B OrderService

import org.junit.Test;

import static org.mockito.Matchers.any;
import static org.mockito.Mockito.*;

public class OrderServiceToggleTests {
@Test
public void should_process_order_if_old_order_mode_is_enabled() {
givenOrderModeIs(OLD);

whenPlacingAnOrder(); MpoBepset, 6bin N1 0TNpaBNeH
3aKa3 Ha 06paboTky
thenOrderShouldBeProcessed();
}
@Test

public void should_not_send_to BI_if_old_order_mode_is_enabled() {
givenOrderModeIs(OLD);

whenPlacingAnOrder();

3aKa3 He I0NKeH nepefaBaTbca cucteme Bl
thenOrderShouldNotBeSentToBI(); 4———J A pea

}

@Test
public void should_process_order_if new_order_mode_is_enabled() {
givenOrderModeIs(NEW);

whenPlacingAnOrder();

MpoBepser, 6bin N1 0TNpaBneH 3aka3 Ha 06paboTky
thenOrderShouldBeProcessed();

}
@Test
public void should_send_to BI_if new_order_mode_is_enabled() {

givenOrderModeIs(NEW);

whenPlacingAnOrder();
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3aKa3 fiomKeH nepepaBatbca cucteme Bl
thenOrderShouldBeSentToBI();

}

private ToggleService toggleService;
private OrderBackend orderBackend;
private BIBackend biBackend;

private void givenOrderModeIs(final OrderMode orderMode) {
toggleService = new ToggleService();
toggleService.setOrderMode(orderMode);

}

private void whenPlacingAnOrder() {
createOrderService().placeOrder(new Order());

}
private OrderService createOrderService() { Maketupyet BcnomoratenbHble
orderBackend = mock(OrderBackend.class); cepBuCbl, BHeapeHHble B OrderService
biBackend = mock(BIBackend.class);
return new OrderService(orderBackend,
biBackend,
toggleService);
¥
X . MpoBepser, 6bin nu
prlvate‘v01d thenOrderShouldBeProcessed() { 4__J BbI3BaH MeToA process(Order)
verify(orderBackend).process(any(Order.class));
¥
private ‘void thenOr‘der‘%houldlflotBeSentToBI O { E:::;n?oo;:g:;s:i BIBackend
verifyZeroInteractions(biBackend);
¥

private void thenOrderShouldBeSentToBI() { Esgz:?ﬁzzmﬁigm
verify(biBackend).record(any(Order.class)); A

}

Wrak, BBl y:ke 3HAETe, 3a4eM HYKHO TeCTUPOBATH NIEPEKJIIOUATENH, U TIO3HAKOMUJINCH
€ HECKOJIbKMMM [TPIMepaMU TOTO, Kak 3To jienaercd. [Ipeske yem 3akaHuMBaTh PaccMo-
TpeHue nepekadaTeeii GyHKIMOHATBHOCTH, CIeyeT 0OCYANTD ellle Koe-4To: paboTy
¢ GOJIBIITMM KOJIMYECTBOM TEPeKIoYaTeseil u TOT (hakT, 4TO MPOIECC MEPEKTIOUCHIST
MOJKET OBITh TPEIMETOM ay/IUTA.

8.3.4. KoMbuHaTopHasi CTIOXKHOCTb

Ecnu BB HCITOJIb3yE€TE€ HECKOJIbKO HepeKJIIO‘{aTeJIeI;'I, TO JTOJIKHBI CTapaTbCs IMPOBEPATH
BCe UX coueTanusd, 0COOEHHO €CJIN YaCTh U3 HUX BJIMSAET HA Aapyrue. Ho JaKe €CJIN MEKIY
HUMU HET HpHMOfI CBA3U, CJIEAYET IPOTECTUPOBATDH BCE KOM6I/IH3.HI/II/Iy TaK KaK OHI MOTYT
OBITH CBSI3aHbl KOCBEHHO. HerHMOG CBA3bIBAHUE CIIOCOOHO BO3HUKHYTbH Ha J060M aTane
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paspaborku. Kak HeCTIO0KHO 0rafiaThest, HEOOXOAMMOCTD MPOBEPKU GOJBIIOTO KOJIH-
YecTBa MepeKoyareseil MosKeT GbICTPO TIPEBPATUTHCS B HACTOATINN KOMOMHATOPHBIIH
kotMap. Yem Gosibliie MepeKIiodaTeseil, TeM BbIllle BEPOSITHOCTh TOTO, YTO BbI C/IEIaeTe
YTO-TO HE TaK, U TeM BasKHee UX TeCTUPOBaHMe. ITO OJIHA U3 IPUYMH, [I0YEMY BbI BCer/ia
JIOJIZKHBI MCIIOJIb30BaTh KaK MOKHO MEHBIIIE TlepeKJodaTesei.

CymiecTByeT MHEHME: aHAJIU3UPYS PUCKU (OIIEHUBAsI, HACKOJIbKO CHUKAIOTCS PUCKHU
[P MPOBEPKE BCeX KOMOUHAIMIT MO CPABHEHUIO C MPOBEPKOTT JIUIITh HECKOJIBKIX ), BCE
KOMOMHAIIUT TECTUPOBATD He 0013aTEIbHO. ITOT MOXO0J MOXKET TTIOKAa3aThCS JIOTHYHBIM,
HO OH OCHOBAaH Ha MPEANOJIOKEHIH O TOM, YTO BBl CIIOCOOHBI OIEHUTH JleheKThl Hes-
OIIACHOCTHU, O KOTOPBIX BaM HeM3BeCTHO. Eciin Bbl 0 HUX 3HAeTe, OHU yiKe, CKopee BCero,
ucnpasyieHbr!. Mbl peKOMEHIyeM TIPOBEPTH BCE COUETAHUsI Mepekodareseii. A 4Toobt
TECTUPOBAHNUE He OBLIO CIUIIKOM CJIOKHBIM, KOJMUYECTBO MepeKToyaresieil B KogoBoi
6ase caeryeT yMEHBIIHTh.

8.3.5. T[lepeknioyaTtenu gBnaOTCA NpeaMeToM ayauTa

HpI/I MCIIOJIb30BaHHU HepeK]IIO‘IaTeJIeI'jl BpeMEHU BbIIIOJTHEHU A H606XOI[I/IMO IIOMHHUTD,
HACKOJIbKO BayKHO 06eCIIedynThb Oe3011aCHblil AOCTYII K UX ME€XaHN3MaM. HepeKJIIO‘{aTe]II/I
9TOr'0 TUIIA BJHWAIOT Ha ITIOBEJAECHUE ITPUJTOKEHNS B IIPOMbBIIIJIEHHBIX YCIOBUAX, IIO9TOMY
JIOCTYII K M€XaHHU3MaM, KOTOPbI€ Bbl IPUMEHAETE /1JI51 UBMEHEHUA NX COCTOAHNA, 1OJIKEH
OBITH UCKJIIOYUTEIHHO CaHKIIMOHWPOBaHHDbIM. Crout Takxe ImoiyMmaTb O TOM, HYy’KHO JIN
3alluCbIBaTh U3MEHEHUA COCTOSAHUSA ITEPEKIIOUATEA 1A JlaJIbHENIIIErO ayjuTa. VY Bac
Bcer/ja J0JIKHa OBITb BO3MOKHOCTD Y3HaTb, KTO 1 KOI'Zla BOCITIOJIb30BaJICA TEM NJIN NHbIM
IIepexJ/aodaTe/ieM B HpOMI)IH_UIeHHOfI cpee.

OBPATUTE BHUMAHME

BOI‘IpOC 0 TOM, KTO 1 KOraga M3MeHW1 nepekntoyaTesib B NPOMBbILIEHHbBIX YC/10BUAX,
OCHOBOﬂOﬂaFaPOUJMVI, 1 Bbl JOMKHbI 6bITb FOTOBbLI HA HEr0 OTBETUTb.

[Tepexsouaresnyt HYHKIMOHATBHOCTH CTAHOBSITCS BCE MOTYJISIPHEE, U MBI OJKH/IAEM,
4TO B GY/IYIIEM X CTAaHYT BOCIIPUHUMATD KaK €CTECTBEHHBII ACIIEKT TIPoIiecca PaspaboTKI
[1O. D10 MpUBEET K TOMY, YTO ABTOMATH3AIMST IPOBEPKH MIePeKoyaTesieil Oyaer urparh
etrie 6oJiee BAKHYIO POJIb 1 e¢ HEOOXONMO Oy/IeT MHTErPUPOBATH B BAIlll KOHBEE] 10CTaB-
K. MbI CTODOHHUMKHU HCIIOJIb30BAHYSI MePeKIIoUareseil hyHKIMOHATBHOCTH, TaK KaK OHI
CYIHIECTBEHHO YITYIIAOT TIPOIece Pa3paboTKU. Mbl cunTaeM, 4TO UX IPEMMYIIIECTBA SIBHO
[EPEBENUBAIOT HEOCTATKI, — MPOCTO HEOOXOMMO 3HATH O TIOTEHITMATBHBIX TIPOOIEMax
u criocobax ux penienust. B caenyronieM paszese pedb MOMIET 0 TOM, KaK TIPUCTYITUTh
K HallMCAHUIO aBTOMATU3WPOBAHHBIX TECTOB, HAIIPABJJIECHHBIX Ha MPOBEPKY MEXaHNU3MOB
6€e30TaCHOCTH 1 YSI3BUMOCTE.

! ITO TOXO’Ke Ha ApryMeHTaluIOo 110 TIOBOAY HEAOCTAaTKOB TPAANIUOHHOTIO I10/1X0/1a K ITPOT paMMHOfI
6630HaCHOCTI/I, KOTOpaA O6cy>K[[aJIaCb B ryaBe 1. I‘IaHOMHI/IM7 4YTO MbI BbIABUJIN l'II)O6JIeMI)I7 BbI-
3BaHHbIE IeJIeHAIIPaBJIE€HHbBIMU ITONBITKAMU 3alIUTUTBHCS OT YI'PO3, O KOTOPbIX HaM HEM3BECTHO.



264 Yactb IT e OcHOBbI

8.4. ABTOMaTU3MpPOBAHHbIE TECTbl 6He30MacHOCTH

BosbIHCTBO pa3paboTINKOB COTTIACATCS C TEM, UTO TECTHPOBAHe GE30TTACHOCTH OYeHb
3HAYMMO ¥ JIOJUKHO MPOBOUTHCS PeTyJisipHO. Ho B peasibHOCTH B OOJIBITHHCTBE MPO-
IPaMMHBIX TIPOEKTOB HUKOT/IA HE BBITIOMHAIOT ayUT GE30MaCHOCTH UM TECTUPOBAHIE
Ha TIPOHUKHOBeHNUE, VIHOr[a 910 00BSICHSIIOT TEM, 4TO IIPOrpaMMHOE obecIiedeHue TToUYTH
HE MOJ[BEPTAeTCs] PUCKY, a UHOT/A Pa3pabOTIUKU MOMPOCTY HE YAEJISIOT 6e30MacHOCTH
JoJiKHOTO BHUMaHu4. Ente ofna pacripoctpanentas npruyrHa OTCYTCTBUS TaKOTO Pojia
TECTOB, KaK ITOKa3bIBA€T HAII OTIBIT, COCTOUT B TOM, UTO TECTHPOBaHIE Ha TPOHUKHOBEHNE
3a4acTyl0 CYUTALTCS CIAUIIKOM KPOIOTJIUBBIM 1 3aTPATHBIM.

TectupoBatue 6e30MaCHOCTH 0OBIYHO 3AHUMAET TIPOJIOJLKUTENEHOE BPEMsI, TaK Kak
MHOTHE IIPOBEPKU HEIIPOCTO aBTOMATU3MPOoBaTh. OCHOBHAS CJIOKHOCTD B TOM, YTO JJId
BBISIBJIEHVSI B TIPUJIOKEHU U OTEHITHATBHBIX 1e(DEKTOB U CJIA0BIX MECT TPEOYIOTCS OIIBIT
U 3HAHUS CTEIMATINCTA IO GE30MaCHOCTH.

Pa6ora, BbIoJIHsIeMast [P TeCTHPOBAHMK HA TPOHUKHOBEHME (U 110JIb3a, KOTOPYIO 3TO
[IPUHOCHUT ), B KAKOM-TO CMBICJIE HE TAK YK OTJIMIAETCSI OT OOBITHOTO UCCIIE0BATETBCKOTO
TecTUpoBaHusL. JI10/i1 MOTYT BBITTOJHSATD 33/Ia4H U [TPEJIAraTh JIOTHYECKYIO apryMEeHTAIIUIO
Ha ypOBHE, KOTOPBII BCe elle HeZIOCTyTeH KoMITbioTepaM. [TombITKY 3aMeHbI JKUBbIX TECTH-
POBIIIMKOB aBTOMATU3MPOBAHHBIMU TeCTaMU HEePeaJCTUYHbI, 1 Mbl BOBCE He YTBep:K/1aeM,
YTO BBI JIOJDKHBI K 9TOMY CTPeMUThCs. B aToM pazjesie Bbl HayuyuTech MUCATh TECTBI, C 110-
MOTITHIO KOTOPBIX B PAMKaX KOHBEIepa T0CTaBKI MOKHO OYIET TPOBOUTE OTPAHUYEHHOE
TeCTUPOBaHUE HAa IPOHUKHOBEHNE.

8.4.1. Tectbl 6€30MacHOCTN — 3TO NPOCTO TECTbl

BbI 10J/DKHBI TOHUMATb, YTO TECTHI OE30MACHOCTI HIYEM HE OTJIHUYAIOTCSI OT JIFOOBIX IPYTHX
(puc. 8.3). PasHuiia JIimIib B TOM, YTO PaspabOTYNKU [0 KAKOH-TO IPUYKHE IPEANOYNTAIOT
HCIIOJIB30BaTh B X HAa3BaHWUHU CJIOBO «OE30TIaCHOCTh». ECJIM BBI 3HAeTe, KaK MHcaTh 00bIU-
Hble ABTOMATU3UPOBAHHBIE TECTBI JIJISI IPOBEPKU ITOBEJEHNS U BbISIBJIEHUS TIPOTPAMMHbBIX
omuboK, MOKETE MPUMEHUTD Te 5Ke MPUHITUTIBI K TECTHPOBAHUIO GE30MACHOCTH.

Q [IpaBuabHO JiK Bbl 0GpabaTbiBaeTe HeyIauHble TOMBITKY BXoja B cuctemy? Harnmmmure
JIJISL 9TOTO TeCT.

Q Wwmeet su Bail HHTEpHET-GOPYM a/ieKBaTHYIO 3amuTy oT XSS? Hanummre TecT, Ko-
TOPBIIT TIBITAETCS] BBECTH BPEIOHOCHDIE JAHHBIE.

Oco3sHaB, 4TO B TECTHPOBAHUHU OE30IIACHOCTH HET HUYEro BOJIIIEOHOTO, MOKETE [IPH-
CTYIIUTh K IIPOBEPKE Pa3HbIX aCIIEKTOB OE30IaCHOCTU U TIOMCKY YA3BUMOCTEH ¢ UCIIOJIb-
30BaHUEM aBTOMATHU3UPOBAHHbBIX TECTOB!.

' OWASP npeztoctaBJisier psi/i KOPOTKHX CIIPABOYHBIX MATEPUATIOB, C KOTOPBIMU MOKHO CBEPSITHCS

[IPY HAMUCaHUK COOCTBEHHBIX TecToB GesonacHocTu. CM.: https://www.owasp.org/index.php/
OWASP_Cheat_Sheet_Series.
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a4 mecm
desonacHocmu!

Yimo mol o cede 8030 MHUA?
Tol Bcezo Auwb mecm,
kak u Bce Mol

TecTbl 6€30MaCHOCTUN —
3TO MPOCTO TECTHI

Puc. 8.3. TecTbl 6€30MacHOCTM HUYEM HE OT/INYAKOTCS OT 06bIYHBIX TECTOB

JaBaiite mogpobHee MOTOBOPUM O TOM, KAKOTO POJIa TPOBEPKHU BBITIOJIHSIET TECTUPOB-
muk Gesonacuoctr. HekoTopbie u3 HUX GoJiee WK MeHee 00s13aTeIbHBIE B TOM CMBICJTE,
YTO MTPOBOAATCS BCET/A, HE3ABUCUMO OT IeJIM TeCTUPOBaHus. MHOTHE 13 3TUX TTPOBEPOK
MOKHO OTHECTH K 3JIeMEHTAPHOW «TUTHEHe», W Ballle TTPUJIOKEHUE JIOJIKHO UX MTPOXO0-
TH Beera. Kak BBISCHSETCS, MHOTHE U3 HUX HE TaK YK CJOKHO PeaTru30BaTh B BUJIE
aBTOMATU3UPOBAHHBIX TeCTOB. OOBIYHO aBTOMATH3AIIIHI JIETKO TTOJIAF0TCS TE TIPOBEPKH,
PYUHOE BBIIIOJIHEHNE KOTOPBIX IIPUHOCUT MaJIo 110J1b3bl. ITpeBpaliienue ux B aBToMaTU3U-
POBaHHBIE TECTHI HE TOJIBKO IT03BOJISET TPOBOUTD UX 10 CBOEMY YCMOTPEHUIO, HO U JlaeT
BO3MOKHOCTB COCPEIOTOUNTHCS Ha GoJiee cIoskHOM TectupoBanuu. [Ipegocrasienme
BPEIOHOCHBIX JIAHHBIX JIJIsT TOUCKA /IeheKTOB B 06paboTKe BBOAA, TIO3BOJISIONINX, CKAKEM,
BBITIOJHATH aTaku ¢ SQL-BHeApeHneM uin nepernosHeneM 6ydepa, — 9T0 XOpOouuii
[IpuMep TTOBCEIHEBHOM 3a/1a4M, KOTOPYIO MOKHO aBTOMATU3UPOBATh.

8.4.2. WNcnonb3oBaHWe TecToB 6€30MacHOCTU

Yro6er BaM ObLIO Jierde pazobpaThest B TOM, Kakue (hyHKIIMH HYKHO TECTHPOBATH U KaK
CTPYKTYPUPOBATD TPOIIECC AaBTOMATH3AIMU TECTUPOBAHYSL, PA3/IETUM TECThI OE30ITACHOCTU
Ha JBe OCHOBHBIE KaTeTOPUU: MPUKIaLHble 1 undpacTpykrypubie (Tabm. 8.4). [Tomumo
ATUX JIBYX KATETOPUH, CIIENUAIBHO MPEIHA3HAYECHHBIX I 6e30TACHOCTH, CYIIECTBYIOT
TAK/Ke TECTHI, OTHOCSIINECS K IPEAMETHON 0OmacTu. VIX Mbl yKe PaCCMOTPENHU B TIEPBOit
YACTH TJIABBI, 1, KAK BAM Y’Ke N3BECTHO, OHU TOKE TOMOTAIOT C/IeTTaTh CUCTEMY Oe30TTacHetl.
[ajiee peup 1oiieT 00 YIIOMSHYTBIX KATETOPUSIX TECTOB.
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Ta6nuua 8.4. Buabl TecToB 6e30nacHoCTH

KaTteropus Tunbl NPoBEpPoOK

OpueHTHPOBaHHBIE | DTH TECTBI IPOBEPSIOT ACTIeKThI IIPIJIOKEHM, He CBA3aHHbIe C TIPeIMeTHOIT
Ha [IPUJIOKEHUS obuacteio. B kauyectse mpuMepa MokHO nipuBecTr anaiusz HTTP-3aronoBkoB
B BeG-TIPUIIOJKEHUH FJTH TECTHPOBAHIE TIPOBEPKH KOPPEKTHOCTH BBOJIA

OpueHTHPOBaHHbIE ITH TECTHI IPOBEPSIOT KOPPEKTHOCTD TTOBEICHUST MH(DPACTPYKTYPBI,
Ha HHGPACTPYKTYPY | B paMKax KOTOPOH BBITOIHSETCS MpuiiokeHue. IIpnmepamu SBISI0OTCS
oGHapysKeHre OTKPBITBIX OPTOB ¥ aHAIU3 TIPUBUJICTHI 3aTyIIEHHOTO
mporecca

[t TpUKIaHbIX 1 MHGPACTPYKTYPHBIX TECTOB CYIIECTBYET PsiJi MHCTPYMEHTOB, Ha
KOTOPBIE CTOUT 0OpaTUTh BHIMaHMe. Harmpumep, cpesicTBO CKAaHMPOBAHS TOPTOB MOXKHO
IIPUMEHSTD K cepBepy, Ha KOTOPOM pa3BepHYTO Ballle MpuiokeHue. TOUHO Tax ke cpef-
CTBO BEO-TECTUPOBAHUST CIIOCOOHO TTPOCKAHUPOBATH BEO-TTPUIOKEHUE WU BBITIOJTHUT
[IO/ITOTOBJIEHHbIE CIIEHAPUU HCIIOJb30BAHMS, IIOMOTAsI TIPU 3TOM BBISIBUTD YSI3BUMOCTH .
Bbl Takske MoskeTe TPUMEHSTh MHCTPYMEHTBI JIJIsI TIOMCKA B CBOEM KO/ie YSI3BUMbBIX CTO-
pOHHUX 3aBHCUMOCTEI?. JIT06bIe HEOKMIAHHbBIE PE3YIBTATDI IOJKHE TIPUBOAUTH K MPO-
BaJIy TECTA M OCTAHOBKE KOHBelepa OCTaBKH.

Ha BwimtosTHEHME TAKOTO POIA TECTOB YXOAWUT JOBOJBHO MHOTO BPEMEHM, TI03TOMY BbI
MOJKETE CJIEIaTh TaK, YTOObI OHU 3aMTyCKAINCh PEKe APYTHX TECTOB B BallleM KOHBeliepe.
Ecam y Bac ecTb Apyrue AJMTeIbHBIE IPOBEPKH, TAKNE KAaK TECTHI TPOU3BOANTEIHHOCTH,
BBITIOJTHSIEMbIC KaXK/YI0 HOUb, OBLIO OBl PA3yMHO 3aMyCKaTh CPECTBA CKAHMPOBAHS
repesi HUMHU WJIU 110 UX 3aBePIIEeHNN.

8.4.3. WUcnonb3oBaHWe MHMPACTPYKTYPbl KaK Koaa

C nomnysgpusanueil 06JaYHbIX BEIYUCTEHUIT KOHIEMINA HHGPACTPYKTYPDI KaK KOJa
(infrastructure as code, [aC) cranosuTcs Bce Gosiee pacipoctpanenHoil. OcHOBHAs ujest
[aC cocTonT B BO3SMOKHOCTH /IEKJIAPATHBHOTO OMMCAHNS NH(MPACTPYKTYPBL. ITO MOKET
OBITH YTO YTOJIHO, OT CEPBEPOB ¥ CETEBBIX TOTIOJIOTHIA 710 OPAHAMAYIPOB, MAPIIPY TN
1 T. . ITO JIA€T CPa3y HECKOJIBKO MIPEUMYIIECTB, OJHO U3 KOTOPBIX — JAeTePMUHIPOBAH-
HOCTh KOH(MUTYPAIINHU, YTO MTO3BOJIIET BOCCO3AATh BCIO MH(MPACTPYKTYPY CTOIBKO pas,
CKOJIBKO BaM XoueTcs. Takke 3TO CYNeCTBEHHO YIIPOIIAET UCIIOJIb30BAHUE CHCTEMbI
KOHTPOJISI BepCUll ZIJIsl BEZICHUSI ICTOPUH BCEX U3MEHEHWH B Balieit nHGPacTPyKType He-
3aBHCHUMO OT TOTO, MEJTKUE OHU HJIU KPYITHBIE.

Bce 910 3By4YHT TOTpSsIcAIONIe ¢ TOUKK 3peHust 6e30macHOCTH. BB He TOMbKO MITHNI-
MU3HMPYETE PUCK YETOBEYCCKO OMMUOKH, HO U MOJTyYaeTe BO3MOKHOCTh ABTOMATHYECKU

OWASP npeaiaraet 3aMevaTesibHbIN CIIMCOK HHCTPYMEHTOB, IOCTYITHBIN 110 azpecy https://
www.owasp.org/index.php/Category:Vulnerability Scanning Tools.
OWASP Dependency Check — aTo npumep MHCTpYMEHTa, KOTOPbIi MOKHO HCIIOJIh30BATh

JUUIS TIOMCKaA YA3BUMBIX 3aBucumocteil (eM.: https://www.owasp.org/index.php/OWASP_
Dependency_Check).
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IIPOBEPSTHh KOPPEKTHOCTH CBOEi MH(MPACTPyKTYphL. [10cKOIBKY BCe M3MEHEHUST XPAHIATCS
B CHCTEME KOHTPOJISA BEPCHUH, BB MOKETE OTCJIEIUTH JTI000E U3 HUX, 2 aBTOMATU3UPOBAH-
Has mpupoza laC o3HavyaeT, 4TO MI3MEHEHUST MOSKHO TIPOBEPSITH MTePel OTIIPABKOII B TIPO-
MBIILIEHHYIO CPEZy.

[TpeacraBbTe, uTO BBI OGHOBJIsIETE OpaHaMayap. IIpeskiie 1eM MPUMEHSITh H3MEHEHIIST
B PeAJIbHBIX YCJIOBUSX, BbI PA3BEPTHIBAETE UX B CPeJl€ 3AKITIOUNTETHHOTO TECTHPOBAHUSI.
B npearne 171 aTOrO CaleiyeT mapasiesqbHO BOCCO3ATh BCio NHMpacTpykTypy. Cosznas
cpeny 3aKJTIOYNTETHHOTO TECTHPOBAHNUS, MOJKETEe BBITIOJHUTD B HEll aBTOMAaTHYeCKUe
TECThbI HEe30MACHOCTH U yOEINTHCA B TOM, 4TO (DYHKIIMOHATBHOCTD He GblTa U3MEHEeHA He-
[peiHaMePEeHHBIM 00Pa3oM 1 BHECEHHbBIE M3MEHEHUST IatoT oskuaaeMbiil adekr. [Toce
HTOTO MOKHO 6E30MaCHO PA3BEPHYTh U3MEHEHYSI B TIPOMBIIIJIEHHOI cpesie. Ecau Bbl yike
ncrosbayere 1aC wim cobupaeTech IBUTATHCS B 9TOM HATPABIECHUH, BAM OTIPEIETEHHO
CTOUT O3HAKOMUTHCS C BO3ZMOKHOCTSIMH, KOTOPBIE 0OECTIEUNBACT ITOT MOAXO/ C TOUKU
3peHust 6e30MaACHOCTY APXUTEKTYPHL

8.4.4. T[lpuMeHeHWe Ha NpaKkTuKe

3a cyer HATIMCAHUS TECTOB, HAMTPABIEHHBIX Ha obecriederre 6e30macHoCTH, 1 100aBJIe-
HUS UX B CBOIl KOHBEHEp BBl MOJKETE PENIUTh MHOTO 3JIeMEHTapHBIX pobiem. A eciu
mpubaBUTE K 3TOMY aBTOMATHYECKOE BBITTOJHEHIE NMEIOTIXCSI HHCTPYMEHTOB, TO TOJTY-
YUTe YIPOIIEHHBII TECT HA TPOHUKHOBEHME, KOTOPBII MOJKHO 3aITyCKATh 10 HEOOXOANMO-
CTHM TaK 9aCTO, KAK Hy)KHO. ITa 06IaCTh BCe elle aKTUBHO PA3BUBAETCS, U B OJIrsKaiine
TOJIBI MBI GY/IEM ¢ MHTEPECOM 3a Hell CJIeINTh B HAJEKAE Ha TO, 4TO CYNIECTBYIOTIIE
UHCTPYMEHTBI CTAHYT O0Jiee 3PEJIbIMU U JOCTYITHBIMU KaK JIJis1 pa3paboTUYnKOB, TaK
U JUUIS1 TECTUPOBIIUKOB.

WTax, Bbl MO3HAKOMUJINCDH C OCHOBAMU aBTOMATU3AIMHU T[eJIeHATIPABIEHHOTO TeCTH-
poBams Ge3omacHocTu. B ciienyionieM pasziese TOTOBOPUM O TOM, TTOYEMY TOCTYITHOCTD
UTpaeT BaXKHYIO POJIb U KaKUM 06pa3oM oHa OTHocHTCs K paspaborke Gezomactoro I10.

8.5. TecTupoBaHMe AOCTYMHOCTH

BriTyeT MHeHME, UTO KJIACCUYECKUE CBOMCTBA — KOH(PUIEHIIMATbHOCTD, 1[€JIOCTHOCTh
M IOCTYITHOCTHh — OTHOCATCS TOJABKO K MH(GOPMAIIMOHHON (Ge30MacHOCTH, OHAKO OHU
Ba’KHDI U [IPY IIPOEKTUPOBaHUU (Ge3011aCHOro porpaMmuoro obecneuenns'. Hanpu-
Mep, KOHPUOCHUUATHOCMD O3HAYAET 3alUTY JaHHBIX OT YTEHUS HEABTOPU30BAHHBIMU
0JIb30BATENISAMMU, A UEJOCHIHOCMb — 9TO FaPAaHTUS TOTO, YTO JaHHbIEC U3MEHSIOTCS CaHK-
uoHUpoBaHHbIM 0OpaszoM. Ho uro nacuer docmynmocmu? Muorue paspaboT4nKu JIErKO
YCBaMBAIOT 9TO MOHATHE, HO MCIBITBIBAIOT TPYAHOCTH C €r0 TECTUPOBAHUEM, TaK KaK OHO

U Cwm. cnenmanprbiii Beimyck NIST 800-27: Engineering Principles for Information Technology
Security (A Baseline for Achieving Security), goctynnbriii mo agpecy https://csre.nist.gov/
publications/detail /sp/800-27 /rev-a/archive/2004-06-21.
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3aKJIIOYAETCS B TOM, YTO JaHHBIE JOJKHBI ObITh JOCTYIIHBI B MOMEHT, KOI/Ia OHM HY KHBbI
aBTOPU30BAHHBIM [TOJIb30BATEJISIM.

[IpezacTaBbTe, YTO Y BAC CAYYMJICS HOXKap U Bbl HabupaeTe TesedoH cracaTeJbHOI
caryKO0bl, HO He MOsKeTe J03BOHUThCs. Homep HaOpaH MPaBUIbHO, HO AUCIIETYEPCKAs
neperpyskeHa JoKHbIMHU BbizoBaMu. [1yoxo neno! Ernte ogHMM MeHee cepbe3HbIM MTPU-
MEPOM SIBJISIETCsI CUTYAIIMsI, KOT/Ia BbI IIbITaeTeCh KyNUTh B VIHTepHETe GUleT Ha KOHIEPT
HOIYJISIPHOIL TPYIIIbI, HO BeO-CaiiT BHIXOAUT U3 CTPOSI MJIM CTAHOBUTCS HEIOCTYIIHBIM.
3auacTyio IpUYKMHA TaKUX IPobJIeM — He 3JI0HAMEPEHHasl esITeJIbHOCTD, a TO, YTO BCE
IBITAIOTCS KYIIMTh OUJIETBI B OZIHO BPEMSI: IIOCETUTEJIH caiiTa He COOMPAJICh AeJIaTh HUl-
YeTo TIJI0X0T0, HO PE3YJIbTAT MOJIYUUJICS HUUYTh He JIyUIlle, 4YeM MPH [eJIeHapaBIeHHON
arake.

Taxum 06pasoM, TECTUPOBAHKEM JOCTYITHOCTH JO0JIKHO 3aHUMAThCSI J1I000€ IIPUJIOKe-
Hue. Ho kak ato peasmsoBaTh Ha ipakTuke? [[7151 5TOr0 MOKHO MMUTHPOBaTh DoS-ataky
(denial of service — oTkas B 06C/IyKUBAHUK ), YTO TI03BOJISIET YBUAETD IIOBEIEHNUE CUCTEMBI
JI0 ¥ TIOCJIE TOTO, KaK JIJaHHbIe CTAHYT HeAOCTYNHbIMU!. B 3TOM ciydae Bce HaunHaercs
C OIIEHKH OTEPaIMOHHOrO0 3araca.

8.5.1. OueHka onepaunoHHOro 3anaca

OtteHka orepaIoHHOro 3armaca — 9TO MOTBITKA TIOHATH, ¢ KAKOH HATPY3KOH crocO6HO
CIIPABUTHCSA TPUJIOKEHIE, TIOKA He MOTEPSET CIOCOOHOCTD YIOBJIETBOPUTEIBHO OOCITY K-
BaTh KJAMEHTOB. /17151 5TOT0 06BIYHO AaHATUBUPYIOT MOTPebIEHIE TAMATH, UCIIOJIb30BaHUE
[EHTPAJIBHOTO TIPOIECCOPA, BPEMSI OTBETOB U T. JI. ITO TAKKE MOKET IOMOUb Pa300paThCst
B [OBEICHUU [TPUIIOKEHVISL, TIPEIK/IE YeM OHO BBIHIET M3 CTPOS, ¥ BBIABUTD CIabble MeCTa
B €r0 apXUTEKTYye.

Ha puc. 8.4 mokaszan npumep pacupeaesiennoit DoS-ataku (distributed denial of
service, DDoS), B xo/1e KOTOPOiIT MHOKECTBO PAa3HBIX CEPBEPOB OJIHOBPEMEHHO TILIIOT TIPH-
JIOJKEHUIO OTPOMHOE KOJIMYECTBO 3a11pocoB. HezaBucumo ot urmcsia 3apocoB U Harpy3KH,
KOTOPYIO OHU TEHEPUPYIOT, [JIABHASI II€JTb COCTOUT B TOM, 4TOOBI OFPAHIYHTH IOCTYITHOCTD
cepBucos npusoxkenus. [pu o6cyxaennu DDoS-atak Hepeako ucnonb3yior 6osee 06-
mumii tepMuH — DoS. OcHoBHOe pas3iiyne MeKIy 9TUMU [BYMs TIOHATUSIMU B TOM, YTO
DoS-aTaxa BbIIIOJIHSIETCS HE C HECKOJIBKIX CEPBEPOB, a ¢ oxHoro. Ho 3aaua y Hee Ta ke,
U € 9TOr0 MOMeHTa MbI OyjieM cuntath TepMutbl DDoS 1 DoS B3anMo3amMeHseMbIMU.

Wmutupyst DoS-araky, Bbl MOKeTe JIETKO TIOJTyYUTb IIPEACTABIEHIE O TOM, HACKOJIBKO
XOPOIIIO MacCIITabUPYETCs MPUIOKEHIE U KaK OHO cebst BEJIET TIePe/l TEM, KaK MepecTaet
YIOBJIETBOPATH TPeOOBAHUAM AOCTYTIHOCTU. HE06X0AUMO OTMETUTH, YTO HE3aBUCUMO
OT TOTO, HACKOJIBKO YIa4HO CIIPOEKTUPOBAHA CUCTEMA, OHA PAHO WJIU ITO3[[HO BBINIET
U3 CTPOSI, €CJIM aTaKa OKAKeTCs JI0CTaTOYHO MaccupoBaHHOU. V3 aToro ciemyeT, 4T
CIIPOEKTUPOBATh cucTteMy, Kotopast Obiia 61 Ha Bee 100 % yeroituusoii k DoS-arakam,
MPaKTUYECKU HEBO3MOKHO. Ho ecJin BbI TIbITaeTeCh BBISABUTD ciiabbie MecTa B CBOEH ap-
XUTEKTYPE, OI[EHKA ee ONepParimoHHOro 3amnaca Gy/IeT XOpolieil crpaTerueii.

U Jlas umuraran Takoro poga ataku cm.: US-CERT Security Tip ST04-015 Understanding
Denial-of-Service Attacks o cepuike https://www.us-cert.gov/ncas/tips/ST04-015.
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Puc. 8.4. Ataka oTkasa B obcnyxusanum (DDoS, 6onee nssectHas kak DoS-ataka)

J17151 HATPY30YHOTO TECTUPOBAHIIS TIPIJIOKEHII CYIIECTBYET HECKOIBKO KOMMEPYECKIX
TIPOAYKTOB 1 aJbTEPHATHUB C OTKPBITHIM NCXO/IHBIM KOJZOM. OIII/IH "3 IPUMEPOB — YTUJINTA
Bees with Machine Guns', nmpegHasHaueHHast [7ist CO3/IaHUSI CePBEPHBIX WHCTaHCOB EC2
na matgopme Amazon Web Services, KoTopble aTakyioT IPUIOKEHUE, OTIIPABJIAS €My
TBICSIUN TTapasIeTbHbIX 3ampocos?. B muctuare 8.12 mokasaHo, Kak CKOHOUTYpHUPOBAThH
Bocemb nrcrancos EC2, kotopsie nomnunor seb-caiiry 100 000 sampocos o 500 3a pas.

OCTOPOXHO

ATaka Ha Beb-CcalT ABNSeTCs NPOTUBO3AKOHHBLIM AEWCTBMEM, €C/IM Y BaC HET Ha
3TO NpsAMOro paspelieHus. K ToMy xe notpebneHvne pecypcoB TakuMm 06pa3om
MOXET MMETb NJlayeBHble NocneacTBmna ansg Bawlero 6aHKOBCKOro cYeTa.

JiucTmHr 8.12. MpocToit npuMep KoHbUrypauum Tecta, KOTopbii BbinosHseT DDoS-aTaky

3anyckaeT BOCeMb IK3eMNApoB
Ec2 ana ataku Ha caiit

bees up -s 8 -g public -k your_ssh_key
bees attack -n 100000 -c 500 -u website_url

bees down <—|
OctanaBnuBaer ak3emnnApbl E2

Kaxoit 661 IPOAYKT BbI HU BHIOPAH, HATHYHE B BallleM KOHBeepe T0CTaBKU TECTOB,
TSAKEJO HATPYKAIOMUX CUCTEMY, — 3D (hEKTUBHBIH COCO6 BLISIBICHUS CIabbIX MECT,
KOTOPBIMU B TIPOMBITIIIEHHBIX YCIOBHUSIX MOT GBI BOCITOJIB30BATHCS 3JI0YMBITITICHHIK.

Ornpasnset no 3agaHHomy URL-appecy
100 000 3anpocos no 500 3a pa3

' Cwm.: https://github.com/newsapps/beeswithmachineguns.

2 Boubine undopmarmn 06 Amazon Elastic Compute Cloud moskno Haiitu na caiite https://
aws.amazon.com.
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Ho muist yemennoit DoS-araku BoBce He TPEOYIOTCS THICSYN TAPAJIETBHBIX 3aTPOCOB.
JTOCTYIMTHOCTH MOKHO TIOJI0PBATh U GoJiee 3aMbICJOBATBLIM CTOCOOOM — HANpuMep, uc-
MOJIb3Yst He CPa3y 3aMETHbIE MTPABIJIA TIPEAMETHOI 061aCTH.

8.5.2. 3kcnnyaTtauus npaBun NpeaMeTHON 06nacTy

[Tpu sKcIIyaTaIl[Uy TIPABKJI TIPEIMETHOMN 00JIacTH BbI HAa caMOM Jiedie TipoBojure DoS-
aTaky, B X0/le KOTOPOU 9TH MpaBUJIa BHIMOJIHSAIOTCA B COOTBETCTBUH ¢ GusHec-TpeboBa-
HUSIMU, HO CO 3JIBIM yMbICJIOM'. YTOGBI 9TO TIPOUILITIOCTPUPOBATH, PACCMOTPUM HIPUME]D
OTEJISA CO MEJPBIMU MTPABUIAMU OTMEHBI GPOHUPOBAHUST HOMEPOB.

OCTOPOXXHO
DoS-aTaku Ha NpaBuia NPeaMETHON 06/1acTV Ype3BbIYaNHO CITIOXKHO OBHAPYXXMUTb,

TaK KakK Mexay HOopMaJibHbIM U 3TOHAMEPEHHbIM UCMOJ1Ib30BAHMEM 3TUX NMpaBun
HET HMKaKOM pa3HULbl — pa3nnyaeTcd NnLb yMbICEN.

Y106bI 06CITYKUBAHNE KINEHTOB ObLIO Ha BBICOKOM YPOBHE, YIIPAB/IAIONIMI OTeIeM
PEIINJT TIOJTHOCTHIO BO3MEIATh CTOMMOCTH OPOHUPOBAHUS, €CJI OTMEHA ClIeJIaHa B JI€HD
npubbITHs 10 16:00. 910 0becreurBaeT BLICOKYIO THOKOCTD, HO YTO, €CJIA KTO-TO CIeI[Ua/Ib-
HO 3a6poHUpPYeET HOMEp U He aBuTca? He npuBeser i 9To K TOMY, 4T0 HOMEP OKaKeTcst
HEJIOCTYITHBIM, B PE3yJIbTaTe Yero 0TeJib IoTepsieT HOTeHINaIbHbIX KanenTos? Hecomuen-
HO, IMEHHO Tak 1 paboTaer DoS-aTaka Ha IpeMeTHYI0 001acTh. IKCILTyaTAIUsT TPABU
OTMEHBI TI03BOJIsIET 3a0POHUPOBATH BCE HOMEPA U OTMEHUTH OPOHB B CaMbIil MOCJIEIHIIT
MOMeHT 6e3 Kakoi-1u60 orrathl. TakuM 00pasoM 3JI0YMBIIIEHHUK MOKET 3a0JI0KUPO-
BaTh HOMeEPa OIIPEeJIeHHOr0 BU/IAa MJIM HAIIPABUTD KJIMEHTOB B KOHKYPUPYIOIUI OTEJIb.

Takoro pojia araky MOT'YT II0KA3aThCS BbIAYMaHHBIMU U MAJIOBEPOSTHBIMK, HO HEYTO
110J106HOE y7Ke HECKOJIBKO Pa3 IIPOUCXOAUIIO B peajibHoCTU. Harpumep, oHaK bl KOM-
nanusg-arperaTop takcu, Lyft, o6BuHuIa cBoero Koukypenra, Uber, B IIOIIbITKE HAHECTH
(bunancoBbIil yiepd mytem 3akaza u orMensl Oosiee 5000 nmoesok B Can-DpaHIncko?,
Eue opun ciyvaii npousomen B Muauu, riae komnanus Uber mojana B ¢y Ha CBOEro
koHKypeHTa, Ola, 3a 3axa3 400 000 J0KHBIX TOE3/I0K®.

VMuTaims Takoro MoBeAEeHUs. B TECTaX MOKET [T0Ka3aThCs OECCMBICTIEHHOM, 0HAKO
HCIIOJIb30BaHUE TIPABUJI TIPEAMETHOI 06JIACTH CO 3JIbIM YMbICJIOM [IOMOTaeT JIydliie 1o-

' Cwm. marucrepckyio auccepranuio: Arnor J. Domain-Driven Security’s Take on Denial-of-
Service (DoS) Attacks, pasmenientyio Ha crpanuie http://www.diva-portal.org/smash/
record.jsf?pid=diva2%3A945831.

2 Cw. crarbio Lyft Accuses Uber of Booking Then Canceling More Than 5,000 Rides 8 Time ot
12 aBrycra 2014 roaa, gocrynnyio 1o ceoiike http://time.com/3102548 /lyft-uber-cancelling-
rides/.

3 Cwm. ctatpio Uber Sues Ola Claiming Fake Bookings as India Fight Escalates, ony6mkoBatmyio
B Bloomberg ot 23 mapra 2016 roga u goctynnyio Ha crpanuiie https://www.bloomberg.com/
news/articles/2016-03-23 /uber-sues-ola-claiming-fake-bookings-as-india-fight-escalates.
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HATD crabbie MecTa JOMEeHHON Mojiesn. [IprobpereHtbie TakuM 06Pa3oM 3HAHWSI MOTYT
0Ka3aThCs GECIIEHHBIME TIPU TPOCKTHUPOBAHUY CUTHAJIOB OMIOBEIIEHHUS, KOTOPbIe cpaba-
TBHIBAIOT B OTBET HA HAPYIICHIE JUMHUTOB WM KAaKUe-TO JIEHCTBUS TTOJIb30BaTeei, Tu6o
[PY 33/1eHiCTBOBAHIN MAIITMHHOTO 0OYUYEHUS 111 OGHAPYIKEHUS BPEJIOHOCHON aKTHBHO-
cru. Ho tectupoBaHue OCTYITHOCTH — HTO JIWIIL OJUH U3 ACTIEKTOB, KOTOPbIE HE0OXO0-
JIMMO YYUTBIBATH B X0/l BHEIPEHUST MEXaHU3MOB GE30IIaCHOCTH B KOHBEHep JIOCTaBKH.
Eute ogun cocTout B IOHUMAHUU TOTO, KaK KOH(MUTYpaIUs PUIOKEHUS BIUSAET HA €To
noBeieHne, 0COOEHHO € TOUKH 3peHust He30macHoCTH.  9T0 MOABOANT HAC K CIEAYIONIei
TeMe — K IIPOBEPKE KOPPEKTHOCTU KOHPUTYPAIIUH.

8.6. [lpoBepka KOPPeKTHOCTWN KOHdUrypaumm

B coBpemenHoii pazpaborke 1O QyHKIMOHAIBHOCTH OOIIETO HA3HAUEHUSI 3a9aCTYI0
peasn3yercst ¢ MOMOTIbI0 KOH(PUTYpaIii: OepyTest CyliecTByoIne 6ubamoTeka uim
(G peitMBOPK, KOTOPBIE TTO3BOJISIIOT BKJIIOYATh, BHIKIIOUATh U U3MEHSTh (DYHKI[MOHAJ b-
HOCTb, TIPK 9TOM HET HEOOXOAMMOCTH MUCATh KOJI CAMOCTOSTEIbHO. B TanHoM pasaeste
MOTOBOPUM O TOM, OYEMY HYKHO TIPOBEPSTH KOPPEKTHOCTh KOH(MUTYPAITUH M KAK C TI0-
MOIIBIO ABTOMATU3AIINU MOKHO yOepeubest 0T nosBIeHnst 1eeKToB 6e30TIacHOCTH, BbI-
3BaHHDBIX HETTPAaBUJIbHBIMHA KOHCI)I/IpraHI/IOHHbIMI/I TmapaMeTpaMu.

Ecau BbI cosmaere BeG-IpuiIokeHne, BaM, HaBEPHOE, HE XOUETCS TPATUTh BPEMsT Ha
Hanvcanue cobctBernoit peanmusarun HTTPS s o6ciyxiBanust Be6-3apoCcoB WK
paspabotky momopotienHoro ORM-dpeitMBopKa J1ist paboThi ¢ 6a301 faHHBIX — B 000-
UX CJIydasix JIerko Hajeaath omubok. BMecTo caMocTosATebHON pa3pabOTKN THIIOBBIX
BO3MOKHOCTEH MOKHO BOCIIOJIb30BATHCA CYIECTBYIONMMEI GUbIMoTeKamMu nan (ppeim-
BopKamu. JIJist GOJIBITIMHCTBA PazpaboTINKOB 9TO OYIET Pa3yMHBIM PEIICHUEM, TaK KaK
IIOJIKJIIOUECHUC TI/IHOBOI';I (byHKHI/IOHaJIbHOCTI/I C IIOMOIIIbIO BHEITHUX I/IHCprMeHTOB 110-
3BOJISIET COCPEIOTOYNTHCS HA YHUKAJIBHBIX aCTIeKTax Balleil Gusnec-obiacTw.

Ho maske eciv BBI pemmTech co3aaTh COOCTBEHHYIO peaTn3alinio 00mmen (hyHKIIMOHAb-
HOCTH, BaM, CKOPee BCEro, 3axo4ercs 0o(pOpMUTh ee B Bujie OubInoTeku, 9ToObl Apyrue Ko-
MaH/Ibl MOTJIN NCITOJIb30BATDh €€ B CBOUX ITPUJIOKECHUAX. HeSaBI/ICI/IMO oT BI)I6paHHOFO 1101~
X0JIa HEKOTOPBIE BasKHbIE BOBMOKHOCTHU IPUJIOKEHUS OYAYT IPENOCTABIATHCS BHEIIHIM
KOJIOM ¥ YTIPABJISTHCS € TIOMOIIBIO KoHpuTypaiuu. 1 XoTs 310 TUIIOBbIe (DYHKITIH, OHU
MOTYT UTPATh BEAYILYIO POJb B 6E30TIACHOCTH BaIlero npuiosxkenus. M3 atoro caemyer,
41O OMMOKK B KOHMUIYpaIii MOTYT ObITh IPSIMOil IPUYMHOM 11pobJieM 6e30HacHOCTH.
AP dexTuBHO GOPOTHCI € HUMU MOKHO € IIOMOILBIO aBTOMATU3UPOBAHHbIX TECTOB.

8.6.1. [MpuuunHbl gedekToB 6€30MacHOCTHN, CBA3AHHbIX
C KOHUrypaumemn
B IeJIOM MOJKHO CKa3aThb, 4TO [[eCl)eKTbI 6630HaCHOCTI/I, BO3HUKAIOINE N3-3a HEIIPAaBUJIb-

HOW KOH(MDUTYpAIUHU, SIBJISTIOTCS] PE3YJIbTATOM U3MeHEHUH (CIyIailHbIX N TIpeTHaMePeH-
HBIX ) WJIM HETIOHUMAHUsI KOH(PUTYPAITHOHHBIX TTapaMeTpoB (puc. 8.5).
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HeponoHumaxuve HenpenHamepeHHble
HenozuuHolii API Heyodauroe cAusHue
TTAoxas dokyMeHmauus Oneyamka
Hedocmarowuii mecm Hedocmarouguii mecm Dedekt
6e3onacHocTy,
BbI3BaHHbIN
Hedocmarowuii mecm KoHdUrypauneit

O0HoBAerHasg 3aBucumocmb
HoBas Bo3moxxHocmbe

MpeaHamepeHHble

Puc. 8.5. OcHoBHble NPUYKHBI AedeKToB 6e30MacHoCTH,
BbI3BaHHbIX HEMPaBULHON KOHMUrypaLmei

PaccMOTpUM Kask/AyIo W3 9TUX TIPUYUH U TOTIPOGYEM TTOHATH, OTKY/Ia OHU GepyTest
U ToYeMy JIJI UX TPEeOTBPAlieHUsT HeOOX0MUMO UCIOIb30BATh aBTOMATH3MPOBAH-
HBIE TECTBL.

HenpegHamepeHHble U3MeHeHUs

B03MOKHOCTD YIIPaBJIATH (DYHKIIMOHAIBHOCTHIO ¢ TOMOMIBIO KOH(DUTYPALIUK CYIECTBEH-
HO 06JIerdaer KU3Hb pa3padoTynKaMm. ITO He TOJIBKO YCKOPSIET IIPOIece pa3paboTKu, HO
U Jles1aeT TIpuIosKenne 6osee 6e30mmacHbIM. IIpuMennTh 00Ien3BecTHbIe, TPOBepeHHbIe
B PEaNIbHbIX YCJIOBHAX OTKPBITBIE PEAU3ALIH, 3 KOTOPBIME CJIEAUT COOOIIECTBO, HOUTH
HaBepHsika Oyzer GesonacHee, ueM nucarh codcrBeHHble Oubanoreku. Cosnanue 6e3-
OIIaCHOTO ITPOTPaMMHOT0 0OecIIeueHns — HelmpocTasd 3a/1a4a Jake JJIS CAMBIX OIIBITHBIX
CIIeIUaIICTOB.

Koraa Bo3MOKHOCTAME YIIPABJASIOT C IOMOIIBIO KOH(MUTYPAIINH, TOBEACHHE TP~
JIOKEHMS MOSKHO JIEFKO U3MEHATD. Jlake I CyIecTBeHHbIX M3MEHEHUIT MOKET ObITh
JOCTaTOYHO OTPEAAKTUPOBATh OAHY CTPOYKY B KoH(urypauuu. VM XoTs noseaeHue Me-
HSATD JIETKO, C TOM K€ JIEFKOCTBIO MOKHO CTy4ailHO BHECTH HEKEJATEIbHbIE N3MEHEHHS.,
IIpencTaBbTe, 4TO BBI 110 OMIMOKE OTPEAAKTUPOBAIM CTPOUKY B CBOEH KOH(DUIYpaly Uim
c/leJlay OlevyaTKy B Ha3BaHMU CTPOKOBOTO IIapaMeTpa, B Pe3yJIbTaTe Yero IMOBEACHIEe
IIPUJIOKEHNS He3aMeTHO MTOMEHS/IOCh, XOTd BO BPeMs €ro paboThl He BO3HUKAET HUKAKHX
MCKJTIOUeHHiT nan omuboK. Ecm BaM He TOBE3eT, 9T0 c/ieaeT IPUIoKeHNe B TOH WK
MHOI CTEIIEHN YS3BMMBIM. A MOKET HE [OBE3TH €Nle CUJIbHEE, M TOIZA 9Ta ySI3BUMOCTD
Oy/IeT BBISIBJIEHA TOJIBKO HOCJIE TONAAaHIsl B IPOMBIIIEHHYIO CPELy.

YTo HaM HY’KHO, TAK 9TO CTPAXOBOYHBIA MEXaHU3M, CIIOCOOHDII BBHIIBUTH MHOTHE
1po6/1eMbl, BBI3BAHHBIE HEIIPEeAHAMEPEHHBIMU M3MeHeHUAMU Konurypannu. Cosganue
aBTOMaTU3MPOBAHHBIX TECTOB, KOTOPbIE MIPOBEPSIOT BO3MOKHOCTH U aCIeKTHI IIOBEJe-
HUSI, BKJIOYaeMble B KOH(QUIypaluy, — OTHOCUTEIbHO 9KOHOMUYHBINA U POCTOM C110co6
peann3aluy TaKoro MeXaHn3Ma.
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MpeaHaMepeHHblE U3MEHEHUS

Hesxemnmarenptbie mob6outbie a(hEKThI, KOTOPbIE [AeJatoT IPUIoKeHne HeGe30TTacHbIM,
MOT'YT BO3HUKATh He TOJIbKO M3-32 CJy4YalHbIX u3MeHeHU. IHorma npegnaMepentoe
M3MEHEHWE TOKE MOKET BBI3BATH MO0OHbIE TPOOIEMBDL.

[IpencraBbTe, 4TO BbI 3aHUMAETECh pean3aliieil HOBOW BO3MOXKHOCTH U B paMKax 3ToO-
O Ipoliecca BaM Hy’KHO BHECTH U3MeHeHue B KOH(UTypaluio. Bol mpoBepsere, Kak BeieT
cebs ipustoskerue (B uaease 100aBjaeHIEM HOBBIX aBTOMAaTH3MPOBAHHBIX TECTOB, KAK MbI
TOJIBKO UTO 0OCYIKAIN), M TPOJIoJIKAaeTe paboTaTh Hajl HOBOI BoaMoxkHoCTBIO. Ho B X071€
[IPOBEPKU N3MEHEHHOTO II0BE/JICHUS Bbl HE 3aMETUJIN, YTO JAPYTOH y4acTOK PUIOKEHU
Hauas BecTu cebst nHaue. Bo3MOKHO, KOH(MUTYPAIUST, KOTOPYIO BBl OTPEIAKTUPOBAJIH,
OblyIa Pe3yIbTATOM paHee MPOBEACHHOTO ay/uTa 6e30TacHOCTH WM TeCTa Ha TIPOHUK-
HOBeHue OO MpeHa3HaYaIaCh [IJIsT 3allIUThl KAKUX-TO cIa0dbix MecT. B mporiecce ee
MU3MEHEHUS BbI OTKJIIOUNII 9TH 3al[UTHbIE MEXaHU3MBbI, OCTABUB IIPUJIOKEHUE YSI3BUMbIM.

HeBospHOE M3MeHeHNEe TTOBEIEHNS OJJHOW YaCTH CHCTEMBI TTPU PelaKTUPOBAHUH
NIPYTOIl ciiydaeTcsl He Tak YK Pe/lKo. ITO MOX0XKe Ha BHECEHUE Hellpe/IHaMEPEHHbIX 13-
MEHEHWiT, HO CTOUT OTMETUTb, YTO B ]AHHOM CJIy4ae Bbl KaK PazpaboTYrK He COBEpIIaeTe
TIPY 3TOM HUYETO HEBEPHOTO.

Henpeanamepentbie M3MEHEHUsT — 9TO OIUOKA, TIOITOMY Y BaC MOKET BOSHUKHYTh
WJLTIO3HSI TOTO, YTO BBl MOJKETE 3aCTPAXOBATHCS OT HUX, ecJint Oyaere 6osree 0CTOPOKHBIMI
WJIN cfiesiaeTe 1poliecc ctpoke. Ho B 1aHHOM ciydyae Bbl M3MeHsIeTe KO/l CO3HATeJIbHO
U 1paBuJIbHO. [laske MosKeTe [1pe/lyCMOTPeTh aBTOMATU3UPOBAHHbIE TECTDI /11 BHOCUMBbIX
BaMU U3MEHEHUI. DT TeCTbl MOI'YT 3alllUTUTD OT Henpeornamepenivix U3MeHeHu ! Toi
(PYHKIIMOHATBHOCTH, KOTOPYIO BBI TOJIBKO YTO PEATTM30BAJIN, HO €CJIM HET TECTOB [ yoKe
CyIIECTBYIONNX (QYHKINH, Hamepentvie N3MeHeHNsT HapyliaT MoBeieHne TTPUI0XKEHNS.
06 a1OM HEOGXOAUMO TOMHUTH BO BPeMst paboThI ¢ IMEIOHIUMUCS KOJOBBIMU HasaMu, JIJist
KOTOPBIX BBU/LY HCTOPUYECKIX IPUYMH ObLIO HAIICAHO HE OYeHb MHOTO TECTOB.

HepocTtaTouyHoe NoHMMaHue KoHdUrypaumm

TpeTbeii OCHOBHOW TIPUUUHO ONMMOOK B KOH(MUTYPAIIUHU SBJISIETCST HETOHUMAaHIE TOTO,
KaK 9TOT MEXaHU3M HCIIOJIb3yeTcs. B cylmHOCTH, Tak MPOUCXOJUT, KOT/IA BBl lyMacTe,
YTO KOH(MUTYPHUPYeTe KaKoi-TO Onpe/ie/IeHHBIH acTIeKT TOBe/IeH s, XOTsI Ha CaMOM JieJie
MU3MEHSETE YTO-TO APYToe. ITO MOKET JIETKO cayunthbes, ecau API ansa konduryparmm
MPUMEHsIEMOTT GUOTMOTEKN GBI CIIPOEKTUPOBAH ¢ HEKOTOPBIMU JBYCMBICTIEHHOCTSIMH.

ITesbie 3HAYEHUST, BOJIIIEOHBIE CTPOKU U YTBEPIKAECHUS C OTPUIAHIMEM — THITUYHBIE
npusHaku 1miroxo onpeznerenHoro APl kondurypannu. Korga crankuBaerech ¢ Takum
nHTepdeicoM, BO3BMUTE 3a TIPABUIIO T0OABISITH TECT, TIPOBEPSIONINH, IETAET JIH KOH-
¢urypaius To, 4TO Bbl XOTUTE.

8.6.2. ABTOMaTU3MPOBAHHbIE TECTbI ANA NOACTPAXOBKU

Kaxum 06pazoM MOKHO n3beskaTh BOSHUKHOBEHUS YA3BUMOCTEH B JIPYTUX YACTSIX MPUIIO-
xernst? Kak yoeanThest B TOM, 4TO HAMEPEHS U HETMCaHbIe TIPABUJIA, CTOSTINE 32 BaXK-
HOIl KOH(UTYpaIuel, He UICUe3HYT B MTpoliecce Pa3BUTHsI Kojia? Kak Mbl y:ke yrioMuHaM,
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2 deKTUBHBIM pellieHUeM SBJIeTCs HallMcaHe aBTOMAaTU3UPOBAHHBIX TECTOB, KOTOPbIE
IIPOBEPSIOT OXKMUIaeMOoe [10Be/leHue, U UCII0JIb30BaHue UX /11 PerPecCUOHHOTO TeCTHPO-
BaHMS B KOHBelepe T0CTaBKU.

Eciiv BbI HE3HAKOMBI ¢ TAKUM B3TJISAIOM Ha TECTUPOBaHUE KOH(MUTYPAIUU, MOXKETE
BOCIIOJIb30BATHCS KOHIIEMIUEN TOPIUNX ToUYeK. [opsauas mouxa — 3T0 y4acToK KoH(pu-
Typaluy, yIpaBJadioninii TAKUM TOBEJCHIEM, KOTOPOe HAIPSAMYIO MJIM OMOCPEI0OBAHHO
BO3/IEIICTBYET HA YPOBEHD GE30MacHOCTH cucTeMbl. UT0ObI BbI MIMEH TIPE/ICTABICHUE
0 TOM, KaK OOBIYHO BBITJISAST TaKHe TOPSTINE TOUKH, B TaBJI. 8.5 TepedncieHbl MpUMepb
(DYHKIIMOHATIBHOCTH, JIJIST KOTOPOIl HEOOXOAUMO UMETh aBTOMATH3UPOBAHHbIE TECTHI.

Ta6nuua 8.5. MpuMepbl ropsumx ToUek KOHMUrypaLmm, KOTOpbIe HY>XXHO TECTUPOBAaTb

Tun koHdUrypaumm MpuMepbl YNpaBnsieMoro e noBefeHus

Be6-koHTeliHepb HTTP-3arosoBku.
CSRF-Tokensr.
Koauposka BbiBos1a

CereBoe B3aMMO/IENCTBIE besonacuocts Tpancnopraoro yposus (HTTPS u . 11.)
Pas6op nanmbix [ToBeenne anHaIM3aTOPOB TAHHBIX
MexaHnuambl ayTeHTUDUKAIIT Bxuiouenue/BoikoueHe ayTeHTUMUKALIN.

ITapamerps! uaterparuu (Harpumep, iy CAS u LDAP)

Hamr omeIT mokassIBaeT, 4TO 3a9acTyIo A/ (DYHKITMOHAIBHOCTH, KOTOPOH yIIpaB-
JISTIOT € TTOMOITBI0 KOHPUTYPAIINH 1 KOTOpast Mpe/ICTaBJsIeT HHTePeC ¢ TOUYKH 3PeHHs
6€e30TacHOCTH, TOBOJBHO JIETKO CO3/IABATH ABTOMATU3NPOBAHHbIE TeCThl. Hampumep,
B BEO-TIPUIIOKEHUU HECJTOKHO HATIUCATD TECT, KOTOPBIH MPOBEPSAET KOPPEKTHOCTD
HTTP-3aros0BK0B Mau ciefuT 3a TeM, 4ToObl hopma ucmoabzosana CSRF-Tokensr'.
Taxoro pojia TeCThI JIyUIie BCETO CO3/IaBaTh B MPOTlecce pa3zpaboTKH MPUIOKEHUS, HO
M3-3a TIPOCTOTHI HATIMCAHUS WX IOBOJIBHO JIETKO TOOABUTH B CYIIECTBYIONIYIO KOJO-
ByI0 6asy.

EcTb apryMeHTHI Kak 32, Tak U IPOTUB aBTOMATU3AI[NHN TECTOB /I (DYHKI[MOHATIBHO-
CTH, YIIPABJISIEMOII C TIOMOII[bI0 KoHduryparui. OiH 13 J0BOAOB IIPOTUB ATOTO MOX0/IA
COCTOUT B TOM, YTO TECTUPOBaHKE KOH(MUTYPAIMU TOA0OHO TIPOBEPKE METO/Ia-CETTEPA,
KOTOPBIN yCTAHABIMBAET TIPOCTOE 3HAYCHUE U TEM CAMBIM TIPUHOCUT HEGOJTBIITYIO TTOJTH3Y.
ITO MOKeT GBITH CTPABETNBO /TSI HEKOTOPBIX BUIOB KOHMUTYPAIINH, HO He JIJIS TOTO,
KOTOPBIH MBI 371eCHh OOCYKTAEM.

Konduryparius, KoTopyio Hy:>XKHO TeCTUPOBATb, I3MEHsIeT OBeJIeHNIE TPUIOKEHUS.
[To anamoruu ¢ TeM, Kak BbI ITHIIETE TECThI, IPOBEPSIIONINE PEATU3YEMOE MTOBE/IEHNE,
He MeHee Ba)KHO TeCTHPOBATH MIOBeJIEHNE, KOTOPOe Bbl KOHGUrypupyere. Kak TOIbKO BbI
0CO3HAETe, UTO TECTUPYETCS He caMa KOH(MUTYPAIHs, 2 UTOTOBOE TIOBEe/IeHIE, BAM CTAHET
MOHATHEE, TOYeMY 3TO TaK BasKHO.

! Ecau xoture 6obiire y3HaTb O TOM, KaKune HTTP-3arosioBku ctout ITPOBEPATDH, MOKETE Ha4aTb

c mpoekta OWASP Secure Headers Project, pasmertentoro 1o azgpecy: https://www.owasp.org/
index.php/OWASP_Secure_Headers_Project.
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8.6.3. 3HaueHus No yMOSIYaHMIO U X NPOBEpKa

[TomuMoO crieruaIbHO HACTPAUBAEMbIX ACTIEKTOB ITOBEJIEHUS, BAKHO ITPOBEPSITH HESIBHbIE
ACIIEKTBI, KOTOPBIE IIPOSIBJASIOTCS IIPU UCIIOAb30BaHUN OuOmnoTexu uin GppeiMBoOpKa.
Hesigrvim sBiisieTcs moBefienne, BosHuKaolnee 6e3 1o06aBIeHns Kakoii-mbo Kondury-
paruu. Ero nHora Ha3eIBaloT noBeieHneM 1o ymoauanuio. Ilockonbky korburypamnms
OTCYTCTBYET, Mbl MOKEM JIa)Ke He 3HATh, UTO y HAC €CTh BaKHAS (DYHKIIMOHATIbHOCTb, KO-
TOPYIO HYKHO TeCTUPOBATh. UTOOBI 3TOTO HE MPOUBOIILIO, BbI OJKHBI OPUEHTHPOBATHCSI
B HACTPOITKaX, KOTOPBIE UCIIOTB3YIOTCS B BAllleM MHCTPYMEHTE 10 YMOJTYAHUIO.

Hanpumep, 60IbIIMHCTBO COBPEMEHHBIX BeO-(PEMBOPKOB 1 GUOINOTEK IO3BOJIAIOT
serko cospasath API na ocose HTTP wnn Be6-ceppuch na ocose REST. CymectByer
6eCUnCIIeHHOE MHOKECTBO IIPOEKTOB, € MOMOIIbIO KOTOPHIX PAa3pabOTUMKK MOIYT OIUCHIBATH
koneurbie HTTP-Touky gekaapaTiBHbIM 00pazoM. Takoro poja MHCTPYMEHTbI CIOCOOHBI
MOBBICUTD Ballly TPOAYKTHBHOCTD, TaK KaK OJarofiapst UM BBl MOJKETE COCPEIOTOUUTHCSI
Ha OUBHEC-JIOrMKe, UTHOPUPYs MAOJIOHHbII 1 cTaHAapTHBIN Ko/, BO3MOMKHOCTD IUcaTh
YKCThII ¥ JIAKOHUYHBIN KOJI 0OBIYHO 00YCJI0OB/I€HA Pa3yMHbIM [TOBEAECHUEM 110 YMOJIYAHIIO
Baiero ¢peiiMBopka. IIpuaepxuBasich cTangapTHON KOH(MUIYpaIiL, BbI OyaeTe miucaTh
MUHUMAJIbHOE KOJMYECTBO KOJIa. DTO IPEKPacHo paboTtaeT st y4eOHbIX IIPHIMEPOB 1 MeJI-
KUX ITPOTOTHIIOB, HO B PEATbHBIX TIPOEKTaX, OUeHb 3HAUMMBIX /IJIsI Ballleil OpraHu3aIiim,
HEOOXOIMMO UMETh YETKOE MTPEICTABJICHHUE O MapaMeTpax, UCIOIb3YEMbIX 110 YMOJIYAHUTO.
Bo MHOTHUX CJIydasix 9TH TapaMeTphl YBEJIMIUBAIOT O€30MACHOCTD ITPUIIOKEHIST, HO MHOT/IA
MOL'YT IIPEACTABAATH COO0M KOMIIPOMKUCC MekKLY O€30IIaCHOCTbIO ¥ IIPOCTOTON B IIPUMe-
nennn. Eciu #e 3HaTh 06 9TUX KOMIIPOMUCCAX, MOKHO HEBOJIBHO CIEIATh KOJI YA3BUMbIM.

[Ipeacrasbre, uto B paspabareiBaecte HTTP-cepBuc. 910 MOKeT ObITh PasHOBUL-
noctb REST API wiu kakoii-to apyroit API na ociose HTTP. Uto0Obl yMEHBUIUTH
KOJIMYECTBO BEKTOPOB aTaKH, XOPOIIUM PEIICHIEM ¢ TOUKU 3peHwus Ge3omacHocTu Oy-
JieT BKIIOUUTh Tosibko Te HTTP-MmeTopl, koTopbie Hy:kHbl API. Eciin koneunast Touka
JIOJIDKHA OT/IABATh JlanHble KauenTam B 0TBeT Ha 3arpochl Turia HTTP GET, Bbi oK HBI
1103a00TUTHCS O TOM, YTOOBI OHA He BO3Bpallajia HOPMaJIbHbIE OTBETHI I[P AOCTYIIE K Heil
¢ oMoIIbio Kakux-aubo apyrux HTTP-meTonoB. BMecTo aT0ro oHa MoskeT BO3BpallaTh
kog cocrostius 405 Method Not Allowed wm 501 Not Implemented, ato6b1 KMeHTbI 3HAIN,
yt0 3anpaimusaembiii HTTP-meron He noggepxusaerca. Yem Gonbine HTTP-meton0s,
Ha KOTOPBIE OTBEYAET KOHEYHAST TOYKA, TEM BBIIIE BEPOSTHOCTH BOSHUKHOBEHUS YSI3BU-
mocreit. Haripumep, TRACE — ato HTTP-meton, KoTOpbiii, Kak MI3BECTHO, NCTIOIB3YETCs
B aTakax MeXCcalToBOI TpaccupoBku (cross-site tracing, XST), moatomy ero ciemyer
BKJIIOYATh TOJIBKO B CIydae HeoOXomumocTu',

B smcrunre 8.13 1mokasano, Kak HallMcaTh TECT, KOTOPbIH CIEUT 3a TeM, YTOObI /IS
KOHEYHOHU TOYKM ObLIN BKIIOYEHDI TOJILKO onpenenernbie HTTP-meronsl. Crout otme-
THUTb, UTO HTO YIIPOIIEHHBII TPUMED, HACTOSIIAS P3N 3aBrcea Obl OT TOTO, KaK
cupoexTrupoBat rectrpyembiii API 1 uto npeacrasisier co60i BKIIOYeHHAs KOHEUHAas!
touka. CiesyeT Takxke o6paTUTh BHUMAHKE Ha TO, pa3pelleHbl JIU M0J1b30BaTEIbCKIE
HTTP-meTonbl 1 BKIIIOUEHA JIU Ay TeHTU(MUKAINS.

[Toxpo6Hee 06 aTOM Ha cTpanuiie https://www.owasp.org/index.php/Cross_Site_Tracing.
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JNinctuur 8.13. TectnpoBaHue BKIOYEHHbIX HTTP-MeTon0B

import
import

import
import
import
import
import

public

org.junit.Test;
java.net.URI;

static java.util.Arrays.aslist;

static java.util.stream.Collectors.tolList;

static java.util.stream.Collectors.toSet;

static org.apache.commons.lang3.Validate.notNull;
static org.junit.Assert.assertEquals;

class OnlyExpectedMethodsAreEnabledTest {

enum HTTPMethod {

}

GET, HEAD, POST, PUT, DELETE, CONNECT, OPTIONS, TRACE

URI uri;
List<Result> results;

@Test
public void verify_only_expected_HTTP_methods_are_enabled() { Tecupyemad

}

givenEndpoint("http://example.com/endpoint"); KOHE!HaA TOUKa

whenTestingMethods (HTTPMethod.values()); 4_______]kcmpyersm}ﬁTﬁmemuu

thenTheOnlyMethodsEnabledAre(GET, PUT, HEAD);
BxnioueHb! TonbKo

GET, PUT v HEAD

void givenEndpoint(final String uri) {

}

this.uri = URI.create(uri);

void whenTestingMethods(final HTTPMethod... methods) {

}

results = Arrays.stream(methods)

.distinct()
.map(method -> getStatus(method, uri))
.collect(toList());

void thenTheOnlyMethodsEnabledAre(final HTTPMethod... methods) {

}

final Set<HTTPMethod> enabled = enabledHttpMethods();
assertEquals(new HashSet<>(asList(methods)), enabled);

Set<HTTPMethod> enabledHttpMethods() {

}

return results.stream()
.filter(r -> isEnabled(r.status))
.map(r -> r.method)
.collect(toSet());

static class Result {
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final int status;
final HTTPMethod method;

Result(final int status, final HTTPMethod method) {
this.status = status;
this.method = notNull(method);

} [Dletanu peanuzauumn
onyLeHbl ANA KPaTKOCTU

boolean isEnabled(final int statusCode) {
// TpoBepuTb KOA COCTOAHUA. Y Hero cocTosdHue"enabled"? &————————
}

Result getStatus(final HTTPMethod method, final URI uri) {
// BbizBaTb URI c 3agaHHbM HTTP-mMeTOoAOM M BepHyTb CTaTyc ————
}

1/

[TomMHUTE, 4TO Ballle BHUMAHUE JOJIKHO ObITh HAIIPABJIEHO HE HA TO, YTOOBI 3alIPEIaTh
otnenbabie HTTP-meTospr, a Ha BKITIOUEeHME TeX M3 HUX, KOTOPBIE HY>KHBI JIJIsT peain3a-
uuu Bameil gyukirmonasibHoctu. Ho paxke eciu moaxoAdaT mapameTpbl 110 yMOJIYaHUIO,
BbI JOJIKHBI IIPELYCMOTPETh TECTHI /IS IIPOBEPKU COOTBETCTBYIOLIEro II0BeaeHus. B Oy-
AYIINX Bepcusx (hbpedMBOPKa 9TH HapaMeTPbl MOTYT U3MEHUTHCS, U €CJIU Y Bac OyayT
HOJXO/IAIINAE TECTbI, BbI CMOKETE HEMEIJIEHHO OOHAPYKHUTD 9TO.

B nanHoii riaase Bbl HO3HAKOMUJINCH ¢ HECKOJIBKUMU CIIOCOOAMU UCIIOJIb30BAHUA
KOHBeHepa 0CTaBKY JIJIsl aBTOMAaTUYECKON IPOBEPKU Pa3HbBIX ACIEKTOB OE30MaCHOCTH.
HekoTopble U3 1101X010B, KOTOPbIE Mbl 00CY UK, TPeOOBAJIK IIOBIIIEHHOTO BHUMAHUS
K 6€30I1aCHOCTH 110 CPABHEHUIO C APYTUMU KOHIIECIIMAMMY, IPeCTABJEHHBIMU B KHUTE.
Ecuin BbI yske OBLIM 3HAKOMBI ¢ 9TUMU METOAMKAMM, Mbl HaJeeMCsl, YTO BaM YAaJ0Ch
B3TJITHYTH HA HUX HEMHOTO C IPYTOU CTOPOHBI. B ciemyiomniei TiaBe BBl HAy4UTECh
6esonacHo 0OpabaThiBaTh UCKIIOUEHM 1 IPUMEHITh PasHble KOHIENIUU IIPOEKTUPO-
BaHU JJIS TIPEAOTBPALEHUS MHOTUX POOJIEM, CBA3AHHbBIX ¢ TPAJUIMOHHON 06paboT-
KO 01mnOoK.

Pe3ome

O PaspeJisist TeCThl Ha OOBIYHBIE, IPOBEPKY IPAHUYHBIX 3HAYEHWIT, HEKOPPEKTHOTO U 9KC-
TPEMaJIbHOTO BBOJIA, BHI MOXKETE HHTETPUPOBATH MEXaHU3MBI HE30MACHOCTH B CBOU
HaOOPBI MOLYJIBHBIX TECTOB.

O Mojyib PeryJsipHbIX BBIPAKEHUN MOKET BBITOTHATH HedPHEKTUBHOE 0OpaTHOe OT-
CJIeKMBAHUE, [I09TOMY BbI I0JIKHBI IIPOBEPSTD JJIMHY BBO/A, KOTOPLLI eMy liepe/iaeTcs.
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O Ilepexmoyareny GyHKIIMOHATBHOCTH MOTYT CTATh TPUYUHON ySI3BUMOCTE# Ge3omac-
HOCTU. BOPOTBCS € 9TUM MOKHO IIyTeM [TPOBEPKU MEXaHNU3MOB HEPEKIIOYEHHUS C 110-
MOII[bIO ABTOMATU3UPOBAHHBIX TECTOB.

O Xopomuii 1 TPaKTUYHBIN TTOAXO/ COCTOUT B CO3/ITAHNU TecTa JIJIsT KasK/[0TO TIePeKJTio-
YaTesist, KOTOPBIH BBl 106aBsteTe. Bor Takke MOKHBI TECTHPOBATH BCE BO3MOJKHBIE
WX COUYETaHMUS.

O Ocreperaiirech KOMOMHATOPHON CI0KHOCTH, BOSHUKAIOIEH, KOI/Ia IepeKiioyaTe e
CTAHOBUTCSI CIUIIIKOM MHOTO. UTOOBI 9TOT0 U30€KATh, JIydIlle BCETO CBECTU KOJIHYE-
CTBO IlepekJoyaresieil K MUHUMYMY.

O MexaHU3M [EPEKTIOUEHUS caM 0 ce0e SIBJISIETCS TPEJMETOM ay/IiTa U yueTa.

O Bueapenue aBTOMaTU3UPOBAHHBIX TECTOB 6E30TACHOCTH B KOHBelep cOOPKU MOKET
[TO3BOJIUTH BaM BBITIOJIHATH OTPAaHMYEHHbBIE TECThl HA TPOHUKHOBEHUE TaK 4acTo, KaK
XOUEeTCSL.

Q /locTymHOCTh — 3TO BaKHBII aclekT 6e30IacHOCTH, KOTOPBIiA CJIeyeT YUUThIBATh
B 110001 cucreme.

Q Mwmurarus DoS-aTak moMoraer Jiydiiie MoHsATh ¢Jiabble CTOPOHbI OOIIEl apXUTEKTYPhl
TTPUJIOSKEHMSI.

O 3amututbes oT DoS-araku Ha jOMEHHBIE TIPaBUJIA YPE3BHIYAIHO CJI0KHO, TAK KaK OT
00BIYHOTO MCIOTIH30BAHUSI CHCTEMBI €€ OTINYACT TOJBKO YMBICET.

O Muorue 1pobieMbl 6€301IaCHOCTY BbI3BaHbI HEIIPABMILHOM KOH(MUIYpalueii, mpu-
YMHOIT KOTOPOI MOKeT ObITh BHECEHUE M3MeHeHU (HaMepeHHOoe Wi HeHaMePEeHHOe)
WA HEJIONIOHUMaHNe KOH(DUTYPaIMOHHBIX [TAPaMeTPOB.

O Topsuume ToYKM KOHMUTYpAIIUU CIYKAT XOPOIIUMHU UHAUKATOPAMU T€X YYACTKOB,
TECTUPOBATHh KOTOPbIe HEOOXOAMMO B IIEPBYIO OYEPE/b.

Q Bur AOJIKHBI 3HAaTh, KaK UCIIOJIb3y€E€MbI€ BaM MHCTPYMEHTBI BEAYT cebs 110 yMoJiga-
HWIO, U ITPOBEPATH 3TO IMOBE/ICHNE C TIOMOIIbIO TECTOB.



besonacnas
obpabomra cboes

B 3TOM rnaBse

O PazpgeneHne busHec- U TEXHUYECKUX UCKITOYEHNUIA.

O TpenoTBpalleHne NpobeM 6e30MacHOCTU 3a CUYET NPOEKTUPOBAHMS C YYETOM BO3MOXK-
HbIX cO0€eB.

O ToyeMy rapaHTusl AOCTYMHOCTY Ba)kHa ANs 6€30MacHOCTM.
O poekTnpoBaHWe bonee 6e3onacHbIX CUCTEM, PACCUUTaHHbIX Ha YCTOMYMBOCTb.
O HenpoBepeHHble AaHHbIE U YSI3BUMOCTHU.

Y10 UMEHHO AesaeT cOOM TaKMMU UHTEPECHBIMU ¢ TOYKHU 3penust Oe3omacuoctu? Bos-
MOKHO, TO, 4TO IIPU BBIXOJIE U3 CTPOsI MHOTHE CUCTEMbI PACKPBIBAIOT CBOU BHYTPEHHUE CE-
KpeThI? A MOKET, 3TO BBI3BAHO TEM, UTO IIOAX0/] K 00paboTKe cO0EB Olpe/ie/sieT yPOBEHb
6esonacHoctn cucteMmbr? Kak 661 TO HU OBLIO, OCO3HAHME TOTO, 9TO cOOM 1 6€30ITaCHOCTD
UAYT pyka 00 PyKy, UTpaeT HEBEPOATHO BaKHYIO POJIb B IIPOEKTUPOBAHUU OE3011aCHOIO
porpaMMHoro obecrnedenus. I1pu 5ToM HyKHO IOHUMATh, KaKUe [OCJAEICTBHS s 6e3-
OIACHOCTY UMEIOT T€ MJIM MHBIE apXUTEKTYPHbIE pelenus. Hampumep, ecm Bbl penmre
MCIIOMIBb30BATh MCKIIOYEHHST, 4TOOBI CUTHATIM3UPOBATH 00 OMIMOKAX, BaM HY/KHO yOEANThCST
B TOM, 4TO 3TO He IIPUBOJUT K yTeUKe KOH(DUACHINAIbHEIX JaHHbIX. VIn B X0/1€e nHTerpa-
LMK CUCTEMA MOKET OKa3aThCsl XPYIIKOM, CJIOBHO KAPTOUHbILIL JOMUK, €CJIM HEAOOLEHUTD
OIIACHOCTH KACKa/IHbIX OTKA30B.

Kaxue Gb1 apXUTEKTypHbIE pElIeHUsT Bbl HI BHIOPAIN M Kakue Obl IPUUMHBI 32 9TUM
HU CTOSLIN, BB JOJKHBI YIUTBIBATH BEPOSITHOCTH BOSHUKHOBEHM: c60eq. Llenn 9Toli ria-
BbI COCTOUT HE B TOM, YTOObI PacCKa3aTh BaM, KAKOIl I0X0/] K IIPOCKTUPOBAHUIO JIYYLIIE,
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a CKopee B OMMCAHUY BIMSTHUS STUX MOAX00B Ha HesomacHocTsb. K Tomy ke Tema c60eB
Ype3BbIYaiiHo o6umpHa. YToGb! BBI MOTYYHIIN MPEACTABICHIE O TOM, HACKOJIBKO CJIOKHA
9Ta 06J1aCTh, MBI TPUBEIEM TIPUMEPDI, HAUMHAST ¢ HU3KOYPOBHEBBIX KOHIETIIUH TPO-
rpaMMUPOBaHUS 1 3aKaHYMBasd BLICOKOYPOBHEBOI apXUTEKTYPOii cucTeMbl. B 1iesom aTo
GyJieT xopoliasi OTIpaBHast TOUKa /I H3YUEHHsI TOTO, Kak Ge30macHo 06pabaTeiBath COOM.
Wrak, HayHeM ¢ OTHOTO U3 TOIYIAPHEUIITNX APXUTEKTYPHBIX PELIeHUH — NCKIIIOYEHUI.

9.1. Wcnonb3oBaHUE UCK/THOYEHUN
anst 06paboTtku cboeB

VIckJIr0u€eH s 4acTo IIPUMEHSIOT IS TIPeICTaBIeHnst cO0EB, IIOCKOJIbKY OHU MO3BOJISIIOT
[IpepbIBATh HOPMaJIbHBIN MOTOK BBIIIOJHEHUS IPOrpaMMbl’. V13-32 9TOTO MCKITIOYeHMsT
HepeIKo HecyT B cebe MHMOPMAIIHIO O IPUYUHE U MECTE IIPEPHIBAHUS: NPUULHA OTICHIBA-
eTcsl B COOOIIEHHH, a MECo — € MOMOIIBIO TPACCUPOBKHM cTeKa. B mucrunre 9.1 nmokasana
TPACCUPOBKA CTEKa, [IOJIyYeHHAs B Pe3yJIbTaTe 3aKPhITHsI COeAUHEHUs ¢ 6a30ii JaHHbIX.
Ha niepBblil B3ruisi oHa KaskeTcst 6e3001U/IHOI, HO, €CJIU IIPUCMOTPEThC, B Heil MOKHO
3aMETUTh CBEIEHNs], KOTOPbIE, BOBMOKHO, CTOMJIO ObI fiepskath B cekpere. Hanpumep, us
MEPBOI CTPOYKHU BUIHO, UTO UCKJIIOUEHUE UMEET THIT java.sql.SQLException. ITo TOBO-
PHT O TOM, 4TO HHGOPMAIIKS XPAHUTCS B PEJIALMOHHON 6ase JaHHBIX U CUCTEMA MOKET
oKaszaThcs mosiBepskeHa atakaM SQL-BHenpenus. Ta xxe ctpouka nHGOPMUPYET, UTO CU-
cTema Hanucana Ha Java. M3 3Toro MoHO c/ieiaTh BBIBO/I, YTO CUCTEMA B [EJIOM MOKET
OBITh ysI3BMMa K 9KCILIOTAM 9TOI0 I3bIKA U BUPTYaJIbHOI MallMHbI Java.

JNuctunr 9.1. Tpaccvposka cTeka SQLException npw 3aKkpbITum coeanHeHust ¢ 6300 AaHHbIX

java.sql.SQLException yka3biBaet

Ha UCMoNb30BaHMe Java SQLException roBoput 0 ToM, 4TO ;AHHbIE

. . . XPaHATCA B penALMOHHOi bJ]
java.sql.SQLException: Closed Connection

at oracle.jdbc.driver.DatabaseError...

at oracle.jdbc.driver.DatabaseError.throwSqlException(...

at oracle.jdbc.driver.PhysicalConnection.rollback(...

at org.apache.tomcat.dbcp.dbcp.DelegatingConnection...

at org.apache.tomcat.dbcp.dbcp.PoolingDataSource$
PoolGuardConnectionWrapper.rollback(...

at net.sf.hibernate.transaction.JDBCTransaction... <
Mo net.sf.hibernate nonsTHO,
org.apache.tomcat.dbcp cBupeTenbcrByet 4YTO B KauecTBe penaLnoHHOro
0 NpUMeHeHum nyna coeuHeruii b uz Apache Tomcat’ oTo6paxenua npumensetca Hibernate’

' Cwm. gokymenTaiuio o6 uckaouenusx ot Oracle no agpecy https://docs.oracle.com/javase/
tutorial /essential /exceptions/definition.html.

2 Cwm. gokymenraiio Apache Commons DBCP o azgpecy https://commons.apache.org/proper/
commons-dbep/index.html.

3 Cwm. Hibernate ORM: What Is Object/Relational Mapping? na crpanmuie http://hibernate.org/
orm/what-is-an-orm/.
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KoHeuHo ske, TpacCHpoOBKa CTEKA TIPEIHA3HAYCHA JIJIS OTJAJIKY, a He ISt Iy OIUKAIIHH.
Ho nouemy Torma TpaccupoBKY BPEMST OT BDEMEHU CTAHOBSITCS JOCTYTHBIMU KOHEYHBIM
nosib3oBatessam? [pudrHa — coyeranue HeOPEKHOCTH B MPOEKTHPOBAHUN U HETIOHU-
MaHWsI TOTO, 3a4eM TEeHEPUPYIOTCs UCKIoUeHUs. YToObI 9TO TTPOUILTIOCTPUPOBATE, Pac-
CMOTPUM TIPUMEP, B KOTOPOM M3-32 MeperieTeHnst OM3HEC- M TEXHUYECKUX UCKITIOYCH I
MPOUCXO/IUT yTeUKa KOHPUAEHITMATBHON /IeI0BOM MH(POPMAIUU. TO TOMOXKET HaM TPO-
JIEMOHCTPUPOBATD, TOUEMY B TEXHUUECKUE UCKIIOYCHUST HE CIICyeT H00aBISTh JaHHbIe
IPeMETHO 061aCTH, Taske eCIM OHU He KOH(DY/ICHITHATBHBL.

9.1.1. T'eHepauMsi NCKTHOYEHNI

Kak nponsimoctpupoBano Ha puc. 9.1, 1is reHepanun UCKIIOUYEeHU B TPUIOKEHUSIX CY-
I[IECTBYIOT TP OCHOBHBIE IPUYMHBL: HapyllleHHe OU3HeC-TIPaBIJIa, TEXHUUECKUE OITUOKN
u cbou B UCIOIb3yeMOM (peiiMBopKe. Bee oHE MMeroT 06IIyIO TieJib — MPEA0TBPATUTD
HECaHKIIMOHUPOBaHHbIE JIEICTBUS, HO HasHAueHKe y HUX pasHoe. Hanpumep, 6usnec-
UCKIOUeHUs TIPEIOTBPAIIAIOT IeHCTBYS, KOTOPbIE CUNTAIOTCS HEJIOMyCTUMBIMU C TOUKN
3PEHUs TIPEJMETHOI 00JIACTH, TAKHE KaK CHSTHE JieHeT ¢ GAHKOBCKOTO CU€Ta TIPY HEXBATKE
Cpe/CTB Wik 06aBJIEHIE TOBAPOB B yiKe OTUIAUCHHBIN 3aKas. Texnuueckue uckaiouenus
He yuuThIBaloT GusHec-mpaBusia. OHU He JAI0T BBITIOIHSITD A€HCTBIS, KOTOPbIE SIBJISTIOTCST
HEJIOIYCTUMBIME C TEXHUUECKOI TOUKN 3PEHIs, TaKHE KaK [00aBJIeHUe TOBAPOB B 3aKa3
6e3 BBIIEIEHHSI IOCTATOYHOTO KOJTUMYIECTBA TaMSITH.

BusHec -
UCKAFOUEHUS

Hapylierne
npaswun
npegMeTHom
obnactn

TexHu4yeckue
UCKAFOYEHUS

TexHuyeckue
OoLINGBKM

Ownbkm
BO pperiMBOpKe

Puc. 9.1. Tpy Np1UMHBI ANt FeHepaLmm UCKITIOHYEHWI B MPUIOXEHWN: HapyLUeHWe NpaBu NpeaMeTHOM
06nacTu, TexHnyeckme npobnemsl v owmbku Bo ppenmMBopke
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Mol cunTaem pasjeicHne 6u3Hec- 1 TEXHMYECKUX UCKIIOYEHHIT XOPOIIel cTpaTeruei,
TaK KaK TEXHUYECKUM JETaJIM He MeCTO B IpeaMeTHoil obaactu'. Ho He Bee ¢ atuM co-
riacHbl. HexoTopble JIIOAM IIPEeAIIOUUTAIOT MOJIe/Ib, B KOTOPOH GU3HEC- U TEXHUYECKUe
HCKJIIOYEHUST TIEPEIJIETAIOTCST, TaK KaK U Te W JIPyTHe HAIPaBJIeHbl HA MTPeI0TBpallieHne
HEJIONYCTUMBIX JIeHCTBUN (HEBAXKHO, TEXHUYECKUX WJTH HET). ITO MOXKET MTOKA3aThCs He-
CYIIECTBEHHBIM, O/IHAKO CMENNBAHUE UCKIIOYEHUI CEPhE3HO YCIOKHSIET aDXUTEKTYPY
1 MOYKET BbI3BATh [IPOOJIEMBI ¢ GE30MIACHOCTHIO.

B suctunre 9.2 6usHec- ¥ TEXHUYECKHE UCKIIOYEHH IIEPEIIETEHbI 32 CYET UCII0Ib30-
BaHWs OJIHOTO U TOTO ke Tula, I1legalStateException. OCHOBHOM ITOTOK BBITIOJHEHUS
JIOBOJIBHO TIPOCTOM: cYeTa KJIMEeHTa U3BJIEKAIOTCs U3 6a3bl JAHHBIX, 3aTEM BO3BPAIIACTCST
TOT U3 HUX, HOMEP KOTOPOIO COBIIAIAET C yKasaHHbIM. IIpu 9TOM, eciin cueT He OblL Haii-
JIeH MJIM BO3HUK/IA olnOKa B 6ase JaHHbBIX, TeHEPUPYETCsI UCKIIOUEHNe,

JIucTuHr 9.2. Mcnonb3oBaHWe OAHOMO U TOMO XXe TUMa Ans BU3HEC- U TEXHUYECKMX UCKITIOYEHUI

import static java.lang.String.format;
import static org.apache.commons.lang3.Validate.notNull;

public Account fetchAccountFor(final Customer customer,
final AccountNumber accountNumber) {
notNull(customer);
notNull(accountNumber);

return accountDatabase
.selectAccountsFor(customer)
.stream()

try { U3Bnekaet 13 6a3bl JaHHbIX CYETa KNNEHTA

Bbi6upaet TonbKo Te cueTa, Homep

Boi6upaet nepablit _filter(account -> KOTOPbIX COBMAAAET C yKa3aHHbIM
CHET CNOAXOAALLIMM account.number().equals(accountNumber))
HOMEpOM, TaK Kak OH findFirst ]
MOMET CyL|ecTBOBaTh orElseTh r‘c()v)u( Tenepupyer lllegalStateException,
TONbKO B 0IHOM €M cYeTa C yKa3aHHbIM
K3emnnApe () -> new IllegalStateException( HOMEPOM HE CylecTBYET

format("No account matching %s for %s",
accountNumber.value(), customer)));
} catch (SQLException e) { I
throw new IllegalStateException(
format("Unable to retrieve account %s for %s",
accountNumber.value(), customer), e);

¥ Mpu Bo3HMKHOBeHUM owm6KK B BJ] nepeBoanT SQLException
¥ B lllegalStateException ¢ cooTBeTCTBYlOLWMM CO06LLEHMEM

Coryacuo foxkymenTaiuu jijist I1legalStateException, ¢ IIOMOIIBIO 3TOIO UCKJIIOYE-
HUS HYKHO CUTHAJIM3UPOBATDH O TOM, YTO METO/I ObLI BbI3BAH B HEOILYCTUMbII MU HEIO/-
XOAATIHNI MOMEHT. MOKHO yTBEPKAATD, YTO (haKT OTCYTCTBUS YKAa3aHHOTO cYeTa He SB-
JIA€TCA HU HeIOIIYCTUMBIM, HI HertoaAXoaA1muM 1 I1legalStateException UCIIOIB3YyeETCSA

U Cwm. acce: Johnsson D. B. Distinguish Business Exceptions from Technical 8 xuure 97 Things
Every Programmer Should Know: Collective Wisdom from the Experts nozx penakimeir Hen-
ney K. (O’Reilly, 2010).
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HE 0 Ha3HAYeHMIo — GoJiee yAaYHbIM BHIOOPOM ObL Obi THIT I11egalArgumentException.
Oprako IllegalStateException JOBOJIHO YaCTO TIPUMEHSIETCS B KauecTBe 06001IEHHO-
O CPEJICTBA JIJIsI OMOBEMIECHNsT 0 c60€e, U MBI PN BOCTIOIb30BATHCS ATUM TOIXOIOM,
4To6GBI HATJISAIHEE TIPOUILTIOCTPUPOBATH TIPOOIEMY CMEITMBAHNST TEXHUYECKUX U GU3HeC-
HUCKJIIOYEHUH.

['eHeparist UCKIIIOYEHUST B CUTYAIINH, KOT/IA He YIaeTcs HailTu cueT, jornyna. Ho uto
9TO — TeXHUYeCcKas mpobieMa win Hapyienue 6ustec-npasuia? C TeXHUYECKOH TOUKH
3PEHMs OTCYTCTBUE 33JIAHHOTO CUETa — TO COBEPIIIEHHO HOPMasbHO. Ho eciit roBopuTh
0 TIPEAMETHOI 06IACTH, TO BAM, HABEPHOE, CTOUT COOOIUTH 06 9TOM MOJIb30BATEIIO, Ha-
npumep: «HenpasuibHblii HoMep cuerta. Iloxkasyiicra, momnpobyiite eie pas». 3HAUYUT,
CTOUT TIPEAYCMOTPETh Ha ATOT CJIydail GusHeC-paBuiIa, uTo JeJaeT TaHHbIi c60it 6us-
HeC-UCKJIOUEHHUEM.

Bropoe uckiouene (cremepupoBanHoe B 610Ke catch) BHI3BAHO HAPYHICHHBIM COE/IH-
HeHueM ¢ 6a30il JaHHBIX MU HeKoppeKTHbIM SQL-3ampocom. O6 5TOM TOKe HYKHO CO-
06IIUTD, HO HE CO CTOPOHBI TIPEAMETHOM 061acTH. BBI MOsKETE MO3BOIUTH OKPYIKAIOIIEMY
(peliMBOPKY BBIIATh MOAXOIsAIIEE cOOOIeHne, HanpuMep: « B HacTostmii MOMeHT y Hac
BO3HUKJIM TeXHUYeCcKue mpobaeMbl. [oskanyiicta, MOBTOPHUTE MOMBITKY». ITO 03HAYACT,
4TO MPEMETHO 06IACTH He HYSKHBI TIPABUIIA JITIST JAHHOTO UCKJIIOYEHNST, YTO JICTTAeT €0
TexHImYecKM. Ho Kak y3HATh, ¢ KAKOTO POJIa HCKIIOYECHUEM MBI IMEEM JIETIO, €CITU B 060-
WX CJIy4yasix MCIoJb3yeTcst TUIl I1legalStateException? Bot mouemy BbI He OJIKHBI
JUIst GU3HEC- M TEXHUYECKUX UCKTIOYEHIH IPUMEHSITH OJIUH U TOT ke Tutl. Ho mHoT/1a MbI
MEEM TO, YTO UMEEM, IT0ITOMY ITOCMOTPUM, KaK CIIPABUTHCS C TAKOI CUTyaluei 1 Kakie
MOCJICAICTBUS JJist GE30TTACHOCTH ATO 3a COOOIT BiIEUET.

ByabTe ocTOopoXHbI Npu ncnonb3osanum findFirst

Java Stream API npeaaraer 6oratbiii HaOOp BO3MOMKHOCTEH, BKIIOYasd MeTo findFirst,
KOTOPBII T103BOJISIET COKPATUTH OTOKOBYI0 00PabOTKY IyTeM BbIOOpA IEPBOTO HAliJIeHHOTO
obbekTa. B smcrunre 9.2 mpeionaraeTest, YTo MEKLY CY€TOM M HOMEPOM CUETa CYIECTBYET
npsmagd cB3b. B Takom cirydae npuMmenenue findFirst MOKET MOKAa3aThCS €CTCCTBEHHBIM,
HO 3/1€Ch CJIE/LYET IeHCTBOBATh OCTOPOKHEE.

Ecaiu BbI pernire 3azieiictBoBath findFirst, aTo GyeT 03HaUaTh, YTO BAM HEBAJKHO, KAKOH
ssieMenT Gyziet BbiGpaH, — riaBHoe, 4ToObl OH cyiiecTBoBal. Ho npu usBiaedennn GaHKkoB-
CKMX CUYETOB BCE HE TaK: cueT 00513aTeJIbHO JI0JKeH GBITh IPUBSI3aH K IPABUJILHOMY HOMEDY,
nHave npousoizer karactpoda. findFirst paboTaer B fetchAccountFor Jminb Gaarogapst
BHYTPEHHEH CBSI3M MEXK/LY CUETOM 1 HOMepoM. Ecin ata ¢B3b BHe3aIHo uamMennres (Ha-
MEPEHHO WJIM B Pe3yJibTaTe IPOrPAMMHOIL OITMOKM), ONepaliis U3BJACYCHUS GAHKOBCKUX
CUYETOB HAYHET BECTH cebs HelpecKa3yeMo U HaliTh Takoii gedext Oyier Herpocro!

Ectb Gostee ynaunoe perenne. Bmecto findFirst MOXKHO HCIONB30BATh METOJ reduce
u3 Stream API, 4To6bI MOAYEPKHYTH YHUKAIBHOCTD JIEMEHTOB 1 MIPEPBATh BBITOJTHEHNE,
ecym ux OyJIeT HaileHo cpady Heckosbko. Oreparuio reduce WHOT/IA CYUTAIOT CIIOKHON
JUIS TIOHUMAaHUs, HO CYTh €€ B TOM, YTO OHa YMEHbIIIAeT KOJIUYECTBO 3JIEMEHTOB B IIOTOKE,
npuMeHsist (QYHKIMIO acCONMATHBHOTO HAKOIIEHsT, 4UTOOBI BRIBECTH HOBBIN dsieMenT. Ha-
MIPUMED, CJIOKEHME MOYKHO BbIPA3nUTh Kak reduce((a, b) — a + b). 3/1ech 1ojipazymMeBaeTcs,
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4yTO reduce BBINOJIHAECTCS, TOJBKO €CJIU B IIOTOKE €CTh He MEHbIIE JABYX 3J1eMEHTOB, 1 MbI
MOJKEM MCII0JIb30BATh TO B KayecTBe rapaHTUU WJIM KOHTpaKTa. Boinosnenue reduce
03HAYaeT, YTO YHUKATIHLHOCTD He Oblia cobJI0/IeHa, HO BMECTO CBEJICHUST IBYX 9JIEMEHTOB
K OJTHOMY MBI T€eHepUpyeM UCKII0UeHne, Harnpumep, reduce((accountA, accountB) — throw
new IllegalStateException(...). Takum 06pa30M, HAII TPEANOT0KEHU BhIPAKEHbI
SIBHO, YTO TI03BOJISIET M30€KATh HEOMHO3HAYHOCTH M HEMPEACKA3YEMOTO TTOBEICHHST YiKe
Ha YPOBHE IIPOCKTUPOBAHUS.

9.1.2. O6paboTka UCKNOYEHNI

Ha niepBbrit B3r1s11 06paboTKa HCKIOUEHUH KaKeTCsT TPOCTOM: MOMEIaeTe MHCTPYKITHIO
B 610K trycatch — u roToBo. Ho KOT/1a 1pu pasHbIX ¢OOSIX UCIIOIB3YETCS OJIH U TOT JKe
THII, BCE CTAHOBUTCA HEMHOTO cJioxkHee. B smctunre 9.3 Bbl yBUANTE KO, KOTOPDIH BbI3bI-
Baet MeTtojl fetchAccountFor (em. suctuHr 9.2). TTocKoIbKY B paMKax MpeMeTHON 00J1a-
CTU BbI XOTHUTE UMETD JIEJIO TOJBKO € OU3HEC-UCKTIOUEHUSIMU, HYKHO MX KAK-TO OTJIMYATh
OT TEXHUYECKUX UCKITIOUEHU, XOTS U Te U Jpyrue uMeroT Tuil I1legalStateException.

K coskaseHuto, 31ech TIOUTH HET 3al[eNOK, TaK Kak 00a MCKIIUEHUS COEPKAT OTHU
U Te Xe JlaHHble. EqMHCTBEeHHOE peasibHoe pa3imure 3aKI09aeTcss BO BHYTPEHHEM CO-
obmiennn: 6usHec-McKIOYeHe cofepxkut No account matching, a TexHudyeckoe — Unable
to retrieve account. Takum 06pazoM, Mbl MOKEM HCIOJIB30BaTh COOOIIEHNE B KAUECTBE
CeJIEKTOPA: TEXHUYECKHUE UCKII0UeHUs OyIyT MepeaBaThCst TII00aibHOMY 00paboTUHKY,
KOTOPBIH IIepexBaTbhIBacT UX, 3alIMCHIBACT MOJIE3HOE COEPKMMOE U OTKATBIBACT TPAHC-
AKIIMIO M3-32 TEXHUIECKUX HEMOIa/I0K.

JIncTuHr 9.3. PazgeneHne TeXHUYECKMX U BU3HEC-UCKITIOUEHUI MO COAEPXKUMOMY COOBLLEHUS!

import static org.apache.commons.lang3.Validate.notNull;
private final AccountRepository repository;

public Balance accountBalance(final Customer customer,
final AccountNumber accountNumber) {

notNull(customer);

notNull(accountNumber); MpoBepseT BHyTpeHHee coobLyeHne, YTobbI
onpepenuTb, ABNAETCA NN 3T0 GU3HEC-UCKNIOYEHUeM

try {

return repository.fetchAccountFor(customer, accountNumber)
.balance();
} catch (IllegalStateException e) {
if (e.getMessage().contains("No account matching")) {

return Balance.unknown(accountNumber); Bo3BpaLyaeT HeusBeCTHbIA 6ananc

. Ha CYeTy C3af1aHHbIM HOMEpoM,
throw e;

} Mepenaet uckniouenue BBepX no CTeky e coobLueHue coBnapaer

}

BbI30BOB, €/ C006LLeHNe He coBNajaeT
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Ho uro mpousoiizer, ecm coobIeHe U3MEHUTCS WJIH MOSIBUTCST HOBOE OHM3HEC-HC-
KJIIOUYEHUE ¢ ApyruM coobiernem? He mpuBezet i aTo K TOMY, 4TO COOBIIEHIE BBIHAET
3a paMKu TipeaMeTHoi obractu? Hecomuenno. VIMeHHO Tak KOH(MUCHIIHATBHBIE TAHHBIE
[IOTIA/IAIOT B Ky PHAJIbHbIE (DAIJIbI UM CJIYIAHO BBIBOJSTCSI KOHEUHBIM [10JIb30BATEISIM.

B smctunre 9.1 BBI yBUIEIN, KAK TPACCUPOBKH CTEKA PACKPBIBAIOT MH(OPMAIIKIO,
KOTOPYIO HET HUKAKOTO CMBICJIA TIOKA3bIBaTh OOBIYHOMY TIOJIb30BaTe 0. BbL1o Obl Ky/1a
yMeCTHee BBIBECTH CTAHAAPTHYIO CTPAHUILY ¢ HH(MOPMATUBHBIM COOOIIEHIEM 00 OMIih-
ke, Harmpumep: «Oif, aTo-To Moo He Tak. V3Bunute 3a Heymobersa. [ToxamyiicTa,
MMOBTOPUTE TIOTIBITKY 1M03Ke». st 9TO¥ 11eI1 YacTo 3afeHcTBYIOT TI06aIbHbIil 0Opa-
6OTUYMK, KOTOPBI MIepeXBaThIBAET BCE UCKIOUEHS M HE JaeT UM JONTH 10 KOHEYHOTO
mmoJib30oBaTeisl. PasHble hpeliMBOPKI NCTIOIB3YIOT AJII 9TOTO Pa3HbIe PEIleH s, HO Uest
Bce Ta jke. Bee TpaH3aKINM BBITIOTHSIOTCS Yepe3 TIo6anbHbIN 06paboTurK cOOBITHI,
U ecaiu cOOBITHE TIEPEXBAYCHO, €T MOJE3HOE COAEPKIMOE 3AMUCHIBACTCS B JKYPHA,
a TPAH3aKIIUsSI OTKAThIBAETCSI Ha3ajl. TakuM 00pa3oM MOKHO TIPEIOTBPATUTD [aibHEIIIee
pacripocTpaHenue UCKIIOUEHHIT, YTO CYIECTBEHHO OCIOKHSIET 3a/[a9y 3JI0YMbIIIJIEHHU -
KY, KOTODBIiI IIBITAETCST U3BJI€Yb BHYTPEHHIOI0 MH(MOPMAIIUIO TIPU HEYIAYHOM BbITIOJTHE-
HUW TPAHCAKIUN.

Bepnemcs k Mmetony accountBalance us sinctunra 9.3. OueBUIHO, YTO Mbl HE MOKEM
BBITTOJTHSTH (QUABTPAIMIO IO COOOTIEHIIO UCKITIOUEHS], TOCKOJIBKY TO ETAeT HAIITY
APXUTEKTYPY CJAUITKOM XPYITKOIl. BMecTO 3TOTO BBI JIOJIKHBI SIBHO OTIPEEIHUTD, KaK1e
UCKJTIOUEHVST BaKHBI [JIsI IPEIMETHOM 06J1aCTH, UTOOBI OTAETUTD UX OT TEXHUIECKUX.

B mmctunre 9.4 mokazano 4eTKO oTpe/eseHHoe HCKITI0UeHne TPeIMETHOH 06IacTi
(AccountNotFound), KOTOPOE CUTHAJM3UPYET O TOM, YTO COTOCTABIIEHNE HAHKOBCKOTO CUe-
Ta okasanoch HeynauubiM. OHO HacTeayer 0606IeHHbIH THTT AccountException, KOTOPBI
BBICTYIIAET JIUIIb MAPKEPOM, — 3TO APXUTEKTYPHOE PellleHre TIOMOTaeT IIPeOTBPATUTh
cay4aiiHyio yTeuKy OGU3HeC-UCKIIOUeHU T 13 JIOTHKY 06paboTyrKa.

JIucTuHr 9.4. SBHOE UCKMIOUEHNE NPEAMETHON 06/1aCTH, CUrHANIM3MPYIOLLEE O TOM, YTO CUET HE HalaeH

06061LLeHHbII TUN
import static org.apache.commons.lang3.Validate.notNull; npeameTHoii 06nacty,
KOTOpblIii HacneayeT
BCe UCK/YeHuns,
CBA3aHHbIe CO CYeToM

public abstract class AccountException extends
RuntimeException {}

public class AccountNotFound extends .
. fIBHOE ncKnloyeHue npeameTHou
AccountException {

private final AccountNumber accountNumber; 06"3““'c""m""3"pw°mee
private final Customer customer; 0 TOM, UYTO CYET He HanAieH

public AccountNotFound(final AccountNumber accountNumber,
final Customer customer) {
this.accountNumber = notNull(accountNumber);
this.customer = notNull(customer);
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B siucrunre 9.5 nokazana o6HOBJIeHHAsS Bepeust MeTojia fetchAccountFor, KoTopast Hc-
MOJIb3YET MCKITI0UeHre AccountNotFound BMecTo IllegalStateException. ITO MPOSCHSIET
KO/l B TOM CMBICJIE, UTO BaM He HYKHO TPEAOCTABJIATH COOOTIEHNE W GECTTOKOUTLCS
0 TOM, lIepeIIeTaeTCs JIM €r0 HasHauYeHue ¢ APYTUMU UCKIIOYEHUAMU.

JIucTuHr 9.5. SBHOE onpeaesieHne UCKIYEHUS MPEeAMETHOWM 06/1acTH, CUrHANM3UPYIOLLETO O TOM,
YTO CYET He HalaeH

import static java.lang.String.format;
import static org.apache.commons.lang3.Validate.notNull;

private final AccountDatabase accountDatabase;

public Account fetchAccountFor(final Customer customer,
final AccountNumber accountNumber) {
notNull(customer);
notNull(accountNumber);

try {
return accountDatabase

.selectAccountsFor(customer).stream()

Ucnonb3yer -
ABHOE UCKNIOYEHMe .filter(account -> account.number().equals(accountNumber))
npeAMeTHoit o6nact .findFirst()
BMECT0 0606LLEHHOTO -orElseThrow(() ->

new AccountNotFound(accountNumber,customer));

lllegalStateException

} catch (SQLException e) {
throw new IllegalStateException(
format("Unable to retrieve account %s for %s",
accountNumber.value(), customer), e);

}

B nuctunre 9.6 moruka o6paboTku 0O0HOBJIEHA C PACYETOM Ha IIePeXBaT UCKIIOYe-
Huii AccountNotFound u AccountException. C Touku 3penust 6€301aCHOCTH 3TO Ha-
MHOTO JIy4llle, TaK KaK CBI3b MesK1y OM3Hec-IIpaBUIaMi U UCKIIOUEHUSIMI CTAHOBUTCS
[pOIIE, eCIM CPABHUBATH C IPUMEHEHHUEM JIMIIb TUIIOB 00IIero Ha3HaYeHus: BPOe
IllegalStateException. [lepexBaT AccountException MOXKET MMOKa3aTbCs U3JTUITHUM,
HO 3TO JIOBOJIBHO BaKHasT TTOJICTPaXOBKa. [T0OCKOJIBKY BCe OU3HEC-UCKITIOUEHHS HACTIELY-
10T AccountException, MbI MOKEM IrapaHTHPOBATh, YTO BCe OHU OYayT 06paboTaHbl U 10
r106a1bHOro 06paboTYMKa JOUAYT TOJIBKO TEXHUYECKUE UCKIIOUEHMS.

Pasjiesierne TeXHUUECKUX U OUBHEC-UCKIIOYEHIH ACHCTBUTEIBHO YITPOIIAET KO U 10~
MOraeT IIpeJoTBPaTuTh yreuky 6usnec-undopmaiuu. Ho koHbuaeHuanibbie JaHHbe
MOTYT yTEKaTh He TOJIbKO Yepe3 HeoOpaboTaHHbIE OM3HEC-MCKTIOUEHNUS, 3a4acTyio ObIBaeT
TaK, 4TO JJISL OTJIA[KHU ¥ aHA/IN3a OTKA30B OM3HeC-JaHHble BKIIOYAIOTCS B TEXHUYECKUE
uckiiouenusi. Hampumep, B sinctunre 9.5 SQLException IMPUBSI3bIBAETCS K UCKIIOYEHUIO
IllegalStateException, cozepikalieMy HOMEP CYeTa U CBEACHUA O KINEHTE, KOTOPBIE
HY3KHBI TOJIBKO BO BpeMs aHaj3a cO0eB. TO B KAKOH-TO CTENEHU CBOAUT Ha HET Hally
MOMBITKY PA3AeIUTh TEXHUIECKHE U OU3HEC-UCKITIOUEHMS], TaK KaK KOH(pUAEHIIHATbHBIE
JAHHbIE yTEKAIOT B JI0O0M ciydae. [jis yeTpaHeHus 9Toii mpobaeMbl HyKHa MOJEb,
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KoTopas obecreurBaet ry6okyto 6esomacHocTh. [TocMoTprM, Kak cieayer o6pararhest
C I1OJIE3HBIM COZIEPKUMBIM MCKJITIOYECHUSL.

JIncTUHr 9.6. O6HOBNEHHAs florvka 06paboTky C UCMOMb30BaHUEM SIBHOTO UCKITHOUEHMS
npeamMeTHON o6actu

import static java.lang.String.format;
import static org.apache.commons.lang3.Validate.notNull;

private final AccountRepository repository;

public Balance accountBalance(final Customer customer,
final AccountNumber accountNumber) {
notNull(customer);
notNull(accountNumber);

try {
return repository.fetchAccountFor(customer, accountNumber)

} -balance(); 06pa6arbiBaet AccountNotFound Hanpamyto,
catch (AccountNotFound e) { He aHanu3upys BHYTpeHHee coobLyeHme

return Balance.unknown(accountNumber); MlepexgaTbiBaeT Bce HeoGpaGoTaHHbie
}
catch (AccountException e) { Gusec-uckniouenma

throw new IllegalStateException(
format("Unhandled domain exception: %s", Curnanu3upyer 06 06HapyxeHum
e.getClass().getSimpleName())); Heo6paboTaHHOro cKNioueHna
} npeameTHoi obnactn
} 1 0 TOM, 4TO TPaHCaKLMA
DOMKHa ObITb 0TMEHeHa

9.1.3. PaboTa C NonesHbIM COAEPXXMMbIM UCKHOYEHMS

[Tpu anamse c60eB HAC B TIEPBYIO OYepe/lb MHTEPECYIOT JBa aclleKTa NCKITIOUEHHS: er0
THUTI ¥ TTOJIe3HOe coziepkuMoe. VIX couetanme TI03BOJISIET TTOHSTD, TAe U TOUYeMy TTPON30-
rest ¢6oit. B pesysibraTe MHOTHE pazpaboTUNKI OGBIYHO BKJIFOUYAIOT B CBOM HCKJIIOUEHMUST
MHOTO GUsHec-HH(GOPMAIUK He3aBUCHMO OT TOTO, HACKOJIBKO OHA KOH(MUIECHIINATbHASL.
Hampuwmep, B muctraTe 9.7 TOKa3aH parMeHT U3 IprMepa ¢ MeTo/ioM fetchAccountFor,
B KOTOPOM TEXHUYECKOMY UCKJIIOYeHNIO I1legalStateException mepegaroTcsa HoMep
GaHKOBCKOTO CU€Ta U CBEICHHUSI O KIIUEHTE.,

Jinctuur 9.7. ﬂ,O6aBJ‘IeHMe KOH(bVI,CI,eHLlVIaJ'IbeIX OaHHbIX B TEXHUYECKOE UCKNHOYEHNE

. L . YTeuka Homepa cyeTa
import static java.lang.String.format; W CBeAieHMUiA 0 KnuenTe
. 13 6usHec-o6nactu, Korga
catch (SQLException e) { rno6anbHblit 06pabotunk
throw new IllegalStateExceptlor}( B —
format("Unable to retrieve account %s for %s", B KypHan

accountNumber.value(), customer), e);
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KoneuHo, nMeTh OCTYI K HOMEPY cYeTa U KIUEHTCKUM JAHHBIM BO BPEMs aHAJIH-
3a ¢60s1 GyJIeT MoJe3Ho, HO ¢ TOUKK 3peHus HEe30TaCHOCTH HTO cepbe3Hast npobemMa.
Bce Texmmnyeckue MCKIIOUEHNST TOXOMST /10 TI0OATLHOTO 00paboTYrKa, KOTOPBIH mepest
OTKATOM TPAH3AKIIUU 3AMUCHIBAET B )KYPHAJ UX COAEPKUMOE. ITO O3HAYAET, UTO HOMEP
cJeTa M CBeJIEHUS O KIMEHTE, TAKNE KaK HOMEP COTIMATBLHOTO CTPAXOBAHMS, a[Ipec U UIeH-
TrdUKaTOP, B caydae ommmbKY B 6aze JAHHBIX TOMAIAIOT B KYPHAL. ITO CYIIECTBEHHASA
pobieMa 6e30acCHOCTH, JIJIST PEIIEHHUST KOTOPO#l CJIEIyeT CTPOTO OTPAHUYUTD JOCTYII
K JKypHasiaM 1 TpeboBath aBropusaiyu. Takum o0paszoM paszpaboTurkaM OyaeT HeyaoOHOo
[IPOCMATPUBATD JKYPHAJIBI B IPOMBIIILJIEHHO CPeIe.

OueBHUIHO, YTO MBI HE XOTUM JIOTTYCTUTh YTEYKW KOH(MUECHITUATbHBIX JTAHHBIX U3
6usHec-06acTH, HO WHOT/IA GBIBAET CJIOKHO OTPEEUTh, KaKue JaHHbIE ABJIAIOTCI
KoHbUAeHIATBHBIME. [lepemernasich 1Mo cucTeme, UCKIOYEHUS MOTYT BBIXOTUTD 32
rpanuiibl Koutekcra. O6prunas HHGOPMAIHS MOKET CTAHOBUTHCS KOH(MDU/IEHIIMATBHOI
[IPU [iepexo/ie B APYroii korreket. Hampumep, aBTOMOOUIbHBIE HOMEPA 0OBITHO CUUTAIOT
yGJUYHBIME, HO €CJIM KTO-TO HOUIIET Ball HoMep B 6ase gaHubix TYB/I]I, uTo0bI ycTa-
HOBUTD BAIIly JINYHOCTD, 9Ta NHMOPMAITIS BHE3AIIHO U3MEHUT CBOII XapaKTep U BaM y:Ke
He 3aX04eTCs €10 JIEUThCS. DTO CTABUT Bac B HeMIpocToe noJioskerune. C 0HOH CTOPOHBI,
HY’KHO JIOCTATOYHOE KOJIMYECTBO JIaHHbIX /s aHAIN3a cO0eB, HO C APYTOil — BbI XOTUTE
MIPEeIOTBPATUTD YTEUKY MaHHBIX. Kak 9To cka3biBaeTCs Ha MPOEKTUPOBAHUN ?

Jlist Hauama HeOOXOIMMO CMUPHUTBCS ¢ TEM, YTO TIOUTH JI00ast GrusHec-uHbOpMaIus
MOKeT OKa3aTbCst KOH(MUIEHITMATBHON B KAKOM-TO IPYTOM KOHTEKCTE. DTO O3HAYAET, YTO
ee HUKOT/IA He cJIeyeT H00aBIsTh B TEXHIYECKIE HCKITIOUEHNS, 1aKe eCJIU OHA KayKeTCsT
6e3001IHOT. Bl TaksKe 0JEKHBI MPE0CTABIIATH TOMBKO HH(POPMAIIUIO, UMEIOIILYIO CMBICJ
¢ TEXHUYECKOI TOUKHU 3peHus1, Harpumep: «He yaanoch MogkIouInThCst K Gase JaHHBIX
¢ ID XYZ», He ykasbiBasi HOMEp cyeTa 1 CBEIeHUs O KJIUeHTe, KOTOPbIe IIPUBEIH K ¢O0IO.
Tax BbI MOKeTe OBITH YBEPEHBI B TOM, UTO TIepe/lada TEXHUIECKUX UCKIIIOUEHIT 3a TTpejie-
JIBI TIPEIMETHON 06sacTn Ge30TacHa U MoJIe3HOe COMEPKUMOE HUKOT/IA He BKIIOYAET
B cebs KOH(DUAEHI[MaTbHbIE OU3HEC-IaHHbIE,

Ho mpumenenue aToro moaxona — mnoJijiesa. Bam Takixke HY;KHO OMPeNeUTh, KaKue
JIaHHbIE B TIPEAMETHOI 00JIACTH ABJISIOTCS KOH(MUAEHITMATBHBIMU, ¥ CMOJIETUPOBATE UX
COOTBETCTBYIOIIUM 00pa3oM. B riiae 5 BbI IO3HAKOMIIUCH C TIPHHITUTIOM 00HOPA306020
umenus, KOTOPBIN He JlaeT TPOYNUTATH TaHHBIE GOJIBIE OHOTO Pa3a WK CIyYaiiHO UX
cepuain3oBaTh (HAIIpUMeEP, IPU OTIPABKE MO CeTH WJIU 3aMUCU B JKYPHAJIBHBIHN (haii).
Ecsit 661 HOMep cueTa 1 CBeJICHUsT 0 KJIeHTe ObLIM CMOIEJUPOBAHBI KaK KOHMDUIECHIIN-
aJIbHbIE ¥ €I ObI MBI HCIIOJIB30BAJIH OJJHOPA30BOE UTEHUE, HaM Obl Y/1aI0Ch OOHAPY/KUTD
HECAHKI[MOHMPOBAHHOE COXPAHEHUE B JKyPHAJ, KOTOPOE BBIIOJIHSLI IJI06ATbHBIN 06pa-
GOTYUK UCKITIOYCHUIA.

[TpescTaBieHne TEXHUUECKUX OMMTUOOK M HOPMAJIBHBIX PE3YJIbTaTOB PabOTHI B BUJE
HUCKJIIOUEHUH — 9TO OCHOBHOU (haKTOpP, KOTOPBIH JleJlaeT BO3MOKHOUN yTeuKy WH(OP-
maiuu. [IpobaeMy MOKHO PENUTh PasjieleHueM TeXHUUECKUX U OU3HEC-MCKIIOYeHU ]
B COUETAHWH C TIPUHIIUTIOM OJTHOPA30BOTO UTEHUS, HO MOKHO JIM HA3BAaTh 9TO PEIIeHNE
onTuMaIbHbIM? UTOOBI OTBETHTH HA TAHHBIN BOIPOC, TOCMOTPHM, KaK 00pabaThiBAIOTCS
cbou 6e3 MPUMEHEHHUST UCKTIOUEHUI 1 KaKUe MPEUMYIIeCTBa 9TO AT ¢ TOUKU 3PEHUST
6€e3011aCHOCTH.
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9.2. (O6paboTka cboeB
6e3 1Ccnonb30BaHMS UCKTHOYEHUN

[TpencraBienne c6oeB B JIOTUKE MPEAMETHON 00JIaCTH B BUJIE UCKJIIOYEHUI — pacipo-
CTpaHEHHOe pellleHre, HO He MEHbIIEH MOIMYyJISPHOCTBIO MOJIb3YeTCs 1 JIPYTOH MOIX0],
B KOTOPOM HCKJIOUeHNsT He TprMeHstioTcst. OH OCHOBAH Ha MHEHHUH O TOM, 4TO cOOU — 3TO
€CTeCTBEHHBIN U 0KMIaeMblil UCXOJI JIIOOOH AeaTeIbHOCTH. B CBSI3U ¢ 9TUM HEJIOTMYHO
ObLI0 GBI MOJIEJIMPOBATh UX B KAYeCTBE MCKJIOYEHMIT, KOTOPBIE, KaK MOKHO J[0raZlaThCsl
10 HA3BAHUIO 3TOTO TEPMUHA, OIMCHIBAIOT HEUTO UCKIIOUYUTENBHOE. BMecTo aToro ¢6oit
cJielyeT MOJIeJIMPOBATh KaK OJIMH U3 BO3MOKHBIX Pe3yJIbTaTOB BBITIOJHEHUS ONePaIinu
HapaBHe ¢ ycnemHbiM. Eciin He cunTtarh ¢60il HCKIIOUUTEIBHON CUTYaIUeil, MOKHO 13-
6eskaTh HECKOJBKUX MPOOJIeM, CBOMCTBEHHBIX HCKJIIOUYEHISAM, TAKUX KaK HEYETKOe pas-
JleJIeHUe MeX/y TEXHUYECKUMU 1 OM3HEC-UCKTIOUEHISIME, 8 TAKKe HellpeHaMePeHHasT
yTeuka KOH(MUIeHINaTbHON NH(pOpMaIni.

Ecii B3risiHy Th Ha JIOTUKY, KOTOPYIO BBl peajiu3yere B IPUJIOKEHNU, MOKHO OBICTPO
3aMEeTUTh, UTO B HEl TIPEeLyCMOTPEHBI HE TOJBKO Y/Ia4Hble CIIEHAPUY UCIIOJb30BAHUSI.
BpI3biBasi MeTO/I, BBl XOTHTE BBIITOJTHUTD OIIPe/ieJIeHHOEe /IEHCTBHE, I UCXO/l €T0 BBITOJ-
HEHUST [TOYTH BCeria MOKeT ObITh pasHbiM. OHO KaK MUHUMYM MOJKET JINOO0 3aBEPITHThHCSI
YCIELIHO, 1160 IPOBaIUThCs. B 5TOM pasjesie Bbl y3HaeTe, KaK yAy4LUIUTh Ge3011aCHOCTh
3a CYeT MOAENIUPOBAHUS CO0EB B KAUECTBE 0KMIAEMOIO HCXOIA.

YT106bI TPOUJLTIOCTPUPOBATH ATOT MOAXO K IIPOEKTUPOBAHUIO, TOCMOTPUM, Y€M OH
OTJIMYAETCs OT MpeACTaBIeHrs cO0eB B BUAE UCKI0UeHMil. J{st aToT0 mompobyem pe-
HIUTH TY JKe 33/1a4y MO-IPyToMY. 3ajlaua COCTOUT B PeAIN3AIU CUCTEMBI JIJIsT TTePEBO/Ia
JEeHEKHBIX CPEJCTB MexK1y OaHKOBCKMMU cyeTaMu. B obmactu GUHAHCOB y JeHEKHOIr0
repeBo/ia /1Ba BO3MOKHBIX Pe3yJIbTaTa: yCIeNHOe BBITIOJHEeHe TPAHCAKITNY NI OTKAa3
B CBSI3M C HEXBATKOM /ieHer Ha cueTy (puc. 9.2).

HocTta-
TOYHO NN
cpencrte?

BbinonHsem
nepesos,

NHnummnpyem /_>

nepesog,

Hem
[MOTOK BbINONHEHUS OTKIIOHSIEM
[eHeXHoro nepeesona nepeBos,

Puc. 9.2. BapuaHTbl pe3ynbTaTta AEHEXHOro nepesofa Mexay 6aHKOBCKMMK cHeTaMm



290 Yactb IT e OcHOBbI

9.2.1. C6ou He aBnsaTCS
YyeM-TO UCK/TKYUUTENBHbIM

Ecoi BBI permmTe UCMoIb30BaTh UCKITIOUECHUS, PEAT3AINS TIpoTiecca OY/IeT BBITIISIICTh
MPUMEPHO Tak, Kak B jictuhre 9.8. MeTo1 mepeBoia ieHer ¢ 0[HOro 6aHKOBCKOTO CYeTa
Ha JIPYroii Ha3bIBaeTcd transfer U IPUHUMAET /IBa aPTYMEHTA: CyMMY, KOTOPYIO HY’KHO
1epeBecTy, ¥ cyet 1osayyaress. [lepBbiM esioM B MeTo/ie transfer HY>KHO IIPOBEPUTD,
JIOCTATOYHO JIK HA UCXOJIHOM CYETY CPEJICTB /LIS ocylllecTBIeHus 1tepeBoja. Eciu nener
He XBaTaeT, reHepupyerca InsufficientFundsException, 1 9TO UCKIIOYEHNIE HYKHO
MPaBIJILHO 06paboTaTh — HATIPUMEP, MOTIPOCUTH MOJH30BATESI UBMEHUTH CYMMY WJIH
OTMEHUTH TPAHCAKITHIO. ECIIN CPEICTB I0CTATOUHO, MBI MOKEM BBITIOJHUTH TIEPEBOI, 00-
PaTUBIINCD K APYTON BHYTPEHHEN CUCTEME C TIOMOIIbIO MeTo/1a executeTransfer (amount,
toAccount). ITOT METO/l TO’KE MOKET CreHEePUPOBATh UCKJIOUEHHUE B CJIyyae HEy/[aul.
Ecan ke Mero] executeTransfer 3aBepinaercst 6e3 MPOUCHIECTBUE, HUKAKUX J[OTOJI-
HUTENBHBIX JICHCTBHUIT He TpeOyeTcs 1 KOJI, BBI3BaBINHil transfer, mpogosmkaeT paboTy
B HOPMAJIbHOM DEKUME.

JIncTuHr 9.8. /cnonb3oBaHne UCKTIYEHUIN B BU3HEC-NIOTUKE

import static org.apache.commons.lang3.Validate.notNull;
public final class Account {

public void transfer(final Amount amount,
final Account toAccount)
throws InsufficientFundsException {
notNull(amount);
notNull(toAccount);
J lpoBepseT, A0CTaTOYHO M CPEACTB Ha CYeTy
if (balance().isLessThan(amount)) {

throw new InsufficientFundsException(); 4—‘ [eHepHpYeT HagTIoUeHHE

e C(pencTB He XBaTaeT

}

executeTransfer(amount, toAccount);
} 06paLLaeTca K BHYTPEHHUM CUCTEMaM

ANA BbINONHEHMs Nepesopa,

public Amount balance( ) { TOXe MOXeT C(reHepupoBaTtb UCKOYeHUe

return calculateBalance();

}
1/

import static org.apache.commons.lang3.Validate.isTrue;
import static org.apache.commons.lang3.Validate.notNull;

public final class Amount implements Comparable<Amount> {
private final long value;
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public Amount(final long value) {
isTrue(value >= @, "A price cannot be negative");
this.value = value;

¥

@Override

public int compareTo(final Amount that) {
notNull(that);
return Long.compare(value, that.value);

}

public boolean isLessThan(final Amount that) {
return compareTo(that) < @;

}
1/

I[Ipw MCTTOTBL30BAHUY ATOTO TOIXO/A TOTOK BBITTOTHEH ST OM3HEC-TTOTUKI YIIPABIISIETCST
ABYMS MeXaHU3MaMU, KOTOPbIE ABJISIOTCS YacTbhIO S3bIKa ITporpaMMupoBanus. Oanma —
9TO pe3yJ/IbTaT BbI30Ba MeTo/a (B JaHHOM cJlydae void), a Ipyroii — cucremMa UCKI0YCHUH.
Takum 06pasoM UCKIIOUEHUS S3BIKA CTAHOBSTCS YACTHIO TIOTOKA YIIPABJICHMUSL.

OcranoBuMcs Ha CEKyHLY U [TOlyMaeM O CeMaHTUKe IPUMEHEeHUS UCKIIIOUEeHNH /11
yIIPaBJIeHUS BBITIOJHEHUEM B MeTozie transfer. Mbl (hakTHUecKH TOipa3yMeBaeM, 4To
Hel0CTaTOYHAs [IeHesKHasd CyMMa Ha MCXO/HOM CUETY SBJISIETCS UCKJIIOUUTENbHON Cu-
Tyarnmeit. ITO PacTPOCTPAHEHHbIH CTTOCOO CTPYKTYPUPOBAHUS KO, HO K HEYTATHOMY
BBITTOJTHEHUIO MOKHO OTHOCHUTBCS 110-APYTOMYy. AJIbTepHATUBHBIN MOIX0/ OCHOBAH Ha
MHEHHUHU O TOM, 4TO ¢OO0¥l HYy/KHO CUUTATh HE YeM-TO MCKIOUNTEIbHBIM, a 0KUIAEMbIM
HCXOIOM JIFOOOTO JIEHCTBYSI, KOTOPOE BbI TIBITAETECH BBHITIOJTHUTD.

9.2.2. [lpoeKkTupoBaHue C y4yeToMm cboes

B 6ankoBCKOM siete HepeaKo GBIBAET, UTO MOTH30BATEND MHITAETCS MHUTIMHPOBATD Tepe-
BOJI CYMMBI, KOTOPast TIPEBBIIIAET TEKYIIUI OAJAHC HA €T0 CUETY. ITO MOKET CJAYIUTHCS
IIPU HEIIPaBUJIbHOM BBO/I€ CYMMBbI UJIN €CJIN IT0JIb30BAaTE/b [yMAET, YTO Y HEIO Ha CUETY
6oJIblIle JIEHET, YeM Ha caMoM jiesie. He3aBUCHMO OT MPUYNHBI HEYAaUHbIE [[CHEKHBIE
1epeBO/Ibl, BbI3BAaHHbIE HEXBATKOM CPE/CTB, CJIYyYaIOTCA J0BOJIbHO YacTo. [loaTomy nx
MOKHO CUYUTATh OKMIAEMBIM UCXO/IOM OTIEPAITUH «ITOTIBITKA MTEPEBECTH JAEHBIT». A 3TO,
B CBOIO o4Yepejlb, O3HAYaAET, YTO UX HeJIb3sI MOJENINPOBATh KaK HEYTO MCKJIIOUYUTEIbHOE.
OHM JI0JKHBI BBICTYNATh TIOTEHITUAIBHBIM Pe3yJIbTaTOM JIeHiCTBUSI.

Eciain iepepaborath MeTox transfer u3 jguctuHra 9.8 u mpeBpaTuTH HEXBATKY Jie-
HEKHBIX CPE/ICTB B O’KUJIAeMBbIIl HCXO/L, IOJIYYUTCS HEYTO [I0X0sKee Ha TUCTUHT 9.9. DTOT
HOBBII METOJI He TeHEPUPYET HUKAKIX MCKJIIOUYEHUI B paMKax Ou3Hec-Joruku. Bmecto
3TOTO OH BO3BPANIAET Pe3yJIbTaT Ollepallii — YCIENTHbIN 1iIn HeT. B ciryyae Heyiauu Bbl-
3BIBATOTIIH KOJT UMEET BO3MOKHOCTD OTTPEETUTD TUTT ¢HOST, TPOAHAT3NPOBAB PE3YJIHTAT.
Ecnu ne xBaTuio cpencts Ha cyeTy, Bo3BpaiaeTcd INSUFFICIENT_FUNDS. B mpotuBHOM
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cjiydae MeTO/ IIPOLoJIKaeT pa60Ty U IIbITAeTCS BBIIIOJHUTH IIEPEBOJ IIyTEM BbI30Ba
executeTransfer(amount, toAccount). Merox executeTransfer Takxke BO3BpalllaeT
pe3yJIbTaT, KOTOPBIN TOXKEe MOKET ObITDH HeyAauHbIM 13-32 CJI0KHOCTEHN TTPYU BBITIOJHEHUT
Tpan3akiuu. [Tocse ero 3aBepiieHNUsT MBI TTOJyIaeM OJHO U3 JIBYX: 6o YCIIETITHBIN Jie-
HEKHBIH TTepeBOI, amb0 cOOOIIEHNE C OTTMCAHNEM TIPUYUHBI c6os.

JIncTuHr 9.9. Oxuaaemble pesynibTaTbl HE MOAENMPYIOTCS B BUAE UCKIIOYEHUI

import static Result.Failure.INSUFFICIENT_FUNDS;
import static Result.success;
import static org.apache.commons.lang3.Validate.notNull;

public final class Account {
public Result transfer(final Amount amount,
final Account toAccount) {
notNull(amount);
notNull(toAccount);
lpoBepseT, AOCTaTOYHO N CPEACTB Ha CYeT
if (balance().isLessThan(amount)) { <J PoBepReT A el Y

return INSUFFICIENT_FUNDS.failure();
Bmecto reHepaumn nckniouenua

BO3BpALLAET HEYAAUHbIIi pe3ynbTaT

}

return executeTransfer(amount, toAccount);
} Bo3Bpalwaet pesynbrat o6pawieHns

K BHYTPEHHUM cucTemam

public Amount balance() { ANA BbINONHEHUA nepeBoAa

return calculateBalance();

}
/...

import java.util.Optional;
public final class Result {
public enum Failure { PazHble TUMbI BO3MOXHbIX C60eB
INSUFFICIENT_FUNDS,
SERVICE_NOT_AVAILABLE;

public Result failure() {
return new Result(this);

}
}

public static Result success() {
return new Result(null);

}

private final Failure failure;

private Result(final Failure failure) {
this.failure = failure;
}
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public boolean isFailure() {
return failure != null;

}

public boolean isSuccess() {
return !isFailure();

}

public Optional<Failure> failure() {
return Optional.ofNullable(failure);
}

CrouT OTMETUTD, 4TO KJIacc Result, IpeacTaBieHHblid B iucTunre 9.9, apisercs 6aso-
Boii peanmsanueil. Hauas 1cnosb30BaTh 0OBEKTHI C PE3Y/IBTATOM, BbI, CKOPEE BCETO, 3aX0-
TUTE CIIPOEKTUPOBATD UX OIPEAEIEHHBIM 00Pa3oM, 4YTOObI ¢ HUMU OBLIO JIErKO paboTaTh,
He foryckas omubok. Hampumep, ecsiu Bbl IpuMeHsieTe (hyHKIIMOHAIBHBII CTHIIb TPO-
rpaMMHUPOBaHNsI, TO MOXKETE TIPEYCMOTPETD TaKIe ONepalini, Kak map, fatmap u reduce,
4TO0BI YIIPOCTUTH 06PabOTKY pe3y/IbTaToB. BeI6OP KOHKPETHOIO IOAX04A OCTAETCS 3a
BaM¥ U Ballleil KOMaH/[OM.

Mopenupysi c6ou B BUie OKUIAEMbIX, a He HCKIIOUNTEIBHBIX CXO0/0B, BBl MOJKETE
[OJIHOCTBIO YOpaTh MCKIIOYEHH U3 JIOTHKHU IPEAMETHON 001aCcTh. DTO IIOMOKET BaM
YCTPaHUTh MU CHU3UTh PUCK BOSHUKHOBEHUS MHOTHX IIPO0JIeM ¢ 6e30I1aCHOCTHIO, CBOII-
CTBEHHBIX KOJLY, B KOTOPOM KCIIOJIb3YIOTCS UCKII0UeHHs. Ec/ii ToBOpUTh 0 6E3011acHOCTH,
TO HEKOTOPbIE IPEUMYIIECTBA JaHHOTO MOX0/a epeurcieHsl B Tabu. 9.1.

Ta6nuua 9.1. MNpenmyuiectBa MoaenMpoBaHMsi CO0EB B BUAE OXXMAAEMbIX MCXOLOB C TOUKMN 3pEHUS
6e3onacHoCcTH

Mpo6nema c 6e30MacHOCTbIO Cnocob6 pelweHnn

HeueTkoe pas/ziejieHue Mexay ITonHoe I/136aBJIeHI/Ie oT 61/13H6()-I/ICK]IIO‘{€HI/II?I
TEXHUYECKUMU 1 6I/I3H6C-

HNCKJJIIOYCHUAMU

YTeuka 110J1e3HOT0 COEPKUMOTO C6ou He 06pabaThIBAIOTCS MAOJOHHBIM KOOM, TIO9TOMY

UCKJIIOYEHUI B JKYPHAIBHBIE 3AITHCH | [IOJIE3HOE COAECPKIMOE HE MOKET CIIYYANHO IIPOCOYUTHCS
B JKypHaJ OMNOOK

Hermnpennamepennas yrevka C6on 06pabaTbIBaIOTCSI B KOHTEKCTE, B KOTOPOM U3BECTHO,
KOH(MUIEHIIMATBHON MHBOPMALMY | UTO ABIAETCS KOHPUACHIIMATBHBIM, & YTO — HET U KaK HyKHO
obpaiarbest ¢ KOHOUIECHIMATHBIMU JaHHBIMU

Kak nokasbpiBaer Halll OIIBIT, €lle OAHO IIPEUMYIIEeCTBO oOpalieHus co cO0AMU Kak
€ YeM-TO HOPMAJIbHBIM, KOT/[a Bbl HAUWHAETE MOJIETMPOBATH KaK yauHble, TaK 1 Hey/[au-
HbIE PE3YJIbTAThI, COCTOUT B TOM, YTO OCTABIIUECS UCKIIOUEHIS BOSHUKAIOT JIMOO 13-3a
[IPOrpaMMHbIX Jie(eKToB, 1160 MO MPUYKMHE HAPYIIEeHUsI HHBAPHAHTOB.

Wrax, BBl yKe 3Haere, Kak GesomacHo oOpabareiBaTh c60U B CBOEM Kojie: OO ¢ 10~
MOIIIBIO UCKJIIOYEHMIA, JIMOO0 IIyTeM MOJEeJNPOBAHK HEyIa4HOro UCX0/a KaK OJHOTO 13
OKUZIaeMbIX Pe3yJIbTaToB. B ciemyromieM paszeiie Mbl 00y 1um 6oJiee BICOKOYPOBHEBBII
TTOXO/T ¥ TIOKAyKEeM, KaK TIPUHITUIIBI TIPOEKTUPOBAHNS, U3HAYAIbHO HAPAaBJICHHBIC HA TT0-
BBITIIEHHE THOKOCTH, MOTYT ITPUHECTH TIOJIb3Y U ¢ TOYKH 3PEHUsT OE30IaCHOCTH.
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9.3. [lpoeKkTnpoBaHue C pacyeToMm
Ha AOCTYMHOCTb

JIOCTYITHOCTD MAHHBIX U CHCTEM SIBJISIETCST BAXKHBIM aCIIEKTOM OE30TACHOCTH U YacThIO
ab6pesuarypsl CIA (confidentiality, integrity, availability — «xonduaenmaibHOCTD,
[[EJIOCTHOCT, IOCTYMHOCTB» ). B oxnoit u3 nmybaukanuii HarmonaabHoro wHCTUTYTA
crangapros u Texuosoruil (National Institute of Standards and Technology, NIST)
oz HasBanueM Engineering Principles for Information Technology Security niepednciieHb
[ATH TPUHITUTIOB WHGOPMAIHOHHON (Ge30TacHOCTH: KOH(DUIEHIHATBHOCTD, TOCTYTI-
HOCTb, TIEJIOCTHOCTD, TOI0TYETHOCTD W TapaHTHn?. /Jocmyniocms B Hell ONpe/esisieTcst Kak
«I1€JTh, TEHEPUPYIOTIast TpebOBaHUE O 3AIMUTE OT HAMEPEHHBIX UJIN CTYYalHBIX MOMBITOK:
1) HecaHKITMOHUPOBAHHOTO yIAJCHUS JAHHBIX; 2) J060ii APYroil MPOBOKAIUY OTKa3a
B OOCIYKUBAHUY WU BbIJIaue TaHHBIX». B 9TOM pasjiesie BbI MO3HAKOMUTECH C TIPUHITH-
MaM¥ TPOEKTUPOBAHIS, KOTOPbIE TOJOKUTENBHO CKA3bIBAIOTCS HA IOCTYTHOCTH CUCTEMBI
U KOTOPbIE MOJKHO 33/1efiCTBOBATH /175t CO3MaHus GoJiee GEe30MaCHbIX CHCTEM.

Mpbri co6pasiu 061IEN3BECTHBIE U IITMPOKO UCTIOIb3yeMble KOHIICITIIUN, KOTOPBIE YJIyd-
MIATOT OCTYITHOCTD, ¥ YOEKICHBI B TOM, 4TO OHU SIBJISTIOTCS OJHUMU U3 CAMBIX BAKHBIX
U OCHOBOTOJIATAIONIUX TPUHIUIOB B 3TOH 06nacT. O CO3aHUN HAJIEKHBIX CHCTEM,
KOTOPBIE OCTAIOTCST IOCTYTHBIMU JIasKe TIPU BOSHUKHOBEHUHU cOOEB, MOKHO HATIMCAThH
1eJTyTo KHUTY. MBI He CTaHEeM CJIUIITKOM YIIYOISATHCS B KasK/AYIO OTAETBHYIO KOHIIETIIIHIO,
HO TIOTBITAEMCS TIPEIOCTABUTH BAM BECh MaTEPUaJ, HCOOXOAMMBIN /ISt UX TTOHUMAHUS,
U MOKayKeM, KaK OHU yJIydinaioT 6e30macHocTh cucteMbl. Kora Bel yBUMTE, KAKUM 00-
Pa3oM OMUCAHHBIE 3]IECHh KOHIIETIIH OTHOCATCS K 6E30MaCHOCTH, OHU CMOTYT MPUHECTH
BaM eliie HOJIbIIE TTOJMB3BI B KAYECTBE PYKOBOSIIIX TIPHHITUITOB TPOCKTHPOBAHHSL.

9.3.1. YcTOM4MBOCTb

B namm gHu cucTeMbl Bee yallle IIPOeKTUPYIOT U Pealu3yloT ¢ y4eTOM YCmouuusocmu.
YcroiunBast crcteMa crocobHa MpooKaTh paboTy Taske B YCIOBUAX CUIBHOTO CTPECCA.
CrpeccoM B TaHHOM cJydae MOTYT OBITh KaK BHYTPEHHUE HETOTAAKK (HallpuMep, ormu6-
KU B KOJIe TIJTH HEHA/Ie)KHOE CeTeBOe B3aNMO/IeHCTBIE ), TaK 1 BHEIIHNE (DakTOPHI (Takue
Kax BbICOKas Harpyska). CTpecc MOXKeT MIPUBECTH K CHUKEHUIO TIPOU3BOUTETBHOCTH
WUJIW OTpaHNYeHNT0 (DYHKIIMOHATBHOCTH: HEKOTOPBIe KOMITIOHEHTHI MOTYT OTKa3aTh, HO
CHCTEMa B 11eJIOM OCTAHEeTCs JOCTYIIHOM 1 BOCCTAHOBUTC, Kak TOJIbKO YPOBEHD cTpecca
BepHeTCs B HOpMY.

Y eToiunByio cucTeMy MOKHO TakKe Ha3BaTh cTaOmabHOM. CTaOMIBHOCTH MOKHO
JMOCTUYb HECKOJIBKUMHU CITOco0aMu (€ HECKOJBKUME M3 HUX BbI TIO3HAKOMHUTECH B HTOM
rJaBe), HO IJIaBHas 11eJIb YCTOMUMBON CUCTEMBI COCTOUT B TOM, YTOOBI TEPEKUTH HETIO-

! Tlogpobuee o CIA MokHO ounTaTh B riiase 1.

2 NIST Special Publication 800-27 Rev A: Stoneburner G., Hayden C., Feringa A. Engineering
Principles for Information Technology Security (A Baseline for Achieving Security). /loctynHo
o azipecy https://csre.nist.gov/publications/detail /sp/800-27 /rev-a/archive /2004-06-21.
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JIAAKW U IPOJAOJIZKUTD ITPEeIOCTaBJICHUE YCIIYT. ubivu CJIoBaMU, CUCTEMY MOJKHO Ha3BaTb
yCTOI‘/JI'-II/IBOIL/'I, €CJIM OHa OCTaeTCA I[OCTyHHOfI, HECMOTPS Ha coon.

ﬂOCTyHHOCTb — OJHO M3 OCHOBHBIX Tpe6OBaHHfI K 6630HaCHOCTI/I, a yCTOfI‘-II/IBaH CH-
cTeMa OCTaeTcsA lIOCTyHHOfI BO Bp€M: HEIT0JIa/I0K. W3 aToro CJIeAyET, 4TO, [ejiasd CUCTEMY
}7CTOI>'I‘-II/IBOI>'Iy BbI 110 OITPpE/ICJIEHUIO TIOBbBIIIIACTE YPOBEHDb €€ 6e3011aCHOCTH. STO, B CBOIO
o4epe/ib, TOBOPUT O TOM, YTO BCE€ COBPEMEHHDbIE YCTOABIINECA METOJUKN ITPOCKTUPO-
BaHU:d, O6eCHe‘-II/IBaIOHII/Ie yCTOfI‘{I/IBOCTb n CT3.6I/I]II)HOCTI), TIOJIE3HBI 1 TIPU pa3pa60TI<e
6e30I1aCHbIX CUCTEM.

9.3.2. OT3bIBYMBOCTb

[IpeacTaBbTe, 4TO BB pazpabaTbiBaeTe yCTONYMBYIO CUCTEMY, KOTOPask OCTAETCS J10-
CTYIIHOH B YCJIOBUAX CUJIbHOIO cTpecca. OHa He BBIXOJAUT U3 CTPOS, HO, KOT/la Harpy3Ka
CTAaHOBUTCH JIOBOJbHO BBICOKOM, BpeMs OTBETOB 3HAYNTEIbHO yBeanunBaercs. Korma
crcTeMa MeJIJICHHast, HO BCE €lle MOCTYIHAs, oOpalieHne K Hell PAaHO WJIH MO3/IHO JaeT
pe3yabTaT, HO 3aJIepKKa OKa3bIBaeTcs HerpuemiaeMoi. C TOUKM 3peHns BbI3bIBAIOMIE
CTOPOHDI, HATPYKEHHAs crcTeMa Gecroie3Ha, XoTst GOpPMaTbHO OHA MO-TIPEKHEMY [0~
cTtynHa. B Takux cuTyarnugx Ha nepeHnuil TIJIaH BBIXO/UT €eI1le OJHO CBOICTBO, BajKHOE
B KOHTEKCTE JIOCTYITHOCTH, — OM3bl8UUBOCD.

OT3bIBUMBas CUCTEMA JI0JIKHA HE MPOCTO BBIAEPKUBATH CTPECC, HO €Ile 1 OBICTPO
OTBEYATH BCEM, KTO B 9TOT MOMEHT IIBITAETCS €€ UCI0Jb30BaTh. [laxke eciau BBl ONTH-
MU3UPYeTe JOTUKY 00pabOTKU /IS IOCTHKEHUST MAKCUMAIbHON TIPOU3BOIUTEbHOCTH,
Ballla CUCTEMa CMOJKET CIPABUTLCA TOJDBKO C ONPe/leJIEHHBIM YPOBHEM CTpecca, MocJie
MIPEBBIIIEHU KOTOPOTO BPEMS OTBETA HAYHET CTPEMUTETHHO pacTu. Kak B TakoM cirydae
3aCTaBUTD CUCTEMY OTBevatTh ObicTpee? HeoOX0anMO OHUMATD, YTO JIJIsSE COXPAHEHUST OT-
3BIBUMBOCTH JIyUIlle BCETO CPa3y BEPHYTH OIMIMOKY U COOOIIHUTH O TOM, 4TO CUCTEMA OOJIbIIE
HE B COCTOSIHUU MMPUHUMATH HUKAKUE 3aIIPOCKI, YTOOBI BBI3BIBAOIIAST CTOPOHA He JK/IaJ1a
oTBeTa, KOTOPBIii, BO3MOKHO, HUKOI/A He 1puzeT. JIroOoi oTBeT Jydiile, yeM HUKaKOro,
JasKe ecJid OH OTKJIOHSIET 3a1Ipoc.

YT00bI cliesIaTh CUCTEMY OT3bIBUMBEE U HE OTKJIOHSTD IIPU 3TOM 3aIIPOCHI, BBl MOJKETE,
K IPUMEPY, IIOMECTHTD BCe oneparmy 00paboTKU B ouepe/ib. PasjieieHne 3apocoB Ha
06paboTKy u camoii 06paboTKu esaeT cucteMy bosiee acMHXPOHHOMN. [axke ecan u3-3a
BBICOKOI HArPY3KHU OY€Pe/lb PACTET M HA 3aBepIieHre PabOThl yXOAUT MHOTO BPEMEHH,
CHCTEeMa BCe PaBHO MOKET TPUHUMATD HOBBIE 3aIIPOCHL. BhI3bIBatoias CTOpOHa MoJIydaeT
ObICTPBIN OTBET ¢ MHMOPMAIKEN O TOM, YTO 3AIPOC ObLI IIPUHAT, HO el IPUAETCS 010~
JKIIATD, TIOKA Pe3yJIbTar paboThI CTAHET JOCTYITHBIM. Pabouast ouepe/ib PAaHO UJIH TIO3THO
MOJKET 3aMOJHUTHCS, B 9TOM CJIydae BbI JIOJKHBI PEINTD, YTO IeIaTh Jabliine. Bo3aMoxHO,
BbI OyjIeTe BBIHYKIEHBI OTKA3aThCsI OT JajbHEUell paboThl U MOMIPOCUTH BBI3BIBAIOIIY O
CTOPOHY MTOBTOPUTH IOTIBITKY MO3XKE.

CoxpaneHue OT3bIBYNBOCTH BAKHO JIJIsT GE30MIACHOCTH, TOTOMY YTO MO-HACTOSIIEMY
JOCTYIIHASL CUCTEMA JIOJIKHA He TOJIbKO ObITh YCTOMYMBON U CIIOCOOHOI BbIIEPKIBATH
CTpece, HO U GBICTPO OTBEYATH Ha 3aPOChL. HACKOIBKO OBICTPO — 3aBUCHUT OT TOTO, KAKOTO
poJia cuctemy Bbl pa3pabaThIBaeT U KAKOe I0TyCTUMO MAaKCUMATILHOE BPEMsI OTBETa, IOC/Ie
MIPEBBIIIEHUS KOTOPOTO CUCTEMY MOKHO CUUTATDh HEJOCTYITHOI.
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9.3.3. lpepoxpaHuTenu u TanM-ayThbl

[Tpu moCTPOEHMH YCTOMYMBBIX CUCTEM MOYKHO MCIOJIB30BATh [10JI€3HBII 111a6JI0H ITPOEK-
tupoBanust «IIpegoxpanuresib»!. OH CIIOCOOCTBYET YCTOWYMBOCTH, OT3BIBUMBOCTHU U 00-
1iel JOCTYIHOCTH CHCTeMbI ITpu 00paboTke cO0eB, UTO, B CBOIO OYEPE/lb, OJIOKUTEIbHO
CKa3bIBaeTCst Ha HE30ITaCHOCTH.

B 1ies1oM cyTh 11abIioHa «IpeIoXpaHuTelb» 3aKII04aeTCst B HAIIMCAHUY KOJIa, KOTOPBIIT
3alUIIAET CUCTEMY OT cOOEB, MOJOOHO HACTOSIIIIM SJIEKTPHUECKUM [TPEAOXPAHUTEIISIM,
MpelyCMOTPEHHBIM Ha CJIy4yail HemoJaZokK B asekTpocetu. [Ipu upesamepHoil Harpyske,
BBI3BAHHOM, K ITPUMEPY, HEUCTIPABHBIM YCTPOICTBOM MJI KOPOTKUM 3aMbIKaHUEM, TIPE/IO-
XPaHUTEJb Pa3MbIKAET 3JEKTPUUYECKYIO 11elb. Eciin OH 3TOTO HeE c/iesaeT, 3JeKTPOTOK
MOJKET BBIJICJIUTH CTOJIBKO TEIJIA, YTO IPOBO/IKA 3arOPUTCS. Pa3MbIKaHUe TIeNN TT03BOJISICT
U30JMPOBATh cOOI 1 TIPEAOTBPATUTD TOXKAP B IOME.

TouHO Tak ke TPOTPaAMMHBIH TIPE0OXPAHUTEID AT BO3MOKHOCTD N30JIMPOBATD HE-
noJia/Iku 1 n36eskarh 0TKa3a Beeii cucteMbl. Bee BBI3OBBI 1 3a11POCHI K IPYTUM CHCTEMAM
JIOJKHBI TIPOXO/IUTH Y€epe3 MPEeIOXPAHUTENb — TT000HO TOKY BO BPEMsI HOPMAJIbHO
paboThI 3JIeKTPOCETH. Y IPOIIEHHAST UILIFOCTPAIIUSI 9TOTO TOXO0/Ia TI0Ka3aHa Ha puc. 9.3.

AocmuzHym Aumum omkasa

D

3akpbIT OTKpbLIT
Heyodauras
noBmopHas 5
YenewHas nONbIMKA pems
noBmopHas Ha noBmopHyro

nonblmKka NnonbiMmKyYy UCMmeKAo

MonyoTkpbIT

Puc. 9.3. Tpu cocTosHUS NpeaoxpaHuTens

Crioco6b