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BBeaneHue

Cy1ecTByeT MHOKECTBO JIUTEpaTyphl 0 Xakepax. Cpa3y oroBopumcs — pedb UIET
0 XaKepax B MJIOXOM 3HaUY€HUH 3Toro ciaosa. KoHeuHo ke, Bce 3TH Tpybl MULIYTCH
He I TOro, 4TOObl (POPMHUPOBATH HOBBIX, FOHBIX 3JI0YMBILIIEHHUKOB, TeM Oolee
YTO CaAMM XaKepbl, KaK MpaBWJIO, TAKME KHUTW BOBCE M He unTatoT. Llenas aBTopoB
TAKOro poja JUTepaTypbl (KaKk M Halla TOXKE) COBEPLIEHHO B APYroM: JaTb BO3-
MOXHOCTb OOBIYHBIM TOJIB30BATENSAM W CleLHaTUcTaM UH()OPMALMOHHBIX TEXHO-
JIOTUM JTyuule y3HaTh Bpara.

[IpoGnema B TOM, 4TO 3a PpeIKUM HCKIIOUEHHEM MOAOOHbBIE TPY/Ibl HACBILIEHBI He-
MaJibiM 00BEMOM TeopeTHdeckoro Matepuasna. KoHeuHo ke, mo GoblIOMy cHeTy
3TO He siBnsercsa Hepoctatkom! Ho, B AelicTBUTENBHOCTH, 3a4acTyt0, HAUMHArOLIe-
MY YHTATENt0 KHUT 0 yKa3aHHOW TeMaTHKe XOUeTcsl CKopee MOLLyNaTh BCe CBOU-
MU pyKaMH, a Y MMOTOM MOABECTH MOJ BCE 3TO CTPOMHYIO KoHUenuuro. I[Toatomy
31€Ch Mbl MIOCTapajiMCh paccka3aTh O (POPMUPOBAHUM MHCTPYMEHTOB Xakepa (ak-
TUYECKH Ha OJHUX MpaKTHYeCKMX MpuMepax. Kpome Toro, ectb cMbICI MOroBO-
PUTH TOJNBKO O MPOrpaMMHOM WHCTPYMEHTE, Kak Haubolsiee IHUPOKO MpHUMeHse-
MOM, He 3aTparvBas OOLIMPHYIO TE€MY anmapaTHbIX W MPOrpaMMHO-aNnapaTHbIX
CPEICTB.

dopmupoBaHue HabOpa WHCTPYMEHTOB — TMPOLIECC UIUTENbHBINA, U 0003pUMOro
KOHLIA Y Hero HeT. HeT u kakux-TM00 YeTKUX OrpaHUYeHUIi: HaNpuMep, B3sTh Te
WIM WHbIE JIy4llle Mporpammbsl MO PeKOMEHIOBAaHHOMY CIMCKY, M BCe — XaKep
rotoB. B peanbHOH >KM3HM XaKep COBEPLIEHCTBYETCSl BCE BPEMsl, UCMOb3Ysl COPT
CaMbIX Pa3IMYHBIX MMPOU3BOIAUTENEH, UIS CaMbIX Pa3HBIX OMEPALMOHHBIX CHCTEM.
[TosTomy, mogHUMast CTOJIb OOLIMPHYIO TEMY, MBI TOJBKO MOMbITAEMCS Ha MPaKTH-
YeCcKHUX MpUMepax MOoKazaThb METOAOJNOTHIO (OpPMHUPOBAHMS TaKoro Habopa s
Pa3IMYHBIX HaTpaBJIeHUH ero nmpuMeHeHus. Tak uiau uHave, YToObI MOHATH MPUH-
Lunbl GOPMHUPOBAHUS MHCTPYMEHTAIBHOIO Kelca Xakepa, HaM MpHUIeTcs paccMoT-
PeTh MpUMeEpbl HEKOTOPBIX aTakK.



6 BeedeHue

[pu m3noxxeHnn MaTeprana Mbl He OyJeM MpUAYyMbIBaTh COOCTBEHHOM Kilaccudu-
Kaluy MHCTpyMeHTapusl xakepa. Bpsang au sto Heobxomumo! Ilpocto uznoxkum
MaTepuai Tak, Kak 3TO JIo0AT mosib3oBarenu: "Briaroun U urpail” (plug and play).

be3 uznumxero TEOPETU3UPOBAHUA. ..

TaK KaK KHUTa paccanaHa B TOM YHUCJIC U HA 60.]'[]:1110171 prF HaYWHaAKOLIUX CIIC-
[UATUCTOB, TO B OCHOBHOM MbI CTapaJIMCh BCE IPUMEPBI OPUEHTUPOBATh Ha MOy~
YUBIIME HaWOOJIbIlIee paclpocTpaHEeHWE B Halllell CTpaHe — oOIepaloHHbIC
cuctembl Windows! B Tex ke mecrtax, rae He obonuiock 0e3 ynomuHanuii UNIX-
cHCTeM, CrelMabHO KaXKIas KOMaH/a, KOKIbIi MpuMep pa3bsiCcHEHbl cCaMbIM HaH-
noJipoOHeHIIUM 00pa3oM, TaK UYTO UX MOXKET BBITIOJIHUTB JTFOOOM.

Knura Gyner monesHa BceM: HauMHas OT MHTEPECYIOLLErocsl CTaplLUEKIACCHHUKA,
cTyaeHTa (puyeM Jito0oro daxysbTeTa, Jaxke He CBA3aHHOTO ¢ UHPOPMAIIMOHHOM
0€30MacHOCTBIO), KaJKAOro Mojb30BaTelis JOMALIHero KOMIbloTepa (B 0COOEHHO-
CTH, €CJIM OH MPUMEHSIET cUcTeMy "KJIMeHT — 0aHK'"), mporpammucTa (B TOM yHcie
3aHUMAIOIIETOCs] 00CITyKMBAaHUEM KOMITBIOTEPOB B Pa3iMUHBIX (PUPMax) U 3aKaH-
YKBas CHELMAIMCTaMH, CBA3aHHBIMU € 00JIACTHIO 3alIMThI MH(pOPMaLMH.

Jake Ou3HecMeH, KOTOPBI MPUMEHSET B CBOEH MpaKTHKe KOMIbIOTep, 3aJeicT-
BOBAaHHBIM B JMCTAaHLUMOHHOM OaHKOBCKOM OOCIY)XKMBaHWHM, Hai/leT 37ech BCE
HeoOxonumoe, uTo TpebyeTcs caenaTb Ui TOro, YTOObl Y HEro 3JeMEHTapHO He
YKpaJii BCE€ HAXKUTOC HETNMOCUIIBHBIM TPYAOM.

ABTOp BbIpakaeT Npu3HaTenbHOCTh PynukoBy Anapero Bukrtoposuuy (r. Keme-
poeo) u KommoropoBy Bukropy I'ennanbeBudy (T. KpacHosipck), okazaBmmm
OO0JIBLITYIO TOMOIIb B IOATOTOBKE MAaTepHAIOB KHHUTH.
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3axBaT naposns ¢ npUMeHeHneMm
aTtakm ARP-spoofing,

U1 noyemy Tak NpPocCcTo YKpacTb
naponb Ansi BXxoga B counasribHyHo
cetb "BKoHTakTe"

OueHb 4YacTO BaKHeHIIeH Lenblo JOOOro Xakepa sBISETCS PaCKpbITHE HY>KOro
napodsi. [losToMy, BO3MOXKHO, €CTh CMBICI B MEPBYIO OYepellb pacckasaTb O Jes-
TEeJIbHOCTU XaKepa UMEHHO B 00JIaCTH B3JI0Ma MapOJIbHOM 3aLUThI.

Bo Bcex kiaccuueckux yHCGHI/IKaX no I/IH(I)OpMa]_II/IOHHOf/'I 0e30MmacHOCTH HCOOHO-
KpaTHO OTMCYAJIOCh, YTO NOAXOA K obecrieyeHr0 0e30MacHOCTH JOJDKCH ObITh
KOMIIJICKCHBIM.

MO>KHO CTPOUTH BBICOKHMIT Oapbep OT 3JI0yMBILUICHHHKA, TPUMEHSSI caMble 10po-
r'Me CUCTEMBI 3alUThl, HO TP 3TOM NPENOCTABUB Bpary jas3eiky, He TO 4TO Obl
¢ nplpoii B 3ToM "3a00pe", a BooOILe — ocTaBisAs 4acTh nepumMetpa Oe3 orpampi!
OObotiinu, u moxanyiicra: 6epu uto xouews! Kakoii ske Toraa ObUT CMBICH 3aTpavu-
BaTh JIIOJICKHE U MaTepUalibHbIe pecypchbl?!

Bo3bMem aiist mpuMepa MoJMTHKY OHOTO M3 TMPOABUHYTHIX 3apyOeKHBIX YHHUBEp-
curetoB — yHuBepcuteta Muauananonuca (University of Indianapolis, http://
is.uindy.edu/policies/password.php):

University of Indianapolis Password Policylntroduction

Passwords are an important part of computer security. They are the first and sometimes
last line of defense against would be criminals. A poorly chosen password or mishandled
password can result in a temporary denial of computer services, identity theft, theft of
university services and even financial loss. Appropriate password security is necessary
to protect the University's academic interactions, business and research.



lnasa 1

This policy describes the requirements necessary for creating and maintaining password
security on all UIndy Accounts.

Policy Statement

All network devices and accounts must be secured with appropriate username and
passwords. Whenever possible, systems will use Ulndy Accounts stored in a central
directory. All Ulndy Accounts, including those used by faculty, staff, students, contractors
and partners of the University, must be properly secured using the methods described in
the following sections of this document.

Creating a Strong Password

The University of Indianapolis requires strong passwords on all Uindy Accounts. The
University defines strong passwords as passwords that will take a computer at least
6 months to try all possible combinations of the letters, numbers and special characters
contained in your password. The following are characteristics of a strong password:

* contains lower case and upper case letters (a-z and A-Z)

* contains numbers as well as letters

e contains special characters such as: |@#$%"&*()_+|~-=\"{[]:";'<>"?,./)
* is at least eight characters in length

* is not a word in any dictionary, English or other

* is not based on any bit of personal information: pet names, birth date, street names,
etc

* is not based on anything to do with the University of Indianapolis, Ulndy, Hounds, etc

Password Change Frequency

The University of Indianapolis requires all passwords to be changed every six months.
This reduces the likelihood of the password being discovered and reduces the length of
time a compromised account can be unknowingly used for criminal activity.

Password Storage

Choose passwords that are easy to remember so that it is not necessary to write it on
any piece of paper. A password that is written on a sticky note attached to the bottom of
the keyboard is as good as no password at all.

Password Confidentiality

Never tell another person your password. Your password should be kept completely con-
fidential. Supervisors, coworkers, friends and family should never know your password.
Likewise, it is inappropriate to ask another user for their password. If a person demands
your password, refer the person to this document and/or contact the Office of the Chief
Information Officer.



Baxeam napons ¢ npumeHeHuem amaku ARP-spoofing 9

Periodic Scans

University of Indianapolis Information Systems will periodically employ password crack-
ing techniques to determine the effectiveness of this password policy. Any passwords
found to be weak during these scans will be immediately changed and the user notified.

Encryption

All University computer systems will store passwords in an encrypted form. As such, the
Information Systems Help Desk cannot see or retrieve a password, only assist users in
changing to a new password.

Compromised Accounts

If you suspect that a Ulndy account has been compromised, report it to the Information
Systems Help Desk immediately. Accounts that have been compromised will immediate-
ly have their password changed to prevent further losses.

Bce Bpozae Obl y HUX NpeaycMOTPEHO: U MapOJM CIOXKHBIE, U MEHSIOTCSl OHU pery-
JIAPHO, U YHUBEPCUTET o6;13yeTc;1 MNPUMEHATH Pa3jiIMdHbIC MEPbI IJId obecrieyeHus
COXPaHHOCTH NapoJIeH.

HO, K COXKaJICHHUIO, HET OJIHOM MaJIeHbKOM JeTaju: 3arpeTa NMpUuMEHATb OAHHU U TC
JKC€ MapoJik B pa3HbIX CUCTEMAX.

B npoTUBONON0KHOCTE pACCMOTPEHHOMY MPUMEPY NPHUBEAEM LIUTATY U3 MOJUTH-
KW OTHOM pOCCHUMCKOM:

4.1.1. Ctporo 3anpeLiaeTcs MCNonb3oBaTb OAUHaKOBbIE MapPOnM OT YYETHbIX 3anucen
opraHusaumm ans nbbix pecypcos, 3a NpeaenaMmv KomnaHum (Hanpumep: dgopymsl,
nposangepsl, Internet-marasuHoi).

4.1.2. B Tex cnyyasix, koraa pecypc He NoaAepXuBaeT eanHyo KOPNopaTUBHY CUCTEMY
aBTOpPM3aUMM (HanNpuMep, CUCTEMbl CTOPOHHMX paspaboTyuMKkoB, MopTanbl Ans obyye-
HUS1), BbIOWpPaNTe Naposu, OTNNYHbIE OT NAPOS YYETHOI 3anucy KOMMNaHUu.

Ilonpobyem nokaszarb ckazaHHoe. [lpeamonoxum, uro Ha HeOOJBLIOM mpen-
OpUSTHA UMeeTCsl "MpOABUHYTHIM", Xopowo oOy4eHHbI agMUHUCTPATOp CETH.
Bce KoMIbIOTEphI 3alUIIEeHbl OT HECAHKLIMOHMPOBAHHOIO JOCTYIA, KaK MpUMeHe-
HUEM I'PaMOTHO HAaCTPOEHHBIX MOJUTHUK OMEPALMOHHONW CUCTEMBI, TaK U, Ka3alioch

Obl, "MPaBUIBLHBIMA" OpraHU3ALMOHHBIMH MEpaMHU.

3a MCKJIFOYEHUEM OJIHOTO: aJIMUHUCTPATOP — TOXKE YeJIOBeK, M B AeHCTBUTEIBHO-
CTH CYyLIECTBO ciaboe (XOTs, Kak MpaBWiIo, U camoyBepeHHoe). [loaTomy oH uc-
MOJTBb3YeT B Pa3HBIX CHCTEMax OJMH W TOT ke maposib. M Ui aAMUHHUCTPUPOBaHUS
CeTH, W JUTS TNYHOM MOYTHI, U B COLMAIBHBIX CETAX — Be3/1e, I'/Ie TOIBKO MOYKHO!
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Ecnu 3noymbiluteHHUK (WM MPOCTO KoJuiera 1o paboTe, HO ¢ MEHBIIMMU TpaBa-
MH) 3aBjiaJIeeT MapoJieM Ha €ro moyTy, TO MOJIYYUT AOCTYI K CaMOMY Ba)KHOMY:
K pecypcaM CeTH, KOTOPYIO aJIMUHUCTPUPYET Halll He3aJauIUBbIN CIICLIMAITUCT.

B apcenaine xakepa ecTb Thicsua U OJIMH CrOco0 Kak JOOBITH Mapoib. PaccMoTpum
MPOCTEUIIMH MpUMEP MOMYyUYEHHs IOYTOBOTO MApOJsl, HCIOJNb3Ys YSI3BUMOCTh
[P-nporokonia Bepcuu 4, Tak Ha3biBaeMyto ataky ARP-spoofing!

s Hayana BciomuumM, uto ARP (Address Resolution Protocol, mpoTokon ompe-
NelieHus ajipeca) MpUMEHseTcs JUIs JTUHAMUYecKoro comocrtaieHus [P-ampecos
anmapatHbiM, T. €. (U3MUECKUM ajJpecaM, a UMEHHO TeM aJpecam, KOTOpbIe HcC-
MOJIB3YIOTCS BO BpeMsi paboThl ceTeBOM KapToil. dusnueckue ampeca elle Ha3biBa-
0T MAC-anpecamu.

Ceifuac Mbl He OyzieM BBISACHSTH, 3a4eM U Kak 3T0 aenaercs. OTMETUM TONBKO, YTO
a¢pekTrBHOCTH paboThI 3TOT0 MpOTOKOJa 3aBUCUT OT ARP-k3ma (ARP cache).

Jlns nydinero BOCHPUATHS NpeAcTaBUM cebe Tabinuuky cooTBeTcTBUs IP- 1 dhusu-
YEeCKHX aJJPECOB CETEBbIX KapT, KOTOPbIe MPUMEHSIOTCS B KAKOM-TO CErMEHTE CEeTH.
Bpewmsi >ku3HM 3anviceid B 9Toli TabMuKe OrpaHU4eHo, U UX OOHOBJIEHUE TPOU3BO-
IUTCS B TOM YMCie ¢ IpuMeHeHreM npoTtokosia ARP (eciu ObITh yxK cOBEpIIEHHO
TOYHBIM, ecTh elie oopatHeiii ARP, umn RARP — reverse address resolution pro-
tocol, oOpaTHEI MPOTOKON TMpeoOpa3oBaHUs ajpeca).

[Ipotokon ARP mocraTtouHo mpocToii, 1 koraa oH ObLT MpUAYMaH, TO 0coDoii ero
3alllUThI PEYCMOTPEHO He Obl1o. Maes aTaku, o KOTOpoil UAET peub, 3aKI04aeT-
csl B cIIeyIoLIeM: YTOObI aTaKyloLIeMy MepeKIIOUnTb BECh CETEBOM TpahuK MEXIY
nsymsi xoctamu A u b uepes ce0s1, He06X0OIMMO B K3I-TaOJIMLBI 3TUX XOCTOB
BHECTH CBOM U3MEHEHMS, BBECTH UX B 3a0JTyKIECHHUE:

1. Xocty A coobmutsk , uto IP-anpec xocta b cooTBeTcTBYeT hrznveckomy aape-
Cy aTaKyrolLero XocTa.

2. Xocty b coobumuTh, uto IP-agpec xocta A cooTBeTCTBYeT (hPHU3NYECKOMY ajpe-
Cy aTaKyrolLero XocTa.

TakvM 00pa3oM, aTakymooIIUi BCTaeT MocepeliHe MeXIy JKepTBamMH (aTaka man-
in-the-middle), 4ToOBI Te HUYEro He 3aMETWJIM, JaXe HE OCTAHOBUB Tpaduka,
3aMKHYB ero 4epe3 ce0s. OcraeTcs TOJNIbKO BKIIOYHTH CHU(dEpP U aHATM3UPOBATD
Tpaduk. Tem Oosnee uTO 3aUacTyro MApOIH Jaxke He MU PYIOTCS.

Jnst npakTukK cobepeM HeOOMbLION CTeH, UCMOIb3YS B HALlEeM Clydae Ha XOCTax
omneparrioHHble cucteMbl Windows (puc. 1.1).

[locne peanu3zaunu ataky Mbl JOJDKHBI TIOMYYUTh YKE TaKylO CXeMy, Kak MoKa3aHo
Ha puc. 1.2.

VcraHaBnMBaeM Ha aTakylOLIeM KOMIIbIOTEpe CBOOOJHO pacHpoCTpaHsAeMyIo
B UnTepHeTe 3ameuatenbHyo nporpammy Cain & Abel (Kaun u Asenb). Jlns Toro
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4yToObl B KOMIUIEKTE C MporpamMMoit padortan cHuddep, Npy UHCTAUISLMH COTJIa-
[1aeMcsl Ha YCTaHOBKY BXOJsilIel B KOMIUIEKT TakyKe CBOOOJHO pacipoCTpaHsIeMOii
nporpamMmMel Winpcap.

TMPUMEYAHUE
Ha Bcsikuid cryyaii OTKIO4MM aHTUBMPYCHYIO NporpammMy 1 6paHamaysapbi!

Baaumogeincreme 192.168.0.102
A 192.168.0.1 N
C MOYTOBBIM CEPBEPOM [« - > aTakyembli
poyTtep
B NHTepHeTe KOMMNblOTEP

192.168.0.100

aTakyloLmii
KOMNbIOTEP
Puc. 1.1
Baaumoaeicreume 192 168.0.1 192.168.0.192
C NOYTOBLIM CEPBEPOM [« aTakyeMbli
poyTep
B MIHTepHeTe KOMNbIOTEP

Iy
Y

192.168.0.100
aTakyloLmii
KOMMNblOTEP

Puc. 1.2

HactpauBaem cauddep Ha Haiy ceTeByro Kapty (puc. 1.3).

Onpocum cetb Ha Bkianake Sniffer | Hosts, nonyuus Bce IP- u MAC-anpeca cer-
MEHTa, B TOM 4YHCJIé HWHTEpecyIOlMii Hac B JaHHOM cllyyae KOMIMbIOTEp
192.168.0.102. [ns sToro npu HaxkaTtod kHomke Start\Stop Sniffer menxkHem Ha
3HauKke O60NBIIOTO IUTroca (1) Ha MaHenu HHCTpyMeHToB (puc. 1.4).

Ha Bknanke Sniffer | ARP HauHeMm 3a/1aBaTh XOCTbI, MEKIY KOTOPBIMU HaM HY>KHO
BKJIMHMUTBCS, MPOM3BOAS mepexBaT Tpaduka. s 3TOro mpu HaxaTroll KHOIKe
Start\Stop Sniffer menkHem Ha 3Hauke OoJbIIOro TUIOCA (+) HA TTAHENH HUHCTPY-
MEHTOB Tporpammsl (puc. 1.5).

Bribepem agpeca aTakyeMoro KOMITBIOTEpa M poyTepa, BHIASINB UX clieBa U CIIpa-
Ba COOTBETCTBEHHO (puc. 1.6).
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—

Configuration Dialog

Filters and ports I HTTP Fields ] Traceroute
Certificate Spoofing ] Certificates Collector
Sniffer | APR [ Arp Poison Routing ) l Challenge Spoofing

Adapter IP address ] Subnet Mask

§ 132.168.0100 265, 265.255.0

<_| i E
~Winpcap Yersion |
41.0.200 ‘

— Current Network Adapter
“Device\MPF_{3C524454-4201-4264-930 3-947C0A397IE 3} ‘

I WARNING 1l |-D-nEJ ethemet adapters ;ab—;orted
- Options

[ Start Snifferan statup | Don't use Promiscuous mode
[ Start APR on startup

ak. l OTteHa [Tpwt

Puc. 1.3

J Crnpaexa

File Wiew Configure Tools Help

duER(+y ¥ LImEELO0En 02 A
[& Decoders [ Network [ sniffer [of Cracker @R Traceroute @ ccoU B wireless | Query |
IP address | MAC address | OUI fingerprint | Host name | 831 [B16 ]88 [Gr Mo [m1 [m3 |

192.168.0.1 T4EASAET4ACZ TP-LINK Technologies Co.,Ltd.
192.168.0.102 00235AF53922 ASUSTek COMPUTER INC,

=) tosts [ arr [ Routing [T Passwords [ vorP |

Lost packets: 0%

Z

Puc. 1.4
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EE-FEICEIEN

er [of Cracker [ Traceroute [H coou [7 wireless [&) Query |

| 1P address | MAC address | Packets -> | <- Packets | MAC address | 1P address:

& apr-Cert (0)

2 APR-DNS

B= aPr-S5H-1 {0}

B APR-HTTPS (0)

5y APR-ProxyHTTPS (0)
T APR-RDP (0)

S APR-FTPS (0)

5} APR-POP3S (0)

5} APR-IMAPS (0)

£) APR-LDAPS (0) Stat
) APR-SIPS (0)

&

New ARP Poison Routing

WARNING 1!

APR enables you to hijack IP tiaffic between the selected host on the left list and all selected hasts on the right list in both
directions. If a selected host has routing capabilities WAN taffic will be intercepted as well Please note that since your

machine has not the same peif of a router you could DoS if you set APR between vour Default Gateway and
all other hosts on your LAN.

IP address | Mac | Hostname IP address [ Mac | Hastname
192.168.01 TAEAIAETAACZ
1921680102 O0235AFS3922

| [BA] = Sy R = JF 4]

Configuration | Routed Packets |

[ =) Hostk | @ apr [ Routing [T\ passwords [ vorP |

Lost packets: 07

Puc. 1.5

New ARP Poison Routing —

WARNING 1!

APR enables you to hijack |P traffic between the selected hast on the left list and all selected hosts on the right list in both
directions. If a selected host has routing capabilities WAN traffic will be intercepted as well. Please note that since your
machine has not the same performance of a router you could cause DoS if you set APR between your Default Gateway and
all other hosts on your LAN.

IP address | MaC | Haost IP address | MaC | Hostname

192.168.0.1

e

192.168.0.102 002354F53322

TAEAZAET4ALC2

192.168.0.1 7AEAIAE 740C2

Puc. 1.6
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j Fle View Configure Tocls Help
AR OHER +v 2 ULIVIDEE0¥2 07 0L
Decoders Network |89 sniffer [ Cracker [4 Traceroute [EA ccou [ wireless [ query |
o APR. Status | 1P address | MAC address | Packets-> | <-Packets | MAC address | IP address |
] aproCert (1) &hPoisoning 192.168.0.102  002354F53322 12 12 T4EASAETAACZ  192,168.0.1
2 APR-DNS
B APR-SSH-1 (0)
5y APR-HTTPS (2)
) APR-ProxyHTTPS (0)
T8 nPr-ROP (0)
8 APRFTPS ()
5 ner-pOP3S ()
5y aPR-IMAPS (0)
5y APR-LDAPS (D) | Status | 1P address | MaC address | Packets-> | <-Raclets | MAC address | IP address
5y aPr-sIPs (D) |
Puc. 1.7

HaGnronaem, uro npu Hanmuuu Tpadrka ¢ KOMIIbIOTEpa XKEPTBbI [MOKa3aHUs CUET-
YHMKOB MAaKeTOB B 000MX HANpaBJIeHUsX CTajH yBenuuuBarbcs (puc. 1.7).

Hauancs 3axBat naketoB. Tenepb ocTaeTcst TOJIBKO JIOMKAATHCS, KOTJIA KepTBa Mo-
CETUT CBOM MOYTOBBIM AIMK. B Hamiem ciydvae, JUis MPOBEPKU Mbl MPOM3BENEM
BXOA Ha cepBep www.mail.ru, wucrnonb3ys yueTHyl0 3anuch i aapeca
babins@inbox.ru ¢ nmaponem arptest. [Ipuyem, BX0J OCyUIECTBUM MO MPOTOKOITY
http ¢ mpuMeHeHreM cTaHaapTHOTO Opaysepa (puc. 1.8).

Puc. 1.8
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E File Wiew Configure Tools Help
SR ShEE +y BRLRIVNEBEaOIRE (O N
& Decoders | @ Network |W Snifer |of Cracker |48 Traceroste [N CCOU |y Wireless | Query |
»

?\ Passwords Timestm'p'\ | HTTP server | client | Username | Password | urL
g FTP (0}
3 HTTP (0}
3 e (0)
[EER LDAP (0)
P ror3 (0)
st SME (0)
B Telnet (0)
YNC (0)
@ TDS (0)
b ™S (0)
3l SMTP (D)
NNTP (0)
DCE/RPC (0)
MSKerbS-PreAuth (0)
Radius-ieys (0)
€ Radius-Users (0)
# 1o
&5 IKE-PSK (0)
& mysaL o)
=1 SnMP (0)
& SIP(0) ,
< GREJPPP (0) <

< PPPOE (0) @ Hrre |
E Hosts |® APR IQ-D Routing I‘J’—\ Passwords Iﬁ YolP |

Lost packets: 0%

Puc. 1.9

CoOOTBETCTBEHHO, HCKOMBINA pe3ynabTaT Oyaem "oxupatre" B pasnene HTTP |
Password eriianku Sniffer nporpammer Cain & Abel (puc. 1.9).

Ecnu 651 ¢ aTakyemMoro koMrptotrepa rnoury Opaiv KakuM-HUOYAb CIIeUaIn3UpO-
BaHHBIM TIOYTOBBIM KIIMEHTOM, TO pe3yJbTaT HEeOoOXOAMMO OBbLIO OXKMAATH YiKe
B paszjiesie cooTBeTcTByrolIeMy mpotokony POP3. B apcenane nporpammbl MHOTO
N3BECTHLIX IHNPOKO HUCIOJIb3YEMbIX MPOTOKOJIOB.

Hrak, nocne coequHeHUs] aTaKyeMOro ¢ MOYTOBBIM CEPBEPOM, KPOME BCIKUX MPO-
YUX UHTepecHBIX Bellei, B pazaene HTTP Haxoaum m okupaeMblid HAMH TIapoJib
arptest (puc. 1.10).

Takum 0Opa3oM, HaxosCh B OHOM CErMEHTE CETH C YKePTBOM, MOTEHIMATbHBIMH
XaKep MOXKET TMOJIHOCTBIO MePeXBaThIBaTh HEIIU(PPOBAHHBIN TpadUK C aTaKyeMOro
KOMIIBIOTEPA.

Mpl J1oKa3ainu TJaBHOE: HWCIONb30BaTh OJMHAKOBBIC MApOJM B Pa3MYHBIX CHC-
Temax BechbMa omacHo. [lepexBaTuB maposib B Gosiee ySI3BUMBIX CHCTEMAaX, TAKUM
00pa3oM MOYKHO MOJTYYUTh OCTYM U K O0Jjiee 3alIMIIeHHBIM.
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Puc. 1.10

B oTHoIeHHH paccMaTprUBaeMOro npuMepa, XoTenoch Obl elle 100aBUTh, YTO eClTi
ABTOPU3ALIMS JKEPTBbI Ha caiiTe MOYTOBOrO cepBepa MPOUCXOJHUT C MOIACPIKKOM
npotokoia SSL, T. e. ¢ mudpoBaHreM, TO HY>KHO OY€Hb MOCTApaThCS, YTOOBI TMO-
JYYHUTh TAPOJIb.

W, ecau nmpeanonokuTh, 4To, K NPUMEPY, B JIFOOUMOM HMIKOJbHUKAMH COLIMATIbHON
cetu "BKonrakTe" (1a u B m000i#i apyroii) Bce ke KOraa-To Mpy aBTopU3auuu Oy-
AeT MPUMEHAThCS IH(PPOBAaHHOE COSTUHEHHE, TO YKPAcTh TOT Mapoiib BCe PaBHO
oueHb npocTo. [IpuuriHa — AEeBIHOCTO AEBATH MPOLIEHTOB MOJb30BaTEIeH UCIONb-
3yeT OANHAKOBBIE Mapoju: uTo B noute, uto "BKoHTakTe"...

OtmeTuM Tarkoke, 4To Jutd npoBeneHus: ataku ARP-spoofing MoykHO MpUMeEHSTH U
npyrue uHcTpyMeHThl! Hanpumep, B 9THX Lensx XOpowIO MOAXOIWT Mporpamma
Iptools (aBTop — Dpean JI. (Erwan L.)). [IpaBna, maponu B Hell nepexBaThIBAIOTCS
HE B aBTOMATUYEeCKOM PeXHMe, Kak 3TO MbI jienanu B nporpamme Cain & Abel, a
BPYUHYIO, C IOMOLIBIO MTOKUCKa B Jor-daiinax cuuddepa. Ho, 06 sToii nporpamme
MBI PACCKa)K€M HECKOJIbKO MO3Ke.

B pamkax 3Toi TeMbl Helb3s He YNOMSHYTH ele 00 OJHOM 3amevarelibHoM Oec-
miaTHoM cHug¢epe, uMeromeM OoJiplIoe KOMMYECTBO (YHKUMHA W IIMPOKO
UCIOJIb3YEMOM XakepamH. JTo u3BecTHas mnporpamma Wireshark (puc. 1.11,
http://www.wireshark.org).

IIporpamma ymeeT uaeHTH(HULMPOBATH MPAKTUUECKH BCE MOIMYJISIPHBIE CETEBbIE
MPOTOKOJIbI, MMeeT MMOKYI0 CHCTeMY HAacTpPOMKHM (pUIIBTPOB Ui 3aXBaTa MaKeTOB
(uTOOBI He 3axBaTbIBaTh HEHY)KHOE), CYLIECTBYIOT peall3alu sl Pa3IuuHbIX
OMepaLMoOHHBIX crcTeM, B ToM umcie s UNIX-cucrem, ee MCXOQHBIN KO HAaxo-
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s Capturing from MoAKNMOYEHHE N0 NOKANBHON CETH [\_'Ji_re_s_hal_‘k_ 1.10.1 (_S\I'N Rev 50926 fr_om Jbrunk-1.10%]

File Edit Wew Go Capture Analyze §tatistis Telephony  Tools  Internals  Help
O AN BEXE A2 0TLIGE QQQARN @#BMW% -
Filter: Expression. .. Ear Al »

Source
% Loao

0. Time: Destination Protocol — Length  Info
LI/8U0 12 5 J0U0lu 1LY oz o.uUs TC T

TS OLr OT=uns & (00

® Frame 1: 838 by‘i:es on wire (6704 hits), 838 by‘i:es cap"c'L'jre'd (6704 hits) on interface 0

# Ethernet II, sSrc: Tp-LinkT_e4:5a:c2 (7F4:ea:3a:ed:3a:c2), Dst: Giga-Byt_1d:c9:c9 (90:2h:co:l
# Internet Protocol version 4, Src: 10.110.1.10 (10.110.1.100, Dst: 192.168.0.101 (19%2.168.0.
® Transmission Control Protocol, Src Port: rmt (411), Dst Port: xB-icue (1145), Seq: 1, Ack:
® Data (784 hbytes)

0000 90 2b 34 1d <8 <9 74 ea 3a e4 5a c2 05 00 45 00 4L LT 2L LE.
0010 03 38 b3 <O 40 00 3b 06 bc 72 0a 6e 01 Oa cO ag LBLLELL Lran.aL.
0020 00 64 01 %b 04 79 2c¢ 51 85 9F 3e c4 dd 84 30 18 e I, Lo Q. P
0030 04 7h 3e cO 00 00 24 53 65 61 72 63 68 20 48 75 ... 85 earch Hu
0040 82 3a 6f 67 6f 37 31 61 65 30 34 30 62 34 34 20 b:ogo7la e040b44

MACM  AS PF CA DF A 2F I IF DA TA AQ Fa FF AT A~ CN FRTOATAT TTU-To0 4w

O M-I‘Ionmmqeme N0 NOKanEHaH ceTH: <live capt'ur...' Packets: 37937 - Displayed: 37937 (100... | Profile: Default

Puc. 1.11

JUTCA B OTKPBITOM AocTyne. IIpo Bce BO3MOXKHOCTH 3TOrO CETEBOrO aHAIU3aTopa
MPOTOKOJIa MOXKHO HAaMMCaTh OTAEIBHYIO KHUTY.

A Temnepb NPUrOTOBBTECH K ellle Oosee cTpaliHOMY OTKpbITHIO! Ecnu xakep momy-
yu GU3MUECKUI JOCTYN K BallleMy KOMIBIOTEpY... — Aa Ja’ke He XaKep, a MpocTo
Balll 3HAKOMBIIi — To Bcé! Y Bac Oomnblie HUKakuX cekpeToB! A 3Haere, moyemy?
Bce Bamu naponu B commanbHbix ceTsax "OpHoknaccHuku", "BKontakrte", mis
JIOCTyIa K MoYTe — KyJda YrogHO — YBUAMT IMPOCTEHbKasi MporpaMMKa Moj Ha-

B Sstem Information for Windows (0 Gabriel Topala ~ FUnning on i AINPE

File Edit Software Hardware MNetwork Toaols Help

Resource Type Resource Name Password
] n’_’ Operating System IE Password-Protected Site 192, 165.0.1:80/ TP-LINK Wireless M Gigabit Router WR1D,.| 7955nna
3 Svstem Directories IE Password-Protected Site 192,168.0,20:80/DC5-2130 7955nna
m System Files
';'j Installed Programs
& Applications
L 'f‘ Security
o activex
[ shell Extensions
. L] OpenFiles
. @ |23 Groups and Users
Protected Files

= 5% Hardware
:i\' System Summary
i B Motherboard

Puc. 1.12
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3panreM SIW (System Information for Windows), koTopas MoxkeT, Hampumep,
CUMTaTh aHaU3UpoBaTh cookies-(haiiibl, a Takke K3MIK PabOThI MPOrpaMM, s
CUMTBIBaHWS MMEH M MapoJsiei, rmocelaeMblXx BaMH cailToB (HeOosbiuue (aiiibl,
Mpe/ICTaBIIsIoNMe CO00M YTO-TO THIMA MIACHTH()UKAIMOHHON KapTOYKM MOJIB30Ba-
Tens) — puc. 1.12.

Ha sToM MOXHO GBIIO OBI M 3aKOHYHTH 3Ty TJIaBY: T. K. OT 0€3BICXOJTHOCTH, UTO
€CTh Takue nporpammsl, kak SIW (TOJIbKO Hy>KHa KOMMepuecKasi BepcHs), IpoCcTo
HEeT CWJI YTO-TO ellle KOMMEHTUPOBATh... [lomydaercs, 4yTo Ge30MacHOCTH HET, He
Obu10, U He OyneT?! Ecnu 370 Tak, To 00WIHO, KOHEYHO! ..
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Cneabl npebbiBaHUA XaKepa

[Ipu paccmoTpeHun 3Toi TemMbl 0OpaTHM BHMMaHHWE Ha TO, YTO KPOME MpOrpamm,
KOTOpbIE OOLLENPUHSITO OTHOCUTh HEMOCPEACTBEHHO K XaKEPCKOMY MHCTPYMEHTY,
B JIEHCTBUTENLHOCTH XaKep MCHONb3yeT OoMbluoii Habop OOBIUHBIX YTHJIUT, BXO-
JSILIMX B JII00YIO OMEpaLMOHHYIO cucTeMy. B uactHocTH, 31ech 3T0: ipconfig, arp
u zp.

Kak npaBuiio, 3/710yMBIIIJIEHHUK MBITAETCSd YHUUTOXKHUTH JOKa3aTEJIbCTBA CBOETO
npeObIBaHUS B aTaKyeMol MM cucTeme. TeM He MeHee Ha MpaKTHKe, JaXKe NpH
MOJY4EHHUH TIOJIHOTO JA0CTYMa, 3TO He Becernaa emy yaaetcs. [I[puuuHbl MOryT ObITh
pasHbiMu. U, Kak HU CTpaHHO, TE€M, KTO MILNET CJIe/bl MpeObIBaHUs "dyKOro'", Ha
PYKY MOXET ChIrpaTh Aa)Ke "KOHCTPYKTHBHOE HECOBEPLIEHCTBO" CBOEr0 yCTPOMCT-
Ba. Hanpumep, nogoOHOM NpUYMHON MOXET ObITh OTCYTCTBHE B OBITOBOM, Mallo-
otomketHoM Wi-Fi-poyTepe BO3MOXKHOCTH HAacTpOWKU BpeMeHHu OeiicTBusi IP-an-
peca, HazHauenHoro DHCP-cepBepom.

K crnoBy ckasare, ynotpeOyieHHWe cjoBa "HECOBEPIIEHCTBO" 3/1eCh JOCTATOYHO
ycnoBHoe! [ToroMy uTO MMEHHO HebosbIIAasK LIeHa U JOCTYITHOCTb 3TOr0 YCTPOHCT-
Ba 00yCIIaBJIMBAET €ro HEKOTOPOE KOHCTPYKTUBHOE YIPOLIEHHE.

Ho nornpobyemM Ha KOHKPETHOM MPUMEPE paccMOTPETh, KaK jKe€ 3TO MPOMCXOJUT.
Jnst Toro 4ToObI He MPOU3BOAMTH B3JIOMa 4YY)KOW CHCTEMbI U He OBITh TOJOCIIOB-
HBIMH, HalJJleM He3alMUIeHHbI poyTep AOMalIHero npuMeHeHus. s storo moc-
TATOYHO BBIUTH Ha YJIMIY ¢ HOYTOYKOM U MOXOJAMTH BO3JIe MHOTO3TAXKHBIX JIOMOB,
cKaHupys a¢up.

Pesynbrathl He 3acTaBAT ceOs xaaTh. OueHb YacTO CpeI MHOXKECTBA CeTeil HaXxo-
IOUTCS HEe3alMILIEeHHash ceThb. XOTs B HallleM ciiydae Mbl BCe e OyJaeM HCIOb30-
BaTh T€CTOBbII BapuaHT (puc. 2.1).

bes npo6neM YCTaHOBUB CETECBOC COCIUHCHUE, MOTYyUUM ,Z[I/IHaMI/I‘leCKI/Iﬁ IP—a):[pec
192.168.1.54 (puc. 2.2).
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Puc. 2.1

Puc. 2.2
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Puc. 2.3

Puc. 2.4
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OOpaTuM BHMMaHHE Ha TO, YTO aJpec aBTOMAaTHYeCKH BBIJIAETCS CPOKOM Ha OJIHY
Hegemo. U nis nanpHeHmmx vccienoBaHuid 3anomHumM, uto MAC-anpec Haiei
kaptbl — 00-11-91-34-93-03.

[Moaxnrouaemcst Kk poyTepy, UCMONb3YS UMS MO YMOJYaHUIO admin U MApoJb 1234

(a2 IMEHHO TakUMU OHH ABNAIOTCS B poyTtepax ZyXEL) (puc. 2.3 u 3.4).

[TocmoTpum nor-daiin ycTpolicTea, Ui HarJISJHOCTH YCTAHOBUB (PUIILTP Ha COOBI-
tusg no HDCP, u ybeaumes Tom, 4To cucTteMa JA00pOCOBECTHO 3aUKCUpOBAJIA U
Hamt MAC-anpec 00-11-91-34-93-03 (puc. 2.5).

Puc. 2.5

B pesynbrare Hakatus kHorku Clear mis aHHYIHMpPOBaHUS CIIEIOB MPeObIBaAHUS
B CHUCTeMe I0JIydaeM OUMIIeHHBbIH Jior-(aiin (puc. 2.6).

IIpoTokosbl OGHYNIEHBI, HO OKa3bIBAETCA, YTO CUCTEMa BCE PaBHO COXpaHWUJa ciie-
Il Haulero npeObiBanusi! [P-agpec HazHauaeTcs e€l0 Ha omnpenesieHHOe Bpems
(3meck: cemb aHeil). CeMb nHel, KOHEUHO >ke, emle He wucTekiau. I[P-aapec
192.168.1.54 3ape3epBupoBaH uMeHHO s Haiero MAC-agpeca. M 5To MOXXHO
yeuzethb B Tabnuiie DHCP-cepeepa (puc. 2.7).

OctaButh B cucreme cBoit MAC-anpec, Tem Ooniee eciav OH He MOAAENbHBIN, —
9TO cepbe3Hblii ciien. Bor ecnu Obl MMenach BO3MOXHOCTb KOH(HUTYpPUPOBaHUS
BpeMeHu aeiictBus IP-anpeca, HazHauenHoro DHCP-cepBepom, B HacTpoiikax
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Puc. 2.6

Puc. 2.7



24 lnasa 2

aTaKyemoro yCTpOﬁCTBa, TO B JOIMOJIHEHUEC K OYUCTKE KYPHAJIOB 3JIOYMbIIUJICHHUK
MOT' Obl BBLICTABUTH 3TOT nepuoa B MUHUMaJIbHO pa3syMHO€ 3HA4Y€HHUE. HanpuMep,
OJIMH JICHb. Torz[a CJIeabl €ro Hpe6LIBaHI/I${ B CUCTEMCE Nponain ObI Hepe3 CYyTKHU.

HOHyTHO HeO6XO,Hl/IMO 3aMCTUTb, YTO €CJIU B TaKOﬁ Cl/lTyaLIl/ll/l 3.]'[0yMl:-lLllJ'[eHHI/IK
YCTaHOBUT cebe CTaTUYeCKHid afpec, TO, KOHEYHO ke, ciie/la B 3TOM TabJiulie OH Obl
HE OCTAaBUII.

B MPUBEACHHOM IMPUMEPE CII€AbI OCTAOTCA HE MO HEAOCMOTPY aTaKyroLIero, a mno
TEXHUYCCKUM MPUYNHAM. PaCCMOTpI/IM npuMep, HarjsaaHoO HOKa3I>IBa}OHII/II‘;I, KakK
MOKHO OpraHn30BaTh aTaKy, NPAaKTUYCCKU HEC OCTABJIAA CJICOOB.

B kauectBe >xepTBbI onpeaenuM komnstotep ¢ [P-anpecom 192.168.0.171 u MAC-
anpecom 0C-60-56-69-2C-76. 3ToT KOMMBIOTEp OOIIaeTcs ¢ BHewHel ceTbto (MH-
TepHeToM) uepe3 poyTep ¢ aapecom 192.168.0.1 u MAC-aapecom 74-EA-C2-E4-
5A-3A, KOTOpBIH 1 OYJET U Hero IITF030M 110 YMOJTYaHHIO.

Bo Bpems pabotel ¢ UHTepHeTOM, T. K. LLTI03 3a1eHCTBOBAH, TO KOHEYHO K€ HMH-
¢dopmauus 06 ero MAC-anpece nosiButes B kauie ARP komnbrorepa, npeanona-
raeMoro HaMM B KadecTBe >KepTBbl. B 3ToM jerko yOeautbcsi, HabpaB Ha 3TOM
KOMIIBIOTEPE COOTBETCTBYIOLLYIO KOMaHIy arp -a (puc. 2.8).

Anmmnmct patop: KomangHas CTpoka !E m

E:“Uzers~1rarp —-a

Hutepoeuc: 192.168.0.171 —— 0Oxd
appec B Hutepherte PusHueckHH appec Tun
192 .168.0.1 ?4-ea-c2-ed-5a-3a OHHAMHYECKHH

EzsUsers\1>

Puc. 2.8

[IpoumuTHpyem aTaky, UCMOJNB3Ys YK€ M3BECTHbIE HaM HEIOCTAaTKH IMPOTOKOJA
ARP. C 3710i1 Lep0 NpUMEHUM MpOorpammy, 0 KOTOPOH BCKOJIb3b YK€ YNOMMHA-
sock Hamu panee: Ip Tools (aBTop — Dpean JI. (Erwan L.)).

[IpoBons npeapapuTenbHble UCCIEAOBAHUA CETH M B TOYHOCTHU yHoaoOssisich BO-
obOpakaeMOMy Xakepy, MepBOHAYaJIbHO MOJYYUM IOJIHYK KapTUHy Mo Bcem IP-
u MAC-anpecam B HaieM cerMeHTe ceTH. C 3TOH LieNblo 3aImyCTUM MMEIOLIUHCS
B nporpamme ARP-ckaHep ang Bcex xoctoB cetd 192.168.0.0. BeinonHsieTcst 310
B MeHI0: Tools | ARP | ARP Scan/MAC to IP (puc. 2.9).

OOHapy>keHbl TPU XOCTa: LT3 (POyTep), KOMIBIOTEP ¢ KOTOPOTO MPOU3BOUTCS
ataka (192.168.0.100), u >xeptBa (192.168.0.171).
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("
1 % Mac Addresses Discovery

Subnet |32 168, 0 . 0 Stathy End |54 Stat | Stop |
| Retponce!  Resalve P
[ MAL | Wendar | Hostt
192168.01 TAEACZE45ATA Tk Technolagies. .
192.168.0.100 EOBS75-2FARAS Azurewave
192.168.0.171 (CROBE-BI2CTE Hon Hai Precigion In...
\Scan Done! 594 ms Jitems.
Puc. 2.9

Ucnonezys mporpammy IP Tools, pazonuiem mo cetu jgoxubsle ARP-maketsl, co-
oburast BceM JIOXKHbIN, HecyecTByromuit MAC-anpec 00-19-66-93-29-2B. Bynem
rcrnons3oBaTh ARP-nmaket Tumna "Reply". UtoObI 3TO coobIeHne momagano Ha Bce
xocthbl, B kauectBe MAC-anpeca nHaznauenus (MAC DEST) ykaxxem FF-FF-FF-
FF-FF-FF (puc. 2.10).

[Tocne HaxaTus KHOMNKMU Start y BceX KOMITBIOTEPOB B aTaAKyeMOM CETMEHTE CETH,
B TOM 4HMCIIe y Halled >KepTBbl, nepectaHeT padorars Mureprer. [Ipousoiiner ato
MOTOMY, YTO B KauecTBe uuito3a B ARP-tabnuiiax kKoMmberoTepoB OyneT yxke co-
BceM Apyroi, noxabii MAC-aapec (puc. 2.11).

HOpMaJ'ILHaH pa60Ta CETU BOCCTAHOBHUTCA, CITYCTd HECKOJIBKO CEKYHJ MOCJIC IIpe-
KpaleHus pacCblJIKU JIOKHBIX MAaKETOB.

3ameTuM, 4TO Takas aTaka, BbI3bIBAIOIIas HAPYIICHUE B JIOKAJIbHOM CETMEHTE Ce-
TH, OTHIOJIb HE HAAYMaHHas. Xakep MOXKET NPUMEHTh €€ He TOJbKO [JIsl Hapylle-
HUsl pabOThI BCEro CerMEHTa CETH, JOCTaBJIss npoBakigepam MHTepHeTa MOMONHU-
TeJIbHbIe XJI0MOThl. [IOMHUTCS, OAHO BpeMs OJMH Hall MECTHbIA MpoBaiaep naxe
pacchuia Mo 3TOMY MOBOJy MHCTPYKIIUHM, KaK IMOJIb30BATENIIM MOXKHO OOpOTHCS
C TaKOU CUTyaLUEN.

3JIOYMBIIIJICHHUK MOXET MPOU3BOAMTH MOJOOHYIO aTaKy TakXKe JJIsl BIOJHE KOH-
KpeTHbIX Ileieil. HampumMep, kak NOBEpHUTENILHO paccKasblBajl MHE HEKHi Hadu-
HaIOLIMKA XakKep, JIMYHO OH HCIOJIb30Bas 3To, moaMeHss MAC-agpec UrpoBoro
cepBepa (HaxXOA[MErocs UMEHHO B €0 CerMeHTe CeTH), JUIs TOTO, YTOOBI ""Mpovmc-
TUTH" KaHaJl, CHU3UB HAarpy3Ky B CETH 3a cyeT reiiMepoB. Eie Obl: urpoku, npe-
MPUHSAB HECKOJILKO HEYJAauHbIX MOMbBITOK, MOTEPSIB CBA3b C CEPBEPOM, XOTs ObI Ha
BpeMsl BUJIMMO HAYMHAJIN 3aHUMAaThLCS YeM-HHUOY b APYTUM.
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File Edit ‘ew Capture Tools Help

» | = | [ [Realtek 10410041000 Ethemet NIC

Time Source

Destination

Prot. | Len. =)

INTERFACE  [Realek 10/100/1000 Ethemet N = |
MAC SRC 001956932928
IPSRC [132.188.0.1
MACDEST  |FFFF-FF-FF-FFFF
IP DEST
Type
* Reply " Request

Send this frame

Flood this frame
Start

Every (ms) EEDD

rand.

“rand. [ bdonly
~ rand.
“orand. [ bdonly

Puc. 2.10

EEI{E\Program Files\Far} - Far !EE

E:\Program Files\Far>arp -a

MHTepmeHc 192.168.0.171 --- @xd
pec B WHTepHeTe U3HUYECKUN a
1 2 168.8.1 PR-19-66-93-2 2b
192.168.0. 100 e@-b9-a5-2f -a8-75

E:\Program Files“\Far>

Tun
AWMHAMUHUYECK MK
AWHEMUYECK M

Puc. 2.11
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[Tpu npoBeneHnK NOJOOHOMN aTaku JICHUBOMY XaKepy Ul 3aMETaHUs CIIEA0B Jaxe
He TpeOyercs cmeHsITh MAC-agpec Ha CBOEM KOMITBIOTEPE, C KOTOPOT'O OCYIIECTB-
nsietcs ataka. JIokannm3oBarh ero OyJeT JOCTATOUHO HEMpOCTO, XOTsA Obl MOTOMY,
YTO B TMepelaBaeMbIX JIOXKHBIX MakeTax He OyneT comepikatbes peaibHblii MAC-
aJipec UCTOYHHKA.

B aToM lterko yoenuThes, BKIFOUYMB BO BpeMs aTaku B 3TOM ke mporpamme cHUG-
(bep 11 3axBaTa MaKeTOB M MIOCMOTPEB UX coaepxkumoe (puc. 2.12).

#71P Taols 1.99.3.0 By Erwan L. / RUNAS : 1

File Edit View Capturs Tools Help

* | = | D [Reatek T07100/T000 Ethernet HIC sl Q| alE| s8] D@ =t (@ o] | | fE@w

2 = Ethemnet

Time | Source | Diestination | Prot ‘ Len | SrcPort ‘ DestPort | MAC Dest FFFFFF-FFFFFF
MAC Src:001366-932928
UDP 45 348 56447 Eth. Prot: $808

- i | Proto. Name: ARP
=-ARP
hardware_type: $01
protocal_type: $0800
hardware_size i
protocal_size:d
op_code: $01 (requesf)
sender_mac: 001966-332926
ip_srcaddr: 192.168.0.100
dest_mac: FFFFFF-FFFFFF
ip_destaddr: 0.0.0.0

WHEWEEDW?D UDP 243

} I {

Puc. 2.12

B 3akiioueHune TeMbl CKakeM elle O TOM, YTO yKa3aHHas MporpamMma hMmeeT He-
00bIYaifHOE MHOXKECTBO TOJIE3HBIX BO3MOXKHOCTEH M MPaKTUYECKH He3aMeHHMa B
KayecTBe Habopa MHCTPYMEHTa MpH padoTe ¢ CeTIMH U B TOM 4HciIe MpU oTpadoT-
Ke BOMPOCOB, CBSI3aHHBIX ¢ WX 0€30MacHOCTBIO. 3/1eCh K€ MOKa Mbl YIOMSHYJH
COBCEM HEMHOT'O W TOJIBKO O HEKOTOPBIX €€ BO3MOXHOCTSX: B YACTHOCTH, O HEKO-
TOPBIX 0OCOOEHHOCTX TpU padoTe ¢ npoTokosioM ARP, a Takxke o cHuddepe (kak n
MHOTME TpOorpaMMbl TAKOro pofa, B HAIIeM Cllyyae MCIOJIb30BalCid BHELIHHUM
cauddep WINPCAP, ycraHaBnMBaeMblii JONOTHUTENBHO).
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B3nom xaw-pyHKuMKM naponsa enable
mapuipyTtusartopa Cisco

Mb1 He MOKEM HE BEPHYTHCS K pa3roBOpPY O MapoJsiX, B CUIIY BaXXHOCTU 3TOU Te-
Mbl. Tem Gonee, 4yTO 3TO MOMOXKET HAM B MOHUMAaHWU METOJOJIOTMU (POPMHUPOBA-
HHUs Keica Xakepa.

B GonpMHCTBE cilyyaeB LIeNIbIO Xakepa sBISETCS Mapojib CyNepriojb30BaTels.
[NonmyuuB ¢uznueckuii 1ocTyn K XocTy, "B3noMars" Maposib JOCTATOYHO MPOCTO.
Jlnst 3TOrO CyIlecTByeT Macca crocoOoB.

Hanpumep, nns onepaunonHoi cucteMbl Windows MOYKHO MPUMEHHUTh METOJ, KO-
I/1a WCTIOJNB3YS 3arpy304HBIi, YCTAHOBOYHBIN AHUCK, IyTEM HECIIOKHBIX MaHHUITYJIS-
LI BBITPYKAETCSI PEECTpP CUCTEMbl. 3aTEM B 3TOT PEeCTp BIUCHIBAETCS TpaHC(Op-
mupoBaHHbIH KycT BeTBu HKLM\Setup. Mi3meHeHus 3TU TakoBBI, YTO ONEPaLMOH-
Has cMcTeMa BOCIPMHMMAeT MOJIOKeHWe Bewllel Tak, kak Oyaro Obl mpolecc ee
MHCTAJISILMK elle He 3aBepuieH. [locne oOpaTHoii 3arpy3ku yxe NOANpaBieHHOro
peectpa Windows npu nepesarpy3ke NOMpOCUT BHECTH Y>K€ HOBBIM Maposib aAMH-
HUCTpaTopa. YIOMHUHAEM 34€Cb UMEHHO 00 3TOM Croco0e MCKIIOUUTENbHO M3-3a
OPUTMHAJILHOCTH CaMOM HUJEU.

Wnu emie, k npuMepy, MOKHO KUCIIONB30BaTh METOJIbI 3aMEHBI TTAPOJIS CYTIEPIIOJb-
30BaTelisl, 3arpy3UBIIUCH CO CIEIHALHO MOATOTOBJICHHOTO JIUCKA U BHECS U3Me-
HEHHs HEeTOCPENICTBEHHO B (aiin, comeprkalnii 6a3y y4eTHBIX 3aruceil moib3oBa-
Tened. B onepannonHoii cucteme Windows Takue 3amvcu ¢ XII-QYHKIUSIMUA Ta-
pojeii xpaHsaTcs B Tak Ha3biBaeMoii 0Oaze SAM (Security Accounts Manager).
B UNIX-cucrtemax 310 MOkeT ObITh aiin Tuna etc/shadow.

Ho Bce momoOHble mpHeMbl He AAIOT 3J0YMBIIUIEHHUKY (BaKTUYeCKOe 3Ha4YeHHe
naposii. OH MOXET TOJNBKO 3aMEHHWTh HEW3BECTHBIM eMy Mapolib. EcTecTBeHHO,
YTO, BO-TIEPBBIX, MPU TAKOM TOAX0JIE OCTAIOTCS clie/ibl. Bo-BTOpBIX, eciin TpedyerT-
csl IPOYMTATh COfep:kUMOe (aiios, 3amudpPOBaAHHBIX HA CTApPOM MapoJie, TO 3TO
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Oyner HeBo3MoOxkHO. M camoe rnaBHoe — TpeOyeTcs (PU3MUECKUH IOCTYMN K KOM-
netoTepy. JleHcTBys B reTeporeHHbIX CeTAX KakK pa3BeIUMK, Xakep MILET Bce, YTO
r7ie IIoXo JIeKHUT, TOCTENEeHHO YCWIMBas CTeNeHb CBOEro NpoHWKHoBeHHus. [lo-
3TOMY, He UMesl PU3MUYECKOro OCTyIa K KOMIbIOTEPY, HO TIOJIyYMB B pe3ysbTaTe
KaKoro-nubo ynyuieHus: adiMUHUCTPATOpoB (aiin ¢ X31-pyHKUMAMHU naposel, oH
NPOCTO MOMBITAETCS UMEHHO "B3JIOMaTh", a HE 3aMEHUTh MapoJib, KAK Mbl OMHUCHI-
BaJIU paHee.

Jns B3noma Xou-pyHKIMK Maposield CylecTByeT MHOKECTBO FOTOBBIX MPOTrpaMMm.
HazoBem numb Hekoropeie: John the Ripper, LOphtCrack, SAMinside, Ophcrack,
RainbowCrack, Md5 Crack Monster u nip.

Co BpemMeHeM COBEpPLUEHCTBYETCs He TOJbKO 000pyI0BaHUE U MporpaMMHoe obec-
neueHue, HO U TOJl OT TOJa PACTET KYJIbTypa MOBEJEHUsI CAMUX aAMUHUCTPATOPOB
(B mmaHe oOecrieyeHHUss UMU HH(POPMALMOHHOW 0e30MacHOCTH). ABTOpP MOMHMT
elle Te BpeMEHa, KOTla MHOI'O JIET Ha3aJ B JOCTATOUYHO CEPbE3HBIX CETAX HaXOAMI
¢aiiil ¢ BBIFPY>KEHHBIMU KOH(UIrypauusiMu MaplupytuzaTopos ¢upmbl Cisco.
Kondurypaumuu seirpyxamuce ¢ npumeHenneM TFTP-cepBepa mnst coxpanenus
B 00LIEIOCTYTHOM KaTtayiore. Maso Toro, 4to (aiisibl ObLTM AOCTYMHBI YyTh JIU HE
KaXJIOMy II0JIb30BaTe/I0 CETU, TaK €llle U MapoJib AJI BXOAA Ha OAHY W3 JIMHUIA
B KOH(HUrypauroHHoM (paiisie OblT B UMCTOM, OTKPBITOM BHIE, 0€3 MpHUMEHEHUs
x3u-pyHkuuu. M, uro BooOuie Xyxe ObIThb HE MOXKET, KaKk OKa3aJloch, Mapoiib
enable ObUT TOYHO TaKUM k€. AAMHUHUCTPATOP CETH, SBJSSICh JOCTATOYHO KBaJIU-
(ULMPOBaHHBIM CMIELMANUCTOM, UCXOIWIT U3 MPUHLMIA: MOJIb30BaTEIH BCE PABHO
B 3TOM, T. €. B KOHQUrypaLusIX creun(UUHBIX YCTPOHCTB, HUYETO HE MOHUMAIOT.
KoneuHo ke, ceifuac Bpsaa aM Bbl HaliaeTe Takoi daiin B oTkpbiToM Buae. Ho Bce
JKe JII0JIM He cTajiu MeHee OecnieuHbl. M eciin He3azauauBblil aAMUHUCTPATOpP Xpa-
HUT KOMUM KOH(UrypaLuii B AOCTaTOYHO JOCTYIHOM MecTe, Mpearnoaras, 4yto o
X3UI-()YHKLMHW TapoJiei MOoMyYuTh JOCTYN 3aTPyJHUTENBHO, TO 3TO SBHOE 3a0ITyXK-
JeHUe.

PaccmoTpum ckazaHHOe Ha KOHKpeTHOM npumepe. Mcnonb3ys cBo6oaHo pacnpo-
ctpansiemyto mporpammy GNS3 (http://www.gns3.net/) nyis umutanuu padoThI
ycrpoicTB ¢pupmbl Cisco B 1a00paTOPHBIX YCIOBUAX, TOCMOTPUM KOH(PUIYpaLIMIO
emle "yucToro", He HACTPOEHHOro JOOro M3 MapLIPYTHU3aTOPOB, BBIMOJHHB
KOMaHJy enable, 3aTéM — show running (puc. 3.1).

Tenepp mepeiineM K KOH(QUIypUpOBaHUIO poyTepa TaK, YTOObI MOJYUYMThH X3LU-
(GYHKIMIO Taposisl enable, HMEIOLIEr0 MPOCTOe 3HauYeHWe abcl23. Takoit Hempa-
BUJIBHBIN NIPOCTOM MapoJib Mbl YCTAHOBUM, KOHEUHO K€, YMBILUIEHHO, VIS YCKOpe-
HUs noadopa. 3aXoAUM B MEHIO KOH(UIypHUpOBaHHUsl poyTepa (KomMaHia conf) W
ycTaHaBJIMBaeM TpeOyeMblil maposib (KOMaHla enable secret abcl23, Kak MOKa-
3aHO Ha pHc. 3.2).
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THABL y3N0E F X

a MapwpyThzaTop c1700 R1
‘ MapwpyThzaTop c2600
a MapwpyTHIaTOp C2691
‘ MapwpyTHzaTop c3600
‘ MapwpyTHzaTop c3700
MapwpyThzaTop 7200 Dyna ps {0
CeTEBOM 3KpaH PIX
a ASA Firewal

d Juniper router
& Ethernet kommyTaTop
¥ ATM MacT

I ATM KOMMYTATOR

| Frame Relay kommyTaTop
- EtherSwitch rouker

| 105

Qemu host

Ofinako

Puc. 3.1

= ._". &u &. ‘t'pf;“b':: o Q} =13 E. ﬂ |l [ [ / — D O

THNbI ¥3N06

R1
ﬂ MapwpyTHzaTop 1700
: MapwpyTHzaTop c2600
ﬂ MapwpyTHIaTop c2631
a MapwpyTHzaTop c3600
ﬂ MapwpyTHzaTop c3700 mips(0): R1, Console port

a MapwpyTHzaTop c7200
CETEBOH 3KpaH PIx
A5 Firewall

Juniper router

¥ Ethernet komqyTaTop
ATM MocT

AT KoMMyTaTop

182°

Frame Relay kommyTaTop

EtherSwitch router

05
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Dynamips(0): R1, Console port
11 rumn
Building conficguration...

|Current configuration :

=
=

FETrNOEF40Tbthil

Puc. 3.3

[MpocMoTpyM KOH(UTYpaLMIO, BBIMOITHUB KOMaHy show run (puc. 3.3).
Xou-(pyHKIMS 3aJaHHOTO HAMH TTApOJIsl enable MOMyYHIIach CIEAyIOIIAs:
$1$VRu4$/Nw/GRYIWrNOSF40JbthAl

Jns B3noma maposisi MpUMEHUM YK€ M3BECTHYIO HaMm mporpammy Cain & Abel,
ucnoib3ys Meron Brute-Force Attack, 1. e. mepebopom (puc. 3.4).

Puc. 3.4
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Sy S B+ Y BBV BO¥2 72 0
(g Aexoaep |§ et I@ CHndepep |@ EBznom |Q TpaccHpoBka |M <CoU I(‘j]'" Paano |$) 3anpoc |

l@f’ Bznom 3w | Napone | Mphm, |

B LM B NTLM oW (D) | 9€ g1avRustibeaR 9w HOFF40EthAL

AR NTLMYE Mawm ()

i) Ms-Cache ¥sum {0}

& P dharnel (0)

¥ Cisco I0S-MD5 Xawv = =

WA Cisco PIE-MDS Xawa { "ATaka nonHbIM nepebopon (Brute-Force) BT

P APCP-MDS Xsum (D)

€ CRAM-MDS ¥awn (0) Keavposka N napona

& OSPF-MDS ¥awm (D) o M B 5

o RIPV2-MDS Hum (0} Uena i) =

o YRRP-HMAC Zawn (D) | abodefghikimnoparstuvwye(1 23456789 = Ma [16 =]

e 28

he WhC-3DES ()

MEZ %owm (0] " 3akasnan CTapT U3

nd D4 awm (0) \ |abe123

e DS Haum (0

SR SHA-1 dawn [0} CeofioaHsix kamyer T erywmil Naponk.

*3 SHa-2 Xaun (0) 5186051 4273734389E 4024

R, RIPEMD-160 %3wn (09
KerbS Preduth Xaww ( Kaovesan CKOPOCTH OcTaswescs BpEMA
Radius Shared-Key Xau

&8 IRE-PSK Yowm ()

Attack stopped!

(i Oradle Hashes (0} 1 of 1 hashes cracked

&5 Oracle TNS Hawn (0}
@ SIP dswk (0]

9" Saxear 802,11 (D)
8 WPA-PSK Rawm (0)
87 WPA-PSK Auth (03
<3 CHAP Yawn (0

55 MSSQL Hawn (0)
7% MysQL awn () Plaintext of $13VRuds Nw GRYSUrNOfF40Jbthal is abcl23

M Cisco IOS-MDS $3wk

Lost packets: 0%

Puc. 3.5

CrycTts kakoe-TO BpeMs MOJIy4rM pe3ynbTar (puc. 3.5).

O6paT14Te BHHUMAaHHUE, 4YTO JI1 YCKOPE€HUSA Mbl HE MCIOJB30BAJIM CHELCHUMBOJIbI
B Ha60pe MNPUMCHACMBIX 3HAKOB.

Koneuno e, meton Brute-Force — oaun u3 cambix goiarux mMeroaoB. [loatomy
noi00p 6-CUMBOJILHOTO MApoJisi B HAllleM Cily4ae 3aHsj MpuMepHo 4 Hs ¢ ocTa-
HOBKaMH.

Ckopee Bcero, xakep Oy/ieT JioMaTh Naposib, UCHOJb3Ysl CJIOBAPU. A MOKET ObITh, U
OoJiee coBeplIeHHBIN CrTOcO0 — HCTONB3YS METOJ] palyKHBIX TaOJIHII.

Ho, Bepaemcs k nporpamme Cain & Abel. ¥ Hee ecTb Takxke (QyHKLHMS B3JIOMa MO
cioBapto: Dictionary Attack! Tlpruem ¢ GONBIIMM KOJMYECTBOM BO3MOXKHOCTEH:
Habop mapoiis 3a10M Harepell (peBepc), JBOHHOM Mmapoib (MCIOIb3YeTCsl TIOBTOP
cJioBa JBaXK/bl), IBOHHON Maposib C NMPUMEHEHHWEM CJOBa B pa3HBIX PErucTpax
UT. IO

Kpome Toro, B 3Ty mporpaMMy BCTPOEHO HEMaJIO MOJIe3HBIX MHCTpyMeHTOB. Ha-
nmpumep, peanusoBanbl nemndparopsl naposeit: Cisco Type-7, Cisco VPN Client,
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VNC, ynaneHnHoro pabouero crojia, JOCTymna K 0azaM IaHHBIX, Syskey. MmeroTcs:
Xow Kanekynstop, Kanskynstop RCA SecurlD Token, Kanskynstop VPA PSK.

CymectByer B mporpamme Cain & Abel Takxke BO3MOXXHOCTH PacKOIWPOBAHUS
anroputMa Base64, koTopsiii He sBiseTcs WHM(POBAHUEM, HO MPUMEHSETCs MpH
nepeaaye JaHHBIX MO CETH TakK, YTOObI BCE CUMBOJIbI CTAPILEH MOJOBUHBI TAOIHULIBI
cumMmBosIoB ASCII ObUTH 3aMEHEHBI CUMBOJIAMHY MJTaIIEN TTOJIOBUHBI. MHOrMa Xa1mm
napoJiei WM 1axe Napoju OTKPBITBIM TEKCTOM ObIBatoT 00paboTansl Base64.

HemHoro oTnekimck, HO BO3BpaIlasch K OCHOBHOM TeMe, Helb3sl He CKa3aTh elle
napy cioB o nporpamme GNS3. Jleno B TOM, UTO ISl POBEAECHMS HALIETrO 3KCIe-
pYMeHTa BoBce He 00s13aTeNbHO ObLIo ee ucnosb3oBaTh! ['opazno mpore 66110 Obl
Haiitu B MHTepHeTe Kakyro-HMOYAb YTMIIMTY, BKJIFOHAIOLLYIO B ce0sl XdII-Kaslb-
KYJIATOpBI Ha Bce cily4au >ku3Hu (Hanmonooue Cain & Abel). [IpaBna, B Takom ciy-
yae Bbl HE MO3HAKOMUJIUCH Obl CO CTOJIb 3aMevaTesIbHOUM mporpamMmMoii kak GNS3
(npuuem GecnaTHOM), O HAJIMYKMK KOTOPOM 3a4acTyio MOUYEMY-TO HE 3HAIOT Jaxe
NPOJBUHYTbIE CIIELMATIMCTBI M0 TeIeKOMMYHUKauusaM. [Ipumenss sty mporpamMmmy
W He UMesl TOpOrocTosALIero 00OpyAOBaHHs, MOXKHO MPOBOAUTL "Ha IoMy" mpak-
TUYECKHU J1I00bIe SKCIIEPUMEHTBI, B TOM YHCIE CBsA3aHHbIE ¢ obecreueHueM Oe30-
NMacHOCTH, WMUTHPYS akTuBHBIe ycrpoiictBa ¢upmbl Cisco. Bmecrto camux
yCTpoicTB ucnonb3ytotes oopasbl IOS (Internetwork Operating System — dakru-
YecKHM 3TO OMepalroHHas cucTeMa akTMBHOro ycrpoictBa ¢upmel Cisco). Ilon-
KJIFOUeHHe 00pa3oB MPOMU3BOAMTCS Ha Bkiajike PexakrupoBarh, nanee — Oo0pa-
3p1 IOS u runepBuzopsl, a 3areM — O6paspl 10S. O6pa3bl B KOMIIEKT MPO-
rpamMMbl, K COXKaJIeHHIO, He BXOIT. XaKkepbl JoObIBAIOT UX B Helpax MHrepHeTa, a
aMUHUCTpaTophl OepyT Ha pabote. [lpu nnctanmnsauun GNS3 ycTaHaBIMBaeT Tak-
’Ke BHELIHUE MTPOrpaMMbl, BXoasie B komiuiekT: cHuddep Wireshark u He menee
3aMeyaTesibHyI0 TEPMUHANIbHYIO Iporpammy Putty (puc. 3.6).

Putty B pa3pese BornpocoB obecrieueHusi MHPOPMAMOHHOM 0€30MacHOCTH 3amMeya-
TejbHA €llle U TeM, YTO Y Hee €CTh BO3MOXKHOCTb paboTaTh ¢ mpoTokosioM SSH.
HNMeHHO Mo3TOMY MporpamMMmy Tak JHOOAT CeUaTUCThl, 3aHUMArOIIecs aIMUHH-
CTPUPOBAHHEM aKTUBHBIX CETEBBIX YCTPOUCTB, HanpumMep ¢hupmsel Cisco.

Heno B Tom, uto SSH (Secure Shell) — ceteBoli mpoToko, ToaAepKUBAFOIINH
mudpoBaHue. YnajleHHOe aJMUHHCTPUPOBAHWE MapIIpyTU3aTOPOB, KOMMYTATO-
poB ¢ nmpuMeHeHueM MpoTtokoja Telnet (ycTapeBiiero B OTHOIIEHWU TpeOOBaHMUIA
1o 3ammure WHGOPMAIIMK) CIUIIKOM omnacHo. M koMy, kak He afMUHHCTpaTOpaM,
3TO Xoporio u3BecTHO. [Ipumenenne SSH He MO3BOJSUT 3OYMBIIUIEHHUKAM YH-
TaTh MAPOJIM IOCTYyIIa ¢ MOMOLIbIO cHUD]EpOB.

ITpotrokon SSH umeetcs B aByx peanuzauuax — SSH-1 u SSH-2. Ileppas Bepcus
SSH-1 nocne Haxo)IeHUs COOTBETCTBYIOIIMX YSI3BUMOCTEH MOCTENEHHO cTajna
BBITECHSTHCS U3 MPUMEHeHus. Putty momnepxuBaet ob6a BapuaHTa npotokosna SSH
(puc. 3.7).
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Category:

uTTY Configuration x|

- Session
o Logging
erminal
eyboard
el
P e Features
EI Wfindow

Tranzlation
election
i e Colours
- Connection
i Data
Prosy
Telnet

| Basic options for pour PuTTY session |

i~ Specify the destination you want to connect to
Host Hame [or [P address] Port
[ 2
Connection type:
" Raw  Telmet © Rlagin & S5H  Serial

i~ Load, save or delete a stored session
Saved Sessions

Default Settings

Load |
Save |
|

Delete

Close window on exit:
" Alwayz " Mewer O Only onclean exit

Open I Cancel

[ [>-] HacTpoiikd PUTTY

Pasnene:

=) CeaHc
KupHan
= TepruHan
K.naewarypa
YeegomMneHuHa
O cofieHHoCTH
=) OkHo
; B HEWHMWA B10,
FoH
MNoseaeHue
Koauposka
B blneneHue
LleeToBan cxema
H unepcceIky
(=1 CosauHeHIE
NaHHee
Mpok.cu
Telnet
Rlagin

0 MNporpardre

Puc. 3.6

Hactpoiiku S5H cosauHerun
JaHHeIE 407 OTNREEKH Ha Cepsep

BrinonHeHwe yaanéHHOM KomaHae!:

Hactpolika npotokana

[7] He sanycrare shell W He BEINOAHATE HUKAKHK KOMAHI,

[] Paspewwrs cxatue
MpeanourHrensHan sepcua SSH:

() Taneko 1 (@] () Tonekn 2

[NapameTpil WHPROESHMS
MonuTHka BEIGOPS WHPPA:
JAES [_'roano 55H-2)

Elowfizh G

- MPEAYNPEHAATE O CAG0M WHEPPE - B
Arclour [Toneko S5H-2) HIE:
DES

[7] Paspewwrs wenonesosanme ycrapeswero single-DES ana §5H-2

CoeguHuTeca E HoBom okHe OrmenHa

Puc. 3.7
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SSH-TyHHEnUHT TaioKe JIEKUT B OCHOBE ceTeld Tor, 0 KOTOpbIX MbI ele Oyaem ro-
BOPHUTH HECKOJIBKO MO3XKeE.

Jlng Toro 4toObl HarMSAHO yOenuThes, uto ¢ npuMmeHeHveM SSH tpaduk cetu
mudpyeTcs, MOXKHO B Ka4eCTBe JIAOOPATOPHOrO MPaKTUKyMa coOpaTh ClIeAYHOIINi
crena. Ha onHom u3 kommbioTepoB ¢ Windows, BEICTYNaloLIEM B Ka4eCTBE CepBe-
pa, ycranoBuM OecruiathHyto nporpammy freeSSHD (http://www.freesshd.com) u
HACTPOMM €€ TaK, YToObI ObIT pa3pelieH JOCTYII Mo MpoTokoiy telnet (puc. 3.8).

£ freessHd settings = o B

Uzers ‘Host restrictions Logging Online users Automatic updates

- Serverstatus o Telnet y SSH  Authentication  Encryption Tunneling  SFTP

Listen address: | 0.0.0.0 (&l interfaces) v p

Part: |23

bax rumber of
connections:

|dle timeout: | O zeconds
Banner meszage:
Command shell; | C:A\WINDOW S \system32homd. exe

[7] Start Telnet server on freeSSHA startup
[¥] Use new console engine

Ok OTreHa

Puc. 3.8

B nporpamme omnpenenuM Nosib30BaTellss ¢ MMEHEM T0Ot, a ero napamerTpbl BbICTa-
BUM TakK, 4TOObl HMCMOJIb30BAJaCh ayTeHTU(UKALMsS C MPUMEHEHHWEM MapoJs

(puc. 3.9).

C apyroro komrbtotepa-kiueHTa (192.168.0.171) no nporokoiy telnet ¢ ucrosib-
30BaHMeEM nporpaMmsl Pytty ocyniecTBuM coenmHeHue ¢ cepepoM (puc. 3.10).

Cepgep npousBoAWT Nipolenypy ayreHTudukanmu (puc. 3.11).
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root properties

N
Login: ;-root |
Authorizatian; . Password stored as SHAT hash V|
Paggword: | 5 5 i
Uger can uze: Shell
5FTP
Turneling
Ok OTteHa [T TTHACEITE ™ |
Puc. 3.9

Paznoens:
- CeaHc | OcHoBHule HacTpoiikn ceanca PuTTY
. KypHan o
& Teprman KEXWTE aOpec, K KOTOPOMY XOTWTE NOOKNHOYMTECA
- Knaeuatypa WMma xocTa (wnm IP-anpec) MopT
- ¥Benomnenus [192.168.0.100 [23
- OcoBGeHHOCTH
Okro Tun coeonHEHNA:
. 7 :
— & Telnet ( SSH (" Raw (" Rlogin ( Seral ( Cygterm
- PoH ¥npaeneHue ceaHcamMm
- [NoseneHwe
- Koompoeka I OumncTnTe |
- Boloeneqwe DEEDE et
- UseTosas cxema efaullselings 3arpyaute |
- TunepccenKkm
- CoeamHeHne Coxpannts |
- ManHeie v,
- Mpokcwk SR
- Telnet 4'
. Hoean nanka
- Rlogin
o SSH YoanuTte nanky |
- Serial
-~ Cygterm YpoBeHs Bbille |
Manka IDefauIt LI

Puc. 3.10
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Puc. 3.1

B mnacrpoiikax cHuddepa Wireshark na cepsepe (192.168.0.100) ycranoBum
¢unpTp: "3axBaTHIBaTH" TOJBKO TMAKEeThl MEXIY CEPBEpOM W KOMITBIOTEPOM-
kiveHToMm (192.168.0.171) u, ucnons3zys B meHio Edit komangy Find Packet,
OCYIIIECTBUM TOMCK MakeTa co cjioBoM password (puc. 3.12 u 3.13).

._ Wireshark: Display Filter - Prol

Edit

Delete

Properties

Help

Display Filker
Ethernet address 00:05:15:00:08:15
Ethernet bype 0:0806 (ARF)
Ethernet broadcast
Mo ARP
1P anly
IP address 192.168.0.171
IP address isn't 192.168.0.1, don't use |= Far this!
TP only
TCP only
LUDP only
UDP port isn't 53 {not DMS), don't use 1= For this!

TP ar UDP port is 80 (HTTP)
HTTR

Filter name: | IF address 192.168.0.171

Filter string: |ip.addr == 192,168.0.171

OK Apply

Expression. ..

Cancel

Puc. 3.12

Haxoautes maker ¢ yka3aHHBIM CJIOBOM, TIOATBEPKAAOIINH, 4TO telnet mevicTBu-
TeJIbHO TiepefaeT JaHHbIe 10 CeTH B OTKPBITOM Buje (puc. 3.14).
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e “Wireshark: Find Packq!:

Find
By: () Display filker () Hex walue @) Skring
~Search In- ~ - Skring Cptions - | rDirection—
() Packet list [7] case sensitive ) Up
@) Packet details || Character width: . @ Down
(7} Packet bytes || Marrow 8 wide v

Help Find Cancel

Puc. 3.13

L "FTIoiRNFOYEHAE D NORANBHDR CETA [Witeshark 1.10.1° (5¥N Rey 50926 from /erink-1:10)1

File Edit Mew Go Capture Analyze  Statistics  Telephony Tools  Intermals  Help

coAdN £ BRXE Ae»0Ti B QAQQF WER
Filter: ip.addr == 192.168.0.171 ‘»  Expression... Clear
0. ~ Time Source Destination Protocol — Length  Infoo

.02210100192.168, 0,171 192.168. 0,100 TCP 60 45252 > telnet

2,168, 0. I 0,171 TELNET &4 Telnet Data ..

0000 Oc B0 76 69 2¢ 56 00 Zb 34 1d <8 cO OB 00 45 00 Lwi, v+ 4..... E.

00l 00 32 FO 2b 40 00 S0 06 08 Zb <0 a8 00 64 C0 ad o - = I

0020 00 ab 00 17 c0 &4 abh 15 f3 34 eof &5 62 21 50 18 ..... d, !

0030 FF o3 75 58 00 00 70 61 73 73 77 6f 72 64 3a 20 .. ux.£Pa ssword:
Puc. 3.14

Jlanee MOBTOPUM BCIO MPOLICAYPY COSIMHEHHUS C CEPBEPOM, HO YiKe JIJIsl MPOTOKOJA
SSH (puc. 3.15).

U BHOBB 3anpaiunBaercs ayreHTUdUKauus (puc. 3.16).

Ho B aT0i1 cutyauuun maket co cioBoM password yke He oOHapyKUBaeTcsl Mo TOM
MPOCTOM TMPHUYMHE, YTO Bech Tpaduk B ceTd mo mporokony SSH mmdpyercs
(puc. 3.17).

[IpousBeneHHble AEHCTBUS HATJISAHO MOKA3alH, OYEMY OMNBITHbIE aAMUHHUCTPATO-
pel UNIX-cuctem s yAaneHHOro aAMMHHUCTPHUPOBAHUS MCMONB3YIOT MPOTOKOI
SSH, npumeHsisi B kKauecTBe KIIMEHTCKOro MPOrpaMMHOro obecneueHus mporpaMmmy
Pytty. C kpunrorpadueii TpyaHo cocTs3aTbes.
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2| HacTpoiikn PUTTY x|
Pazgene:
- CeaHe i OcHoBHbIE HacTpoikw ceaHca PuTTY |
. L Kypwan =
& Tepmunan KEXWUTE aOpec, K KOTOPOMY XOTWUTE MOOKMOUYUTECS
- KnaemaTypa WmaxocTa (mnw IP-agpec) Mopt
- YBenomneHus 192.168.0.100 [22
- DcoBeHHDCTH )
i oo Twn coeomHeHns:
] " Telnet ® SSH (" Raw (" Rlogin { Serial ( Cygterm
- BHewWHWA Bua
-~ ®Pon - ¥npaeneHwe ceaHcaMu
-~ ToBeneHne
- Koompoeka ! CuncTuTe |
- BeineneHwe -
- llpeToean cxema Dl Sesngs 3arpysure |
i Tvnepccbnky
= CoenuHeHne ST |
- laHHbie S
- MpokeK nannTe |
- Telnet
; ; Hoeas nanka |
~ Rlogin
i SSH YoanuTe nanky |
-~ Serial
- Cygterm YpoBeHs Bolue |
Manka IDefauIt LI
Puc. 3.15

Puc. 3.16

Puc. 3.17
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NoaomeHa MAC-appecoB

HabGop uHCcTpyMeHTOB Xakepa (hOpMHUpPYETCS HE TOJbKO W3 OECIUIaTHBIX, HO U U3
JOPOrHX KOMMEpUYecKUX nporpamm. [l Toro 4To0bl aenath 3To OECIiaTHO, Xakep
HCTONBb3YEeT MHOXKECTBO PA3JTUUHBIX YJIOBOK.

B nensx mokasaTh, Kak 3TO OCYLIECTBISETCS ¢ MUHUMAaJbHBIMH BPEMEHHBIMH U
(hMHAHCOBBIMM 3aTpaTaMM, HaYHEM PAcCyXIEHHWsl O Mporpammax, HeoOXOIHUMbIX
xakepy ansa cmeHsl MAC-anpeca.

MpI ye He pa3 TOBOPUIIM O TOM, UYTO XaKepy NMpH OCYLIECTBIEHUH HECAaHKLIMOHHU-
POBAHHOT'O JOCTYNA K KOMIBIOTEPY OYEHb Ba)KHO HE OCTaBJISATh KAKUX-THOO JOKa-
3aTeNIbCTB CBOETO MPUCYTCTBHS, JHOO, MO BO3MOKHOCTH, OCTaBIISATh MHHUMYM
TakuX cliefoB. I 3THX Lelei, B YaCTHOCTH, MCHOJB3YETCsl NOCTATOYHO MPOC-
Tas mpouenypa no speMeHHo cmeHe MAC-anpeca xocTa, ¢ KOTOPOTrO OCYIIECTB-
nsetcs B3noM. Ilociie mpoBeneHUs ataku afpec MOXKHO BEPHYTHb B IPEXKHEE CO-
CTOSHUE.

KoHeuHo e, n3MeHeHHe YHUKAJIBHOIO afpeca CeTeBOH KapThl MPOMCXOIUT MpPO-
rpaMMHO, a HE Ha alnapaTHOM YPOBHe, T. K. MOCJe/lHee NpeAcTaBlisieTcs A0CTa-
TOYHO CIIOKHBIM. [Ipu Takom moaxozne B AEHCTBUTENLHOCTH (puzMyeckuid agpec
CEeTeBOI KapThl OCTaeTcs MPEKHUM, HO JApaiiBep ceTeBOW KapTbl yuacTBYeT B Gop-
MHUPOBAaHMH MMAaKETOB, B KOTOPBIX OyAeT MPUCYTCTBOBATH YK€ HOBbIN (parblUMBbIi
azpec.

INonmeny MAC-anpeca xakep NpOHU3BOAUT HE TOJBKO C LIEJIBIO CKPBITHS MPeObIBa-
HUSI CBOMX CJIEZIOB, HO M JJIsl OCYLLIECTBJICHHS B3JIOMa CETH B KOHKPETHOM CHUTya-
. B vacTHOCTH, Ha MpakTHKe, Ul TOBBIIIEHUS YPOBHS 0€30MacHOCTH CBOEH
CeTH aJMMHUCTPATOPHI YaCTO WUCTIOIB3YIOT TaKk Ha3biBaeMyro "mpuBs3Ky mo MAC-
anpecam". K nmpumepy, B HACTpOHKaX aKTHBHBIX CETEBbIX YCTPOHCTB yCTaHaBIIMBA-
ercst GUIbTP, pa3pellatolUii COeAMHEHUs TOJIbKO A KOHKpEeTHoro Habopa Xoc-
ToB, nponuchiBas ux MAC-aapeca. Ecnu npu 3ToM ycTaHOBUTH elle U ugpoBa-
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HUe Tpaduka, TO, Ka3anoch Obl, B TaKOM KOMOWHALIMK ceTh MpocTo "He mpobOuBae-
ma"! Ho He Bce Tak rimaako.

CobepeM cTeH[, B KOTOPOM MPUMEHSIETCSl yKa3aHHbIH crnocod 3aiuTsl. i aToro
Ha Wi-Fi-poyTepe pa3perninM BXOJ TOJIBKO AJis JBYX XOCTOB C OINpe/e/iCHHBIMU
MAC-aapecamu — A0-71-A9-9F-41-3A u E0-B9-A5-2F-A8-75 (puc. 4.1).

Puc. 4.1

3anoMHuM Takxke aeictByrouii MAC-aapec 3toro poyrepa (TOT, KOTOpbIH ycTa-
HOBJIEH B HACTOSILLIMHA MOMEHT, T. K. B pOyTepe €CTb BOBMOXKHOCTb €0 MEHSTh), AJIs
HAlllUX pacCyXIeHUl OH TMOHAnoOuTcs B nanbHeiiiemM — 74-EA-3A-E4-5A-C2
(puc. 4.2).

C uenbto obecniedeHus: Gonblueil 0€30MacHOCTH MyCTh HAa HallleM poyTepe ocTa-
HeTcsl BKIIOUEHHbIM wmudpoBaHue. Ho, 3aoMHUM Hy>KHBIH Ham B JalibHeHLIeM
kitou mudposanus — 5322556250 (puc. 4.3).

g Hauana nokakem, Kak MPOMCXOAUT BbluMcieHHe 3HaueHuss MAC-aapeca, rmoj
KOTOPBII MO3Ke, NPUMEHUB MPOrpaMMy CMEHbI afpecoB, MOKET "3aMacKHUpOBaTh-
cs1" 3710yMBILJICHHUK.
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TP-LINK

Status
Quick Setup
Qss

Network
-LAN
-WAN

- MAC Clone

T4-EA-3A-E4-54-C2

MAC Address:
IP Address: 192.166.0.1
SubnetMask: | 356.265.265.0 |

Wireless

DHCP Save
Network Sharing
Forwarding
Security

Parental Control
Access Control
Advanced Routing
Bandwicth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 4.2

HecmoTps Ha To, uTo mudpoBaHue Tpaduka BKIOYEHO, "OTIIOBUTE" ajipec paspe-
[IEHHOT0 XOCTa BO BpeMsi ero paboThl BCe paBHO MOXKHO. [[Jis 9TOro Hy»HO BOC-
N0JIb30BaThCsl KAKUM-HUOYAb Wi-Fi-ckanepom.

B atux mensx xopotuo, Hanpumep, nopoiaer nporpamma CommView for WiFi.
[Mporpamma He GecrmaTHas ¥ He U3 AewieBbIX. Ho B koHTeKkcTe pasroBopa o ¢op-
MHUPOBaHUH 3P PEKTUBHOTO HAOOpa MHCTPYMEHTOB XaKepa He YIMOMSHYTh MPO 3Ty
MporpaMMy Hellb3sl.

Jns toro 4troObl OecriaTHO KpaTKOBPEMEHHO BOCHOJb30BaThCs MPOrpaMMOoHu,
MO>KHO 3arpy3uTb C cepBepa MPOU3BOAMTENS OecIIaTHYIO MPOOHYI0 MECAUYHYIO
BEPCHIO.

Ho xakep, cobuparouuii cBoii MakeT MHCTPYMEHTOB, 3aX04YeT MOJY4YUTh WUMEHHO
JIOJITOBPEMEHHYI0 paboTatollyto Bepcuto nporpammbl. [Ipuuem — napom. [osTo-
My, CKOpee Bcero, OH MPOCTO HAMJET yke KeM-TO JPYyruM paHee B3JIOMaHHYIO Bep-
CHIO MPOrpaMMBbl B MMPUHTOBBIX ceTsaX. [Ipobiiema nuiib B TOM, 4TO, Kak MpaBHJIo,
Takas Bepcus paboTarek Bce paBHO He Oynet. [IpocTo moTomy, 4TO ¢ TOrO BpeMEHH,
KaK KOMY-TO yJajoch B3JIOMaThb MpOrpaMMy, a 3aTeM elie U "MofenuThes" ero,
MPOXOAUT MHOTO BpeMeHH. K TOMy MOMEHTY y>ke MOSIBATCSl HOBbIE CeTEBbIC afar-
Tepbl. [losTOMy aApaiiBepbl, MO YMOTYaHUIO BXOJSIIME B KOMIUIEKT MPOrpaMMBbl,
paboTath Ha HOBOM "kese3e" He OymyT.
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Puc. 4.3

Ho, pa3se 310 MosxeT ObITh GonbLIOK npobiemoii 11 Xakepa? B Takom ciyyae oH
NOCTyNaeT, HarpuMep, Tak:

1. YcraHaBnuBaeT HOBYIO MpoOHYH Bepcuto mporpammbl CommView u ¢ mo-
Moulblo OecratHoW yTHAUTHI DriverMax MpoW3BOAWT BBIFPY3KY B apXHB
HOBOTO JpaiBepa AJis CeTeBOM KapThl, KOTOPHII YCTAHOBWIICS BMECTe C 3TOM
MPOrpamMMoH.

2. JeuHcrammupyeT NpoOHYO HOBYIO Bepcuio nporpammbl CommView. YcraHas-
JUBaeT ee OoJsiee CTApyIO BEPCHIO, TIOYUEHHYIO M3 MUPUHTOBBIX CETEH.

3. C momomsto GecrmatHoM yTunuThl DriverMax (puc. 4.4) u3 paHee NOJTy4YeHHO-
ro apXMBa BOCCTaHABIMBaET Oosiee HOBBIN ApaliBep CETEBOM KapThl.

besycroBHO, xakep MOXKET U caM MonpoOoBaTh "B3JIoMaTh" MPOOHYIO BEPCHUIO MPO-
rpamMMBl. Ho Bce 3aBUCHUT OT CTENEHH €ro YBJICUEHHOCTH W HaJIU4usd CBO60}Z(HOFO
BpEMEHHU.
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% DriverMax - Version 5.96

tton to

% Mok registered - please click here [*] Wersion 5.96

Puc. 4.4

Bocnonp3oBaBIMch YBaXKUTEIbHOW NPUUMHOMN, YTOOBI O3HAKOMUTH Bac € elle Of-
Holi mporpammoii (DriverMax), koTopas Tak»e MOXKET MOTOJIHATh apCceHall XaKepa,
Bce ke BepHeMcs k pobieme nogmeHsl MAC-anpeca.

Ha Hamem cTeHe Mbl, Kak 3aKOHOTIOCITYIIIHBIE TPAXK/IaHe, YCTAHOBUM OECIIaTHYIO
poOHYI0 MecsiuHy0 Bepcuto porpammbl CommView for WiFi.

[lpexxae yeM HauMHATH CKAaHMPOBAHWE CETH, YCTAHOBUM KaKOH-HMOYAb Tpaduk
C pa3pelIeHHOro XocTa (B HalleM cliydae paspelleHHbld XocT ¢ agpecom E0-B9-
AS5-2F-A8-75). JIns storo mpocto Oynem 6ecnipepbiBHO "mrHroBaTh" yepe3 Wi-Fi-
poyTep Jito00it XOCT B CeTU C pa3peleHHoro xocta (puc. 4.5).

Tak kak y Hac Bce K€ CTEHJ, a HE peajbHblil B3JIOM HEM3BECTHOM CETH, TO I
YIPOLIEHUSI HACTpauBaeM CKaHep TOJIbKO Ha OJIMH KaHan (puc. 4.6). A UMEHHO Ha
KaHaJl, U3BECTHBIM HaM MO HAcTpOHKaM CTEHAOBOrO poyTepa (3Iech 3TO YeTBep-
Thiii). B cBs3u ¢ TeM, uTo 3¢up OyKBabHO HAMOJHEH CHTHAJaMM Pa3iMuHbIX pa-
JIUOYCTPOMCTB, 3TO MO3BOJIUT HAM CY3UTb KPYT U3y4aeMOro MaTrepuaia.
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Puc. 4.5

Puc. 4.6
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B peanbHO# xM3HM Xakep BbIOMpAET >KEPTBY MO MHOTMM NpPU3HAKaM, MO3TOMY
NpPOBOAS MOJArOTOBKY aTakKH, CKOpee BCero, oH OylleT CKaHUpOBAaTh BCE KaHAIBI.

HakoHell, ocyIllieCTBUM CKaHUpOBaHWe, HakaB KHoONKy HauaTh ckaHupoBaHmne
(puc. 4.7).

Puc. 4.7

B pesynbrare ckaHMpOBaHUS YBUAMM, KaK OCYLIECTBIIAETCS OOMEH MEeXIy Halllv-
MU pa3pelieHHbIMU XocTaMu (puc. 4.8).

U xots Tpaduk wmdpyercs, TeM He MeHee, Xakepy Jerko npountate MAC-aapec
MCTOYHMKA (3TO Haw paspemeHHbIi xocT E0-B9-A5-2F-A8-75) u MAC-aapec Ha-
3HaueHus. B Haiem ciyuae 3to aapec poyrepa — 74-EA-3A-5A-C2 (puc. 4.9).

Takum obpazom, gaxe B ceTd ¢ mudpoBaHrueM TpaduKa Xakep JIErKO MOXKET BbI-
YUCIUTH pa3petneHHblil B ceth MAC-anpec. llludpyetcs Tpaduk, a He aapeca uc-
TOYHHMKA U Ha3HAYEHUSI.
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Puc. 4.8

Puc. 4.9
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Jns ocymiecTBieHHs JabHEHIIero MPOHMKHOBEHHUS XaKepy OCTaeTcst TOJIbKO cMe-
HuTh MAC-anpec Ha CBOeM XOcTe Ha pa3pelleHHbIH 1, 4TOObl n30exaTh KOH(IUK-
Ta B CETH, J0KAATHCS MOMEHTA, KOT/ia JieralbHblli pa3pelieHHbld XOCT OyeT Bbl-
KJTIOYEH.

[Monpobyem nmomensts MAC-anpec ans Wi-Fi-kaptel. Ha npaktuke, no psay npu-
YUH, 3TO MOXET OKa3aThCsl HECKOJIBKO CJIOJKHEE, YeM MPOoAeaTh TaKyto MpoLeaypy
Ha MPOBOJHOM ceTeBoM anantepe Ethernet.

Hy>xHO 3ameTuTh, 4TO MHTEpPHET NPOCTO MECTPUT BONPOCAMU HAYMHAIOLIUX XaKe-
pOB: moveMy, koraa st MeHsto aapec Wi-Fi-kapTbl, mporpamma, npeaHazHaueHHas
JUTSL 3TUX LieJiel, coobimaer 00 yCrnelHoi cMeHe, a B IeHCTBUTEILHOCTH TIPU CO-
eIMHEHHH TO-NPEKHEMY YUYaCTBYET CTapblii pOIHOM ampec?

B uem ke 3akimovaercst ciokHOCTh noaMeHsl MAC-aapeca it GecripoBOJHBIX
ceTeBbIX KapT? IlpuumnHa B npaiiBepe ceTeBOi KapThbl, a HE B NpOrpaMme CMEHBI
agpeca. K cnoBy cka3aTb, Takux OecrulaTHBIX MPOrpaMM, HarpuMep AJis ornepawu-
oHHO# cuctembl Windows, B lHTepHeTe MHOkecTBO: SMAC, SIW (06 3T0i1 Mmpo-
rpaMMe Mbl yxe ynomuHanu), Macshift, [Ptools u mp.

Kpome Toro, cmennts MAC-aapec MOKHO U BPYUHYIO, UCIIPAaBUB COOTBETCTBYIO-
Iee 3HaYeHHWE B peecTpe WM Jaxe (ecld BaM TOBe3eT ¢ ApaiiBepoM KapThl) Ha
BKJIaJIKE HACTPOIKU aganTepa, oTbickaB TaM cBoMcTBO Network address.

Ecnu apaiiBep ceTeBod KapThl U3TOTOBJIEH ITPOU3BOUTENEM TAK, YTO HE MO3BOJISIET
ocy1ecTBIATh moaMeHy MAC-anpeca, Xakep UAET OIHUM M3 IBYX MyTe:

O MeHseT CeTeBYIO KapTy Ha yCTPOMCTBO JIPyroro nNpou3BOANUTENS;
O kakuM-HUOYIb criocoOOM BbIOMpaeT ApYroi ApalBep KapThl.

[loHATHO, YTO MPEANOYTUTENIEHBIM SBJISICTCS BTOPOM CIOCO0, T. K. OH MOXKET OKa-
3aTbCs MeHee 3aTpaTHbIM. M 311ech BHOBB, B 3aBUCUMOCTH OT OOCTOSTENBCTB, BApPH-
AHTBI MOTYT OBITh pa3HBIMU.

Hanpumep, MokHO nipocto nouckats B HTepHeTe Apatieep Oosiee cTapoii Bepcu.
briBaeT, yTo 3TO MOMoOraer.

A MOXHO cJenaTh TakK, KaK MOCTyNuJl Obl Xakep IJisi CeTEeBOW KapThl, MUCTONb-
3yemMoil B Hamem npumepe. Korja BBISICHWIOCH, 4YTO aJpec HE MEHseTcs
B 64-pa3psiHO¥ BepcuM omnepalMoHHON crcteMbl Windows, Juis 3TOM KapThl Ha
CTEHZEe BPEMEHHO OH MPOCTO YCTaHOBWJI ObI APYTYIO OMEPAaLMOHHYIO CHUCTEMY, a
“MeHHO Ty ke Windows, HO yke 32-pa3psaHyro.

[IpomomkuM Hall SKCepuMEHT Ha creHfae. [lpenBapuTenbHO, Ha KOMIIBIOTEpE,
C KOTOpOro OyAeT NMpOUCXOJNUTh HECAaHKIIMOHUPOBAHHBIM JOCTYII, MPOBEPUM, Ka-
koB B geiicrButenbHocTH MAC-aapec ero Wi-Fi-kapter. [[ns storo 6yaem wuc-
TOJIb30BaTh BCTpoeHHYI0 Windows-yTHIUTY ipconfig (puc. 4.10).
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Puc. 4.10

OtmeTHM, UuTO ajipec, KOTOPBIH HaAM MPEACTOMT CMEHUTS, cienyromui: OC-60-76-
69-2C-56.

Tak kak B MpOBOAMMOM OIbITE Mbl U3y4daeM Borpockl noameHsl MAC-aapecos, a
He 3alUThl TpaduKa ¢ MOMOLIbIO IU(POBaHUs, TO MONPoOyeM YCTaHOBHUTH CeTe-
BOE COeMHEHHE ¢ poyTepoM ¢ Hawero kommnetotepa ¢ MAC-anpecom OC-60-76-
69-2C-56 m U3BECTHBIM HaM 3HaYeHHeM KiTtoda mudpoBanust 5322556250.

[lockoabKy B pa3pelieHHbIX ajgpecax poyTepa aapeca OC-60-76-69-2C-56 He Obl-
JI0 (cM. panee), TO KOHEYHO K€ YCTAaHOBUTH COEMHEHHE He yJaeTcsl, HECMOTps Ha
NpUMeHeHue npaBuiibHOro napoJs aias WPA2-PSK.

Hawa 3anaya — cmenute MAC-agpec OC-60-76-69-2C-56 Ha pa3pelueHHbIi
E0-B9-A5-2F-A8-75 u yxe noce 3Toro BHOBb MOMPOOOBATh YCTAHOBUTH CETEBOE
B3aMMOJIEUCTBUE C POYTEPOM.

Hns cmenst MAC-ampeca ucrolib3yeM OJHY W3 OecIUIaTHBIX TMpOrpaMM —
MACChange (puc. 4.11).

[TpoBepuM yrke U3BECTHBIM CIIOCOOOM € TOMOIIBIO YTHIIMTHI ipconfig, CMEHMIICS
v anpec Ha Tpebyembiii (puc. 4.12).

VYTunura nokasplBaeT, 4TO aJpec ycnemHo uMeHuiacs. Ocrajloch TOJIBKO yCTaHO-
BUTb COEIMHEHHE C POYTEPOM, UIMEIOLIIMM HOBBIN azapec. M Tak kak Mbl MOAMEHUIIH
€ro pa3pelIeHHbIM, COeJMHeHrEe YCTaHaBIMBaeTCs ycrnemHo (puc. 4.13).

Takum oOpa3oM, B MPOAOKEHHE pa3roBopa 00 OCHAIICHUW XaKepa pa3iMuyHbIMU
MPOrpaMMHBIMH WHCTPYMEHTaMH, HaMH ObLT OCYIIECTBJIEH TECTOBBIM HECAHKIIMO-
HUPOBAHHBIN TOCTYM B 00XO1 MPUMEHSIEMOM 3alMThl CETH.
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Puc. 4.11

Puc. 4.12

[TomyTHO 3TOT MpHMep yOeaWTeIbHO NOKAa3bIBAET, YTO MOJaraThCsl TONBKO Ha 3a-
HIMTY C ucnojib3oBaHueM "mpuBsizku MAC-anpecoB” Henb3s HU B KOEM cllydae.
Taxkoit crioco0 npu 3aiuTe COOCTBEHHBIX CETEH MOXKHO MPUMEHSTh, TOJIBKO JIMIIb
KaK KOMIUIEKCHYIO J00aBKy JJIsi OCIIOKHEHHS TPOLEIyphl B3J0Ma. XaKepbl TOXKe
JIEHUBBI.

HoGaBum emme, uro mpu mpociymmBanud "sdupa" (Wi-Fi) niam ckaHupoBaHWU
ceTH xakep no "oTioBneHHbIM" MAC-agpecam, CBEpUB UX CO CIIPaBOYHBIMHU JTaH-
HBIMH, pa3MelleHHbIMM B MHTepHeTe, (hakTHUecKW MoydaeT NOMOJHUTENbHYIO
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nHpopmanuio o xxeptee. Kak M3BecTHO, /U1 pa3InvHbIX NPOU3BOAMTENICH HaYab-
Has 4YacThb TAaKOro ajapeca yHHKaidbHa. Ho MBI yxke yMOMsIHYNM, YTO HEKOTOpbIe
YCTpo¥icTBa (B HallleM Cllydae poyTep) MO3BOJISIFOT YCTAHOBUTH TMOJIb30BATEINIO JIFO-
6oii MAC-anpec camocTosTenbHo. M He dakT, uTo monb3oBaTens B poyTepe dhup-
MBI

D-Link He mocraBuT HaudaidbHOe 3HadeHne MAC-anmpeca ¢upmbl ZyXEL. Dto
TOXKE HETUTOXOH MpHUeM 3aIlUThI.

CeoitcTao | SHaverve
OnpegenerHen anA no...
COrvcanwe [CommYiew] Atheros ARSBS5 Wireless M
Pusnyeckid agpec E0-B3-AR-2F-ARTS
DHCP exnioueH Oa
Appec |Pvd 192.168.0.103
Macka nogcema 1Pvd 2552552550
Apexga nony4eHa 20 HonrBpa 2011 r. 12:07:26
ApeHga wcTekaeT 20 Honrbpa 2011 r. 14:07:27
Wntoz no ymonyaHu [P... 152.168.0.1
DHCP-cepeep IPvd 152.168.01
DNS-cepeeps! IPvd 2127521062
212752112
WINS-cepsep |Pvd
Cnyxfa NetBIOS uepes... Oa
1] | >

Puc. 4.13
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Banom WPA2-PSK
Ha Wi-Fi-poyTepe

B npekHue BpeMeHa OCHOBHOW MPUYMHOM, MOOYXKIarolled Xakepa MpOMU3BO-
nuTh B3ioM Wi-Fi-ceteii, Obula HemMaliass CTOMMOCTh YCIIyT npoBaiifepos MHTepHe-
Ta. Ceituac e, korga Joctyn B MHTepHEeT cTan OTHOCHTEBbHO JelIeB, Ka3aloch
Obl, HET YK€ TaKOro HMHTepeca K B3JloMy OecnpoBojaHbix ceteil. Ho 31O BOBCe
He Tak!

Ilcuxonorus xakepa 3a4acTyrO TakoOBa, YTO €ro 3aBETHOH MeEUTOW SIBJISETCS He
CTOJIBKO [MOJy4YeHHe "NapMOBLIMHBI", CKOJBKO YAOBJIETBOPEHHE COOCTBEHHBIX
amOuwii: "Ara, s cmor! BoT kako#i s ymHbIi"! HennoxuM cTUMYJIOM 3710yMbILI-
JIEHHUKY CIIY)KHT M TO, 4TO JUIs MOJ0OHOTr0 B3JIOMa He HYKHO AaJjieKO XOAWTh, Mo-
Tomy uTo Wi-Fi-poyTepsl B HacTosliee BpeMst IPUMEHSIOT Ha KaKI0M ary!

Kpowme Toro, emie oqHUM MOLIHBIM MOOYXAAOKUM (pakTOpoM SIBASIETCS U TO, YTO
HHTepHeT OyKBallbHO HAMOJIHEH COBETAMH M Pa3IMYHBIMU MpOrpaMMaMi AJisl 3THX
ueneii. [Ipobnema nuib B TOM, YTO B MOJABIISIOLIEM OOJBIIMHCTBE CITy4YaeB move-
My-TO HMYero He noy4aercsi! Hemaso roHbIX XakepoB, IJ10Tasi CIIFOHKHM, Opocanoch
BO BCE TSDKKME B 3TOM HampaBileHWH. MTor: morepsHHoe BpemMsi MU OTCYTCTBHE
KaKoro-inbo pesyJiprara.

B uem >xe neno?

[MockonbKy TeOpeTU3UpOBaHHE HE BXOIWT B IJIaHbI ABTOPA 3TOM KHUIH, TO HE OYy-
JleM ceifuac pacckasblBaTh O MPUHIMIAX PA0OThI PA3IMUHBIX CETEBBIX MPOTOKOJIOB,
0COOCHHOCTH 1IU(POBAHUS U NIPOUME HAYYHbIE BEUIM M3 00JIACTH TEOPUH Oecrpo-
BOJHBIX CETEN.

[Tosicaum Bce npocto. [IpobGiema, okasbiBaeTcs, 3aKioyaeTcs B JByX HampasJie-
HUAX.

KOpHI/I HepBOﬁ MNPUYMHBI JIEKaT B CaMUX IpeAjiaraMbiX METOAWKAX B3JIOMaA. Hn-
CTPYKUHUHU 3TH, KaK IMpaBuJio, pa3MHOXXEHbI B pa3HbIX BapHallUiaX W3 OOHOI0, YK€
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JIaBHO M03a0bITOr0 UCTOYHHUKA. A Belb M3HAYAJIBHO 3TO ObIJIO HAIIMCAHO IJI KaKo-
ro-HUOYJIb KOHKPETHOro ciiydasi. M moCKoJIbKY THpaKUpOBaHUE MPOM3BOUIIOCH
HE CMeLUaIucTaMy, TO JAOMYLIEHO MHOIO HETOUYHOCTEW, HEIOrOBOPEHHOCTEH, Na
YTO TaM FOBOPHUTH — MPOCTO rpydeinmx ommbok. Jla nagHo, ecnu geno O6bu10 OB
ToNbKO B dTOM! JyMaeTcs, YTO Hac yMBILIUIEHHO BBOJAWT B 3a0yXIeHHE SKOOBI
YHUBEpPCAIbHOCTh YKa3aHHBIX MeTO/I0B. [Ipuyem, nmpuunHa npocto GaHanbHA: MPH-
BJIeUeHHUe OOJIbIIErO YKMC/ia MOJIb30BaTelield K MHTePHET-pecypey, rie pa3MelleHa
Metoauka. M He 6osnee toro!

Hanpumep, oqHo# M3 OCHOBHBIX METOIMK, NpeanaraeMbix B MHTepHeTe mis B3jo-
Ma, sBIAeTcs KOoMOWHalus Kakoro-HuOynp cHuddepa Wi-Fi (kak mnpasuno,
WinPcap wnu yxe nzectHoit HaMm nporpamMmmbl CommView for WiFi), npeanazHa-
YeHHOMW AJIs 3aXBaTa MakeToB, W Mporpammbl Aircrack, ucrnonbsyemoil Herocpen-
CTBEHHO AJis moabopa kimoueil. HUKTO mpu 3TOM He MOsCHSET, YTO mporpamma
Aircrack xopomia B ocHOBHOM [t "BoccTaHOBJeHHs" kimoueli nporokona WEP.
Ho! ITocMmoTpuTe xe BOKpYT: y>Ke JaBHO HUKTO He npumenser WEP! A Bot nas
B3JI0Ma IMPOTOKOJIA 3aluThl AaHHBIX WPA mporpamma sTa nmpakTHUeCKH Henpu-
roaHa. Jleno B TOM, 4TO B ciy4yae mpuMeHeHus: mportokona WPA mnopobparb na-
POJIb MOXKHO TOJNBKO € TMOMOILIBIO cioBaps. [110xo To, yTo mpakTHYeCKH HEBO3-
MOXHO COCTaBHUTb TaKOH CJIOBapb, YTOOBI 3aJI0KUTh B HErO 3aBETHBIE MCKOMBIE
TOYHBIE 3HAYEHMs Maposied, MpUMeHseMble NpU BbIpabOTKe KIHOYeH yKa3aHHOro
npotokona. Kakum e nomkeH ObITb CIOBapb, €CiM HbIHELUHWE MPOIABUHYTbIC
NOAPOCTKH, HACTPAUBAIOLIME POYTEPbl M MPHUIYMBIBAIOLIME MapoJd, U3banoBaH-
Hbl€ MHTEPHETOBCKUMHU M '"3C-3M-3COBCKMMU'" TpaaULIUIMU, AaKe B clioBe "ere"
nenatoT 4deTsipe ommnbku ("ucuo")? Ilpu 3ToM cnocol Hcmonb30BaHUs CIOBaps
B nporpammMe Aircrack He mpeanonaraeT Takoro 3amMevaTesbHOro npuemMa, Kak My-
tauus cnoB. Ho 00 3ToM HeMHOro mosxe.

Kpome Toro, He3amauvBblil Xakep, He MOHMMas pa3HULBI B MPOTOKOJIAX U COOT-
BETCTBEHHO B crocobax B3joma, 3axBaTuB naketbl WPA-PSK, Hepenko meitaercs
"Jomatp" UX, UCTIONB3YS Ty AK€ MeToOuKy, uTo U st WEP. KoHeuHo xe, 3T0 He
JacT pe3yJbpTaTa.

Bropas mpuunHa Heyaau HauWMHAIOUIMX XaKepOB 3aKIIOYaeTcs B TOM, YTO CaMH
MPOrpaMMbl, CKAYMBAEMbIE U3 PA3JIMUHBIX UCTOUHUKOB MHTEpHETa, HE peaKO OKa-
3bIBalOTCs (asIbLIMBKAMU: KaK-TO YTO-TO paboTaeT, YTO-TO TaM AeJiacT, a pe3yJib-
TaTa No-npeXHeMy HeT.

Yro6el moHATh, uTo B3ioM WPA-PSK Bce ke BO3MOKEH, OCYIIECTBUM €ro, Kak
3aKOHOMOCITYIIHbIE TPaXKAaHe, cOOpaB HEOONBION CTEH]I.

Hactpoum Wi-Fi-poytep, npucBous 3Hauenue TEST napametpy SSID (puc. 5.1).
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TP-LINK'

Status

Quick Setup Wireless Settings

Qss

Network
ssi;:  |TEST |
Wireless =
Region: Russia
- Wireless Se 5 . i

Warning: farm local law.

- Wireless Security

- Wireless MAC Filtering
- Wireless Advanced Channel:
- Wireless Statistics Mode:
DHCP

Channel Width:

Metwork Sharing Max Tx Rate:

Forwarding
Security

Enable Wireless Router Radio
Parental Control

R — Enahle 35I0 Broadcast

Advanced Routing [C] EnablewDs
Bandwidth Control
IP & MAC Binding —
Dynamic DNS
System Tools

Puc. 5.1

BxumrourM Ha poytepe mwndpoBaHue, Ucnoib3ys nporokoid PWA2-PSK, npu stom
NPUCBOMB MPOCTOE 3HAYCHHWE Napojisi, yKe H3IIO0JIeHHYI0 HaMH KOMOWHALMIO
abc12345 (puc. 5.2).

[Ipucoennnanmces k Hawelt cetu TEST ¢ mo6oro kommnbioTepa (puc. 5.3).

Co3aaauM HenmpepbIBHBIN TpauK B CETH, 3alyCTHUB, HampUMep, MPOCMOTP KHUHO-
¢unbma HenocpeacTBeHHO u3 MHTepHeTa.

s cOopa nakeToB, HEOOXOAMMBIX ISl OCYIIECTBIICHHUS "B3jioma", OyJieM UCIOJb-
30BaTh yKe 3HaKoMyro Ham niporpammy CommView for WiFi.

B uensx skoHOMHM BpeMeHUW TpH OCYIIECTBICHWH 3aAyMaHHOTO HACTPOWUM MPO-
rpaMMy TOJIBKO Ha MSTHIN KaHal, T. K. cetb TEST Obina 3anynieHa HaMu UMEHHO
B 9TOM Juamna3oHe (puc. 5.4).

[TpousBenem ckaHupoBaHue U yOeOUMCS, UTO HAllla CETh MOSBUIIACH B CIIMCKE HaM-
JIEHHBIX, 371ech 3T0 ceTb ¢ MAC-aapecom 74:EA:3A:E4:5A:C2 (puc. 5.5).

[MpaBuna nns pa®oThl YCTAaHOBMM Takue, 4YTOOBbI 3aXBaThiBaTh BCE MaKEThI
(puc. 5.6).
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TP-LINK'

Status

Quick Setup Wireless Security
ass
Network

) Disable Security
Wireless

-Wireless Settings

WEP
- Wir CUrity ©
~Wireless MAC Filtering Type: Automatic e
- Wireless Advanced MEE Hey Format:
_Wireless Statistics Key Selected WEP Key Key Type
DHCP Key1: @ ‘ HDisabIedﬁl
Network Sharing Key 2 () ‘ ‘ | Disabled 1‘ =
Forwarding Keys O | [ Disabled [+|
Security Key4: () ‘ ‘ | Disabled :I
Parental Control
Access Control © WPAWPA2
Advanced Routing
Version: WRAZ R

Bandwidth C:

Encryption: TKIP i~

IP & MAC Binding

e T
e Radius Port: (188535, 0 stands for default port 1812)

Radius Password:

Group Key Update Period: l:l (in second, minimum is 30, 0 means no update)

@ WPA-PSK/WPA2-PSK

Version: WRAZ-PSIK [~

Encryption: TKIP [

PSK Password: ‘ abc12345

(rou can enter ASCI characters between 8 and 63 or Hexadecimal characte 'J

Puc. 5.2
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& Cranep

TekyLLUME NOAKNHYEHNA:

TEST
Joctyn k MHTepHeTy

YAaneHHbIi JOCTYN M BUPTYaNbHBIE HACTHBIE CE., A

MTS5-Internet

Becnp
TEST
AHTOHEL-TMK_Network
ZyKEL

TP-LINK_BF2058

t-r-el4d

LieHTp ynpaenenna ceTamu i oBLLNM JOCTYTIOM

Puc. 5.4
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#& CommView for WiFi - Atheros AR5B95 Wireless Network =0l

®aiin Mowck Bug VHCTpyMmeHTH HacTpoiika Mpaswna Cnpaeka

BEPRY BRI IEE L[S &S

() Yanut I:ananul Vg Tekywme IP-coeanHeHnA | it ﬂaxe’ml Log-gaiine | @ n | 1> Mpeaynp |
KaHan Tun | 551D | LndpoeaHue | CurHan | CEopo... | BailT MakeTsl MoETO| CWWBE...
5 AP TEST WPA-TKIP 63/89/80 1/567/54 157232 925 14 0
5 STA WPA 60/86/80  54/54/54 37827 159 1] 1]
Cranep !E E
CKaHWpoEaHue | Hactpoitku |
ToYKW ZOCTYNA M XOCTE I CurHan I |
El Kanan 5
O THEASAERSACE EmERO
WesternDig:B0:A5:1E EEEED
Eg esterntia ¥3en He BBpaH
“B ropoasIRARTS mmmmEn
~ CkaHep
OCTaHOEWTL CKAHWPOBaHWE I
Cépoc CoXpaHuTE ... |
 3axsat
EBriGepuTe KaHan W HaXMWTe “3axeat’, HTo66
33KPLITE OKHO CKAHEPA M HAYATE 33XEaT NAKETOE
3axeaT: S
AwnanazoH: |802.1.1.b_a'g_a'r1 Sl l
Kanam: IS 'l
3axsaT
ISOE.IIb!gu’r: CkaHWpoBaHWe KaHana 5 ... i

Puc. 5.5

# CommView for WiFi - Atheros ARSB95 Wil

Daiin Mowck Bug WMHCTPYMEHTH Haapuﬁxaanpasxa

B0 00| 7 )9 | ey | [E[ETS]

q t-nakeTel
12 yanet | [M] Karane: | ¥ Teryune IP-coegnne [ 3avparuipats control-nakeTe | £ peayne |
Kanan Tun | SSID rr Th beacon-nakeTs: . I BaiiT I MakeTsl I MoeTtop I Owwns I

CoXpaHUTE TEKYILME KaK..,

3arpys1Te U3.,
OTMEHUTE BCE

3axeaT: Buikn, MakreTer: 2 565 | Kmouw: WPA |ABrucm(p.: Brn, |E'lpaslma: Brikn, |Mpegynp.: Beik (0% 3arp, CPU |PR.REQ >4

Puc. 5.6
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[Ipu >xenanny MOXKHO OBIJIO OB UCTIONB30BATH MPABHIIA, MTO3BOJNISIOMINE OT(HUIBT-
poOBaTh TOJBKO MMEHHO UCXOSIINE (Smac) C HAIllero poyTepa MakeThl U BXOSIINe
Ha Hero (dmac). [{ns 9THX Lenel, ucrnob3ysi NPUHSTHIA B MPOrpaMMe CHHTAKCHUC,
MOKHO ObLTO OBI BBecTH ciiemytoinee npaBuio — "smac=74:EA:3A:E4:5A:C2 or
dmac=74:EA:3A:E4:5A:C2" (puc. 5.7).

_[olx|

daitn Mowck Bug WMHopymenTel Hacrpoiika MNpaewna Cnpaeka

QRPN B Y EEC S EE

&) ¥anmi | [.E] Kanane l "‘@ Tekywwme IP-coeguHeHHA I % MakeThl | Il Log-aine @ Mpaewna l 5__,.‘,; MpegynpexgeHna I

@ Yomeepc. npasuna | [V Braiounte ANBHEIE |
|

= 063E./M3MEHNTE
@ MpocTeie Npaeuna 4

|- MpoTtokoasl .
| ¥aanuTe
|— MAC-agpeca
|— IP-agpeca
= MopTa
 Tekcr ~ A0BAENTE/MIMEHUTE 3aMKCE

OueHWTE

il

 TCP-dhnaru I”M“: ¥ 3axBaT NaKeTOB [BKAKYMTE)
TEST

Popmyna:
smac=74EASAESSACE or dmac=THEASAESSACE

" MIrHOpWPOBATE NAKETE (MCKMIDYMUTE)

Bl

3axeaT Buikn. Maketsr: 0 | Knwouw: Het !ABT(!(O)(p.: Bin. |I'Ipan13: 1 Bkn, |Mpegynp.: Beik il% 3arp. CPU IPR.REQ “

Puc. 5.7

Ho Bcé ke B akcniepumenTe He OyaeM BKIIIOUaTh YHUBEpcajbHbIE MpaBUila, Orpa-
HUYMBaroIue 3axear. [lycTs kK Ham monanaroT Bce makeTsl (puc. 5.8).

Brxurounm 3axsat NaKkeToB, NpeABapUTEIIbHO YAOCTOBEPUBILINCH, YTO YCTAHOBJICHO
WX aBTOcOoXpaHeHue (puc. 5.9).

3axBaTHB [OCTAaTOYHOE KOJIMYECTBO MAaKETOB, Ha)kKaTMeM KOMOWHALMU KJIaBHLI
<Ctrl>+<L> BpI30BeM moamporpammy st paboTel ¢ mpotokonamMu CommView
(LogViewer). IlpousBenem moarpysky Bcex (aidioB MPOTOKOJIOB, 3aXBaYe€HHBIX
CommView B 3Ty noanporpammy. [locne 3arpy3ku mpOTOKOJNOB YKa)eM, YTOOBI
K COAEp>KMMOMY MPUMEHUIIUCH TeKylue npasuna. s storo B meHto IlpaBunia
BbiOepeM komaHay IlpumennTs Tekymme (puc. 5.10).
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CommView for Atheros AR5B95 Wireless Network Adapter

Imaﬁ'm Mowck Bwg WHoTpymenTel Hacrpoika MMpaswna Cnpaeka

@aEwe g |z WA S &S|

() yanut | [A KaHanet ! Vi Tekyuye IP-coeaMHEHNA I 7 Makerst | 1| Log-daiine 4 Npasuna i s Mpegynpexgerna I

:, A
]

@ Ynueepc. npasuna 1~ BrAKYMTE YHUEEpCANBHEIE NPaBANE
— T [ 1 | ® ||| Aokas s e
; < LA EEE (M5 HEHITE
@ MNpocTeie npasuna MA A Ophyaa
L MpaoTokonsl D TEST 3axeart (skno4.) smac=THEASAEL: 58, .,
e TE
— MAC-agpeca 'ﬂ—lbl
— IP-agpeca OUEHITD |
— MopTel
— Tekcr — Jo6aBnTb/| Th 3aMHCE
— TCP-chnarm et
DopMyaa
3axeat: Beikn, Maketsi: 2 565 | Knouw: WPA AsTocoxp.: Brn, |I"[paBm1a: Buikn, |Mpeaynp.: Beik 1% 3arp. CPU |PR.REQ é

Puc. 5.8

CommView for WiFi - Atheros AR5B95 Wireless Network Adapter

daitn Mowck Bug WMHorpymenTel Hacrpoiika MNpaewna Cnpaeka

> ERireilmA 2R S

2 L Rdidtd

|66 &

(BRI | (A4 Kamanst I B Tekyume IP-coeguHeHus I % MakeThl £| Log-taiinet l@ My | 5:.%;: Mpeayr
— CoXpaHeHWe W YNpaeneHue —— —v¥ Aetoc
MakcumaneHsi pasmep katanora, Meainm 401 —]
CpeaHwit pasmep log-daiina, MBaiT 10 j
o7 1 —i CoxpaHate log-daiine 6
= IE:\,Users\,l'\,Desktop\,npommnhl 3axeata ﬂ

Ao 1 |

CoXpaHnTb Kak.., | 1 3anuce gocryna K WWW

Uabe,qunurblog-npainbl...l =
IE:\.Users\.l.'\.Documents\Comm\u‘iew for WiFiLOGS\WWWLog.htm ﬂ
PazgenuTe log-oannsl... |

Fotd H 0 T/ L o e = HIVIL AT

3axeam Brn, Maketsr: 413 264 | Knouw: Het |A5m(m(p.: Brn, |Flpasur.na: Ewikn. | Mpegynp.: Buik iluo% 3arp. CPI |PR.REQ s

Puc. 5.9
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0g Viewer [10-nex-20 0-14-244 0-pex-20 0-nex-20 8-759 D-pex-2011@11-54 0-pex-2011@
@aiin Toves [Mpagwna
ne [ Mpa[ Mpemenms Tecyume ) - | MAC nazw. [ 1P weroun. [ 1P wass. | Nopr ucro...| Nopr wask. | Bpe... | Pa... | Curtan | Crop..| Aerann ]
126998 ENC. Iz NA 7 NA | NA /A . 15.. 70 48 WPA: Can't decrypt
126999 ENCr: NA 2 NA | N/A WA 15... 70 43| WPA: Can't decrypt
998622 | ENCR, DATA 2 WA | 7 NA | NA N/A 104 7 54| WPA: Can't decrypt
125881 | ENCR. DATA c NA 2 WA A N/A 106 7 36| WPA: Can't decrypt
125886 ENCR. DATA | T4EA: .2 NA 7 NA | NA WA 106 7 54 WPA: Can't decrypt
125887 ENCR.DATA | T4:EA: A2 NA |2 NA WA /A 106 70 48| WPA: Can't decrypt
126553 ENCR. DATA | T4EA: AC2 NA 2 NA | NA N/A 104 7 36| WPA: Can't decrypt
128547 ENCR. DATA : AC2 NA 2 NA | NA /A 102 70 36| WPA: Can't decrypt
125883 ENCR. DATA =] WA 7 WA NA N/A 125 7 43 WPA: Can't decrypt
127252 ENCR, DATA o) WA | 7 NA | NA /A 104 70 36 | WPA: Can't decrypt
127012 | ENCR. DATA c NA | 2 NA | NA N/A a4 7 43| WPA: Can't decrypt
127013 ENCR, DATA 5] WA | 7 NA | NA /A 91 70 48| WPA: Can't decrypt
126989 ENCR. DATA = WA 7 WA A NA 303 7 48| WPA: Can't decrypt
127255 ENCR. DATA @] WA | 7 NA | NA A 104 7 36| WPA: Can't decrypt
126805 | ENCR. DATA c NA 7 NA N /A 104 7 36| WPA: Can't decrypt
126803 ENCR. DATA c2 WA 7 NA | NA /A 104 7 36| WPA: Can't decrypt
259201 ENCR, DATA =] WA 7 NA | NA /A 9 & 54 WPA: Can't decrypt
239205 | ENCR. DATA =] NA 2 NA | N/A /A 15.. 30 53| WPA: Can't decrypt
259229 ENCR. DATA | THEASAEHSAC WA | 7 NA | NA N/A 9 a1 54 | WPA: Can't decrypt
259211 | ENCR. DATA | FHEASAEASACE MA | ZINA__|NA N/A 15 51 54 | WPA: Can't decrypt
259216 ENCR, DATA WA 7 NA | NA /A 302 a 54 WPA: Can't decrypt
239203 | ENCR. DATA NA |2 NA WA /A 303 30 53| WPA: Can't decrypt
199133 | ENCR, DATA NA 7 NA N/ N/A a4 7 54| WPA: Can't decrypt
191009 ENCR. DATA NA 2 NA | NA /A 15.. 7 48| WPA: Can't decrypt
191010 ENCR. DATA NA 7 WA WA N/A 15.. 7 43| WPA: Can't decrypt
190995 | ENCR. DATA WA | 7 NA | NA /A 9 75 48| WPA: Can't decrypt
191132 ENCR. DATA NA | 2 NA | NA N/A 104 7 54| WPA: Can't decrypt
190992 ENCR, DATA WA | 7 NA | NA /A 106 8 48| WPA: Can't decrypt
191006 ENCR. DATA A 7 NA A /A 15... 7 48| WPA: Can't decrypt
996937 | ENCR, DATA WA | 2 NA |NA N/A 110 75 54| WPA: Can't decrypt
198008 | ENCR. DATA NA 7 NA N /A 93 7 54| WPA: Can't decrypt
197951 | ENCR. DATA 2 NA | WA /A WPA: Can't decrypt
999214 ENCR, DATA 2 NA | N/A : Can't decrypt

8 | ENCR. DATA 2 WA | HA

5 5
938252 | ENCR, DATA 2 NA | NUA WPA: Can't decrypt
0x0000 88 42 2C B9 A5 ZF-R8 75
ox0010 72 cz 50 17-00 00
0x0020
0x0030
0x0040
EET

Puc. 5.10

Beirpy3um mnonydeHHblli pe3ysibTar B (opmare, MOHSITHOM OOJBLIMHCTBY MpPO-
rpamm, NpUMEHAEMbIX Ul B3joMa OecrnpoBOIHBIX ceTel. g sToro ¢ momoripto
nocnefoBatenbHocT kKomaHn @aiin | Ummopt log-daiinoB Bribepem omniwio
®opmar tcpdump... 1 IPUCBOMM UTOTrOBOMY daiiny mto6oe ums. C NomyuyeHHbIM
B pe3ysbTaTe 3TOM onepauyy ¢aiiinom Ml 1 OyaeM paboTaThb fasblie.

s o6paboTkyn 3axBadeHHBIX MakeToB (B ¢opmate tcpdump) u mpoBeaeHus cob-
CTBEHHO caMoro B3JiomMa OyjeM ucronb3oBath mnporpammy Elcomsoft Wireless
Security Auditor. [Toarpy3um B Hee ¢aiin, nojdy4eHHbIH paHee, BHIOpAaB B MEHIO
®@aiin komanay Umnopruposarts ¢aiia TCPDUMP (puc. 5.11).

[Tpu 3arpy3ke daiina, eciau Bce NPOLTO YAAUYHO, Mbl YBUAUM, YTO NMpOrpaMma ro-
TOBa MPUCTYMUTH K pactmdposke nmenHo Hameit cetr ¢ SSID=TEST (puc. 5.12).

B nuanorosom okHe, nosiBistomeMcs nocie Beioopa komana Hacrpoiiku | Ononn
aTtaku | Ataka no ciosapio | Hacrpoiika MmyTanuu napoJieid, octaBiseM Bce M0
ymourdanuto (puc. 5.13).
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GERNN JeAcTEMA  HacTpodkk  MomMowe

HoBbIH NpoekT Chrl+N ﬁ @ @
b =G & [poBepHTb Pasaene
ﬂ OTKPBITE NPOSKT Chrl+O OBHOBMEHHE NOMOLLH
H CoxpaHiTE Chrl+5 DCTanock CROEAPEH:
QcTanock:
lﬁl COXPaHHTE Kak Chrl+A
CpeAHAA CKOPOCTE:!
I| MMNopTHROBaTE dhain TCPDLUMP Crl+T ! FARYESERY:
MMNOpPTHROBTaTE Nor-dakin PSPR Chrl+P
= =

WMNOpTHROBaTE nor-dakin Commbiew  Chrl+y R s il |
AoBaEHTE WPAPSEK X3l BpYYHYHD Chrl+-y
Aamn WPAPSEK x3wed Windows Chrl+L
CH1bep BeCnpoBOAHON CETH Chrl+F
Bilxoa Chrl+s

- =

Bpema T T

IMMnopTMpoBaTb AEDMYHEIA dain Topdump djjj:l A
S

Puc. 5.11

=
Boibop ceccud
HaiaeHo Heckoneko ceccui, BeiGeprTe Ty, KoTopyho TpelyeTcA pacwmdpoBaTte,
n
L
Aa
Rol - - OTMeHa

Puc. 5.12
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= B

Wunopt ™ HoetiiH
AAHHEL MpoeKT

B MyTauua naponeﬁ“

Brero cnosape:
Mpowna:

TEKYILAA CKOPOCTh:
MocneaHHi Napons:

Ssid W3
[¥] TEST

Bpema
15:53:16 December 10, 2011
15:53:43 December 10, 2011
15:53:43 December 10, 2011
15:53:55 Decermber 10, 2011
15:53:55 December 10, 2011

CKOpOCTE
[V]MyTauma cTp. fzarn. Gyke

[@] MyTauma undp

[]13m, HauanajokoHHaHHA cnoBa |

Sihhek THEHOCTE

¥poAoEaHHE CA0BA

|Z| MyTauma abbpesmaTyp =

[¥] MsmeHerma nopaaka Byke

Makc, cropocTe

Ma-yMon4EHkH -

|5| My TauKa rnacHe:x cor nacHe:

[¥] ¥ aanerme Gyre =
[V] MepecTaHoska Gyke

Makc, 3tk THEHOCTE-

[V] AvEnmposanme Gyke

[V] Pazaenerme fivee

[V]MyTauma aatelEpemeri

OTKAKYHTE My TaLMi

QK

— iR e R e O
1 handshakeis) have been loaded

Mew handshake item selected: ssid=TEST
Opening passward riukation options
Entering mutation options dialog

BbIEQaTb CNOE3PH ANA aTakK

OTHEHS

B

Puc. 5.13

Eciiv Gbl MBI UCTIOJIB30BAJIM MAPOJb "MAapPaHOUIATIBHON CIIOKHOCTH", TO B yIIepO
CKOpPOCTH B3JIOMa MPHULUIOCH Obl YCTAHOBUTH PEryJISITOPbl HACTPOEK B OoJbliee

3HA4YCHUEC, CIBUHYB UX IIpaBee.

Hcnonb3ys B3/10M MO cloBapro, ceifuac, B HallleM KOHKPETHOM Cydae, B MEHIO
MOAKJIIOUEHHUs ClloBapel Mbl Moka He OyaeM J00aBisTh elle U CI0Bapb PYCCKHUX
cyloB (KOTOpBI Takxke npuiaraercs K nporpamme). IIpocto moromy, uto 3TOT
B3JIOM TECTOBBIH, U HaAM TOMOJIMHHO U3BECTHO: B UICKOMOM 3HaY€HHWH MapoJjisi HeT
pycckuX cMMBOJIOB. Takum 00pa3om, Mbl COKOHOMHUM BpeMsi, TEM He MeHee, yOe-
JMBLINCH B pabOTOCTIOCOOHOCTH MPOrpaMMBbl ¥ 3 PEKTHUBHOCTH METOI0TOTHH.

Hakoner ocyiiecTBisieM JOAroxAaHHYIO ataky (puc. 5.14).

Banom npowmzommen yenentHo (puc. 5.15).
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Dafn  AedcTeMA  HacTpolikk  Momowe

> [@ - @k e 7]
b | \
= N M o8 M @ @
WmnopT i HoBblF OTKpBITE 7 COXpaHKTe  3anycTHTe ™ T 17t [NpoBEpHTE Pasaens
A3HHEBX NPOEET NpoeET MNpoeET araky 0BHOENEHHE MOMOLWLK

Bcero cnogapei:
Mpowna:

TeKYLLAA CKOPOCTE:
MocneAHWA Naponk:

| @ ATaKa no cnosapto |
[b ATaKa NO CNOEY

Ssid

-Bpema
15:55:43
15:55:43
15:53:55
15:553:55
158313

] M_ﬂ

December 10, 2011
December 10, 2011
December 10, 2011
December 10, 2011
December 10, 2011

| [} ATaKa N0 MACKe

FoMBMHMpOBaHHaA ATaka KomeHTapki

ConofieHHe

1 handshake(s) have been loaded

Mew handshake item selected: ssid=TEST
Opening password mutation options
Entering mutation options dialog

Iew mukation options has been set

15:56:12 December 10, 2011
15:56:12 December 10, 2011

Opening password mutation options
Entering rautation options dialag

Puc. 5.14

HHTepecHo, UTO 3aBEeTHBIN Maposib HAXOAUTCS JOCTATOYHO OBICTPO, 32 12 ceKkyHI.
[Tpuyem oOHapyxkeH OH Ha MyTaUuM cjoBa 123, conmepxailerocs B cepeiuHe
3HA4YeHMs Hallero naposisi (o0Oparute BHUMaHue Ha nosie nporpammsl Iocaenuii
napoJb).

[TonnpoGyem yOpath u3 croBaps HaOop ciioB ¢ mudpamu 123 u cHOBa 3amycTUM
MporpamMmmy'.

Banom npowmzotiger yxe 3a 6onee goiroe Bpems — 2 MUHYTHI 12 cekyHa, cpabo-
TaB Ha MyTalllH y>Ke CUMBOJILHOTO, a He Iu¢poBoro napodis (puc. 5.16).

Jenaem BBIBOA: MpPH MOAKIIOYEHUH OJHOBPEMEHHO ABYX CJIOBapell, U PycCKOTo W
AHTTIUICKOTO, YCTAaHOBWB JOCTATOYHO 3HAYWTENIbHbIE 3HAYECHUs [UIsl MYTaluit
(npaBna, B ymepd NMpOW3BOAWUTENBHOCTH), MOKHO C OOJBIION CTENeHBIO BEpOsT-
HOCTH OCYIIIECTBUTH B3JIOM HE OU€Hb CJI0KHOro maposs 11 WPA2-PSK.

OcTtaercs TOJBKO YMOMSHYTH O TOM, KaK MOXXHO TOBBICHTH CKOpPOCTH B3JIOMa!
Caenatb 9TO MPOCTO, 3aeMCTBOBAB MOLITHOCTH BUAECOKAPThI: KOMOWHALIMS KITaBHII
<Ctrl>+<G>! Ho 3T0 TOJIbKO MpH YCJIOBHH, YTO BaM MOBE3ET W Ballla BUIeOKapTa
nonnepxkupaet TexHosoruto CUDA wnu texHonoruto ATI Stream. bonbimuHcTBO
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WHnopT
AdHHBX

Dakn  AeHcTEMA

i HoBi OTKPBITE ™ COXPaHMTE  SanycTMTe ™ O

npoeKT

HacTpork  MoMows

@ o

MpoEepHTE Pazaens
0fHOBNEHKE noMowH

2 WM

npoekT NpoERT 3aHoB0

Brero cnogapef:

OcTanock cnosapei:

Mpowna: Oy 0d Oh:0m:12s OcTanock!
TeKyllan cKopocTs; 2014 CpeAHAA CKOpOCTE: 1979
MocneaHHH Naponk: 123 3arpyska CPLL

- Ssi Haw - Mapane S CTaTyo

d T

Taponk HakaeH

1
- KoMeHTapHA Y

:01:37
i01:37
0137
:01:37
i01:37
:01:50
16:01:50

December 10, 2011
December 10, 2011
December 10, 2011
December 10, 2011
December 10, 2011
December 10, 2011
December 10, 2011

- CoobluysHme -

. .engllsh.d\c has been opened successfully
About ko start new recavery: 2 CPU cares, 0 hfw accelerators
Starting perfarmance monitor
Petformance monitor starked successFully T |
Recavery: started
Recovery: the password has been found 1) |
Recavery: stopped |

Puc. 5.15

Elcomsoft Wireless Security Au

fag
iy

MunopT

ASHHEL

dafin  Jefictera  HacTpofikk  Momowe

T Hosei
npoekT

OTEpRITE ¥ COXpaHHTe  3anycTHTe ™ ©

@ o

MpoEEpHTE Pazaenc
ofHOENEHHE NOMOLLH

2 W oM

npoekT npoekT 3aHOEO

Mpowno:

Teryilad CopocTE !
MocneAHKA Napons:

Bcero cnosapes:

oy 0d oh:2m:12s QCTanock:
1970 CpeAHAa cKOpOCTE! 1979
abbreviation Sarpysia CPU:

OcTanock CROBapeH:

e

abc_l 5545 Maponk HafaeH

- Bipema

~ConfiueHHE -

16:06:53
16:08:53
16:06:53
16:08:53
16:06:53
16:09:07
160908

December 10, 2011
December 10, 2011
December 10, 2011
December 10, 2011
December 10, 2011
December 10, 2011
December 10, 2011

english.dic has been opened successfully

About to start new recovery: 2 CPIU cores, 0 hjw accelerators
Starting petfarmance monikar

Performance monitor started successfully

Recovery: started

Recavery: the password has been found @)

Recovery: stopped

Puc. 5.16
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HOBBIX BUJIEOKAPT UMEET 3TH PEKUMBbI. DKCIIEPUMEHT MMOKA3bIBAET, YTO AJI1 BUJEO-
kapTel, umeromerd | ['GaliT mamsaru, 336 mpoleccOpoB, TAKTOBYIO YacTOTY
1620 MI', ckopocTb noadopa npy NOAKIIOYEHWH OAHOM BUIEOKAPThl OPUEHTHUPO-
BOYHO yBesnuutcsi 6onee yem B 10 pa3. CpenHsisi CKOpOCTh BO3pOCia MOYTH 10
22 Thic. mapoJieii, BMecTo 2 ThIC., Kak ObL10 paHee (puc. 5.17 u 5.18).

Yto mpouzoiaeT Mpu UCMOJb30BAHUM OJHOBPEMEHHO YEThIPEX BO3MOXHBIX BU-
JIeoKapT — He 3HaeM, HO, lyMaeTcs, OyieT 310poBo!

e

8 Mcnonb3osanue GPU

AoCTynHEE YCTRORCTES IHd-1A 0b yoTpofcTES
!E GeForce GTX 560 Bcero namaTw; 1023 MB
Mpoueccopos: 336

TakToBaA YacToTa: 1620 MHz
Bepcha: 2.1
Aparieep apcnned: noapobHo

BHIAMAHWE: Mocne YCTAHOEKH MAM yAaneHHA rpadHeckol KapThl, HE
336y ABTE HIMEHHNTE TEKYLLME OMLKH.

99 | . OTHEHS

Puc. 5.17

Elcomsoft Wireless Security Auditor

thain  JefcTenAa  HacTpodkk  MNomowe
= 8§ 2 W M €4 @ e
WrMnopT - HoBbIH OTEPEITE ™ COXpaHMTE  3anycTHTe ™ MNpoEepHTE Pazaens!
ASHHEL NpOEKT npoekT MpoeKT 3aHOBD OfHOENEHHE T
Brero cnosapesi: QCTAN0Ck CROBAPEH:
Mpowno: Oy 0d Oh:0m:2s QCTanock:
TekylWan ckopocTe: 21924 CpeAHAA CKOPOCTE: 21924
MocneaHHA Naponks: 46th Sarpyska CPL:
l Ssid l Haw l MNapone l Craryc l KoMeHTapH# l
TEST abc12345 MNapone HafaeH
l Bpema l CoobileHHe l
09:55:15 December 17, 2011 Nvidia Complete Yersion 1,10 was initialized successfully
09:55:15 December 17, 2011 About to start new recovery: 2 CPU cares, 1 hfw accelerator
09:55:15 December 17, 2011 Starting performance monitar
09:55:15 December 17, 2011 Performance monikor starked successfully
02:55:15 December 17, 2011 Recovery: starked T
09:55:18 December 17, 2011 Recovery: the password has been found 1) 3
09:55:18 December 17, 2011 Recovery: stopped v

Puc. 5.18
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Hrak, B3nom WPA2-PSK Bce ke BoamoxeHn! Ho ¢ kakumu ycunusmu? Jlocrarou-
HO CKa3aTbh, YTO OCTaBJiAsd YPOBEHb MYyTalMid MO YMOJYaHHIO, U HE HCIOJb3YS
BO3MOXXHOCTH BMICOKAPTHI, U1 MOJIHOrO nepedopa no AByM CJIOBapsiM Ha KOMIIb-
I0Tepe CpeAHed MOILUHOCTH y Bac yMIOET He MeHee ABYX CYTOK (IABYXbSAEPHbIH
3-rururepuessliii Intel-npoueccop, 2 MbaiiT oneparuBHoii namsartu). OpUeHTHPO-
BOYHBIE pacueTsbl caeNlaHbl Ha 3ToM MpuMepe — 50% oaHoro cioBaps = 12 yacos,
3HAuUUT, Ha 2 cioBaps 12 x 4 = 48 yacos (puc. 5.19).

-4 Elcomsoft Wireless Security Auditor

daiin JefcTera  HacTpofikk  Momowgs
b | N A A @ o
o R i [
& R & W M 5 o
I T B Y 1 ~ OCTEHOEMTE OEEPHTE :
: } T aTaky
Bcero cnosapei: 2 OCTanock CROBapen: 1
Mpowno; Oy 0d 13h:28m:41s QCTanock! 0y 0d 11h:39m:37s
TerylWan ckopocTe: 1 980 CpeAHAA CKOPOCTE: 1932
MocneaHki naponks: nonrecluse Sarpyska CPL: 100%
english.dic - S5
Ssid Haw MNapons CraTye KomMeHTapHi
[¥] Marag MAET NoMCK. .,
[ Marag
[] Marag
Bpema CoobleHe
22:18:47 December 10, 2011 3 handshake(s) have been loaded
22:15:49 December 10, 2011 Mew handshake item selected: ssid=Maorag
22:18:54 December 10, 2011 english.dic has been opened successfully
22:18:54 December 10, 2011 About to start new recovery: 2 CPU cares, O hfw accelerators
22:18:54 December 10, 2011 Starting performance monitar =
22:158:54 December 10, 2011 Performance monikor started successfully
22:18:54 December 10, 2011 Recovery: started
english.dic - 53% ol
Puc. 5.19

B cnydae nprvMeHeHMs BHUIEOKAapThl C XapaKTepUCTMKAaMH, YKa3aHHBIMHU paHee,
MOJIHBII epebop Mo ABYM CIOBapsM 3aiiMeT MPUMEPHO 5 HacoB.

U Bce ke, koraa naposib, HaKOHell, OJy4eH, 4To fanbuie?.. Ecau Lesb 310yMblLl-
JICHHUKa Obl1a OINpeAeseHHON, HalpuMep MOJydYeHHe MOYTOBOTO Maposis MOJb30-
BaTesIsl B3J1aMbIBa€MOM CETH, TO Mbl [TUCAJIM YK€ O TOM, KaK OH MOKET 3TO ClIeIaTh:
ucnonb3oBaTh ataky ARP-spuffing. Ho ans sToro HeodxoauMo noacoequHUTHCS
K B3JIOMaHHOM ceTH. A 3TO yke npsiMoe HapylueHue 3akoHa! /la u npu Henocpen-
CTBEHHOM TO/IKJIFOUSHHH OMACHOCTh OBITh MOWMaHHBIM OY€Hb BBICOKA.

Tem He MeHee Xakep, He TIOAKITIOYAsCh K POyTepy, MOXKET (C KaKOH-TO eMy OIHOMY
W3BECTHOM LIENbI0) MPOCTO, HATIPUMED, YUTaTh "Ha JieTy" Tpaduk xepTBbl. [la XOTs
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Obl OMATH K€ C LIeJIbI0 3aBjaAeHus noutosbiM naposiem! Ho, u 31eck He Bce Tak
npocto! Kak pacimdpossiBath Tpaduk "Ha nety"? Jleno B TOM, UTO allrOpPUTM
mrdpoBanuss WPA He Tak yx 1 npocT, 11 aewudpauuy Tpadrka He10CTaTOUHO
3HaHUA mapois. M Bce ke 310 BoaMoxkHO. C 3TOM 1enbio mporpamme CommView
for WiFi Hy>)kHO MepexBaTHUTh TO MTHOBEHHE, KOTa IPOUCXOUT repBas (aza o0-
ME€Ha KJIF0YaMH MeXIy pOyTepoM M KOMIBIOTEPOM XKepTBbl (pykomnoxkaTue)! Jlro-
Oureniel TeOpUU Mbl OTOIILIEM U3y4aTh MpoTokon EAPOL, kotopsliii npumenseTcs
mpu ayTeHTH(QUKaLUK. XaKep ke, NakKe He u3ydas TeOpuH, OyJeT MPOCTO UCTIONb-
30BaTh BO BpeMsl aTaku "MOAYJb peaccoldauuu” yxke montoOuBIIeHCs U HaM Mpo-
rpamMbl CommView (puc. 5.20).

g =1
dain Mowck Bwug Whcrpymentw Hacrpoiika Mpaswna Cnpaska
S e 7 e o O [ A o[8[ &S |
AW OY-F-1Qd|Wm Y H /s Y
Q_)'J ¥anel @ KaHansl | Q@ Tekywme [P-coeguHeHnA | % MakeTel | j:] Log-dainsl | @ Mpaswuna | gl) MpeaynpexgeHua |
KaHan Tun 551 Peaccoymaymn ysnos MakeThl MosTo CWHBK..
5 AP TES = 78145 339 26343
Tekywni kaHan: MocnaTe NakeToE: WMHTepEan, mcek.:
5 STA &80 587 1000 16 8986
5 = |
[5 [ro — 10 -
MocnaTe 3anpoc Ha 4eayTeHTUGMKALKMID OT gaHHoro AP
|74:EA3 AE4:58:C2 TEST) =l
= Mocnate BCEM KNMEHTaM Brumanme! Menonssyiire
3TOT MHCTPYMEHT TONBKD ANA
~ Mocnate 6poakact WHULWANW3aLWMK HOBOrD
& Mocnate BEGPaHAEIM knierTan:  OOMEHE KNKOUaMN B
B WPA-PSK. Moceinka naketa
ECa KNWEHTOE AeayTeHTUhNKALMN NPEPEET
E0:B9:A5:2F-ABT5 COBANHEHWA B CETH,
Mocnate ceivac |
0K |
3axeaT: Brn. MakeTer: 103 201 | Kniouw: WPA |ABTocoxp.: Brn. |I'IpaBuna: Beikn. |Mpegynp.: Buik | 9% 3arp. CPU |PR.REQ i

Puc. 5.20

Mopynb mochiiaeT 3ampoc Ha JieayTeHTU(UKALMIO OT poyTepa. DTO MPUBOJIUT
K peaccolMalii KOMIbIOTepa KepTBhI U poyTepa. [Iponenypa murcs Becero Juib
nonu cexyHnl. 3ato nepexBadeHbl EAPOL-maketsl, HeoOxonaumeie mis aemudpa-
o WPA-PSK.

[Ipuuem, B cuiy ocobenHocteli ycrpoiicta npotokosioB TCP IP sxepTBa BO Bpems
9TOH MpoLeaypbl MPaKTHYECKH Aake He 3aMeTUT Hebosbuioro cbos. [lo Toi mpu-
YKHE, YTO Ha YpOBHE padOThl MPUIOKEHUH ero (c00s) mpocTo He OyAeT: MoTepsH-
HbI€ MaKeThbl MOBTOPSITCA, a 3aMeJIeHre OyeT HE3HAUUTEIbHBIM.
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Hy, xopomo! Tpaduk nepexsaTbiBaeTcs, paciiippoBbIBacTCsA, a KaK MOCMOTPETh
NMaKeTbl B MPUEMJIEMOM JId YE€JIOBEUECKOI'0 BOCIPUATHUA BI/IILC? OKEB]:-IBaeTCS[, u
3TO MOXHO. J[nsg 3THX 1enell B nmporpamme mpeaycMoTpeHa koMmanaa Jlexoaupo-
BaTh Kak. W nanmee BbIOMpaeTcss MPOTOKON, KOTOPBIA OyAeT NeKOIUPOBATHCS
(puc. 5.21).

Puc. 5.21

[Tpumep pexkonctpykuuun HTTP-naketa npencrasieH Ha puc. 5.22.

l_lonyqaeTc;i BIIOJIHE 4YWTacMas CTpaHWYKa: BUIHO Ha3BaHUEC q)opyMa, YUTACTCA
HHUK...

Hy, a KapTUHKHU TOXKE MOKHO MOCMOTPETD, MpaBaa, OTACIbHO.

B 3akntouenue pasrosopa o B3nome Wi-Fi-poyTepoB Hesb3s HE YIIOMSHYTh €Lie 1
0 TOM, YTO KpOME BCEro yke nepevucieHHoro nporpamma CommView BKIIOUaeT
B ce0s Oonblive BO3MOXHOCTU Jisi aBTOMaruzaluu paboT B OUAOTOBOM OKHE
Hacrtpoiika mpeaynpexxaenusi (puc. 5.23), Tie MOXXHO HACTPOWUTH pPa3IUYHbIE
JNEHCTBHA.
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Hacr poiika npegynpexaenna
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| =]
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Puc. 5.23
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IIpu ymesnoit HacTpoiike Xakep MOXKET, HalPUMEP, 3aCTABUTh MPOrpaMMy Hayu-
HaTb 3allUCh MAKETOB B IPOTOKOJ TOJILKO B Cllydae IMOSBICHUS Hayajla JAUaIora
MpY ayTeHTU(PUKALMK ¥ aBTOPH3aLIMH )KEPTBBI Ha TIOUYTOBOM CepBepe.

IIpuBenem tarxke cratuctuky c caidta http://hashcat.net/oclhashcat-plus/ B ot-
HOWICHWH TPOrpaMMbl B3JIOMa pa3nuHbIX Xdm-pyHkumii oclHashcat-plus, Toxe
ucnoneaytoieit TexHonoruto CUDA u ymeroutyto pacuindpoBbIBaTh 55-CUMBOIb-
Hble maponu. CTaTucTHKa MpUBEACHA AJS YeTbIpeX BapHaHTOB KOH(UIYpaLuH
(pa3nu4HbIe BUIEOKAPTHl U OMEpalliOHHBIE CHUCTEMBbI). AHAJIN3 MOKA3bIBAET, YTO
TUI BUJEOKAPThl UMEET 3HAUCHHE.

Performance

e PC1: Windows 7, 64 bit
* Catalyst 13.8beta1

¢ 1x AMD hd7970

* stock core clock

e PC2: Windows 7, 64 bit
e ForceWare 325.15

* 1x NVidia gtx580

* stock core clock

¢ PC3: Ubuntu 12.04.1, 64 bit
e Catalyst 13.8beta1

¢ 1x AMD hd6990

» stock core clock

e PC4: Ubuntu 12.04.2, 64 bit
e ForceWare 319.37

* 1x NVidia gtx560Ti

* stock core clock

Hash Type PC1 PC2 PC3 PC4
NTLM 7487M c/s 2489M c/s 10935M c/s 1772M cfs
MD5 5144M c/s 1802M c/s 6974M c/s 1363M c/s

SHA1 2030M c/s 785M c/s 3139M c/s 535M c/s
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Hash Type PC1 PC2 PC3 PC4

SHA256 1003M c/s 350M c/s 1247M c/s 232M c/s

SHA512 75M cf/s 117M c/s 214M cf/s 71M c/s

LM 1276M cfs 465M c/s 1004M c/s 242M c/s

phpass $P$ 2071k c/s 789k c/s 2771k c/s 511k c/s

descrypt 63371k c/s 37137k c/s 79100k cfs 18332k c/s

md5crypt $1$ 3445k cls 1044k c/s 4425k c/s 648k c/s

Berypt $2a$ 3788 c/s 1583 c/s 3861 cfs 626 c/s

sha512crypt $6$ 12545 cis 15153 c¢/s 34192 c/s 6726 c/s

fsaji"_"z"srg)safe 495k cfs 158k c/s 648k cfs 106k c/s

IKE-PSK (MD5) 297M c/s 99M c/s 335M c/s 59M c/s

Oracle (DES) 371M c/s 142M c/s 265M c/s 68M c/s

DCC (MD4) 3803M c/s 1181M c/s 5377M c/s 851M c/s

Joomla (MD5) 4609M c/s 1659M c/s 6253M c/s 1172M c/s

MSSQL (SHA1) 1677M c/s 639M c/s 2659M c/s 503M c/s

}’ggﬁ’t‘)’gﬁz 133k o/s 45k cis 181k o/s 33k cis

Ha 3ToMm >xe caiiTe npuBeneHbl CCUIKM Ha BUAEOMaTepUallbl N0 B3JIOMY NaposieH, a
Takke Ha (popyM Mo ykazaHHOH TeMe.
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N BHOBL 0 Wi-Fi

Kak yxe oTmeuanock paHee: Tema B3joma Wi-Fi BecbMa M BecbMa MOMyJIsipHA.
Kpome npuunH ncuxonornyeckoro xapakrepa, ykasaHHbIX B MPeAbIIyIIHX IiaBax,
o0y UTENbHBIM MOTHBOM [UTS 3/I0YMBILIJIEHHUKA MOXKET ObITh, K PUMEpY, >Kea-
HHUE MPOHUKHYTb B CETb KaKON-HUOYIb (PUPMbI, MPEANPHUSITHS C LEIbIO MPOMBbILL-
JIEHHOTO LMNHOoHaxa. Tem Gosee YTO 3a4acTyio BO MHOXKECTBE HEOONbIIMX (UPM
JUISE 5KOHOMHH HE MPUMEHSIOTCs OoJiee "Tskenbie" /i B3JIoMa TEXHUUECKUE pe-
LIeHus. A TaKMM JOPOrMM BapUaHTOM, B YACTHOCTH, MOTJIO Obl OBITH MPUMEHEHHE
cepBepa ayreHTudukaunn RADIUS wnu momo6Horo. B Takoit cuTyanuu Toiabko
JICHUBBIM Xakep, "Mpoxoas" MUMO JIETKOW IOOBIYM, HE MONpOoOyeT CBOM CHIIBI,
MpUYeM BOBCE Jake He OyJy4yd HaHSATBIM B KOHKYPEHTHOU OopbOe, a MpocTo W3
JMOOOTBITCTRA.

Hrak, skcrmyatupys MoaHyto Temy o B3siome Wi-Fi, anst Toro uto0sl mo3Hako-
MUTBCS C PSIAOM JIPYTHX MPOrPAMMHBIX WHCTPYMEHTOB, TMOJIE3HBIX AJIsl Xakepa,
paccMoTpuM ewle oAvH mpumep. [Ipuuem, kak okasbiBaeTcs, Jaxe clierka oopy-
raHHas HaMM B TMpPEAbIAYIIMX TJaBaX Mporpamma aircrack-ng, Takke OKakeTcs
OYeHb MOJIE3HON AJIS OCYLIECTBICHHUS MepBOM YacTH aTaku, a UMEHHO ajsl cOopa
B AaMIl-(haiin nakeToB, HEOOXOAUMBIX AJIsl B3IOMA.

HamomuauMm y>ke u3yueHHbIH paHee anroput™ B3noma Wi-Fi:

1. Cuuddepom B namm-daiin coOuparoTes MakeThl, coAepkaiue npoleaypy oo-
MeHa KJIFOYaMH MEXKIY POYTEPOM M KOMITLIOTEPOM (B 3THUX MaKeTaX COMCPIKUT-
cs HazBaHWe cetr — EESID). Jlng oTux ueneii B npenpiaymmeM ciydae Mbl HC-
nonib3oBaiy nporpammy CommView for WiFi.

2. Hcnonb3ys nosiydeHHbIH B M. | MaTepuai, OCYIIECTBIsIEM B3JIOM IO CIOBapiO
JUISs KOHKPETHOM ceTu, JUIs 4ero Mbl NpuUMeHsiu mnporpammy Elcomsoft
Wireless Security Auditor ¢ poagHbIMH, IpUIaraeMbIMHU K HEl CJIOBapsSMHU.
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C uenbio cOopa makeToB B ATOT pa3 NMPUMEHUM HabOp MHCTPYMEHTOB, paboTaro-
mux B cpeae UNIX.

Jns Hauama Hailinem B MIHTepHeTe roToBbIi Ha0Op MporpaMM Ui TECTHPOBAaHHUS
Wi-Fi-cereit Ha ocHOoBe Linux mopg HaszBanumem BackTrack. Ckayaem ero B BuIe
oOpaza u 3anumem Ha DVD-auck, ¢ koToporo B JanbpHeNIIeM MOKHO 3arpyKaThCs
U paboTaTh, COBEPIIEHHO "He KpoMmcas' MpH 3TOM Halll OCHOBHOM KOMITBIOTEP.

Bapuanros BackTrack mHoxkecTBo. J[7s1 Tex, kTo He JIOOUT paboTaTh ¢ KOMaHA-
HOW CTPOKOH M MPUBBIK K rpaduueckoMy HHTepdeicy, MOXKHO B3sTb HAOOp XOT
661 B koMIUIiekTe ¢ obosoukoit GNOME. A moxuHo u ¢ KDE. Ilpuyem no xena-
HUIO: Kak ¢ 32-, Tak 64-pa3psaHoil onepalMoHHON cucTeMoil. Bee 3To HeBaxkHoO.
MeToauka oqHa U Ta xe.

Ilapa ckauyaHHBIX AJI HAIIMX SKCIEPUMEHTOB BapUaHTOB AMCKOB OTJIMYaIach
JIMILLB MO crnocoly 3arpy3Ku:

0 B 0OQHOM BapHaHTe MOCJIe 3arpy3KH C JUCKa CUCTeMa OCTAaHOBMJIACh Ha MpHUIa-
1eHuu Tuna: root@root:~#. [Ipu 3ToM He ObIIO HUKAKOH MOJCKA3KH O TOM, UTO
HY>KHO BBITIOJIHUTh €llle KOMaHJy startx, YTOOBI Jajnee 3arpys3wics rpaduue-
ckuit untepdeiic GNOME, T. k. 3TO cuMTaeTCs OUEBUAHBIM;

Os APYroM BapHaHTE MOCJIC 3arpy3Ku M BbIXOJda Ha aHAJIOTUYHOC IMpPUTTIALLICHUC
CHCTEMBI TOJICKa3KOU OBLTO MpeaJIOKEHO aTb KOMaHAy startx W Jajiee, MpU
3arnpoce MMCHH U MapoJisd, COOTBETCTBCHHO IpEAIarajiloCb BBECTU UM CYyIEp-
MOJIb30BaTeJIA root U NAPOJIb toor.

Bot u Bce oTnnuus, ganbHeie AeicTBUA a0COIIOTHO aHAJIOTUYHBI.

Hrak, Ha HameM JIOOMMOM KOMIBIOTEpEe MBI 3arpy3wiinuch B rpaduyeckyro 060-
nouky GNOME, ucnone3ys BackTrack (puc. 6.1).

[lepBbIM n1enoM HEOOXOAMMO OMpPEAETUTHCS C HAa3BaHMEM TOMa, Kyla Mbl Oyaem
3anuchiBaTh Halll aamn-¢aiin ¢ nakeramu Wi-Fi.

Urobb1 He HampsiraTh JoOuteneid Windows, He 3Harommx cuHTakcuca UNIX-
KOMaH/I, OAPOOHEWIIMM 00pa3oM OMUIIIEM CaMblii TPUMUTHBHBIH CrOCO0.

Hampumep, Ha TecTOBOM HOYTOYKE MMEIOTCS J1BA JIOTHUECKMX pasfelia MKEeCTKHUX
nuckoB. OMH U3 pa3zielioB, OMNpeNelCHHbII HaMHU UMEHHO Jyis 3anuvcu (aiina,
nmeeT uMsi TEATR. OtmetuB 11t ce0st 3TOT (akT ¥ peluB, 4YTO IMEHHO B KOPEHb
3TOro Aucka OyzaeM 3amuchiBaTh OTJIOBJIEHHBIE MaKeThl, cieqyemM B MeHio Places,
nanee Computer rpadudeckoii obonouku GNOME, u Haxomum Tam paszgen
Device. B atom paznene Buaum, uto ToMm ¢ umeHeM TEATR ycnentHo cmonTHpO-
Bajics B cucteMe nocie 3arpyskni GNOME. VcranasnuBaem kypcop Ha TEATR
M, Ha)kaB MpPaBYIO KHOMKY MbIIIM, BHAMM BCIUIBIBAIOIUIMNA KOMMEHTapHid —
/media/TEATR (puc. 6.2).
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4 Te Moy B, B

Puc. 6.1

* TEATR - File Browser
File Edit View Go Bookmarks Help

¢ * < BTEATR

-

Temp Users

L

44 items, Free space: 42.0 GB
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& root ‘ | ‘
@ Desktop
= 1 Boot
— Trash
Devices o
. File System _&l‘i
SYSTEM RESE... Documents and PerfLogs
o Settings
3 Acer -
= o
Network ve = J hJ
iz Entire network ProgramData Program Files
$Recycle.Bin RECYCLER

L

Config.Msi

L

Present

L

Recovery

L

System Volume
Information

L

Windows

Puc. 6.2
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Pesynbrar momydeH, stot myth /media/TEATR Oynem wcmonb3oBate st pa3me-
weHus ¢aiina. K cnoBy ckazarte, Ty ke HHPOPMALHIO MOXKHO ObUIO ObI MOJTY4HUTh,
HanpuMep, NocJie 3amycka KOMaH bl mount B OOBIYHOM TEpMHUHAIBHOM Ceccru.

3amycTUM TepMUHaNIBbHYIO ceccuro. [l aToro B MeHio Applications Beibepem mo-
cienoBareibHO koMaH bl Accessories | Terminal.

HOJ'[yLH/IM MNpUriialiCeHUEe CUCTEMbI:
root@root:~#
I[anee BBINIOJIHUM KOMaHAY:

iwconfig

Ecnu ppaiiBepsl aiiss Wi-Fi-kapTsl HopMalibHO ¢paboTaliv, TO MOJYYUM pe3yibTarT,
KaK MOKa3aHo Ha puc. 6.3.

* root@root: ~
File Edit View Terminal Help

Puc. 6.3

B Hawiewm ciyuae, korjaa ycraHoBjieHa Bcero onHa Wi-Fi-kapra, ceTb OyneT umersb
Ha3BaHue wlan0.

Jasiee HEOOXOUMO MEPEBECTH KapTy B PEKUM "MOHHUTOP", JUIS Yero JaeM KOMaH-
Iy UMeHHO ajist cet wlan0:

airmon-ng start wlanO
Pe3ynbTaT BBINOJHEHHS YKa3aHHOW KOMaH/IbI MOKa3aH Ha puc. 6.4.

Ele pa3 BBIMOMHUM KOMaHAY iwconfig, YTOOBI YIOCTOBEPUTHCS, YTO U3MEHMIICS
peskuM paboThl KapThl (puc. 6.5).
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~ ~ | x root@root: ~
File Edit View Terminal Help
:~# airmon-ng start wlan@

Found 5 processes that could cause trouble.
If airodump-ng, aireplay-ng or airtun-ng stops working after
a short period of time, you may want to kill (some of) them!

PID Name

2538 dhclient3

2590 dhclient3

2697 wpa supplicant

2706 dhclient

2727 dhclient

Process with PID 2590 (dhclient3) is running on interface wlan®
Process with PID 2697 (wpa supplicant) is running on interface wlan®
Process with PID 2727 (dhclient) is running on interface wlan@

Interface Chipset Driver

wWlan® Atheros AR9285 ath3k - [phy@]
(monitor mode enabled on mong@)

~ ~ ¥ root@root: ~
File Edit View Terminal Help

:~# 1wconfig
lo no wireless extensions.

ethd no wireless extensions.

wlan® IEEE 802.11bgn ESSID:"FRAG"
Mode:Managed Frequency:2.452 GHz Access Point: C2:EA:3A:E4:5A:74
Bit Rate=54 Mb/s Tx-Power=9 dBm
Retry long limit:7 RTS thr:off  Fragment thr:off
Encryption key:off
Power Management:on
Link Quality=69/78 Signal level=-41 dBm
Rx invalid nwid:® Rx invalid crypt:@ Rx invalid frag:@
Tx excessive retries:f Inwalid misc:71 Missed beacon:@

IEEE 802.11bgn Mode:Monitor Tx-Power=9 dBm
Retry long limit:7 RTS thr:off  Fragment thr:off
Power Management:off

~#
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B urore Hama cereBas Wi-Fi-kaprta >xgetr komanz Ha untepdeiice mon0. [losTomy
BBIMOJTHUM:

airodump-ng monO

PesynpTar paboThl KOMaHIBI airodump-ng MNPEICTaBIEH Ha pUc. 6.6.

File Edit View Terminal Help

CH 9 ][ Elapsed: 7 mins ][ 2¢ 08 08:29 ][ WPA handshake: 74:EA:3A:E4:5A:

SID ons ; CH MB ENC CIPHER AUTH ESSID

-86

STATION

Puc. 6.6

OnpenenseMcsi B MOMy4YeHHBIX pe3ysibTaTaX C CEThIO, MaKeThl KOTOPO HEOOX0oaH-
Mo 3anucath B aamri-daiin. 3neck mis npumepa 3to cetb ¢ ESSID "t-r-e", ¢ MAC-
aapecom poytepa F0:7D:68:81:A4:F8.

Jns mpopomKkeHus 3amycTiM ellle OJHY TepMUHabHYI0 ceccuio. C 3TOH 1esbio
B MeHio Applications nocnenoBatensHo BbiOepeM KomaHIbpl Accessories |
Terminal. M nanee BeImosHUM KOMaHy cd /media/TEATR (puc. 6.7).

* root@root: /media/TEATR

Puc. 6.7

[Nepeiins Ha BeiOpaHHbIit TOM ¢ uMeHeM /media/TEATR, BbImosHUM KOMaHTY:
airodump-ng —--bssid F0:7D:68:81:A4:F8 -w namefile monO
[locnencTus BeIMOJHEHUS! KOMaH/Ibl peACTaBIeHbl Ha puc. 6.8.

Korpna naketoB Oynet noctarouHo (B HalieM NpUMepe BCEro Ba), pepBeM padoTy
KOMaHZbl HaxkaTheM koMOMHaumu kiasuwl <Ctrl>+<C> nubo npocto 3akpeITHEM
OKHa TEpMHUHAJIbLHOW CECCHU MOCPEICTBOM MEHIO.
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* root@root: /media/TEATR
File Edit View Terminal Help

CH 9 ][ Elgp : 3 mins ][ :
BSSID PWR Beacons : § ENC CIPHER AUTH ESSID
. WPA2 CCMP P! 0o il =

STATION PWR Rate Lost Packets Probes

Puc. 6.8

@aiin namefile.cap 6yzaer nexarb B kopae Toma TEATR, T. k. KOMaHIy airodump-
ng Mbl BbITMOJIHSUIM, MPEABAPUTEIbHO Mepelas HIMEHHO Ha 3TOT TOM.

3aBepiuuB paboty ¢ auckom BackTrack u 3arpy3uBumics B Windows, MO>kHO mpo-
JOJDKUTH paboTy ¢ yKa3aHHBIM JamIl-(paiioM.

Janee skcriepuMeHThl ¢ (ailioM MOKHO MPOBOJUTH C MOMOLIbIO YK€ M3BECTHOMH
Ham niporpammbl Elcomsoft Wireless Security Auditor.

Takum 00pa3om, Mbl 03HAKOMUWJIUCH C €lI€ OJIHAM TMOJIE3HBIM HA0OpOM TMpOorpamm
JUTs1 XaKkepa, mpuMeHsieMbIX yxke B cpeae UNIX.

Ha 3ToM MOXHO ObLJIO Obl M 3aKOHYWTH OOCYXJEHHWE TEeMbl, HO BO3BpaIlasiCh
k nporpamme Elcomsoft Wireless Security Auditor, xoTenoch Obl MOrOBOPUTH
eme 00 ONHOW 3ameuaTesbHOW TNporpaMme, KOTOpas MOXKET BXOJIUTH B HabOp
xaKepa.

Jleno B TOM, 4TO MPH UCTONB30BAaHUK TMPOrPaMM B3JIOMa 10 CIIOBAPIO Tiepe]l XaKe-
pPOM MOXKET BCTaTh BOIPOC, Kak c(OPMHUPOBAThH CIIOBAph CAMOMY MO OMpeesicH-
HbIM kputepusM. OJHUM U3 3aMevaTeIbHbIX HHCTPYMEHTOB TAaKOTO IJIaHa SIBJISET-
cs yranuta V-ListmakeR.

Ilonb3oBaTkcs eto oueHb Jierko U yaooHo. Hanpumep, eciv ucxoas usz kakux-amuodo
pa3BebIBaTENIbHBIX JAAHHBIX, MBI NpeanonaaraeM, 4ro naponbs WPA2-PSK, koro-
pbIii HAM HY’>KHO BCKPBITb, COCTOMT M3 BOCBMH LM(]p, 3a4e€M HaM TOrJa JIMIIHUE
ClIOBa B clioBape (a 3HA4YMT, U BpeMs, 3aTpadeHHOe Ha B310M)? MBI ke MOKeM
NPOCTO CreHepUpoBaTh CIOBaph CaMH, U3 BOCbMHUCHUMBOJIBHBIX MapoJieil Ui BeeX
BO3MOXKHBIX BapraHTOB HabopoB udp ot 0 mo 9. C sToii 1enblo B HACTpoMKax
V-ListmakeR B paznene Passwordz B none ABC ycranosum 3Hauenue 0123456789,
a B mnojie count — 3HaueHue 8-8 (OT BOCBMU 10 BOCBMH), KaK IOKa3aHO Ha
puc. 6.9.

ITocne 3amycka mporpamMmbl KHOMKOW Generate, oHa MPeAJIOKUT yKa3aTh MYTh,
KyJa COXpaHHWTh TeHepHupyemblii cioBapb. [lomyuutcst ¢aiin pazmepom oKoJio
1 I'6aiit. Kctatu, reHeprpoBaThesl OH OyAET JOCTATOYHO I0JITO, OYTH CYTKH.
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Puc. 6.9

HyxHO 3ameTHTh, YTO €Ciau [EHCTBUTEIBHO B3JIaMBbIBAEMBIH Mapoib COCTOWUT
TOJIKO M3 BOCBMH LM(pP, TO COBEPLIEHHO TOYHO 3TOT Mapoiib OyAeT BKIIOYEH
B CJIOBApb, MOJIyYEHHbII HAMU B PE3YJIbTaTe NPOAEIIAHHbBIX ONEPALMIA.

Opna He3ajauva: OOJIBIIMHCTBO MApoJiel Bpsia Ju OynyT TakuMu npoctbiMu. Olie-
HOYHOE BpeMs B3JIOMa C UCMOJb30BAHUEM HAIIero BHOBb CTEHEPUPOBAHHOTO CJIO-
Baps CO CPEeTHUM YPOBHEM MyTalluii (qaxke vcnonb3ys texHonoruto CUDA) 6yaer
BCe Jke o4eHb OonbiiuM. Ha puc. 6.10 nmoka3aHo, 4TO OHO COCTaBUT IOYTH JIBa-
auath aHeit (19 nHeii u 13 yacos).

Heo6xonmumo yuutbiBaTh, 4TO BUAEOKAPTA IPEETCS, TOCMOTPUTE HA PUCYHOK: TEM-
nepaTtypa B HallleM NpuUMepe B caMOM Hauajle B3JIoMa MOAMpbIrHyia ao 60 rpamy-
cOB (XOT#, MpeanosnaraeM, 4yTo rpagycos 10 90 qOMyCTUTh BCE KE MOXKHO).

MpbI yxe ynoMUHalIu paHee, YTO YCKOPUTh B3JIOM MOXKHO, TPUMEHHUB HECKOJIbKO
BuaeokapT. Ho, eciiv HeT Takoi BO3MOXHOCTH, MOKHO MPOCTO pa3pe3arh CI0Bapb
Ha HECKOJIbKO YacTeil: KpaTHOe KOJMYECTBY ApYy3€ei, COrJIAaCHUBLIMXCS MOYYacTBO-
BaTh BO B3JIOME MapasuiesibHO. Toraa Kaxaplid U3 yYacTHUKOB MOAKIKOUYMT BO Bpe-
Md B3JIOMa TOJIbBKO CBOIO 4YacThb cjoBaps. B 3ToMm ciyuae Bpemsi B3jiomMa MOXKET
0Ka3aTbCsl y>K€ JOCTATOUYHO mpuemsieMbiM. Pa3znenue ciioBapb, Harpumep, MEXIy
YeTBIPbMS JIFOJIBMH, B3JIOM MOYKHO OCYILECTBUTH yKe B Ooliee KOPOTKOe BpeMms, 3a
ATH JHEH.

B 3aknroueHue 31Ol TeMbl OcTaeTcs TOJBKO MOCOBETOBATH AJISl pa3pe3aHus CloBa-
peii ucnonb3oBath nporpammy Total Commander. [Iis 3TOro, ycraHOBUB Kypcop
Ha pa3pe3aeMoM (aiiie, B MeHi0 @Daiii HeoOXoauMo BhIOpaTh kKoMaHay Pa3outh
¢daiin u ykazatp B HameM ciaydae pazMep dacteit 250 Mbaiit. B pesynbraTte mis
HalLIero ciyyast oJy4rM YeThbIpe cJIoBaps.
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Elcomsoft Wireless Security Auditor

dadin JefcTera  HacTpofikk  Momows

m & e

T (QCTaHOEMTE

aTaky
Beero cnoeapen: 1 OCTanock CROBapEH:
Mpowwno: Oy 0d Dh:1m:53s QcTanock!
TekylWan ckopocTe: 22 243 CpeAHAA CKOPOCTE:
MocneaHki naponks: 00006705 Sarpyska CPL: 100%

| dict undp Bce 8 undp.bxt - 0%

A - Mapone - Craty - KomMeHTapHi

MaeT noMck, .,

- CoofiueHne -

17:49: ﬁﬂay 0g, R;ecovery: pausedﬂ

17:56:22 May 08, 2012 dict urp Bce & undp.txt has been opened successfully
17:58:22 May 08, 2012 Myidia Complete Version 1,10 was initialized successfully
17:58:22 May 03, 2012 About to start new recovery: 2 CPU cares, 1 hfw accelerator
17:58:23 May 03, 2012 Starting performance monitar

17:58:23 May 03, 2012 Performance monitor started successfully

17:58:23 May 08, 2012 Recovery: started

HGPLUL - 60 C2 dict umdp Bce 8 umdp.kxt - 0% ujj]] 2
- =

Puc. 6.10
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CokpbiTne ceoero IP-agpeca

Tema cokpeiThs XxakepoM cBoero IP-anpeca naer Ham xopoluuii oBoj yIOMsSHYThb
0 1IeJIOM apceHalle pa3jINYHbIX HHCTPYMEHTOB, KOTOPbIE OH MCTIOJIb3YEeT B OHJIalH-
pexxume, nipsimo u3 UnrtepHera. Ecnu Ha Bamem mrobuMom "monckoBuke" B MH-
TepHeTe 3aJaTh CTPOKy: "ompenaeneHue cBoero IP-ampeca, To MOXHO MOMYYUTh
MHOX€ECTBO CCBhUIOK Ha Pecypchl, I'Zie JIErKo, COBEpIIEHHO OeCraTHO ONnpenesiuThb
He TOJIbKO CBOH ajpec, HO W Jpyrue JaHHbIe O KaKOM-JTMOO MHTEpecylolleM Hac
azapece.

Jnst Havasa 1 MbI onpeenM CBOM aJpec Ha OJHOM U3 Takux pecypcos. Ilepeitns
0 HAKMJIEHHOH CChIJIKE, MOMyUnM pe3ysbTat (puc. 7.1).

" M10 1P aipeC - KaK YoHaTh CEO/ID afpec B WA 1EDNETe, DI, WHOie, LFaCers, Kark yana b ip aaper - windowe TLerer EApIOrer

dafin  Mpaska Bug  MsfpaHHos  Cepewc  Cnpaska
E v Hamd | A~ # [@) [Nowa £ Oaroknaccrisd Sebositwp  »  [E]Hpasirca ) Myseica -

Q. ) s ip-Lry o (B [#][x

G MsBpaHHoe | 93

(€ Moi IP aapec - KaK y3HaTE CEOM (P 3ADEC B HHTEPHE, . -y = e

MOW IP AOPEC: 18111.12.10

L]
lP- Eﬁgm:g:nn geocode ping who-is visual tracert tracert headers

Puc. 7.1

[P-anpec — 5T0 HamBakHeias WHPOpPMALMs, MO KOTOPOH MOYKHO BBIUYHCIIHTD
nosb3oBaresis ceti. MMeHHO Mo3ToMy AJisi COKpBITUSI OypHON NesTeNbHOCTH XaKe-
Py Tak BaykHO paboTaTh (hakTUUYecKH "CrpsATABIINCH 32 Ybei JInOo cnmHoi". B ka-
YecTBE TaKOW CITUHBI M MOXKET BBICTYNAaTh NPOKCH-cepBep. s Toro 4yroObl HAWTH
MOAXOSAIINN MPOKCH-CepBEp, OCTaTOYHO BBIMOJHWUTL B MHTepHeTe mowuck, Hc-
NOJIB3YIO CTPOKY Nourcka "GecrnatHble poken". Llens — naiitu [P-anpec u Homep
nopra GecrulaTHOro mpokcu-cepsepa. Ilpuuem, BakHO HaiiTM MMeHHO paboTato-
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LMK B JAHHBIH MOMEHT CepBep, T. K. MHOTHE U3 HUX MEHSIIOT CBOM JJaHHbIE B Teue-
HHE HECKOJIbKMX 4YacOB, W Pe3yJIbTaThl [OMCKAa MOTYT JaThb BaM JaHHbIE Ha yxke
"Hepabouwmit" cepaep.

PaspickaB HeoOXoavMble MaHHBIE HA TTPOKCH-CepPBEP, POMU3BOIUM HACTPOUKY IS
Hero. PaccMoTpuM, kak 3TO chenaTh, Hampumep, ¢ npumeHeHuemM MS Internet

Explorer (MS IE). [lns storo B mMeHio CepBuc BbiOupaem koMaHay CBoiicTBa
o0o3peBareJist, a najnee — Bkiaaky Ioakaouenus (puc. 7.2).

CeolcTEa obO3peEaTens ——|

Obwme BesonacHocTE FoHbHAEHLHANEHOCTE
CoAep#aHHe i MoagnioqeHra = | Mporparme AononHHTENEHD

-

ANA YCTAHOBKM NOAKNHYEHHA KOMIBHITEDS ¥CTaHOBMTE
K MHTEpHETY WENKHMTE 3TY KHOMKY,

HacTpoHka Y AaneHHOro A0CTYNA H BMPTYankHEX YacTHEIX CETeR

A0BaEHTE.
LUenkHkTE KHOMKY "HacTpofka” Ana HAacTpokkK
MPOKCH-CEPEEPA ANA 3TOMO NOLKNHHEHHA,
HacTpofika NapaMeTROE NOKANEHOM CETH
MapareTpEl NOKSNEHOA CETH HE NPHMEHARITEA | HacTpakika ceTH

ANA Mo AKAKHEHHA Y 4aNSHHOrD A0CTYNa, Ana
HACTRORKM ¥ A3NEHHOM O A0CTYNE WENKHHTS
KHONKY "HacTpoika", pacnonoweHHyYH Bewe,

o] 8 OTMEHa

Puc. 7.2

Haxxap kHonky Hactpoiika cetu (cM. puc. 7.2), B pasaene Ilpokcu-cepsep as
onuuy McnmoJib30BaTh MpPOKCH-cepBep AJS JOKAJLHBIX MOAKJIIOYEHHI. .., BBO-
nuM aaHHele IP-anpeca u mopra npokcu-cepeepa, HailieHHoro B MHrtepHere, He
3a0bIB OTMeTHUTH (prakok He mMcmosib30oBaTh MPOKCH-cEpPBEp MJISl JIOKAIBHBIX
aapecos (puc. 7.3).
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[
i = T
HacTpoxka NapdMETpPOE JlDKa.I'Ib_HDM CETH

AETOMATHHECKAA HaCTDDﬁKa

YTobk! HCNONE30EATE YCTAHOBNEHHEIE EPYHHYHD NapaMETPEl,
OTKAMIYMTE ABTOMATHHECKYHD HACTPORKY,

[] AETOMATHUSCKDE ONPEASREHHE NAPaMETROE

[T Mcnone30BaTE CLUEHAPHA SETOMATHHECKOM HACTPOMIH

Mpokcu-cepsep

(1 McNonNb30BaTE NPOKCH-CEPBER ANA NOKANBHED: NOAKAHHEHHA [He
' NpMMEHABTCA ANA Y AANEHHEX KK YPM-N0 Ak HYeHKiA),

Aapec: |178.208.255.123 MopT: | 3128 AononHUTEREHD

=1
|V | He Mcnone30BaTe NPOKCKH-CEPBEDR ANA NOKaNBHER 84pEecos

6], 8 OTMEHA

Puc. 7.3

XoTs B HallleM MpuUMepe ceiuac BaXKHO, YTOObI UCKOMBIN MPOKCH-CEPBEp MOAEp-
>kuBant uMeHHo HTTP-nipoTokon, u Mbl cMoriu Obl paboTaTh aHOHUMHO, UCTIOJNb-
3yst Opay3ep Uil OOBIYHBIX MHTEPHET-CTPAHMLI, BCE PaBHO MOXKHO BbIOpaTh ycTa-
HOBKY (HakaB KHOMKY JlomoJjinuTeBLHO) 1715 BceX npoTtokosos. Hy, k npumepy,
He Oyner padorath FTP-nmporokon — He cTpamiHo, B AanbHelilieM Haligem, eciu
MOHAI00MTCsI, UTS ATOTO Ipyroi cepep (pHc. 7.4).

ITocne nmoaTBep:kaeHHUs HOBBIX HacTpoek nposepsieM cBoil [P-agpec! U ¢ Benu-
YalIIUM yJIOBJIETBOPEHUEM BUAUM, YTO MBI — 3TO YK€ BoBce U "He Mbl"! Hac Bu-
1T B UHTEpHETE COBCceM oA IpyTruM afpecoM (puc. 7.5).

Ho, noiinem ewe panpme! Tenepb sl YCTAHOBKM HYKHOTO MPOKCH-CEPBEPA
MpeJIBApUTENIbHO YCTAHOBUM XUTPYHO nporpammy SuperSocksS5Cap.

Jn1s 9McTOTHI SKCNIEpUMEHTa Mpexie yeM yoeautscs, uto SuperSocks5Cap neiict-
BUTEJIbHO paboTaeT, He 3a0yaeM yOpaTb HaCTPOWKHM MPOKCH-CepBepa, BBIMOIHEH-
HbIEe paHee B 3TOH IJlaBe, MHa4Ye (aKTUYEeCKHd Mbl CO3AaJUM LIETIOUKY M3 ABYX MpPO-
KCH-CEPBEPOB U NPY NMPOBEPKE YBUANUM aJipec, HACTPOSHHBIN A0 3TOTO ¢ MOMOLIBIO
MS Internet Explorer.

UYroOwbl npoBaiinep He cMor u3ydaTh TpadHk Xakepa, i mudpoBaHus TaHHBIX HA
y4acTKe MEXY MPOKCH-CEPBEPOM M XaKEPOM 370YMBILIITIEHHHK MOXKET MCIOJIb30-
BaTh npoTokonbl Socks4, Socks5, HTTPS u ap. C atoii uesnbto B UHTepHeTe Takke
JIeJIaeTCsl COOTBETCTBYIOIIMM 3aNpOC Ha MOMCK OecruiaTHOro cepeepa (puc. 7.6).
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CepEEpbl
!-i . Tun AApec NpokckH-cepEepa MopT
LHTTR: | | 4
2, Secure; | 17 | 2
3. FTP: | 175,208, | | 3128 |
4, Socks: | | i | |
ClAKMH NPOKCK-CEPEEP ANA BCEX NPOTOKON0E
Mcknra4eHHa
!—-’ . He wncnonesoeaTk NpokcH-cEpEED ANA 3ADECOE,
g.‘ HAYHHSHOWHXCA
AJpECa pasAENARITCA TOYKOH C 3anaTon ;)
COK oo OTheHa

Puc.7.4

dows Internet Explorer

mafin  Mpaeka Bua  bisBpaHHoe  Cepedc  Crpaska
B @ mail.u RAFEERE || Haimid | g 2 [Mowra £ Danoxnaccrin SaMoirip 4§ Ve 181 goro >

—_— — 1 —
TORE v e
r Wsbparoe | g

‘ [ M0 TP spec - KaK ysHaTS CBO I AADEE B HHTEPHE. ..

Hpasures | Myssika = 120

L]
lF- gﬁgm:ru",.',“" geocode ping who-is visual tracert tracert headers

Puc. 7.5
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F="socksd/5 profy BECANATHO CMCOK — HHAERE: HAWNGOCS 157 ThIC. OTGETOE - WINdoWs INLernet ERplorer

EBra

5.7 WabpanHos :,:3

lf136paH_Hoe Ceperic  Cnpaeka
= socked/D prosy BECMNATHO SMMCOK *  Hapmul &v # [Noyra £ OgHoknaccHURK %Monmup
{lyandesx.rulva

A socks4/S proxy BECNNATHD ciMcoK — AHABKC: Hawno. ..

Anpexc

Hawnoce
157 TeIC. 0TEETOR

Monck [oura Kapter Mapker Hoeoctw Croeapuw Brnomn Bugeo  Kapruhkn

socks4/5 proxy GecnnaTHo CNMcoK | Haiitn

|_| B HaigeHHoM || B Kemepoeo DACLINDEHHBI NOUCK

Free Socks 4/5 - Proxy-Base.Org - BecnnatHbie NPOKCH. Socks List. Ckayats...
becnnatHelil cnucok ceexitx Socks 4/5 npokcun cepeepoe! [GET). FiGHTING FOR FUN. Free Socks
4/5 (Alive) - Count: 20. buy more proxies: link.

tools.proxy-base.org » freeproxy/

& Fast SOCKS4/5 Proxy Servers

Perynapto obHoenAemeli cnucok BECTINATHDBIX patounx SOCKS4/5: B Huxe yKkaaaHHOM cniMcKe
HAXOAWTCA HECKOMBKD pabounx BecnnaTHbIX COKCOB, JaHHLIA CNUMCoK 00HOBNAGTCA B peankHoM
BREMEHN.

ru_fastproxyservers.org

Cnucok Socksd. Cnncok SocksS. Socks4/5. becnnatHbie CoKChl, CNNCKM...
Cnuckn Proxy HTTP. ... Mporpammel Socks 4/5. 3awuTa caittos ot Atak.
proxybox.ru » socks_list htm

Cnuckn Socks cepeepoB. Socks 4, Socks 5. [Nporpammel ana cokc, Kak Halmu
Cama nporpamma BecnnatHa, Ho Ga3a caliToB Ha KOTpbIX HaxogATcA 3Th socks cTonT gexer. Basa
colpaHa HaMKU MNYHO M HA XaNABY He PacnpocTPaHABTCA. ... 3arpy#asT cnUcKK socks-proxy ua
TekcToBeX W 13 HTML daiinos. Mpoeepaet cnuckn Socks4/5 nioboro pasmepa.

poststar.ru > socks_htm

.| BecnnaTHble socks npoken (ALL)

becnnatHbie npoKcH, cNUCKK DecnnaTHeIX, aBHOHUMHEIX NPOKK ANA BKOHTAKTE, 0AHOKNACHUKN W
NpPOCTO ANA CKPLITHA ip agpeca. ... mh-proxy.ru your internet security. Mpoken: hitp/s socks4/5 Crpana
mh-proxy.ru > ?proxy=socks&country=ALL

& Cnucku BecnnaTHbIX NPOKCK cepBepos (free proxies lists): NoNHLI CANCOK. ..

Hitp? Https? Socks 4 / 57 Cpegree kon-go B geds. 2000 - 10 000. ... MonpoGyiite Hawn npokch
6ecnnatHo- Cnucok HTTP proxy 3a nocnefHiow Hefent (fparMedT cogepsut nopagka 2000 proxy
CepEEpOE).

freeproxy.ru » ruffree_proxy/get htm

Puc. 7.6

BHoBb HaxXOOWUTCA NOAXOASLINN CCPBCP, U Oajiecc B HaCTpOﬁKaX nporpamMmmsl ycra-
HaBJIMBACTCA IP—az[pec, THUIT IPOTOKOJIA U IOPT HalJI€HHOr O OecIIaTHOro CcepBEpa

(puc. 7.7).

[IpoBepsieTcst, paboTaeT U NaHHBINA cepBep WIM UHPOPMALIMS N0 HEMY YXKe ycTa-
pena (kHonka Test This Proxy) — puc. 7.8.
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=
Super Socks5Cap Setup

| Miscellaneous |
If you want uge hitp proxy. you should use super network tunnel as prosy server [wersion 2.4.2 above].
then uze super network tunnel client/zerver or zocksh prosy type, can download it at
bittp . netw otk burinel. net
Frosy List Config
[oHkoHT Proxy Profile Mame |Tem03blm EApHaHT |

HmeEnaﬂum

Prosy Type [socKs4 -]
Prowy Host |88.150.205.235 |
Prowy Part | 1DED|

Praxy User Hame | |

Praxy Password | |

Domain Mame [if nat empty, uze NTLM auth)

Add Prosy | | Delete Prosy | | Test This Praxy |

Current Usze Prowy: | TecTOBRIN BapMaHT |'|

| Help | | ak. || Eancel|

Puc. 7.7

Ecnu Bce 3ameuatenbHo paboTaeT, COeAMHEHHE YCMELIHO YCTaHaBJIMBAeTCs, 3Ha-
YWT, HACTPOKMKa MOYTH 3aBepiueHa. Ml BOT TyT camoe riaBHOE, YTO MO3BOJIAET cle-
naTth nporpamma SuperSocks5Cap! A MMeHHO: OHa JaeT BO3MOXHOCTh paboTaTh
yepe3 MPOKCH-CepBep JIIOOOMY MPUIIOKEHUIO, a He Tobko Opaysepy!!! s uero
BbI JIOJDKHBI MPSIMO B T0JI€ MPOrpaMMbl "OpocHTh" SpIbIK UMEHHO TOW MPOrpamMMBl,
KoTopyto Oynete 3amyckath uepe3 SuperSocks5SCap. Ho mbl (onsTs xe 1uis ympo-
LIEHUS! U YUCTOTHI IKCIIEPUMEHTa) OpocUM Tyza 3Ha4oK npuBbldHOro MS Internet
Explorer (puc. 7.9).

JBakIbl IIETIKHEM IO 3TOMY 3HAYKy, (aKkTHYecKH 3amycTuB Opaysep "wz-mox"
npunioxkeHust SuperSocks5Cap, u BHOBB npoBepuM Hai anpec (puc. 7.10).

OnwIT ynancs, 1eib JOCTUTHyTa — paboTa OCYLIECTBIIsIETCS Yepe3 MPOKCH-CepBep,
U yKe, UTO OYeHb BaXKHO, ¢ wWudpoanuem! B MHTepHeTe Hac BUAAT MOA HOBBIM
aJipecoM.

Kak BbI yxe MOHSUIH, JIs OOJIbIeH CKPBITHOCTH XaKepy He TPYJAHO HCIOJIb30BaTh
LIETIOYKU U3 HECKOJIbKUX MTPOKCHU-CEPBEPOB.
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= —
Super Socks5Cap Setup

IF pou want use http prowy, you should use super nebwork tunnel as proxy server [version 2.4.2 above)].
then use super network, tunnel client/ server or socksS proxy twpe, can download it at

http: A v, nietworkbunned et

—Prawg List Config————————
[oHKOHT Proxy Profile Mame |Tec’r05b||:| EapHaHT |

H Hﬂ.esﬂaﬂﬂ.bl

Prowy Type [soCKs4 -]
Prosy Host |88.150.205.235 |
Prasy Port | 1080 |

Super Socksstap 1.4.6.0

Conneck To SOCKS4 58, 150,205,235: 1080 success :l

:| [if ot empty, use MTLM auth]

oAy Elefe Frosy Test Thiz Prosy

Current Usze Promy: | TECTOBRIN BapHaHT |'|

| Help | | a4 || Canc:e||

Puc. 7.8

trator User Mode

o@- v < JB@

Setup List 1 fdd Dt ‘E]ragBox| “Run

Current Use Prosy : Tunnel &l Program [Fast mode, exclude wnning program]  [v| Use Run Game With GamelGuard Mode

e

Internet
Explorer

9 )

Help  About

Program wia Tunnel Config I Log and Status I Frogram In Tunnel I Game Setup Help I

SockshCap | ‘ You can dragdrap progranm of program sharteut into above list

Puc. 7.9
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"~ "MoW IP afipec - KAK Y3HATH CBOH Ip afiPAC B WHTEPHETE, ping, Whois, tracett, kak y3HaTh Ip aApet - Windows Internet EXplorer

Daiin  Mpaska  Baa  Msfipadroe  Cepenc  Cnpaexa

JCRg v Hamdl | A%~ # [ [Nowra 2 Opvocnaccray SaMoiivap 45 Wrper gl doto > [EHpazirea o Myssika -
ip-1.1u, || [49][ x
+¢ WsbparHoe =

(& Moii IP aapec - KK ya3HaTE CBO Ip SAPEC B HHTERHE. ., [ ] *

MOW IP AZIPEC: 88.150.205.235

geocode ping who-is visual tracert tracert headers

Puc. 7.10

[Tororopum HemHoOro enie 06 ogHON abCOMIOTHO OecIIaTHOM, CBOOOJHO pacrpo-
CTpaHseMO mporpamme Ui CKpHITHSI MpeObIBaHUS B CETH ¢ MHTPUTYIOMIMM Ha-
3BanueM — Tor (The Onion Router)! DTo MHCTpYMEHT AJIsl OCYLIECTBICHHUS Tak
Ha3biBaeMoi "1ykoBoi mMapupyTtuzauuu". IlpumeuarenbHo, YTO Aake B JIOTOTUIE
MporpaMMbl UCTIONb3YeTCs N300 paXkeHue JiykoBuLpl. [IpaBra, oHa He HaIKycaHHas
Kak g0JI0KO, HO 3aTO ¢ HEJOCTAOLLEH YeTBEPTUHKOM.

B ykazaHHOH cucTeMe ¢ LE€JIbIO OCYLIECTBICHHS AHOHMMHOCTH MCIIOJb3YyeTCs
Lesiasi ceTh CreLMaNbHO NMpeAHA3HAYeHHbIX A7 3TOro cepBepoB. Tpaduk mudpy-
ercsi. BzaumoseiicTBre OopraHM30BaHO TaK, YTO HE TOJIbKO 0OeCHeYMBaeTcsi aHo-
HUMHOCTb BallMX COEIWHEHHH, HO BO3MOKHO TaK K€ MpH JKeJaHUM CO3/aBaTh U
AHOHHMMHBIE MHTEPHET-PeCypChl, HE PacKpbIBas MX AEHCTBUTENbHOE MECTOMOJIO-
JKEHHe.

O cepbe3HOCTH MPOEKTa FOBOPUT MHOTroe. Bo-nepBbIX, UCTOPHS MOSIBICHUS 3TOTO
MPUIOKEHHUS B MyOJUUHOM MOJIb30BAaHUM: MO OOLIETPUHATON BEPCHM M3HAYAIBbHO
MpoeKT Obl1 pa3paboTaH aMEepUKAHCKMMHM BOEHHBIMHM, U TOJBKO TMO3KE OH OblI
paccekpeyeH U OTOaH B CBOOOIHOE MCIOJIb30BaHKE, IA€ U Pa3BUBAJICS 10 CHX MOP.
Bo-BTOphIX, porpaMma MMeeT pelleHHe IJi1 BCeX MOMYJSPHBIX ONepalioHHBIX
cucteM. B-TpeTbux, nmopaxaet reorpadus U MaciuTaObl ee MCIOJIb30BaHUs, a TaK-
’K€ KOHTHHIEHT TOJIb30BaTeNield: MPUMEHSIOT €€ He TOJIbKO XaKepbl, TUCCUACHTHI,
CTYZACHTbI, KOPPECTIOHIAEHThI COJIMAHBIX U3AAaHUI, HO Ja)ke U CMELCITY>KObl MHOTHX
CTpaH, 4TOOBI "He CBETUTH" CBOM pealibHbIe ajipeca [yt oObIBaTeNeit.

O)_'[HO N3 CaMbIX 3HAYHUMBbIX MPEUMYLICCTB IMMPOrpaMMbl 3aKJIHOYACTCA B TOM, YTO €€
HE HY’KHO MHCTAJUIUPOBATD. I/ICHOJ'ILSyS[ CHOCO6I>I, OIMMCaHHbIC B cne):[y}omeﬁ rjia-
BE, XaKEP MOXKET pa3MECTHUTDH Tor B CCKPETHOM pasfaeilie, (baKTI/I‘{eCKI/I HC OCTaBJIsAsA
AJId HETIOCBAICHHBIX HUKAKUX BUAMMBIX CJICJOB HAa CBOEM KOMIIBIOTEPE.

[punoxeHrne cOCTOUT M3 HECKOJBLKUX KATaJlorOB W CTApTOBOro exe-gaiina. B ka-
yecTBe Opaysepa ucnosyibdyetcs Firefox Portable ¢ yske HacTpoeHHbIMH 11 O€30-
nacHoi paboTsl rmiaruHamu. Bee paGoraet cpasy!!!

ITocne crapra npumokeHHs, KOraa Bbl MOAKIIOYATECHh K "TOp-ceTH', aBTOMAaTHYe-
cku 3anycturcs Firefox Portable u cooOmuT BamM Ball HOBBIK aHOHWUMHBII
[P-anpec (puc. 7.11).
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3‘ Are you using Tor? - Tor Browser

®afin  Opaeka Bua  MypHan  3aknaAkH  MHCTPYMeHTBl  Cmpaeka

b Are you using Tar? I + |

P @~ S & ipsicheck torproject.org/lang=ruAsmall=1fuptodate=0 c| B F

Congratulations. Your browser is configured to use Tor.

Click here to go to the download page

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the Internet anonymously

Bawn IP agpec: 80.237.226.74

Puc. 7.11

Orot ke cambiii BeO-y3en (https://check.torproject.org/?lang=ru) npu nojxto-
yeHUH 0OBIYHBIM Opay3epoM Mokasan Obl Ball peasibHblii aapec (puc. 7.12).

®afin  Mpaeka Bua  MsBpadhos  Cepewc  Cnpaska

— i
@‘( /% (b https://chech torproject arg)Flano = vl G || B[] x
G0 VizBpanHoe | s

28 = [Ere: krwira ana soznowroiin,., | €8 OcHose xakepcTea, YpoK 1 ... | d Are you using Tar? x - B | gsh v CTpaHMua v BESOMACHOCTE -

YBbl. B aHHBIM MOMEHT Bbl He ucnonb3yete Tor.

If you are attempting to use a Tor client, please refer to the Tor website and specifically the instructions for configuring vour Tor client.

Baw IP agpec: 42.121.2212

Puc. 7.12

OcHoOBHOI1 3kpaH nporpamMmbl Tor BeITISAUT TipocTo (puc. 7.13).

[Ipu menuke mo 3Hauky CMEHHTH JHYHOCTH Balll KoHeuHbI [P-aapec Tyt ke
cMeHuTes. A nipu BeiOope O030p ceTH MOYKHO MPOCMOTPETh KapTy CETH U OLIEHUTh
LIETIOYKY, CO3aBaeMyl0 MMEHHO JIJIsl Ballero BkitoueHus (puc. 7.14).
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HENE YNpagneEHHA

- CraTyc

MoaknYeH ¥ ceTH Torl

- Apneikk Vidalia

QCTaHoEHTE Tor PeTpaHcnaTop
—_—
Qf30p CETH CMEHHTE NHHHOCTD
! pabut; Tpadmikca g MomMows 6 O NporpamMHe

MypHan coobweHki K Hactporikm E Brixoa

MokKAsEIEATE 3TO OKHO NPK 3aNYCKe CEPEITE

Puc. 7.13

KapTa ceTu Tor

c o D - e O

OBHOBHTE ¥BEMH4HTE  ¥MEHbWHTE  [0AOrHATE NOA pasMep Modoles  3akpeiTe

PeTpaHCnaTop =
IPredator
balobolal o
chulak

TorLandl
TorLand2

DFRIO

Lails
LOGSgotoDEYnUll

BE0EE

L

R
m
m
m
m
m
m
m
m
m
m
m
m

bauruinet
politkovekaja
chaoscomputerdu...
chomsky

herngaard
srvph3xat
kittenmageddon
tedesca

DFRI3
rainbowartior
torpidsFRplusservel
madiba
torpidsFRplusservel
Bazinga
Accesstowkromyo..
StardustUtopia
noiseexit01b
chaoscomputerdu...
Alexandershulgin
RedDragon
politkovskajaz Poseidon {Srrad

denhaaghackers Pacnonoxexue: CRoBakKa

Accesshowkromyo..
whiteDragan IP-agpec: 95.105.165.229
Christiania = [ 7 | ‘ | b] Tpadmk: 217,00 KBjc —

Evihadan L= Rnowma nafinTen 15 hew e 70 rine 30 caw L=

[v]

[NIENDEEENE0NONERREEE

MoakArqEHHE Crartyc ndnri ( Omaasi)

- ndnri,Unnamed,HCandersen OTKPEITE Pacnonoxenve: Weewma
ndnri,node04torzZ, tails OTKpREITE IP-agpec: 109.105.109.162

dnr 1, Poseidon, Riviera2 OTKPLITE Tpadwc: 90,72 MAjc
38.229.72.22:443 JEPEITO Bpems paboTbr: 12 hours 52 mins 4 cex

38.229.72.22:443 3akpeITo = 05- 06
DigitalBrains, LittleBrother, BostonlJCompSci  OTKpEITE Mocnepree ofinosene: 2013-08-15 07:06:14 GMT

Puc. 7.14
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B Haniem ciyuae paboTa nporpaMMbl B KauecTBe KIHMEeHTa npousBoannack B NAT-
30HE (3a poyTepoM, B IoMalliHel ceTH) BooOIle 6e3 Kakux-Tu00 JOMOTHUTEbHBIX
HACTPOEK B KOH(UTYpaLIMU TPOrPaMMBbl.

IToxkaxxeM HekOTOpblE 3KpaHbl HacTpodku Tor I TakoW cUTyaluu, KOrja Bce
YCTaHOBJICHO 10 YMONYaHHUIo. [[Ji 3TOro m3 riaBHOrO MEHIO HEOOXOAMMO 3alTh
B MeHio Hacrpoiikn. Ha Bknanke O6MeH mosiBUBLIErocs JUajJOrOBOTO OKHA MBI
BUJIUM, YTO B3aMMOJIEMCTBHE OCYLIECTBJISETCS B KauecTBe kiueHTa (puc. 7.15).
U 370 camblii yIIpOIIEHHBIHN U MTPEIMOYTHTENbHBIN (Ha MO B3IIIA) pekKUM padoThI
MPOTrpaMMBl.

Ha Bkyagke JlomosiHHTe/IbHOE TOKa3aHHbIE Ha puc. 7.16 mapameTpsl SBISIOTCS
OTIpEaeIIIOLIMMU [T CBSI3U ¢ Opay3epoM.

{ HacTpoiiu

X9 FBa o e

Oblwme CeTk OBMEH Cepercel  BHEWHWA BMA  JononHHTEnsHOE Marowes

® PafoTaTe TONBKO KaK KIMEHT
PeTpaHCMpOEaTE TRagHK BHY TR CETH Tor (HEBRIXOAHDH PETPAHCNATOR)
PeTpaHCMpoEaTE Tpadkk ceTH Tor (BEIX0AHOH pETPaHCNATOR)

Momoqe 3aﬁﬂDKHDDBaHHbIM NOAL30BATENAN NONYYHTE AOCTYN K ceTh Tar Y10 31o?

rares

Puc. 7.15
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4, HacTpoRkh

A @ TF

OfiwmHe CeTE OfrHeEH CEpEMCEI BHELIHHIA B+A AononHHTENEHOE Momowe

¥npasnenne Tar

(@) McnonksoEaTe TCP coeaMHERKE (ControlPort)

nnpec:[ 1210.0.1}[9151

HacTpomTe ControlPort aBTomMaTHHECKH

() Mcnonesoeate Unix domain socket {ContralSocket)

MyTe: [

Daiin HacTpoek: Tor -

AyTEHTHDOMK LKA [I‘Iaponb = ][ +'| CreHepHpaBaTE CyUaiHEIM oBpasom

[D:'l,InstaII'I,NET_TOOLS'l,TOP -3HOHMMHOCTEE CaTH| Tar Browser|Datal Toritarre ] [

[PBﬂaKTHpDBaTb TeryWHA torrc | MPHUMEYAHME: 3TO M3MEHHT Sarpy#EHHEIR HA 4aHHEIR MOMEHT torrc

KaTanar aaHHe: -

[D:'l,InstaII'l,NET_TOOLS'l,TOP -aHOHMMHOCTEE CeTH| Tor Browser\Datal Tor ] [

Fars

Puc. 7.16

U nHakownel, daiin Hactpoek Tor coepKUT Takue 3arucy:

# This file was generated by Tor; if you edit it, comments will not be

preserved

# The old torrc file was renamed to torrc.orig.l or similar, and Tor will

ignore it

AvoidDiskWrites 1
ControlPort 9151
DataDirectory "D:/Install/NET TOOLS/\322\316\320 -

\340\355\356\355\350\354\355\356\361\362\374\342 \361\345\362\350/Tor

Browser/Data/Tor"
DirRegStatistics 0
GeoIPFile .\Data\Tor\geoip
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Log notice stdout

SocksListenAddress 127.0.0.1

SocksPort 9150

31ech BaKHO 0OpaTUTh BHUMaHHUE Ha MapaMeTpbl ControlPort U SocksPort.

A ceiiuac mocMOTpUM HauboJsiee BaKHbIE HACTPOMKM MO YMOIYaHHUIO NPHJIaraeMo-
ro k Tor 6pay3epa — Firefox Portable.

Ha puc. 7.17 npuBeaeHbl 3HaU€HUs TapaMeTPOB, BIUAIOLIMX Ha cBs3b ¢ Tor.

|"HacTpotiki Torbutton

i HacTpa¥ikK Mpatkck | HacTpaikk fesanacHacT

@ Wnonb30BaTh NApaMETPbl NPOKCH, PEKOMEHADBAHHBIE ANA AAHHOR BEpCHK Firefox

() ¥CTEHOEMTE NapaMeET Pkl NPOKCH BRYYHYH

HTTP-npokck: MopT:
S5L-npakicH: MopT:
FTP-npotck: MopT:

Gopher-npokoH: MopT:
SOCKS xocT! MopT:

HeT npokcy ana:
BHHMMaHHE! He BHOCMTE HHKAKHX MMEH A0MEHOE B NONE BhILE
() NpozpadHan ToprdHeauna (TpebyeT NoNE30BATENCKH: transproxy MM Tor-MaplLpy THIATOpA)
[¥] OTknroamTE "KHonky" 1 'Topauqke knasHwm” ANA NPEAOTEPALEHA CYHaMHOD NepEKIFHEHHA PEsHME

MpPOBEPHTE HACTPOFIKK

QK BoccTaHOBHTE SHAYEHHA N0 YHOAHSHHHD OTMEHS

Puc. 7.17

Eciu BBl 3aX0THTE HacTpauBaTh KakoOH-TMO0 Apyroii cBoil Jr0OMMBI Opay3ep ams
cBs3u ¢ Tor, To 4TOOBI YOeUThCS, UTO ¢ KOH(UTrypallei MopTOB He Bce TakK Mpo-
CTO, MPUBEACM YCTAHOBKH Ha MPOKCU-cepBep "BPYUHYIO", MPU KOTOPHIX YCIEIIHO
pabotaert Firefox Portable B koMmOuHammu ¢ 31oit nporpammoii (puc. 7.18).

OOpaTiM BHMMaHWE Ha TO, YTO B HacTpoiikax Tor Juis ynpaBlieHHs ydacTBYeT
nopt 9151, a B HacTpoiikax Opay3epa st SOCKS 5 — nopt 9150.

Ha cnenyromeit konuu sKpaHa HACTPOEK BUIHO, UTO MO0 YMOIYAHUIO B Opay3epe He
BEJIyTCs KYpPHAJIbI C IAHHBIMU TI0 TIOCEIIaeMbIM caiitam (Jioru) u otkiitoueH Flash-
mieep (puc. 7.19).
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-
HacTtpowki Torbutton

Mecnonezoeate Polipo

() WEMone308aTE NAPaMETPE! MPOKCH, PEKOMEHADESHHEE ANA JaHHOA BepcHk Firefox

(@) | ¥CTAHOBHTE NapameT Pl MPOKCH BRYYHYH

HTTP-npokcK: | | NopT! l:l
SSL-npokck: | | MNopT: l:l
FTP-npokck: | | MNopT: l:l
Gopher-npokci: | | NopT! l:l
SOCKS xact: | 127.0.0.1 | nopr: [o1s0 |

@ S0CKS4 @ SOCKSS

HeT npokcH ana: 127001

() Mpo3paqHanA TopHDHEAUHA (TpeByeT NONE30EaTENRCKH: FRansproy HAK Tar-MaplWpy THIaTORa)

OTKAKYMTE "KHOMEY" 1 T OpAYME KNSEHWK" 4NA NPeA0TERSLWEHA CAYURHOMD NEPEKIFIYEHHA PEXHMS

BHHMaHHE: He BHOCHTE HMKaKHX HMEH AOMEHOE & NONE Bbille

TIPOEEPHTE HACTROAKK

-—OK—; ;-BaeemHemeaHaquﬂﬂ—ﬁe-yMeﬂHaHHm«, - QOTMEHE

=

HacTpokkv Torbutton

HacTpofikk npokc HM Hil {

Puc. 7.18

He coxpaHATe #ypHan oB03pEEATENA M ASHHBIE € NDCELLAEMBLX CAHTOE [AKTHEHPYET diyHKUHHD MPHESTHOMD MPOCMOTPa)
QTENHYMTE paclukpeHis Opayvaepa (Takme katk Flash)
BNOKHpOBETE CTOROHHME KYEKM M APYTHE A3HHBIE CREXEHMA

MZMEHMTE CEEABHMA, OTMMYEHIWLKE BAC OT APYIHMX NONLI0EaTENSH Tor Browser

L :-BBEET&HBBHT-b—SHaHBHHH—HB-‘;‘MBHHaHHI'Ow, o OTHEHE
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Flash-rneep oTkmoueH He ciydailHO, IOTOMY YTO M3 cOOOpakeHMil 0e30MacHOCTH
cooOuiecTBO, noaaep:xkuBatoiee Tor, He rapaHTUpYeT MOJHOW aHOHUMHOCTH MpH
HCMOJIb30BAHUH CTOPOHHUX MPHIIOKEHUH.

O nporpamme MOKHO ObUIO OBl paccKa3blBaTh JOJTO, CYLIECTBYET MHOIO MHTEpec-
HOW uHQopMalMU. YIIOMsSHEM TOJbKO HeKkoTopelie ¢akTel. Hanpumep, o Tom, 4to
HECKOJIBKO JIET Ha3aJ HEMELKas MOJINLUSA apecToBalla YeJI0BeKa, OPraHu30BaBIIErO
Ha cBoeM kommnbtoTepe cepsep Tor. Torga 6bU10 yCTaHOBJIEHO, UTO Uepe3 3TOT cep-
Bep "HEKTO" OTIMpaBUI JIOKHOE cOoOoOLIeHHe O TepakTe. JIMYHOCTD, OTNPABUBILYIO
coo0lIeHre, Tak M He HALIUTH, a XO35MH 3TOT0 KOMITBIOTepa, BCe XKe OyaydH BBIMY-
IEHHBIM Ha cBOOO[Y, OTKa3ajcs B JajibHeiIeM OoT coba3Ha MpeloCTaBIsTh CBOM
KOMITbIOTEp B KauecTBe y3na Tor. KcTaty, Mbl M BaMm 3TOro He coBeTyeM!

Ee onun nnTepecHsiii ¢akT: B paae ctpaH Tor GiokupyeTes pa3IniHbIMU CHOCO-
O6amu. Hampumep, B Upane npensatctBus uuHATCS 3a cueT OjokupoBku SSL-
coeauHenuii. A B Kutae B cincok 6510krpoBku 6onbuioro Opanamayspa ("3omotoii
mmt") ObUTO BKIFOYEHO MOJaBistoliee OONBIIMHCTBO MyOJIMYHBIX aJIpecOB cepBe-
pos Tor...

IP-angpeca cepBepoB Tor BKIIOUEHBI B YEpPHBIE CIIMCKU HEKOTOPBIX CEPbE3HBIX pe-
cypcoB MurepHera. Hanpumep, npu nosibzoBanuu Tor NOMCKOBBIN cepeep AHaek-
ca MOXKeT 3aroJIo3puTh Bac B "Hexopomux" nedcTBusx. OH BbIJaeT COOOIICHME
C 3ampocoM Ha BBOA "kamuu', mpeamnojaras, 4ro ¢ Bamero [P-ampeca moctymator
aBTOMaTHYecKHe 3arpockl (puc. 7.20).

= 3
89 071 - Tor Browser =1 ol B
@afin  Opseka Bug  MypHan  3sknagkk  MHCTDyneMTE  Cipaeka
ERLerl] =+
& - o https:ffyandex.ruishowcaptcharretpath=http=. 34 fyandex. nufyandsearch % 3Fr %30 103935 26t c| B Pl & -
Anpekc et

Ham o4eHe #ank, Ho 3anpockl, NOCTYNHBWME © Bawero IP-agpeca, NoxokM Ha aeTomatiyeckue. Mo
3TOA NPHYMHE Mbl BEIHYXEHE BREMEHHD 33BN0KHPOBATE BOCTYR K NOMCKY,

Hrobsi NPOADTANTE NOWCK, numanyﬁma‘ EBEBLWTE CMMBONLI C KAPTHHKH B NONE BEOAE W HAKMHTE
«0TpaEnTES.

COTNpasuTh

Moveny Tak cnyumnoce?

EcCim aETOMATHYBCKME 33NP0CE AEACTEHTENEHD NDCTYNSKT C BALUBMD KOMNEITERE, M Bel 0f 3T0M
3HAETE (HANPUMER, BAM N0 POAY ABATENEHOCTY HeoBxogumo otnpaenATe Axaekcy nogofikee sanpock),
PEKOMEHLYEM BOCNONEZ0BATECA CNEUMANEHD pazpaboTaHHeM 4NA 3THx Lyenei cepercom Araekc XML

Puc. 7.20
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ITocne BBoga "kanmuu" MOMCKOBBIA cepBHUC fHIEKCa CTAHOBUTCSl BCE K€ JAOCTYM-
HBIM (T10Ka JJOCTYITHBIM).

Koneuno, nporpamma Tor yno0Ha, HO HET B MUpPE COBEpIICHCTBA: OAHUM M3 OC-
HOBHBIX €€ HEJOCTATKOB SIBJIIETCA CYLUECTBEHHOE CHUYKEHHUE CKOPOCTH 3a CYET
"HaKJIaHBIX pacxo/0B" Ha UG POBaHUE U IPUMEHEHHs LEeJION LeNOYKH COoeuHe-
HUM...

[IpeacraBneHHble B TaHHOU IJ1aBe MHCTPYMEHTbl — TOJBKO YacTh TOrO, YTO MC-
MOJIb3yeTCd XaKepamMu Uil MOJAJep KaHWd aHOHMMHOCTH B ceTu. M, kak Mbl yxe
TIOHSUTH, He TOJbKO Xakepamu. OcOOEHHO aKTyajieH paccMaTpHBaeMBIid BOIIPOC U
okugaeTcs OONBINON BCIUIECK MHTEpeca B 3TOM HarpaBJIeHUH ceivac, Koraa yxke-
CTOYAIOTCS 3aKOHBI, OOpIOLIMecs 3a paclpoCTpaHeHHE HEeJIUIIEH3MOHHOTO KOHTEHTa
B HUnrepHete. Tem Gosiee, 4TO B HEKOTOPBIX CTpaHaX OOPIOTCS HE TOJIBKO C TEMH,
KTO THUPaKUPYET JUIsl OECIUIaTHOrO HUCHOJb30BaHHUS (DUIbMBI, MY3bIKY, KHHTH...
TaM ocyllecTBIAIOT MpecielOBaHUEe U MOJb30BaTENEH, CKauMBarOLIUX HeJlerajib-
HbIM KOHTEHT.

Kpome toro, Tot ke Tor mnst 00xoma orpaHMUEHUH MOXKET MCIOIB30BaTh JaXKe U
He Xakep, a KakoW-HUOyAb "MPOABHHYTHIN" MOJB30BATENIb B CETH MPEANPHUSITHS,
rae >KecTKO cielsT 3a AUCLMIUIMHONW M 0e30MacHOCThIO M 3alpelialoT UCTIONIb30-
BaTh MHTEepHET Ui JIOOBIX POTOKOJIOB, kpoMme http (o 80-my nopty), a Tpaduk
aHanu3upyeTcs no paxy yciaoBuid. C 3TOH Lebl0 B TaKUX YUPEKICHUSAX Ha rpa-
HUYHBIX MPOKCH-CEpBEpax HACTPaMBAIOT OYEHb CIOXKHBIE MpaBWia, YTOOBI XOTb
KaK-TO TIOTBITaThCsA O0ecreYnTh 0e30MacHOCTh. 3ampelaroT MPaKTHYECKH BCe.
Hanpumep, poctyn k comuaneHeiM ceTaM ("BKonrakre", "OpHoknmaccHukH",
Facebook) 3anpemen B 63% poccuiickux kommnanuii. [Ipu o6xone momodHoro poaa
orpaHuuYeHui poctaTodHo B HacTpoiike Tor B MeHto CeTb ykazaTb IP-agpec mpo-
KCH-cepBepa MpeAnpusTysl, JaHHbIe YUETHOH 3allMcH Ha MPOKCHU-CepBepe U paspe-
uieHHbIe nopThI (puc. 7.21).

a u B mpecce mepuoguuecKy MOSBISIOTCS JIaHHBbIE O CKaHAAlaX W KOH(IUKTaX,
cBs3aHHbIX ¢ Tor. beutn coobuieHns o Tom, uto aaxe u3BectHoldt DaBapna J[xozed
CHoynen, OvBmnii corpyaauk LIPY u ABH CIIIA, HbIHe nuccuaeHT, nepenaBai
CEKpEeTHYIO pa3oliavarolyto HHGOPMAIIMIO KOPPECTIOHICHTaM, UCTIONb3Ys UMEH-
HO 3TO NIPOrpaMMHOE oOecrieueHue. .

Taroke coobmanock o ToM, uto aupektop @®Chb Poccun npeanoxun 3anpeTutsb uc-
nosnb3oBanue Tor B Hawei ctpane. M sta uHMumarvBa Obuta ogobpena ['ocynaper-
BEHHOM AyMOM...

[Moxxanyi, cylecTByeT He Tak y’K MHOTO IMOJO0OHOTO POrpaMMHOT0 o0ecrieueHusl,
Ha KOTOPOE TaK CUJILHO OMOJYMIMCH Obl COOTBETCTBYIOLIME KOMIETEHTHbIE Opra-
HbI MHOTHX cTpaH. He nckmrodeHo, uto Tor ckopo cTaHeT BHe 3aKOHa.
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& HacTpoikK
R, d‘l;' 299 - | e . e
o & = s
Cfwme CeTb OfmeH CEPEHCL BHELHHH EHA AononHHTENEHOE oMo

A MCNonNEsYHD NPOKCH ANA AQCTYNE B MHTEPHET

=101 x|

- MapamMeTpEl NPoKCK

Aapec: |1.1.1.1 | MopT! [BDSD

lmA nonesosaTens: |user11 MNapons: I

Ten: |HTTP JHTTPS & |

E}fi MoH CeTEE0H 3KPaH NOSEONAET MHE NOAKNHYHTECA TONRED K ONpeAENEHHEIM NOPTaM

- HacTpofku ceTesoro akpana

PazpeleHHEIE NopThHL 00,443

|| Moi noosaiaen AnokHDVET A0CTY K c2TH Tor

l 00!( ] | xOTMEHa

Puc. 7.21
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CKprTVIe AaHHbIX XaKepom
Ha JINYHOM KOMMbIOTEpe

Uto MoxkeT ObITh HajJiekHee, ueM IHU(POBaHUE JAHHBIX JJI CKPBITUS JIaHHBIX Ha
KoMITbIoTepe? PaccMOTprUM OMH U3 CITOCOOOB, MPUMEHSIEMBIX XaKepaMH i OCy-
LIECTBJIEHUS] 3TOro. B pa3pe3e TeMbl Hallleil KHWTM peyb, KOHEYHO K€, MOWIeT
0 MPOrpaMMHOM MHCTPYMEHTE, MPU3BAHHOM O0JIErYUTh XaKepy JKU3Hb.

A moyeMmy cOOCTBEHHO TOJIbKO Xakepy? JIto0oii 1oOponopsIoUHbIi MOJL30BaTENb
TaK)Ke MOXKET MCIOJIb30BaTh MOAOOHBIE CPEACTBA C aHATIOTHYHOM LIEJIbIO: CKPBITh
cBoM JaHHble. CKpPBITh MX OT MOCATaTe/bcTBA KaKOro-HUOYAb HeIo0porKearTelis,
B TOM YHCJIE U OT TOTO e XaKepa.

[Iporpamma TrueCrypt (http://www.truecrypt.org) vMeer MHOTO pa3JIMUHBIX
BO3MOXKHOCTel. MBI e, noodewiaB o01IaThCs TOJNBKO MO ey, B KauecTBe MpUMe-
pa HaxkmeM kHOTKy Create Volume, koTtopas 3amyckaet (GyHKIHIO CO3JJaHUs TOMa
(BUpTyaJibHOTO JMCKA), MPEJCTaBRJsomEero coboli (daiin-koHTeliHep pa3mMepoM
paBHBIM 00BeMy 3TOTO ToMa (pHc. 8.1).

WU nanee, B ciemyroleM OKHE yCTaHOBUM IepexitoudaTtens Create an encrypted
file container (Co3nats 3ammdpoBanHslii (aiin-koHTeitHep) — puc. 8.2.

CozganuM cTaHIAPTHBIN (He CKPBITHIN) THI ToMa (puc. 8.3).
Bribepem MecTopacnonioxkenue ¢aitia-koHrelinepa (puc. 8.4).

B Hamiem npumepe pasmectuM ero Ha aucke D: B mamke Test, a cam daiin-
KOHTelHep Ha3oBeM security volume (puc. 8.5).

BriGepem mnoaxopsiiue OMUMM IIU(QPOBAHUS, HAMPUMEDP TakWe, TAe aJrOpuUTM
umpposanus AES, a xou-anroputm — SHA-512 (puc. 8.6).

OnpenenuM HeoOXOAUMBIN pasmep BupTyalibHOro aucka. [lycte Oymer 2 I'Gaiit
(puc. 8.7).

OTBETCTBEHHO MOJIOHIEM K BBIOOPY Maposis IJis HAIIUX CEKPETOB. DTO 3HAYUT —
onpeaeIuM I0CTaTOYHO CJOKHBIM U IJIMHHBIN napoJib (puc. 8.8).
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TrueCrypk

Yolumes System  Keyfiles Tools Settings Help Homepage

Drive | Yolume | Size | Encryption algorithm | Type
g H:
]
S ];
S
g |
S M
S
b oH
G P

Create Yolume Yolume Propertie:

~Wolume -
] _V_] Select File, .,
W Mever save history
volurne Tools... J Select Device. ., I
Maunt ‘ Auto-Mount Devices Disrnount Al ‘ Exit |
Pwuc. 8.1

TrueCrypt ¥Yolume Creation

TrueCrypt Volume Creation Wizard

¢ Create an encrypted file container

Creates a virtual encrypted disk within a file, Recommended For
inexpetienced users,

Mare information
[ Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external
drive {e.q. aflash drive). Optionally, creates a hidden volume,

[ Encrypt the system partition or entire system drive

Encrypts the partition/drive where \Windows is installed. Anyvone
who wankts to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots, Optionally, creates a hidden system,

Mote information about system encryption

Help = Back 1 Mexk = I Cancel

Puc. 8.2
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' TrueCrypt ¥olume Creation Wizard

Volume Type

(+ Standard TrueCrypt volume

Select this option if vou want ko create a normal TrueCrypt
volumne,

" Hidden TrueCrypt volume

It may happen that vou are Forced by somebody to reveal the
password bo an encrypted volume, There are many situations
where you cannot refuse ko reveal the password (For example,
due to extortion), Using a so-called hidden volume allows vou ko
solve such situations withaut revealing the password to your
volurne,

Mare information about hidden volumes

Help < Back | Mext = | Cancel

:IE TruelCrypt ¥olume Creation

Puc. 8.3

Volume Location

J L] Select File... |

W Mever save history

A TrueCrypk volume can reside in a file {called TrueCrypt conkainer),
which can reside on a hard disk, on a USE flash drive, etc, &
TrueCrypt containet is just like any normal file (it can be, for
example, moved, copied and deleted as any normal File), Click
'Select File' to choose a filename fFor the container and ka select the
location where you wish the container to be created.

WARMING: IF vou select an existing file, TrueCrypt will NOT encrypt
it; the File will be deleted and replaced with the newly created
TrueCrypt container, You will be able to encrypt existing files (later
on) by maoving them to the TrueCrypt container that vou are about
to create now,

Help < Back Mext Cancel

Puc. 8.4
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Volume Location

| _‘_i Select File... I

V¥ Mever save history

AOKYHEHT I

Patioumit cton

F Maon gokyreHTE
Mok kormnetoTep
<
Cetemos Wran paiina: Isecurity_volumal .:! CoxpanuTe I

OKpYHEHWHE
Tun gaiina: | &l Files 7] - Orena |

p

Puc. 8.5

TrueCrypt ¥olume Creation Wizard

Encryption Options

~Encryption Algorithm

[ s Bd| Test |

FIPS-approved cipher (Rijndael, published in 1998} that may be
used by 1.5, government departments and agencies to protect
classified information up to the Top Secret level, 256-bit key,
128-bit block, 14 rounds {AES-256). Mode of operation is %T5.

Mote information on AES EBerchriark |

—Hash Algorithm

Information on hash algarithms

Help < Back | Mext = I Cancel

Puc. 8.6
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'E TrueCrypt ¥olume Creation

Volume Size

= " KB " mB ' @B

Free space on drive D:\ is 19.67 GB

Please specify the size of the container you want ko create,

If wou create a dynamic (sparse-file) container, this parameter will
specify its maximurn possible size,

Mote that the minimum possible size of a FAT volume is 275 KB,
The minimum possible size of an NTFS volume is 2629 KE.

Help < Back | Mext = | Cancel

TrueCrypt ¥olume Creation Wizard

Puc. 8.7

Volume Password

Aok ek Rk Rk ok
Password: I

3 kR R Rk ok
Confirm:

[ Use keyfiles
[ Display password

It is very important that you choose a good password, You should
avoid choosing one that conkains only a single word that can be found
in a dictionary {or a combination of 2, 3, or 4 such words), It should
nok conkain any names or dates of birth, It should not be easy to
guess, A good password is a random combination of upper and lower
case letters, numbers, and special characters, suchas @ ~ =4 * +
etc, We recommend choosing a password consisting of more than 20
characters (the longer, the better). The maximurm possible length is 64
characters,

Help < Back Mext = Cancel

Puc. 8.8
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=
! TrueCrypt Yolume Creation Wizard

WARNING: Short passwards are easy ko crack using brute Force techniques!

b

T \Werecommend choosing a password consisting of more than 20 charackers, Are you sure you want ko use a shork password?

Aa ‘ Het

Puc. 8.9

Ecnu cnenatb 370 crycts pykaBa, TO MOJIyYHM MpenynpeskaeHue (KOTopoe MOXKHO
Y IPOUTHOPHPOBaThH) — pHcC. 8.9.

3agaaum tun ¢aiinopoii cucremsl NTFS, octaBuB pa3mep kiactepoB 6e3 uzmeHe-
HUH, U 3armycTuM (opMaTHUpoBaHue, HakaB KHONKY Format (puc. 8.10).

[ E TrueCrypt ¥olume Creation Wizar;:l

Volume Format

Opkions

FiIesystemlNTFS v | Cluster [BEEHE | [ Dynamic

Random Pool: 3EES67368DF58D73EGCESFIEL3728497 v
Header Kev;
Masker Key:

Done Speed | Left

IMPORTAMT: Mowe vour mouse as randomly a5 possible within this
windowe, The longer wou move it, the better, This significanth
increases the cryptographic strength of the encryption keys, Then
click Format to create the volume,

Help < Back | Farmat | Cancel

Puc. 8.10

Haunertcs ¢popmaTupoBaHue Haliero BUpTyalibHOTro nucka (puc. 8.11).

IMocne 3aBepiieHust (GOpPMATHPOBAHUS TOTYYHMM COOTBETCTBYIOIEE COOOIICHUE
(puc. 8.12).

Hakownery, Tom co3pan (puc. 8.13).
3aBepiInM Bce MPOLEAYPhl CO3aHUsI TOMOB, CJIEAYs YKa3aHUSAM MPOrpaMMBl.

Ho! JIng Toro utoObl Hall KOHTEHEP WMCMOJIb30BaTh, TOM HYXHO €1Ie CMOHTHPO-
Bath! [loka 4to 31O Mpocto ¢aii! B ocHOBHOM 3KkpaHe MporpamMmbl BbIOEpeM Jito-
OyI0 He3aHATYIO /Jis HAMMEHOBaHUs AUCKOB OykBy (B Hamem npumepe 310 "P") u
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Jlajiee TPOU3BEJIeM OrMepalio MOHTHUPOBAHUS, HaXkaB KHOMKy Mount, npensapu-
TEJbHO YyKa3aB B KayecTBE WCTOYHMKA Haul (aiin-koHTteitHep (kHomka Select

File) — puc. 8.14.

Truelrypt ¥olume Creation

Volume Format

Options
Filesystem 1-‘.:1:- __J Cluster 1; efailt ___] [~ Dyvnamic

Random Pool: 2ZFOFEF764FBAECIFLARS53EDED0EETDF |
Header Key: 335943462B1132FETFDEBZ72ZES02470C. ..
Masker Key: G2E1715AECDICFEADDCIASELSDA4CAAD. ..

Done | 37.352% Speed | 69.5 MB/s Left 18s

IMPORTAMT: Move your mouse as randomly as possible within this
window, The longer you move it, the better, This significantly
increases the cryptographic strength of the encryption keys, Then
click Format to create the volume,

Puc. 8.1

Volume Format

— Options -

Filesystem1'-.i-'-- __] Cluster1 __J [ Dynamic

Random Poal: ZFOF6F764FEARC 3FLABSSEEDEDOEETDE ¥ |
Header Key: SASOCLABVSAZTEFSD122FAZESEDFE0A4, ..
Master Key: SZE1718AECDICFEADDCIA3E1SDAACAAN, (.

1| T o |

f TrueCrypt Yolume Ifreatiém Wizard B Left | 0s
5 possible within this
his significanthy
cryption keys, Then

Puc. 8.12
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B TrueCrypt Yolume Creation Wizard

Volume Created

The TrueCrypt volume has been created and is ready For use, If vou
wish o create another TrueCrypt volurme, click Mext, Otherwise, click
Exit.

Help < Back Exit

Truelrypt

Wolumes  Swstem  Kewfiles  Tools

Settings

Puc. 8.13

Help Homepage

Drive | Yolume

G ]
- B H
Sk
|
S M
S
e d*H
P!
G ()
SR
b =
G T!
Lt

Create Yolurne |

Yolume Properties, . |

—Volume
| D Testlsecurity_valume :j | Select File. ., I
W Mever save history
Volume Tools, .. | Select Device, ., I
‘ Maount ” Aulbo-Mounk Devices ‘ ‘ Dismaunt Al H Exit

Puc. 8.14
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5

Enter password for D Test: security_wolume

Password; || oK I
[~ Cache passwords and keyFiles in memory Cancel |

[ Display password
[~ Use keyFiles keyfiles. .. | Mount Options. .. |

Puc. 8.15

[Iporpamma 3arpeOyet BBOA mapos (puc. 8.15).

U Tonbko mociie MpaBUIIBHOTO BBOJAA MApoJiss CMOHTUPYETCS JMCK, CO3/1aBaeMblit
HaMU 1715 KOH(pUAEHIMATBHBIX JaHHBIX (prc. 8.16).

F TrueCrypt

Wolumes  Swstem Keyfiles Tools  Settings  Help Homepage

Drive | Wolume Size | Encryption algorithm | Type | |

S
e
S K
|
S,
e diH
SO
e P Dol Testisecurity _wolume Z.0GE  AES Mormal
a0
SR
S
T
S

Create Yolume I olume Properties. ., | Wipe C |
~Yolume
| [n i Testisecurity _volume _:! Select File. ., I
IV Newver save history i
Wolume Tools. .. | Select Device, ., I

| Dismmount All ‘ Exit: ”

Drisrnounk I| ‘ Auko-Mounk Devices

Puc. 8.16

[lomydeHHBIN TUCK MOCTYMEH B CUCTeMe Kak OOBIYHBIA TOM, B TOM YHWCIE W JJIS
MPUKIIATHBIX TTporpamM. Korga Mel u3yuyanu nporpammy Tor, He TpeOyrOIIyIO HH-
CTaJUISILIUU, TO TOBOPUJIH YK€ O TAKOM BO3MOMXHOCTH.
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Jns uckimoyeHus 1ocTyna K JaHHBIM M IIPOorpaMMaM Halll TOM HYKHO MPOCTO pas-
MOHTHPOBaTh (HakaB KHOMNKY Dismount).

EcrectBenHo, 4to Qaiin-koHTeiiHep MOXKHO Ha BpeMsl MEePEeHOCHUTh Ha ApYrue Ho-
CUTE/M, HallpUMep, C LEJIbI0 JAOJIrOBpeMeHHOro xpanenus. He 3Has maposs, 3710-
YMBILUIEHHUK HE CMOXKET MOJYUYHUTh CIIPSITaHHBIE B 9TOM (aiijie CBeIeHHs.

Kpome paccmoTpeHHO# nporpamMmbl CyLIECTBYIOT U Apyrue NMoAoOHbie pelleHus,
KOTOpble MOryT ObITh BbiOpaHbl Xakepom: BestCrypt, OpenPGP, Dekart Private
DiskuT. 1.

A 4TO ke Aenarb ¢ OONBLIMM KOJIUYECTBOM CJIEJOB, OCTaBIEHHBIX HA KOMITBIOTEpE
MporpaMMamH, He YCTaHOBJIEHHBIMM B CEKpeTHbIH KoHTeiHep? [la, k mpumepy,
TeM ke Opayzepom! Kak m3BecTHO, Opay3epsl ClieiiT He TOJIBKO B KaTajorax, HO U
B peectpe. M TyT onaTe B MOMOIIb XaKepy CYLIECTBYET COOTBETCTBYIOIIMK Mpo-
PaMMHBIF HHCTPYMEHT.

[Iporpamma CCleaner — mnpeaHa3HaueHa JUisi OYMCTKU CUCTEMBI M OOecrieveHus
6e3onacHoctu mojb3oBatens. CCleaner cTupaeT HeHy)KHble M HEHCHOJb3YyeMble
¢aiinel ¥ naHHble (B TOM uMcie B peectpe Windows) He TOJNBKO A1 MHOTOYHC-
JICHHBIX BapUaHTOB Opay3epoB, HO M JIsl IPYyrdX MPOrpaMm, B TOM 4HUCIe IS
O(MCHBIX MPUJIOKESHH, Pa3JIMYHBIX aPXUBATOPOB, IUICSPOB M JP.

Jns uaTerpanun nporpammsl ¢ Kop3uHo# npu ee ycTaHOBKE HEOOXOOMMO cOXpa-
HUTb OTMETKH JIJIsl COOTBETCTBYIOLIMX NMapameTpoB (puc. 8.17).

[
[ i ¥cTaHoBKa CLIeaner ¥4.03 =

[Mapamerpn YycTaHOBKM
AononHUTENEHEIE NapaMeETPbI {

¥ CozaaTe ApAEIK Ha paBiouer cTone

[¥] Cozaate Apneikm & Merro My

[V] AnfaemTs B MeH KopsuHe! nyHKT 'SanycTiTe CCleanet!

[¥] A0B3EMTE B MEHID KOp3HHE! MyHKT 'OTKpEITE CCleanet .,

[V] ABTOMATHYECKH NPOBERATE OAHOENEHMA CCleaner

AOROAHKTENBHD < Hazaa fanee =

Puc. 8.17
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[Iporpamma, HecMOTpsi Ha ee OecIUIaTHOCTb, YHHMKAJIbHAa 1O CBOMM CBOMCTBaM.
[MopnepxuBaet pycckuit s3bik. [103BoMISIET MPOU3BOIUTE rapaHTUPOBAHHOE CTHpA-
Hue (aiinoB (C HECKOTBLKUMH LIUKJIAMU Mepe3anucu) — puc. 8.18.

& Piriform CCleaner

¥ A3NEHHE Ctu pPaHne JUCKOB
AparpEhi
Haa
AETOZAMPYIKa
- !
CTHpaTe: | Toneko cE0B0AHOE HECTO |
MNowmck dannoe T 1
Cnocof: | MpocTan nepesance (1 Npoxoa) i |
BioccTaHOE NEHHE r
e Auckn: [T] ¥ Nokanerer amck (€3
[T 52 NowkansHem anck (00
CTHDAHKE AMCKOE [C] =2 Hogewi Tam (E:)
HacTpoHER
Puc. 8.18

Jns ouMCTKM CHavana TPOW3BOAMTCS aHAM3 CHUCTEMbl (KHOIMKA AHAIN3) —
puc. 8.19.

AHanoruyHble NpoLeypbl BHIMOIHAIOTCS U AJ1s npuiioxkeHui (puc. 8.20).

Crtpoutcs crcoK mpobiieM, s 3JIEeMEHTOB KOTOPOTo 3aTeM M OyJeT MpuMeHeHa
"ounctka" (puc. 8.21).

Kak 6bl xopouia He Obula mporpamma AJisi OYHUCTKH CJIEJ0B, HO BCEro He y4Telib!
Jlro0oii yBaxkarowmuii cebsi xakep 3HAET, UYTO MPH JKeJIaHUM, U3YUMB KOMIBIOTEP
MOJIb30BaTelIs, O HEM MOXHO y3HaTh Bce! Ha kommbroTepe umeercst Gonpliuoe Ko-
JMYECTBO MECT, Il OCTaeTcsl pazHooOpa3Has MHGOPMALUs O AeSTEeIbHOCTH MOJIb-
30BaTe’Isl.
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Puc. 8.19
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Puc. 8.20
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By aeT o4kLLEHD NpHMepHD S 258 MB,
CeeasHMA 06 yaanAemey bakinax (hainel eWe He vaananHce)
= Internet Explorer - BpemerHbie hafins Bpaysepa 434 056 KB 3 091 wr. dafinos
= Internet Explorer - ¥ypHan noceweHmi 1094 KB 21 wT. tharnoe
= Internet Explorer - Cookie-dafine 248 KB 562 WT. harnoe
£7 Chctena - OurcTra K.Op3HHEI 4718 456 KB 79w, harinoe
£7 Cucrema - BpeMaHHEle dannsl 138446 KB 618 wT. dafinos
£7 Cucrera - Aarnel NaMaTH 433 Kb 5w, daFinos
£7 Cuctena - ©adine HypHANOE Windows 6 542 Kb 57 W, thafinos
W opera - ViHTEpHET-K3W 51 807 KB 197 wt. hannos
W Opera - #¥ypHan nocewgHHe: caliToe 27597 KB 58 wT. hafinos
0 Opera - Cookie-dakine 543 KB 155 wT. dannos
0 Opera - 3Ha4YkK Bel-CaiToE 11 KB 67 WT. hafinos
0 Qpeta - CAHCOK BEAEBHHEIX AAPECoE 4 Kb 1 wT. haknos
0 Qpera - CeaH: 6 KB 2 WT. haknoe
% MprnoseHa - adobe Acrobat 10,0 S22 KB 3 wT. baknos
% NMprnoseHa - adobe Reader 10,0 514 KB 2 Wt haknos
LS MpMAoeHMA - M3 Office Picture Manager 11 KB 2 Wt dhaknos
L MpMnoeHMa - OFfice 2003 234 KB 1 wr. barnos
% NpHnosenua - Office 2007 234 KB 1 wr. baFinos
% MHTepHET - eMule (Search Histary) 1 KB 1 wr. barinos
[ HTEpHeT - FileZila ZKE 1 wt. barnos
= MHTepHeT - uTorrent 294 KE 12 wr. darnos
[ My neTHME AHa - Adobe Flash Plaver 41 KB 538 wt. darnos
= My e THME AHa - Any Yideo Converter Ulkimate 45 KB 2 WT. barnos
5 My neTvMe AMa - Media Player Classic 1KE 1 wt. harnoe
5 My neTHMMeAHa - VLT Media Plaver 3441 KB 54 wt. tharnoe
5 ¥ THaKTEI - Daemon Tools 24 KB 5 wt. tharnoe
OYHETES
Puc. 8.21

OpHaXkapl aBTOpA 3TOM KHHUTH MOMPOCHIN BOCCTAHOBUTH MH(OPMAIIHIO C KECTKO-
ro JIMCKa, JJOTHYECKas CTPYKTypa KOTOPOro Obljia 3ary0yieHa: nepBOHAYaIbHO BO3-
JIEACTBUEM BHPYCOB, a 3aT€M HEYMEJIbIMU JECUCTBUSIMU MHOXECTBa JOMOPOLICH-
HBIX HEOINBITHBIX "MacTepoB" MO BOCCTAHOBJEHHUIO NaHHbIX. Ha koMmnbroTepe, rae
OBLT yCTAHOBIIEH 3TOT JAWUCK M MUCAIIA TUCCEPTALMIO, UTPAJIA B UTPhI, BBIXOJUIIN B
HHuTepHeT, nenany MHOXKECTBO JPYTHX MOJIE3HBIX U Oecrosie3HbiX (wim Hebe3o-
MacHbIX) JieJ. 3a JOJTHe TO/bl IMCK HUKOrAa He JedparMeHTHpOBAJICS U ObLI Ha-
cTONbKO "YOHWT", UTO OcTaBajcsl eIWHCTBEHHBIM CIIOCOO XOTh YTO-TO CHENaTh —
9TO "BBITACKMBaTh" MH(OPMAIUIO KJIacTep 3a KJIacTepOM, OTIeNss pparMeHThbl, T/ie
OB XOTh KaKON-TO uMTaeMblii TeKCcT. Bee 3T0 Hy)XHO ObIIO MpoJieNiaTh ¢ LEIbI0
OTJaTh BECh MOJYYESHHBIN TEKCT TOMY, KTO 3Hal "0 4eM, COOCTBEHHO, 3Ta JUccep-
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Tauus", U JalbHENIIEeH cenapaly Hy?KHOTO OT HEHY»HOro... [TopasutensHo, HO
BOJICH-HEBOJIEW MPU BOCCTAHOBJIEHWM JAHHBIX O CEMbE BIaJeibLa KOMIbIOTEpA
CTaJl0 M3BECTHO MHOXKECTBO KOH(HMAEGHUMATIbHBIX moapobHocTeil. CoXpaHWIIUChH
Jake parMeHThbl pa3IM4HbIX IEPErOBOPOB B MHTEPHET-4aTaXx...

[NoguucTka cnenoB, MycTh Jake ¢ MPUMEHEHHEM XOPOLUMX Mporpamm, TpedyeT
MHOr0 BHMMaHU$, NPUMEHUMa He AJsl J1I000H mporpamMMbl M MOTOMY MOXKET HC-
N0JIb30BaThCS XaKepoM JIMIIb 3nu3oauyecku. EMy (xakepy) Hy>kHbl Oojee panu-
KaJIbHbIE METO/BI. ..

[Noxkanyii, camblii 3¢ dekTHBHBIN crmocod, 6e3 mpuMeHeHus! GU3NUEeCKUX crocoOoB
YHUUTOXEHUSI, — 3TO MCMOJb30BAHUE CUCTEM C BUPTYAJIIbHBIMHU MalllMHAMHU (XOT4,
caMm aBTOp Bce ke — 3a MeTon "KyBanabl"). B Takux crcremax BUpTyallbHble Ma-
LIMHBI-TUNIEPBU30Pbl  AMYJIMPYIOT armnapaTHoe oOecrnedeHue KomibioTepa. Ha
OJTHOM KOMIMBIOTEPE MOXKET OBbITh 3amylleHO HECKOJbKO MOAOOHBIX MAIlMH M
Jaxe, MPH XKeJNaHWH, C pa3TUYHBIMU ONepalMoHHbIMU cucTemMamu. B Bukuneauu,
B cTatbe "CpaBHEHUE BUPTYalbHBIX MalUMH" NPUBOAUTCS COMOCTABJIEHUE OCHOB-
HBIX XapaKTEePUCTHUK pa3sIndHbIX npousBoauTeneil. Ho Haubonee pacnpocTtpaHeH-
Hble U3 HUX cnenyromue: VirtualPC, VMware, VirtualBox.

Bo MHOrmx y4eOHbIX 3aBeJeHHUSX AaBHO MPUCIIOCOOUINCH COOMPATh CIIOKHEHIINe
CTeHAbl ISl U3yYeHHs MPUKIIAIHOTO MPOrpaMMHOr0 obecreueHus B pazivyuHbIX
cpedax Ha HEeCKOJIbKHMX MalllMHaX, B3aMMOJECHCTBYIOLIMX MEXIy cOOOH Mo BUPTY-
anbHoi cetu. [lomyuaercs Hegoporo. s xakepa ke ya00CTBO COCTOUT B TOM, YTO
(akTHUeCKH BUpTyasbHas MallMHA — 3TO MPOCTO eAuHbIN (aiin. Daiin, KOTOpLIi
MpU HEOOXOAUMOCTH JIETKO BOCCTAHOBUTH B UCXOJJHOE COCTOSIHHE MJTH BOOOLLE MPH
BO3HUKHOBEHHMH OMACHOCTH OBICTPO YHUUTOKUTb, IPU 3TOM OCHOBHOI KOMIIbIOTEP
MOKHO TIPEIBSIBUTH COBEPIIEHHO HEMOPOYHBIM, C OTCYTCTBHUEM CJIEOB MPECTYTI-
HOM JIeATEJILHOCTH. ..

XoTs 00 ycTaHOBKE BUPTYaJIbHOW MAalIMHBI MOXHO OBLIO 3/1eCh HE paccKasbIBaTh,
HO TOYEMY-TO Y HOBUYKOB BBI3bIBAIOT TPYJHOCTU HACTPOMKU CETEBOrO B3aUMO-
neiicteust. [loaTomy, a Taroke ¢ LebIO MOKa3aTh, KakuM (hailioM onepupyeT xakep,
HEMHOTO OCTAaHOBUMCS M Ha 3TOM.

[Tonyuum no anpecy http://www.microsoft.com/en-us/download/details.aspx?
id=3702 wuncramnsuuo Windows Virtual PC u ycranoeum ee. [Iporpamma Gec-
nnatHa. Insg Windows 7 9To axke M He OTHAeNbHAs MporpaMma, a 4acTb orepany-
OHHOMU CHCTEMBI, yCTaHaBIIMBaeMas Kak oOHoBiieHue (puc. 8.22).

[Tocne nepe3arpy3ku mporpamma mosisutcst B MeHto Windows (puc. 8.23).

Bribepem Windows Virtual PC u BolizeM B MeEHIO HAacTpPOeK BHUPTyalIbHBIX
MamvH (puc. 8.24).
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Puc. 8.22

USB-moaem

webcam 7

. Windows Virtual PC

71 Windows Virtual PC

1 windows XP Mode

‘WinPcap

WinRAR

World of Tanks

Yandex

Zumma deluxe

ABTO3arpyska

Antnempyc Kacnepckoro 6.0 ans Windows Works
AnTtuenpyc Kacnepckoro 8.0 ana Windows Server
Wrpsi

Wrpel A

Wrpsi

WHTtepHer

Konnexr Mexnenxep

O6cnyxreaHne

MO ans waentudukaumm npoueccopos Intel(R)

{ Hazan

| Halimu npozpammst u ghatinet ,Q|

Puc. 8.23

(W

[okymeHThl

Mzo6paxeHuna

Mysbika

Wrphl

Komnbiotep

MNaHenb ynpaeneHua
YcTpoicTBa n NpuHTEpHl
MporpaMmbl MO yMONUaHWIO
CnpaBKa W NoALEpPXKa

BLINOAHWUTD...
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3 ]
- » 1 » BupTyanbHble MaLIKMHBI
S e SN === =
.\ Oain [lpaska Bwa Cepsuc Cnpaska

Ynopagounts ¥ [lobaeuTb B BMEAMOTEKY ™ OBwmiA goctyn = Co3aatb BUPTYaNbHYHO MaLLWHY Hogsan nanka
- 1 - .
- Ws6patHoe Lo Wma CoctofHue BApPTYansHow ...  Mamate

3107 MacTep NOMOXET CO3AaTb

ls 3arpys BUPTYaAbHYHO MaLLMHY.
51a nanka nycra.

M Patouuii cron

<» HenasHwe mec|

] Bubamotekm  |=

o NomawHan rpyn

Puc. 8.24

Hcnonesys macTep, co3naguM BUPTYajbHYIO MalllMHy, AaB el HazBaHue TEST.
3nech oOpaTuTe BHUMaHKE Ha MecTopaciojoxkeHue (daiina ¢ Haleld BUPTyalbHOR
MamuHo# (puc. 8.25).

- -

@ =4 Co3aaTh BAPTYaNbHYHO MaLLMHY
e—

[obaBnTb BUPTYaNbHbIA XECTKUIA J1MCK

(@) Co3aTh AMHAMUYECKH PACLUNPAEMbIN BUPTYankHbIi XecTkiii Auck

s TEST L

PacnonoxeHne: Ch\Users\I\appData\Local\Microsoft\Windows Virtual PC

. McnonezoBats WMEHLLMHCA EMpT_‘,’Eﬂhthﬁ KECTKWI ANCK

PazmelleHne: Ofzop...

) Cozgate EMpT_‘,’Eﬂhthﬁ ANCE, MCNONB3YA AONONHWTENEHEIE NapaMeTpel

[ Paspewwre anckn otkara

[ onoNHUTENBHBIE CEEAEHUA 06 MCNONb30BaHWN AWCKOE OTKATA

[ Cozpate J ’ OtmeHa

Puc. 8.25

HNmenno stum caiinom, comeprkaium B cebe "BUPTyalbHBIN KOMMbiOTep" (ecin
MOYKHO TaK BBIPa3HUThCs), U OTIEPUPYET Xakep. 3arpy3uB B MAIIMHY KaKylo-HUOYIb
OMEPaLMOHHYI0 CHCTEMY (a Kak Mbl y)K€ T[OBOPHWJIM, 3TO MOXET OBbITb U He
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Windows), caenae mnpenBapuTelbHYO Komuio ¢aiina, mocjie NpoBEACHHUs aTakd
XaKep BO3BpalllaeT BUPTYaJbHYIO MalllMHY B MEepBOHAYaJIbHOE, YHUCTOE COCTOSIHUE.
[t 3TOro 10CTaTOYHO BOCCTAHOBUTH YKa3aHHbIM (aiin u3 xonuu. Bee cnenst Oy-
OyT YHUUTOXKEHbI pa3oM. He HyXHO MpUMEHATh KakUX-IMO0O0 MpOrpamMM OUYMCTKH,
WCKaTb M YHUYTOXaThb cliellbl, KOTOpble 3TH MpOorpaMMbl He oOpabaThbIBalOT...
K cnoBy ckazare, BUPTyaJIbHYIO MallIMHY MO TaKOMY alrOpPUTMY MO>KHO MCHOJB30-
BaTh W JUIA MOCEIICHUS ONacHbIX MecT B IHTepHeTe, 4TOObI CHU3UTH PUCK 3apaxe-
HUS BPEIOHOCHBIM KOJIOM.

Ilockonbky Mbl o0emmanu nokasaTh YCTaHOBKY BUPTYaJbHOM MAalMHBI €lle W3-3a
BO3MOXKHBIX TPYIHOCTEM C HACTPOMKOM CETH, TO, BEPHYBIUMCb HEMHOI'O Hazas,
MOKaKeM T€ SKPaHbl, KOTOPbIE 3TOr0 KacaloTcsi B Mpolecce KOHPUTYpPUPOBaHUS
cetd. B wactHOCTH, BO BpemMsi MHCTAIISILMU He OyZeM OTKa3bIBaThCSl OT UCTIONB30-
BaHUs NOJKIIFOYEHNs KOMTIbIOTepa K ceTH (puc. 8.26).

' S

~
@ 1 CoznaTth BMPTYaNsbHYH MalMHY

YkaxuTte napamMeTpbl NaMATHU KU CETU

MamaATs
oay: b12 | e
Pazmep MoxeT BuITh yKazaH B npegenax oT 4 4o 2 556 ME Bk UNTENBHO. YKaxHTe pazmep,
COOTEETCTEYHOLUMIA TPeGOBaHWAM ONepaLNoHHO CHCTEMB, KOTOPYHD MNBHWPYETCA YCTAHOEWTE B
BMDTVaNLHON MalllHe,
CeTb
[¥] Wcnonszoeats ceTerble NoAKNOUEHNA KOMTLIOTEPA

3TOT NapameTp MOXHO WCNOAL30EaTh ANA NOAKAKIYEHKMA EIHpT}'aJ'II:HOI:i MALLWHBI K EHELLIHER CETH.
CHUMKTE (Naxk0K, uToBel OCTABWTE EWPTYANBEHYHD MaLUWHy OTKNHIYEHHOI OT CETH.

[ ononHUTENEHEIE CEEAEHNA 0f yNpaeneHut NaMATEH

[onoaHuTENbHbIE CBEASHMA O CETH W BUPTVANLHB MALLIWHEX

HNanee H OTmeHa

Puc. 8.26

ITocne coznaHvs MaluMHa BRIK/IIOYEHA U MEPBOHAYaIbHO HEe HacTpoeHa (puc. 8.27).

Ha ¢usnyeckom ypoBHe B HallleM KOHKPETHOM MpPUMEpE Ha CTEHIOBOM KOMITbIO-
Tepe JBE CeTeBbIe MIAThl, MOATOMY B MapaMeTpax MallMHbl yKa3aHbl JBa ajanrepa
(puc. 8.28). He Oymem HUYEro MEeHsTb.
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nib limepTyanth!E MawuHel - v‘ 2

®aiin lMpaska Bua Cepevc Cnpaska

¥nopagounts ¥

Jlo6aenib B EMBAMOTEKY ¥

O6wwid goctyn ~

3anvcatb Ha OMTMYECKUA ANCK

Co3/1aTh BUPTYabHYIO MalluHY

Hogas nanka

W36pantoe ma CocTosHMe BUPTYanbHOR MamaTs OCHOBHOW AWCK KommenTtapuum
I Jarpyaxd A TEST Buikaiouerio 512 MB Ci\Usersi1\AppData\Local...
Puc. 8.27

ﬂ TEST - NapameTpbl Windows Virtual PC

!

Mapametp

L Mma

i MamATe

s KecTkuil auck 1

Ca KecTkuid auck 2

(a KeCTKHI anck 3

s JIMCKI OTKATA

i DVD-puekosoa

T comt

T comz

W Cets

By KOMMOHEHTHI UHTETPaLMY
ZZ Knaewatypa

T YueTHble gaHHbie 407 BX..
[E ArTomamiueckan nyBauk...

TekyLiee 3HaueHne
TEST

512 ME

TEST

Her

Hert

OTKNHOUEHD

CeTeBkle afanTepsl2
Heaaoctynto

Bo Beck 3kpaH

Her

Heaaoctynko

L. CeTb
-
KOonMUYecTEO CETEELIX afjanTepoe: 2 >

AganTep 1: lAtheros ARSBI5 Wireless Network Adapter Put ‘
Adanep 2: lReaItek PCle GBE Family Controller - ‘
Anantep 3: HeT nogkntoueHna -
Ananrep 4: HET noAknoueHnA -

X Zakpeims CrofpazuTe coobLwe..

JNA JOCTYNA K BHELUHE! CETH MOXHO MCNONL30BaTh OBLLYH CeTh (NAT) uaM CeTeEoil
agantep. [InA 0BMeHa JaHHEIMK € APYTHMK BUPTYANEHEIMI MALLIMHAMY Ha 3TOM KOMMLHKTEpE
MCNONLIYITE BHYTPEHHKOK CETh.

JONonHUTeNbLHBIE CBEASHWA O CETH W BHPTYaNbHLX
MaLlKnHax

0K I | OTmeHa

Puc. 8.28

IIpousBeneM yCTaHOBKY ONEpaLlMOHHOM CUCTEMBI HA BUPTyallbHYytO MalnuHy. [Toka
41O 3TO "MmycTol KoMmIbloTep". Mbl Bece enaiu Mo YMOJYaHUIO U HE MEHsUIH Ma-
paMeTpoB, CBA3aHHBIX C TUCKOBOJIOM KOMMAKT-IUCKOB. [loaTOMYy Ha BUpTyanbHO#
MalHe OyJeT HocTymneH Haml (u3W4Yeckuid MUcKoBoj. JMCk ¢ WHCTayusuuen
Windows XP (mb1 B3siin Windows XP 1 ipocTOTBI, ISl IPaKTUKK TMpeajiaraemMm
BaM yCTaHOBUTS Jit0OYI0 cBoOoaHY0 UNIX-crcTeMy) ycTaHOBUM B 3TOT JJUCKOBOJI
U MPOU3BEAEM 3allycK (3arpy3Ky BUPTYaJbHON MAaIlWHbI), MPOCTO LIEJKHYB MO €e
3HAYKY MBIIIBIO. Y CTAaHOBUM CHCTEMY.

CripaBelJTUBOCTH pajii OTOBOPUMCS, YTO B MIPUHIIUIIE, €CJIU HY>KHA TOJILKO BUPTY-
anpHasg mamuHa ¢ Windows XP, To MoxkHO ObUTO OBI €e BOOOIIe He yCTaHaBIIU-
BaTh, T.K. B MEHIO BUPTyaJibHOW MamuHbl (cM. puc. 8.23) yke ecTh KOMaHIa
Windows XP Mode.
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-

Csomcrea: [Npotokon MiHTepHeTa sepcun 4 (TCP/IPv4) @&J

06Lme |

MapameTpel IP MOryT HE3HAYETLCA ABTOMATHURCKW, ECNH CETh
NoAAeKUBAET 3TY BOIMOMHOCTL. B NPOTHMBHOM Ciy4yae napaMerpol I
MOMXHO NOMYUYKMTE Y CETEBOID aAMWHUCTPETOPG.

(71 Monyuuts IP-agpec aBTOMaTUUECKK

-é-chonhsoBaTh cnegyroLmii IP-agpec:

IP-agpec: 192 .168. 0 .170
Macka nogceTu: 255 .255.255. 0
OCHOBHOWM LWNHD3: 192 .168. 0 . 1

MonyunTe agpec DNS-cepeepa aBTOMETHYECKH

(@) Mcnonb3oeaTh cnegywolwme agpeca DNS-cepeepoe:

NpegnourTaemelil DNS-cepeep: 212 . 21 . 10 . 62
ANBTEPHETHBHLIA DNS-cepeep: 212 .21 .75 . 2
[ noareepauTs napamerpel npu Bexoae JIONOAHUTENBHO. ..

[ OK ] [ OTMena |

Puc. 8.29

CeteBoli aganTep OCHOBHOTO Haulero (PU3MUECKOro KOMITBIOTEpa HACTPOEH Tak,
Kak MoKa3aHo Ha puc. 8.29.

Jlnsa B3auMoOJieiCTBUS Halllell BUPTYAIbHOW MAalMHBI C CETHIO CXeMa BKIIFOUCHHS
MOJKeT ObITh TaKOH, Kak mnpejcTaBieHo Ha puc. 8.30.

[ToaTOMy HAcTpOMM CETEBYIO KapTy OINEPAIlMOHHONW CHCTEMBI Ha BHPTYalbHOM
MauiuHe (rocTeBas orepalMOHHas CHUCTeMa), YCTAHOBUB aJIpec M3 3TOM Ke MOoJ-
ceTH, creayroimum obpazom (puc. 8.31).

B pesynbrate BUpTyaibHasg MallMHA Hauyajla YCIELIHO B3auMoJeilcTBOBaTh ¢ MH-
TEPHETOM.

B 3axsiodeHrie o BUPTyallbHBIX MAIIMHAX XOTEJIOCh Obl JOOABUTH, YTO, KaK M JIO-
Oble CIIOKHbIE CUCTEMbI, OHM U CaMHM MOTYT ObITh He Tak y»k OezomacHbl. Buprty-
aJlbHbIe MAIlMHBI TOXKE TPEeOYIOT rPaMOTHOrO MOAXOAA B BOMpOcAax OOecreyYeHHs
Oe3zomacHocTH. MBI paccka3aii TOJBKO 00 OfHOW CTOpOHE TNPHUMEHEHHS BHp-
TyasbHBIX MaluH. CoolleHns: 00 YA3BUMOCTSX B CUCTEMaX, UCTIONb3YIOLUX BUP-
TyaJM3alrIo B KauecTBe cpedbl 00paboTku MHPOPMALMY, MEPUOANYECKN TOSBIIS-
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PoyTep ¢ nogaep:komn

fl
e
,_,-/ 92.168.0.1

JlokaneHanA ceTb

OcHoBHOIN % BuptyansHan

KOMNblOTER MawunHa

192.168.0.180
192.168.0.170

Puc. 8.30

Puc. 8.31
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toTcst B nevatu. [IprdeM ys3BHUMOCTH HAaXOAAT HE TONBKO B KOMIUIEKCHBIX CHCTe-
Mmax. K nmpumepy, coBcem nenasHo B kaure FO. B. )Kykosa "OcHoOBbI BeO-xaKuHTa.
Hananenue u 3ammra"' cooduianock 00 0HON Takoil yS3BUMOCTH, OOHAPYKEHHON
YM UMEHHO B BUPTYyalbHOM MalllMHE...

Hns Ttoro uytobbl cnpsATaTh MHGOPMALMIO HEPa3pO3HEHHOrO XapakTepa, Xakep
B KOHILIE KOHIIOB MOXKET INPUMEHSATH MPOCTYID YCTAHOBKY IApOJIs HA apXWB, UC-
NoJb3Ysl, HAPUMeEp, XOPOLIO BceM M3BecTHYIo nporpammy WinRAR.

Ecnu B3n1aMbIBaTh rar-apXvB, UCTIONB3YS POCThIE MPOrpaMMbl, B OOJBIIOM accop-
TUMEHTE NpeJcTaBieHHble B IHTepHETE, TO MPU CIIOKHOM IapOJIE 3TO OKAKETCS
JIOCTATO4HO MpoOIeMaTUYHBIM U 3aiiMET MHOTO BPEMEHH.

Takoro poma mporpaMMmbl caM Xakep MOXKET HCIOJb30BaTh, HAMPUMeEp, KOraa
MapoJib MOACMOTPEH He NOoJIHOCThI0. K mpumepy, €l10BO MOJCMOTPEHO, HO OH 3aIy-
TaJcsl, He YCIIeIUB 3a perucTpoM. Toraa, MoAKIIOUMB CIIOBAaph TOJIBKO M3 OHOTO
CIIOBA, TIPECTABIISIOIIET0 cOOOH ATY MOJCMOTPEHHYIO YacTh, Xakep OBICTPO B3JIO-
MaeT napoJib.

[IpoBenem skcriepuMeHT U cO3qa MM apXuB ¢ maposeM retrograd (puc. 8.32).

VM4 M NapaMeTphbl apRUBa

FezepeHbIe KomuiA I Bperia K.ardreHT apii
D6wme L LonanurensHo. 1 Ongmm P abine

Maparaetpel MTFS

= [apameTpel CHaTHA...
|| CospaHATe 4aHHEIS 0 NP&ESs 40CTYNa

[ Coxpansre daiinoesie noTokm

Tarda YeTaHoEWTE Napoie...

| ApuMBaﬁuﬂ E.napqh_. -

MacTtep apxvBoB

YcraHoBKa napons

BesamTe naponk: Ok
retrograd
J Crpaeka
OitrenHa e
[V] Orofipasars napons npu esoge [ | Wupposars ukena eainoe
Puc. 8.32

! XKyxos 0. OcHoBbl Be6-xaknnra. Hamanenue n 3amura (+ DVD-ROM). — CII6.: [urep, 2012.
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[Tpeanonoxum, uro xakep (MM Baul ApYyT) NOJCMOTPEN M3-3a CIIMHBI BBOJ NapoJis,
¥ eMy 10Ka3aJioch, YTO Maposib B AeiicTBuTeibHOCTH — RetrOgrad.

CoctaBuMm croBapb (TekcToBbiii ¢haiin user.dic) w3 omnoro cnoBa RetrOgrad
(puc. 8.33).

&

& user.dic - BroknoT

DaHn  Mpaeka @opwat Bua  Cnpaska

retrograd

Puc. 8.33

3amycTuM B3J10M MO YKa3aHHOMY CJIOBaplo, BOCIMOJB30BAaBIUMCH MPOrpaMMOii
ARPR (Advanced RAR Password Recovery) ¢upmbli ElcomSoft Co. Ltd
(http://www.elcomsoft.ru), 3anaB cooTBeTcTBY!IOIIME MyTaluu (puc. §.34).

HocraTouHo 6picTpo nporpamma noadepet naposns (puc. 8.35).

W ARPR : |
Advanced RAR Password Recovery

g N A A &6 e @ 0

Orepeme CoxpaHqte  Crapt | Tect Crpaeks O ARPR  Brxog

R&R-pain THn araku

G:\tst file.rar ) = - -

Hatop ,ﬂnMHaL_CﬂDBaDIEH-AmocoxpaHEHMe Oryr - MpogsHHYTOCTE

Onume cnoeapa
P aiin cnosaps:

C:A\Program FiIes\EIcomSDFt\.ﬂ-\HP % - Havarec "-E‘

MoNPOSOBATE BCE BOSMOMHEIE KOMOMHALME Z8rNaBHEE MANEHEK S GYRE
[ DEM-koampoeka

OkHO cocToAHMA
24.08.2014 11:52:41 - ARFR

T EEYLWHG Naponk: CropocTe:
Mpowno BPeMEHM: Ocranoce:
Mpaorpecc
[1E+
ARPR ElcomSoft Co.Ltd.

Puc. 8.34
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Hanaed napone

= Crarucruka Advanced RAR Password Recoveny:
Bcero naponeii 273
[[ Bpema 75 298mz
o CropocTe [Naponel B ceryHay) v
"l | Napane retrograd fr
MNapone [HE=] FZER T4 VZEIEY 72E1 B4 L]
H CORpaHMTE. .. V Ok |

MonpofoBaTE BCE BOBMOKHEIE KOMGMHALMM 38 A13EHE MANEHEEMS GUKE
OEM-rooHpoeka

OkHO COCTOAHMA
[
24082015 12:53:51 - ATaka no cnosap..

24.08.2015 12:52:59 - HaiaeH napone
24.08.201512:53:53 - 'retrograd’ - Naponk NOAXOOKT K BRIGPAHHOMY datiny

Tekywui napons:  retrograd CropocTe: I pls
MNpowno BpermeHy; 7 Ocranoce: 2
ATaka no cnoeaph, o6padoTao 273 naponed

ARPR ElcomSoft Co.Ltd.

Puc. 8.35

EnuHcTBEHHOE, UTO MOXKET OCTAHOBUTH XaKepa OT UCIOJIb30BaHUs apXUBaTopa ass
TOrO, YTOOBI MPATATH CEPHE3HbIC BEIM, — STO HEYBEPEHHOCTh B TOM, UTO Y TeX,
KOro OH OfacaeTcs, HeT NaHHbBIX O JIIOKax (Ja3eiikax, OCTaB/IsieMbIX MPOrpaMMU-
CTaMH MpH OTJIaJKe) B 3TOM Mporpamme.
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YoaneHHoe ynpaBrneHue
KOMMNbIOTEPOM

CyliecTByeT MHOXECTBO CIIOCOOOB M COOTBETCTBYIOLIErO MPOrpaMMHOro obecre-
YeHUs 11 peaiu3aliy yAaleHHOro YIPaBIeHUs! KOMITbIOTEPOM.

Hamnpumep, ouenp nomysispHas nporpamMma TeamViewer, KOTOPYIO B JIMYHBIX IIe-
JITX MO>KHO HCTIONB30BaTh OecruiatHo (puc. 9.1).

[IporpaMma npocTa B UCMOJIB30BAHUN U MO3BOJISET CBOOOIHO YMPaBIATh yaajieH-
HBbIM KOMITBIOTEPOM.

= TeamYiewer

MopxnrwyeHne JononHUTENBHO Cnpaeka

BecnnaTHas nHue

YnanéHHoe ynpaeneHne

PaspelnTb ynpaBneH1e

CoobumTe NapTHERY cnegyiowae 0w
Naponke, ECK X0THTE PaspELNTE
Y LENEHHOE YIS E NEHWE .

Bam ID 216855929

27bbow | O

I CNonbayiTE CEOMR MMHHBIA NSPpoNe onAa
BOCTYIA K 3TOMY KOMMEOTERY We nioGok
T,

0 TIHUHBI
napons

ssssnse &

YnpaBnATbL KOMNbLIOTEPOM

BeegmTe ID napTHERE, 4T00E!
YMPEaE NATE ¥ LANEHHEIR KOMMBOT [0

ID napTHEpa

216832060 Y

(@) ¥paniHHOe YNpaE NeHe
() Nepenaqa dainne
70 WPN

MosKNHYMTECA K NAPTHERY

@ TOTOE K NOAKMDYEHID (GEF0NACHDE COSLMHEHME]

KoMnbHTEpEl M KOHTAKTRI X2

Puc. 9.1
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Jla 1 B caMuX OINepalyMOHHBIX CHCTEMaX CYIIECTBYET JOCTAaTOYHO CPEICTB IS
yaaneHHoro ynpasineHus. B Windows sto, Hanpumep, ¢yHkuus "lloakiouenue
K ylnajieHHomy pabouemy crony". HactpauBaercs Bce oueHb mpocTo. Jns moa-
KJTFOUSHHSI K KOMIBIOTepY ¢ omepauroHHoW cuctemoit Windows pasperieHne
JUTSl TIOJKJIIOYEHHs] YCTaHaBIMBAIOCh B cBoMcTBaX Moii KoMnbloTep, 3aTeM Y aa-
JIeHHbIE ceaHChl, jaiee Pa3pemuTs ynpaBjienHe padoduM CTOJIOM, W Haro-
cleoK No0aBiisiack y4deTHas 3amuch IMOJb30BaTelNsd, KOTOPOMY pa3pelleHo s
noaxmoueHust, Harpumep "locTio". Ecnu Tonbko ynaneHHoe MOAKIIOYEHUE He
3amnpeleHo NOJIMTHKAaMH, TO Terepb BOZMOXHO MOAKIIOUUTECS K pabodeMy cToy
LIEJIEBOr0 KOMIbIOTEpa C JII0OOTo pyroro KommeloTepa. B wacTtHocTH, B Halem
npuMepe ObUTO OCYIIECTBICHO MOKIOYeHHe K kKomnbiotepy ¢ Windows XP kom-
NBIOTEPOM ¢ ApYroi onepauuonHoi cucremoid — Windows 7 (puc. 9.2).

o] l0) B 3 = R

Puc. 9.2

BrumrounTe ynaneHHoe ynpaBieHHE KOMITBIOTEPOM MOXKHO 3a CUET BHEIPEHUs
JKEepTBE COOTBETCTBYIOLLETO MPOrpaMMHOrO KOAa MO CJENYHOLIEeH cxeme: 3apaxe-
HHe, HarpuMep, MPOUCXOAUT Ha KaKOM-THO0 (DPMIIMHIOBOM caiiTe, U Jajee, Mmocie
cpabaTbiBaHUs, B peecTpe BKIIIOYAIOTCS BCE MapaMeTphl, 0 KOTOPBIX Mbl paccKasza-
1 panee. [IpaBna, xakepy Hy>KHO YUMTBIBaTh, UTO Ha BpeMsl AOCTYIA NPH yAaJieH-
HOM OOpalIeHHH K KOMIBIOTEPY KOMIIBIOTEp AJIsi JIOKAIbHOTO HCIONb30BaHUS
Oyaer 3abnokupoaH. Jlns nporpammbl xke Tna TeamViewer, Korja ee 3amyck Ha
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o060 U3 CTOPOH HE OcTaeTcsl He3aMeueHHBbIM: "TopuuT" B Tpee (001acTy yBeIoM-
JIeHUH), ecTb B CIMCKE MpPOLIECCOB, MpU 3aBeplUeHHH '"dero-to emie Tpedyer"
U T. ., TAKOE €€ MCIOJIb30BaHUE (/11 CKPBITOrO MPOHUKHOBEHHS W YIpaBJICHUs)
B MPHUHLMIIE HE NMpeACTaBIseTcss BO3SMOXKHbIM. KpoMe Bcero nepeuucieHHoro, 3ty
nporpaMmy euie Hy>KHO KakK-TO MPOMHCTANIUPOBATh HA KOMIBIOTEPE XKEPTBbI, AJIs
Yero onsTh k€ He0OXOJMMO OpraHu30BaTh K HeMy Aoctym. [loatomy mMbl He Oynem
paccMaTpuBaTh BCe 3TH CHOCOOBI, T. K. BPAJ JIM Xakep OyaeT UCMOJIb30BaTh UX AJIS
MIPOHUKHOBEHMS JJa’ke Ha KOMITBIOTEp Jpyra B COCeJHE KOMHaTe...

B srom mnaHe ropa3go GonbLUMI MHTEpeC MPEACTaBISIOT SKCIUIOMTBI. XaKepsbl
cymnepkjacca caMHd MUIIYT cebe Mporpammbl Ul MPOHUKHOBEHUS W yNpaBieHHs
KoMmIbloTepoM. McKkyccTBO HamucaHHsl SKCIUIOHTOB HE BXOOWT B TeMAaTHKY Ha-
CTOALIEH KHUTH, TO3TOMY OCTaBUM TOKa U 3Ty TEMY.

Korpma peub naer 06 ynaJeHHOM YIpaBIeHHH KOMITBIOTEPOM, HEJb3si He OCTaHO-
BUTHCA Ha mporpamMe Radmin (http://www.radmin.ru). Tonbko JeHUBBIH Xakep
npolesl MUMO, 4TOObl HEe M3Y4YHMTh 3TOT MHCTpyMeHT. Tem Ooinee, uTo 3Ty mpo-
rpamMMy MCIONB3YIOT Ui YAaJIeHHOrO aJMMHUCTPUPOBAHUS M B OpraHU3alMsX,
KOTOpbIe MOTYT 3aMHTEpECOBaTh XaKepa.

Ha ynaneHHOM KoMmbloTepe-KepTBe, K KOTOpOMY MpeZroiaraeTcsi mporu3BeCcTH
MOAKIIIOYEHHE, YCTaHABIMBAETCs CepBepHas YacTh nporpammel. [locne ycraHOBKH
MporpamMmsl B Tpee MosBJIsieTCs COOTBETCTBYIOLMI 3HaUOK (pHc. 9.3).

/— 3Hauok Radmin

L8 RERCEPEOT. IE N EORCH TN

Puc. 9.3

B nocnenHux, oObvHbIX Bepeusix Radmin B HacTpoiikax nmporpammsl (HacTpoiikax
CEpBEPHOI YacTH MO IIENTYKY MPaBOM KHOIKM MBIIIM Ha 3Ha4YKe B Tpee) HEeT Bapu-
aHTa yCTaHOBKHU Oe3 3Hauka B Tpee (puc. 9.4).

[paBaa, mo ocobomy 3anpocy K pa3paboTUMKy BaM MOXKET ObITb MpeioKeHa crie-
uManbHas Bepcus, 6e3 3Hauka B Tpee. A BOT HACTPOHKHM Oosiee paHHUX Bepcuil Mo-
3BOJISUTA CKPBITH Takoi 3Ha4ok u3 Tpes (Hide tray icon) — puc. 9.5.

Ho BepHemcs k nocneaneii Bepcun Radmin. B ceprepHoii yacTu 3aBoasTes yver-
HbI€ 3alKUCH TOJIb30BaTelel, YPOBEHb JOCTYIAa MOXKHO PEryJIMPOBaTh Takxke Mpe-
JIOCTABJIEHUEM COOTBETCTBYIOIIMX MOJHOMOUHU (puc. 9.6).

Ha xomrbrotep, ¢ KOTOPOro MPOU3BOIUTCS MOKIIOYEHHE, YCTAaHABINBACTCS KIIH-
eHTcKas JacTh nporpamMmbl (Radmin Viewer) — puc. 9.7.
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O6wMe HACTPOKK
Pa3Hoe
IP duneTp
A3bliK
= TeKCTOoBbIA YaT
Bun
JlonONHUTENbHO
= Fonocosoit YaT
3BYKOBbIE YCTPOIHCTEa

u - 5
Hacrpoiku Radmin Server

FMlopT————————— MkoHKa B Tpee
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= ['[unmepxueH MEe BXOOAWMX COSOMHEHWA |
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IC Windows\SysWOWE4\rserver30\Radm_lo Ogz=0p...

o]

OTMena |

Puc. 9.4

Options for Remote Administrator Server il

It's necessany to restart Radmin senver after the
change of the port number,

~IFfilter allows access only from specified [P addreses
[ Use IPfilter

IP address

Subnet mask

Al

Bemore

——

Pot——————
v Use default port

4899

i Tray icon

v Hide tray icon

~Logging—
[~ Use Eventlog
[ Use logfile

chilogfilett

i Incoming connection dialog

[~ Askuser permission

& Auto deny afiertimenut
| Auta allow sfterfimenut

Tirmeout |1D sec

Cancel

Puc. 9.5
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Monezosatenn Radmin

Cucrema Ge3onacHocti Radmin

x|

userl

User2

NoGaeuTs. | YoanuTte
MNpaea nonk3oBaTenei PaspewnTs
MonHeIiA gocTyn
YrpaeneHue
npocroTp
Telnet
Mepenaya daiinos
MepeHanpaBnexie
TeKCTOBbIA YaT
ronocoBoit yaT
Mepesaqa TeKCTOBOro CoOBLLeHIA
BbIKNHOYEHMe
oK | OTtMeHa

Puc. 9.6

Radmin Yiewer

CoeamHedne  Pexmm  Bna  Cepevc  Chpaeka

F BhkE E@DNQHG

=R

Aapec: 192,168.0,170  NopT! No YMORYaHHHD

¥npaenexwe

Puc. 9.7
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O mnporpamme Radmin cTojibko BCero HamucaHO, YTO COBEPILIMB KPaTKHii 0030p,
noApoOHO OcTaHaBIMBaThbcsl Ha Hell Mbl He OyaeM. Ilpocto B pamkax obcyxnae-
MO TeMaTHKH 3TO OMATH K€ XOPOUIHii MOBOA 0OTOBOPUTH JPYyrye BCIOMOTaTellb-
HbIe MHCTPYMEHTBI, HEOOXOIUMBIE Xakepy Jijis BHeapeHus: Radmin Ha komMmnbroTep
JKEPTBBI.

Cy1iecTByeT MHOXECTBO COCOOOB, HO MPUMEPHBIN anroputM BHeapeHus Radmin
3aKJIIOUYAETCs B CIEAYIOLLEM:

1. I'oToBUTCS MHMHHUMAJBHO HEOOXOMWUMBIM HAOOp (alJIOB U3 ykKe KOPPEKTHO
ycTaHoBjieHHOTO Radmin, nmpudeM Tak, 4ToObI OH ObLI CKOH(QUIYpUPOBaH JJIs
JOCTYTIA MOJT U3BECTHBIM XaKepy MapoJieM.

2. Wsroraenusaercs ¢aiin popmara REG, 4ToObl mponucats B peecTp KOMIbIOTe-
pa KepTBhI MapameTp, KOTOPbIH 3arperiaeT nokaspBaTh 3Ha4ok Radmin B Tpee
(Takas BOBMOXKHOCTb 3aBHCUT OT Bepcuu). Ml BHOBb HAallOMHHMM: B HacTosLIee
BpeMsl CyLIECTBYeT crieliaibHas Bepcus Radmin Oe3 3Hauka B Tpee.

3. YUrobbl nepenath I[P-ampec >kepTBbI, Hy)KHa MporpaMma, aBTOMaTH4ecKd OT-
npasJistoas MMCbMO Ha 3a/laHHbIi e-mail (aapec, MOAKOHTPOBHBIN XaKkepy).

4. Heobxonuma ntobas moJie3Hasi mporpaMMa-rpuMaHKa, Ha KOTOpYIo Obl KITFOHY-
71a JKepTBa.

5. TpeOyeTcsi BO3ACHCTBHE MPOrpamMMBbl, KOTOpas Obl CKJIEWJIa BCE BBIIICHA3BaH-
HbIE MPOTPaMMBI.

6. Tlporpamma-npumaHka pa3MeliaeTcs Ha KakoM-TH0o caiite.
7. OxkupaeTcs MOCTYIUIEHHWE CUTHaJIa Ha MOYTOBBIH SIIHMK.
8. Ilpom3BOaMTCS MOCTYII.

H3yyeHre NpUBEJCHHOTO aJIFOPUTMA MOMOXKET HaM pa3o0paThcsi BO MHOTHX BaK-
HBIX TIpodJiemMax.

[To nepgomy nynkmy anroput™a: B moadope paboTaroLero MUHUMAaJIbHOTO KOM-
IUJIeKTa MHOTOe 3aBUCUT OT Bepcun Radmin, kotopyto Oyaer npumeHsTs xakep. He
MCKJIIOYEHO, YTO UM OyJeT MCIOJIb30BaThCsl HE camasi Moclie/iHss, a Goiee crapas
BEpCHUA, C YK€ HMMCIOLIMMUCA Yy XaKe€pa HEJCrajlbHO IMOJYUYCHHBIMH KIIHOUaMHu.
[MTomyTHO 3aMeTHM: CylIecTBYeT M nopTathBHas Bepcus Radmin. Kpome Toro, Ha
caiiTe POU3BOIUTENSI MIMEETCSl HHCTPYKLIMSI 10 YCTAHOBKE MPOrpaMMbl B KPYITHOM
CeTH nocpeAcTBOM msi-gaiina. M3yueHue S5TUX MaTepraioB MOKET TOMOYb XaKepy.

[Tpu hopMUpOBaHUH MUHUMAJILHOTO HAO0Opa 3J0YMBIIIEHHUKY €ll1e HE0OX0aUMO
M3rOTOBUTh KOMaHAHbINA (haiin ais pasmelneHus: (ailioB B HYXKHBIX KaTaJlorax,
C TallleHHWEeM HXa Ha HKpaH.

W B nporiecce KOMITJIGKTOBaHUSI Habopa HEOOXOAMMO He 3a0bITh MEPEUMEHOBATh

Rserver B Svchost, nyig Toro 4yroObl X0Th Kak-To B OyAylleM 3aMacKMpOBaTh Mpo-
Liecc Mpy MPOCMOTpe AMcreTdepa 3a1ad XO03IWHOM KOMIbloTepa-kepTBbl. [Ipo-
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rpamma Radmin npu oObluHOM 3amycke, 0e3 MpoBeleHHs KaKUX-TH00 IOMoJ-
HUTEJIbHBIX JIeMCTBHM, BBITJISIMT B TEpeyHe MPOLECCOB JIOCTATOYHO 3aMETHO
(puc. 9.8).

_iolx
®aiin  MapameTpel Bug Crpaeka
.rlpu.nmern;l Mpouecce | Cny)xﬁml Eh[::Tpo,qeﬁr:TBnel CeTb | ﬂonbaoaaTennl
mA obpasa | Honmosa...l Lu‘ll MaMATL (u...l OnucaHue ;I
r_server.exe *32 cucTeMa 0o 2 540 KB Remote control tool
svchost.exe CUCTEME oo 95196 KB Xocr-npouecc ana cnyxb Windows
svchost.exe cucTema 0o 9692 KB Xocr-npouecc ana cnyx6 Windows
svchost.exe cucTema 0o 2340 KB Xocr-npouecc ansa cnyxB Windows
svchost.exe NETWOR... 0o 2 688 KB Xocr-npouecc ans cnyx6 Windows
svchost.exe LOCAL SE... 0o 7112 KB Xocr-npouecc ansa cnyxB Windows
svchost.exe LOCAL SE... 0o 5512 KB Xocr-npouecc ans cnyx6 Windows
svchost.exe NETWOR... 0o 4 536 KB Xocr-npouecc ans cnyxb Windows
svchost.exe LOCAL SE... 0o 3 576 KB Xocr-npouecc ansa cnyx6 Windows
svchost.exe LOCAL SE... 0o 536 KB Xoct-npouecc ana cnyxb Windows
svchost.exe LOCAL SE... 0o 1240 KB Xocr-npouecc ans cnyx6 Windows
svchost.exe cucTema 0o 10 100 KB Xocr-npouecc ansa cnyexb Windows
svchost.exe LOCAL SE... 0o 5436 KB Xocr-npouecc ansa cnyx6 Windows
svchost.exe NETWOR... 0o 776 KB Xoct-npouecc ana cnyxb Windows
svchost.exe cHcTeMa 0o 268 768 KB Xocr-npouecc ansa cnyxb Windows P
q |
[¥ Otobpaxats npoleccsl Boex Nons3oBaTenei 3aBepuwiTL npolecc |
[Mpoueccos: 86 3arpyska LiM: 1% |ouznueckas namaTe: 49% | 4
Puc. 9.8

[lo emopomy nynxmy anropurma: eciu Xakepy TpeOyeTcs KOPPEeKTHPYIOIIUH pe-
ecTp Qaiin, To U3roTaBIMBAETCS OH OuYeHb MPocTo. Ha koMmbroTepe-cTeHae ycra-
HapiuBaeTcs Radmin B Hy»HOMN KOH(Hrypanuu, 3amyckaercs pelJakTop peectpa
regedit (BXOOWT B OMEpalMOHHYIO CHUCTEMY), HaXOJIWTCs HeoOXoawMas BeTKa W
MPOU3BOJIUTCS €€ BhIrpy3Ka B daiin (puc. 9.9).

IIpu 3amycke storo (aiina Ha KOMMbIOTEPE XKEPTBbI HEOOXOAMMasl BETKA MPOMH-
IeTCcs B PeecTp.

ITo mpemvemy nynxmy anropurMa: npexae dem nepenars [P-agpec nmo moure Ha
MOYTOBBIN SLIUK XaKepa, €ro €lle Hy»KHO KaK-TO onpenenanTs. Crenaars 3T0 MOXKHO
CTaHAAPTHOM, YK€ 3HAKOMOH YMTATEeIr0 YTWIMTOU, BXOASLIEH B ONEPALMOHHYIO
cucteMy (ipconfig), MepeHanpaBUB pe3yibTaT B (hai:

ipconfig >> info ip.txt

Ilo noure ornpasnsercs 3toT daiin. Ho! Ilpeacrasere, kak paccTpoutes OenHsra
XaKep, Korja yBUAWT B MpHILLIEIIeM COOOLIEHUH BCEro JIMLIb aapec JIOKaJbHOM
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% Pepaktop peectpa

(2 ™ Providers Mria Thn SHaqeHHe

(1 Instalishisid [a)(Ma ymormamma)  REG_SZ (3HAUEHHE HE NPHCEOEHD)
3 mtel

{2 Intervideo

D IPCameral e S sSS==SSs——T1
[ PCameral 3kcnopT diakna peectpa (3]

{22 khron =
0k Nanka: |3 Test vl O ¥ = m-
D Licenses -
{27 Logitech T b
(23 Macromedia "
EaEHME
D Macrovision ey
{23 Wail Ry
3 Mar F‘[‘-‘
(23 micrnsoft
[ movayT Patiounii cton
(22 MovieBox USE
D Mozilla ™
(L3 MozilaPlugins /
=44 =
Caw
[ Wets
(23 WvIDIA Corporation E
(21 ooec
{1 Opera Software ok
{2 PegasusImaging KOMMEKTER
2 pin ~
3 Fir ' Hraa gaiina: test eV Coxpatre
(23 Policies
A pro
D Program Groups JTuanazoH akcnopra
(23 PROject @ Bex
{23 Prot
=3 RAdmin (

M ou aoKkYMEHTEI

Ceresoe Twn taiina: P aiinel peectpa [F.reg) v OriteHa

'@ BriipaHHas BeTBL

=3 v1.01 HEEY_LOCAL_MACHINENSOFT'wARE \RAdmin
D YiewType
27 Realek e ———

({7 Realrek Semiconduct

Puc. 9.9

ceTH, eciiu keprBa HaxoauTcs 3a poyrepoM B 30He NAT (Network Address
Translation — npeoGpazoBanue cereBbIX aapecoB). Ecnu Ob1 Mbl ¢ BaMu ObUTH Ha
CTOpOHE XaKepa, TO Jy4lle MOCOBETOBaIN Obl MPUMEHHUTb YTUIIUTY tracert (Tpac-
CHPOBKa MapLIpyTa) K KAKOMY-JIMOO N3BECTHOMY aJpecy, Harpumep:

tracert yandex.ru >> info ip.txt

[onyuum crnenyroiuii pe3ysbTar:

TpaccupoBka MapmpyTa k mail.ru [217.69.139.199]

C MakCMMaJIbHEM UMCJIOM IIPEDXKOB 30:

<1 mc <1 Mc <1 mc 192.168.0.1

1lms 1 ms 1 ms 42-151-20-1.provider.info [42.151.20.1]
<1l Mmc <1 mc <1 mc 10.100.10.41

<1l mc <1 mc <1 mMc 10.100.1.17

13 ms <1 Mc <1 mc 10.100.1.9

6 1ms 1ms 3 ms 10.100.102.46

7 1ms 1 ms 2 ms 95-181-0-77. provider.info [95.181.0.77]
8 1 ms <1 mc 1 ms kmoOl.transtelecom.net [188.43.7.30]

g w N
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9 45 ms 45 ms 45 ms mskO5.transtelecom.net [188.43.1.74]

10 45 ms 54 ms 45 ms Mail-gw.transtelecom.net [188.43.1.73]
11 45 ms 45 ms 45 ms ms.mail.ru [217.69.139.199]
TpacCUpOBKa 3aBepleHa .

Ilo mepBo#i 3amucu, cnenyrouield 3a CTPOKOM pe3ysbTaTa MUHTOBAaHUS 1LJIIO3a
(y uumro3a, kak mpasuio, aapec — 192.168.0.1 win 192.168.1.1), MokHO X0Ts ObI
y3HaTh aJpec CeTH, B KOTOPOM pacroyio’keHa >kepTBa. A TaM WILHU €€ CpPeAH OCTaB-
muxcs 253 xoctoB... [IpaBna, cam dakr nepenauu aiia nocpeacTBOM MPOCMOTpa
clly>keOHOI YacTH KOHBEpTa BCE K€ MOMOKET BBICHUTBH a/ipec poyTepa KEepPTBBI.
Ho ecnu naske ObLT BBIMKCIIEH a/ipec poyTepa >KEPTBBI U HA pOyTepe HaiIyTcs He-
3aKpBIThIE TIOPTHI, KaK W3MEHWTb HOMep mopTa cepBepHoil uyacth Radmin (mo
ymom4anuio opt — 4899, cm. puc. 9.4), eciii mporpaMMa HaXOAWUTCS YK€ Ha ero
kommnbloTepe?! 3aTo B BBILIENPHUBEACHHBIX PAaCCY>KACHHUAX, €CJIM Mbl MCKaJIU MOBO-
12 yNOMSIHYTb elie 00 OHOM CTaHAAPTHOMN, HO OYeHb TMOJIe3HOH yTHINTE (tracert),
TO MBI €ro Hauuu!

Cepbe3HOMY Xakepy MOXKeET ObITb M HE Hy)KHa dTa onepauus, T. K. YaCTUYHOE Ipo-
HUKHOBEHHE Y)K€ OCYILECTBJIEHO (K MPUMEPY, €CIM HUCMONb30BaNIOCh YTO-HUOY b
Hanojo6ue skcmnoiita HOD-ms04011-Isasrv-expl).

BepHemcs kK MHCTpyMeHTapHio Xakepa. Tenepb HaMm CTajlo TIOHSITHO, YTO AJISl U3Y-
YeHHUsS] XOCTOB M HAaXOXKIAEHUS OTKPBITHIX MOPTOB B CETH XaKepy MOXKET MOHa0-
OWUTbCS COOTBETCTBYIOIIMK ckaHep. [lpenBapuresnibHOe CKaHMpPOBaHHWE CerMeHTa
IUTS MTHBEHTapU3allii U OTpeZesieH!s] KapThl CeTH Xakep MOXKET MPOU3BECTH, Ha-
npumep, 6ecruiatHoit nporpammoii "10-Crpaiik: CxanupoBanue Cetu" (10-Strike
Software) — puc. 9.10.

YTouHuTh MH(OPMALIMIO TIO OTKPHITHIM MOPTaM Ha XOCTe MOXKHO Takke Oecriiar-
Hoit mporpammoii — Ultra Port Scanner (DANUSOFT). PazmecTum B cetu Tecto-
BbIii KoMnbiOTEp MO aapecy 192.168.0.7 u npockaHupyeM, Kakue Mopbl y HEro otT-
KpbIThl B Auana3one ot 0 1o 20 000 (puc. 9.11).

OObpaTtute BHUMaHHE: CKOJILKO OTKPBITHIX MOPTOB HA CUCTEME, YCTAHOBIIEHHOM I10
yMondaHuio! A Bellb CKaHUPOBaHWE TOJbKO Haudasnock! Ha moboii cucreme nepen
UCIIOJIb30BaHUEM HY>KHO TIPOM3BECTH COOTBETCTBYIOILIME HACTpoiku. OnepalnuoH-
Hasl CUCTeMa, YCTaHOBJIEHHas "Mo yMOJuaHuIo", — HaXojKa AJis Xakepa.

He Oynem otenekathcs, mpoaosnkas paccmarpuBarhk Ultra Port Scanner. Otme-
TAM, YTO TIPU HEOOXOJAMMOCTH MOXKHO TMPOCKAHUPOBaTh U BECh CErMEHT CETH,
BBICTAaBMB B TIporpamMme HeoOXoAumblii mnuama3oH [P-agpeco (192.168.0.1—
192.168.0.254).

Hakownewn, xakepy, korna IP-aapec kakuM-n160 croco6oM Bce xke ompesesieH, He-
00X0aMMO 00CYIUTH CITOCOOBI aBTOMAaTHYECKOW OTMPAaBKU MHUChbMa M3 KOMaHIHOM
ctpoku. [[nis aToro momoiiner, Hanpumep, nporpamma blat (http://www.blat.net/).
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-Crpaiik: CKaHpoBaHHe Cetn™ B —d|IE il
| octel Cepewc Crpaska OBpaTHad Caags @
U | i il 1R | = W = TR (% e P
ol - MmO %-§ | @y @
raapec | DNS-uma | MAC-anpec | lpouseoavTens agante... | Tvn ycTpoicTea | [pvHTep | SNMP-arent Onucaxve
192.168.0.1 74-EA-3A-.. | [TP-LINK Technologies .. ' Poytep - i FriendlyNam
192.168.0.20 FO-7D-68-0.. [D-Link Corporation] Meawa-nneep - i FriendlyNam
192.168.0.51 MYBOOK 00-90-A9-B.. [WESTERN DIGITAL] Cepeep - i My Book Live
192.168.0101 MPC 90-2B-34-1.. [GIGA-BYTE TECHNOLO.. Komnstotep - ¥
192.168.0171 NB 00-23-5A-F.. [COMPAL INFORMATIO...  Kommstotep - i
192.168.0.177 DUNE 00-16-E8-4.. [Sigma Designs, Inc.] Cepeep - ¥ Dune SMB se
Kl i
IF-anpec: 192168.0175 Onucadke.  Dune SMB server MzoGpasenme
DMNS-urs DUNE
MAC-anpec.  00-16-E8-49-34-8A
i
’ f [in}
O 0@
: Pacci -
10-Strike Software i
CeTeBble NporpamMmmbl A8 CUCTEMHBIX aAMUWHUCTpaTopos!
[XocToB: 6 [ A4
Puc. 9.10
&} Active Thr [100] Scanning : 192.168.0.170 N 0] x|
Target IP Address/Range: ™
[15z 16807 -[1921680.7 = * ltra Port Scanner
¥
StartPort |0 Time out  |150
End Port  [20000 Threads IWO Eﬂnug@ i
Scan Results Open Ports: 12 Closed Ports: 1671 |Ps Scanned: 0
IP Address | Port [status |
192.168.0.7 13 Open
192.168.0.7 9 Open
192.168.0.7 7 Open
192.168.0.7 17 Open
192.168.0.7 19 Open
192.168.0.7 80 Open
192.168.0.7 139 Open
192.168.0.7 135 Open
192.168.0.7 445 Open
192.168.0.7 443 Open
192.168.0.7 554 Open
192.168.0.7 1110 Open

Puc. 9.1
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[Iporpamma 3anmmaer Bcero 250 Ko6aiit. IlompobHee 006 »ToM Ha caidte:
http://whiteSS5.narod.ru/smtp.html.

U ewte, kak BapuaHT, MOXKHO OTNPaBUTH (haiiyl Ha 3apaHee MOArOTOBJICHHbIN XaKe-
pom FTP-ceprep. s oTnpaBkM MPOCTO HCTIONB3YeTCsl 8cmpoerubili 6 Windows
FTP-xnuenm:

ftp —n —s:HaszBaHMe Qaruia C komaHnamu ftp-rkjamMeHTa —A IP-aznpec XocTa

rae n — KJII0Y aBTOMAaTHUYECKOI0 BX0/1a B KJIIMEHT; s — KJIIOY, ONPEaestOUIUi, YTO
OyAyT BBIMOJHATBCS KOMaH/bl U3 TEKCTOBOrO (haiiyia; A — KJIH0Y, ONpeaestoIni
AHOHUMHBIA BXOJ Ha XOCT Xakepa (KOHEYHO, MOXKHO CHeJIaTh U C aBTOpHU3allMei);
IP-anpec xocra — apec KOMIbIOTEpa, Ha KOTOpoM xakep pazmectus1 FTP-cepsep.

[lepenava daiina Oyaet MpoU3BOAUTHCS KOMaHION get (KOMaHbI MPOMUCHIBAIOTCS
B TEKCTOBOM dpaiisie).

[Nockonbky peub 3amuia o6 ftp-nepenaue, MosBUIICS 3aMevaTeNbHBIA MOBOJ, pac-
cKazaThb ele 00 OJHOM MPOrpaMMHOM WHCTPYMEHTE, KOTOPBI KaKk BCIIOMOTaTellb-
HBIA MO>KET MCIOJIb30BaTh XaKep BO BpeMsl MPOBEJIEHUS aTaKH.

s opranuzanuu cobcrBenHoro FTP-cepBepa MoxeT MpUMeHSATbCS, HampuMmep,
npocras, yaoonas nporpamma Xlight FTP Server. [Ipuyem, npu HacTpolike cepse-
pa 3ajaeTcst KaTajor, Ha KOTOPbIi JatoTcs BCe Mpasa, B TOM yMcie "Ha 3anuch" (1o

YMOJT4aHUIO — "TONIbKO Ha uTenue") — puc. 9.12.
~lolx|
zEE22R0 5@
Server IP | Port | Status | Online Users | Downloaded Uploaded Total Logins | Note |
£192.1680177 21 Running o 0.000 KB 0.000 KB 1
o = b E e & w

EE| General

-} Advanced ~Disk space quotas

@ Public Path [~ Enable disk space quotas Sellp
| File and Directory

{ ) T
T securty Virtual Path | Resl Patn /1 permission Y

/ c\Test, RWCLADNS

Puc. 9.12
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UroObl cuibHO ce0s He yTpykaaTh, Ha FTP-cepBepe paspelnieH noctyn ¢ npaBaMu
Ha 3TOT KaTaJlor aHOHUMHOMY TOJIb30BaTeNto (BCIOMHUM oniuioo -2, s Ftp-
KJIMEHTa KOMITbIOTepa kepTBbl) — puc. 9.13.

=0l x|
BREIRO 5O 6y
Server P I Port'\ | Status | Online Users | Downloaded Uploaded Total Logins I Note I
1921680170 21 Running 0 0.000KB 0.000KB 1

Usemame | Password |AccoumExp[re Ti... | Groupname I Qﬂ?_nl-‘
£ anonymous disabled never expire

B E o

25 Kbpe, Unit= 1 Kbps

~

=5 L

CoTT——
2 Account User Path

Options i Disk space quotas

@B Sacs) - z
= Session [~ Enable disk space quotas et
[ User Path
:
&F Login Control Virtual Path I Real Path f”l Permission \

7= Permission i c\Test, RWCLADNS

Puc. 9.13

[lo uemeepmomy mnynxmy anropuTma: HaJ TPHUMAHKOW MyCTb Xakepbl AyMaroT
camu! Hac ¢ Bamu 31O ceifuac uHTepecyeT B MeHbLiel cteneHd. Ho u mo stomy
MOBO/LY MOKHO MPUBECTH UHTEPECHBIH cily4ail U3 COOCTBEHHOW MPaKTUKH aBTOpa.

MHoro net Ha3aa B IHTepHeTe Ha OTHOM W3 CalTOB aBTOPOM Obliia ckavyaHa U yc-
TaHoBJIeHa nporpamma eMule (kaueHT st p2p-cetr). Bee Mbl Jitonu U acto co-
BepIaeM HENpPOCTUTENbHBIC TIIYNOCTH... Tak M 3/1eCh: MociIe yCTaHOBKH, 03 BCs-
KOTO M3YYeHHsl U MPOBEPKH (aHTHBUPYCHAs MpoOrpamMma Ha KOMIIbIOTEp, MpaBa,
BCE JK€ MMeJlach) MPOrpamMMbl Oblla BKJIIOYEHA B CIHCOK JOBEPEHHBIX Ha JIOKAIb-
HOM, nporpamMmmHoM (akipBonie (Outpost Firewall).

Uepes HekoTOpOE BpeMs MO JIaMIIOYKaM Ha MaCCUBHOM CETEBOM KOMMYTAaTope Obl-
JIO 3aME€YEHO, YTO TMPOUCXOAMT Kakas-TO TMOAO03pUTESIbHAs CeTeBas aKTHBHOCTD.
[Ipuuem pake Toraa, Korga €e TOHHO YX He JOJDKHO ObITh. Jlanee, BMECTO TOro
9YTOOBI MOWTH JIETKUM ITyTeM M pa3pellinuTh CUTYaLHIO, TPOCMOTPEB JaHHbIe (aiip-
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BOJIa, ObUI U3Y4eH ceTeBOH Tpaduk ¢ npuMeHeHueM cHuddepa. BriscHunock, 4ro
KOMITIBIOTEP € PEryJISIPHON NEPUOAUYHOCTBIO LIJIET HAa HeusBecTHbI IP-aapec ma-
KeThbl OJMHAKOBOrO (popmara, comepxaiiue B cede AaHHbIE O 3aPayKEHHOM KOMIIb-
torepe: [P-anpec (coxpanuics naske CKpUHILOT, IpaBaa, He OUY€Hb XOPOLIero Kayve-

cTBa) — puc. 9.14.

I File Monitor Capture Display Tools Database Window Help =131 x|

L i\l Default - ‘
=l 86| SlslvleEwlaln 2 ¢ &

No.  [Status [ Source Addiess Dest Address Summeary Len [B[Rel Time |
[]1253 Realtk752A94 Broadeast LRP: C PR=[10.104.43.201] PRO=IP 0 0:27:32.5
[] 1252 Realtk41DDDF Broadeast ARP: C PR=[10.104.43.129] PRO=IP 80 0:27:33.¢
[] 1255 [10.104.43.214] [235.255.255.250] UDF: D=1500 S=1063 LEN=108 14z | 0:27:37.F
[] 1256 [10.104.43.214] [235.255.255.250] UDF: D=1500 S=1063 LEN=108 14z | 0:27:37.F
[]1257 DO1B3BCFOALE Broadeast ARP: C PR=[10.104.43.1] PRO=IP 80 0:27:36.4
[] 1258 DO1B3BCFOALE Broadeast LRP: C PR=[10.104.43.1] PRO=IP 80 0:27:39.F
[] 1253 DO1B3BCFOALE Broadeast LRP: C PR=[10.104.43.1] PRO=IP 80 0:27:40.7%
[] 1260 Cisco E3BEOL Broadeast ARP: C PA=[10.20.30.2] PRO=IP 80 0:27:41.7%
[] 1261 [10.104.43.214] [235.255.255.250] UDF: D=1500 S=1063 LEN=108 14z | D:27:43.F
[] 1262 [10.104.43.214] [235.255.255.250] UDF: D=1500 5=1063 LEN=108 14z | 0:27:43.F
[] 1263 OO1B3BCFOALE Broadeast LRP: C PR=[10.104.43.1] PRO=IP 80 0:27:46.€
[ 1262 [# [10.104.43.192] [235.255.255.250] Experc: Time-to-live expiring 175 | 0:z7:a7.1

UDP: D=1500 5=1062 LEN=141
[ 1265 |# [10.104.43.152] [235.255.255.250] Expert: Time-to-live expiring 174 | 0:27:47.1s
d | af
8 UDP: Source port = 1062 -
48 vpP: Destination port = 1900
&8 vDP: Length = 141
£ vpP: Checksum = BACS (correct)
& vpp: [133 byte(s) of data] -
[ =
D0000000: 01 00 Se 7€ ££ fa 00 15 £2 ab 56 5b 08 00 45 00 ..*Oa®..T<f[..E.
00000010: 00 &l 05 09 00 00 01 11 Se 21 Oa 68 2k cO ef £f .¥......R!.htina
nooooozo: 5d co [ 5 41
nooooozo: c
Doooo04
Dooooos
Dooooo6
nooooovo:
noooooso:
noooooso:
Dooo0DaD: £ Od Oa 0d O
Expert ) Decode /A Melrix J\ Host Teble J Protocal Dist.J Statistics /
For Help, press F1 =i & |
Puc. 9.14
C nomoinkto whois-cepBrca MoHITh YTO-TUO0 Bpa3yMHUTEIbHOE O XO3sIMHE ajipeca

TaK 1 HC y1aJIOCh:

239.255.255.250 HaxomiTcsa Ha ip: 239.255.255.250
Vubopmaimsa o Biamenble IP-cetn (IP Whois)

OrgName: Internet Assigned Numbers Authority
OrgID: IANA

Address: 4676 Admiralty Way, Suite 330

City: Marina del Rey

StateProv: CA

PostalCode: 90292-6695

Country: US
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NetRange: 224.0.0.0 — 239.255.255.255

CIDR: 224.0.0.0/4

NetName: MCAST-NET

NetHandle: NET-224-0-0-0-1

Parent:

NetType: IANA Special Use

NameServer: FLAG.EP.NET

NameServer: STRUL.STUPI.SE

NameServer: NS.ISI.EDU

NameServer: NIC.NEAR.NET

Comment: This block is reserved for special purposes.
Comment: Please see RFC 3171 for additional information.
Comment:

RegDate: 1991-05-22

Updated: 2002-09-16

OrgAbuseHandle: IANA-IP-ARIN

OrgRbuseName: Internet Corporation for Assigned Names and Number
OrgAbusePhone: +1-310-301-5820

OrgAbuseFmail: abuse@iana.org

OrgTechHandle: IANA-IP-ARIN

OrgTechName: Internet Corporation for Assigned Names and Number
OrgTechPhone: +1-310-301-5820

OrgTechEmail: abuse@iana.org

# ARIN WHOIS database, last updated 2008-11-03 19:10
# Enter ? for additional hints on searching ARIN's WHOIS database.

[lepenaBaemble pparMeHTHl B TOUHOCTH A0 OaiiTa MOXOAWIN HA TIAKETHI MPOTOKOJA
SSDP (Simple Service Discovery Protocol).

SSDP — npocToii npoTokon oOHapyKeHHUs cepBUCOB. JIeXKUT B OCHOBE MPOTOKOIA
oboHapyxenus Universal plug-and-play. SSDP mnoanepkuBaeT oOHapykeHue
Npy TIOMOLIY MYJBTHKACTOBBIX MAaKETOB YBEAOMJICHHS OT CEPBEPOB W Maplipy-
TU3anmo. Jta ciayx0a Bkiatoyaer oOHapyxkeHue UPnP-yctpoiicte B gomaniHei
CETH.

"Celiuac MbI 3TO OTKIIOUYHUM", — MOAYMaJl BJIaJeliel], PeLIuB, YTO KaKOK-TO Ipyron
cepBHc ciydailHo BkItouna SSDP-npotokon. XoTs, B 3TOM cllydyae TPYJHO CKa-
3aTh, YTO MOAYMaJl, CKOpee Ha00OPOT — MOCTYNUI OE3LyMHO.

Ho, k yauBIIeHUIO, OKa3alloch, 4TO ciyx0a oOHapyxxeHus SSDP Bce e Oblia OT-
KroueHa (puc. 9.15).
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Cnyx»<ba obHapyeH a SSDP (hunanbﬂbiﬁ HOMIBLHTED) - CB... -

L\_EIISU-lHe. | Broa B cuetemy | BoccraHosnenue  3aBucHMOCTH

Mran cyswobr SS5DPSRY
BLIBO0HMOE HMA: Caywta abHapyweHa S50P

OMHCaHME: BratounTe afHapykeHie UPnP-yoTpobicTe 6
LOMALIHER CETH.

McnonHasmeld eain:

IC: W IMD DS sy stem32havchost exe -k LocalService

Tun zanycka; B pysHyro
CocToaHuHe: OcTaHoBnEHa
Myek:

I osHO YraZaTE NApaMETPEl 3aNYcka, NPMMEHAEMEIS MPH 3anycke
cnytbl HS ATOMD AHANOra.

[apareTpel 3anycka:

Ok OTmenHa

Puc. 9.15

H3BecTHO, UTO AJIs1 OTKIIFOUEHUsI STOM CITY>KOBbI Uepe3 peecTp Hy>KHO ObLIO caenaTh

creaytouiee:

1. OtkpoiTh pegaktop peectpa (Ilyck | BIOJHATS | regedit).

2. IlepeiitTu B BeTKy:

HKEY LOCAL_MACHINE\Software\Microsoft\DirectPlayNATHelp\

DPNHUPNP.

3. Jlo6aBUTH TaM CleAyIOUIH MTyHKT:

Value name:

UPnPMode

Data type: REG DWORD

Value data:

Jasiee, TonbKO KOra He TIOMOIJIM MaHUIYJISIIUU U C peecTpoM (ciy:kba oOHapy-
skenust SSDP B feiicTBUTENBHOCTH Obljla OTKIIOUEHA Be3Jle, a MOCHUIKH He Mpe-
Kpallajinch), Biajesel (aBTop) BcrnoMHuI o daiipeosie! Toraa yxe 3a cuMTaHHbIE
CeKyHIIbI ObLT yCTAHOBIJIEH UCTOYHHK. Y TUBJICHHUIO HE OBIJIO TPaHUIl: 3a4eM B KOMY
eMule muer Ttakyro wuHpopmanmio? HykHO OBUIO aHaNM3UPOBATH CHUTYAIHIO
naneiie. Ho BHOBB Oblia gomyineHa omudka: mporpaMmma B aHUKe ObLTa 3a0J10KH-
pOBaHa, NeMHCTA/LIMPpOBaHa, yaajieHa. JlanbHeilllee ee U3yuyeHUe TaKk U He COCTOsI-

JIOCh.
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OTO ceromHs, CrycTsl rofibl, Mbl ¢ BaMH 3HAaeM, YTO CKOpee BCEro MoJ MaKeThl
MackvpoBanach "TpukieeHHas" K HactosueMmy eMule BpegoHOCHas mporpam-
Ma, KOTOPYIO He OOHapyKMBaJIl UMEIOLLMECsS Ha TOT MOMEHT aHTUBUPYCHbIE Cpefi-
CTBa.

3auem nepenasath cBefieHus o0 IP-agpece u omepauuoHHOl cpese 3apaKeHHOTrO
KOMITBIOTEPA MBI YK€ 3HaeM, Ha PacCMOTPEHHBIX paHee mpuMepax. A Kak ObIl
MPUKJIEEH BPEJOHOCHBIN KOJ — M3Y4YHM Jaliee...

[lo namomy nywxmy anropurMa: ms "ckiewBaHHA" MporpaMMm (C METbI0 MAaCKH-
POBKH) TIPUMEHSFOTCS TaK HazbIlBaemble Joiner-mporpamMmbl (CKISHINUKH). 3agada
3aKJII0YaeTcsl B TOM, YTOOBI K UCTIONHIEMOMY JieranbHOMY (hailily-npuMaHKe Mpu-
KPETUTh UCTIONHAEMBIi (aiisl, KOTOPBI OBl BBITIONHUIICS Ha KOMITBIOTEPE KEPTBHI,
He TpHBJIeKas k cede BHUMaHUs. Takue mporpaMmbl-CKISHIIMKN OTHOCATCS K Bpe-
noHocHbIM. [IpoGnema At xakepa, peanusyroliero paccMaTpuBaeMblii HAMU ajro-
put™M BHeapeHus Radmin, 3akmovaercst B TOM, 4TOOBI aHTUBUpPYCHasl TIporpaMmma
Ha KOMIBIOTEpE XKEPTBbI HE 3HaNa NMPUMEHEHHYIO U1 CKJICHKU nporpammy (eci,
KOHEYHO, OHa ycTaHoBJieHa). MHaue, naxke eciid HET caMoii MPOrpaMMBel, a CyLecT-
BYET TOJIbKO pe3yJibTaT ee paboThl (CKIeeHHbIH ¢aiii), aTaka He peanu3yercs. Xa-
Kep caM MOXKeT HamucaTh Takyro nporpamMMy. Mnm Bo3smer rotoByto B MHTEpHeTe.
Tem Oosiee YTO TamM MEPUOIMYECKH pa3MeUIalOTCs HOBBIE "TBOpEHHS', KOTOpbBIE
elle He BKJIIOUEHbl B CUTHATYpHBIC 0a3bl aHTUBUPYCHBIX NPOrpamMM.

s Toro 4To0ObI MOHATH, Kak 3TO paboTaeT, BO3bMeM JAOCTATOYHO W3BECTHYIO MPO-
rpammy MicroJoiner. OTKJIIOYMM BPEMEHHO aHTHBUPYCHYIO Mporpammy (Ckiei-
LIMK-TO He HOBBIH). [IpenBapuTenbHO co3aaauM cOOCTBEHHBIN UCTIOTHAEMBIN (aiin
¢ umeHeM 1.exe. JI1st IpoOCTOTHI IPH KOHCTPYUpPOBaHUM exe-(haiija BOCIOIb3yeMcs
BO3MOXHOCTHIO apxuBaTopa WinRAR co3paBath ucnonnsiemble aiiel (camopac-
nakoBbIBatoLe apxuBbl). [Ipu 3ToM nepBoHayanbHO OOBIYHBIM BlOKHOTOM CO3-
JaliM  TEKCTOBBIM aiin ¢ uMmeHeMm text.txt (mycTb (alyi COACPKUT TEKCT:
"BHUMAHUWE!") u nanee 3aapxuBupyem ero, npumeHuB onuuio Co3zgarp SFX-
apxmB (puc. 9.16).

s Toro uToObl npu 3amycke (aiijga OH MPOM3BOAWII KaKHe-THMOO 3aMeTHbIC ACH-
CTBUS, B HallleM cjly4yae cJieJlaeM Tak, 4To OOBIYHBINM biokHOT OyAeT BBEIBOIWTH
conmepkumoe daitna text.txt (t.e. cmoo "BHUMAHMHME!"). C »stoii nenvio B
JIOTIOJTHATENIBHBIX OMIUAX sfX-apxuBa yKakeM KOMaHIy $SystemRoot$\system32\
notepad.exe text.txt (pl/lC. 9.17).

AmnanoruuHo coznaaum ¢aiin 2.exe. Ho npu 3amycke asis 3aMeTHOCTH OyeT BBIBO-
authes no3yar — "HE BHUMAHUE!".

W, nakonen, npousBeneM ckienky (puc. 9.18).

Pesynbrar cxietiku — daiin Joined.exe (ecTecTBEHHO, €ro MOXKHO TEPEeUMEHO-
BaTh, 33/1aB UMS MIPOTPaMMBI-TIPUMaHKH) — puc. 9.19.



YOaneHHoe yrnpasneHue KOMIbmepom 141

MHA W NapaHeTpbl apHHEa

. ‘Pesepereie koma . Bpera T K.orraeHT api
% ~HononHurensHo: T DLy T P atins
Wtia apumea: I Dézop.
|text.e:-ce V3]
MeTon ofHoEREHUR:
¥ - MNpoduau... | I JofiaeunTe ¢ 3ameHol dalinos VJ
P OpraT apsHEa [N aparerpel prHEELLHM p 9.16
= uc. 9.
@ RaR [ Ynanue aiinsl nocne ynakoeku
(@] Coznars SFX-apsue
[ Comnars HenpepsIBHLId apyME
Meron cxaTua
e e [] Lot aBmTE 3 NEkTPOHHYD NOAMMEE
[D BEMHEIA ﬁJ
e [T NloBaBuTE MHEOPMAUMD 109 EOCCT SHOBAEHUA
Pazgendte Ha Toma .
Fiatieron b oA e [ NperecTiposaTe daiine nocne unakosku
| B ] ] 3atinormMpoBart apse
WMA 1 NapaMeTphbl apH1Ba
I ‘PesepeHsle ko1 1 Bpema T K-ﬁmemapﬁﬁ
e 1 T
I Cewpe 7 Oy T Paiine
MNaparaeTpe HTFS
\ - MapareTpl cHaTua... |
[] Covpanars aaHHble o npagas gocTyna — ;
[ Companare dafnoese noTokM | MNapameTpel SFA.. |
JONonHKTENbHbIE NapaMeTpbl SEX Eﬂ > |
| D6HoeneHwe  Tekerwrpaguka  Muuedswa  Mogyae
% ~OononHdrensHo Pestrsl o
MyTE 417 PACNEKOEKK
|_ | |
1 @ Cozaate B nanke Program Files'
() Cozaatk B TekyWed nanke
Puc. 9.17
[¥] Coxpa
MMporpaMmMa YoTaHoEKH ]

BenonHuTe nocne PACNakDEkH.

| *%SpstemnB oot systern32inotepad. exe text bt |

BenonnuTe ao PACNAk0EKH:

~ CoWpabMTe TEKYWMHE NEPaMETPEI Kak CTaHISRTHEIE {

QK ~ DOrmena  Crpaeka ;|
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=
I MicroJoiner v1.7 (c) cobanZk

|- aiin ~ Pasmep - ! 0K
Ll . |
|
| ] 1.ene 131 Kb | Rl
| & 2eme 191 Kb | E
| MroHka
| Meling
| I 0 npore
Makoeare
Puc. 9.18
[§=; —
P MicroJoiner ¥1.7 (c) coban2k — - ——|
| ®Pain ~Pastep— ! 0k
| N ’ ’
[ v
'ﬂf‘_"l 5 e lFoTosol
@& Joined. exe dafin cosaan: 211 Kb i
WY dadinoe ofpaboTano: 2 Melting
B ol | | npare
: : aKOBATE
Puc. 9.19

Hawm TpeGyetcs, 4ToObl CKIICeHHBIH, UTOTOBBIM UCTIOTHAEMBbIH (haiin BBIMOIHUI 00e
nporpammbl. To ecTh B pe3ynibTare Mocie 3amycka Ha SKpaH JOJDKHBI BBHIBECTHCDH
nsa coobwenus: "BHUMAHHUE!" u "HE BHUMAHMUE!". [Iposepsiem, Tak nu
3T0, 3anyctuB ¢aiin Joined.exe (puc. 9.20).

&' text.txt - BnokHoT

DakKn }
BHWMAHWE !

"I\ textZtut - BnokHoT

Main [Mpaeka Qopmat Bua  Cnpaeka

He EHMMAHMWE!

Puc. 9.20

Bce cpaborano! 3amyctunuchk 00a ¢aiina u3 oJHOro exe-IIHHKA.

Koraa mbl MoHs/IH, Kak Bce 3TO paboTaeT, TO, BO3MOXHO, Oy/IEM OCTOpPOXKHEE, MO-
aydas (aiis U3 HeHaIe)KHBIX HCTOYHUKOB. ..
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Ilo wecmomy, ceobmomy n 60coMOMY NYHKMAM AITOPUTMA, YTO-TMOO MOSICHATD
HET HeOOXOIUMOCTH.

BHenpenue Radmin Ha koMIibloTep »KepTBbI — 3TO XOpolias JiabopatopHas pado-
Ta AJid HAYMHAONUX XaKEpPOB. B I/IHTepHeTe BCTPEUAKOTCA YK€ rOTOBbLIC PCLICHUA.
HuTepecHo, UTO OHM MEPUOTUYECKH BO3HUKAIOT TO 371eCh, TO TaM. [Iponanarot u
MOSIBIISIFOTCS BHOBb, BUJIMMO, MPAaBOOOJIaAaTeNId BeAyT aKTUBHYIO OOpbOY € Takoii
"paznaueit"...

MBblI ke 3aTpOHYJIM 3TOT BOMPOC TOJIBKO AJIsi TOrO, YTOOBI B pa3BUTHE oOcyxaae-
MO TeMbI MMOMYTHO pacckas3aTb B JaHHOM IJlaBe elle O LeJIOM psife UHCTPYMEHTOB,
MIPUMEHSEMBIX XaKepOM.

Ha sTtom, ka3anmoch Obl, MOKHO ObLTO M 3aKOHUMTH TnaBy! Ho HeBO3MOXKHO He
YIOMSIHYTh O Keijiorepax, 0e3 KOTOpbIX Helb3s ce0e MpecTaBuTh Habop Xakepa.
s aToro Het Gosiee MOAXOASIIETO MECTa, YeM HACcTosIIas ryiapa, B Koel paccka-
3BIBAETCH, KaK XaKep X03sJHHIYAeT Ha y)KOM KOMIBbIOTepe.

B ocHOBHOM, KOHEYHO, 3TH MporpamMMbl Hy>KHbI 1J1s1 Kpaxxu naposeid. Ho taxxe
UCTIOJIB3YIOT X U U1 "MpOCHyIIMBaHUA" 4y>KOH MEepernucKky, NeperoBopoB B ya-
Tax, CJIEKEHUs 3a JeSATeIbHOCTBIO COTPYAHHKA (HACKOJIBKO 3TO 3aKOHHO — ellie
BOMpoC)... bbIBaeT, 4To MporpaMmMKy CKpBITHO MOJCOBBIBAIOT Ha KOMIMbBIOTEDP APY-
ra, a nanee jor-gaiii, cogepkaliMidi Bce HaXkaTUs Ha KiaBUAType, MPOU3BOAUMbIE
Ha 3TOM KOMIIbIOTEpE, MepechbulatloTcs MHULMATopy aTtaku. Miu, y’ coBceM BBI3bI-
Balollle: Karajor ¢ jor-gaiaoM mpocto "paciiapvBaioT" B CETH s yIaJeHHOTO
JOCTyNa ¥ MPOYTEHHUS.

HauHem 3HaKOMCTBO ¢ Keiyiorepamu Ha MpUMEpe OJHOTO M3 CaMbIX MPOCTHIX M3
HuX. Takoli jerko BKIHOYUTHL B JIFOOOH "HaOOpuuK', mepeaaBaeMblil )KepTBe, J0-
MOJIHUB WJIM M3MEHUB aJIFOPUTM, pacCMOTpeHHbIH panee. HaswiBaeTes on Klavik
keylogge (caiit www.klavik.com). [Iporpamma cocTouT W3 JABYX HCIIOJHAEMBIX
mMonayieid. OnuH U3 HUX npH 3amycke BuanM — klvk.exe (kcratu, ero pasmep Bcero
okono 600 Ko6aiit) — puc. 9.21.

Hpyroii ucnosHsembiii MOAyJIb (€ro pazmMep MPUMEPHO TaKOM K€) MpH 3aIycKe He
suaum — klvkh.exe.

B nucneryepe 3aa4 BUAMMBI U TOT, U APYTroil MOYJIb IporpaMmbl. B Tom uuciie u
TOT, KOTOPBIX ¢ pyHKUMEH ckpbITHOCTH TipH 3amycke — klvkh.exe (puc. 9.22).

Ho MbI-TO ¢ Bamu u3 NpeabIAymero MmaTre€purasia y>Ke 3Ha€M, KaK nocTtynacT B TaKOM
cllydae Xakep: OH TPOCTO TEePEeMMEHOBBIBACT MCIIOJIHAEMbINM (haiil mporpamMmel
B svchost.exe, TakuM 00pa3oM MacKupysl BpeJOHOCHYIO MPOrpamMMy TIO MHOYKECTBO
JieraJbHBIX mpoteccoB svchost...
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=k

MNokazaTb\cKkpbiTh (Ctri+Win+K)
[ 21:58:40— 30@Chb gata —— Havkcom—] ]

(HamaTa CTRENKka BNepea) (HaWAaTa CTRENKE BNSpeA) (HAWATS
CTPENKa Brepea) (HamaTa CTPenka snepea) (HamaTa cTpenka
Bnepes) (HawaTa cTpenka sneped) (HawaTa cTpenka BNEpea)
(HakaTa CTpenka Bnepea) (HawaTa CTPenka BNepea) (HawaTa
CTpEnka ENepes) (HamaTa cTpenka BNepea) (HaxaTa cTpenka
ENEpEA) (3a%aTa CTPENKa BNEpe )

klavik.com

Puc. 9.21

OnuH U3 HEJOCTATKOB NMPEICTABJIECHHON BEpPCHUH — OTCYTCTBHE BO3MOKHOCTHM OT-
MpaBlATh Jor-(hainpl MO TouTe Ha 3amaHHbId afgpec. Ho! Bo-mepBrix, Ha caiite
€CTb BEpPCUSl U C TAKOH BO3MOXKHOCTBIO. BO-BTOPBIX, KaK OPraHU30BaTh OTIIPABKY
nouThl Wi ¢aiina Ha FTP-cepBep, MbI yke paccMaTpuBaliu paHee.

A Tenepb paccMOTpUM 0OoJiee CIIOKHYIO Bepcuto keitmorepa. C OONBIIUMU (QYHK-
uuoHabHbIMU Bo3MokHOcTsMU — Elite Keylogger. Ilporpamma mnatHas. Ho,
€CTeCTBEHHO, XaKep Haliier OoJjiee paHHIOI BEPCHIO C KIIFOYaMH, TeM OoJiee YTo
B UHTepHeTe Takas ectb. [IpoOHas BepcHs BBICBIIaeTCs MO MOUTE MPH 3arnpoce Ha
cepBepe:

http://www.widestep-keyloggers.com/elite-keylogger-ru

Bri6op Tuna ycranoBku (ckpsitas uinu Het) Elite Keylgger mpennaraercs npu uH-
CTAJUTSIMKA CUCTEeMBI (puc. 9.23).
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= AncneTuep sanau W dows

main  MapameTpel Bua  Sasepwedke pafoTel  Crpaska
RS- cvponsiioTeteny Coremp RlonksoesTe i

ma obpasa Mma nonssoEaTEna Elg} MamaTte
inetinfo.exe SYSTEM oo 10328 KB
TocklSve.exe SYSTEM oo JZIZKE
SEIVICE, BXE SYSTEM Jult} 3016 KE
LM3.exe SYSTEM 3832 KB
lsass exe SYSTEM 3324 KB
M.EXE SYSTEM 4 254 KB
Metwork 5., SYSTEM 7985 KB
Msyic32 ene SYSTEM 7420 KB
Op_fnon.exe 1 0o 26 936 KB
pinmenu, exe 1 0o G752 KE
PsiService_2.exe SYSTEM 0o 3384 KE
Fadmin.exe 1 uli] 1005 KE
REXE 1 00 24896 KE Puc. 9.22
rundll3z exe 1 uli] 16 244 KB
SErYVICESs, BxXe SYSTEM Lali) 5 484 KB )
Skype.exe 1 00 115020KE 3
5SS . ExE SYSTEM oo 416 KB
spoolsy exe SYSTEM oo 5820 KB
svchost,exe MET'WOREK SERVICE oo 5445 KB
sychost. exe SYSTEM oo 31832 KB
sychost, exe MNETWORK SERVICE 00 4 345 KB
sychost, exe LOCAL SERVICE Juli] TaSZKE
sychost, exe LOCAL SERVICE Juli] 4 525 KB
sychost, exe SYSTEM uli} 5824 KB
sychost,exe SYSTEM uli} 4592 KB
sychost, exe SYSTEM uli} 5 964 KB
System SYSTEM Juli] 244 KB
tackmnr eva 1 nn 5 AN KR

[7] orobpanats npouecckl Boex NoAL30BATENE 3aBEpPUMTE ApoLece

Mpoueccos: 51 Sarpyzka UM 7% BelaEneHHe NamATH: S66ME | 6

=10

¥rranoeka WideStep Elite Keylogoer T
.

KOMNOHEHTH YCTaHas. n - -
, ; I:|!-"CTaHm3r<a ‘WideStep Elite Keylogger
BeiGepMTE KoMNOHEHTE 'WideStep Elite Feymgger, Y E TS T T

KOTOPEIE BRl XOTHTE YCTAHOEMTE,

BBIBEHMTE KOMMOHEHTHI MPOrParMEl, KOTOPEIE Bbl XOTHTE YCTAHOBMTE, HasMHTE KHOMKY
‘fanee’ ANA NPOACAHEHHA,

BBIGEEMTE THN YCTAHOEKH!

WK BEIDEpKHTE

HuzkowpoOEHEERIA Apaiie:

ONOAHHTENEHBIE &
4 CEPBITEIR MOAYNE NPOCME
KOMAOOHEHRTEI 4N9 fe

yeTAHOBKH! BHAMMBIFA MOAY M NPOCMO

Help

TpebyeTca Ha amcke: 9
MEaiiT

S

bbp e widesten, com

OTHMEHS

<= Hazaa l fHanee = I

Puc. 9.23
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[MporpaMMa MMeeT BO3MOMHOCTH: OTMPABIATH Jior-(aiinbl Ha 3aiaHHbIA e-mail
v FTP-cepBep; nenates CHUMKHM dKpaHa (MpUYeM C 3aJJaHHBIMH MTapaMeTpamMH U B
3aJlaHHOE BpeMsi);, OTClIekKUBaTh Oydep oOMeHa (CHUMaeT MHQOPMALIMIO, KOTopas
Jake He BBOJAMJIACh C KJIaBUATYpPbI); BBITPYXKATh HACTPOCHHYIO KOH(UIYpaLHio,
4TOOBI MIOBTOPHUTH €€ MPH CKPBITOM yCTaHOBKE; MepeXBaThIBaTh MOUTY U revaTae-
MBIX JOKYMEHTOB; yAaJ€HHOrO MOHHUTOPWHIA; OYHUCTKH MEPEroJIHEHHOro 10 3a-
JAHHOTO pa3Mepa Jior-gaiina 1 BO30OHOBIEHHS 3alHMCH; MOHUTOPHHTA TOJBKO 3a-
JAaHHBIX YUETHBIX 3aIMCeH U MHOTO€ JIPYToe...

Al

[Tpu "He ckpbITOi" ycTaHOBKE TJIaBHBIM 3KpaH OJHOW M3 BEPCHIl BBITTISAMT Tak,
KaK TOKa3aHo Ha puc. 9.24.

V Elite Keylogger MmHoro Hactpoek ass nor-ainos (puc. 9.25 u 9.26).

{’;} Hacr

[¥ PaspemmTb MOHUTOPHHT Mapone {Aom#HE! BBITE HASHTHYHEL)

[ MpeaynpexAsHHe NpK sarpyske |****** |******

HKnrouesoe cnoso

Bl PaspewnTs pacnicaHie MOHWTOPUHEa
|unhide

O [Horlron:

@ iz izt

E- Ofiwme HacTpoFikK ioﬁm

MOHUTOPUTE TOABKD 3TH YYETHLIE
3anucK:

Fis) : 0000

] ADMIN - 3an;
[ a1B00
¥ PoPa ¥ HrTR ¥ smtp [] HelpAssistant IE QYHCTHTE BCE NOrK
M = ] SUPPORT_355945a0 =y
e_?;i?ng)bem RN B BT 300 =1 E gﬂMHHHCTpaTDp |‘_/s; OTNPaEHTE Nork Ha e-mail
WHTEpBan CKPHHWOTOE (sec) 1580 _:I e J‘g OTNPAEMTE NOCK B CETh
[ g
KauecTeo ckpHHWOToE (BMT) 24 - H E LI g QTNpaBMTE Nork no FTR
YMTETE Nork NopumaAmi no (ME) 128 =5 | (% MOHMTOPHTE TONGKOD 3TH NpOrpaHHsL: _ﬁ KenuposaTe nork Ha USE

7 He MOHMTOPMTE CNEA. MPOrpaMMe!;
[ CHHMIKH TONBKS SKTHEHELX OKOH
. AoGaEMTE
[ He hopMMpOBaTE NOF CKPMHWOTOE Kaw AL pas
[V He AenaTh cHWMKH, BCAK KoM, 3a6NoKMpoBaH :
5 aPyccmﬁ d
[V He aenath cHiMKkH MM CKpHHCIREEpE
W Coxp. dyHKL. Knaemwh (Fx, Enter, ESC, BS...)

[ Coxp. Ap. knaemwm (Kypeop, Pause, Grays...)
[ MNokaskisaTs CoBSTEI MPH 3aMycke

¥ MOHHTOPHTE NEYaTh AOKYMEHTOE

[~ Pexm NoapafHOro MOHMTOPHHTa

Elite Keylogger won't be uninstalled automatically

Puc. 9.24
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te Keylogger

>

Fas6HEATE NOMM NPH OTMPAEKE HA YACTH TAKOrD paskepa 2000 = (KB}

VHTEPBaN NOBTOPa 0TNPABOK ADrOE NPU OWKGKAH COBAUHENUA: 300 =] cex

I~ OTnpaeka kamabe

Ig——-' (MAHYT)

[~ ©OTnpasnaTe NpK pasmepe Bonbwe

0 .._l; (KB}

[¥ He 0TCbINaTh CHHMIH 3Kpata

=2 [T Ovnpaenats nork Ha e-mail: TG
N

o I

SMTP cepeep: SMTP nopT:

| =

SMTP MKA NONB306. | SMTP naponk Nonb3os, |

DYHCTHTE BCE NOFH

OTNPaEMTE NorH Ha e-mail

OTMRAEMTE NOMH B CETE

- TeMa MMCEMa;

Mpoespime SitPcepees. | |

WAEHTHMUMPOEATE NOMH C ASHHOMD KOMMERITEPA Kak: Mall_D3

MowanyicTa, ranoHkor BEERXY PASEWLMTE OTNRAEKY NOM0E Ha Ball NONTOBLIA AADEC M HACTROHRTE
HHTEPEAN OTNPaEKH. [poEepETE cocToAHKe SMTP-cepsepa H Ha4YHNTE NONYYaTE W YMTaTE Nork
yAaneHHo,

I|| g OTNpaeuTE nork no FTR

ﬁ KonMposate norm Ha USE

Pryccrmi

ABTOMATHYECKAA OYMCTKA NOrOB

wokakape [0 = MHHY T, 11 KOCAS NOF AQCTHRHET  (G00000 =

™ ...nocne otnpaskm no e-mall, & ceTe, Ha FTP cepeep mn USE yoTpoficTeo (He paboTaeT npw
COBMELLEHHOH OTNRaBke)

Puc. 9.25

Elite Keylogger N

TNor He doprrposanca.
Ana Tora 4Tobbl chopHHPOBATE N0, NOXaNYHCTa, BoBEpHTE ASTY B KaneHaape
W HaxmTe CMoTpeTe 3a [Qara Mecay]

“ CHHMKH 3KPaHa

ﬁ McTopHa nprnoseHi

@ WHTERHET SKTHEHOCTE

WcTopma E-mai

Byhep ofiMeHa

Meuate

| ;ﬁ Napony
>

MH BT Cp Y7 Mr C5 BEc
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3| 2 3 4 5 6 7 8
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33| 16 17 18 19 EW 21 2z
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35| 30530 2 3 4 5

Today: 20-08-2014

CumoTpeTs 3a 20 ABI
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A HyXeH NN UHCTpPyMeHTapun?

Mpbl noapoOHO paccMaTpuBalid BOMPOCH! (DOPMUPOBaHUS XakepoM Habopa HHCT-
pymeHTOB. U BOpyr Takod MPOBOKAIIMOHHBIM BOIPOC: a HYXeH JId WHCTPYyMEH-
Tapui?

I[eﬁCTBI/ITGHLHO, MNpaKTHKa MOKa3bIBACT, YTO 3a4acCTyrO pa3,[[06I>ITI> KOH(i)I’I):[eHLII/I—
AJIbHBIC CBEACHHS 3JIOYMBILIJICHHHUK MOXKET BOO6H.I€ 0e3 MNPUMCHCHUA KaKHX-TH00
CrieUaJIbHBIX CPEACTB U MMPUEMOB.

Haunem ¢ poctoro npumepa. Y Bac HeT mapmpyTtuzatopa ZyXEL (kak 1 y aBTO-
pa atoit knurun)?! Y apyseii ero toxe Het! Ho, eciu BApyr AJis HamUMCaHUS! KHUTH
BaM MOHAAOOUTCS CTEHA Ha MOJOOHOM OOOpYIOBaHHMM, Bbl MOXKETE MOAOWTH K
OOJTBIIOMY MHOTO3TXHOMY JIOMY, M TaM 00s3aTelIbHO HaiIeTcs TO, YTO HYXKHO:
0e3 maposneii, B cBoOoaHOM 1octyne... He HyXHBI CIOXKHBIE MaHWITYJSLUHA IS
MPOHUKHOBEHHs C MPUMEHEHHEeM TMporpaMM, SKCIUIOWTOB W T.A. Bce nmapom
(B aHe Tpyno3arpar, koHeuno)! He noHsTHO fnaske — OyJeT Jin BoOOIIe 3TO Ha-
PYLIEHHEM 3aKOHA, €CJIM CaM XO35IMH MPEJOCTaBUI BCEM 3TO BCE B OTKPBITOE MOJIb-
3oBaHue? Pa3OupaTbcs B 3TOM — MpeporaTuBa IOPUCTOB, a Mbl k€ MONpodyeM Ha
MUHYTKY MPeICTaBUTh, YTO 3MOYMBILICHHUK XOUYET COBEPLIUTh MPECTyMHbIe AeH-
crBud. OH NpoCTO MOAKIIOYUTCS K POyTepy Takoro cocea M OCYLIECTBUT 3aiy-
MaHHoe. EMy nake He Hy)HO HMCKaTh IMyOJMYHYIO TOUKY JOCTyma, TeM Oolee,
BCerja ecTb OMacHOCTb, UTO TaM MOXKET OBbITh yCTAHOBJIEHA Kamepa BUACOHA0O-
nenusi. Kak Bbl gymaere, naHHble 0 ubeM [P-aspece 3anmuryTcs B CBHIETEIbCT-
BYIOIIUX O MPECTYIUIeHUH Jior-aiinax (MpoTOKONbI ¢ JaHHBIMU aynuTa)?! A ecnu
OecrieuHbli Biafesnel poyTepa mepepyraics ¢ 6oTaHukoM-cocenoMm? Uro toraa
MOJXKeET OBITh?!

Bo3Hukaer eme oAMH 3aKOHOMEPHBIl BONPOC: 2 Bbl XOTHTE CHAETH B THPb-
me? Jlo6oii orBeTuT: KoHeuHo, HeT! Ho! Jlionu! Ilouemy ke Toraa BbI Tak
oecmeyHbI?
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B ykazaHHOM BhbIlIIE ciTydae X03WHY poyTepa OyAeT TPyJHO JAO0Ka3bIBaTh, YTO HET
€ro BUHBI B TNPECTYIUICHHMH, B KOTOPOM (GUIypUpYeT NpUHAAISKALIIUN eMy
IP-agpec.

Paccmotpum npyryto curyauuio. He peako nmpuxoaunoch HabmoaaTh, Koraa aji-
MHUHHUCTpaTOp, Oyayuu npodeccCHOHaIOM BBICOKOTO KJlacca, 3HAIOIIMi BbICOYaM-
e TOHKOCTH MH(OPMAIMOHHBIX TEXHOJIOTHUH, YTO-TO HACTPOWB Ha KOMIMbBIOTEpe
NoJb30BaTeNsl, yXo/s, 6ecneuyHo OpocaeT OTKPBITYIO CECCHIO TIOJ CBOEH yUeTHOM
3aMuChl0 C MpaBaMu cyrnepronb3oBarens. Kakoil TyT HyxeH crielMaibHbId WHCT-
pyment? IlpocTto moctaToyHO 3HaHWS CHCTEM. [ Jymo paccuMThIBATH Ha HEOCBe-
JOMJIEHHOCTb, clla0yio KBaTM(UKAIIUIO MOJH30BATEN M HA TO, UYTO OH HE 3aX04eT
MOBBICUTH cebe MPUBUIIETHH, BOCIIOJIB30BABILNCH MPOCUETOM aMUHUCTPATOPA.

Panee, B ObITy Ha JOOMAlHMX KOMIIBIOTEpaX YacTO BCTpevalach WHTEpecHas
cuTyauusi ¢ onepaunonHoi cuctemoit Windows XP. [lonb3oBatento ycraHOBIeH
napojb, Kazajgoch Obl — Bce Xopoiwo! Ho okasbiBaeTcs, MOXHO JIerkKO BOWTH B
CUCTEMY, UCTOJIb3YS YUETHYIO 3aIMCh JIOKAJIbHOIO aAMUHUCTPATOpPa, T. K. HA 3TOM
YUeTHOH 3amucy HUKaKoro maposisi BoBce HeT. [lonyuaercs kak y Unbda u [etrpo-
Ba: Ha BaxXTe CHJEJ CTOPOXK M CTPOro CHpaliuBai MNPOMycK, a KTO He JaBajl — Iyc-
KaJ 1 Tak!

B HekoTOpBIX yupekIeHHSX ONepalrdoOHHYI0 CUCTEMY, a TakKe CTaHIApTHBIA MH-
HUMaJIbHO HEOOXOAUMBIN Ha0Op MPOrpaMMHOrO oOecrieYeH sl YCTaHABIMBAIOT Ha
KOMIIbIOTEPBI KJIOHUPOBAaHUEM C OJHOTO o0pasa, B KOTOPOM €CJIM M €CThb MapoJb
JIOKaJIbHOTO aIMUHUCTPATOpPa, TO OH M3BECTeH BceM. Tak Toxke ObIBaeT, Maposib-TO
TeXHoJoruueckuii. M xopouio ere, eciy 3TOT Mapoiib He 3a0yAyT CMEHUTb NpHU
"MOJArOHKE KOMITbIOTEpa Ha MecTe". MblI y>k He TOBOPHM O TOM, YTO Ha KOMIbIOTE-
pe ¢ onepalMOHHON CHCTEMOM, YCTAaHOBJIEHHOH C MPUMEHEHUWEeM KJIOHa, TpeGoBa-
Joch crienanibHou ytunutol cMeHuTh SID (Security Identifier).

3Has napoJib JIOKATLHOTO aIMUHUCTPATOPA, TIPH OMpPEACTIeHHBIX YCIOBHUIX Ha XOCT
JIETKO BOWTH yAajeHHO W npountath Bee! [lonpoOyiiTe BBIMOIHUTH HA KOMIIBIOTE-
pe ¢ onepaloHHo# cuctemoid Windows koMaHay net share (puc. 10.1).

Ecmu muck E:\ w karanor C:\Users OblIM Ha 3TOM KOMITbIOTEpE NEHCTBUTEIBHO
"paciapeHnbl” (share — mpemoctaBiaeH MOCTyN MO CETH) MOJb30OBAaTEIEM, TO BCE
OCTaJIbHbIC PECYPChl MOABHUIUCH TMPU HUHCTAJIALUH onepauuomioﬁ CUCTEMBI I10
YMOJTYaHHIO. DTO CUCTEMHbIE O0LIUE PECyPChl.

3Has napoJib JIOKAJIBHOIO aAMUHUCTPATOPa WK KaKoro-iubo nosb3oBareis KOM-
mblOTEpa ¢ MpaBaMU aJAMUHUACTPATOPA, MOAKITIOUUTECS K STHM pecypcaM TMpolie
nipoctoro (puc. 10.2).

B nrore xakep Moixy4HT MOJTHOLIEHHBIN AOCTYI KO BceMy nucky (puc. 10.3).
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Microsoft windows [Version 6.1.7601]
(c) Kopnopauusa MankpocodT (Microsoft Corp.), 2009. Bce npaea 3awuweHsbl.

C:\Users\1l>net share

06wee uMa  Pecypc 3aMeTKu

: CTaHAApPTHEIA 0bwmiA pecypc
:\Windows\system32\spool\drivers
IpanBepbl NMPUHTEPOB
Y CTaHAApPTHEIA 0bwMi pecypc
ypaneHHein IPC
:\windows ypaneHHen Admin

:\Users
KOMaHAa BbIMOJHEHA YCMEWwHo.

C:\Users\1>

Puc. 10.1

Puc. 10.2

5 NokaneHeR auck: (2
2 NokaneHeA ance (D)
12 Hoebif Tam (E:)

A DYD-RAM anckosos (F:)

Th Ha "192.165.0.170" (K1)

Puc. 10.3
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U npobnema 3mech aaxe He B TOM, YTO HY>KHO €llle 3HaTb MMs MOJIb30BATENs U
rnapoJjib (XOTS[ 6bIBaeT, 4YTO MapoJjib 3HATb U HE O65[33,TCJ'[]>HO, MOTOMY 4YTO €ro HET,
cm. npumepsl eviuie). [IpobnemMa B TOM, YTO MONb30BaTedb B MPUHLIMIE MOXKET
OBITH W He emaj Obl, YTOOBI Ha ero KoMmbloTepe OblIM "paciapeHHbIe” pecypcbl.
3auacTyio oH 1 He 3HaeT 00 3ToMm!!! HekoTopble crienManucThl pacLieHUBAIOT Ha-
JIMYKME CUCTEMHBIX "paciiapeHHbIX" pecypcoB Kak JbIpy B 0€30MacHOCTH.

K crnoBy ckazare, 4ToOBl HE MPOM3BOAWTL MAHUMYJALMI ¢ peecTpoM, eciu B Ba-
el opraHu3alyy 3TH pecypcehbl He "naBaTcs" MOJIUTUKAMHU, B MOJOOHOMN cUTyaluu
MOJKHO OTKJIFOUHTh PEeCypChl, BCTABUB B aBTO3aIyCK KOMAaHIHBIN (aiin mpuMepHo
C TaKUM COJIepIKaHHEM:

net share d$ /delete

net share c$ /delete

net share ADMINS /delete
net share IPC$ /delete

O npyUMeHEeHUH HEKOTOPBIMHU MOJIb30BATEIAMH HeNpo(ecCUoHaIbHO "pacilapeH-
HbIX" pecCypcoB CyLIECTBYET MHOTO MHTEPECHBIX HEBbIIYMaHHbIX McTOpuil. Tak,
B OIHOM M3 YUPEKACHHMH y HauaJlbHUKA TPAHCIIOPTHOrO OTAeNa ObUl MOJHOCTHIO
"oTkpbIT" Aauck C:. [y TOro yToObl HAYYUTH €ro OCTOPOKHOCTHU, MPOrPAMMHUCTBI
3aMEHWJIM OJIMH W3 UCIOJHAEMbIX (haiijioB KOMITBIOTEPHON WIPYLIKH APYTUM, TIPH
3aMycke KOTOPOTO BBIBOJWMIIOCH cooblieHue: "Buumanue! Mcronb3ys WrpoBble
nporpaMmbl B pabouee BpeMsi, Bbl HaHocuTe yiuepO komnanuu!". MHTEepeceH Obin
pe3yabpTaT: BCE 3aMETHUJIM, YTO MOCJe 3TOr0 HayaJlbHUK MPOCTO CTal TIIATENbHO
3aKpbIBaTh KaOMHeT Ha Kimod. Jlaxke Torma, Korga mien B COCEOHWIT KaOWHeT.
Panbire takoi 61uTeNbHOCTH OH He MposiBsl. To ecTh, OemHsATa Tak ¥ HE TOHSI,
YTO AOCTYN K €ro KOMIMBIOTEPY OTKPBIT MO CETH, MoKa eMy 00 3TOM He cKazaju
npsimo! OH UCKpeHHe CUMTall, YTO KTO-TO NMPOHMK K HEMY B KaOWHET W CaMOBOJIb-
HHUYaJl Ha €ro KOMIbIOTEpE.

HebpexxHocThb, 3a0BIBUMBOCTH TOTO, YTO YTO-TO, TJIE-TO OBUIO MPEAOCTABICHO
B O0lIlee MOJIb30BaHWE [Tl KAKUX-TO 1IeJiel Ha BpeMsl, CHEOMMHYTHO — MPOCTO OWy
TMOJIb30BaTelIel U 00CITyKUBAIOIIET0 MepcoHaia B YUPEKICHUSAX. ..

OnHoM W3 YacThIX MPUYHMH MOJYYEHUS JIOCTYNa K KOHQHIeHIMaIbHOW UH(OpMa-
MU SBJISIFOTCS OIIMOKY aJMUHUCTPATOPOB, MPUBOASLINE K HAPYIICHUIO MPUHIIMTIA
"mpeAoCcTaBAeHNs! MUHUMYMa MOJTHOMOYHU" 11 OCYINECTBIIEHHS MOJIb30BATEEM
€ro MpOU3BOJICTBEHHON NEATENLHOCTH. B COOTBETCTBUM ¢ 3TUM MPHHLIMIIOM MpaB
JIOJKHO OBITh MPEIOCTaBICHO POBHO CTOJBKO, YTOOBI MCTIOJHUTENh MOT TOJIBKO
UCTIOJIHATH CBOM ClTy>keOHbIe 0053aHHOCTH, HO HUKaK He Oonbiie. Ho anMuHucTpa-
TOPBI — Te )K€ JIIOJIM U MOTYT oIubaTbes. 31€Ch MPOCTO HEOOXOANM pPeryIsIpHBIH
CaMOKOHTPOJIb U KOHTPOJIb (noapobHee 06 3TOM B 2nage 12 o 3amure UH(OpMa-
uun). OmKOKH MOTYT BO3HUKATh Cy4aiHO, HAallpUMep, B pe3yJibTaTe aBpalibHbIX

paboT Mpu MUTpalMy JaHHBIX TOC]Ie MOAEPHU3ALMN WHPOPMALMOHHON CHCTEMBI.
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Wnu npu HacTpoiike CIIOKHOM CHUCTEMBI 3alLUThl W3-3a OHUOOK B KOH(UIypHpoBa-
Huu. [IpocueTsl MOTYT OBITh U HE CITy4YaliHBIMU: B pe3yJibTaTe HeJOCTATOUHOW KBa-
TUQUKALMY aJIMUHUCTPATOpPa OHU CKOpEE 3aKOHOMEPHBDI.

B koMmnaHusx, r/ie IpUMEHSIOT BUPTYaTU3allMio0 B KadyecTBe OCHOBHOM cpenbl 00-
pabOTKM M Ha JIOTMYECKOM YPOBHE JUIsl IOCTYMa M3 CETH XOPOLIO OPraHu3yloT 3a-
LIMTY Kakoro-inbo cepeepa, COAeprkallero KOH(QHUISHLMATbHYIO HWHPOPMALHIO,
MOTyT OoJiee GecrieyHO OTHOCUTBCS K PE3ePBHBIM KOMHSM BUPTYaIbHBIX MAIllWH.
Moun, 3TO yxe He KOMIbIOTEp, a Kakoh-To "HenoHsATHBIN ¢aitn”. Ho, ecnu "cMoH-
TUPOBATh" TaKyl MalIMHY, Ja)Ke HE 3Has mapoJieid, 3JI0YMBIIUIEHHUK (haKTHUYECKU
roJTydaeT (pU3NIecKuid AOCTYM K cepBepy. A mpu (PU3HUECKOM JOCTyTe cOPOCHTh
MapOJIH HE CIIOXKHO.

B Takoii cuTyauuu BrojiHe MOKET ObITh "Ae-(hakTo", 4To CMUCOK JIML, JOMYIICH-
HBIX K KOMUAM, a 3HAYHT, U K KOHPHUICHIMATLHOW HH(OpMAIIWH, TP, YeM CIH-
COK JInII, O(DUIIMATBHO JOMYIICHHBIX K aIMUHUCTPUPOBAHHIO cepBepa, U 00 3TOM
HUKTO Ja)Ke HE 3ayMbIBA€TCH...

Jler naTHagUATE Ha3aj LUMPOKOE MPUMEHEHHE MMEJIM CETH Mepedayvd AaHHbIX —
X25 (ukc aBaauaTh NAThb). ABTOp Toraa paboTan B OOHOM JOCTATOYHO COJIMAHOM
NpeANnpUITHH, MPUMEHSIOIEM TaKyto ceTb. JIoCTyn K aKTHBHBIM yCTpoOicTBaM ce-
TH OCYLIECTBIIAJICS TEPMUHAJIBHOM MporpamMmMoii. Cuctema agpecannu B 3TUX CeTIX
TAKOBA, YTO ajpec KaKoro-Imbo KOHKPETHOTO XOCTa COCTOMT W3 TPeX TIpyI
uudp... byayun B komMaHOupoBKe B OJHOM M3 (WIIMAJIOB, aBTOpP 3TOM KHHUIH B
OKMJIaHUM aBTOMOOMIIS HAXOJUIICSI B KOMHATe, TIe CTOSJ XOCT, ¢ KOTOPOTo YIpas-
JIJTM 3TOM ceThio. Ha akTuBHOM ycTpoiicte (""cBuTu X25") Obljla HakJIeliKa ¢ ajape-
coM xocTa. [1o noruke mocTpoeHust OJHOTo TONBKO ajpeca, 3Hasl MPUHSITYIO HyMe-
paurio IS OTHOCHTENIbHOro o0oO3HaueHus (unuanos (BTopas rpynna uudp),
OBUIO MOHATHO, KaK MOCTPOCHA BCS TOTOJIOTHS CETH mpeanpusTis. Tak kak aBTo-
MOOHITb 3ajiep>KUBaics, YTOObI He TepATh BPEMEHH, aBTOP HAyasl YMTaTh TEXHUYe-
CKYIO TOKYMEHTALMIO Ha aKTHUBHbIE YCTPOWCTBA, MPUMEHsIeMble B KayecTBe "CBUT-
yeit" (KOMMYTaTOpOB) 3TOi ceTH. B ogHOM W3 TOMOB OBLIO HamKMcaHO, YTO Tiep-
BUYHBIN MapOJIb MO0 YMOJITYAHHUIO JIJIsl aIMUHUCTPATOPA MPU HACTPOiKe "cBUTYA" —
hello. U3 nrobonbiTcTBa aBTOp (TOrAa €iie OH ObLT HEOTIBITEH U HE TIPUACPIKUBAJICS
TIPUHIIATIA HEBMEIIATeILCTBA) MOMPoOoBall "BOUTH" B peskUM KOH(PUTYpHUPOBaHUS
"ceutua" ¢ atuM napoiem. U — o uygo! Ilapons paboran. Ho manbiie Gombie:
ObUIO coBeplIeHO "myTellecTBUe" (C MpaBaMH aJIMHUHUCTPATOPa) MO BCEM AKTHB-
HBIM YCTPOMCTBAM JOCTaTOYHO OONBLION CETH, BIUIOTH JI0 CAMOTO OCHOBHOTO, W
Be3ae Oblj yCTAaHOBJIEH (a BepHee, HE M3MEHEH C MOMEHTa BHEAPEHHs) UMEHHO
3TOT Naposib. MoxKHO ObUTO MEHSTh MU HACTpauBaTh BCE, YTO YroAHo. Bes ceTs mog
koHTposieM! Tak kak yka3aHHas ceTb He ObUla TOJILKO YTO MOCTpOEHAa U paboTasna
YK€ HECKOJIBKO JIET, 3TO ObLIO MPOCTO BOIMMUIOIIE: CUTyalUs He Obuia 00yCJIOBJIeHA
OLIMOKOM, 3TO OBLIO YMBILIJICHHBIM MOBEIEHUEM aJIMHMHUCTPATOpoB (OHM Hazes-
JIUCh, YTO HUKTO, KpPOME HUX, B 3TOM HHMYEero He noHumaet. "Bepx" oOecrieueHus
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6e3onacHoctu! [lo-xopowemy, rinaBHOro agMMHUCTPATOpa HY>KHO OBIJIO MPOCTO
yBOJIBbHATB. TeM Gonee 4TO 3TOT aAMUHUCTPATOp 00Nafan He COBCEM MPHUEMIIeMbI-
MU JUIS TIPENTPHSTHS YeJIOBEYECKMMH KaudecTBaMH: padoOTy OH paccMaTpHBall
TOJIBKO KaK BPEMEHHYIO TUTOIAIKY JJIsi CaMOCOBEPIIEHCTBOBAHMS... ITO OBLIO OC-
HOBHOM ero 3aaaveii, 1o ¢anatuzma. C yTpa A0 Beuepa Bce yCHIIMs ero ObUIM Ha-
MpaBJieHbl TOJIBKO Ha oOydeHue. M 3To mpu TOM, YTO aIMUHUCTPATOP JOJDKEH Jie-
JaTh ¥ MHOTO PYTHHHOM paboThl, a 3T0 ObUTO eMy He uHTepecHo! Ho, o mcuxono-
MU aJIMUHUCTPATOPOB MOXKHO TOBOPUThH AOJrO... Pacckaxem, yeM 3aKOHYMWIIACh
9Ta KOHKpETHas UCTOpHs. ABTOp TOT/Ia HE CTall JOKJIAAbIBaTh 00 UHIMEHTE PYKO-
BOJICTBY, a MPOCTO COOOIIMII 000 BCEM 3TOMY K€ MPECIOBYTOMY aJIMUHUCTPATOPY.
[Maponu cpouHo ycTaHOBHIIM (Jaxke criacu00 He ckasanu). YelloBek 3TOT yxke JiaB-
HO He paboTaeT B TOI OpraHU3alu, OH yMell ce0sl MMapuTh U Tiepeexall B CTOJIHILY.
Ero mMecTo 3aHs11 00BIYHBIE TPYAATH, O€3 BCIKUX aMOMIIMIA, U, B KOHEUHOM HTOTE,
JI0OpOCOBECTHO oOecrieuryin TpeOyeMblii YpOBeHb 0€30MacHOCTH, Ja U ceTH X25
CITyCTsI HECKOJIBKO JIeT ObUTH BBITeCHEHBI [P-ceTsamu.

[ToueMy B 3TOM mpuMepe MBI TOJIPOOHO pacCMOTpPEIIH OTHOIIEHUE aJIMUHUCTPATO-
pa K BorpocaM 3amuThi? J{eno B TOM, YTO 3a4acTyl0 UMEHHO TaKO# MoJIb30BaTelb
¢ "cynepripaBamMu" Bosieli-HEBOJICH (haKTHUECKH MPeACTaB/IsIeT HAUOOIbIIYIO YTPo-
3y | SBJIsIETCs TOCOOHMKOM Xakepa. Ham ke ¢ BaMu, 4TOOBI yMETh IPOTHBOCTOSTH,
clieflyeT 3HaTh npoTuBHHMKa! He Hy)XHO qymaTh, 4TO HAWOOJBINYIO OMACHOCTb
MIpeJICTaBJIIeT Bpar W3BHe. JleranbHbIi MOJIB30BaTEN b, KaK HauOOJIee OCBEAOMIICH-
HBIM ¥ MMEIOIUI OOJbIIKe TIpaBa — BOT KTO MOXKET MPEeACTaBIATh HAUOOJIBIIYIO
yrposy.

[Iponomkas TeMy 0 BO3MOXKHOM JOCTyIe K MH(popmaiuu 6e3 mpuMeHeHHUs] COOT-
BETCTBYIOIIUX MPUEMOB U CIEIUAIBHBIX MPOTPAMMHBIX CPEJICTB, HENIb3sl HEe CKa-
3aTh 00 OTHOLICHUH TMOJI30BaTelel K MaposisiM. Bbl HUKOT/Ia He ObLIM CBUAETENIEM
Takoro (peanbHbIN ciayyaid)?

CoTpynHuua yupexaeHHusl B MPUCYTCTBUHU MOCTOPOHHUX JIFOJeH (K KOTOPBIM HYXK-
HO B 3TOM CJIyyae OTHECTH HE TOJIbKO ee caMy, HO M KOJuler 1o paboTe) B KOHIE
pabouero AHS KPUUMUT Yepe3 BCIO YJIMILy CBOEH KoJuiere:

— Mapycs! Kakoit y Tebs naponb B mporpammy... "Oyxranrepus"? Tam HyxHO
ele J0/1eNaTh...

Ha urto Ta eit oTBeyaerT:
— Jla Tam mpocroii, KaTb: Bocemb, ceMb. 0-3, pelieTka, ... (ciieyeT 03By4HBaHUE
napoJs).

Kak-to He nymaer sta Exatepuna, yTo maposib Hy>KeH He sl TOro, YTOObl O HEM
rpomMoryiacHo coodmars apyrum! HukoMmy He MpUXOAMT B TOJIOBY BBIBEPHYTDH CBOM
KOILIEJIEK M BBICTABUTbL €ro Ha BceoOuiee oOo3peHue B Tpampae! [louemy ke Mbl
TaK AejaeM cO CpelICTBaMHU, KOTOPbIe MPECTaBICHbI B 3JIEKTPOHHOM BUIE?
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Tak y>x cnoXun0ck, YTo HHGOPMALIMIO O CIydasX XaKepCKUX aTak, BUPYCHBIX 3a-
pPaKEHUSX, APYTMX MHLMACHTAX, CBA3aHHBIX C HAPYLICHUSIMH WHPOPMALMOHHOM
6e30MacHOCTH, OpraHM3alMy BCSIUECKH CKpbIBaOT. M 3TO B mepByro ouepenab CBS-
3aHO ¢ OOSI3HBIO HAHECTH YPOH [1eNOBOW pemyTauuu kommnanuu. Ho u otcytcTBHe
MHQOPMaLUHK MO TaKUM cJIy4asM II0XO cKa3biBaeTcs Ha MOHMMAaHUW PYKOBOAMTE-
JSIMA HEOOXOAMMOCTH HECTH 3aTpaThl B obecnieueHMH WHPOPMALIMOHHON Oe3omac-
HOCTH JI0 TeX MOp, MOKa OHU caMH ""He HACTyNAT Ha rpabiau'", KOTOPBIMHU SIBIIIETCS
0ecrneYHOCTb.

VBepeHbl, 4TO €CJI Bbl MPOHIETECH MO OOJBINHHCTBY CPEIHUX, & MOXKET M KpPYTI-
HBIX OM3HEC-KOMITAHWH, TO B AEBSHOCTO JIEBSTH MPOLCHTAX CIy4aeB YBUIUTE Mac-
CY HapylIeHHWI MPH 3KCITyaTaldl paboyero MecTa Jiis TUCTAHIIHOHHOrO GaHKOB-
ckoro obcnyxusanus (JIbO).

Hapywenus pasHbie: Hocutenu ¢ KitoueBod MH(opmauueii He youparoTes B celd-
(b1, a Bce BpeMsl HAXOJATCS B KOMITBIOTEPE, AOCTYM K KOMMbIOTEPY HE OrpaHUueH
Y3KHUM KPYrOM JOBEPEHHbIX JIML, aHTUBUPYCHBIE MTPOrpamMMbl JINOO HE yCTaHOBIIE-
Hbl, TM00 He OOHOBISAIOTCS, HE BBIMOJHAIOTCS APYruUe YCJIOBHS, MPeanuCaHHbIe
6aHkoM... [la 1 Hauly KHWXKKY OHU (TIpeaNpUHUMATENN) He YUTAIIH.

U pa3BoasiT MOTOM pyKOBOJMTENIM TAKUX KOMIAHUK PyKaMH, YTO MX J€HbIH YKpa-
7M. A yCTaHOBHTh, KTO 3TO CJ/IeJiall, 3a4acTyl0 HEBO3MOYKHO: BCE CIIEIbl MPECTyI-
JIeHHs1, KaK MpaBwio, yHuuToxatores. [Ipu sToM noctdaktym, oveHb yIUBISIOTCS
OHM3HECMEHBI, YTO, OKa3bIBACTCS, HYXKHO OBLIO MPENPUHIUMATH KAaKUEe-TO JCHCTBUS
s obecrieveHus Oe30macHOCTH. J[enoBbIe JIFOM MPOCTO He YHTaIH TpeOoBaHMS,
KOTOPBIX, KCTaTH CKa3aTh, HeMallo, Mpu ucnois3oBanun 16O, Tem Gosiee Ha KOM-
nbroTepe, noAKIoueHHoM Kk MHTepHeTy. KonruecTBo ciyvaes B3joMa KIIMEHTCKUX
mect JIBO pacter ¢ yxacaromel CKOPOCTBIO, M 3TO Ja)Ke MPH WCIOJIb30BAaHUU
ABYyX(aKTOpHOH ayTeHTH(UKAIMK (KOTrJa HY)KHO TIOATBEPAUTb CBOM MOJIHOMOYHS
JIBYMS Pa3IMYHBIMU CIIOCO0AMHU).

Yro sxe kacaeTcsl TOro, 4To He OUeHb-TO aUIIHUpyeTCss HHPOPMALUS 00 UHIINCH-
TaX, CBA3aHHBIX ¢ UHPOPMAIIMOHHOM 0€30MaCHOCThIO, TO U ABTOP 3TOM KHUIH, Jia-
JKe MO MPOIIECTBUM MHOIMX JIET, He MOXKET pacckKa3aThb BaM MOApoOHoOCTel 00
y)KacaroluX MOCIEeICTBUIX BO3JCHCTBUS BPEJOHOCHOTO KOJa B HEKOTOPBIX yBa-
’kaeMbIX KoMmaHusX. JIocTaTOYHO cKa3aTh, YTO BCS paboTa KOMMaHWK Oblia mapa-
nr3oBaHa Ha Heckoibko aHet — [TOJIHOCTBIO!

Mei yke paccka3biBalld O TOM, UTO Mosb3oBarenu MHTepHeTa, ckaunBaromue Oec-
TUTaTHBIE TPOrpPaMMBbl, MOTYT 3alpoCTO MOJYYUTh MPOrpaMMy C "MpHUKIeeHHON"
HaJICTPOMKOM, ABJISIOLLIEICS BpeJOHOCHBIM KoJiIoM. Y Xopollio, eciiu aHTUBUpYCHAas
fporpamma pacrno3HaeT TaKyl CUTYyalMiO, KOI/la MCHOJIb30BajiCsl U3BECTHBIN eif
O (S7111171

Ho moxer ObiTh 1 apyras, ewe 6osee xuTpas cuTyauus. BepHemcst k JoMaliHUM
KOMIbBIOTEPaM, PACCMOTPUM 3TO Ha MpHUMeEpe MOJYUYEHHUS MOJb30BaTeNsIMHU TIOIY-
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JIIpHOH B OBITY mporpamMmsbl kimeHTa p2p-cetl FlyLinkDC++. B aToi#i nporpamme
€CTb BO3MOYKHOCTb YAAJEHHOIO aAMUHUCTPUPOBaHUs (YAaJIeHHOE yIpaBlieHUe) —
puc. 10.4.
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Puc. 10.4

Het abcontoTHO HHMKaKO# rapaHTHH, YTO BaM HE MOAJIOXKAT cOOPKY MpPOrpamMmbl ¢
y’Ke HaCTPOSHHBIM TOJIb30BaTeIIeM ISl ylalleHHOTo yrpasieHus. Takum obpazom,
ecnu Bbl yeraHoBute FlyLinkDC++ u nipu aTom He "3abbeTe" MMs U Napojib CBOM-
MU 3HaUSHUSMH, TO HEe MUCKITIOYEHO, YTO TPOrpaMMOi yIaJIeHHO YIpaBIIseT HeH3-
BECTHO KTO.

Emy ocrtanetcs Tonpko "pacuiapuTh” (MpeAoCTaBUTh B MOJIb30BaHUE MO CETH) BCe
BallM [JOUCKHM, YTOObI TOJIyYWTb YAAJCHHBIH HOCTYN KO Bceld WHGOpMaLuu
(puc. 10.5).

Takux mporpaMM, UMEIOLIMX YyAaleHHOE yIpaBlieHHe, CYLECTBYET MHOXKECTBO,
npumep ¢ FlyLinkDC++ — nHe uckmodyenne. HyxHO OBITH O4€Hb OCTOPOIKHBIM,
CKauMBasi MX C PasjMYHbIX, HEMPOBEPEHHbIX MCTOYHMKOB M YyCTaHaBiMBas '"TO
YMOJTYaHUIO".
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Puc. 10.5

[lormyTHO OTMETHM, YTO aBTOp TON KHUTU He pa3 BUAEN KOHPUICHUHATBHYIO UH-
(dopMaMIo Mosb30BaTeNie ceTH p2p, CaMOCTOSATENbHO TMOJHOCTHIO "paciiapus-
mux" CBOM JMCKM MO HEAOPa3yMEHHWIO WM B pe3yJibTaTe HeonbITHOCTH. OueHb
yacto "OTKpbIBalOT", He paszdupasch, manky "Mou mpokymentsl" (puc. 10.6).
A B Heli HaXOAATCS pa3IWYHbIe TOKYMEHTHI, B3STbIe C paboThl U, CyAs MO BCEMy,
6e3 Bemoma paboromarens. BerpeuatoTest 1 KONMMK JIMYHBIX TOKYMEHTOB C Tepco-

- HUB.O-GO. R
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| R B

[CMam AokyMeHTE
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Puc. 10.6
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HaJIbHBIMM JaHHBIMH, HAYMHAsl OT MacrnopTa UM BOAUTEIbCKHUX MPaB U 3aKaHUYMBasl
pa3iMuHbIMU IuIuioMamu... Haxonsarcs ¢aiinel, comepskalinMe OaHHble YYETHBIX
3anuceil. Yero Tonbko Het! Tem Gonee, uro BBIOOP OOMBIIOH, T. K. Cpenu COTeH
nosb30BaTesieil mogoOHbIe Bceraa HailmyTesl.

Ha npotskeHrn Bceil KHUIM Mbl HEOAHOKPATHO TOBOPHUJIM O TOM, YTO MOJIyYUTb
AOCTYIl K JaHHBIM MPU HAJIMYHUHU (1)I/I3I/I‘-leCKOFO A0CTyIa K KOMIIbIOTEPY — HET HU-
yero npouie. Takux crnoco6oB MHoro. Ho mpuBegeM ajirOpUTM TOJBKO OJHOTO U3
HHMX, MIMEHHO B JAaHHOM TJIaBe, T. K. AJIsl TOrO He TpedyeTcs Crielnaln3upOBaHHOTO
WHCTPYMEHTApPHUs, U UCKIIIOUUTENIBHO M3-3a OPUTHHAIEHOCTH METOAA.

Hanpuwmep, as onepaunoHHol cucteMbl Windows 7 Takoil aJrOPUTM MOJXOJIUT,
€CJIM M3l TOJIb30BaTelisi B CUCTEMe W3BECTHO W TOJIBKO Tpebyercs "oboitu" winm
BOCCTAHOBUTH 3a0BITHII MapoJib. 3aKIIOYAETCS OH B CIIETYIOIIEM:

1. 3arpy>1<aeMc51 C YCTaHOBOYHOI'O JHCKa OHGpaI_[I/IOHHOﬁ CHUCTCMBI U BI:I6I/IpaeM
B INTaBHOM MEHKO KOMaHAY BoccranoBjieHHEe CHCTEMBI.

2. Bribupaem cniocob BocctaHoBjieHus — Komananasi crpoka.
3. BBoauM KOoMaHAy regedit (11 peoaKTUPOBAHUS peecTpa).

4. YcranasnuBaem Kypcop Ha Betke peectpa HOST KEY LOCAL MACHINE,
B MeHIo Paiin BbiOMpaeM KoMaHIy 3arpy3uTh KycT.

5. Beidupaem ¢aiin, ecntu OC Windows Obiia ycraHoBnieHa Ha aucke C:\, To 1o
cnenyromemy mytua: C:\Windows\System32\Config\System, u nanee BbITIOTHS-
eM KoMaHIy OTKpBITS.

6. Ha mpenjoxeHne naTh Ha3BaHHWE HOBOW BeTke Ha3oBeM ee 12345678 (imoboe
Ha3BaHHE).

7. Teneps B BeTke HOST KEY LOCAL MACHINE Haxonurtcs co3naHHbIA Ha-
MU IYHKT ¢ UMeHeM 12345678.

8. B aToMm paznene HaxoauTcs moApasen setup.

9. Hyxwubl aBa ee mapametpa (puc. 10.7).

Puc. 10.7
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10. Breibupaem ctpoky SetupType, v ABaXKIbI IIETKAEM 10 HEW MBIIIBIO, BBOAUM
HOBOE 3HaU€HHWe: BMECTO HyJId — 2 .

11. Ilapamerpy CmdLine npucBarBaem cmd.exe.
12. Ilocne BBOOA Becex 3THX MapaMeTPOB HY>KHO BBIMTH M3 peJaKTopa peecTpa.

13. Jlanee HeoOX0aMMO BHOBb BOWTH B pelakTUpoBaHue peectpa, Haiith B HOST
KEY_ LOCAL_MACHINE Hamy HoOByto BeTOUky ¢ uMmeHeM 12345678 u
YCTaHOBHTb Ha Hee Kypcop.

14. Yepe3 meHto Maiij1 BHINOMHSAEM KOMaHy BbITpy3HTh KYCT....
15. Hzpnedem 3arpy304HbIi JUCK U MIPOU3BEIEM Tiepe3arpysKy.

16. Ilpu nosiBNeHMM KOMAaHAHOW CTPOKHM (BMECTO MPUBBIYHOIO 3KpaHa C 3alpocoM
MMEHH U [apoJisl) BbIMOJIHUM KOMaHLY:

net user "mmMa nosezoBaTess" "HOBOe 3HadeHMe HapoJia"

Ecnu ums coctout m3 OJHOTO CJI0OBA, KABBIYKH HE 00s13aTENbHBI.

17. Tlpu nosiBIeHMM MPUBBIYHOTO 3KpaHa ¢ 3alpoCcOM MMEHHW M MapoJsis UCTMOJIb3y-
eTcs y’Ke HOBOE 3HaYeHHeE MapoJis.

Kaxk BbI y’ke MOHSUIM, OPUTHMHATILHOCTh METOJIa COCTOUT B TOM, UTO BBILICYKa3aH-
HBIMUA MaHHWITYJIALMAMHU B peecTpe Mbl Kak Obl cOOOIaeM cUCTEME O TOM, YTO WH-
CTAJUISMS TPOBeJieHa He N0 KOHIA M, "MOACTaBHWB" BBI30B KOMaHIHOW CTpPOKH,
YCTaHABJIMBaeM HOBBIN MapoJib.

Henbzsa YACPKATHCA, 4yTOOBI HE MMPUBECTU HEKOTOPBIC KOMMECHTApUH, IpaBaa, HE-
CKOJIBKO HE MO TE€ME ATOM I'JIaBhl.

Ecnm Ob1 MBI paccMaTpHBaii BONPOC TOYYEHHs Maposeil nmpu GU3HIeckoM 10c-
Tyne K KOMITBIOTEPY B IPYTUX riaBax, rie Hy>KHO ObU1o Obl YMOMSIHYTh 00 HMHCT-
PYMEHTapUu Xakepa, TO OTMETHJIM Obl, 4TO JIs MofydeHus "Xa1m-pyHKuuu" napo-
Jield y4eTHBIX 3anuceid Xxopouro noxoiaet nporpamma ElcomSoft System Recovery
(mpu 3arpysKe co CreMalibHOro KOMITaKT-IucKa). A yK pacmmdpoBKy STHX 3Ha-
YeHWH HEeIIOXO0 NPOM3BOAMTH C TNPUMEHEHHEeM Nporpammbsl Proactive System
Password Recovery.

A ceifuac mpeacTaBuM cebe Takyro CUTYalMIO: B KOMIIAHWHU YBOJIMJIM FOPUCTA, KO-
TOpBI 3aHWUMAJICSl BCEMH Ba)KHBIMK JOrOBOpPaMHM, a Ha €ro MecTO B3sJIM Jpyra
ynpasistoniero. Yepes mosaroaa mocie 3TOro Ha KOMIbIOTEpe FOpUCTa BAPYT HC-
4e3a uHpopMaLus, CBI3aHHas ¢ STUMH JoroBopamu. He nmes anekTpoHHO# 6a3bl
MO yKa3aHHBIM JOTOBOpaM, (upMa oOKazajach B 3aTPyIHHUTEIBHOM IOJIOKESHHH.
370 rpo3usio GpUHAHCOBBIMH MOTEPSIMH, TeM Oosiee UTO Komuit uHdopMmalmu, no-
HaJeSBITUCH Ha PyCCKOe "aBOCh", HUKTO HUKOTAA HE Jeall.

He BOo3HMKAJIO ake MaJIeHIlero Mmoao3peHust Ha CTaporo, OOMKEHHOTO CrieHaIH-
CTa, MOCKOJIbKY MPOILIO yxe moirona. Jlymaau Ha Bcex, HaYMHas OT CBOMX CO-
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TPYAHUKOB U 3aKaH4YMBas 37100HBIMU XaKepaMH, HAHATBIMU KOHKYPEHTaMH M Tpo-
HUKUIMMH Ha KOMIbIOTep nocpeactsoM MHrepHera!

Ho B melicTBUTENIBHOCTH BCE OKa3ajoch COBCceM He Tak. IIpenplnymuil ropucr,
KOrJla HaJl HUM CTaJli Cryuiatbes Ty4M (MONpocTy roBOps, Hayajack KaMMaHUs 1o
€ro BbDKMBAHHIO), IPUMEHHJT MPOCTEHIINNA MPUEM, KOTOPBIH MbI YCIIOBHO HA30BEM
"KopMmy1LKa".

Ectp "kopMm" B KOpMy1IKe (31ech 3TO daiin flag) — "3nas" nporpamma "He chena-
eT" nHpopmaimio, HeT "Kopma'" — Bce cpabaTbiBaeT, yAansercs BaxkHas WHGOOp-
Mals 4 cama "371as" nporpamma.

He wcronb3yst HUKaKMX CIELMAIBHBIX MPOTrpaMM, MHCTPYMEHTOB, 3JI0yMBILIICH-
HUK MPOCTO pazMecTun B karajore Windows (Tam MeHee 3aMeTHO) KOMAaHHbBII
(hatin d.bat crenytomiero comepikaHus:

if exist flag goto end

del c:\"Baxuwe noroeopa"\*.doc /S
del *.bat

rend

B mnmanupoBuiuke 3ananuit (B8 Windows 7 3amyckaetrcs xomanmoi Ilmanmpos-
IHK) OOM>KEHHBIM FOPUCT 3aBel 3aJaHue Ha 3amyck (aiina d.bat uepes monrona,
C MEePUOJUUYHOCTBIO 3alycKa pa3 B Mecsdll, TaK, KaK MOKa3aHO B HallleM Npumepe
(puc. 10.8 u 10.9).
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Puc. 10.8

Bce mpeaycMoTpeHO Tak, YTO €Cid B MOMEHT 3amycka 3a/layd B Karajore c
Windows He Obu10 hatina ¢ umeneM flag (koTopslii ObIBLIMIA OPUCT Tyaa noadpa-
ChIBAJl WM yJAsUT 10 COOCTBEHHOMY YCMOTPEHHIO, B 3aBUCUMOCTH OT OOCTOS-
TENbCTB), TO MPOUCXOAWIIO yAalleHue BeeX ¢aiinoB B hopmare DOC u3 karanora
C:\BaxkHble goroeopa (4 Bcex mojkaTajgorax Toxe, T. K. CTOUT KJItOY /S), YHUUTO-
JKasics caM KOMaHIHBIN (aiii (T. e. cie/bl).
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Puc. 10.9

B Ha3HavyeHHOe BpeMsi, MOYTH Yepes MOoJIroa, 3armyCcTHics KOMaHaHbIN (aiis 1, He
obOHapyxwuB Qaiina flag, ynanun Bce, uTo ObUIO MPEANUCAHO.

Taxkoii mpuem, octaBup "O00MOY 3aMe/IECHHOTO IEUCTBUS", MOXKET PUMEHUTH OyX-
rajatep, MporpaMMucT, kto yrogno! Ilpu 3ToM He HyXHO 00najgaTh KaKMMH-TO
0cOoOBIMU 3HAHUSIMH, YMETh MPOrPaMMHMPOBATh, WM yCTAaHABIMBATD ClELMATIbHbIE
nporpammel. Bcee nenaetcs cpeactBamu omnepauudoHHoi cucteMbl. B UNIX-
cucTeMax poJib MJIaHMPOBLLMKA BBITIOIHSAET MPOLECC cron.

[Tpu xenaHUKU MOYKHO W YCIOXKHUTH "KOPMYLIKY", HapuMep, MOYHUCTUTh BCE BaXK-
Hbl€ IaHHbIE B CE€TH (MM MOJMEHHUTh Ha UCKa)KEHHbIE, YTOOBI MPUHECTH 3HAUYUMBIiA
yiiep6, HO ¢ Gosee 3alyTaHHBIMU cliefjaMH), caM (aiin (pyiara HaCTPOUTh Ha KaKOM-
HUOy b OOLENOCTYNHBIA KaTajor CeTH, U YOAIUTh ClIeibl B PeecTpe O 3aJaHHU B
[UIaHUPOBILMKE 3aaaHui... KoMy npuzaer B rosoBy noaospeBaTh 4esOBEKa, MpU
OTCYTCTBMU AOCTYNa K KOMIBbIOTEPY, CIyCTs MOJroja mociie ero yBOJbHEHUs, Aa
elle Mpu MOJIHOM OTCYTCTBMM cienoB?! Jla v aHTUBMpYCHas mporpaMMa TakKyro
3aKJIaIKy He OOHAPYXKHUT.

B HameMm KOHKpPETHOM paccMaTpuUBaeMOM cilydae MpUYMHA Oblja HalieHa JIMILUb
MOTOMY, YTO YeJIOBeK, MPUMEHMBIINI KOPMYIIKY, HE 1M03a0oTHiCcS 00 ynaleHu!
3aJaHysl B IUIAHUPOBIUMKE 3aJaHUi, a caM KOMIBIOTEp IIOC/Ie MPOM30LIEIIETo
ObLI NepesiaH Ha aHAIU3 CMELUAINCTY.
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B 3axirodeHMn OTMETHM, YTO BCE MPHUMEPBI, PACCMOTPEHHBIE HAMHU B 3TOM IJIaBe,
B3STHI U3 MPAKTUKHU U TOCTATOYHO SPKO AEMOHCTPUPYIOT, HACKOJIBKO JIETKO MOTY-
YUTh (I YHUUTOXKHUTH) UHPOPMALMIO XaKepy, MPOCTO 3JI0YMBILUICHHUKY, Aaxe
HEe NMpPHUMEHss CMeHalIbHOr0 MHCTpyMeHTapusi. Maio Toro, >kKM3Hb MOKa3bIBaeT,
YTO W MPUMEHUTH-TO HEKOTOPBIE M3 MPUEMOB MOXKET Ja)Ke He Xakep (B Hamem
MPUBBIYHOM MOHUMAHWU 3TOrO CJIOBA), U BOOOLLE HE CMELMAIUCT B 00JIaCTH MH-
(hopMaLMOHHBIX TEXHOJIOTHH, a OOBIYHBIH, TPOJABHUHYTHIH MOJb30BATENb. ..
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Kak xakep aBToMaTtusmpyet
CBOIO OXpaHy

Xaxkepsl ObiBatoT pazHble. CriequanncT, U3y4aroluii HeAOCTaTKU B 00J1acTH 3alliu-
Thl CUCTEMbl Y JIEraJIbHO TECTUPYIOIIMH MX Ha MPOHMKHOBEHHE, — 3TO TOXKE Xa-
kep. Ho xakep xopoumuii. "OTHUHBIA XaKUHI", a TAKOH TEPMUH CYLLECTBYET U MO-
HSITEH U3 CaMOr0 Ha3BaHMs, MPOU3BOAUTCS B OJarux Lemsx.

[Inoxoii >ke xakep Bce BpeMs HapylUaeT 3aKOHbl U HECET COOTBETCTBYIOLLYIO OT-
BETCTBEHHOCTh IO CJICAYIOLIUM CTaThsiM: cT. 25 3akoHa PD "O6 aBTOpckoM mpaBe
Y cMeKHBIX npaBax", cT. 146 "Hapymenue aBTropckux M cmexxHbIX npas" YK PO,
cT. 272 "HenpaBoMepHblli A0ocTyn K KommbtoTepHoi wHpopmanuu" YK PO,
cT. 273 "CoznaHue, WCTIOIB30BaHWE W PACIIPOCTpaHEHHe BPEIOHOCHBIX MPOrpamMm
s OBM" YK PO.

MpbI TOroBOpHIIMCH, YTO He OyZeM OoOpeMeHSTh Bac TEOpHel, HO U He YMOMSHYTb
O HEOTBPAaTUMOCTH HaKa3aHUS HeJb3s, MO3TOMY MEPEUMCIMIN TOJIbKO OCHOBHOE. ..
Ho 6yapTe yBepeHbl, B 3aBUCUMOCTH OT OCOOCHHOCTEW MPH yMeJIol 1mojave 3a ofi-
HO MPECTYIUIEHUE CIIMCOK MOKET BKJIFOUATh HE MEHee JIecsiTKa CTaTek. .

HNmMenHo 1o 5Toil nmpuyMHe MI0XO0H Xakep, BO BCAKOM Cily4yae TOT, KOTOPbIA 0CcO3-
HaeT, 4TO OH JIeJlaeT, BEIHYX/IeH Bcero 0osThes... Kak ¢ moMomipio mporpaMmMHOro
WHCTPYMEHTa XaKepaMmH 3aMeTaroTcs CJIebl MPECTYMHON JIeATeIbHOCTH, MBI yiKe
paccMoTpeir. A BOT Kak MPOrpaMMHbBIM WHCTPYMEHT MOMOTaeT Xakepy HalJio-
JlaTh, paccKa)keM B 3TO# riaBe. [[a, BbIHYKJIEHHbIH BCe CKPbIBaTh XaKep HE TOJbKO
npsdetcs, Ho u cieaut. CreauT, HampuMep, 3a BXOOHOW NIBEpPHIO: a BIAPYT 3TO
MPUILTA UMEHHO 3a HHUM... XaKep — 5TO WHTEJUIEKTYaJIbHBIN MPEeCTYHHK, MPH-
BbIYKa BC€ aBTOMATU3UPOBATh U TYT AEJ1A€T CBOEC. B stux LEJIAX UM UCIIOJIB3YIOTCA
HECJIOXKHBIE CUCTEMbI BUIICOHAOIIOICHUS.

Tak kak Hawei Lenblo SBASETCS 3HAKOMCTBO C NMPOrpaMMHBIM MHCTPYMEHTOM, TO
W 3/1ech B OOJbIleil cTeneHrn Mbl OCTAHOBUMCS Ha cO(TBEpHOM, a He armnapaTHOM
YacTH MOJO0OHBIX CUCTEM.
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[Moxkanmy#i, Hambonee WHTEpecHOe pellleHHe TMpeacTaBisier co0oil mporpamMma
Webcam 7, ykazaHHas Ha caiite webcamxp.com.

M5l ke ¢ BaMH, KaK BCerja, pacCMaTpUBaeM MMEHHO XaKepcKoe MPUMEHEHHe 3TON
nporpaMmbl. [1o3TOMY 3aMeTHM, YTO CKOpee BCEero xakep NMPUMEHHUT OoJiee paH-
HIOI0 Bepcuio nporpammbl — WebcampXP, uroOsbl 3anony4uts ee OecIiiaTHo, T. K.
B MIHTepHETEe MMEIOTCS Ha Hee COOTBETCTBYIOIIHE KITFOYH.

[TporpammMa mo3BoJisieT MOAKIIOYMTh HECKOJIBKO MCTOYHUKOB JJIsl BU/IeOHAOO1e-
HUs. BbIOOp THIA KCTOYHMKA MPOM3BOIAMTCS MPH HACTPOIKe TpeOyemoii KOHpHTY-
patmu. OHaXKIBI HACTPOMB MPOrpaMMy, KOHOUTYpaLUIO MOKHO COXPAHHUTh U Jia-
JKe BBITPY3UTh B (haiii, 4ToObl B ciydae HEOOXOAMMOCTH CliesiaTh C Hero BoccTa-
HOBJICeHHE KOHQUrypamuu. MCcTOYHMKOM BHIEOCHIHANa MOXKET OBbITh JH00oe
BUJICOYCTPONCTBO, TaK WM MHAue MOJAKIIOYEHHOE K KommbtoTepy. JInbo 3to BeO-
Kamepa, JIMOO aHajoroBas BMAEOKaMepa, MOAKIIOYEHHas IOCPEACTBOM KapThl
BHUJI€03aXBaTa, WM, HAKOHeLl, caMoe MpocToe — oObIuHas Ludposas [P-kamepa.
Kamepbl MoryT ObITh UM ¢ MH(pakpacHO! MOJACBETKOM, 4TOOBI BelaTh B MOJTHOMN
TEeMHOTE.

Br160p HCTOUHMKA OCYLIECTBIISIETCS] B COOTBETCTBYIOLIEM MeHI0. B Hamem npume-
pe MOAKIIIOYEHbI BCEro J1Ba MCTOYHHMKA: O/HA Kamepa (depHo-Oenasi, aHasorosas)
HaOJoaeT 3a BXOIHOW JBEpblO CHapyku, Bropas IP-kamepa — u3HYTpH
(puc. 11.1).

W webcam 7

Dafin Assik MAcTpymenTe Momowe

Habioashite | Bei6op HGTONHIR [ ¥IRSENEHHE | Fanepen | MnaHipopuwic

2 - IP Camera [JPEG,/MIPEG] Bobifiop McTounMka

Pinnacle DV/AY Capture
Logitech QuickCam E3500
Cirrus Logic USE-DVRZ Sou
1P Camera [IPEG/MIPEG]

eTeEbIE KaMEpl
Be3zonacHocms |PYTHE MICTOUHIIH >

“E orenaunte

3 1P Camera [RTSP]
@
Be6 / Bemanne boprat enaen »
MapameTpel HETOMHMEE
9 Fiip
Mndopuanua Pan, Tilt, Zoom ’
Nonycx %5 PC1[ USB (WDM apaiisen) >
By Ko HCTOUHHK - @ @ @ -
“5 omRmroumTe
£ B eTounii : IP Camera [PEGIMIPEG]
Pazpewenhe ; 1024768 @ k) @
¥npasneHue
VimA mcTouHnica @ |IP Camera [JREGIMIPEG] @ o

s B s
PaspewsHo st

0 kbis HTTP B cemm @ htip://46.181.10.12:8080 [0]

HTTP Tanepes  Mapont CPU 14% | 108ME

Puc. 11.1
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Tak kak B mporpaMMy BXOJHT COOCTBEHHbIM BCTPOCHHBINM BeO-cepBep, TO B Iallb-
HelleM npu MOMOIIM OOBIMHOTO Opay3epa MOXHO HaOJIOJaTh 3a JIBEPbIO HE
TOJIBKO CO CBOEr0 KOMIBIOTEpa, HO M W3 JIt00O# To4YkM MHpa yepe3 WHTepHer.
[puuem Ha cepBepe MOKHO 3aBECTH pa3jIMvHbIC YYETHbIE 3aITUCH C Pa3HBIMH Tpa-
BaMH: HaArMpUMep, WK TOJBbKO ISl TIPOCMOTPA, WK C TOJHBIMH MpaBaMu — IS
BHECEHHs] H3MEHEHHI B HACTPOMKH CepBepa U MPpOrpamMMBbi.

IIpuyem HacTpoMKy MOJIB30BATENIEH MOXKHO OCYLLUECTBIISATh KaK U€pe3 JIOKAJIbHOE
MeHIo Tiporpammsbl (puc. 11.2), Tak u yepe3 Beb-unTepdetic (puc. 11.3).

‘ webcam 7
Makn  Asbik  WHCTPyMeHTH  Momouws
Faspelwerke (3aWKTa Naponem) 1 IP dmnbTp
@ fﬂ @ 3awKTa NaponeM 3anyueHa. OCTaHoBHTE
~z55])
Kook
)
Habniopenne
lMa NnonezoeaTena User D MpOCHOTP OFPaHHYeH L
Mapont [T] Aonyek k oamoi kamep v
D PTZ ynpasneHne
e ¥ AaNHTE AofaenTe | OBHOEMTE [CIMpaea aammcTpatop. | BeinoAHHTs cpoc
Q A0nyCEK NoNe30EaTENEH
s

MA NonEs0EaTENA Mapane Mpaga THMHMT Epemetk MpoEeAEHHOE B| MocneAHKA Aomyc

Beb / Bewanve

2 Hackedd 0:00:00 0:00:00

/

0 kbfs HTTF £ cetn @ http://46,181,10,12:8020 [0]

HTTP Fanepes Mapons CPU 2% | 108MB

Puc. 11.2

[ToHsSITHO, YTO, HE 3HAast UMEHH U MApOJisi, HUKTO MOCTOPOHHUN HE CMOXKET YBHIETh
uzobpaxkenue. Heobxommmo npoiiti apropuzanuto (puc. 11.4).

IMpocmatpuBaTh H300paskeHHE MOKHO B JIByX PEKHMaXx: JTMOO MO OJJHOMY, BbIOpaB
COOTBETCTBYIOIIMIM MCTOYHHUK B MeHIO (puc. 11.5), nubo cpa3dy Bce MCTOYHHKH
B pexxume Multi view (puc. 11.6).
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V="Wiebcam 7 - Windows INternet ERpIOrar

©afin Mpaska Bua  MsBpados Cepedc  Cripaska

GO

57 WsbpaHHos |

| @webcam 7 |

v £

0 127.0.001:0 e E 5%

WEBCAM 7

[OMALLHAS CKA

Logged inas 1 [x]

[add new

Username Password Rights  Time limit Time spent Last connected
1 B Admin Unlimited 273:31:07 21.08.2015 @ 21:03:16 [edit]
2 iadad 0:00:00 0:00:00 " [edit] [dele

delete]

.

Puc. 11.3

webcam 7 - Windows Internet Explorer

©afn  Mpaska  Bua  Msbpardoe  Cepokc  Cnpaska

GO

707 VisBparHoe | 5l
(& webcam 7 -5 & é&- o
#

® B hip:127.0.0.1 S EREES

WEBCAM 7

Not logged in

Please provide a valid usemname/password to access this server.

Username:

Password:

Login

'WERED BY

xhtml css

Puc. 11.4
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WEBCAM 7
[OMALLHAA CK
Mutti view martph C Admi

Logged in as 1 [x]
Source 1[%| [JavaSeript

Puc. 11.5

WEBCAM 7

AOMALLHAA CKA

Logged inas 1 [x]
320x240 |&

POWERED BY WEB(

. V0.9.9.43

xhtml css

Puc. 11.6
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Jns BeG-unTepdeiica ecth Takke pexkum Gallery, raie MOXKHO MOSy4aTh U 3aIUCHI-
BaTh B apXMB uepe3 3aJaHHble B HACTPOMKAaxX MHTEPBAJbl CKPUHILOTHI M300paske-
HUH co Bcex kamep (puc. 11.7).

WEBCAM 7

OOMALLHAR CKO

Multi view Gallery Administration Logged in as 1 [x]

page >> 123456

Puc. 11.7

KauectBo m3oOpakenus (Bnusier Ha Tpaduk uepe3 MHTepHET) MOMXKHO MEHSThH
B HacTpoiikax Bewanus (puc. 11.8).

Hacrpoiika noakitodyeHust [P-kamepbl B mporpamme OCyLECTBISETCS, HAlpUMep,
Tak, Kak Toka3aHo Ha puc.11.9 (B Hamem cioydae Kamepa HMeeT ajpec
192.168.0.20, notok m3o0paxkeHus: uuet B ¢aiin videol.mjpg, nis noaKIrOUEHUs
K caMoi kamepe Takxke TpeOyeTcs: aBTOpU3aLus).

Ha IP-kamepe, cOOTBETCTBEHHO, BHICTABIIEHBI Te ke napameTpsl (puc. 11.10).
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Bbibop HCTOUHWKA

¥npasneHve

W 17 Camera [FEG/MIFEG]
“0% PCI  USE (WDM aparisen)
'*-';“5 CETEBLIE Kamepe!

*:“5 APYTHE HCTOUHKEH

'AE OTKAYNTE

TE THHED
Enasoexog

TMapameTpe! MCTOYHHKE
Flip

P (HeT vctoumnia sevka)
“§ PCL{ USB (WDM apafiesp)
hé OTKNHYHTE

Bxoa sBvka

Audio Farmat

1280720 (RGE24)

320240 {
352x240
352x285
400300
640x480
F04x4E0
F04x576

1024768 (RGE24)

RGE24)
RGE24)
RGE24)
RGE24)
RGE24)
RGE24)
RGE24)

Puc. 11.8

IP Camera [JPEG/MJPEG] v4.6.1.2

(@ Raw URL Mode

‘http:;’;‘lgz. 165.0.20/viden.mjpg

MIPEG Mods

Camera Brand

() Template Made

Camera Model

| 2 =
Host or IP Address Port Camera Mumber
|1z7.00.1 | a0 | [t | [Cluse st iHrTes)
Buffering mode || visplay Frame Count
Use Basic Authentication Real-Time (Less CPU) | % [ Cisplay System Time
Username Filtet's frame rate [FPS]
|admin | | 0 ﬂ Conmection intialized [6:31:34]
Password Qutput Resalution
| |Automatic .vJ
Licansed to : Sergey Aleksandravich Babin
- Save Pan&Tik. @ 2012 - Moonware Studios
ok  Dtmena | o |

Puc. 11.9
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LINK CORPDRATION| INTERNET CAMERA| SETUP - Windows Internet EXplorer

dafin - Mpaeka Bua  Msbpannoe  Cepenc  Cnpaska

a@ - !g, ftpe (192, 168,020/ ™ ¥
7 Msbpatoe | 73

! @D-LINK CORPORATION| INTERMET CAMERA| SETUP |_‘ {ﬁ G

You can configure your LAMN and Internet settings here.

. GaveSettings  Don't Save Settings

LAN SETTINGS

@) DHCP

® Static IP Client
1P address
Subnet mask
Default router
Primary DNS
Secondary DNS

Enable UPnP presentation
Enable UPnP port forwarding
Forwarding Port @ (Tes,
Forwarding Status UPnP forwarding is inactive

PPPOE SETTINGS

) Enable @ Disable

User Name [

Password [

Confirm password |

PPPOE Status PPPOE is inactive.
HTTP port E

Access name for stream ¢ |videol.mjpg .)
Access name for stream2 "ﬁzagg._rljpg T

Puc. 11.10

Hy, a Tenepp camoe unHtepecHoe! IlporpamMma Mmo3BojsieT Xakepy HAacTpOUTH ee
TaK, 4YTOObI €CliM eCThb KaKoe-TO JBW)KEHHE, B OMpelesIeHHOH MM IO Macke 30He
(Hampumep, OTKPBLIACh ABEPh) COBEpLIaeTCs 3aJaHHOe JeidcTBUe. Macka JjIsl 30HBI
JeHCTBUS MOXKET 3ajaBaThbes Jit0Oasd. Taioke MOXKHO peryjaupoBaTh UyBCTBHUTEINb-
HOCTb CHUCTEMBI (B 3aBUCHMOCTH OT IUIOIIAAX M BPEMEHHM M3MEHEHHs H300pake-
Hus) — puc. 11.11.

B vacTHOCTH, B 9TOM peKMMe MOXKHO HACTPOMTH MOCBIJIKY COOOLICHHS Ha TMOuTY,
3aMmyCTUTh NMPUIIOKEHUE, U3J1aTh CUTHAJI, OTIIPaBUTh SMS WK BBITMOJIHUTE elle psj
ornepaLmi.

B nporpamme ecth naxke netektop 3Byka (puc. 11.12).



Kak xakep asmomamu3supyem C80l0 OXpaHy 171

e ————— ]

dain  Aseik  WHCTPYMEHTH  Momols

(AETERTED ABKKEHKA ) eTerTOp 3EYKa | E-MAl KoHGHMYPaUA Tpesor | LIMgRoBaA BHASD SaMHCE

‘ JlnA 3TOro ucT

A THBREH B M TowR ) - 2

AETEeKTOp ¥

Brifiop MCTOYHKKA

2 - IP Camera [IPEG/MIPEG]

NapaMeTpbl - BHeEwHes npHnoseHHe  SMS

Coofi 4 1%

HYBCTEMTENEHOCTE

S e EZ |ceK 48 hours

PasMep OGHAPY¥EHHEL: OBBEKTO

1 a0 o |[Manersrwi (4 fnar: i

Delete old files after

Aonycrumbie dyHKLW

7] CaxpanmTe cHAMOK nokaneHo

[V 3ammcate dmnem

7] 3arpysrka Ha FTP

[ HTTP nepeaaya

7] OTnpaemTE Ha e-mail

["] 3anycTMTE NpMnoMEHHE

¥ NMpokrpaTe sevk

[ oTnpaemTs SMS

7] AoBaEnTe B ranepeto

[T oTnpaskTE cooBueHne Windows

Ok,
fs HTTP & cetu @ hitp://46.151.10.12:8080 [0]

HTTP

Fanepea Mapone AeTekTop CPU 8% | 217MB

Puc. 11.11

Takum oOpa3om, MMes: TaKyl0 HaCTPOCHHYIO Ha TOSBJICHHWE OMAcCHOCTH CHUCTEMY,
npu 1000 0NMacHOCTH Xakep OyAeT MHPOPMHUPOBAH, UYTO MO3BOJIUT €MY BBIUIPATh
BpeMsl [ YHUUTOXKEHHUs cieqoB. [Ipruuem HaGmogaTh 3a BCEM OH MOXKET C IJ1aH-
nieta Ui oobIMHOro cmaptdona (puc. 11.13).

Ecnu xakep BBemeT kimrou mporpammel Webcam, pasbickaHHON nM B MHTepHeTe,
nporpammMa cpabotaet. Ho mpu moBTOpHOM 3armycke oHa OTKaXeTcst paboTarth, T. K.
MOCPEICTBOM TOro ke MHTepHeTa mpou3BeAeT MPOBEPKY JErMTUMHOCTH yKaszaH-
HBIX KJIFOYEH, c1eIaB COOTBETCTBYIOLIMI 3alIpoc Ha CepBep IMPOU3BOAUTEIIS.

Ham ¢ BaMu, M3ydaromuM TOCTYIIKM Xakepa B BompocaX (opmupoBaHUs Tpo-
rpaMMHOTO MHCTpYMEHTa, OyJeT HeOe3bIHTePeCHO Y3HaTh, YTO XaKep B TAKUX CITy-
Yasgx MOXKET MOCTYMUTh JBYMS criocobamu:

1. 3anpeTuT Bce MCXOASAIIME COETUHEHHUS CO CBOEr0 KOMIBIOTEpPA OT yKa3aHHOM
MporpamMMbl MepcoHaIbHBIM (haiipBosIoM ((halipBOJIOM CTOPOHHETO MPOU3BOIH-
tens Tuna OutPost, PC Tools Firewall Plus, PrivateFirewall, unu BcTpoeHHBIM
B OMEPALHOHHYIO CHCTEMY).
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ﬁ webcam 7

Madn  Aseic  MHCTpymeHTEl  Momowes

AETERTOD ABHHEHHA w E-mail koHdmrypauma Tpesor - LMGpoESs BHASD 3aNHCE

Q @ AyAHD AETEKTOP OCTAHOBNEH

|Logitech Mic {CuickCam E3500)

B r—

¥

HabnrogeHu1e 3a 36¥KOM WcT K NoAK

711 : Pinnacle Dv}&y Capture
[¥12 1 IP Camera [JPEGIMIPEG]
[ MeTounee 3

54z
] |
Priririr g u 1
0 kbfs
HTTP & cetu @ hittp://46.181.10,12:8080 [0]
HTTP Fanepea  Mapone CPU 4% | 99MB
Puc. 11.12

Puc. 11.13
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2. B ¢aiine host (B8 Windows 7 on Haxonutces B manke \Windows\system32\drivers\
etc\, a B UNIX-cucremax B \etc) BHEceT MPUMEPHO cileayIOLIe U3MEHEHUS:

127.0.0.1 webcamxp. com
127.0.0.1 http.webcamxp.com

[Ipu Hanuuuu Takux 3anuceil Bce oOpalleHus Mo aapecy webcamxp.com wiu
http.webcamxp.com OyayT nepeHampaBisTbCs Ha JIOKAJbHBIM KOMIIBIOTED,
T. kK. 127.0.0.1 — »3T0 agpec cobecrBeHHOro KomMmnbioTepa. Ecnu mporpamma 06-
palaercs o Apyromy aapecy, TO ero TakKe MOYKHO HeHTpanin30oBarh.

K coBy, HEKOTOpbIE BUPYChI U3MEHSIOT 3TOT (Daiiil C LeIbI0 NIepeHaNPaBUTh MOJTb-
30BaTeNs HA BPEIOHOCHBIHN CaMT.

OrmeTuM Takke, 4to ecyiu (aiin host B onepanmonHoit cucreme Windows 7 pasbl-
CKMBAaeTCsl He MOJ YYETHOW 3aluChbi0 C MpaBaMu aAMUHUCTPATOpPa, U €CIU He
BKJTFOUCH PeXHUM "0TOOpakeHHEe CKPBITHIX W CHCTEMHBIX (aiioB", TO Bbl pUCKyeTe
€ro W He YBHETh...

B 3akmtoueHue 3Toll TEMbl MOTY Bac MOpaloBaTh: Kak Obl Xakep HU cTapajcs,
¢ nporpammoii Webcam y Hero He OyJeT Bce Tak yXk Iajgko (Mejodb, HO TPHST-
HO). [leno B Tom, 4To npaiiBepbl IP-kamepbl KOHQIMKTYIOT ¢ Tako# MOIMyJIspHOI
nporpammoii, kak Skype. KoH(nUKT mposiBisieTcst Tak, 4TO MPOMCXOIUT "3aBHCa-
Hue" Skype npu mepeksIOYeHWH pacKiIaiKh KJIaBUATypbl HA PYCCKHI SI3BIK, €CIIH
TpeOyeTcs, HarpuMmep, "movatutbes”. [Ipobiema nosBuIIach HECKOJIBKO JIET Hazal
nocjie oxHoro w3 obHoBieHW Skype. Ho, Tak kak aeno B JIOKaJIM3allMd U KOH-
(IJIMKT YacTHOTO XapakTepa, MOX0XKe, YTO ee TaK HUKTO U He cOOMpaeTcsl peliaTh.
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12.1. OOwue BONpPOCHI.
CTpaTernyeckume u TakTuyeckue uenm

Mps1 nofonuTy, MoXanyi, K caMoi BaYKHOM YacTH Haller KHUTH. Bee npenpimyimye
TJIaBbl OBLTM HaINMCaHbl BOBCE HE ISl TOTO, YTOOBI clieNiaTh U3 Bac Xakepa. B HuX
npeclieoBaiach LeJib NOJArOTOBUTh YUTATelNss K BOCIPHUITHIO BOMPOCOB O MPOTH-
BOJIelicTBUM Xakepy. Tema 3amuThl uHGOpMauu (WK Mo-apyromy — uHdopMma-
[IMOHHOWM Oe30macHoCcTH) OyIeT pacCMOTPeHa HaMU B TaKOM MOCJIeI0BATEIbHOCTH:

a
a

Qo oaoaa

a

06]1[[/16 BOIIPOCHI, CTPATCTHUICCKHUE LECJIN U TAKTUYCCKHUEC 3aa"U;
MOHUTOPHUHI U aHAJIN3 3aIUIIIEHHOCTU KOMITIBIOTEPA,

3alllMTa OT BPEIOHOCHOTO KOJa, KOHTPOJIb LIEJIOCTHOCTH MPOrpaMMHOr0 obec-
MeYeHUs,

MpUMeHeHue (GaipBooB;

MIPEIOCTAaBIEHUE MUHUMYMA [TOJIHOMOYMI, OrpaHUYEHHAs IPOTPpaMMHasi CPena;
HEKOTOpbIE€ PEKOMEHIALIMH 110 3aIIHUTE TOMAIIHUX POYTEPOB;

npocteie npuMepsl VPN;

KaKk OM3HECMEHY 3alllUTUTh CBOM JCHBIH MPH JUCTAHIIMOHHOM O0AHKOBCKOM 00-
CITy>KUBAHUU;

€CJIM AaHTUBUPYC MOJIYHUT, a MMOJAO3PEHHUEC HAa BUPYC €CTh.

Yro xe Takoe WHpopMauroHHas Oe3omacHocTh? Kilaccuueckoe ompeneseHue:
"smo npoyecc obecneueHus KOHQUOEHYUATbHOCIU, UYEIOCIHOCMU U OOCHYN-
Hocmu uHgopmayuu”.
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Ecmmn roBOpUTH CBOMMHU CJIOBAMH, TO:

O koHUIEHIMATBHOCTE — 3TO obecriedeHre JoCTyna K WHPOpPMalUH TOJNBKO
TeM, KOMY 3TO pa3peLieHo;

O UeJOCTHOCTH O3Ha4YacT, 4To I/IH(i)OpMaLII/IH BCEraa A0JDKHa ObITh HOCTOBepHOﬁ, a
HE NCKaK€Ha 3JIOYMbILIJICHHUKaMU;

O HOCTYNMHOCTH BOBCE HE O3HAYAeT, YTO MH(POPMALIMIO MOXKHO MPEIOCTABUTD JIFO-
Oomy (Takas uH(OpMalMs Ha3bIBaeTCs "OTKPBITON"), HO 3TO 3HAYUT, YTO HYXK-
HO obecrevynTh K Hell OCTyn aBTOPWU30BAHHBIX TOJIb30BATENEel TOTr/a, KOraa
9Ta HHpOpMaLus TpedyeTcs yKa3aHHBIM MOJIb30BaTENSIM.

Crpaternveckoii 3aiaveii B obecrneyeHur 6e30MacHOCTH MOXeT ObITh 1Ie/b B JOC-
THXEHUH TPeOyeMOro YpoBHsI 0€30MacHOCTH Ha BallleM MPEIIPUITUN WK Ha J10-
MalllHEM KOMIMbIOTepe (B 3aBUCUMOCTH OT TOTO, O KaKOM OOBEKTE 3allUThl UJIET
peus). [Ipobrema Tonbko B KiaccU(UKALIMK 3TUX YpOBHel W LeHe Bonpoca. Kiac-
cuueckas (paza "CTOMMOCTb 3allMThl HE JOJDKHA MPEBbIIATh CTOMMOCTH CaMOit
uHGopMauK" MKUPOKO U3BECTHA, HO TPYIHO peanusyema. XoTs Obl MO ABYM MpH-
YMHaM: BO-TIEPBBIX, 3a4aCTyI0 HEBO3MOXKHO MPOCUYUTATh TaKWe BUIbI yilepOa, Kak
"pernyTalMoHHbIe", a BO-BTOPBIX, eclii ¢ UH(opMaleld paboTaroT JMOAU, TO HYX-
HbI, KaK TMPaBUIIO, JOPOrMe OpPraHU3aLMOHHBbIE W TEXHOJIOTMYECKHE MEphl, YTOOBI
UM OBLJIO TSKEJIO MPOoJaTh U3BECTHYIO MM MHGOPMALIHIO.

Bosmoxna cnemyromnas, camas oOlias, NpuMepHas KiaccuduKauus ypoBHeH
obecrnieveHuss THPOPMAIIMOHHOM 0€30MacHOCTH:

0O Hukakas Oe3omacHOCTh He obecrieunBaeTcsi (MOJHOE OTCYTCTBUE KaKUX-JTMOO
Mep 1o obecrieueHnio 6e30MacHOCTH);

O HayanbHbII ypoBEeHb (KOr/a MPOM3BOJAMTCS 3MHU30MYECKOE, Xa0THUECKOe, He-
peryssipHoe BO3IeHCTBHE Ha MpOLEcChl, KOTOpble TaK MM MHa4Ye MOryT obec-
neyrBaTh MHPOPMALMOHHYIO 0€30MacHOCTb);

O Bhbillle HAYAIBHOTO YPOBHS (KOrza BompocaMu obecriedeHrs 0e30MacHOCTH 3a-
HUMAIOTCS, HO BCS OTBETCTBEHHOCTH BO3JIOXKEHA HA WCMOJHUTENICH, HET COOT-
BETCTBYIOIETO OOy4YeHHs, HE MPUMEHSIOTCS TPEHUPOBKH IO CTaHAAPTHBIM
npoLeaypaM, HET OCO3HAHHUS HEOOXOJUMOCTH OOecrieueH st JOKHOTO YPOBHS
0e30MacHOCTH cpellu MepcoHana);

O cpeaHuii ypoBeHb (IMILEH MNPAaKTHMYECKHM BCEX HENOCTATKOB MpPeAbIAYyLIero
YPOBHS, HO BCE K€ MPUMEHSIOTCSl HE CaMble COBPEMEHHbIE METOIbl MTOAXO0B);

O xopoliuuii ypoBeHb (MMeeTCsl XOpoliasi ynpaBisieMOCTh BCEMHU MPoLieccaMu, Ha-
MpaBJIeHHbIMU Ha oOecrevyeHre HH(HOPMAIMOHHON 6e30MacHOCTH, BCe 3TH MPO-
LeAypbl HaXOMATCSA B CTaJMW HEMNPEPHIBHOTO COBEPIICHCTBOBAHUS, MPUMEHS-
IOTCS COBPEMEHHbIE METO/Ibl MOAXOJOB B obecriedyeHuH HH(OPMALMOHHOM
0e30MacHOCTH);

O BbICOKHH YPOBEHb (HEAOCTATKOB HET).
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Koneuno, mocnenHuii ypoBeHb Bpsia M AOCTHXKAM. CTpaTerndeckoil Lenbio Mo-
JkeT ObITh mojAep:kaHre MH(GOPMALMOHHOW 0e30MacHOCTH Ha YpOBHE HE HUKE
TIPeNIocieIHeT0, B COOTBETCTBUU C TMPEJCTABICHHONW KiaccuduKaiuei, T. e. He-
o6xonumo obecrieurBath "Xopolmid ypoBeHs". CI0XKHOCTE ellle U B TOM, UTO J0C-
TUTHYTBIA YPOBEHb HAJI0 MOAJIEPIKUBATh, U 3TO JIOJDKEH OBITh OTAEIbHBINA MOCTO-
SIHHBIN (WM XOTsSI OBl PeryJisIpHBIN) BUI JAEATEIBHOCTH. 3aBTpa OyIyT W3BECTHBI
HoBbIe "ApIpbl" B Oe3omacHocTH Java, Windows, PDF u T. 1., kTo-TO 3aneset B MH-
TEpHET Ha (UILMHIOBBIM CaWT WM MOCTAaBUT "0e300MaHOe", HO OYEHb MOJIe3HOEe
pacuipenue ais Opayzepoe Chrom wim Opera, winu npocto paspemut Internet
Explorer "xpaHuts" cBOM Maposu Ha JOCTYI K caifTaM.

Jns Toro uroObl moaaep>kuBaTh TpeOyeMblil ypoBeHb MH(OpMalMOHHOM Oe3zonac-
HOCTH Ha JIOJDKHOM YPOBHE, HY>KHO 00ecTevrTh HenpepbIBHbIN UK (puc. 12.1):

— Peanuzanus TpeboBanmii uHGopMamoHHol 6e3onacHocTr —> KoHTposb
BBINOJTHEHHUS1 TpeOOBaHMH (KOHTPOJIb COCTOSIHUS ) MH(POPMALIMOHHOM
6e3omacHocTi — CoBeplIeHCTBOBaHWE WH(OPMAIMOHHON 6€e30MmacHoCTH —>
[MnanupoBanue nHGOpMaIMOHHOM Oe30NMacHOCTH — BHOBb Peanuzanusi...,
nanee Mo UMKy (MHaye KOJIECO CKaTUTCS BHHU3).

Bbicokuin
poseHb VB

Xopouunii
yposeHb Vb

CpepgHuit yposeHb b

YposeHb Wb BhbiLle HavyanbHOro

HavanbHbi yposeHb B

HyneBsoi ypoBeHb MHOPMaLMOHHOI Ge3onacHocTy
(MB)

Puc. 12.1
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TakThka opraHMzanvy 3alIUTHl UHPOPMALMK TIPH TOCTIKEHUH CTPATerHuecKrux
1eJiell 3aBUCHUT OT MPHOPUTETOB, YTO BaM 0OoJjiee Ba)KHO: KOH(HICHIMAILHOCTD,
LEJI0CTHOCTh WJIM AOCTYNMHOCTH?! BaskHO, Kakol U3 TpeX MPU3HAKOB Bbl OCTABUTE
Ha MepBOe MECTO, KaKoii — Ha BTOpOe, a Kakoli — Ha TpeTbe?

Kakue TakTuueckue 3agauu Ui JOCTHIXKEHHs CTpaTerMYecKHX Lieneld MOryT ObITb
MIPU 3TOM TMOCTaBJIEHbI?

1. Pa3pabotka u onpenenenve moauTuk UHMopmanroHnHoi OezonacHoctH. Kiac-
cU(UKaLMS PecypcoB M BO3MOXKHBIX yrpo3. JloBegeHue 3THX JOKYMEHTOB 10
Ka)I0ro coTpynHHuKa. McrnomHeHne TpeGOBaHMil, yKa3aHHBIX B 3TUX JOKYyMEH-
TaX, KKIbIM paOOTHUKOM.

2. TlpumMeHeHuUe pa3Iu4HbIX Mep:

® Ha OpraHM3allMOHHOM YypoBHe (oOecrieueHre oXpaHbl OOBEKTOB, orpenese-
HHE W Ha3HauYeHHe OTBETCTBEHHBIX Ha KOHKPETHBIX y4yacTkax paboThl, 00y-
YeHHe MepcoHaja ¢ LeJbio MOBBIIEHUs ero NpodecCUOHaIbHOTO YPOBHS U
MOBBIIIEHUS OCO3HAHUS HE00XOIMMOCTH obecrieueHHs HWHGOPMALMOHHON
6e30nmacHOCTH, MPUMEHEHHE IOPUINYECKUX HOPM, obecreveHue mnepcoHana
MOHSTHBIMU perjiaMeHTaMu paboThl, APYTHE MEPHI);

® Ha TEXHOJOTMYEeCKOM M TEeXHWYECKOM YPOBHSAX: PE3epBHOE KOMUpPOBaHHE
BaXHOM WHGOpPMaLMK, MaposibHas 3allUTa; 3allydTa MOPTOB M YCTPOMCTB
BBOJIa-BbIBOJA MH(OpPMALIMK, MPUMEHEHHE Pa3jIM4HbIX CPEACTB — Ul 3a-
IIATBl OT BO3JEMCTBHMA BPEIOHOCHOIO KOAA, AJISl KOHTPOJS LEJOCTHOCTH
NpOrpaMMHOr0 oOecriedeHusl, Il 3alMThl OT HECAHKUMOHUPOBAHHOTO JOC-
Tyna; perucTpauus 3HAUYUMBIX COOBITHH B CHCTEMaX, HMCIOJIb30BaHHE
CPeACTB MOHMTOPHMHIa M TMpPOBEACHUS aHAIW3a 3alUMIIEHHOCTH CHUCTEM;
KpUnrorpaduueckue Mepbl 3alUThl; ONpeneleHre MPUBUICTHH MOJb30Ba-
TeNssM B cUCTeMe ¢ coOIoJIeHHeM MpUHUMNA "MHUHUMYMa MOJIHOMOYMit'";
opraHusalys OrpaHHUYEHHOW NpPOrpaMMHON cpellbl Ha pabouMX Mecrax,
NpUMEHEHHEe JIMLIEH3MOHHOTO MPOrPaMMHOr0 oO0ecreueHus, Y4eT Mpo-
rpaMMHOro o0ecreueHus; pas3liesieHue CerMEeHTOB CeTH Mo Buaam obpala-
ThIBaeMol MH(OpMaLMHY, UCTIONb30BaHUE (aiipBOJIOB.

KoHeuHo ke, 3TO HaneKo HemoyiHble Mepbl MO obecrnedeHHto 0e30MacHOCTH.
U, xpome Toro, oHu Bce ke OsrKe K NPeANpUITHIO, YeM K OMAalIHeMy MCIOJb30-
BaHUIO KomnbloTepa. Ho mpuHumMmnel noaxona aHanornusel. Eule B Havyane KHUIM
Mbl JOTOBOPHJIMCH, YTO OyAE€M MEHbLUE TEOpPEeTU3UPOBAaTh, MO3TOMY cpasy Mnepeii-
JIeM K pacCMOTPEHHUIO Mep 3alIUThl, KOTOpble Oosiee MPUMEHUMBI K ObITOBOMY Ha-
3Ha4yeHuto. M mockosibKy o01as KOHIENUS KHUTH 3aK/II0YaeTcsl B aHAJIM3e METO-
0B (OPMHUPOBaHUsSI MHCTPYMEHTapUsl Xakepa, TO MU NPU PaCCMOTPEHHUH CPENCTB
3aLIUTHl Mbl TAKXKE YJeTMM BHUMaHHE TOJbKO MHCTPYMEHTApHIO. JTO, €CIh MOX-
HO BBIPa3HUThCs, — HekHii "aHTukelic Xxakepa'". Ham otBetr Uembeprieny!
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12.2. MOHUTOPUHI
M aHanus 3alWuieHHOCTU KOMNbloTepa

OO111enu3BeCTHO, YTO MOXHO HEMPEPHIBHO CHJIETh M HAOJIOJIaTh 3a KAKUM-TO JIeH-
cTBreM. Hanpumep, kak rOpUT OroHb MM Kak KTO-TO paboTaet... HazoBem u Mbl
3T0 MoHUTOpHHTrOM? Bpsin nu! Bee ke rae-To moacnyiHO Mbl MOHUMAaeM, YTO MO-
HUTOPHHT JIOJDKEH B OOJbIliel CTeTIeHH OCYIECTBIIATLCSA aBToMaTudecku. [1pu Ha-
CTYTUICHUHU K€ KPUTUYECKOTO COOBITHUS — HEOOXOAMMO IMOJaTh CHTHAJI TPEBOTH.
Ecnu ske MBI nepuoueckyl BBITIOJHAEM KaKOW-THOO KOHTpPOIb, TO Takoe JieicT-
BUe OJMKe K MTPOBEACHHIO aHAJIW3a 3alUIIIEHHOCTA KOHKPETHOM CUCTEMBI.

CpencTs ¥ 111 MOHUTOPUHTA, W JUTS aHAJIM3a 3AIIMIIEHHOCTH, KOHEYHO ke, He Ma-
70. BaxkHO 3HATh, YTO [UIi MOHMTOPHHTAa OHU MOTYT OBITh aKTUBHOTO BHA, T. €.
OTepaTHBHO pearpoBaTh Ha MOJIyYeHHbIE cOOBbITHA. Takylo peakluio MOKHO Ha-
CTPOMTH CaMOCTOSITETIbHO, €CJIM aBTOMAaTHU3WUPOBATh IMPOLECC C HCIIOIb30BAaHHEM
TaKWX JIOCTYMHBIX U OecryiaTtHeix Beuied, kak JScript, VBScript, Powershell u
LogParser, T. e. BctpoeHHbix B Windows cpeacTB aBToMaTH3allu, U OeCIUIaTHOM
yTWIMTBl OT Microsoft, mo3Bodsitolell Ucrob30BaTh A3bIK 3anpocoB SQL, mis
noctyna k kypHanam Windows. KoneuHo, TpeOyroTcsi omnpeseneHHbIe HaBBIKH
B MPOrpaMMHPOBAHUH, SKCIIEPTHBIC 3HAHUS O 3aIIMTHBIX MexaHm3Max Windows,
MOPOXKAAIOIINX TaKhe COOBITHS, WITM UCTIOJIb30BaHHE YK CYLIECTBYIOIINX CHCTEM.

Bropoe npaBwiio npu HacTpoiike crcTeM aKTUBHOTO ayAdUTa U CUCTEM 3allUThl —
Heo0XO0UMO JaTh cucTeMe TopaboTath B "OTNIagoyHOM" WK "MATKOM" pekunMe,
"HAKONUTh OMbIT" U T. 1. TO €CTh, CUCTEMA IOJKHA PETUCTPHUPOBATL COOBITHS Kak
3anpelneHHbIe, HO He aKTUBUPOBATh 3allUTHBIC MEXaHW3MbI. Ha cnemyroiem starme
OUYeHb PEKOMEHJIyeTCs BKIIFOUATh 3allUTHbIE MEXaHWU3MBbI MMO3TAITHO, YaCTIMH, MO-
OJIMHOYKE, YTOOBI HE TIOTEPATh KOHTPOJIb HAJ YIIPaBJIEHUEM CUCTEMON — olmubdKa
MPU HACTPOMKE TaKMX CHUCTEM HE MCKJIIOUEHa, T. €. BCErJa CYIIEeCTBYET BO3MOXK-
HOCTB 3alpeTUTh IOCTYI caMOMy ce0e K CHCTeMe WM K KOMITBIOTepY, Ha KOTOPOM
aTa cuctemMa (PyHKIMOHUPYET.

Ho s pa3pe3€ CKazaHHOI'O MOroBOPUM O MPHUKIIAJHBIX BeIlax.

B vacTHOCTH, /Ui HE OYEHb CJIOKHOTO MOHHMTOPWHIra JOMAIlHEero KOMIbIoTepa
MOY<HO, HanpuMep, BOCIOJb30BaThes nporpammoit WinPatrol (puc. 12.2).

Ona no3BoJifeT HabJIoIaTh 3a aBTO3arpy3Koi, cookies-haiinamu, ActiveX, akTUB-
HBIMU 3a7la4aMu (aHajlor qucrerdepa 3aaad), ciyk0aMu, accourauusMu (aiios
W Jp. U yOpaBjsTh UMH. Bce 3TH BO3MOXKHOCTH pa3OMThI B MEHIO MO IpYIIIaM.
Ha kaxmoit u3 BKJIQJOK €CTh BO3MOYKHOCTh BKJIFOUHTH MOHHTOP CIIEKEHHsS C 3a-
JNaHHbIMU Napamerpamu. [IpaBna, B OecruiaTHOWM Bepcur paboOTarOT He Bce (PyHK-
MM,

Kak BBITTISAUT OKHO HACTPOHKH OJHOTO U3 MOHUTOPOB, TIOKA3aHO Ha puc. 12.3.
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E

Mepo s NPOBEPKY CHCTEMHBIR CRY 30

E MHTEPEAN B MAHYTaX, C KOTOPEIM Scotky ByaeT
ABTOMATHHECKH NPOBEPATE Balll KoMnsHTen,

|T"_| MHHYTEE, bl

N

L
¥TaHoeMTe = 0, YTobkl OTKNMYHMTE NPOESPKY,

|| MpoEspaTe NOCTOAHHD {TRE!

r Gk - 3akpeiTe

Puc. 12.3

Ha puc. 12.4 npencrasneH npumep, Kak B MporpaMMe yJansercs HeHyKHOe TpU-
JIOXKEHHE U3 aBTO3arpy3Ku (00paTuTe Takke BHUMaHUE Ha KHOMKY MoHHTOP).

[Mpoananu3upoBath e Ha 3amuineHHocTh cucteMy ¢ OC Windows MoXkHO cTaH-
JIapTHeIM cpeacTtBoM oT Microsoft — Baseline Security Analyzer (MBSA) —
puc. 12.5.

[Tpu 3anycke ckaHUPOBaHUS YCTaHABJIMBAIOTCS TpeOyeMbie mapameTpsl (puc. 12.6).



3awuma 181

nPatrol [becnnatHan sepcual

]
Kawaoe yTpo, koraa Bel sknodaeTe Bal KOMOEHTER MAM KOF A4 NepesarpyxasTe Windows,
ABETOMATHYECKH Y AYT 3aNyCKaThCA NpOrpadkbl B CNHCKE, NPEeACTAENEHHOM HHAHE, Znpaeka
BeifiepHTe Nporpatiy M HakkiTe WHAOPMAUKS' MIH ABSMA! WENKHHTE Ha 88 CTPOKE
7] OTofpamaTh CKpbITHIE 3NEMEHTEI 3anyCKa (TpEGyETCA Motify me if a Startup Auto Setting is Removed, Mo:p
| HazeaHw Ko  PaspafioTunk - Barp - il

fﬂ{ avast avastULexe [...  AYAST Software HELM_RM 03/24/2013 15:50
[ﬁOutpostFeedBack feedback.exe ... Agnitum Lkd, HELM_RMN 03/24/2013 15:50
@ QutpastMonitor op_mon.exe [t Agniturn Lkd. HELM_RN 03/24/2013 15:50
_W Guard.Mail,ru.gui GuardMailRu.e... HELM_RLIN 03/24/2013 15:50 11|
ﬂCTFMON.EXE ctfrmon. exe Microsoft Corpor...  HKCU_RUN 08/24/2013 15:50 |
g\n‘istalcon VistaDrv.exe HECU_RUM 03/24/2013 15:50
[__'j webcam 7 wlite.exe -auto  Moorware Studios  HEKCU_RUN 03/24/2013 15:50 ‘|
1 it |
MHpopraums Ao | ¥aar . MHOSHTE: akpbl
3arpymaetcd va HKLM|SoftwareiMicrosoftwindows\CurrentversioniRun

@ Guard.Mail.ru.gui B AaHHEIA MOMEHT BEINONHAETCA,

MoneITaTeCA OCTAHOEMTE 3TY NPOrpaMMy H YA3anMTE B8 K3 NamMATH?

~Het

~fla-

Puc.12.4

cuirity Anabyzer 2.2

curity Anal

Check computers for common security misconfigurations.

The Microsoft Bascline Security Analyzer can check computers running Microsoft Windows Server 2008 R2, Windows 7, Windows® Server 2003,
Windows Server 2008, Windows Vista, Windows XP or Windows 2000. Scanning computers for security updates utilizes Windows Server Update
Services. You must have administrator privileges for each computer you want to scan.

WM Scan a computar
Check a computer using its name or [P Address.
¥ Scan mu computers
Check multiple computers using a domain name or a range of [P addresses,

View, print and copy the results from the previous scans.

See Also

Mhicrmett Ramlicn
Sucarity Analyres Hulp
Micrasolt Securty Wah
it

2 2002-3010 Microgoft Ceeparation, A% rights resenved,

delwacdonvmonnnEn S0, -

24.08.2013

Puc. 12.5
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£ Microsoft Baseline Security Analyzer 2.2

Microsoft

© ® ¥ Baseline Security Analyzer

Which computer do you want to scan?

Enter the name of the computer or its IP address.

Computer name: [woRrkcROUP\NB =1 (this computer)
IP address: | i | I I . | =l
Security report name: |%D% - %C% (%T%)

%D% = domain, %C% = computer, %T% = date and time, %1P% = IF address

Options:

¥ Check for Windows administrative vulnerabilities

¥ Check for weak passwords
Check for IS administrative vulnerabilities
Check for SQL administrative vulnerabilities
Check for security updates
™ Configure computers for Microsoft Update and scanning prerequisites

[T Advanced Update Services pptions:
€ Scan using assigned Windows Server Update Services(WSLUS) servers only
€ Scan using Microsoft Update only
€ Scan using offline catalog only

Learn more about Scanning Options

Puc. 12.6

Bo Bpemsi ckaHUpOBaHHs MPOUCXOMUT coeluHeHue ¢ 0a3oil 3HaHuii Microsoft
(puc. 12.7).

£ Microsoft Baseline Security Analyzer 2.2

Microsoft

® @ ¥ Baseline Security Analyzer

Currently scanning WORKGROUP\NB

[.lIl.l-l.lll‘lll.lll‘l-l‘ll

Done downloading security update information.

Puc. 12.7

B pesynbTate Mbl y3HAJIM, YTO HAlll TECTOBBIA KOMIBIOTEP MMeeT OOJIbIIOe KO-
4YeCTBO YSI3BUMOCTEH 3a cUeT OTCYTCTBUs OOHOBJIeHMI (puc. 12.8).

BbIsICHUOCH, UTO He BKIIFOYEHO aBTOOOHOBJIEHUE CUCTEMBI, €CTh MPOCThIE MapOJIH,
He 3a0JIOKMpOBaHa y4eTHas 3anuch [ 0cmb, CIWIIKOM MHOTO YUYETHBIX 3amucei
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C TIPUBWJICTHSIMHM aJIMUHUCTPATOpa, CYIIECTBYIOT OeccpodHBbIE MapoJv, OTKIIO-
yeH (alpBos, MPUCYTCTBYIOT Apyrue mpoOsiembl obecredeHus 0e30MacHOCTH
(puc. 12.9).

(1 \‘3 = |
InFirst Only - 139 (52487) | In Secard Orly - 392 (37+355) | Distinction in data - 378 | - [Keps + Values] distinctions
=5 Registry i Type | Data
=g HKEY_USERS REG_.. tst_file.rar
=Ey §-1-5-21-1202660629-261 475967 REG . 12rar
E'E Saftware REG_... Temp.exe
E .?dnbe REG_... Temp.rar
H-E@ Fa REG_. Zrar
& Micrasoft REG 5g .
El' ﬁ WIHHAH 25 APHUAHT CEOW -FIHCTPYMEHT Xakepa YocuneH.rar

FREG_... 10 Gonewoi oteer- 15 crp.rar
REG_... 09 fonbwmi ofber -24 cTporar

B ArcHistary
E| [E3 DialogE ditHistory

Q me: REG_... Zexe
B ExtPath REG_... T.ewxe
By General REG_.. Trar
FREG_... textexe
Puc. 12.8

& Microsoft Basefine Security Analyzer 2.2

Microsoft

"":_-\. Q

¥ Baseline Security Analyzer

Administrative Vulnerabilities

Score Issue Result

& Local Some user accounts (2 of 4) have blank or simple passwords, or could not be analyzed.
Account What was scanned Result details ~ How to correct this
Password
Test
L Guest The Guest account is not disabled on this computer.
Account What was scanned How to correct this
o Automatic Updates are not automatically downloaded or installed on this computer.
Updates What was scanned How to correct this
o Password Some user accounts (3 of 4) have non-expiring passwords.
Expiration What was scanned Result details ~ How to correct this
L] Incomplete No incomplete software update installations were found.
Updates What was scanned
i} Windows Windows Firewall is disabled and has exceptions configured.
Firewall What was scanned Result details ~ How to correct this

@ File System All hard drives (2) are using the NTFS file system.
What was scanned  Result details

L] Autologon Autologon is not configured on this computer.
What was scanned
@ Restrict Computer is properly restricting anonymous access.
Anonymous  What was scanned
9 Administrators No more than 2 Administrators were found on this computer.

What was scanned Result details

Puc. 12.9



184 aea 12

B kauecTBe mpumMepa Ul aHaJM3a MPOLECCOB Ha KOMMbBIOTEPE C OMEparMOHHON
cuctemoir Windows mnpuBenem mporpammy Security Task Manager (http://
www.neuber.com/taskmanager/russian/index.html). Ilporpamma mnpousBoaut
NpeABapUTEIbHYIO OLEHKY OMAcHOCTH MPOLIECCOB, 3aMylIEHHBIX Ha KOMIIBIOTEpE,
W, YTO camMoe Ba)KHOE, MO3BOJISIET B Cly4ae HEOOXOIMMOCTH OTHPABHUTH MOJI03PH-
TeJIbHBIN Tporiecc Ha kapaHTHH (puc. 12.10).

WS ecUrity Task Manager HesaperieT pHROBanHan BEptyH OOILIET O HONE30BaHAE =

Mafin PeaaxTvposate Bua Cnpasca  PEMMICTPALMA cuiity Task Mang
¥ Npoueces Windows 3 Yaamme 3 Kaparmin @8 Google | %2 KyniTh-
iia _ Ousrks—— GPU-—— Mamars - Paiin Tun 3aronosok. DrAsaHHe  Warorosurens: Mporpa |
i yigtaDrv exe 0% 53MB C\Program Files\VistaDrivelconWistaDrv.ene  Program  Wistalcon : o : ]
@ GuardhailFu Moduls 0% 9B6MB C:N\Program FileshMail Rt AGuardMaiRuexe  Program LLC Mail Fu : GuardaiR
@ GuardvaiFiu Module 0% E0MB C:\Program Files\Mail. Ru...\GuardMaiRu.exe Progiam LLC Mail Bu : GuardMaiR
E GuardiaiRiu Module 0% 47MB C:\Program Files\Mail Ruh.. \GuardMaiRuexe Progiam  Malliu Ynpaenenwe nactpoiicari Mireprera LLC Mail Ru : GuardaiFR
CTF Loadsr 0%  43MB CAWINDOWS system3Zictimon exe Progiam Microsaft Corporation : Mic
ANMWZCSZ launcher for... 0% GEMB C:\Program Files\ANIANL. \WZCSLDRZ.exe  Program Wirgless Service : ANIWEZ
-Link ‘wirgless LAN Mo, 0%  73MB C:\Program FileshD-LinkAD-Li \4irPlusCFG exe Program D-Link D-Link \wireless 108G DWwA-520 - ANIO D-Link  Wireless LAN Mo
HP Smart-ristall Service 0%  38MB C:AWINDOWS system32'HPSlsve. exe Program  HPSISYC Hewlett-Packard Compan:
NYIDIA Driver Helper Se.. 0%  7.5MB CAWINDDWS\system32invswc32 exne Program  NWSVCPMMWindowClass NWIDIA Corporation : NV
avastl srizhk C:\Program Files\aWAST Softwared Sshxhk dll DLL ANVAST Software : avast .
e avastl WebRep Plugin C:\Program Filesh\aWAST 5. \aswiwebReplE.dl Intemet AwastWrcBar 1 (Pacwvperia Gpaysepa) AMAST Software : awastly
Outpost Firewall Pro 7.1 c\Program FilestAgritumiOutpos...wil_hook. dil DLL DOutpost Hooking Moduls Agnitum Ltd. : Agnitum Ou
L54 Shel [Export Yersion) 0%  7BMB CAwINDOWS\system3ibsass exs Progiam Microsaft Corporation : Mic
Generic Host Process fo.. 0%  G3MB CAWINDOWS\system32\svchost exe Program Microsoft Corporation : Mic
Generic Host Process fo 0% 32BMB CAWINDOWS\System32isvchost axe Proaram Microzoft Corporation : Mic
Generic Host Process fo.. 0%  7.8MB CAWINDOWSsystem32\svchost exe Program Microsoft Corporation : Mic
Generic Host Process fo.. 0%  57MB CAWINDOWShspstem3Zhavchost exe Proaram Microzoft Corporation : Mi
Application Laver Gatew 0%  44MB C:AWINDOWS\System32ial exe Progiam Micosoft Corporation : Mic
. Mporparta 8#00a & .. 0% 21 MB CAWINDDWS system32iwinlogon. exe Program Kopnopauws Maikpocod
Generic Host Process fo 0%  5BEMB CAWINDOWS system3Ziawchost exe Proararn Microsoft Corporation : Mi
Generic Host Process fo.. 0%  45MB CAWINDOWS spstem32isvchost exe Program Microsoft Corporation : Mic
Spocler SubSystem App 0%  B7MB CAWINDDWS\system32ispoolsy.ere Program Microsoft Corporation : Mic
Generic Host Process fo 1% B1MB CAWINDOWShsystem3Zhavchost exe Proaram Microzoft Corporation : Mic
Generic Host Process fo.. 0%  45MB CAWINDOWS\Spstem32iswchost exe Program Microsoft Corporation : Mic
avastl Service B% 380MB C:\Program Files\WAST Soft. MwastSwe exe  Program AVAST Software : avast
Intel(R) Dynamic Applica... 0%  20MB C:\Program Files\inteMntel[R). \hi_service.exe Program Intel Corparation : Intel(R]
u Microsoft Test Frame W, CAWINDDWS hspstem32imsctfime.ime DLL Microsoft Corporation : Mic
e {3984B 386-A588-4DF7- Intermat CryrHuk @t il Ru - <HELOMYCTUMBIR BXOA B CHCT.
i

! Security Task Manager

[5) Beeocs auenenee mpargane: raa voryr 6 e,
OHU TONE AOFYT WiMETE HEKOTDRBIE THNWYHBIE CF atAM-LUMHOHDE,

3] Wemknre no rpa A UTOHHEHIA ReTanei

Puc. 12.10

B nmporpamme Security Task Manager jerko onepaTtvBHO MPOCMOTPETb CBEACHUS
o Jirobomy mpoteccey (puc. 12.11).

S 186 i e
Anchor Color Visited
GetTokenForGUI returned invalid
token User not logged in

@i_ GuardMailRu Module | Ceoderea.. Dughra-
T — Ceprupukar 'Thawte Code Signing T4 - G2" kam
Heguaumne okHo

Waroroeurent LLC Mail Ru : GuardhailFiu Module MoSKET YrABASTE APLTHMH DOrPAMMANSA

Tun Program, ckpemeii el
= = He cucTerHei daiin Windows Unable to open message catalog
;gcf ESKE,D Be E'FHQEAWT?{ME\EHW\:?\E KDFS&”T&'EDDE PYHKLMM, KOHTRO SOL logic emor o missing database
2l ) fdta el S S S s T This program cannot be n in DOS
K.omheHT apui = SECH, YTORLI L Th PEFTHHT —— ]

OueHka: NoTEHUHAABHO ONacHBIRA mode.

Puc. 12.11
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MHorue aHTHBUpPYCHbIE KOMIIAHUW TOKe pa3pabaThiBAOT CpeACTBA aHAM3a U T0-
ucka ysa3sumocteld. Tak, B cienyrowem npumepe OecriiatHas ytunuta Kaspersky
Security Scan 10ocTaTOYHO XOPOIIO BRISIBHIIA PSJ TPOOIEeM:

CraTtyc: Ya3sumocTb (cobbituin: 2)

27.08.2014 1:36:59 YA3BUMOCTb YA3BMMOCTb
http://www.securelist.com/ru/advisories/47009 c:\Program
Files\GRETECH\GomPlayer\GOM.exe  Huskas

27.08.2013 1:37:46 YA3BUMOCTb YA3BMMOCTb
http://www.securelist.com/ru/advisories/53520 c:\Program
Files\QuickTime\QuickTimePlayer.exe  Hu3kas

WHdopmaums 06 ya3BUMOCTSX, CBA3AHHBIX C NapaMeTpaMu yCTaHOBIEHHbLIX NPOrpamm
1 onepaLmoHHON CUCTEMBI.

1. "BkntoyeH aBTO3anyck € XXeCTKux AMckos"

2. "BkntoyeH aBTo3anyck ¢ ceTeBbIX ANCKOB"

3. "BkntoyeH asTo3anyck ¢ CD/DVD"

4. "BknioyeH aBTO3anyck CO CbeMHbIX HocuTenen"

5. "MpoBOAHUK — BKIIOYMNTL OTOOpakeHue paclumpeHuin ans annoB M3BECTHbIX CUC-
Teme Tunos"

6. "Microsoft Internet Explorer: ounctutb nctopuio HabpanHsix URL-agpecos”

7. "Microsoft Internet Explorer: oTknounTb K3WMpOBaHWe AaHHbIX, MOMyYEeHHbIX MO 3a-
LMLLEHHOMY KaHany"

8. "Microsoft Internet Explorer: oTkntounTb oTnpaBky oT4eToB 06 owwnbkax”

9. "Microsoft Internet Explorer: BknouMTb aBTOMaTUYECKYIO OYMCTKY K3lla Npu 3aBepLue-
Hun paboTel 6paysepa”

10. "MpoBogHuK: OTKMIOYEHO oTobpaxeHme paclumnpeHnin Ans annos U3BECTHbIX CUC-
Teme Tunos"

11. "Microsoft Internet Explorer: ounctuTte ctapToBylo CTpaHuLy"

Ha Bompoc "a pa3Be yCcTaHOBJIEHHBIX aHTUBHUPYCHBIX MPOrpaMM HEOCTaTOUHO IS
3alUThl KOMITbtOTEpa?" ecTh TPagULIMOHHBIA OTBET — 3alllMTa JOJDKHA ObITh d1lie-
nonupoBaHHoi! To ecTp, B ciaydae nmpeonoseHHUss OOHOro pyOexka 3alMThl 3J10-
YMBILIJIEHHUK OyneT oOHapyskeH v o0e3BpexeH Ha apyrom. Kpome toro, MHoOrue
CpeAcTBa 3alIUThl TapaHTUPYIOT OINpeleSieHHbI YpPOBeHb 0€30MacHOCTH TOJIBKO
nocsie coOJIOICHNST BceX TPpeOOBaHMiA, KOTOPBIE MEPeurcIeHbl B SKCIUTyaTalMOH-
HOW JOKyMeHTauuu. M3 npakTMky — He Bce W3 HUX BBIOJHUMBI MJIH, N0 KpaiiHeit
Mepe, He Bcer/a MOHATHO, KaK MPaBUJIbHO WX MCITOHHUTD.

Bhe 3aBHcHMOCTH OT MCMHOJIb3yeMOH MPOrpaMMbl aHalu3a YS3BUMOCTH, MPEXKEe
4YeM MPUCTYNATh K YCTPAHESHUIO BBISBJICHHBIX HEJIOCTATKOB B 3alllUTE, 0053aTeIbHO
HEOOXOIUMO Pa3o0paThCsi B BO3MOXKHBIX MOCIEC/CTBUAX MPUMEHEHUs TaKuUX Jei-
creuid. [lepen HadajgoMm paboT MO WX YCTpPaHEHHWIO CIEAYyeT CHENIaTh Pe3epPBHYIO
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KOMHMIO IMCKA WJIM XOTsl Obl cO3AaTh KOHTPOJILHYIO TOUKY, €CJIM MO3BOJISIET omepa-
uuonHas cucrema. [[is UNIX-cuctem nyuine BooOle feyiath 00pa3 CUCTEMBI Lie-
nukoM (nporpammamu Norton Ghost, Acronis). HekoTopble neiicTBus MOTyT Ha-
pyWwHTh paboTy YCTaHOBJIEHHBIX MPOTrpaMM, T. K. HE BCe pa3pabOTUMKH yTpyKaa-
10T ce0sl TeCTUpPOBaHHWEM MNPOrpaMM Ha KOMIBIOTEpax, Ha KOTOPBIX HACTPOHKH
0e30MacHOCTH OTIMYAIOTCS OT HACTPOeK "Mo yMOTUaHHIo".

B Windows B karanorax security\templates pazmeineHo HECKOIBKO THIOBBIX 11a0-
JIOHOB HacTpoek Oe3omacHoctn Windows (MHKpeMeHTalbHbIe 111a0JI0Hb). Eciu Bbl
peLIMTech UX MPUMEHHUTH, TO MOMYUYHUTCS "3aKpbITh" MHOrMe Opelin B Oe30macHo-
ctu Windows. Tonbko HauMHATH WX MPUMEHEHHE peKOMeHIyeTcs "Mo BOCXO[s-
meii"... Eciii Bl He cyMeeTe HaCTpoUTh paboOTy HY’>KHBIX MPOrpaMM Iociie mpuMe-
HeHUsl WadioHa, TO 3TO AACT BO3MOXKHOCTb MOBTOPHO MPUMEHHUTb MpPEeAbLIYLIHi
wabnoH (MpakTUKa NOACKa3bIBaeT, YTO JIyyllle BCEro nocijie NpuMeHeHus 1wabdaoHa
nepe3arpy3uThes U elle pa3 ero MpUMeHUTh). MHCTpyKIMs 1Mo mpruMeHeHHo 1mad-
JIOHOB Oe3omacHocTy BkimoueHa B "CrnpaBky Windows" (MOXKHO MCKAaTh MO KITHO-
YeBBIM CJIOBaM: 111a0JIOH Oe3omacHocTH). Tema HacTpoek GezonacHocT B Windows
HACTOJILKO TMOMYJIipHA W OOUIMPHA, YTO MHCaTh 00 3TOM 3/IeCh MPOCTO HEleeco-
o0pazHo.

12.3. 3awmTa oT BpeAOHOCHOro Koaa,
KOHTPOJIb LIefIOCTHOCTU
nporpaMmmMHoOro odecne4vyeHus

Tort, kTo "nuIIeT" BUPYCHI, BCErla Ha LIar BIIEPeId TeX, KTO pa3pabaThiBacT aHTU-
BHPYCHBIE CPEJICTBA 3alllUThl, OCHOBaHHbIE Ha TMOWCKE BHpYca IO M3BECTHOMN CHT-
HaType, T. €. IO KyCKY MPOrpaMMbl, MPUCYLIEMY TOJIBKO TOMY WJIM HHOMY BHPYCY.
Tem He MeHee Bce Qpyrue crocoObl ONpeeeHUs BUPYCOB ellle He TaK HaJleXHbI,
KaK XOTENOCh OFl.

HpI/IMeHeHI/Ie TE€X WK UHBIX aHTUBUPYCHLIX CPEACTB AJId MoJib30BaTesIeH JoMall-
HUX KOMIIBKOTEPOB, KaK MpaBHUJI0, OrpaHUYUBACTCAd NaK€ HE TEM, KaAKUM METOAOM
pa60TaeT AHTUBUPYCHOE CPEACTBO, a BLI60pOMI IJIaTUTh WJIW HE TIJIaTUTh.

[lockonbky Tema 3Ta JOBOJBHO M30MTA, TO MBI He OyJieM CpaBHHBATb T€ WM WHbIE
nporpaMmel. IT1o Boobme OeccmbicienHo! Her mydmeit mporpammel! EcTh pas-
JIMYHBIE YCIIOBUS UX MPUMEHEHHUSL.

YnomsHeM TOJBKO OJIHY pekoMeHnaimio. [IpeanonoxuiM, Bel Mcronb3yete Oec-
TUTaTHBIN (a ecTh W TUIaTHas BepCHs) BApHAHT aHTHBHUPYCHOU mporpammbl Avast
(http://www.avast.ru/index) — puc. 12.12.

He ucnonp3yiiTe B TAKOM BapraHTe TOJBKO OAHY mporpammy. Jlist Gonblieii yBe-
PEHHOCTH JOTOIHUTENBHO MEPHOANUYECKH "MIPOroHsANTe" Ha KOMIIbIOTEpE elle OA-
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Hy Mporpammy, He TpeOyOIyI0 HHCTAJUTALMKU. B mapy Xopouio noaxoauT u3Bect-
Hasi — Dr.Web Curelt (http://www.freedrweb.com/cureit). YTunura ckauupaer-
Csl BCAKUIM pa3 BHOBb, T. K. OHA He OOHOBJISIETCS W3 BHEUIHUX MCTOYHHUKOB, 0a3bl
CUTHATYP BCTPOCHBI HEMOCPEICTBEHHO B Hee.

B 3ToM okHe NPUBOAUTCA CNWCOK BOSK 33WMTHBIX 3KpaHor avast!,

JkpaH dainoeoi CeTeBoil 3kpaH
CHCTEMBI 14332/0

B172/0

—~g
Be6-3kpaH /--\ 3KpaH NoBEeieHNA
7182 /1 163/0

3KpaH CueHapues

2280470

JEpaH NoYyThl -

Jkpad P2P JEpaH WHTEPHET-YaTos

255870

Puc. 12.12

Bonbuioe konmuuecTBo GecriaTHBIX MOJIE3HBIX YTUIMT UMeeTcsl Uy Benukoro Kac-
niepckoro ("Jlabopatopust Kacmepckoro"): http://support.kaspersky.ru/special/
utilities. Kcratu, npaktuku xBansat antuBupycsl Kacnepckoro 3a (uutupyio) "ot-
JIUYHYIO CMIOCOOHOCTD yJalleHHs CJIOKHBIX BUAOB BPEAOHOCHOTO Koaa".

ITpu BbIOOpe cpencTBa s 3alIMTHI OT BPEAOHOCHOTO KOAA HE HY)KHO 3a0bIBaTh
0 CYLIECTBOBaHMM OecrjIaTHOrO MpOrpaMMHOro odecriedeHus oT Gupmbl Micro-
soft — Microsoft Security Essentials (http://windows.microsoft.com/ru-ru/
windows/security-essentials-download). Kto eme ny4iie 3Haet cnaboct onepa-
LIMOHHON CHCTEMBI U CIOCOOBI ee 3allUThI, €CJIM He caM pa3paboTumk?!

Kpome aHTUBUpYCHBIX CpPEeICTB, ONHUM M3 METOAOB, MO3BOJISIOLIMX KOHTPOJIMPO-
BaThb OTCYTCTBHME (HaJM4M€) BPEJOHOCHOTO KOJA, SIBJSIETCA OCYLIECTBIEHHE KOH-
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TPOJIA HEJIOCTHOCTH IIPOrpaMMHOTI0 obecrieueHus. HpH BO3JICHCTBUH BPEAOHOCHO-
ro Kkoga nporucxoauT U3MEHCHHUE MPOrpaMMHOI0 o6ecneqeﬂnﬂ, " €CJIM CpaBHUBATL
€ro ¢ 3TaJJOHOM (3apaHee pacCUUMTaHHBIM 3HAYCHUCM KOHTpOJ'IBHOﬁ CYMMBI), TO
MOXKHO OGHapy;KI/ITB HCcKakeHne. Tak MOXKHO BBISIBUTh BO3JICHCTBUE BHUpYCa, MOKa
HCHU3BCCTHOI'O crienuaimcraM, UJin CJICAbl €TI0 BO3JICHCTBUS Ha CUCTEMY.

Korma ™Mbl TOBOpHM 0O KOHTpOJIE€ LIEIOCTHOCTH MPOTPaMM, TO B CYIIECTBYIOIIEM
MHOT000pa3uu MPOrpaMMHOTO O0eclieYeHHUs HYKHO pa3rpaHU4YUBATh IPEAMET
KOHTPOJIS: JTMOO HETOCTHOCTh MPHUKIJIAJAHBIX MPOrpaMM, He OTHOCSIIUXCS K orepa-
LIMOHHOM cucTeMe, U0 IeJIOCTHOCTh (hailyIoB caMOl OMNEepPalMOHHON CHCTEMBI,
b0 NMapamMeTphl, BIUSIONINE HAa HACTPOUKY ONEepallMOHHON CUCTEMBI.

PaccmoTpum, Kak ocylIecTBASTb KOHTPOJIb HEM3MEHHOCTH COACP>KUMOIO KOMIIBIO-
Tepa Ha MpUMepe MPOCTOi OecrnaaTHOW MporpaMMel, MpegHa3HaYeHHOW i ciie-
>keHus 3a nankamu — "llpocroii Habmonatens" (http://www.simplewatcher.ru) —
puc. 12.13.

POCTO abnoaatenc 1.6 =l ] EXT

6 u - 'C"'\ l:.-_--” @ w &

Myck Cron Manka Nor Hactpobiku  MHpo Brivon
Hafnwoaaetan nanka:
C:hProgram FileshD -Link

Habnroaenme He seaeTcA! Habnroaser: 00:00:00:05 Msmedend: 0

Puc. 12.13

B 3aBucumMocTH OT HacTpoeK MporpaMmMa CUTHAJIM3UPYET, €CJIU BIPYT MPOU3OILIN
KakKue-To u3MeHeHus (puc. 12.14).

j‘J BHHMaHKe! B HahnH 8,aeM0iA NanKe Npoy3 oWy M3MEHEHHA: X
Obpawerue k hainy: AYIPreview exe (M/A)

OBpaweHHe K dadiny: EM_Example. <ml (M)

QApaweHHe K dadny: FlvlinkDiscover,exe (MNIA)

CfpaweHke K ainy: Russian, xml (ka0

+ ElE 1 HEMEHEHHH. ..

HawMHTE Ha conBlleHHe YToDE! NEpEATH K dakny.,

Puc. 12.14

Jns obecrieyeHus] KOHTPOJS LEJIOCTHOCTH MPUKIAJHBIX MPOrpaMM HeoOXOAMMO
HACTPOUTh UCKIIOUEHHs (YKas3bIBArOTCS B MporpaMMe Mo TUITy pacllihpeHHs), T. K.
MpOrpaMMbl UMEIOT MHOKECTBO Pa3fIMUHBIX W3MEHSEMBIX B Tporecce padoThI
¢aiinos. U yx mydine Obl B 3TOH MporpamMMe HacTpaMBaJIMCh HE MCKITIOYEHUS, a,



3awuma 189

HaoOopoT, TpeOyembie JUIsl KOHTpOJIs (akibl, MyCcTh Aa)ke MO MOATOTOBJICEHHOMY
cnucky. Takoro B Hel HeT. Ho y nmporpammel €cTb U MHOTO JOCTOMHCTB, HAUUHAs
OT pa3HBIX CMOCOOOB YBEIOMIIEHUS KOHTPOJHUPYIOIIETO YelloBeKa W 3aKaHYWBas
BO3MOXKHOCTBIO pabOTHI B CKPBITOM pPEKHME.

Tem He MEHEE, BCC K€ YyKasaHHas NnporpamMma CJIWIIKOM MpoCTa U HE CJICOUT 3a
OTACJIbHO B3ATBIMH (1)aI>'IJ'[aMI/I, a TOJIBKO 3a InankKaMu, J1a U1 TO — 3a onHoi. Henb3s
YKasaTb WX HECKOJIbKO.

[Tepeiinem Kk Bormpocy KOHTPOJIsl HACTPOEK OMepallMOHHOM cucTeMbl. J[Jis mpoBepku
LIEJIOCTHOCTH (haiJIOB ¥ BOCCTAHOBJIEHUSI CaMOM OTIepariMOHHON CHUCTEMBbI, HaIpH-
Mep, B Windows 7, MOXKHO HCIOJIb30BaTh U BCTPOCHHYIO YTWIHTY sfc ¢ kirouom
/scannow (puc. 12.15).

Puc. 12.15

Ecnu BeI OouTech HABpEIUTb CUCTEME, TO MOXKHO TIEpBOHAYAIBHO 3aMYCTHUTh IMPO-
rpaMMy C OILIMEN TOJIBKO JUISl IPOBEPKHU:

sfc /verifyonly
YkazanHas YTUJIHUTA HE MO3BOJIACT CJICAUTH 3a LHEJIOCTHOCTBIO (baﬁﬂOB onepanuoH-

HOM CHCTEMBI B HWHTCPAKTUBHOM PEIKHUME, T. €. OHA TpeGyeT nepruoagnveCKoro (baK—
TUYCCKU PYYHOI'O 3allyCKa.
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OueHp Ba)XHO TOHHMMATh, YTO COBPEMEHHBIC BHUPYChl MOTYT MAacKHpPOBaTh CBOE
"Tesio" U mocie cBoel akTHBaLMK "MPeaAbSBIAATL" IPYIrHMM MporpaMmaM HUCXOIHBIN
¢aiin. [TosToMy HekoTOpble aHTHBHUPYCHI, HAlpUMep Avast, UMEIOT PEKUM TMPoO-
BEpKH BHPYCOB JI0 3aIlycka caMoii ornepanroHHoi cuctembl. K coxkanenuto, 1 5TOT
MOAXOJ HE TapaHTHPyeT OOHapyKeHHs, T. K. BAPYC MOXKET pa3MellaThcs B 3arpy-
30YHOI YacTH >KECTKOro aucka, mostomy B BIOS HekoTopbix npousBoauTeneit
UMEIOTCS  CreUMalbHble OMLMM 3alllMThl 3arpy304HON 00JacTH JAHMCKOB —
Anti-Virus Protection, Boot Sector Protection, Fixed Disk Boot Sector u T. 1. He
clielyeT MMM TIpeHeOperarh.

Jns Gonblied HageKHOCTH ClEQyeT 3arpy’KaThCs ¢ BHEIUIHEro HocuTens, obpas
KOTOPOrO BMECTE C aHTUBUPYCHOM MPOrpaMMON MOXKHO CKayaTh C CAHTOB aHTUBH-
pycHbIX komnaHuii, Hapumep "Jlabopatopuu Kacnepckoro”, "Dr. Web".

CaMy aHTHUBUPYCHl TOXKE HCHOJB3YIOT KOHTPOJb IEJOCTHOCTU Mporpamm. Tak
B Avira Free Antivirus jyis 3TUX Lejeidl npeaycMOTpeHa crelnuaibHas OIIUs
(puc. 12.16).

(X AVIRA Avira Free Antivirus

besonacHocTbh KoMNblOoTEpa > System Sca...> [IpoBepka E Cripaska

Dainel [ononHUTENEHEIE HACTPOIKI
m BE30NacHOCTE KOMMBIOTEPS g
. : @ Bee haiink [¥] NposepuTe sarpyzouHsle cekTope!
@ MpoBepka () Bas0BLIM CTMCOK PACLUMPEHMIA E} MpoBepka CNABH, 3arpys, CEKTOpOB
OT4eT () PenakTMpyeMsIi CIMCOK PACLUMPEHHIA [¥] MpanyexaTs offine-daiins:

[= Real-Time Protection
= Mouex MpoBepka UENOCTHOCTM CUCT. dainos

JeicT.mpu obHap.
Wernioqerms
IBPUCTHRS Ei CnegosaTk Mo CoelikaM

[¥] OnTHMMsMpoBEHHEN Mok

OTyer

[¥] Momck pyTiMT Nporpamm
[ OfHosnetme

MPOLECC CKAHMPOBaHMS
FE Obuwee [V] PazpewaTh ocTaHoBKy NposEpKK

MPUOPUTET CKEHMPOBAHWA! |CpemHWiAi v

OnucaHne

i_?_i CKaHMpoBaH1e peecTpa

ECnu1 373 oNUMA BKIKOYEHS, TO MPM KEHLOM NPAMOM NOWCKE BEKHENLME CMCTEMHEIE daine Windows
ocofieHHD TWATENEHO NPOSEPAKITCA HA MEMEHEHIA, BHECEHHEIE BDEAOHOCHEIMA MporpaMMani, Mpu
0BHEPYHEHIMM M3MEHEHHOMD DEANE NOABMTCA CooBIWEHWE O NOAOIPMTENEHOM obbexTe, [nA 3Toi
DYHKLIM HEeoGX0AMMO MHOrO PECYDCOE. MOSTONMY N0 YMOMYaHWIO 3T 0NUMS OTKIIKOYEHa,

Puc. 12.16

"AnTuBupyc Kacnepckoro" ucronszyer KOHTPOJb Hel0cTHOCTH (haiinoB erle 0o-
nee 3QPEeKTUBHO — JJIsl MOBBILIEHUS] COOCTBEHHON MPOU3BOJUTENBHOCTH aHTHBU-
pyC He KOHTpoJupyeT (aiiyibl MOBTOPHO, €C/IM OHM HEe MU3MEHWJIHUCh CO BPEMEHH
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rociieJHel MPOBEPKU M OOHOBJIEHHS aHTHBHPYCHBIX 0a3 (aHHYIO OMIMIO MOYKHO
OTKJIIOYUTb, €CJIU BAPYT Bbl HE JOBEPSIETE STOMY MEXAHU3MY).

CylnecTByeT BO3MOXKHOCTh YaCTUYHOTO KOHTPOJIS LIEIOCTHOCTH CUCTEMBI MOCPe-
CTBOM aHaliu3a u3MeHeHuii peectpa. K mpumepy, nporpamma Advanced Registry
Tracer (Elcomsoft Co. Ltd.) no3Bossietr neinath CHUIMKH peecTpa U CpaBHUBATh pe-
3yJBTAT /10 M MOCJIe YCTaHOBKH mporpamm (puc. 12.17).

Pe3ynbrar cpaBHEHMS1 MOXKHO NpoaHAIM3UPOBaTh, MPOCMOTpeB oTyeT (puc. 12.18).

8 Advanced Registry Tracer -

Bt B G e
= (3 MAINPC [Name [Type | Dats

([ 24.08.2014 18:20:45 [Default] REG_ST [value not set)
2 24.08.201418:21:19

ART_DB.rgf

Second node:
|24.08.2014 18:21:19 [

I Use fiter:

Advanced... Ok i LCancel

24082014 15:20:46 | 1461s |

Puc. 12.17

#8_Comparison: 1 - 2

ECEr R
_ | B &= | Y% : @ W W ;
I First Oinly - 133 (52487 | In Second Orly - 332 (37+355) | Distinction in data - 378 | - [Keys + Values) distinctions
I=[g5 Registy - Name | Type _:___Data
HKEY_USERS [a] 0 REG_.. tstfilerar
E 5-1-5-21-1202660629-261478967-£ 1 REG.. 12rar
=Eg Software 10 REG Tem
= e p.EME
: Adobe 11 REG_... Temp.rar
3 Ll
e Misrosalt [ab] 2 REG_.. Zrar )
i \winBAR 3 REG_... 2 BapuaHT ceoi -MHCTPYMEHT Kakepa YCHeH. far
Rl . 4 REG_... 10 fonbwoil ofeew- 15 cTp.rar
& ArcHistary -
DialogE ditHistory 5 REG_... 09 Sonewwii ofeer -24 crp.rar
Q i [ab]& REG.. Zewe
)& EPath 7 REG_.. l.oxe
e
- QFy General [ab] 2 REG_.. Turar
9 REG_... textexe

Puc. 12.18
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Keratu, 310 ewie Gomnbluoii Bonpoc, B KaKOW YacTH KHUTH paccMaTpUBaTh BEJTMKO-
nenHyto Advanced Registry Tracer: B yacTu mo 3amuTe WiM B 4acTH 00 MHCTpY-
MeHTapuu xakepa?! U nist Tex, v Ans Apyrux oHa mpocTo He3aMeHMMa.

Komnanus Microsoft myst anajmorudHo nenu cozpana nporpammy Attack Surface
Analyzer, npenHazHaueHHYIO B MEPBYIO ouepesb A pa3paboTYMKOB MPOrpaMM-
Horo obecrieyeHrs. OHa MO3BOJISET BBIMOJHATH CHUMKHM CHUCTEMBI JIO M TOCIIEe YC-
TaHOBKM nipujioxeHui. [Tpu aToM nporpamma oTMeuaeT Jro0ble U3MEHEHHUsI: HOBbIC
(aiinel, KIIOYM peecTpa, CUCTEMHBIE CEPBUCHI, dlIeMeHThl ActiveX, MmpociyuirBae-
MbI€ TIOPThI U CIIUCKK KOHTPOJIS IOCTYTIA.

12.4. NMpumeHeHue hanpsosnos

s Toro 4roObl 00€30MaCUTh CBOW KOMIMBIOTEP OT BHELIHUX CETEBBIX BTOPKEHHI,
MOXXHO MCIOJIb30BaTh IMporpaMMHblie (alpBosbl, WM, KaKk MX HAa3bIBAIOT TO-
PYCCKM — MeCeTeBble dKpaHbl (ecTh ellle CHHOHUM — Opanamaysp). Berpoen-
Hbl€ B OMEPaLMOHHbIE CUCTEeMBI (aipBOJbI MPUMeEYaTeNbHbl TEM, YTO MOJb30Ba-
TeJb Moy4aeT ux "OecruiaTHO", BMecTe C OMNepallMOHHON cucTeMol. B mpumeHe-
HUM OHM, KaK MpaBuiio, NpocTel. OHU UMEIOT, B OTJIMUME OT CeLMaTN3UPOBAHHBIX
(aiipBoIOB, HE TaK MHOTO HACTPOEK, 3aTO MHTYUTHUBHO MOHATHBI ke Hecrelua-
JIUCTaM B 00J1aCTH TeJIEKOMMYHHUKALIMH ¥ CUCTEMHBIX BONpocoB (puc. 12.19).

POMTb NapaMeTphb

(;\'\_ 3> ‘ﬂ ~ [laHens ynpaeneHis ¥ Boe 3/1eMeHThl NaHenu ynpasnequs v bpaHamaysp Windows ¥ HacTpouTh napaMeTtpel

J daiin Mpaska Bug Cepeuc Crnipaska

Hacrpoﬁua napaMeTpoB ONA KadJoro tTuna cetm
MOXHO M3MEHMTE MapaMeT pel GpaHaMay3pa ANA Kax4oro MCrob3yeMoro TUNa CeTEBoro pasMeLLeHuA.
[0MNONHATENEHLIE CBEACHMA O CETEBLIX PasMELLEHMAX

MapaMeTpbl pasMeLleHua B JOMaWHel unu paboyueit (YacTHoit) ceTi
dl @ Brio4eHKe BpaHaMay3pa Windows

[ BMIOKMPOBAHHKE BCEX BXOAALIMX MOAKTIOMEHUI, BKIIOYaA MOAKIOHEHUS, YKa3aHHBIE B CNICKE
paspelleHHBIX NporpanMi

[+ YBepomnats, korza 6panamaysp Windows BNOKUPYET HOBYHO NpOrpammy

tzl " OTrto4uTb BpaHamay3ap Windows (He pekomeHayeTcs)

MapaMeTpsl PasMELLEHHA B ODLUECTBEHHOIN CETH
gl @ BrwoueHme GpanaMayspa Windows

[~ BnoKMpOBaHNe BCEX BXOASLUMX NOAKTIONEHMIA, BITTIOYas NOAKTIOHEHMS, YKasaHHbIE B CTIACKE
paspelleHHbIX NporpaMi

[¥ YBepomnaTs, korzia 6panaMaysp Windows 6NI0KMPYeT HOBYHG NpOrpammy

@l C OTKNOYUTE BpaHaMay3p Windows (He pekoMeHayeTca)

OK OTmeHa

Puc. 12.19
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[Tpu Hactpoiike wtatHoro 6panamMayspa B Windows 7 1ienecooOpa3HO He CHUMATh
(hrnaxxok YBenomJsith, kKoraa opanamay’p Windows 0/10KHpyeT HOBYKW HpoO-
rpamMmy. DTO JIOTIOJHHUTENLHBIA pyOekK 3alMThl OT BO3ACHUCTBHS BPEIOHOCHOTO
KoJa.

B nokazartenscTBO ckazaHHOro oOpaTtuTe BHMMaHWe Ha puc. 12.20 Ha "mporpam-
my" — HASP LLM. 3to npaiieep mist Hasp-kiitoda, KOTOpBIM MOMYyYHIT paspelie-
HUe 11 paboThl ¢ ceThlo B OpaHamayspe (Ipy 3TOM paspelieHue Ha paboTy ¢ myo-
JIMYHOW CETBhIO yXKe CHATO). DTy MH(POPMALIMIO C COOTBETCTBYIOLIMMH KOMMEHTAa-
pUSAMM TIpPUCIAd HaM [IOC/e aHalu3a 3apakeHWs OJHOro W3 JOMalIHUX
KOMMbIOTEpOB. Bo3HMKAIOT 1Ba Bompoca: 3aueM ApaiiBepy BOOOLLE HYKEH AOCTYM
B ceTh (ITyCTh Jake — JAOMAIIHIOI) M KaK 3TOT JApaiBep MOSBUICSA Ha KOMIbIOTE-
pe, Ha KOTOPOM HUKOT/a He ucnosb3oBaics: Hasp-kirou?

PaspeLnTs CBA3b AMA Nporpamm uepes bpanamaysp Windows

Y106kl 40BEENTE, MSMEHWUTE WAW YAZNNTE Pa3PELLEHHBIE NPOrPaMMb! M NOPThI, HAKMNTE KHONKY "L13MEHNTE
napametpel”,

Puckn [a3pELLEHMA CBAZN 418 NporgaMmel. iy l"-.'=-.'£-|'-!l na

EE_’;FIELIJEHHbIE nporparMmel 1 KOMOOHERTEL

Hazeanue Jomanag wnn pabouan (vacthas)  [MyGauusse
Drophox

dropbox.exe

eclipse

eclipse

Edge

[ Google Earth

[ Google Earth

Google Earth

Google Earth

CIHASP LLM

iTunes

[ Java(TM) Platform SE binary

m

EEREOONEEO R{E
OO ODNEORO R OfE

| CeegeHmnA || Yaanute |

Puc. 12.20

KoneuHo e, 3T0 pe3ysbTaT BO3AEHCTBUS BPEOHOCHOTO KOJa, KOTOpPBI He3aMeT-
HO TIPOHHMK Ha KOMIBIOTEp TIe-HuOyap B obmectBeHHOM Kade (Wi-Fi-3oHa), n
TOJIBKO JIMIIb MOTOMY, YTO OBUIO OTKJIIOYEHO COOTBETCTBYIOLIEE YBEIOMIICHHE
MOJIb30BATEJIS.

Bce ke HauOonblUMiA MHTEpec MPEACTaBIAIOT CHEeLUAM3UPOBAHHbIE MPOrpaMM-
Hble (aipBOJIbI 32 CUET TOrO OrPOMHOT0 acCOPTHMEHTa BO3MOXKHOCTEH, KOTOpbIE
OHHU MMEIOT.

[IpaBna, BO3HMKAET BOMPOC: 3aUeM ellle AOMOIHUTEbHO HY>KHbI TAKOTO poja npo-
rpaMMBI, €CJIM y Bac €CThb JOMAIHWH poyTep, KOTOPbIH yxe BKIIO4aeT B ceOs
¢byHKkUMU OpaHIMayspa W MPOU3BOJUT MOAMEHY JoKanbHbIX IP-anpecoB Ha paspe-
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meHHbI B UHTepHeTe anpec (NAT)? B rmaBe mpo ynajaeHHbIN ITOCTYN yxe pac-
CKa3bIBaJIOCh O TOM, HACKOJIBKO OCJIOKHMJTM YKM3Hb XaKepaMm JOMallHHe POYyTepbl.
Ho MBI He xuBeM M30JMpPOBaHHO, MoJb3yeMcsi pecypcamu MHTepHeTa, oOiiaemcs
C JApYyruMH mojib3oBaTeNaMu... CeroaHs "MpUTAlIMTE" CBOMMH K€ pyKaMH 4YTO-
HUOY b MJI0X0€ Ha KOMMBIOTEP CTANO TakK >Ke MPOCTO, KaK BbIMUTL BoAbl. [Ipuuem,
Bpar MOCTOSIHHO COBEPLUEHCTBYETCS: MO 3TOMY MOBOAY AOCTAaTOYHO MOCMOTPETb
UH(QOPMaLHIO, PUBEACHHYIO HAMHU B 3aKJIIOYUTENBHOM pazo. 12.9.

Xouercs OgHaXKAbl BKIFOUYUTh HEKHUI BOJIICOHBIN TyMOJiep, 4TOOBI MOTOM BCE pa-
6oTasio camo coOoi, ¥ HUKTO "TeOst Oonblie He Tporan”.

KoneuHo ke, Tak He ObiBaeT. Ho Xopowmii mporpaMMHeIi NepcoHaNIbHBIN (aiip-
BOJI B COYETAHUM C JPYTUMH CPEICTBAMH MOXKET 3HAUMUTENBbHO OONErduTh KU3Hb
MoJb30BatTesis. OTO U eCTh, B KaKOW-TO Mepe, TOT BoseOHbIH TymOiep. eno
B TOM, YTO TOCJI€ YCTaHOBKH (aiipBOI MOXKHO aBTOMAaTH4YeCcKU OOyUUTh MpaBUiaM
MOBEIEHNUS, UCXOAS U3 TOTO, YTO Ballla CUCTEMA €lle YMCTas, He MOoABepraiach 3a-
pakeHuto (pekuM 00yUdeHus ).

be3 coMHeHus, OHON W3 JTyUIIUX MPOrpamMM Ul OpraHU3aliy JOMalIHero Qamp-
BOJIa, MO MHEHHWIO aBTOpa, siBjsgeTcs OpaHAMaysp ¢ (GYHKUMSIMU aHTHIINTHOHA
Outpost  Firewall ¢dupmbr  Agnitum  (http://www.agnitum.ru/products/
outpost/) — puc. 12.21.

Mos BezonacsocTs

Epanamayap -
MPOAKTHIMAS 2AMTA 2

MypHan cofume

bpadaMay3ap

Epanjpaapsp Padarars Prmam cépammas
JERDEIpE LN aTan [

AT IpRAG el %

BaRT TNEMAERO 230.96 MR

Baiy froayemio 4144 M8

CeTenan MTHANOCTM

Mo Meatn, | Fasnerrsst aspec — Yasesrsi., | Dprens Crtrganne, . Mo, Monameest an
= <FYITEM> e consreerev I SEZ BT0 990 1 081 111 241

&} = sveHosT B OTvperta cobameni 1| e 263 156

OTVERiTa Cobmimet 4
=W AVASTSNC BXE Crmipesa cosgimenaal 3 IMTIAEL . 13 MMGEE.,

B severFeE Dvmpmira com peesne: & 1K TAS 1 BAS GZR
SoFLba e nLzr4an AT Al ol sctrety For SOPLIDE o 0P T I marPC
FWLDE L= 3 L0210 1230 Al o actrety For SOPE DX 100 2002 maneT
SOPEDE TR bnimsgriOI 0608 gat.., HTTPS Alows all actrvty for UOPE ESE £ BA2 10515 marPC
SRR D e 4610120043 go0d. .. 16610 Al o ackivity for SKYPEDXE a1 0 P
LEX e WFITFSIIIAA,. 13T Ay ol sctavty for SCYPEEE i LX) marC
FWLDE e G N0 brosd. . SIS0 Al 8 activty For SOPLOXE 1m 0 mareC
WLITEEXF CrrmpaaTo coe aiennst | 0 3143657 ..
WLITE.EXE e o alwnt doophuck. 12080 et conbant e outbound Pheough At | 0 3105 310 106 ko alend kgl

Puc. 12.21

BeiOpate peskum paboTel OpaHAMay3pa MOXKHO HENOCPEACTBEHHO B MEHIO, €CIiH
LIEJIKHYTh [0 3HaUKy nporpaMmsl B Tpee (puc. 12.22).

[ocne Toro kak dakipBos mpoitneT o0y4yeHue, MOKHO OyJeT MmocTaBUTh Ooliee Kxe-
cTKU# pexxuM — BJiokupoBaTth Bee!
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NokaszaTbfCKpHTH

HacTpokiH. ..
O NporpamMMe. ..

BnoKMpoEaTE BCE
Pk BNOKHPOEKH
Pexun obyueHmna
Peskim paspeleHua
PazpewaTte BCe

Bl MHYMTE BHY TREHHHIMD SaLULMTY
MEpEATH B PEMHM ABTODOYHEHHA, .,
MPHOCT SHOBMTE ZELWHTY. ..

Brixoa

Puc. 12.22

OyHkuys BbIOOpa crnocoba co3gaHusl MPaBUII MO3BOJISIET aBTOMATU3UPOBATh 3TOT
npouecc (puc. 12.23).

[Iporpamma nosBosnseT cozaaBaTh NpaBuiIa 11l OTAENBHBIX NpUIoKeHUH (puc. 12.24).

Obuwme Improvehet
Kondwurypauna MPHCOEAMHART ek K CODGWECTEY IMprovelst, SHOHHMHD NPEACCTAENAR HHEOPMALHHD
OBHOENEHHE 0 HOBbIX CETEELX NPHD#EHHAR H 0BHAPYHEHHDIX BREADHOCHBE. NPOrPatHE.
Improvelet
CINOEELLEHMA |:| A xoqy NoMoYe Aghitum CAENaTE NPOAYET NyYWe

MpaBuna ARA NPUADMHEHMA

Bpanamayap

CeTestle NpagHna

HacTporicn LARN

AeTekTop aTak

BnokHpoeka IP
MNpoaKkTHEHAA 3aIKTa

Anti-Leak

JalMTE CHCTEME! H MPHADKEHHA

JalmTa $aAnoE K Nanok
Bel-KoHTpOnL

NiHHEIE A3HHEE

Pelnama v CafiTel
XypHanei

ABTOCOS AaHHE NPAEHA

Bl MOETE ¥Ka3aTk, 4ToBLI NPAEHNa ANA HIEECTHEIX NPHACHKERHH H FNOBANEHEIE
NP3EKMNa SETOMATHHECKH COSA3E3NHCE MPH NEPEOM SaNPOCEe .ﬂ.EﬁCTBHﬂ MK NPHMEHMTE
Haﬁprl APAEKN HA OCHOEE NPEeAYCTAHOEOK ANA BCEX HaﬁﬂEHHbIX I'IDHHDN{EHHH.

He cozpasate NpaErna aTOMaTHHECKH i

ABTOMATHYECKH CO3A3EATE M 0OHOENATE NPABEMNa

ABTOMATHHEC) e 1 01a s CkH CO3ASBATE NDAEHNE
AGBEREHHEINH [T ST

QK QTMEHE

Puc. 12.23
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HacTpokKky ——|

O6ue FprnoxeHne Cetesble  Anti-Leak
e (BT HAMSTERSOFT_P2v2.EXE B
OGHOENEHHE \

Imporovelet @) HELPCTR.EXE ]
pi
AL e (R HELPS Y EXE . [~

MNMpaBuna Ana NpUoHEHHH @ HH.EXE = D

BpaHAMay3p EaHMS EXE ()] ™
CeTeBble NpaskHna ) Hr11005mM.EXE B (]
HacTpadin LAN (W5 HPs15vC ERE 2 -
AeTerTop atak {3 HYPERTRM.EXE [
Bnokmpogka IP @IE‘?UINIT.EXE . ]

MNpoakTvBHan 3aWMTa @IEXPLORE.EXE D D
Anti-Leak —— ==

P
PEAGKTOD NpaByun
JAHTE CHCTEME M nprng A p np

SalwMTa haEfnoe M Nanok IEXPLORE.EXE
Bef-KoHTponb YkamuTe Npasnna, NONKTHEY SPaHAMAYS pa M APYrHE HACTPOMKM ANA A3HHOMD NPHADHKEHKA.
- [THYHEIE AaHHEE x 2
Peknama H cafiTel Obwme @W% KonTpone Anti-Leak  Sawmta cvcTemer  MapameTpetl
¥HypHans!
1113 AlEe B Hoeoe. ..
*Pazpel Awee T
*Paspewate MoxoaAwes TCP anA IEXPLORE.EXE #1 T .
*Pazpewate Mcxogawes UDP Ha DNS ana IEXPLORE.EXE
KonupoBsaTe
¥AaniTE
EHwz
lae nporokon TEP
W HanpagneHue Moxonauee
W yganenHei agpec MY COMPUTER
Paspewate
Ok OTHMEHS

Puc. 12.24

Bot Takas HacTpoiika mo3BoJsieT "He MyuuThCcA" ¢ mpaBWiIaMM s ""CBOMX' KOM-
NbIOTEPOB (TEMH, YTO B AOMAllHEeH ceTH), 0003HAYMB WX B JIOBEPEHHOH 30HE
(puc. 12.25).

B Outpost Firewall ecTb B0O3MOXKHOCTh BeCTH YepHbIi crivicok Juis [P-anpecos, He
JlaBasi UM HMKaKOTO TaHca MpOOUTHCS 10 pecypcoB KommbioTepa (puc. 12.26).
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HacTporkd

OBwue
KoHdMrypauma
OGHOENEHHE
Irnproveiet
OnoBeWEHHA
MNMpaeyna A nsa NpHNoMEHWA
EpaHaMayap
CeTeBbIE NPaEHNa
HacTp I
- JeTerTop ataK
-~ Bnoknpoeka IP
MpoaKkTHBHAaA 3aMTa
Anti-Leak
SAWMTE CHETEME! H MPHAOHEHHRA
SawmTa hafnos v nanok
Beb-KoHTpon
THHHEIE A&HHEIE
Pernama v caiThl
HypHanoi

Aapec

192,168,0,0 (255,255,255.0)

OnpeaenTe

WHboprauma
192,168.0.0/255. 255, 255.0 (MokaneHas)

BHHMaHHe! C AaHHOM CETEH) paspewweH NHBoH obMEH AaHHEIMM,

|:| PErvcTpHpOEaTE WHPOKOBSWATENEHEIE cooBlWEHHA NetBIOS

ONpeAenATL HOBLIE CETH AETOMATHYECKH

MetBIOS AoEEpo

AoBaBHTE. .

Ok

SoHa MAT

OTrEHS

¥AanuTe

[ Bnokvpoeka IP

e aapang

Puc. 12.25

HoBeiA aapec

Aapec: |

Aapec
175.187.106.157
157.45.120.20
37.143.9.140
§5.30.110.254
175.63.65.165
91.105.232.25
§9.202.172.246
§9.120,221,150
9 79.145.102.239
10 221.2.209.46
11 94.23.45.14

12 195.20.69.74

[=ENI- T, RV N

KOMMEHT 3pHI

FOMMEHT SpHE

¥rawHTe IP-a4pec y3na, AManasoH 34pecos, IP-aApec © MACKOH NOACETH MM ADMEHHOE HMA, JNA Pa3PEEHHA
AOMEHHOD MMEHK HEDSXD,\’J.HMD HANK4YKE HHTEPHET-C0S AMHEHKA,

|
]

-

¥AANKTE BCe

MRopT. .

SKENOPT vy

O

OTMEHS I
b=

Puc. 12.26
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B cnyuae Hanmuus mogo3pUTENBHOTO TAKeTa ¢ XOCTa M3 CMUCKA OJIOKMPOBAaHHBIX
Bbl OyJieTe yBeOMJIeHbl 00 3TOM COOTBETCTBYIOIIMM COOOIICHHEM B Tpee KOMIIb-

torepa (puc. 12.27).

HeTeKTOp aTak IporpamMmmbl MO3BOJIACT BKIIIOYUTH WU BBIKJIHOYUTL PEIKHUM obHa-

Py XKeHHsl TO UM UHOM ceTeBoii aTaku (puc. 12.28).

&‘J bnokupoeka IP
b

3aBA0KWPOBAH NOJO3PUTEAEHBINA NakeT,
¥3en: 187.45.120.20

YaaneHHud agpec: 187.45.120.20 (3962)
NokaneHblid agpec 192.168.0.100 (30)
MpoTokon: TCP

Mpaswao:

Puc. 12.27

AeTexTop atak

i

IREEERRREEEREROREORO

E&'ﬁaﬁg | AONOAHATENEHD

Qutpost Firewall Pro moxeT 00HSpY¥HMEATE M NPEAOTERALWLATE
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B umeroiemcs Habope pazinMUHBIX CPEACTB AJSl MPOTUBOACHCTBUS XaKepam Mpo-
rpamma Outpost Firewall HacTonbko 3ameuaresibHa, YTO TOBOPUTh O HEM MOXKHO
OUY€Hb MHOTO.

MBI ke POCTO YIMOMSIHEM €l11€, YTO B HEH UMEIOTCS: MPOAKTUBHAS 3alluTa BHYT-
PEHHUX KOMIOHEHTOB, aBTOMAaTH4eCKOoe OOHOBJIEHHUE CUCTEMbI 0€30MacHOCTH, BeO-
KOHTPOJIb, BHYTPEHHSA 3allMTa CAMOM POrpaMMbl U MHOTO€ ApPYTOe€.

[Ipn m3yuenun HacTpoek (halipBOJIOB, BEPOSITHO, Bbl CTOJIKHETECH C ONWUCAHUEM
BO3MOXXHOCTH HaCTPOMKM AMHAMMUYECKHUX MpaBui (GUIbTPALMU CETEBOro Tpaduka.
Takuie MoaxoAbl YacTO MCIOJBL3YIOTCS B MPOMBILICHHOM aKTUBHOM CETEBOM 000-
pyaoBanuu. Ecnu kpatko, To npaBuiamMu (GUIBTPALIMKM pa3peliaeTcs TOJIbKO BXO-
It TpaduK Ha OAMH MOPT (MJIM OrpaHUYEHHOE YMCIIO TIOPTOB) M BKJIFOUAOTCS
OMLMH, pa3pelialolie TeHepUpoBaTh BpeMEHHbIe (Ha Mepuoj paboThl TEKYLLEro
CETeBOr0 B3aMMOJIEHCTBUS) TpaBwia (uiabTpauuu. be3 3ToW JOMOIHHUTENBHOM
OMIIUM CETEBOr0 B3aUMOJICHCTBUs MPOCTO He OyHeT, T. K. UCXONAIIMN CEeTeBOM
TpaduK SBHO He pa3pemaercs, T. €. "oTBeT Mo ceTu' 3ampemneH. Onius Mo3BoyseT
B OTBET Ha BXOJALIWI MO CETH 3alpoc pa3pellnTh €lle HECKOJIBKO CETEBBIX MOP-
TOB, KaK BXOJSLINX, TaK U UCXOIINX, O KOTOPBIX "OroBaprBaroTcs’ MeXIy co-
0011 KOMIIBIOTEPHI MPH NIEPBOM 3aMpoce.

Takoi moaxox B pa3bl COKpaIlaeT MepeueHb pa3pelieHHBIX SIBHO CETEBBIX MOPTOB,
obecrneunBaeT >KeCTKUM KOHTPOJIb ceTeBOro Baumoneiicteusi. OnHako Oonee ne-
TanbHOE OINUCAHWE MPABUIBHOW HACTPONKM JUHAMHYECKHX TpaBUI (HUIbTpaLUH
noTpedyeT HeMalloro KOJIM4ecTBa TeOpuH M3 objacTu TeiekommyHHUkaimid. [lo-
3TOMY, YUMTbIBas BCIO 3((EKTUBHOCTb NAHHOTO MOAXONA, >KEJAloLIUM €ro Hc-
MOJIB30BaTh CIIEAYET MOTPAaTUTh BpEMS HA M3Y4YEHHE OJHOTO W3 MHOTOYMCIIEHHBIX
Y4eOHHKOB 110 OCHOBaM KOMITbIOTEPHBIX CETEH.

Y HEKOTOpPBIX CHECHHUATMCTOR B 00JaCTH MH(POPMALIMOHHOM 0€30MacHOCTH CYIIEeCT-
BYeT MHEHHE, YTO BpeMs CHeLHaIM3UPOBaHHBIX (alipBOJIOB, BBIMTYCKAEMBIX CTO-
POHHHUMH MPOU3BOIUTENSIMH, [T JOMAIIHUX KOMITBIOTEPOB MpoXoauT. IIpowmcxo-
JMT 5TO OT TOTO, YTO C BBIXOJOM Ka)KIOW HOBOM BEPCHU OMEPALMOHHOM CUCTEMBI
BCTPOCHHbIe B Hee (alpBosibl pa3pabOTUMKK JeNaroT Bce 0osiee COBEPLICHHBIMMU.
3TO0 AOCTATOYHO CMOPHO. Bpemst mokaskeT — mpaBbl OHU HUJTH HET.

[Mpexxae yeM 3aKOHUMTH TeMy (halpBOJIOB, XOTENOCH ObI OTMETHTD, uTO B UHTEp-
HeTe, B €r0 COBPEMEHHOM peasiu3alliK, YK€ HEBO3MOXKHO pacroJiaraTb pecypchl
0e3 kakoi-nmubo 3amuTHOl cTeHkU. O Bce Oojiee Bo3pacTarolleil akTUBHOCTH 3710~
YMBILLJIEHHUKOB TOBOPUT CIEAYIOLMNA pUMeEp.

VY aBTOpa 3TOW KHUIM U1 HEKOTOPBIX JIMUHBIX HYXKJ yxe MHoro JieT B MHTepHeTe
HaXOJMTCs TMOCTOSHHO BKJIFOYEHHBIA HEOOJBIION, MPOCTEeHbKUN CalT, Ha OCHOBE
IIS Microsoft. OH He uMeeT 0a3 JAaHHBIX, BBHIMIOJHEH HA YCTapeBalolled BepcHUH
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OTepallMOHHON CHUCTEMbl, TEM HE MEHee OCHAIIEeH CIelHaTbHBIM MPOrpaMMHBIM
obecnieuenneM (urlscan), yCHITMBAIOIMM 3alMIIEHHOCTH caiiTa. DTo mporpaMMHoOe
obecrieyeHue BelleT cOOCTBEHHBIE JIOT-(aiiibl, MO KOTOPHIM MOKHO CYJUTh O Xa-
pakTepe aTak KOHKPETHO Ha BeO-cepBep. XoTs (3TO cAeNlaHO CMELHAalIbHO) CepBep
He umeet cobcTBeHHOoro DNS-umenn B UnTeprete (1 dynamic DNS toxe), Tem He
MeHee, KOJIMYECTBO pa3/IMuHbIX Hama 0K, CKAHMPOBaHHUI MOpaxaerT.

Ha puc. 12.29 npuBeneHa cTaTUCTHKA TOJBKO 32 MOCJIEAHUE NATh JIET.

Puc. 12.29

A Beib yUMTHIBAJIMCH TOJIBKO T€ Cllyyau, KOrJa aTakd JOXOIWJIM 10 BeO-cepeepa
no nopty 80, T. k. pakTuuecku calT HaxoauTcs 3a AByms daiipBonamu. [Ipuuem
2013 ron euie He 3akoHuUMIICS. Pa3inyHble Mo XapakTepy Mpod aTaky ¢ OJHOTO aji-
peca B OOHO BpeMsl CUMTAIUCh Kak oAHa aTaka. ONHOTHITHBIE HamaJeHUs ¢ pas-
JTM4HBIX [P-anpecoB B KOPOTKHI MPOMEKYTOK BPEMEHH TaK)Ke CUMTAINCH KaK OfHa
aTaka.

[Touemy-To, HaunHas ¢ 2012 rona, pe3ko Bo3pociio koiauvecTBo atak. M XoTs reo-
rpadus npuHaaieskHocTH [P-aapecoB oueHb oOlIMpHA, TEM He MEHEEe MOYKHO OT-
METUTb 0OJIbILIOE X KOJMUYECTBO (M, HAaBepHOE, ake OOJBIIYIO X arpecCUBHOCTD)
n3 Kuras.
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12.5. NpepocraBneHue
MMWHMMYMa NMOSTHOMOYUM,
orpaHuYeHHasi nporpamMmmMHas cpeaa

HOHHTHO, YTO Ye€M MEHbIIE MOTHOMOYHM Y OOJIb30BaTejid CUCTEMbBI, TEM MCHbLIIC
BEPOATHOCTH TOI'O, YTO:

O OH JHUYHO YKpaaeT Ujinu O3HAKOMUTCA CO CBEACHHUAMU, KOTOPBLIEC €EMY U HE I0JIO-
JKEHO OBLIO 3HAaThb,

O mocpencTBOM ero y4eTHOH 3anvcu OyAyT MOXHMIIEHBI U MOBPEXKISHBI T€ JaH-
Hbl€, KOTOpbIe OBbLITM TOCTYITHBI 3TOMY MOJIb30BATENIO M3-32 HApYyLIEHHUs 00CYXK-
JaeMOro NpUHLMIA;

O Oyxaer HapylleHa pabOTOCIOCOOHOCTh CHUCTEMBI, BO3MOXKHO, JIaXKe HE YMBbIIII-
JIEHHO, a B CBSI3U C HU3KOMW KBaJM(pHUKAIUEH MOJIb30BaTelIs.

TakvM 00pa3zom, MpU HapylIEHWH TIPUHLIMIIA MPEAOCTABIICHUS MOJIb30BATEII0 MH-
HUMyMa HEOOXOJIUMbIX MOJIHOMOYMN HAIMIIO TMOJHBIM HAaOOp yrpos, HapylieHue
KOH(UICHIIMATIBHOCTH, JIOCTYTHOCTH U LIEJIOCTHOCTH!

®paza "HeoOXoaUMBIHT MUHUMYM'" — KirodeBas. [[ms paGoTel monb3oBaTemnio He-
00X0AMMO AaTh KaK MOXHO MEHbILIE MpaB, U €CliM y Monb3oBaTens "oroOpars"
JOCTYTI K JIIOOOMY U3 JOCTYIHBIX €My PECYPCOB, TO OH yXKe He CMOXKET paboTaTh.

B npombIuIeHHOCTH TOCTYN MOJIB30BATENS PETJIAMEHTHPYETCSI OUYEHb TLIATENIBHO,
C MepevyMciIeHrueM ero npas B 0a3ax JaHHBIX, K peecTpy M Karajaoram >KeCTKOro
JIMCKA, JOCTYI K ITyHKTaM MEHIO U pecypcam NPUKIIAJHON MporpaMMsl, MPUBUIIE-
MM Ha YpOBHE OMEPaLMOHHON cUCTeMbl U T. 1. M3 mpakTuku pa3paboTKM Takux
nepevHel — 3TOT JOKYMEHT MOXKET JJOCTUTaTh JECATKOB CTPAHMLI.

B conMMAHBIX yUpexIeHUAX XOTs Obl CYIIECTBYIOT PErIaMEeHThI, IMEIOTCSI a IMUHH-
CTpaTophl, ci1yxk0a 0e30MacHOCTH, U CTPOTO CJIEIAT 3a COOJIOJCHUEM yKa3aHHBIX
NPUHLIMIIOB.

Yro ke kacaeTcs KOMMBIOTEPOB B OBITY WM B HEOONBIIMX YUPESIKICHUAX, KAK Mpa-
BWJIO, B JIYULIEM, PE€AKOM CJiydac€ Bbl YBUAUTE, UTO I0OJIB30BATE/Ib XOTh U pa60TaeT
HC Mo y‘[eTHOﬁ 3alMcbi0 aIMUMHUCTpPATOpPa, TEM HE MEHEEC UMEECT IpaBa aIMHUHU-
cTpaTtopa (BKItoueH B rpynny). U, He Gosiee Toro!

Jli1s TOro 4yToOBI MPOULTIOCTPUPOBATH, KaK HAa MPAKTUKE MOJOXKUTEIbHO cpadaThi-
BaeT MPUHLMIT HA3HAYEHUsT MUHUMYMa MOJHOMOYMM, MPUBEIEM peajbHYIO0 HCTO-
puto.

B tpyansie 90-roael B cTpaHe MOSBUIMCH MEpBbIe TUIaTHBIE MJIMTHBIE 001e00pa3o-
BaTeJIbHbIE LIKOJIbI, B KOTOPbIE MOTJIM MOMAacTh TOJbKO J1€TH "He MpOCThIX" poau-
TeJen.
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ABTOpa 3TOW KHUTH TOMPOCWIIM TOT/Ia CllelaTh B OJHOM TaKO# IIKOJE KOMIIbIO-
TepHyIo ceTb. CIIOBEYKO 3aMOJIBHII BBICOKOTIOCTABIIEHHBIN IMara OJHOTO U3 YUeHH-
KOB, KOTOPBIH TakvuM 0Opa3oM MPOCTO XOTesl OKa3aTh INKOJIE TIOCHIBHYIO POMAM-
TENbCKYIO, a 320[HO U Ie(CKYIO MOMOLLb.

[To cioBaM AMpeKTOpa LIKOJIBI, ¢ KOTOPBIM MBI TMPEIBAPUTENIEHO MOOECe10BaNIH,
yuutess MHGOpMATUKK B 1LKoJie OOJblIe OJHOrO roja Mo4eMy-To paboTaTh He
XOTeNu. YBOJbHIUCH. [103TOMY BCsl TeXHUUECKas 4acTh Kjacca MHPOpPMaTHKU U
Obula TaKk HEOpraHU3oBaHHA. X03sMHA HUKOra TOJKoM He Obuto! HoBas yuutens-
HHILIA cama CeTh cJesiaTh He MorJia!

Korza mMbl ¢ ToBapuilieM BIiepBble OKa3allCh B KOMIBIOTEPHOM Kjlacce M Havaliu
paboTaTb, TO Y>KaCHYJIMCh. Y3KacCHYJIMCh TOMY, Kak Besau cebs 3ty netku! Iloapo-
cTku Obmu mpocto avkumu! MM paspemanocs Bce! Takoro Mbl, BOCIIUTaHHbIE
B COBETCKOH LIKOJIe, He BUAENM HUKorga. Buaumo, 3meck cunrtanoch, 4To yHEHUK
JOJKEH ObITh CBOOOAHBIM! YuMTENIO He pa3pellasoch JOBIETh HaJl MOJPOCTKOM.
Cuwnranoch, HaBepHOE, YTO OTCYTCTBHE CBOOO/BI MOTJIO TPaBMHUPOBATh HEOKpETI-
e oHble Ayld... JleT 6e3 orpaHW4eHus] MepelBUraliiChb BO BpEeMs YPOKOB
(maxe BHe Kjacca), FPOMKO KpUYalli, Ipajiuch, MIEBAIMCh, KUJATUCh, OrPbI3AJIUCh
Ha 3aMeyaHus yuuTelbHHULblL... Komynanu Bce, 4To momagaioch mof pyky... Pec-
nyonuka LKW/ B coBpemenHoMm ucnonHenuu. locie vaca npeObiBaHHusS B 3TOM
cymaclealieM J0Me XOTelnoch MUTh obOe3dosimBaroliee Ajs roJOBbl, M BOOOLIE
MUTb...

Jleno elie OCIIOXKHSIIOCH TEM, YTO KOMITBIOTEPbl HE UMEITH )KECTKUX JTUCKOB, TaKO-
BOM OBIJT TOJILKO HAa OZIHOM KOMITBIOTEpE, KOTOPBIi Mpeanoaraioch HCMOIb30BaTh
B kauecTBe cepBepa Novell Netware. Heo6xoaumo ObL10 opraHuzoBaTh paboTy
0€3MCKOBBIX CTAHLMI TaK, YTOOBI OHHM 3arpy>Kajluch C CETEBOM KapTbl, 000pyaO-
BaHHOW MHUKpPOCXEMOH MaMsTH, B KOTOpPYIO "MpollrBanack” (3anuchbiBaeTcs) CKOH-
¢durypupoBaHHas 111 HauaJIbHOW 3arpy3ky crielMalibHas nporpaMma.

Crano sicHO, YTO eclIi CeTh cliejaTh HeMpOAyMaHHO, TO ee CJIOMAlOT Ha ClieAyro-
LU ke JeHb! A TPUXOIWTH CIOAa He XOTesloch OoJblie Hukorda. [lomBeprath
CBOIO TICUXUKY OMACHOCTH — 3TO yxk chuikoM! HykHO ObLIO Tak OpraHU30BaTh
UepapxXvuecKyl0 CHCTeMYy pacrpeelieH|s MOJTHOMOYMN Ha (ailoByI0 CHUCTEMY
Y yrpaBJeHHe OINEepalrOHHON CHUCTeMOH cepBepa, YTOOBI CJIOMaTh Bce 3TO OBLIO
HEBO3MOXKHO.

W MBI opraHM3oBalli Takylo cUCTeMy. BbIJIO MperycMOTpeHO Bce, Jaxke BOCCTa-
HOBJICHHUE OCHOBHBIX MPUKJIATHBIX TIporpamm. [1oaHBIX mpaBs, T. €. npas MoJib30Ba-
Tens Supervisor (3To cyneproiib3oBatesib B Novell Netware), He ObLIO JaHO HUKO-
Mmy. Jaxe yuutemo! XoTs yunTesib U 00Ja/iajl HEKOTOPhIMH HEOOXOIUMBIMU JIJIst
OCYIIECTBIICHHUS €ro ACSITeIbHOCTH OOIBITUMHU TIOJTHOMOYHSAMMU, YeM YUCHUKH.

Tak kak MBI TpeABHUAETH, YTO M 3Ta MOJOAAs Y4YUTENbHULA MpopaboTaeT 31ech
HeNoJro, To Oblla HamWcaHa MHCTPYKUMS AJs yuurtens. B goctarouHo skcieH-
TpruHOM ToHe. Teker ee ObuT npumepHo Takoi: "Ecnu st BAHJIUTBI cnenator
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TO-TO W TO-TO, TO YYMTEIIO HYKHO TPOM3BECTH TO-TO WU TO-TO... Ecnm 3Tm
XVIJIMT'AHBI...".

[ToMHHTCS, YTO B MHCTPYKLMHU MOYEMY-TO He OBbIJIO HU OJHOTO MPHIMYHOTO YIIO-
MHWHaHHs OCHOBHBIX NMOTpedUTeNnel yCIIyr Toi ceTH (K uemy Obl 3T0?).

B nokymenrte Taroke ObUIM yKazaHbl KOOpPAMHAThI aBTopa. JlMpeKTopy ILIKOJBI
B JIOBEpUTEIbHON Oecele pacckasaiu, 4To paboTaTh OYEHb Ja)ke BO3MOXKHO M He
3Hast maposis cynepnosnbs3obarens. ! Eciu kTo-To X0Th pa3 ero y Hac norpe0yer,
Mbl ¢ ynoBojibcTBHeM ero ornaaum! Ho B TakoMm ciywae noroBopumcs cpasy:
MyCTh HUKTO ¥ HUKOTJIa He o0palaeTcsi K HaM ¢ Mpock00i peMOHTHPOBATH CETh.

ABTOp A0 CHX MOpP FOPAMTCS TeM, YTO Ta CeTh MpopadoTana M BHICTOATIA OKOJIO
YeThIpex JieT, 0e3 KaKOW-TM00 TeXHUUECKOH MOIEPKKH M aAMUHUCTPHUPOBAHMSI.
B Takux ycnoBusx 3To npocto uyao!

Het! KoneuHo, 3a Te uyeTbipe roga K aBTopy pas NnsiTh 00pallanuch HOBEHbKHE, MO-
Jlofple y4UuTells MHPOPMATHKM € MPOchOol COOOLIMTL 3aBETHBIM Maposib SIKOOBI
MOTOMY, YTO MM 3TO OY€Hb HY>KHO AJisl paboThl. U Kaxkaplil pa3 UM MpSIMO HU B UeM
He OTKasblBau. MIX mpoCTO Mmockian K AUPEKTOpY LIKOJBI, YTOOBI TOT Jail pac-
MUCKY-TIOATBEPKAESHHE, MOJ, OOJblle HUKTO M HUKOTAAa HE OOpaTUTCS K Ham
¢ mpockboil 0 peMOHTe 3ToM ceTH... Hy)kKHO oTaaTh AOJKHOE TOMY OUPEKTOPY —
BTOPOH pa3 HU OJMH YyUUTENb TaK U HE MPULIEN, PaclUCcKy He AaBaju!

[IpaBna, ceThb, B KOHEYHOM HMTOTE, BCE ke clioMaiid. Ho ciiomanu He neTH, a mpocTo
OJTHAXKIIBI CAEJIAH €€ MOASPHHU3ALHIO. ..

I[yMaeTCH, YTO 3TOT IMpUMEP Y6eI[I/ITeJ'[BHO MOKa3bIBa€T, KaK MpUHIUII MUHUMYMa
npeaocTaB/ICHUA MOJITHOMOYMH pa60TaeT Ha 6e30MacHOCTh U HaJCKHOCTbD.

[Iponomxkas >xe TeMy MpeAOCTaBIEHUS MOJHOMOYMI, XOUeTCsl 3aMETHTh, YTO €CITH
BaM MPUXOAWUTCS MPENOCTaBNIATh yJAEHHbI OCTYN K CBOMM (aijioBBIM pecyp-
cam, To o0paTUTe BHUMaHHE Ha HAJTMYKE JIBYX pyOekeil.

[TepBblit — 5T0 goctyn ¢ mpaBamu "uteHue", "waMeHUTh", "MoOJHBIA AocTym"
K pecypcy, o0bsBIeHHOMY o0mum (puc. 12.30).

Bropoit — 310 npaBa Ha ypoBHe ¢aiinoBoii cuctemsl (puc. 12.31).

Ecnu monb3oBarens obpatuics k katanory Buhs ¢ koHConM KoMmmbloTepa, Ha Ke-
CTKOM JIUCKE KOTOPOT0 HaXOAMTCS 3TOT KaTallor, TO Ha Hero (Nosb3oBaTess) aei-
CTBYIOT onuuu ¢ Bkiaaku bezomacnoctb. Ecnu nonb3oBatens oOpatuiics K Karta-
nory Buhs mo cetu ¢ apyroro kommbioTepa, TO Ha HEro ACHCTBYIOT W OIILWH
¢ Biaaku besonmacHocTb, u onuuu obwero goctyna. Ilpu sTom duaxok 3ampe-
THTb Ha JIIOOOM YpOBHE UMeEET MperMyLlecTBo nepel ¢aakkom Pazpemnts.

TakvM 00pa3om, BbI MOXKETE pa3pelinTh IOCTYII K pecypcam JIpyroro KOMIblotepa
JUTSE KOHKPETHBIX TOJIb30BaTeliel, a OCTAIBHBIM €ro He TpeJOCTaBisATh WU 3a-
MIPETHUTb.
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1. Ceonctea: Buhs &2 B ) .
_|1 | Paspewenna gna rpynne "Buhs"
PacinpenHan HacTpoika obLLero jocTyna &3 Paspeliein AnR OBLErD pecypea |
OTKPEITE 0BLMA 4OCTYN K 3TOM Nanke [pynnb! W NonesosaTeny:
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A Bce
Wma obwero pecypea:
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OrpaHu4MTL YMCN0 OAHOBPEMEHHEIX |
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Paspewnte 3anpemts
MonHert focTyn [ [
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Yretime [
PazpelweHna ] [Km.l.w)oaaﬂue ]
[ OK ] [ OTmMeHa ] [ MpUMeEHUTE

T FISMEAR TG 3 10T Napaee 10 FIORHD qepes Cen 10 P IDGE e Hee.

CETAMK U DﬁQMM AOCTVMOM.

Noppothes of YNDSENEHMA BOCTYNIOM W DASDEWEHAAY

[ DK_] [ Omeqa ] [ MpuMeHnTs

Puc. 12.30

Ceoicrea: Buhs

(=]
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Zanurs i
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NapameTpbl, HEXMWUTE KHONKY
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BesonmacHocTe

Wma obbexTa: C:h\Usersdns-shop'\Desktop*Buhs

rj)"l'll'lbl MM NONbS0BEETENN.

-acﬂc‘rema
2 dns-=shop (SERGC'dns-shop)
2, AamurmeTpaTopsl (SERGO AnMHICTDATOpS)

S A AHOHUMHBIA BXDO

lﬂnganunz... ] [ ¥nannts ]

Paspewenna ana rpynns
"BHOHWMMHEIA BXO 0" Fazpewwts Janpemime
MonHelit gocTyn Tk
MameHerne .

YTeHWe W BEINONHEHWE
Crvcok coaepamoro NankM
Yretne

Nogpoties of yNDEBNEHUM SOCTYTIOM W DE3DEWIEHHAX

E QK ] I Cmmena ] | MpmeHiaTe|

oOoo@E

Mogpofines of ynpasneHny 4OCTYNOM W DESDEWEHNE

Puc. 12.31
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Tema ynpasieHus 10CTyNoM O4eHb OOLIMPHA, T. K. Ppe3yJbTUPYIOLLME NpaBa 3aBU-
CAT OT TOr0, KAKUM TpyInaM paspelleH AOCTYI, B KaKhe IpyMIbl BXOJUT yueTHas
3aIuch M0JIb30BaTe s, HAac/leAyOTCs JIU IIpaBa OT POAUTEIbCKOro Karajora u T. 1.,
MO3TOMY Jajee 3[eCh He AeTaIu3UPyIOTCA.

Vpesanue npas nosb3oBatelis B LeAIX MHGOPMALMOHHONW 0€30MacHOCTH MOXKHO
NPOJIOJKUTh, OPAaHUUMBAs HE TOJILKO JOCTYN K (ailjioBbIM pecypcam, HO U CO-
Kpalasi porpaMMHYIO Cpefly B Mpejienax ONepaloHHONW CUCTeMbI, ¢ KOTOPOH OH
paboTaer.

[IpumeneHue orpaHUYeHHON MPOrPaMMHOI cpelibl — 3TO MOLHEeWIIN pyOexk s
37I0yMBIIUIEHHUKOB WIIM OT HEyMeJbIX AeWCTBHM, olMOOK paboTHHKA, MpUMEHse-
MBI{ A71s1 oOecrieyeH s JOHKHOro ypoBHS MH(POPMaLMOHHOM Ge30MmacHOCTH.

[IpencraBbTe cebe, YTO HAa KOMIbIOTepe OyXrajirepa KpoMme 3arycka Oyxrajirtep-
CKOM mporpammbl He 3amyckaetcst 6onbiie Hudero! Jlaxe 6payzep! To ectb mosb-
30BaTeso (He aIMMHUCTPATOPY) TPYAHO BHECTH Ha KOMIIbIOTEP BPEIOHOCHBIH KO,
TpyZaHO "3a1e3Th" KyHda-HUOYAbh B HACTPOWKHM OIMEPalMOHHON cUCTeMEl... BooOre
BCE, KpPOMEe OCHOBHOM paboThl, T-p-y-I-H-0 ocyiiecTBUMo! A uto ere TpeOyercs?!

g opranuzauuu Takod cpeibl HEMIOXO MPUMEHUTH ClelMaIu3UpOBaHHbIE MPO-
rpaMMHO-anmnapaTHble CpeACcTBa 3allUThl OT HECaHKLUMOHUPOBAHHOIO MOCTYTIA,
takve kak "Axkopn" wiu "Cobonb ¢ SecretNet". 310 cepTUQHUIMPOBAHHBIE TPO-
IOYKTBI, U CTOSIT OHM HeneuieBo. [loaToMy eciiv Bbl MHIMBUAYaIbHBIN MpearnpyUHU-
MaTesb WIM BOOOIIe 3aJyMaeTe OCYIIEeCTBUTh MOJOOHOE HAa JOMALIHUX KOMIIbIO-
Tepax ¢ Windows, To NpUaeTcsi BOCMONb30BaThCs IPYIIOBBIMUA MOJIUTHKAMH.

Jns Havana BaM HEOOXOOUMO OMpeNeNIUTbCs C MepedHeM 3ajay, KOTopble OyayT
pazpelueHsl MoJb3oBaTento. [Ipeanonoxkum, BalieMy €IMHCTBEHHOMY HaeMHOMY
pabOTHUKY AJIsi TOTO, YTOOBI OH He 3aHMMaJICsl Ha paboTe 4YeM MOMallo, HYXKHBI
tonbko Word, Excel, brnokHoT u Kanekynsrop.

Jns Hayana ero yueTHas 3anMcCh He JOJKHA HAXOJUTHCS B IPyMIe aAMUHUCTPATO-
poB. A HacTpolika orpaHMYEHHONH MPOrpaMMHOMN Cpeibl, HapuUMep AJs onepaiy-
OHHOW cucTtembl Windows 7, MPOM3BOAUTCS CIIEAYIOIIMM O0pa3oM: 3aIlycKaeTcs
ocHacTka gpedit.msc.

B mosiBuBIIEMCS OKHE peaakTopa rpynmnoBoil nmonutuky B pasnene Kondurypa-
OHusl MOJIL30BaTeNfl | AAMHHHCTpaTHBHBIE mAabaoHbl | CHcTeMa HaxoauMm
B CIIMCKE CIpaBa BBHINOJHATH TOJIbKO YKa3aHHbIe Npuio:kenus Windows
(puc. 12.32).

JIBaXkIibl 1I€7IKAeM 0 3TOMY COCTOSIHUIO, B MOSIBUBIIEMCS TUAJIOTOBOM OKHE yCTa-
HaBJIMBaeM MepekiouaTesb BraoyuTs, HaxxumaeM kHorky ITToka3aTh U BHOCUM
Ha3BaHWs HaAUIMX pa3peuieHHbIX nporpamm: winword.exe, excel.exe, notepad.exe,
calc.exe (puc.12.33).
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Puc. 12.32

OGs3arenbHO npoBepsieM paboOTOCMOCOOHOCTD, Mepe3arpy3uB KOMIBIOTEP U OCY-
IECTBHB BXO/Jl B CUCTEMY C YUETHOMH 3aMMChbiO OrpaHUYHMBAEMOr0O MOJIb30BaTENS.

HaBepHoe, HekoTOpble 4MTaTENM, MbITasCh 3allyCTUTh HA CBOMX KOMIBIOTEpax
¢ Windows 7 ocnactky gpedit.msc, OyIyT CHIIBHO pyrarbcs MO TOW MPUYMHE, YTO
He HalayT ee Ha CBOMX KoMmImbtoTepax. MoxeT ObiTh, 3TO 1 Xxopoiuo! Xopolo He
TO, YTO BbI OyJeTe HaC pyratb. A XOpOLIO TO, YTO Bbl HE UCTIOPTUTE CBOW KOMIIBIO-
Tep, MOTEepsIB HAJA HUM KOHTPOJIb (Jayke MoJ YUETHOM 3alluchio aAMUHUCTPATOpa),
Npy HeBepHOH ero HacTtpoiike. He 3a0biBaiiTe mosjb30BaThCs sl SKCIIEPUMEHTOB
BUpPTYyaJbHbIMU MaliMHaMu. He cityyaiiHo Mbl paccMOTpesid MX Tak nmoapoOHO pa-
Hee (cm. enasy 8).

Ho noyemMy ke He Ha BceX KOMIbIOTepax 3amyckaercs ocHacTka gpedit.msc? Jleno
B TOM, 4TO BCe 3aBUCHUT OT Bbimycka Windows 7. YTunuTa noctynHa B 6onee nos-
HbIX Beimyckax: Ultimate, Professional u Enterprise.

Yto ke ,IleJ'IaTb? Ckazartp 110 CCKPETY, MbI CIICLUATIBHO 3a4a€M 3TOT BOIIPOC. A eciu
Bbl mepecrpalmBacTe, T0, BUAUMO, NMPEALIAYHIUE IJ1aBbl HAallMCaHbI 3ps. Tak Hu-
Y€MYy BaC OHH U HE Hayqymn!
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Puc. 12.33

BapuanTtoB pewenust MHOXecTBO. HaBCKkHUIKY MprBeaeM MepBoe pelieHHe, KOTo-
poe MPUXOJUT B TOJIOBY (BEAb Mbl YK€ MHOIO€ YMEEM):

1. Hactpoiiky npousBegure y Apyra, Ha TOM KoMIbloTepe, rae gpedit.msc padora-
eT. inu Ha BUpTYyanbHOM MallvHe, YCTAaHOBUB HYXKHYIO BepcHio 6e3 perucrpa-
LMY, Ha BPEMS.

2. 3amycTUTe TMOJ Y4YETHOW 3amuChi0 agMHUHHMCTpaTtopa mporpammy Advanced
Registry Tracer myis pMKcalMy COCTOSHUS peecTpa 0 SKCIIepUMEeHTa.

3. Tlpom3Benute HyXHbIE HACTPONKH OTpaHWUYEHHOW MporpaMMHOi cpeasl. [1po-
BepbTe, YTO Bce paboTaeT, Tepe3arpy3vMBUINCH IMOJ OTPAHWYEHHOW YYEeTHOM
3anucklo. Eciii Bce cnoMasock — y0OeraiiTe OT rHeBa Jipyra.

4. BHOBB 3arpy3uTech Moj Y4eTHOH 3aluchbio aiMUHHUCTpaTopa. CBepbTe U3MEHe-
HuUs B peectpe (mpumeHuB naHHble Advanced Registry Tracer). Beirpysure He-
00X0UMYI0 BeTKY B (haiiyl (MM HECKOJIbKO BeTOK B (haiinbl). Kak nmpousBoauTh
BBITPY3KY W 3arpy3Ky HY>KHBIX HaM BETOK peecTpa, Takke ObLIO paccka3aHo
paHee.
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5. Ilpunecure >Tu (aiiyibl IOMOH W 3alyCTUTE UX HA CBOEM KOMIIBIOTEpE, BHECS
HeoOX0MMble U3MEHEHHS B PeecTp yxe y ceds.

6. Ilepesarpy3uBIlUKCH, NPOBEPBTE, UTO BCE paboTaeT.

Ecnu BbI camMu Bee 5TO MOHSUIM M MPOJENalid WK HAIIM IPYroe pelieHue, TO Bee
npeAbIyIKe TaBbl He Mpomnaid JapoM. Bbl Haydwsinch cTaBUTH ceOs HA MecTo
Xakepa.

3ameTum ele, 4To B 3TOM, KOHKPETHOM CiIy4dac, BO3MOKHO ObLI0 IMPOCTO pasbl-
CKaThb CIIpaBOYHHK KJIIOYer peecTpa 1 npoaeciiatb BCE UBMEHEHUA B pEECTPE BPYyU-
HYHO, paSOGpaBLHI/ICI:, r7e Kakoi KJIFOY 3a UTO OTBEYaeT IMpy BBEACHUU CITMCKa pas-
PEIIEHHBIX 3aJa4 ¥ BKIIFOUEHUU pEXKHNMa OrpaHHYCHU IporpamMmm.

Ectb naxe cnenmanbHbie TaOJIHMLBI COOTBETCTBUSI MEXKIy HACTPOHKAMH B peecTpe
1 mapameTrpamu rpynmnoBbix nonutuk — "Group Policy Settings Reference for
Windows and Windows Server", ©X MOXHO HalTH 37€Ch:

http://www.microsoft.com/download/en/details.aspx?displaylang=en &id=25250

12.6. HekoTopble pekoMmeHpaummn
no 3awuTte "AomMawHux" poytepoB

[IpaBunpHas 3amura "nomamHUX" MpPOrpaMMHO-aNMapaTHBIX POYTEPOB (CHHO-
HUM — MapIIpyTH3aToOp) B HACTOsAIIEe BpeMs UMEET OrPOMHOE 3HaUeHHe XOTs Obl
M3-32 MaCCOBOCTH NMPUMEHEHHUsI YKa3aHHBIX POYTEPOB.

Mpl yxe He pa3 3aTparvBajiv BOMPOC O HEKOTOPHIX HEJAOCTATKAX B MPOrPAMMHOM
obecrneyeHur poyTepoB, UTO OOYCIIOBICHO B MEPBYIO ovepellb WX ""MajoOroKeT-
HOCTBIO"!

[MpaBna, nmporpamMHoe oOecriedeHre HeMpepbIBHO COBEpIIIEHCTBYeTCs. B kauecTre
OJHOTO M3 HEOOJbIIMX MPUMEPOB OTMETHM, YTO B MOCIETHUX MOJAENIX Maplipy-
THU3aTOPOB MOsIBUJAach 3amevaresibHas (yHKLMS — BO3MOXKHOCTb aBTOpPH3ALMU
TOJIBKO TIPU BBOZE COOTBETCTBYIOMIMX Trpadudeckux cumMBoiioB ("kamya"). D10 mo-
3BOJISIET MUCKJIFOUMTh BO3MOXKHOCTB IMOj100pa mnaposieli aBromarudecku (puc. 12.34
u 12.35).

[IporpammHoe obecrieueHre Bce Bpems MeHsieTcs. JoGaBistoTcs B poyTepsl M
Ipyrue mnone3Hble GyHKUUKA. XOopolied MpakTUKOW SBJsieTCsl Mepuoauueckoe 00-

Puc. 12.34
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Log in to the router:

User Name :
O —

Enter the correct password above and

then type the characters you see in the
pcwrebelow. ||

8

Puc. 12.35

HOBJICHHE MPOLUMBKK poyTepa Ha OoJjiee HOBYIO BEPCHIO, KOTOPYIO MOXHO MOJIy-
YUTh C caiiTa Mpou3BoaUTENA. BO3MOXKHO, 3TO M CIMOPHOE YTBEPKAEHUE, HO BO
BCSAKOM clTydae B OOHOBJIEHHBIX BEpPCHSIX HCHPABISIOTCS OMIMOKH, T. K pa3padoT-
YUMKaMHU TPOAHAJIM3UPOBAHbI YK€ W3BECTHbIE YS3BUMOCTH, HAMJEHHBIE BO BpeMs
SKCIUTyaTalUu pOyTEpOB.

B npunoowcenuu npuseneH npuMep Ha KOHKPETHOM THUIE "OoMallHero poyrepa"
0 TOM, Kak opraHu3oBath "mpuss3ky" no MAC-agpecam, MpUMEHHUTD (QUITBTPALHIO
Ha pa3NWYHBIX ypoBH:X, BeIKMOUNTh QSS (Quick Secure Setup), yOpare ynanen-
HOe aJIMUHUCTPHUpPOBAHHE, UCTIONb30BaTh HY)KHBIH aJrOpuTM IH(poBaHUS, TPOU3-
BOJMWTH ApPYrHe Mojie3Hble A MOAAepKaHHus JOJDKHOTO YPOBHS 0€30MacHOCTH Ha-
CTPOMKHM...

Ho BbI cuibHO yauBHUTECH U, BO3MOXKHO, "3aKKlaeTe HAC LIANKaMu'', B OTHOLIEHUU
TaKUX pOYTEPOB MbI BCE >K€ MPUBE/IEM BCEro OJIUH IJIaBHbIA COBET — UX HACMPOIi-
KV HYJICHO HOPYYANs MOJIbKO cheyuanucmam. A BOT najee, y)ke HaXOAsICh MO Ma-
JIO-MaJIbCKUM TIPUKpbITHEM ("'TIpaBMIIBHO HACTPOGHHOTO" poyTepa), BCce OCTalIbHOe
BBl MOXeTe MPOOOBaTh U CAMOCTOSITENILHO.

HeonHokpatHo mpuxoguioch BUAETh "AbIpsBble" KaK CUTO, HACTPOEHHbIE Hecre-
LUATMCTaAMHU POYTEePbl, KOTOpPbIE JJIsl 9THX LieJieil Ha CKOPYIO PYKY HCIOJIb30BalIU
aBTOMATHYECKHil MacTep HaCTPOMKH.

W nocnennee: BeiOupas "PSK password", 3anaBaiite mapoib Takum, 4TOOBI €ro
HEBO3MOXKHO ObUIO MOA00PATh MO CIOBapIO:

O nnuHOM He MeHee 12 cuMBOJIOB (JTyuliie Ooblie);

0 He HOJDKEH BKJIIOYATh B cebs MMPOCThIC COYETAHHUA CUMBOJIOB U TEM Gouiee COB-
naaaromme ¢ BpasyMUTCIIbHBIMUA CJIOBAMU,

O n0KeH B ce0s BKJTIOYATh CHUMBO/JIBI, I_[I/I(bpbl M CIICLICUMBO/JIBI.

Takue ke TpeGoBaHUS MPEOBABIAIOTCS M K MapossiM YUYETHBIX 3alliceid, mpume-
HAEMBIX JJI1 aAMUHUCTPUPOBAHUS POYTEPOB.
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12.7. NMpocTtbie npumepsbl VPN

VPN — Virtual Private Network, nnu BupTtyansHas npuBaTHas (4acTHas) ceTb. To
€CTh 9TO CeTb, OPraHU30BaHHAas MOJIb30BATENIIMHA TIOBEPX KaKOH-THOO MyOIuuHOM
cetu (PDN — Public Data Network, myOnuuHas ceThb mnepegaud JAaHHBIX).
B Gomnbleit crenenn B kadecTBe MyOJMYHOM CEeTH HAac, KOHEUHO )K€, MHTepecyeT
HurepHer.

[TpuBatHocTs B VPN obecnieunBaercs 3a cuet mudpoBaHus Tpaduka MEeXIY XOc-
TamMHu. MBI ¢ BaMU yXe paccMaTpUBaIM MPUMEP, KOTOPBII TaKkKe, B KAKOU-TO CTe-
neHu, MoxkHO cuutatb VPN — ato cetb Tor, ncnonb3yemas XakepaMH.

B 3aBHCHMOCTH OT Ha3Ha4eHUsl, CMIOCOOOB peau3alyu, CTeNEeHH 3alIUThl, YPOBHS
CEeTeBOro MPOTOKOJIa, TUIA MPOTOKOJA CYIIECTBYET MHOXKECTBO Pa3jIMYHbIX BUIOB
VPN.

Jymaetcs, 4To B KauecTBe elle OAHOro npuMmepa Hac Oosee 3aMHTEpecyeT caMblii
npoctoid npumep VPN, peannsyemMblii Ha NPUKIAJHOM YPOBHE, JOCTYIHBINA Kax-
oMY WWIKOJMBHUKY. U He ciyyaiiHo B enage 9 Mbl yke ynmoMHHand o6 3Toi mpo-
rpamme.

B HacTtpoeHHO# a1t 06bIuHOrO coeauHeHus mporpamMme TeamViewer HeoOX0aMMO
¢ 00eux CTOpoH ycTaHOBUTH Apaiiep VPN. J[ist 3Toro Ha KaXKaoM U3 KOMITbIOTE-
poB B MeHio JlonmoanuTebHo | Onnun | JonoanurtensHo | Ilokazats gononnu-
TeJIbHbIe HACTPOHKH B paznene JlomojHHTe/bHbIE HACTPOHKH ceTH BHIOpAThH
Ycranosurs apaiisep VPN (puc. 12.36).

[Tocne HaXxkaTHs KHOMIKK Y CTAHOBHTD B IIABHOM MEHIO MPOrPaMMbI MOSIBUTCS OII-
st VPN (puc. 12.37).

VYcranoButrcst VPN-coennHenue, npu 9ToM OyAeT MokazaH CIeAYIOIINH 3KpaH co
craTuctukou (puc. 12.38).

Yto oveHb BakHO — ycTaHoBJIeHHOe VPN-coennHenune OymeT paboTaTh He TOJIBKO
s TeamViewer, HO v A apyrux nporpamm. Takum oGpazoM, Oynet obecrieye-
HO 3alIMIIEHHOe coeTMHeHHe uepe3 MHTepHer.

Takxe opranuzoatb VPN Mexay apyms komnbiotepamu ¢ Windows mnu Linux
BBI JIETKO CMOXKETEe M CaMU, MO OJHOM M3 MHOTOYHMCIICHHBIX MO/ICKa30K B UHTepHe-
Te. JNg co3maHus 3alMINEHHOrO KaHajlla ¢ 9TOM LEJbI0 MOXHO 3aIeHCTBOBATh
npotokou [PSec.

[PSec — 3T0 (OcHOBaHHBINA Ha psje CTaHAAPTOB) HaOOP MPOTOKOJIOB M allTOPUT-
MOB 3auuThl. OH obecrieunBaeT ayTeHTU(UKAUMIO U WKU(pPOBaHUE COETUHEHUIA
MEX/Ty OOIIAIOLMMHUCS CTOPOHAMH.

[IpodeccrnonansHo IPSec moxkeT, Hanpumep, MpUMEHAThCS A moctpoenns VPN-
COEAMHEHH ¢ MOMOLIBIO pa3IMYHbIX YCTPOUCTB (pupMbl Cisco: MapLIpyTH3aTOPOB
Cisco, 6bpannmayapoB CiscoSecure PIX, konuenrparopos CiscoVPN...
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C noMolsrs WP BEl MOMETE NOAKAKYHTECA K NapTHERY dYepes IP-aapec. 3Ta dyHKUKA
AAET BAaM BOSMOMHOCTE NONYYHTE AOCTYN K NAPTHERY K BCEM MpOrpanan, a He TONBKD K
Teamviswer.

AnAa NonyyeHHa AonoNHKHTENEHOA HHGopMalMK o YPM noceTHTE Bef-calT
bbb/ s, beanmyiewer, com

AKTHEHOE COEANHEHHE
WPM:

s 3AKPEITE COEAMHEHHE

COCTOAHKE

CoeapHeHme YPN paboTaet

Eaw IP: 7.244.169,1158

IP napTHépa: 7.246.248.228

Tpadwie: 75kE ) 115 kB
AeicTEMA

CYWECTEYHT ABE BO3MOMHOCTH HENONB30EaHKMA YPM. MEpEaA BOsMO¥HOCTE
FAKNMHEETCA B NONYYEHMH A0CTYNE K NapTHERY (KaK K Nrobomy KOMNERTEpyY B
NOKaNEHOA CeTH) Yepes MposoaHik Windows,

TECTOERIF 3X0-CHMHAN HENONE3YETCA ANA NPOEEPKM CKOPDCTH M CTABMNEHOCTH
COBAHHEHHA

aBNEHHE A0cTyna K dafinam Jepes Mp TECTOBLIA 3X0-CMMHAN

MHHMMHEHPOEATE

Puc. 12.38

12.8. Kak 6M3HecCMeHy 3aluTUTb CBOU AEHbLIU
npv AUCTaHUMOHHOM 6GaHKOBCKOM
ob6cnyXXuBaHuu

B enase 10 mbl yrke yIOMHUHAIH O TOM, YTO KOJIMYECTBO TOIMBITOK MOIIIEHHUYECTBA
MOCPEICTBOM IMCTAHIIMOHHOTO OaHKOBCKOTo obcmyxuBanus ([IbO) pacter ¢ kax-
JIbIM JIHEM B F€OMETPUYECKOI MPOTrPECCHUHU.

[loBTOpUM, UTO €ciM Ball KOMIBIOTEP NPEACTaBIISET AJsl KOro-TO MHTEepeC, TO Be-
POSITHOCTb Kpakh MH(GOPMALIMK C HEero omnpeaensercs Juub "OopkeToM", KOTO-
pBIH TOTOB MOTPAaTUTh HAa OPraHU3aLMIO XUIIEHHS 3JI0YMBILUIEHHUK, B€Ab OH MO-
JKeT MpOCTO 3arylaTUTh 3a OpraHM3aluio orpalsieHusl Ballero noMa uiau odwuca.
OTO mpeaucaoBrUe K OTBETaM Ha MHOTOUYMCIIEHHbIE BOMPOCHI O TOM, KaK OpraHHu30-
BaTh 3alUUTy KOMIbIOTEPa, HA KOTOPOM CTOMT KJIMEHT i CBSI3U ¢ OaHKOM, Mpo-
rpamMma "1C:byxranTtepus', Bamy J00MMble OHJIAHH-UTPBI, TTIOCTOSHHO BKITIOUEHBI
mail-areHT, 4art, TOppeHT u T. 1. [IpocTo mocunTaiiTe CTOMMOCTH MOAEPKAHHOTO
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KOMIIbIOTEpA M CPaBHUTE C BO3MOXKHOW CyMMOH (pMHAHCOBBIX MOTEPb, €CIIM 3710~
YMBILUIEHHUK MEepeHanpaBUT Bac AJs MPOBEACHUs OMIaThl KpeauTa BMECTO caita
"CGepbanka" Ha JIOXKHBIH pecypc ((DUIIMHTOBBIH CaiT).

buzHecMeH, HUYEro He MOHMMAIOLMA B TOHKOCTSIX HACTPOMKM KOMIIBIOTEPA, 10JI-
JKEH MOHATh MPOCTEHIINI aJropuT™M, KOTOPBIA C BepOATHOCTbIO 99% momMokeT He
MOTEPSTh CBOU JE€HBI'M WM CBECTU MOTEPIO K MUHUMYMY .

Anroputm gencTBUIN GU3HECMEHA AN UCKITIOYEHUS Kpaxu
ero geHer ¢ npumeHeHuem 1O

1. He posepsante HUKomy, 1 0coGeHHO NporpaMMuCTy, o6CnyxnBaloLLeEMy BaLll KOMMbIO-
Tep, rae yctaHoBneHo nporpammHoe obecneyeHme ana B0 (naxe ecnu oH Baw poa-
cTBeHHUMK)! Hukoraa, aaxe Ha cekyHay, xoTa 6bl M B BaweM NpUCyTCTBUW, HE JaBanTe
€My B pyKM HOCUTENU C KIodamm (TOKEHbl, CMapT-KapTbl, naw-kapTel...). He coobwan-
Te eMy napornb AN NPOBeAEHNsSI NPOBOAKN.

2. Boigennte ans JBO oTaenbHbI KOMMbIOTEP, B KOMHAaTe, r4e eCTb AOCTYMn TOMbKO
OrpaHNYeHHOMY Kpyry nuu,.

3. CTporo-HacTporo 3anpeTuTe MCMNonb3oBaTb KOMMbIOTEP ANSA Kakux-nnbo apyrux ue-
nen, kpome OBO! U Hukakux noceleHnin B UHTepHeTe apyrx cantos, kpoMme 6aHka, un
TO TONbKO BO BpPeMs NpoBeAeHus onepauuii co cyetamu! Ecnuv Bbl yBUAUTE, YTO KaKon-
To Baw OyxranTepckuii pabOTHMK UNU NPOrpaMMUCT XOTb pa3 C 3TOro KomrbloTepa
NnocMoTpen NycTb Aaxe NpocTo norogy B ViHTepHeTe — yBonbTe ero. [Npuyem HEME[-
JIEHHO n BE3XXANOCTHO!

Ecnu y Bac HeT eHer Ha creunanbHo BblAeneHHbli komnbloTep ana ABO, nydwe Bo-
obLLe He NpUMeHsINTe ANCTaHUMOHHOe GaHKoBCcKoe obcnyxuBaHue. B naeane komnbio-
Tep OOIMKEeH BKMOYaTbCA TOMbKO Torga, korga Heobxoaumo caenaTtb OyxranTepckyto
NPOBOAKY B GaHK UMK MonyyYnTb COOTBETCTBYIOLLME BbIMUCKM MO CYETAM.

4. Ecnn nporpaMmuncT He CneauT 3a aHTUBUPYCHON MporpamMmmor Ha 3TOM KOMMbloTepe
(paboTocnocobHOCTb, O6HOBMEHNE) U HEe "NPOroHSAET" Nepuoanyeckn, AN HageXHOCTH,
anbTepHaTMBHbIE aHTUBUPYCHbIE CpeacTBa — yBONbTe ero!

5. Mpu no6oit HeucnpaBHOCTM Ha komnbloTepe (JIIOBOW!) He xauTe ABa AHS NpuXo-
Aduwero nporpaMMucTa, a TyT Xe nocbinante Byxrantepa cBepATb B 6aHk octaTku Ha
cyetax! [lenante ato cpasy, Aaxe ecnu TeXHWYeCckne KOHCynbTaHTbl BaHka ByayT Bam
NMPOCTPaHHO pacckasbiBaTb, YTO CKOpPEe BCEro y Bac Ha KOMMbIOTEPE Henonagku u Bam
HYXXHO [0XAAaTbCA CBOEro nporpammucta... [loka unaeTt nporpammucT, Bbl "oCTaHeTecb
6e3 wraHoB".

6. Ecnu Baw nporpaMMuCT He npoyuTan Hawy KHUry, U He gan Bam 3TOT anroputMm —
yBonbTe ero!

7. Mpountante Ha canTte "Accoumauum poccuickux 6aHKOB" pekomMeHaauuu: 4YTo fae-
naTtb, €cnu AeHbrn Bce xe ykpanu. [NpounTanTe Mx cenyac, a He Toraa, koraa AeHbru
BCe Xe yKpagyT. Pacneuararite n NonoXuTe Noj CTEKMNO Ha CTONe C KOMMbIOTEPOM, Noa-
kno4veHHbIM K B0O.

MoHO ObL10 OBI JOJITO MOSCHATh U IUCKYTHPOBATh, MOYEMY HYXKHO JIeHCTBOBATh
TakK, & HE MHaue, KaK U3JI0’KEHO B 3TOM MPOCTOM aJITOPUTME AEHCTBUIA.
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Hanpumep, no myHkty 1, T. €. BOnpocy TOro, 4To MporpaMMHUCTy BOOOLLE HEJb3sl
nasathb Kiroud B pyku! [locnenyror Bo3paxkeHusl, YTO MPOrpPaMMHUCT, €CIIH 3aX0YeT,
"yTAHeT" MX C MOMOLIbIO MPOrpaMMHON 3aKJIaZKU, KOTOPYIO UMEHHO eMy Jierye
BCEro M MOCTaBUTH!

a, nefcTBUTENHHO, Jlerye BCero 3TO cliejaTb MMEHHO MPOTPaAMMHUCTY, UMEIOIeMY
(hmznueckuii nocTyn K KoMmbloTepy. Ho 3To ke JomomHuTeNbHbIe TPYIHOCTH IS
Hero! A Kpome TOro, 3TO AOMOJIHUTENbHbIE ciefbl... KTo-To U3 crnenuanucToB, 3a-
HUMAOHIMXCS UHPOPMALIMOHHON 0€30MacHOCThIO, OJIHAXKIbI BhICKA3aJl TJIe-TO J1a-
’K€ KOIIYHCTBEHHYIO, HOMHOTO CIIOPHYIO, Mbiciib: "[Ipu oprannsanuuu uHdopmanm-
OHHOI 0€30MacHOCTH TJIaBHOE — 3TO HE TO, YTOOBI HE JOIMYCTUTh MpEeCTyIUIeHue!
I''TABHOE — cnenath Tak, 4To0bI MOKHO OBUIO IO CJIEaM HalTH TOro, KTO 3TO
c/ienai, U MIMeTh JIoKazaTellbHyto 0a3y!" J[oJ1sl UCTHHBI B 3TOM ecTh!

Taroke Mo mepBOMy ke MyHKTY MOTYT BO3pa3uTh: "A uero 6osTecsa-To?! Hekoto-
pble KITFOYM BOOOLIE HE KOMUPYIOTCS, TaK OHH YCTPOEHBI YACTO TEXHUUECKH".

[To3BonbTE Bac CIPOCHTB: BBl YTO, TaK XOPOIIO pa3OHpaeTech B MOCIEAHUX 0C-
TKEHMAX Xakepckoro nena? B kpumrorpagpun? A xto Bam BooOwIe ckaszal, uTo
3TH KITIOYM HEBO3MOXHO ckomupoBath? [Ipow3BoanTens mporpaMmHoOro obecre-
gyenus? Cam nmporpammuct? Ho BBI Jke 3HaeTe: 4TO BEPUTh HUKOMY Hellb3sl (TTOHST-
HO, YTO KpOM€ aBTOpa 3TOH KHHI'M, KOHEYHO)... J[a Jeno v He ToIbKO B 3ToM!
Korna neHbru y Bac Bce ke YKpalyT, YBepsieM Bac, Bbl Oy/aeTe MyuUTbCs BOMPO-
coM: KTo ykpan? CBoH, MPOCTO CYHYB KIIIOUM M cellaB MPOBOAKY, a IOTOM ChIMH-
THUPOBAB HEUCIIPAaBHOCTh KoMmMbioTepa? WMnu dyskue, MOIKIIOUYMBLIINCH K KOMITbIO-
Tepy yaaieHHo?!

MBI NOANCKYTHPOBAITM TOJIBKO 1O TiepBoMy MyHKTY! Tak e MokHO OblTO GBI TTO-
paccyxnate U B oTHomennu napyrux! Ho 3auem? busHecMeH — He KOMITbIOTEp-
LMK, eMy 3TO Bce HenHTepecHo! Ckopee Bcero, oH Boobie GoJbiie OJHOTO JTUCT-
Ka uyutaTh He 3axoueT! IToaTomMy mpocTo BeIMONHANTE 3TH NpaBuial

[lo pe3ynpTaraM aHaTUTHYECKOTO WCCliefoBaHWs ys3BuMoctel cucteM JIBO 3a
2011 u 2012 rouel, npoBoaumbix kommnaHuei Positive Technologies (http://www.
ptsecurity.ru/ — pa3gen "AHanuTuka"), B KaOKI0H TpeThbel cucTeMe BO3MOXKHO
nojy4eHue JoCTyna K 0a3e JaHHBIX cepBepa WM ONEepalMOHHOM cUcTeMe KIIMeH-
Ta, B HEKOTOPBIX CIIy4aeB BEPOSTHO MOMTyUYeHHE MOJIHOro JOCTYyIa.

[Tpuuem, skcniepThl KOMIAHUK OOHAPY>KUIIH, YTO HAUOOJIBIIIEE YUCIIO KPUTUIECKUX
OIIMOOK CONEPKUTCS B MPOrPaMMHOM O0ecrieYeHHH UMEHHO U3BECTHBIX MPOU3BO-
JUTEeNeH.

3Hast 0 TaKOM TOJIOXKEHUH JieJT, OyJIeTe JIU Bbl U Jajiee paboTaTh TaK K€ CIIOKOWHO
B cucteme JIbO unu uto-to mpeanpumere? TojbKO HE HY>KHO OTKa3bIBaThCS OT
nporpecca! Ecny BBITIOMHATH BhIlIEyKa3aHHbIE PEKOMEHAAIMH, yBepsieM Bac, 4YTO
PHUCKHM CHU3SITCA O MUHUMYMa.
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Te, KTO NPUAECPKUBAJICH MPUBEACHHOI0O HAMH aJIropuT™Ma 3alllUThl, H €ro BCEC
ske odbokpanu B cucreme /IBO, MOryT KHHYTh B HaC KaMHeM!

12.9. Ecnu aHTMBUPYC MONYUT,
a nogo3peHue Ha BUPYC eCcTb

[IpuBenem oguH MpuMep, NMPUCITAHHBINA aBTOPY KHUTH CIEIHAUCTOM, 3aHUMAalO-
MMcsl BoripocamMu obecriedeHnss nH(opMalroHHo# OezonacHOCTH, — BukTtopom
I'ennaaseBuyem KonmoropoBsiM (1. KpacHosipek).

OH omucan ciiyyaii IPOHUKHOBEHUsI 0COOOT0 BpeAOHOCHOTO Koza (B CBOEM TOBe-
CTBOBaHHMU aBTOP COOOIICHHs Ha3bIBae€T BPEIOHOCHBIA KO — "37m0BpeAoM', 3TO
HOBBIM TepMHH, HcHonb3yeMblii B PyHere ans 0003HaueHHsT MHOKECTBa CIIOCOO-
HBIX HaHeCTH yuepO BaileMy KOMMBIOTEpPY: BUPYCHI, YepBH, OOTHI M MpOH.), MO-
MYTHO 3aTpoHYB HekoTopele Bompochkl npumeHeHns UAC (User Account
Control — KOHTpOJIb yUeTHBIX 3anuceit mosnp3oBarteneil) B Windows, 1 npuBen psia
JeJIbHBIX PEKOMEHJALMH 110 3alUTe I0OMAaLIHero KOMIbIoTepa.

BoT 3TOT TekeT (6e3 penakTpoBaHusl, COXpaHeHbl CTHIIb U opdorpadus apropa):

Camoe crnoxHoe npu opraHusaumm 3almTbl AOMAaLUHUX KOMMbIOTEPOB, 3TO cobnioaaTh
MHOFOYUCIIEHHbIE COBETbI U HACTaBMeHUs, T. K. KaXabli U3 HUX TpebyeT ycunui, Hana-
raeT Ha Bac orpaHuuyeHns. Ctout HabpaTb B nonckoBon cuctem Google — "kak OTKIio-
untb nuwHee B Windows?", n Bam npegnoxar LUMPOKWIA aCCOPTUMEHT SKOObI HEHYXXHO-
ro: aBTomaTnyeckoe obHoBneHue nporpammHoro obecneuenus, UAC, npoBepka noa-
NNHHOCTU, N T. 4.

B otHoweHun UAC o4yeHb CUNbHO yaAMBUI COBET OAHOIO M3 aBTOPOB, KOTOPbLIV AaeT pe-
KOMeHZaumun no ee oTknoyeHuo: "KoHeuHo, nyylle He OTKM4YaTh NOMHOCTLIO, a NocTa-
BUTb TPETUI YPOBEHb N BbITb CNOKOWMHBLIM, YTO HUYEro He cnyyntes. OgHako y cebsa a ee
MOIHOCTBLIO OTKIKOYUI, T. K. yBEpeH B cebe 1 B koMmnbroTepe".

Ho! 3t1oT cambin UAC nossonseT nepmoanyeckn OTnaBnmBaTbh OYEHb pefkue "3nospe-
abl". MNocnegHuin u3 nogobHbIX "3noBpenoB" MbiTanca UHCTaNNMpPoBaTb cebsa Npu Kax-
pon 3arpy3ke Windows Ha moem komnbioTepe. [Npu atom cpabateiean UAC, cnpawmBas
paspeLleHne Ha yCTaHOBKy nporpammbl. ABTOpbI "3noBpeaa” owmbnuce B 0gHOW Meno-
4n — nporpammMka genana sug, 4to oHa — Acrobat Reader, kotopomy Hago cpodHo 06-
HoBUTbCS. Bce Obl HMYero, ga Tonbko Hactoswmn Acrobat Reader genaet aTo HecKonb-
ko no-gpyromy... He otkniovaiite UAC n apyrne mexaHu3mbl 3alluTbl, €CN He npej-
CTaBrnisieTe BCEX BO3MOXHbIX MOCNeAcTBUA OT 3Toro Aencrtsa!l Jliogn, KoTopble uX
npoekTnpoBanu — akcnepTbl B obnactn 6esonacHocTu, a nioan, KoTopble BblAaT aHo-
HWMHbIE COBETHI... (A Bbl YBEPEHbI B UX KBanudukauum n Aobpbix HAMEPEHUAX?).

lMouemy e ykasaHHbI "3noBpen" He oTnaBnuearncs aHTuBupycom? [pu Gonee pe-
TanbHOM M3y4YeHUn hannoB U3 kaTanora, oTkyAa OH 3anyckancs, BbIACHUMOCh, YTO Tam
HaxoAUTCS KOMNUMNSATOP A3blka Java, HeCKoNnbKo hannos, coaepalumx HEKUA NCXOOHbIN
Koz, BKMoYaoLWmi 60mbLIoe KONMYEeCTBO YMCMOBbIX KOHCTAHT, U TakKe napy nporpamm-
HbIX MOZyrnew, OAUH W3 KOTOPbIX U MblTancsa npoussectn nHctannaumio B Windows.
BepoATHO, KOHEYHbI BpeAoHOCHBIN dhaiin reHepyupoBarncs yXe Ha KoMnbloTepe € no-
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MoLblo KoMnunsaTopa Java. To ecTb, kaxabli pa3 dopmupoBancs ¢ann ¢ HOBbIM CO-
OepXnMbIM, U BCAKUIA pa3 NporpamMHbIi Kog, NPeAcTaBnslowWwmnin yrposy, BbirMaanT co-
BCEM MO-UHOMY. [103TOMY y aHTMBMPYCOB HET NOAXOASLUEN Macku Ana ero obHapyxe-
HUSE — BUPYC BCAKWIN pa3 yHUKaneH. [pu ytTeHun cogepxumoro dawna yaanocb Han-
T napy CCbIIOK Ha Ppecypcbl KakoW-TO HeneranbHoW Oupxu B WHTepHeTe, T.e. n
B3aMMOAENCTBUA C CETbIO 3TOro "3noBpeaa” BbIrMsSAeny BnosfiHe neranbHo.

Kpome Toro, UAC He pas nomoran npeaoTBpaTuTb MOMbITKU NHCTaNNMpoBaTbCA KakoMy-
nmbo nporpaMMHOMY KOZy C CalToB, koraa s "6oposann” npoctopel MiHTepHeTa. MoaTo-
My HeKkoTopble "CoBeTbl" N0 CBOEN pa3pyLUMTENBHOW cune no gocturaemMomy adpdekTy
ans 6e30nacHOCTV KOMMbIOTEPOB HAaNOMMHAKT CTUXUIiHOe 6eacTeme.

KctaTun, cywiectByeT elle oauH HE COBCEM "TpaaMLUMOHHLIN" cnocob BbiiBNEHUSA "Hexe-
narenbHOro" nporpaMMHoro obecrneyeHuns, 1 OH JOBOMbHO MPOCT: BHUMATENbHO crneaun-
Te 3a 3arpyskomn npoueccopa BO BPeMSA NPOCTOsI KOMMblOTEpa.

lMopsidok delicmeuli cnedyrowud:
" 3aKpblBaeTe BCE NPUMOXEHNUS HA paboyem cTone;

= 3aKpblBaeTe BCE MPUNOXEHUs, KOTopble 0BbIYHO NPAYYTCH B Tpee Balleln naHenm 3a-
Aad, KpOMe aHTUBUpYca 1 ApYyrux "KPUTUYHbLIX" Nporpamm;

=  MOXEeTe OCTaHOBUTb HEOOS3aTENbHbIE, HO XOPOLLIO 3HAKOMbIE CEPBUChHI, U AaXe npe-
pBaTb paboTy HEKOTOPLIX NMPOLIECCOB;

= BbI3oBuUTe "Jucnetdep 3agady Windows" (MOXHO NpaBoOi KHOMKOW MbILUN Ha NaHenu
3apauv);

= nepeknynTech Ha BKnaaky "beicTpogencTame” un xaute.

Yepes HekoTopoe, HenpogomkuTensHoe Bpems "3arpyska LiM" ctaHeT Hynesow, u nuilb
nspegka OyayT BosHMKaTb HebonbluMe BCNNecku (aHamorndyHo obbliMHO BepeT cebsa u
"TMogkntoyeHne no nokansHou cetn", "becnpoBogHOe ceTeBoe coeanHeHne" Ha BKraake
"CeTb").

Ecnu xe Bbl HabniogaeTe NoCTOsIHHYIO akTMBHOCTb — 3arpy3Ky LieHTpanbHOro npowec-
copa, To crneayeT bonee AeTanbHO U3Y4YUTb Er0 NCTOYHUK:

= Ha Bknagke "lMpoueccol" wenkHute no 3aronosky "LIM";

* Tenepb BHMMATENbHO CneauTe 3a npoueccamu, KoTopble AatoT HanbonbLUyo 3arpys-
Ky LIIT;

"  LENYKOM MpaBoil KHOMKOW MbIlM MO Ha3BaHWIO MpoLecca, BbI30BUTE KOHTEKCTHOE
MeHI0 1 BbibepuTe nyHKT "CBolicTBa";

= npocmoTpuTe BkNagky "lMoapobHO", aaThl co3gaHne n n3meHeHus danna, BKNagky
"undpoBas NOANMCL" U pacnonoXeHune;

= obpaTtute Tak Xe Ha AaTbl CO34aHNs KaTanoros, B KOTOPbIX XpaHMTCs daiin npouecca.

A Tak nogpobHO onuckiBalo 3Ty Npoueaypy, T. K. TONbKO YTO €€ BbINOMHUI Ha MOHOOMo-
Ke, Ha KOTOpOM xo3snHN4YaeT pebeHok. "3noBpen” npeacTaBnaAnNcsa kak gpansep BUAEO-
KapTbl C MMeHeM npouecca "oshost.exe", HO 3anyckanca He OT MMEeHW Momnb3oBaTens
"system", a oT umMeHn moein ydyeTHown 3anucu. Katanoru ¢ dannom okasanucb co3gaH-
HbIMW Napy HeAenb Ha3ag (3TO NPMMEPHO BpPeMs BO3BpaLleHUsi pebeHka us nareps).

B kauyecTBe elle ofHOW NPOCTOM MPOPMNAKTUYECKON MEPbI MOXHO MOpPEeKOMeHAoBaTb
ncnonb3oBaTb YTUNWUTbLI, MO3BOMSIOWLME NPOCMATPMBaThL pas3nvyHbIE BUAbI aBTO3arpysku
B Windows. Hanpumep, B nporpamme Piriform CCleaner nmeeTcsi cOOTBETCTBYIOLLMIA
nyHkT "Cepsuc" (puc. 12.39).
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3 Piriform CCleaner

477> CCleaner.com .

. Vasnesue AeTO3arpyska

nporpart

k4 P ST porpam 10TCA npk CTapTe Windows uni
Owncria

ABTO3arpYIKa

Window
Vindows | Internet Explorer | 3annanuposarbie sanacu | S

T

=..'V\r Boccrarosnenne BrnioueHo  Paspen Mporpama aiin
L CHCTEMBI

La HKLM:Run APSDaemon "C:\Program Files\Common Files\Apple\Apple Application Support\APSDaemon.exs BLIKIOUHTE

na HKLM:Run HotieysCmds C:\Windows system32\pkemd. exe
e Ia HKLM:Run IgfxTray C:\Windows\system32\gfutray.exe S
na HKLM:Run MunesHelper “C:\Program Files\{Tunes {TunesHelper exe™
Za HKLM:Run Persistence C:\indows\system32\gfipers.exe
na HKLM:Run QuickTime Tssk  "C: Program Files\QuickTime \QTTask exe” -atboottme
na HKLM:Run REDVCRI i Program Fies Realtsk\Audio HDAIRHHDVCpl exe
ﬁ' La Startup Common  Hotkey.Ink C:\Program Files\Hotkey\Hotkey.exe

Ia StartuplUser  EvernoteClipper.nk  C:\Program Files\Evernote \Evernote \EvernoteClipper. exe

Hacrpaiirar

Coxparuts
oTueT...

MposepuThL 0BHOBNERME. ..

OHNAH-PaBKa

Puc. 12.39

BbisicHunocb, 4to nporpamma "oshost.exe" uHctannupyetcs npu 3arpyske Windows,
T. €. B aBTO3anycke. Kpome aToro, B aBTO3arpy3ke BHOBb OKasariCd HaCTPOEH 3amnyck
"zaxar Game browser", npu 3TOM ABaxabl U pasHbiMW cnocobamu (0AvH U3 hainos
pacnonoxunca B NuYHbIX nankax nonb3osatens "\AppData\Local\Shedule\"). A OGyk-
BanbHO HEJEenio Hasaj 3T BbI3OBbI YXXe yaansanu us astosarpysku. BeposartHo, B Win-
dows BHeapuncst kakor-To "3noBped”, cnegbl AEeATENbHOCTUM KOTOPOro A0 CUX Nop OT-
naesnueatoTcs. Kak BbISCHMNOCL Npu Gonee AeTanbHOM U3YYEHMMU NEPEYHsi NPOLIECCOB,
paboTtatowmx B Windows, Heknii "Shedule consumer dialogue" kak pas okasancs 3arpy-
XKEH B NaMsATb KOMMbIOTEPA, NO3TOMY 3TOT ¢haln He yaaBanoch yaanuTb 6e3 npekpalle-
HUsI Npouecca.

OcrtaeTca caenatb 3arpy3odHbii USB-HocuTenb ¢ kakoro-Hubyab M3 canToB MMEHUTBIX
aHTMBUPYCOB. 3arpysnTbCs C 3TOrO HOCUTENS U NPOCKAHUPOBATL >KECTKUI ANCK KOMIbHO-
Tepa.

CTtapbiii, 4OOpbIA COBET. CTapalTecb HaWTU caiT NPOM3BOAMTENS NMPOrpaMM M cKauu-
BaTb UX OTTyAa, MUHYS NOCPEAHUKOB.

U ewe, y komnbloTepa JomkeH OblTb OAMH X035uH. B ngeane y kaxgoro uneHa cembm
OOJKEH ObITb CBOW KOMMbLIOTEP.

MosicHio noyemy! To, UTO KOMMNbIOTEP, AaXKEe OCHALLEHHbIN NPAaBUITbHO HAaCTPOEHHbIM 1
paboTalLyM aHTUBUPYCHBIM NPOrpaMmMHbIM obecrneyeHueMm paHo Wnu nosgHo Oyaer
3apaxeH — 3To bbino abconoTHo oxuaaemo! o npuynHe Toro, YTo B HonbLUen cTene-
HU XO35IMHOM MOHOGMOKa sBnsieTcs pebeHoK, KOTOpbIi, Kak U BCE COBPEMEHHbIE AETH,
PErynsipHoO akTMBHO CKauuBaeT UMbMbl, B3NIOMaHHbIE NporpamMmbl (MPO 3TO HE NULINTE
:-), OH €elle ManeHbK1i), UrpaeT B OHNaWHOBbLIE UIPYLLKM Bcex macTtell. Cenvac aTo cum-
TaeTca HopMarnbHbIM BPEMSINPOBOXAEHNEM COBPEMEHHOro pebeHka. B Takon arpeccus-
HOW cpeae, BPSiA NN Kakol aHTMBUPYC CMOXET obecneunTb HadexHyto 3awuty. Ceanka!
MmeHHO noaTtomy, 6onee nnn mMeHee LEHHblE AOKYMEHTbI Ha MOHOBIOKE HE XpaHSTCH,
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nporpamMmmbl yrnpaBneHus rHaHcamu He 3anyckalTcs, OpoHMpOBaHME AOKYMEHTOB He
NPOV3BOANTCS — KOMMbIOTEP CUMTAETCA HEHaAEeXHbIM. [Ins BCex BbilLenepeyncrneHHbIX
uenen nydwe ncnonb3oBaTe NGO coToBblE TENEOHbLI, NMMBO HOYTOYK, HA KOTOPOM HET
Takow BpaxaebHon cpeapl.

B ckpuHIIOTaX, MOSCHAIOIMX aHAJIU3 3apa)keHUs! BPEJOHOCHBIM KOJIOM C MMEHEM
"oshost.exe", mro6e3HO npenocTaBneHHbix B. I'. KomMoropoBsiM, MOXKHO YBUAETS,
4TO M ATOT "3510Bpe npomnucaiics Bo daiiprodie (puc. 12.40).

PaspelunTs ceA3b ANA NporpaMm yepes Opanamaysp Windows

YroBel 406aBNTE, MIMEHNTE WK YARNHTE PASPELLEHHBIE NPOTPaMMBl W NOPTLI, HAKMUTE KHonkKy "HsmennTe
napametpbl”.

Puckn PE3PELLUEHWNA CEASM ANA NPOrgamMmmel. I l?_tl Mameruts napamMeTpbl

pESpELLIEHHbIE nporpgamMmel 1 KGMMNOHEHTEE

Hassauwne Jomaiunan wnun pabouan (dactHan)  [My@amyHee
[¥] oshost )
[ Secure Socket Tunneling Protocol |
[ Skype 7
MzmeHeHne nporpammet @ =

MaoHO PaspeWMTE CBASL 3TOA NPorpamMel © MOBLIM KOMNBOTEPOM,
NOAKMOYEHHEIM KaK Yepes MHTEPHET, Tak U YePes NOKANbHYIO CETh.

WAz || oshost

MyTe: C:\drivers\oshost.exe

REERMRAREEOROO

ONacHOCTH 0TMEHE! BNoKMDOBKK NDOrpaMMsL

MoxHo BbIEDaTb, K KakKHM THNaM CETEBbIX |:IEI3MELLLEHIJ1I:;1 CNEAYET OTHECTH

3TY MPOrpamMy. C—
_— BEAEHWA ¥ AannTh

TNkl CETEBEIX PASHELLEHWA. .. | OTHMEHS |

Puc. 12.40

B pexxume noBbimeHHoN 6e30macHOCTH OpaHaMayspa B pasfene MpaBwil s BXO-
JAIIMX TIOJIKIFOYSHUN ObLIM 0OHApYKEeHbl COOTBETCTRYIOIIUE (CO3/ITaHHbIE aBTOMA-
TUYECKH) MpaBuia aj1sl 3Toi mporpammel (puc. 12.41).

PaCCManI/lBaSl MHOTI'OYHUCJICHHBIE YJIOBKU W MPUEMbI XaKEpPOB, a TaKyK€ HE MCHEC
MHOT'OYMUCJICHHBIE PELICHHA 10 OpraHu3alyv 3alllUThl, WHOM pa3 OpocTo OImyCKa-
FOTCA PYKH... Henwzs xxe Bce BpEM: 3aHUMATBHCA 0e30MacHOCThIO! HY)KHO K€ KO-
raa-To €e U paGOTaTB, JKHWTb, OTAbBIXATh...

OnHako 4acTo Mbl CaMH TMopoxKaaeM CBOH HpOGJ’IeMLI. CornacHo OJHOMY U3 OTHYE-
TOB CIICIUAJIUCTOB B obmactu 663OHaCHOCTI/I, OONBIIMHCTBO YTE€UEK NOKYMEHTOB,



3awuma 219

coJepXKallMxX rocyaapcTBeHHyro TaiiHy, B CLLIA nonanu B MHTEepHeT nuiup noto-
MY, UTO WX BJIafelblbl Hapyllanu TpeboBaHUs 0€30MacHOCTH, UHOTAA ¢ OJarumMu
HaMepeHHUsIMU — 10padoTaTh JOKYMEHT IOMa Ha OMallHeM Kommbtotepe. B nro-
re JTOKyMEHTHI MOMajaliu B KaTaJloTH, U3 KOTOPBIX MpOrpaMMbl THIA peer-to-peer
paznaBanu daiinsl B MUHTepHeT (MbI y>ke ONMMChIBAJIM TaKytO CUTyaUuro B enage 10).

Soocal Mailru «BusyansHsie zaknagkm» 1015 7 Brmoueo
om
Oog +

Pazpeledus
1ID: jaocgekledfmfebefgbeckdodbbdihdd
MpoBEpUTL peskumbl NpocmoTpa:  background.html

pEIrJELLIHTI: WCAONEZ0EAHWE B DEMWME MHEKOTHUTD

Puc. 12.41

Ecnu Ha BawieM KOMMbIOTEpe CTOMT Takas Mporpamma, TO MomnpoOyiire caenaThb
3arpoc Ha MOMCK JIOKYMEHTOB M apXMBOB THMa "He cTupats', "mena", "pabouue",
"c pabotel", "maponu”, "cuer" u T. A. MoXkeTe MOUCKATh MO pacUIUpEeHUsIM U Qaii-
JIbl C CEKPETHBIMH KITIOYaMH TS TUIaTeKHBIX cucteM Tina WebMoney u T. 1.

XaKepLI HE APEMIJIIOT, YCHCIIHO 3apa’karOT HAIllKM KOMIIBIOTCPBI, HUCIOJIb3Yyd BCE
6otee U30LIPEHHBIE METOJbl, OCHOBAHHLIC HAa 3HAHUH HaIllel NMCUXOJIOTHH.

Ha gnsx 6vu10 0OHapy)keHO cTpaHHOe ToBeneHHe Opaysepa Google Chrome —
MpH LIETTUKe 10 3JIEMEHTY CTPaHWLBI BB MOMaAaeTe Ha Kakou-To OJor "o moxyne-
HHMM Ha JIBA/ILATh KMJIOTPaMMOB 3a JIeHb", OTKPBITBIN Ha HOBOW CTpaHMLIE, WM Ka-
KOM-11M00 MHOM caliT ¢ peKaMoii.

Hns ycrpanenus npo6siemsl ¢ nomolubso Total Commander Obl1 mponsBeaeH no-
uck ¢aiinor Ha aucke C:, colepKalIMX HMMEHa CalTOB C pPeKIaMoil, KOTopbie
"BerubiBan” 6e3 cripoca.

HazBaHus 3THX caliTOB XpaHWIKCh B Qaiine

c:\Users\*****\AppData\Local\Google\Chrome\UserData\Default\databases\chrom
e-extension_jaocgokledfmfebefgbeokdodbbdjhdd 0\2

Y B pa3nuuHbIX (aiiax no cieayroueMy myTH:
c:\Users\*****\AppData\Local\Google\Chrome\User Data\Default\
Tax B daiine favicons ObpuM 0OOHApPYKEHBI CTPOKHU CJISAYIOIIETO THIIA:

http://www.google.ru/#p=309b8084e¢668c972&Ir=lang_ ru&newwindow=
1&psj=1&q=%22top-blogger-ru.mcdir.ru%:22+%22w-vila.ru%22 &tbhs=
Ir:lang_1ru

Kak oxazanock, ums jaocgokledfmfebefgbeokdodbbdjhdd npunaanexxur pacumpe-
HHIO nomyJsipHoro Opay3epa Chrome (puc. 12.42).
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=) Mailru «BuzyansHsie zaknagkne 1015 P s e,
=243
o9
Pazpelienna

ID: jaccgokledfmfebefgbeckdodbbdihdd
MpoeepuTe pesntel NnpocmoTpa: background.hitml

PazpeluuTe MCNONEI0EAHUE B PEKHME MHKOTHUTD

Puc. 12.42

ITocne yYAajleHus 3TOro pacliupeHust ¢ JUCKa HpO6J’IeMBI HUCYUC3JIN.

Yrto xapakTtepHo, B IHTepHETe Ha 3ampochl O CTPAHHOM IMOBEJICHUU PaCHIUpPEHUS
"BuzyasnbHble 3akiaaku" OblJIO BbIJAHO OOJBIIOE KOJMYECTBO COOOLICHHUI O TOM,
Kak "mounHuTh" "3aknaaku", U JMIIb €JUHULBl HA TEMY O TOM, KaK "BbUICUMTh'.
To ecTh, MHOTHE TaK U HE YBUJIEIHM B HEIITATHOM NOBeJieHUH "Bu3yanbHbIX 3aKia-
JOK" MoceICTBUI OT BUPYCHOTO 3apayKeHUs.

[IpakTrka nokaspiBaeT, YTO aOCOMIOTHOM 3alMThl HET. Bbl HOIDKHBI OBITH camu
3aMHTepecoBaHbl B pa3paboTke U COOMOJeHWH TpeOoBaHWH WHPOPMALMOHHOM
Oe3omacHOCTH, a Takke TpeOoBaTh MX coOmoneHus oT apyrux. Eme Hamo Ha-
YUUTbCS OTHOCUTBCS K HETMIMYHON peakLHu CUCTEMBbI C MOJO3PEHHEM, a TakKe
PEryJsIpHO YMTATh JIUTEpaTypy U HOBocTH B oOnactu 1 T-6e3onacHocty.

Yacro cnpammaroT: uro Jydnie UNIX nnm Windows? Oyenp yauBIsioTes, Koraa
OTBEYAIOT, YTO HU TO, HM Apyroe: Bce muoxo!!! Ilnoxo, ecnin HenpaBWIBHO Ha-
cTpoeHo! Mbl ke B TeMe O 3alliTe MPEUMYLIECTBEHHO OpPHUEHTHPOBAIMCH Ha
Windows Tonbko notomy, uto 3ta OC Gonee pacnpocTpaHeHa B cpejie Mob30Ba-
TeJel, HenmpodeccHoHAaOB.
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Jns Toro utobbl Gosee MONHO MPOaHATM3UPOBATh TEMAaTUKY (OPMHUPOBAHUS HMH-
CTpyMEHTapHs Xakepa, HeOOXOAMMO AOTOJIHUTEIbHO W3YUYUTh STOT BOMPOC Kak
MUHUMYM ellle B CJIEAYIOLIUX HaNpaBIeHUIX:

O BeO-XaKHUHT;
O xakuHr 0a3 JaHHbBIX;
O co3gaHue U UCIOJIb30BaHUE DKCIIIIOMTOB.

B ykazaHHBIX 00NacTsSX Takke CyIIECTBYeT HeMaso CIelUabHBIX MPOrpaMM M
YTHITUT, HE YIIOMSHYTBIX B 3TOW kHHre. Hampumep, mpu BeO-XakvHre WHTEPECHO
npumenenue nporpammsbl InetCrack (B cBsizke ¢ Naviscope) ans nepexsara v OT-
npaBku HTTP-naketoB. M1 koHEUHO ke, BO BCEX 3TUX HAMNPABJIEHUAX MPUMEHSIOT
CTaHAAapTHbIE CPEICTBA: Te ke Opay3epbl pa3IMiHbIX pa3padOTYMKOB, TPOrPaAMMBI,
BCTPOEHHBIE B ONEPALIMOHHBIE CUCTEMBI U JIp.

dopmMupoBaHHe XakepoM HabOpa WHCTPYMEHTOB — JOCTATOYHO OOLIMpHAs Tema.
XoTs B Hayajie KHUTH Mbl U JIOTOBOPHUJIMCH, YTO He OyJeM MpHUIyMbIBaTh COOCT-
BEHHYIO KJIacCHU(HKALMIO, BCe XKe OTMETHUM, YTO PACCMOTPEHHbIE B KHHUTE MpO-
rpaMMHbIEe MHCTPYMEHTBI TI0 CBOEMY Ha3HAa4YeHHWIO B OOJblUEH CTENEeHH Kacalluch
CETEBOr0 B3aMMOJCHCTBHSA U CUCTEMHBIX Bompocos. [Ipu Bcem 3ToM crepyeT mo-
HUMAaTh, YTO TOYHOW I'PaHULIbl B 00IaCTH NPUMEHEHHS TE€X WM UHBIX MPOrpaMM B
MPUHLMIE HE cyllecTByeT. MHOrMe M3 pacCMOTPEHHBIX MHCTPYMEHTOB B KOM-
IJieKce ¢ JAPYTMMH NMPUMEHSIOTCS KaKk XaKepamH, Tak W 3alIMTHUKaMH UHQoOpMa-
LU B Pa3IUUHBIX cepax HHPOpMaTH3aLMH.

U3 rona B rog MEHSIIOTCS BEPCHH, COBEPLICHCTBYETCS MPOrpaMMHOE obecrieueHue,
HeoOXxoauMoe "37100HOMY Xakepy" JUIsl YCHEIHOrO OCYIIECTBJICHHUS 3ayMaHHOTO.
OpHo Ui OcTaeTcss HBM3MEHHBIM — BeuHasi 0opb0a 3a obecniedeHue Oe30macHo-
CTH B 00J1aCTH UH(POPMAIIMOHHBIX TEXHOJIOTHA.
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Ecnmu B3sTH nucT 6yMam, HalmucaTb HAa HEM CCKPCETHBIC NaHHBIC, 3al€peTb 3TO
B ceﬁ(b, MOCTaBUTh YaCOBOI'0, TO MOIBITKU MOXUTHUTb YKa3aHHbIC NAaHHLIC BpAd JIK
OCTAHYTCA HEC3aMCHUCHHbIMU.

CoBceM apyroe 1eno ¢ 3JIeKTPOHHBIMU JaHHBIMU: YKpadyT, U He 3ameTHiub. [lo-
POIO KaxkeTcs, 4To obecriedeHre 0e30macHOCTH AJisi MHGOPMALIMK B DJIEKTPOHHOM
BU/IC B MPUHLIUIE HEBO3MOXKHO....

KoneuHo ke, 30 He Tak. B ogHOM M3 MHpOBBIX OecTcesiepoB, MOCBALICHHBIX
UNIX-cuctemam', 3aOMHUIOCH YTBEPIKACHHUE, YTO "Ge30MacHOCTh" 0OpaTHO Mpo-
MopIHOHANBHA "yA00CTBY" MOIB30BATENA:

1
1,072 x YOOBCTEOD

BE3OMACHOCTb=

B kakoii-ro mepe 310 BepHo. Ho Tem He MeHee npuemieMblii ypoBeHb Oe30macHo-
CTH MOXHO 00ecre4uTb, 3Has YS3BMMOCTH CHCTEM, METOAbl 3alUThl OT HHX.
CnoKHOCTD BCerja 3aKjiovyaercsl B OLEHKE MMEHHO HeOOXOJUMOT0 YpOBHS 3alllu-
ThI, B 3aBUCUMOCTH OT CTETNIeHH YIpo3. A 3HAYUT, ¥ B ONpe/ieJICHHH LIeHbI Oe30mac-
HOCTH, 3aTpaYeHHBIX YCUITHN, TPUUHHEHHBIX HEYI00CTB...

Hapneemcs, uTo naHHast KHUra rnmomorsa MoJHATh YPOBEHb Ballleil OCBEIOMIIEHHO-
cTu B oOcyxnaemoit cdepe. [Ipiuuem momorna Tak, 4ToObl Ha MPAKTHUKE MCTIONB30-
BaTh MOJyYEHHbIE 3HAHUS TOJBKO B LEJISX 3alUMTHL, a He HanazeHus. [lpume-
HATb — B Pa3yMHOM oObeMe, He MepeycepACTBOBaB, BEPHO OLEHHUB JOIMYCTHUMBbIE
PHCKH.

! Hemer D., Cuaiinep I'., Xeitu T., Vaiinu b. Unix n Linux: pykoBoJCTBO CHCTEMHOTO aJMHUHICTpA-
Topa. — 4-¢ u3a. — M.: Bunbesmc, 2012.
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Ob6ecneyeHune 3aWnTbI
Wi-Fi-mapwpyTusartopa

U JOMallHeu ceTu

Ha npumepe poyTtepa TP-LINK

HeoGxonumo 3anpeTuTh aBTOMAaTH4YeCKy0 HACTPOMKY poyTepa Ui MOAKIIOYaro-
umxes yctpoicts (puc. I11).

TP-LINK'

Status

Quick Setup QSS (Quick Secure Setup)

Qss

Network QSS Status: Disabled Enable QSS
Wireless

LBy currentPIN: 0135517 Restore PIN | Gen New PIN

Network Sharing

Forwarding Add a new device:
Security

| (3 (3 gl 4 (=t
S ]

Parental Control

Puc. M

Jly4iie Bcero, eciid poyTep He OyJeT MochUIaTh IMPOKOBEIIATENIbHbIE COOOIICHUS
co ceouMm umeneM (SSID). Dro menaeTcst Mg TOro, 4roObl HE TaK JIETKO ObLIO
0oOHapyXHTh Balll poyTep B adupe (puc. [12).
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TP-LINKC

Status

Quick Setup Wireless Settings

Qss
Network

ssi>:  |GRAF |

Region: i Russia e

Warmning: Er
- Wireless Security i

- Wireless MAC Filtering
-Wireless Advanced Channel: Ao |v|
- Wireless Statistics Mode: i 11bgn mixed v
DHCP Channel Width: Auto | v]
Network Shari

2 L Max Tx Rate: 300Mbps |+

Forwarding

Security
[] Enable Wireless Router Radio
Parental Control

Access Control ¢ [] Enable SSID Broadcast >

Advanced Routing [0 Enable WDS
Bandwidth Control
IP & MAC Binding ==

Dynamic DN S

System Tools

Puc. N2

HyxHo yuuTbIBaTh, 4TO MPH TAKUX HACTPOMKAX BaM M caMHUM OyIeT TpyIOHO MOoJ-
KJIIOYaTh HOBbIE yCTpolcTBa. [y 3TOro mpuaercs TOYHO BBOAMTH Ha3BaHUE PO-
yTepa, T. €. (pakTHUecKH MOAKI0YasCh BPYUHYIO.

EcrecTBeHHO, HeoOX0MMO mM(poBaHUe TpaduKa, MPUYEM ¢ MPUMEHEHHUEM ajro-
putMma He xyxe WPA2-PSK, u clokHbIM, CTOHKUM maposieM (4ToObl ero HeBo3-
MO2KHO ObLIO 1Mo100path 1o cioBapro) — puc. [13.
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Status

Quick Setup

Qss

Network

Wireless

- Wireless Settings

ity

- Wireless MAC Filtering

- Wireless Advanced
- Wireless Statistics
DHCP

Network Sharing
Forwarding

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

TP-LINKC

:

) Disable Security

© WEP
e
WEP Key Format:
Key Selected WEP Key Key Type
Key1: @ | || Disabled ﬂ
Key2: () | ||D\sabled\vl
Key3: () | ||D\sabled ﬂ
Key4: () | ||Dwsabledwl
© WPANWPA2
Version: WPA2 |
Encryption: TKIP s

Radius Server IP:

Radius Port: 1812 |(1-65535‘ 0 stands for default port 1812)

[0 | ansecons, minimum is 30, 0 means no update)

Radius Password:

Group Key Update Period:

WPA-PSK/WPA2-PSK

Version:

WPAZPSK__ |0

Encryption: TKIP [

| 53cn635021CH5 85w

PSK Password:

r ASCIl characters between 8 and 63 or Hexadecimal characte

D (in second, minimum is 30, 0 means no update)

Group Key Update Period:
LI

Puc. N3

Cnenyert cnenath npuBs3ky Beex Fi-Wi-ycrpoiicts no MAC-anpecam (puc. [14).

Hns Toro uro0s1 y3Hath MAC-anpec (dpusndeckuii aapec) Ha KOMITBIOTEpE C Ore-
pauoHHoM cuctemoit Windows, MOXHO 3aaTh KOMaHy

ipconfig /all

[pu ananuze uHdopMaLUK, BBIBOAUMON ITOM KOMaHAOM, HY)KHO MOHUMATh, YTO
CETEeBbIX a/IaNTePOB Ha KOMIILIOTEPE MOXKET OBITh HECKOJbKO, HanpumMep Ethernet
(coenuHeHune ¢ MpuUMeHeHHeM Kabens BUTO# mapel) U Wi-Fi (coennHenue no pa-
nuokanany). Ha puc. 14 ykaszeiBaercs MAC-aapec umenno ans Wi-Fi-coenune-

Hus (Wireless).
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TP-LINKC

Status

Wireless MAC Filtering

Quick Setup
Qss
Network

Wireless MAC Filtering: Disabled Enable
Wireless g

- Wireless Settings
- Wireless Security Filtering Rules
- Filtering

Wireless Advanced

(@) Deny the stations specified by any enabled entries in the listto access.

T @ow the stations specified by any enabled entries in the list to ac@
DHCP
Network Sharing ID MAC Address Status Description Modify
T 1 0C-60-76-61-20-24 Enabled noutbook Modify Delete
Security 2 AD-71-A9-69-BE 56 Enabled NOKIA Modify Delete
Parental Control 3 16-B9-A5-44-41-00 Enabled Netbook Modify Delete
Access Control 4 A4-27-E3-8E-BE-T5 Enabled new_NOTEBOOK Modify Delete
Advanced Routing 5  00-16-44-B9_D9.00 Enabled lashina Modify Delete
ST AT 6 FO-7D-68-44-48.A4 Enabled ip-camera Modify Delete
Il 5 MAC By 7  40-B3-95.A48E-28 Enabled iPhone Modify Delete
Dynamic DNS
System Tools

AddMNew..  Enable Al Disable Al Delete All

Ecnmu k poyrepy nmo Wi-Fi moakimtodaercss yCTpOWCTBO, HA KOTOPOM OMpPeIesIUTh
MAC-agpec 3aTpyIHUTENbHO, TO MOXXKHO MEPBOHAYAIBHO MOAKIIOYUTECS K pOyTe-
py ¢ He3ajeiicTBoBaHHOW (yHKumMeld dunbrpaiyu anpecor (Disabled). A nanee
B CHUCTEMHOM MpOTOKOJE poyTepa (A paccMaTpUBaeMOro BapuaHTa B MEHIO
System Tools | System Log) oTbickaTh 3anich 00 3TOM MOJAKIFOYEHUH U CUMTATh
B HEll UICKOMBII azipec.

[MpeanourutensHo Oynmet, ecnu Bbl 3anpetrute s Wi-Fi-ycTpolicTe B Baimeit
BHYTPEHHE CceTH IWHaMU4YecKHe ajpeca, a pa3peliuTe TOJbKO CTaTHYeCKHe
(puc. I15).

Ho toraa B 11000M MOAKIIIOYaeMOM yCTPONCTBE MPHUAETCS BPYUYHYIO HAaCTpauBaTh
IP-anpec, mpuueM Hy’>KHO Y4WUTBIBAaTh, YTO JBa YCTPOWCTBA MOJ OJHUM M TEM Ke
a/IpecoM BBI3OBYT KOH(ITHUKT.

JlomkHa ObITh BIKITIOUeHA Oa30Bas 3amuTa (puc. 116).
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TP-LINKC

Status
Quick Setup
Qass
Network

Wireless

- DHCP Clients List

- Address Reservation
Network Sharing
Forwarding

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control

IP & MAC Binding

Start IP Address:
End IP Address:

@ Disable

Enable

Address Lease Time: 120 minutes (1~2880 minutes, the default value is 120)
Default Gateway: 192.168.0.1 (optional)
Default Domain: | (optional)
Primary DNS: 212.75.210.62 (optional)
Secondary DNS: | 212.76.211.2 (optional)
Save
Puc. N5

TP-LINKC

Status
Quick Setup
Qss
Network
Wireless
DHCP
Network Sharing
Forwarding
Security

ty

- Advanced Security

- Local Management

- Remote Management

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Firewall

SPI Firewall: @ Enable () Disable

VPN
PPTP Passthrough: @ Enable ) Disable
L2TP Passthrough: @ Enable () Disable
IPSec Passthrough: @ Enable ) Disable

ALG
FTP ALG: @ Enable () Disable
TFTP ALG: @ Enable ) Disable
H323 ALG: @ Enable () Disable
RTSP ALG: @ Enable ) Disable

Save

Puc. N6
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Bxumrouaetcst punbTpanus s M3BECTHBIX ceTeBbIX aTak (puc. [17).

Crenyer pa3pelinuTs aAMUHUCTPUPOBAHKE POyTepa TOJIBKO C OJHOrO KOMIbIOTepa
(o ero MAC-anpecy) — puc. 118.

TP-LINKC

Status

Quick Setup Advanced Security

Qss

Network
Packets Statistics Interval (5 ~ 60): 10 \» Seconds
Wireless

DHCP
Network Sharing Dos Protection: () Disable @ Enable
Forwarding
Security

-Basic Security ICMP-FLOOD Packets Threshold (5 ~ 3600): Packets/s

Enable ICMP-FLOOD Attack Filtering

- Adva y
- Local Management Enable UDP-FLOOD Filtering

- Remote Management UDP-FLOOD Packets Threshold (5 ~ 3600): 500 Packets/s
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Enable TCP-SYM-FLOOQD Aftack Filtering
TCP-SYN-FLOOD Packets Threshold (5 ~ 3600): | a0 Facketsis

Ignaore Ping Packet From WAN Port

Dynamic DNS

SEh o ThaE Forbid Ping Packet From LAN Port

Puc. N7

TpeOyercs 3anpeTuTh aIMHUHHUCTPUPOBAHHE poOyTepa IMOCPEACTBOM BEO-UHTEp-
¢eiica, uepes MutepHet (korna ycraHosieHo 0.0.0.0 — 3HauuT, Takoe aJMUHUCT-
pupoBaH#He 3arnpeieHo) — puc. [19.
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TP-LINKC

Status

Quick Setup Local Managemen

Qss
Network

Management Rules
Wireless

DHCP (7) Allthe PCs on the LAM are allowed to access the Router's Web-Based Utility

Network Sharing Only the PCs listed can browse the built-in web pages to perform Administrator tasks
Forwarding MAC 1:

- Advanced Security RS I:I

: — Your PC's MAC Address: ,m! Add

- Remote Management

Parental Control

Access Control Save
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. N8

TP-LINKC

Status

Quick Setup Remote Management

Qss

Network
Web Management Port: a0

Wireless

e Remote Management IP Address: 0000 (Enter 255.255.255.255 for all)

Network Sharing

Forwarding Save
Security

- Basic Security

Puc. N9
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B mento Access Control MoxHO riOko HacTpaMBaTh KOHTPOJIb JocTymna B MHTep-
HET JU1s OTAeNbHBIX X0ocToB. Hanpumep, ecnu TpeGyeTcs, MOXKHO OrpaHUUMThb J10C-
Tyn A OyXraaTepcKoro KOMIBIOTEPA TOJNBKO Ha OmpeneneHHbld OaHKOBCKUN
calT ¥ B 3aJJaHHBIN MHTEpBas Bpemenu (puc. [110).

TP-LINKC

Status

Quick Setup
Qss

Network
Wireless

DHCP

Network Sharing
Forwarding
Security
Parental Control
Access Control
- Rule

- Host

- Target

- Schedule
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Access Control Rule Management

Enable Internet Access Control

Default Filter Policy
() Allow the packets not specified by any access contral policy to pass through the Router

@ Denythe packets not specified by any access control policy to pass through the Router

Save
ID Rule Hame Host Target Schedule Action Status  Modify
1 Buhgaltr-Bank Buhgalter Bank Bank-Buhgalter Allow Enabled Edit Delete
Add New...  Enable Al Disable Al Delete All
Move D | ToiD | |
BreyiolE eie CurrentNo.| 1|+ Page

Puc. MN10

[Tpu sTom onpenensercs IP-anpec kommbrotepa Oyxranrepa (puc. [111).

VkaspiBaercs [P-anpec v mopT, mo koTopomy paboTaeT mporpamma ¢ OaHKOM

(puc. I112).

Add or Modify a Host Entry

Mode: IP Address :V]
Host Description: | Buhgalter |
LANIP Address: | 192.168.0.90 | - |192.168.0.90] |
Save N Back |

Puc. N11
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Add or Modify an Access Target Entry

Mode:  |IP Address  |v]
Target Description: | Bank |
IP Address: | 44.51.123.11 | - 44.51.12311 ,
Target Port: | 80 | ‘E
Protocol: '
Common Service Port: |@’_|

Puc. N12

Homep mopra MOKHO YTOYHUTH B JOKYMEHTAllMM Ha Mporpammy (WiId B ciiyxOe
TEXHUYECKOM MOIAepKKU 0aHKa), eciiv MOPT HEW3BECTeH — IMOCTaBbTE LUMPOKUI
JMana3oH, YToObl BKJIIOUATh BCE M3ITUILIHUE, CTAHAAPTHBIE MOPTHI.

Bpems paboTbl CTaBUTCS C Y4E€TOM YacoB, BCTPOCHHBIX B pOyTep, MOATOMY TpeOy-
eTcsl MPaBWIbHO BLICTaBUTH Yachl Ha poyTepe. B Hawewm ciydae Oyxranrepy pas-
peineHo pabotath B pabourie auu ¢ 8 1o 18 vacor (puc. I113).

Advance Schedule Settings

Mote: The Schedule is based on the time of the Router.

Schedule Description: | Bank-Buhgalter |
Day: () Everyday @ SelectDays
Mon Tue Wed Thu Fri [] Sat [] Sun
Time: all day-24 hours: []
Start Time: | 0800 | (HHMM)

StopTime: | 1800 | (HHMM)

~SBave Back |

Puc. N13
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Ecnu BbI icnonb3yeTe KOHTpoub AocTyna B MHTepHeT, Takke He 3a0yabpTe MPOmnu-
caTh pa3peliarolye npasBuia Al KOMIBIOTEPa, KOTOPOMY JOCTYI B I100abHYIO
CeTb HE OrpaHUYEH.

[lepeGuBaeTca maposib MO YMOJYAHUIO Ul aJMHHHUCTpaToOpa poyTepa Ha O4YeHb
CIOXKHBIN. [I711 aqnMUHUCTPUPOBAHUS 3aBOAUTCSI HOBBIM MOJBb30BaTENb, TaKkKe CO
CII0XHBIM TaponieM (puc. [114).

TP-LINK'

Status

Quick Setup Password

Qss
Network

Wireless

DHCP Old User Hame: I:l
Network Sharing odpassword: | |
Forwarding
Security New User Name: @
Parental Control New Password: m

Access Control Confirm New Password: | ssessssssns|
Advanced Routing

Bandwidth Control
IP & MAC Binding

—

Dynamic DNS
System Tools

- Time Settings

Puc. N14

Takum 06pazom, MPOU3BOAATCS OCHOBHBIE HACTPOMKH, BIUSIOLIME HAa o0ecreyeHue
0e30MacHOCTH, IJISl 9TOr0 KOHKPETHOTO TUMa poytepa. st qpyrux THUMOB poyTe-
POB MPHUHLMM MOAX0JA K YCTaHOBKE TaKOH ke, HO Ha3BaHMSl HEKOTOPBIX Mapamer-
POB MOTYT OTJIMYATbCA.
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